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RETRIEVAL AND TRANSFER OF ENCRYPTED HARD DRIVE
CONTENT FROM DVR SET-TOP BOXES

TECHNICAL FIELD
The present invention relates to the field of set-top terminals and, more
particularly, relates to the storage, recovery and transfer of encrypted content from a

storage device for reuse without utilizing the original secure microprocessor.

BACKGROUND OF THE INVENTION

Recording content to a storage device such as a hard drive of a set-top box (STB)
is a popular service available to cable subscribers. A digital video recorder (DVR)
application provides user interface screens that can be used to manage the content of the
storage device. With the content recorded on the storage device, the subscriber can play

back the content whenever they want while also utilizing VCR-like functionality such as
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pause, rewind, fast-forward and delete. To ensure content security, the digital content

streams are encrypted before they are stored onto the storage device. A single content
instance key of suitable strength is used to encrypt the entire stream.

The content instance key is then encrypted by the public key of the STB and
stored on the storage device in association with the encrypted content and any other
access rights elements. Typically, subscribers create a p‘ersonal library of their stored
encrypted content. When the subscriber wishes to replay the recorded content, the STB’s
private key is provided to decrypt the encrypted content instance key and any other access
rights elements to the encrypted content.

However, when a set-top fails, it may not be possible to access the secure
microprocessor to allow decryption of the stored content from the storage device.
Consequently, the subscriber’s personal library may become inaccessible. Therefore,
what is needed is a system and method that allows the subscriber to retrieve encrypted
content and then transfer the content to be played by a new replacement STB even though

the storage device’s content can not be decrypted with the original secure microprocessor

of the failed STB.



10

15

CA 02577327 2007-02-16

WO 2006/023393 PCT/US2005/0287353

BRIEF DISCRIPTION OF THE DRAWINGS

Fig. 1 illustrates a generalized block &iagram of an interactive digital STB having

a storage device for recording encrypted content.

Fig. 2 illustrates one embodiment for decoding encrypted content according to the

present invention.

Fig. 3 is a flow chart illustrating one embodiment of a content retrieval and

transfer system of the present invention.

Fig. 4 illustrates generalized block diagram of a second interactive digital STB

having the storage device of the digital STB of Fig. 1 according to one embodiment of the

present invention.

Fig. 5 is a flow chart illustrating an alternative embodiment of a content retrieval

and transfer system of the present invention.

Fig. 6 is a flow chart illustrating another embodiment of an access rights elements

retrieval and transfer system of the present invention.

Fig. 7 illustrates a generalized block diagram of a third interactive digital STB

adapted for use with removable storage media.
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DETAILED DESCRIPTION

The present invention will be described more fully hereinafter with reference to
the accompanying drawings in which like numerals represent like elements throughout
the several figures, and in which an exemplary embodiment of the invention 1s shown.
This invention may, however, be embodied in many different forms and should not be
construed as being limited to the embodiments set forth herein; rather, the embodiments
are provided so that this disclosure will be thorough and complete, and will ﬁ.llly COnvey
the scope of the invention to those skilled in the art. The present invention 1s described
more fully hereinbelow.

Fig. 1 illustrates a block diagram of a generalized digital STB 110 coupled to a
television 112. The STB 110 includes DVR functionality and may be coupled to a remote
STB 120 typically located within a subscriber’s premises that is in turn coupled to another
television 122. The STB 110 may be coupled to a plurality of remote STBs capable of
receiving broadband signals directly from the provider while also requesting and
receiving from the STB 110 cable channels, stored or recorded content, a VOD movie, or
the interactive program guide, just as if the remote STBs were equipped with the
functionality of the STB 110. Only one remote STB 120 is shown for convenience.

A multiple systems operator (MSO) transmits signals from a headend or central
office over a communications network to a plurality of subscribers having a STB such as
the STB 110. The service provided includes a number of program services. Each
program provided from a program source is an “instance” of that program source. When
an instance is broadcast, it is encrypted to form an encrypted instance containing instance
data which is the encrypted information making up the program. This information 1s

delivered to the STB 110. Authorization information is also sent to the STB 110 and, if
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the subscriber is entitled to watch the program of the encrypted instance, the STB 110
may then decrypt the encrypted instance. An overview of encryption and decryption of
the signals to and from the headend service provider can be found in U.S. Pat. No.
6,292,568.

The STB 110 in one exemplary embodiment further includes a tuner system 130
that preferably includes at least two tuners and at least one RF transmitter so that the STB
110 can transmit an indepenaent signal to the remote STB 120. The incoming signal
from the headend service provider arrives at the tuner system 130 that filters out the
unwanted source signals and tunes to a selected television signal. In some embodiments,
the tuner system 130 includes a demultiplexor because the tuned signal may contain
several different programs or television signals multiplexed into the same tuned program
stream. A demultiplexor would select the particular television signal from the channel or
program stream that has been tuned.

The filtered signal is forwarded to the signal processing system 132 that includes a
CPU, memory, an operating system, and the DVR application in addition to one or more -
other software and/or hardware modules to demodulate and decode the filtered signal. As
shown in the embodiment of Fig. 1, the signal processing system 132 includes a decryptor
134 for decrypting the selected television signal and providing it in the clear to television
112. The signal processing system also includes an encryptor 136. The subscriber may
decide to record the instance decrypted by the decryptor 134 to a storage device 140
which must then be re-encrypted by encryptor 136. The storage device 140 is preferably
an internal or external hard drive sized to hold the desired amount of recorded
programming. The encrypted signal corresponding to the instance to be recorded is then
forwarded and recorded to the storage device 140 for storage. A content instance key

from the encryptor 136 is used to encrypt each instance recorded to the storage device
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140. This content instance key may be commonly referred to as a bulk encryption key.
In some cases, the same content instance key may be used to encrypt more than one or
every instance recorded to the storage device. Signal processing system 132 determines
the storage location of the encrypted instance on the storage device 140. The signal
encrypted by encryptor 136 may also be forwarded to the STB 120, before or after the
signal is recorded to the storage device 140, where the decryptor 128 of STB 120 then
decrypts the signal and transmits it for presentation on the television 122.

Referring now to figure 2, 1in order to retrieve content from the storage device 140
for viewing on the television 112, the stored encrypted content and DRM parameters are
transmitted back to a content security unit 200 of the STB 110. The public serial number
of the STB 110 1s provided from memory 214 to a demultipléxer 210 of the content
security unit 200 so that the demultiplexor 210 can select an encrypted.instance key
encrypted to the content security unit 200. Encrypted instance key EK,,(K) is decrypted
in decryptor 212 of the secure microprocessor 138 using the STB 110°s private key Kpgr
from memory 214 to provide content instf;lnce key K1. The content instance key Kj is then
provided, along with the access rights elements, to the main CPU 216 in the signal
processing system 132 of the STB 110. The access rights of the subscriber utilizing the
STB 110 are reviewed to determine whether the subscriber may still have access to the
stored content retrieved from the storage device 140. In another embodiment, the
determination of subscriber access rights may be carried out within secure microprocessor
138. Once the access rights have been verified, the encrypted content is processed in
decryptor 218 of the signal processing system 132 using the content instance key K;jto
recover the content instance in the clear.

In the event the STB 110 fails, 1t 1s desirable to retrieve the encrypted content

stored on the storage device 140 even though the content on the storage device 140 can no
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longer be accessed and decrypted utilizing the original secure microprocessor 138 of the
STB 110. The flow chart of Fig. 3 illustrates one embodiment for storing encrypted
content to the storage device 140 while using the original secure microprocessor 138 so
that it may subsequently be retrieved and transferred from the storage device 140 without
then using the original secure microprocessor 138 of the STB 110. This process i1s
initiated at process block 310 where the content to be recorded to the storage device 140
is encrypted with the content instance key as explained above. Then, as shown in process
block 320, the content instance key 1s encrypted with the public key of the STB 110. The
encrypted instance key can be decrypted with a private key that corresponds with the STB
110’s public key in a defined public/private key pair.

However, 1n the present invention as shown in process block 330, a duplicate of
the content instance key is also encrypted with one or more public keys of other than the
STB 110. For example, the duplicate of the content instance key may be encrypted with
the public key of one or more of the MSO’s headends. Although content instance keys
may be referred to as either an original content instance key or as a duplicate content
instance key, they are substantially indistinguishable from one another and either should

not necessarily be referred to as preceding the other. The content encrypted with the

content instance key, the content instance key encrypted by the public key of the STB

110, and the duplicate content instance key encrypted by one or more other public keys,
are stored on the storage device 140 1n association with one another as shown in block
340.

The content instance key 1n combination with the access rights elements are
referred to as digital rights management (DRM) parameters or DRM tag. In one
embodiment of the present invention, the original DRM parameters may also be

duplicated so that the duplicated content instance key is part of a duplicate of the DRM
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parameters. Therefore, there 1s preferably separate DRM parameters to be encrypted by
each of the one or more public keys that may be utilized in place of the public key of the
STB 110 for encrypting subsequent occurrences of the original content instance key. The
access rights elements of the original DRM parameters or the duplicated access rights
elements that are part of any duplicate DRM parameters may be modified to reflect the
possible decryption of the DRM parameters by the other public key users. Therefore, it is
preferable that the access rights elements of DRM parameters for use by the other public
key users such as a MSO’s headend be more lenient than those associated with the
subscriber’s STB that likely has an associated expiration time.

Turning now to decision block 344, if the STB 110 can decrypt the stored instance
on the storage device 140, the instance is then provided in the clear, as shown 1n process
block 346, to the television 112. On the other hand, if the STB 110 has failed and can no
longer decrypt recorded instances utilizing its original secure microprocessor 138, a STB
failure is detected as indicated in process block 350. The storage device 140 may then be
removed or detached from the failed STB. In one embodiment, the storage device 140
may itself be forwarded to the service provider so that retrieval and transfer of the content
on the storage device 140 may be performed.

The retrieval and transfer of the content from the storage device 140 may be
performed by a content transcription device (CTD) that 1s a purpose-built device that
would be able to use the appropriate private key to decrypt the duplicate of the encrypted
content instance key as well as the access rights elements. For example, the CTD could
use a private key such as the conditional access authority (CAA) ot the MSO or a site-
specific headend private key such as the entitlement agent (EA). The CTD may also
perform one or more other functions as outlined below. Preterably, the CTD is

maintained at the headend in order to have strong physical protection.
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Still referring to Fig. 3, in process block 352, the DRM parameters, which include
the access rights elements and the duplicate content instance key, that had been encrypted

with a public key of other than the failed STB 110, such as the public key of the MSO

headend, is decrypted with the corresponding private key of the MSO headend.

tUnencrypted access rights elements and the duplicate content instance key are received,

as shown in process block 356, in order to determine the subscriber’s access rights and
then decrypt the encrypted content with the duplicate content instance key. The
encrypted content from the storage device 140 is decrypted, as shown 1n process block
360, by using the private key corresponding with the public key of other than the failed
STB 110, such as the public key of the MSO headend. For example, a private key of the
MSO headend, which corresponds with the public key that had encrypted the duplicate of |
the content instance key, is used to decrypt the duplicate of the content instance key. The
decrypted duplicate content instance key may then be used by the CTD to then decrypt
the encrypted content from the storage device 140.

Once the content retrieved from the storage device 140 1s 1n the clear, the content
may be returned to the subscriber for future access in accordance with the subscriber’s
access rights. However, the retrieved content would preferably be re-encrypted and re-
recorded to the storage device 140 or transferred to some other storage device. Process
block 362 illustrates generating a new content instance key for re-encrypting the retrieved
content. The retrieved content is re-encrypted as shown in block 370 using a new content
instance key preferably having a quality similar to that ot the original content instance
key. However, the original content instance key may be preferably utilized because of its
high quality and because the CTD would not then need to have the functionality

necessary to generate a new content instance key of suitable quality.



10

15

20

235

CA 02577327 2007-02-16

WO 2006/023393 PCT/US2005/0287353

Also, one or more public keys should then be used to encrypt the instance key and
duplicates thereof, respectively, as well as the corresponding DRM parameters, that are
then stored in association with the retrieved content as shown in process block 380 of Fig.
3. Each of the DRM parameters would include access rights elements for determining
the subscriber’s access rights as well as include a version of the content instance key that
was used to re-encrypt the retrieved content. If permitted by the content providers, the
subscriber’s access rights may be modified as part of the recovery and/or transfer
pProcesses.

A public key of another 6perationa1 STB, such as STB 410 of Fig. 4, that has been
or will be provided to the subscriber, could be used to re-encrypt the original content
instance key or to encrypt a newly generated content instance key generated by the CTD.
Another public key for encrypting/re-encrypting a duplicate of the instance key may be
the public key of one or more of the MSO’s headends.

The STB 410 of Fig. 4, which 1s preferably similar to STB 110 of Fig. 1, can
include tuning system 430, signal processing system 432 and secure processor 438, but
may instead be substantially different so long as the STB 410 may access the storage
device 140 or some other storage device which has the retrieved content from the storage
device 140 transferred to it. -As shown 1n Fig. 4, the storage device 140 becomes the
internal hard drive of the STB 410, but may instead be an external hard drive or some
other external storage device.

As shown in process block 390 of Fig. 3, the re-encrypted content may then be re-
recorded to the storage device 140. The encrypted/re-encrypted DRM parameters and the
one or more encrypted/re-encrypted instance keys may be stored on the storage device
140 in association with the re-encrypted content. The one or more encrypted/re-

encrypted instance keys and encrypted/re-encrypted DRM parameters stored in

10
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association with the re-encrypted content transferred to the storage device 140, once
decrypted with corresponding one or more private keys, may then be utilized to decrypt
the re-encrypted content on the storage device 140. For, example, if the user wishes to
view any of the transferred content from the storage device 140 with the STB 410, the
private key of the STB 410 is utilized to decrypt the instance key that encrypted the
content to bé viewed. In the event the STB 410 subsequently also fails, and the stored
content is to be retrieved again from the storage device 140, the private key that
corresponds with the one or more public keys that eﬁcrypted/re-encrypted a duplicate of
the content instance key 1s utilized to decrypt the content instance key so that the content
can then be decrypted, retrieved and transferred, 1f desired.

In an alternative embodiment according to the present invention, the process
illustrated in Fig. 3 may be modified so that content may be transferred directly for use on
another STB. Fig. 5 illustrates one embodiment.of the modifications to the process
illustrated in Fig. 3. Once the storage device 140 has been removed from the failed STB
110, the storage device 140 may then be coupled to an operational replacement STB such
as STB 410. As shown in process block 510, the replacement STB 410 may detect the
encrypted content on storage device 140 at the subscriber premises. In such case, the
STB 410 requests decryption of the duplicate encrypted content instance key by sending a
message upstream to the MSO headend as shown in process block 520. The upstream
message indicates that the STB 410 1s a replacement STB for the stored content of the
storage device 140 and provides the encrypted instance key and encrypted access rights
elements for decryption. Once the upstream message 1s authenticated using digital
signature methods well known in the art as being from the subscriber with the
replacement STB 410, the encrypted content instance key and access rights elements are

decrypted with the private key that corresponds with the public key of the headend or

11
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other public keys that had encrypted both the content instance key and the access rights

elements, as shown in process block 530.

In process block 540, the content instance key and access rights elements are re-
encrypted with the public key of the replacement STB 410 and preferably with other
public keys of other than the replacement STB 410. The access rights elements may be
modified as part of the recovery process. A downstream message that includes the re-
encrypted content instance key and access rights elements-is then sent to the replacement
STB 410. The replacement STB 410 will then receive the downstream message with the
re-encrypted content instance key and access rights elements, as shown in process block
550, so that the stored content from the storage device 140 can be viewed utilizing the
replacement STB 410. Theretfore, the content originally encrypted with the secure
microprocessor 138 of the failed STB 110 may be decrypted by the replacement box 410
without the original secure microprocessor 138, as shown 1n block 560, by the
replacement STB 410 using its own private key which corresponds with the public key
utilized to re-encrypt the content instance key and access rights elements received from
the downstream message.

However, instead of retrieving and transferring an instance of encrypted content, it
may be desirable to just decrypt the DRM parameters to determine the subscriber’s access
rights despite no longer.having access to the original secure microprocessor. The flow
chart of Fig. 6 illustrates one embodiment for storing encrypted DRM parameters in
association with encrypted content to the storage device while utilizing the original secure
microprocessor, and according to one embodiment of the present invention, the DRM

parameters may subsequently then be retrieved without utilizing the original secure

microprocessor by other public key users.

12
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The initial steps of the process of Fig. 6 are substantially similar to the initial steps
of the process of Fig. 3 described above. However, the processes of Figs. 3 and 6 are
distinguishable from one another after a STB failure has been detected. The process ot
Fig. 6 is initiated at process block 610 where the content to be recorded to the storage
device 140 is encrypted with the content instance key, as explamed above. Then, as
shown in process block 620, the content instance key and the corresponding access rights
elements are encrypted with the public key of the STB 110. The encrypted instance key
and access rights elements can be decrypted with a private key that corresponds with the
STB 110’s public key in a defined public/private key pair. Howeyer, in the present
invention as shown in process block 630, a duplicate of the content instance key and a
duplicate of the corresponding access rights elements are also encrypted with one or more
public keys of other than the STB 110. For example, the duplicate of the content instance
key and the duplicate of the access rights elements may be encrypted with the public key
of one or more of the MSO’s headends. The content encrypted with the content instance
key, the encrypted DRM parameters having the content instance key and corresponding
access rights elements, and the DRM parameters with the duplicate content instance key
encrypted by one or more other public keys, are all stored on the storage device 140 in
association with one another as shown in block 640.

At decision block 644, if the STB 110 can decrypt the DRM parameters on the
storage device 140, the stored instance 1s then provided 1n the clear, as shown 1n process
block 646, to the television 112. On the other hand, 1f the STB 110 has failed and can no
longer decrypt utilizing its original secure microprocessor 138, a STB failure 1s detected
as indicated in process block 650. The storage device 140 may then be removed or

detached from the failed STB. As explained above, the storage device 140 may itself be

13
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forwarded to the service provider so that the DRM parameters may be decrypted and re-
encrypted and transfered back onto the storage device 140 or any other storage device.

Still referring to Fig. 6, at process block 660, the DRM parameters having a
duplicated content instance key and corresponding access rights elements may be
decrypted with the private key that corresponds with the public key that had encrypted the
duplicate content instance key of the DRM parameters. Then, once the unencrypted
access rights and unencrypted content instance key are received, as shown in process
block 670, the subscriber’s access rights may be modified as part of the recovery process,
if permitted by the content providers. Process block 680 illustrates one or more DRM
parameters then being re-encrypted with one or more other public keys, respectively. The
re-encrypted DRM parameters may then be recorded on the storage device 140 or any
other storage device in association with recorded content.

In another alternative embodiment of the present invention, a STB 710 may be
coupled to one or more remote STBs 720 1n a manner that 1s commonly reterred to as
multi-room configuration as shown in Fig. 7. In the event that both the STB 710 and STB
720 have similar DVR functionality, the encrypted content recorded to a storage device of
one STB may be transferred to the other STB. In the context of the present invention,
transferring encrypted content from one STB to another STB 1s distinguishable from
playing content on one STB that had been encrypted and stored by another STB. For
example, STB 710 can record encrypted content to removable storage media such as disk
730. Each instance recorded onto the removable disk 730 1s encrypted with a content
instance key in a manner similar to that explained above in regard to either STB 110 or
STB 410. The public key of the STB 710 then encrypts the content instance key. In

order to retrieve the encrypted content recorded onto the removable disk 730 for display
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on television 112, the private key of the STB 710 that corresponds with the STB 710’s

- public key is provided.

In order to transfer the removable disk 730 to STB 720 and allow the STB 720 to
use the encrypted content which had been recorded onto the removable disk 730 by STB
710, the STB 720 must be able to decrypt a content instance key which encrypted the
recorded content stored on the removable disk 730. Therefore, a duplicate of the original
content instance key is also encrypted with the public key of the STB 720. The DRM
parameters, having the access rights associated with the use of the recorded content on the
STB 720, must also be transferred along with the encrypted content on the removable
disk 7.'3 0.

The encrypted duplicate content instance key may then be decrypted by the
corresponding private key of the STB 720. Any number of duplicate content instance
keys may each be encrypted by public keys of other than the STB 710 so that the content
may be transferred to and decrypted by other STBs or other devices. In one embodiment,
the STB 720 may notify the STB 710 of its presence in the multi-room network or the
STB 710 may detect the presence of the STB 720 upon coupling the STB 710 and STB
720 together to create the multi-room environment. In such case, the STB 710 could
receive and store the public key of the STB 720 or any other STBs or devices utilized in
the multi-room configuration. The STB 710 could receive the public key of STB 720
directly from STB 720 or from a MSO headend. In another embodiment, the STB 710
could encrypt one or more duplicate content instance keys with stored or received public
keys of other STBs or devices regardless of whether or not these other STBs or devices
are currently included within the multi-room network.

U.S. Patent Pub. No. US 2004/0237100 entitled “VALIDATING CLIENT-

RECEIVERS?”, filed June 22, 2004,
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discloses validating a DVR-based STB with a headend as well as validating other remote
STBs in a multi-room environment with the DVR-based STB. 'Before the DVR-based
STB plays recorded programming which may be restricted, the DVR-based STB validates
that the remote STBs are valid client-receivers or components of the subscriber television
system. Secure communication between the headend, the DVR-based STB and the
remote STBs is accomplished using pairs of asymmetrical keys known to those skilled in
the art such as RSA public key encryption technology. For example, after public keys are
exchanged, a message from the headend for any of the STBs is encrypted with the public
key of the DVR-based STB. The DVR-based STB can then decrypt the message with its
corresponding private key. Also, a message from the headend signed with its private key
can be authenticated Witil the corresponding public key of the headend.

In one embodiment of the present invention, the validating procedure between the
headend and the STB 710, for example, would include a list of certificates, having the
public keys of the other STBs or components needed to encrypt duplicate content instance

keys, maintained at the headend that the STB 710 could trust. The headend would
transmit a secure message, providing one or more encrypted certificates, encrypted with
the public key of the STB 710. The headend could also use its private key to sign the
message/certificates transmitted from the headend to the STB 710 where, after the STB’s
corresponding private key is used to decrypt the certificates, the STB 710 could then use
the headend’s corresponding public key to authenticate the certificates.

In another embodiment, the validating procedure between the STB 710 and
remote STB 720, for example, to verify that the remote STB 720 1s a valid component in
the multi-room environment and the subscriber television system, can be used to provide
the STB 720’s public key to the STB 710 without any upstream communication with the

headend. The STB 710 receives a validation message generated by the remote STB 720
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that includes message content and an authentication token. The content of the validation
message could include an identifier such as the STB’s public key. After the STB 710 has
validated the remote STB 720 by comparing the authentication token from the STB 720
with another locally generated authentication token, the STB 710 has the remote STB’s
public key that can be used to encrypt content instance keys as explained above.

The foregoing has broadly outlined some of the more pertinent aspects and
features of the present invention. These should be construed to be merely illustrative of
some of the more prominent features and applications of the invention. Other beneficial
results can be obtained by applying the disclosed information in a different manner or by
modifying the disclosed embodiments. Accordingly, other aspects and a more
comprehensive understanding of the invention may be obtained by referring to the
detailed description of the exemplary embodiments taken in conjunction with the

accompanying drawings, in addition to the scope of the invention defined by the claims.
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CLAIMS

What i1s claimed 1s:

1. A method for retrieval and transfer of encrypted content from a first set-top
box, said method comprising the following steps:

at said first set-top box, encrypting content to be stored on a first storage device of the
first set-top box with a content instance key, said content comprising a program instance;

at said first set-top box, encrypting said content instance key with a public key of the
first set-top box;

at said first set-top box, encrypting a duplicate of said content instance key with one
or more public keys of other than the first set-top box;

encrypting access rights elements to said content with said one or more public keys ot
other than first set-top-box, said access rights elements configured to be reviewed to
determine a user's access to said content:

recording said content encrypted with said content instance key and said encrypted
content instance key to said first storage device;

decrypting said duplicate content instance key that was encrypted at said first set-top
box by using a private key corresponding with said one or more public keys of other than said
first set-top box; and

decrypting said content with said decrypted duplicate content instance key.

2. The method of claim 1 further comprising the step of recording said encrypted
duplicate content instance key on said first storage device.

“y

3. The method of claim 1 wherein said decrypting said duplicate content instance
key using a private key corresponding with said one or more public keys of other than the
first set-top box is performed in response to not being able to decrypt said content with a

private key corresponding with said public key of the first set-top box.

4. The method of claim 1 further comprising the step of re-encrypting said
content using one of said content instance keys.

. The method of claim 1 further comprising the step of re-encrypting said
content using a new content instance key.

0. The method of claim 5 further comprising the step of encrypting said new
content instance key with a public key of a second set-top box.

18
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7. The method of claim 5 further comprising the steps of encrypting said new
content instance key with a public key of a second set-top box and re-recording said re-
encrypted content onto said first storage device.

8. The method of claim 5 further comprising the steps of encrypting said new
content instance key with a public key of a second set-top box, re-recording said re-encrypted
content onto the first storage device, and installing said first storage device in said second set-
top box.

9. The method of claim 5 further comprising the steps of encrypting said new
content instance key with a public key of a second set-top box and re-recording said re-
encrypted content onto a second storage device.

10.  The method of claim 1 further comprising the step of re-encrypting said one of
said content instance keys with a public key of a second set-top box.

11.  The method of claim 1 further comprising the steps of re-encrypting said one
of said content instance keys with a public key of a second set-top box and re-recording said
re-encrypted content onto said first storage device.

12. The method of claim 1 further comprising the steps of re-encrypting said one
of said content instance keys with a public key of a second set-top box, re-recording said re-
encrypted content onto the first storage device, and installing said first storage device in said
second set-top box.

13.  The method of claim 1 further comprising the steps of re-encrypting said one
of said content instance keys with a public key of a second set-top box and re-recording said
re-encrypted content onto a second storage device.

14.  The method of claim 1 wherein said decryption step is performed by a content
decryption device having said private key to decrypt said duplicate content instance key.

15. The method of claim 1 further comprising re-encrypting said duplicate content
instance key with a public key of a second set-top box.

16. The method of claim 1 further comprising encrypting a new content instance
key with a public key of a second set-top box.

17.  The method of claim 1 further comprising the step of detecting a failure of the
first set-top box where a private key corresponding with said public key of the first set-top
box 1s inaccessible.
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18. The method of claim 1 further comprising the step of a second set-top box

coupled to said first storage device detecting encrypted content recorded on said first storage
device.

19. The method of claim 1 further comprising the step of a second set-top box

coupled to said first storage device requesting decryption of said duplicate content instance
key.

20.  The method of claim 1 further comprising the step of a second set-top box
coupled to said first storage device receiving said duplicate content instance key encrypted
with a public key of said second set-top box.

21. The method of claim 1 further comprising the step of sending a message that a
second set-top box coupled to said first storage device requires decryption of said duplicate
content instance key.

22.  The method of claim 1 further comprising the step of encrypting access rights
elements with said duplicate content instance key.

23.  The method of claim 22 further comprising the step of decrypting said access
rights elements with said decrypted duplicate content instance key.

24. A system for retrieval and transfer of at least a portion of encrypted content
from a first storage device of a first set-top box, comprising:

said first storage device of said first set-top box, said first storage device comprising
content encrypted at said first set-top box with a content instance key, said content
comprising a program instance, a first occurrence of said content instance key encrypted at
said first set-top box with a public key of said first set-top box, another occurrence of said
content Instance key encrypted at said first set-top box with a public key of other than said

first set-top box, wherein said another occurrence of said content instance key is decrypted by
a private key corresponding with said public key of other than the first set-top box, and at

least a portion of said content is decrypted with said another occurrence of said content
instance key;

access rights elements encrypted with said public key of other than said first set-top
box: and

a content transcription device, said content transcription device configured to decrypt
said another occurrence of said content instance key with said private key corresponding with
sald public key of other than said first set-top box.
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25.  The system of claim 24 wherein at least a portion of said content of said first
storage device 1s free from having been decrypted with a private key corresponding with said
public key of the first set-top box.

26.  The system of claim 24 wherein at least a portion of said content is re-
encrypted using said another occurrence of said content instance key and said other

occurrence ot said content instance key is re-encrypted by a public key of a second set-top
box.

27.  The system of claim 26 wherein said first storage device with said re-
encrypted content 1s installed in said second set-top box.

28.  The system of claim 26 wherein at least a portion of said re-encrypted content
1s re-recorded to a second storage device.

29. The system of claim 24 wherein at least a portion of said content is re-
encrypted using a new content instance key and said new content instance key is encrypted
by a public key of a second set-top box.

30.  The system of claim 29 wherein said first storage device with said re-
encrypted content 1s installed in said second set-top box.

31.  The system of claim 29 wherein at least a portion of said re-encrypted content
1s re-recorded to a second storage device.

32.  The system ot claim 24 wherein at least a portion of said content is re-
encrypted using said another occurrence of said content instance key and said other

occurrence of said content instance key is re-encrypted by a public key of a multiple systems
operator's (MSO's) headend.

33. T'he system of claim 24 wherein at least a portion of said content 1S re-
encrypted using a new content instance key and said new content instance key is encrypted
by a public key of a multiple systems operator's (MSO's) headend.

34.  The system of claim 24 further comprising a content decryption device having
said private key to decrypt said other occurrence of said content instance key.

35.  The system of claim 24 further comprising a second set-top box coupled to
said first storage device wherein said second set-top box detects encrypted content on said

first storage device and requests decryption of said another occurrence of said content
instance key.
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36.  The system of claim 35 wherein said second set-top box receives said another
occurrence of said content instance key encrypted with a public key of said second set-top
box.
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