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SECURE BIDIRECTIONAL CROSS-SYSTEM 
COMMUNICATIONS FRAMEWORK 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
The current invention generally relates to network security. 

More specifically, the current invention relates network data 
transmissions through a firewall. 

2. Description of the Related Art 
As computer networks have evolved, increasingly sensitive 

personal and business data have been stored on information 
systems to improve efficiency and reduce the cost of doing 
business. Consequently, this valuable personal data has 
become a target for computer theft and a rise in attacks on 
information systems has been observed. Moreover, storing 
sensitive personal data on information systems has given 
system administrators the enormous responsibility of ensur 
ing data security and data integrity. Indeed, information sys 
tem security is a high priority for system administrators han 
dling sensitive data. 

System administrators currently have a number of tools at 
their disposal to ensure data security and data integrity. 
Secure Shell (SSH) software may be used to prevent plain 
text transmissions from being intercepted by computer crimi 
nals by creating an encrypted tunnel through which informa 
tion flows that only the intended receiver and sender can 
interpret. SSH was designed as a replacement for previously 
existing remote administration tools such as rsh and telnet. 
Tools such as rsh, telnet, and ssh give a system administrator 
the ability to issue commands on a computer system from a 
remote location. SSH achieves a high level of security by 
creating a secured logical tunnel. A client, for example, that 
wishes to communicate with a server running an SSH service 
initiates a connection with that server. The server sends back 
a public host key to the client identifying the server, which is 
then used to create an encrypted session key by the client. The 
client proceeds to send the session key back to the server, and 
the server decrypts this session key and creates an encrypted 
connection between the client and server. Authentication is 
then required using a password or other means to log into the 
server over the encrypted connection. While this method 
offers a high level of security, the process is not transparent in 
environments where a persistent connection is required. Fur 
thermore, SSH has generally been limited to gaining remote 
access to a shell (command line interface to a computer sys 
tem) rather than for application programming. 

Secure Socket Layer (SSL) technology provides similar 
functionality for transmissions which take place over net 
works employing the Hypertext Transfer Protocol (HTTP). 
SSL was a response to the increase in online shopping, bank 
ing, and identity sensitive activities performed on the web 
using an Internet web browser. SSL's intended implementa 
tion was for HTTP, but SSL's use has been expanded beyond 
HTTP to other network applications. In an SSL-enabled con 
nection, the user visits an SSL-enabled website. The user's 
web browser checks the website's identification certificate to 
ensure the website is legitimate and not another website act 
ing as the intended website. The website has an identification 
certificate which is obtained from an issuer that both the 
website itself and the web browser trust. If the certificate is 
not available or its authenticity appears to be in question, the 
users web browser will notify the user and permit the user to 
make a decision to proceed. The web browser and the website 
then exchange information indicating what encryption meth 
ods are understood on both the web browser and the website 
in the transaction and an encryption key is generated by the 
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2 
web browser. The encryption key is then sent to the server 
allowing the website to decrypt transmissions between the 
web browser and the website. After the key has been sent to 
the website the connection is secured and all HTTP transmis 
sions from the web browser to the secured website may be 
encrypted. SSL allows for secure HTTP transmission, but it 
limited to the HTTP protocol. If another protocol must be 
secured, SSL Support is generally not available or becomes 
economically unfeasible when trying to adapt the SSL Secu 
rity function to a non-HTTP application. 

Recently, Virtual Private Networks (VPN) has been imple 
mented to give users an additional level of security using 
techniques similar to SSH. A. VPN is a security mechanism, 
which creates a private, encrypted network on a much larger 
public network infrastructure. The most common VPN imple 
mentation is the creation of a private, encrypted network over 
the Internet. VPN uses a tunneling technique similar to SSH 
wherein each network packet (discrete network data) is 
encrypted and transferred between a client and a server. There 
is no agreed upon specification for VPN implementations, 
however, and thus the use of the term VPN to describe secure 
networks can take on various meanings. In general, a VPN 
requires that a client authenticate with a server, thereby cre 
ating an encrypted network, which facilitates the secure trans 
mission of data. The authentication mechanism, encryption 
algorithm, and network protocol may all be implemented 
differently, thus leading to innumerable variations. Currently, 
Point-to-Point Tunneling Protocol and IPSec are competing 
technologies with different advantages and disadvantages 
subject to opinions by different professionals. These authen 
tication and encryption mechanisms serve as the basis for the 
VPN connection. In addition, VPNs use advanced packet 
monitoring techniques coupled with encryption to ensure that 
packets are not intercepted and unreadable and in this respect 
is generally superior to SSH. VPN however has numerous 
drawbacks. As previously mentioned, VPN does not have a 
standard industry specification leading to interoperability 
problems and expensive vendor lock-in situations. VPNs also 
only currently support Internet Protocol (IP) on a wide scale. 
Other legacy protocols requiring secure distributed connec 
tions are not supported by current VPN solutions. Therefore, 
many applications using unsupported transmission mecha 
nisms requiring a secure connection may not use VPN to 
improve security. 

In addition to the aforementioned security tools, system 
administrators have generally implemented firewalls on all 
Vulnerable networks. A firewall is piece of software that 
resides on a computer system serving as a gateway between a 
local and remote network. When data is transferred across the 
network in the form of multiple network packets over a pro 
tocol such as TCP/IP, a firewall intercepts each packet and 
inspects it en route to its destination. After intercepting the 
packet, the firewall will accept or reject the packet based on 
predefined rules established by the system administrator. 
These rules check the type, source, destination, and other 
pertinent information of the packet. If the packet's properties 
pass inspection based on the firewall rules, it is routed on to its 
destination, if it fails, the network packet will be rejected. 

In client/server environments, client Software resides on a 
client computer system and server Software resides on a 
server computer system. A significant benefit of client/server 
environments is that the client software and server software 
may reside on different computer systems permitting the two 
computer systems to be in different locations but on the same 
network. A typical configuration is a data source that resides 
on a computer system separate from multiple client computer 
systems. In a client/server transaction, the client may request 
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data from the server, and the server attempts to Supply the 
requested data in the form of network packets. The process 
may work in reverse as well when the server requests infor 
mation from the client. Such configurations exist, for 
example, where a server checks each client to ensure compli 
ance to a set of security standards. Thus, it is imperative that 
a transparent path exists in both directions to allow the flow of 
information in a client/server configuration. 
A firewall generally will allow packets to flow freely from 

a local network to a remote network; however, the converse is 
generally not true since most firewalls are configured to reject 
all network transmissions originating from a remote network 
unless the network transmission has been initiated by a com 
puter system residing on the local network. Firewalls, there 
fore, create specific problems in client/server environments 
where the flow of information must occur without obstruction 
and in either direction to avoid data loss. Various techniques 
have been employed to permit inbound traffic from a remote 
network through the firewall to the local network. One such 
method involves permitting inbound traffic from only desig 
nated IP addresses chosen by a system administrator. This 
solution is feasible but only in networks with a smaller num 
ber of servers and clients. In a large environment, designating 
a specific list of IP addresses is undesirable because of num 
ber of IP addresses that would have to be specified as well as 
the effort required to maintain an accurate list. Another tech 
nique permits only specific protocols to pass through the 
firewall. This is problematic, however, because security flaws 
may still be exploited within the allowed protocol and thus 
may still require significant maintenance work to effectively 
implement. Therefore, a need exists for an efficient method 
and apparatus that permits inbound traffic from a remote 
network to enter a local network through a firewall while 
maintaining appropriate security measures. 

SUMMARY OF THE INVENTION 

The present invention provides a method and apparatus for 
secure bidirectional cross-system communication. Accord 
ingly, one aspect of the present invention is a secure bidirec 
tional cross-system communication framework comprising 
one or more local computer systems each having a request 
queue; one or more remote computer systems each having a 
request queue; a network coupling the one or more local 
computer systems and the one or more remote computer 
systems; a request push job executing on each of the one or 
more local computer systems for pushing a cross-system 
request from the one or more local computer systems to a 
request queue on each of the one or more remote computer 
systems; and a request pulljob executing on each of the one or 
more local computer systems for pulling a cross-system 
request from the one or more remote computer systems to the 
a request queue on each of the one or more local computer 
systems. In an embodiment, the secure bidirectional cross 
system communication framework further comprises a fire 
wall coupling the local computer system to the remote com 
puter to prevent unauthorized access to the local computer. 

Another aspect of the invention is a method of secure 
bidirectional cross-system communication between one or 
more local computer systems and one or more remote com 
puter system comprising the steps of initiating a request push 
job on at least one or the one or more local computer systems 
for pushing a cross-system request from the one or more local 
computer systems to a request queue on at least one or the one 
or more remote computer systems and initiating a request pull 
job on each of the one or more local computer systems for 
pulling a cross-system request from at least one of the one or 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

4 
more remote computer systems to a request queue on at least 
one of the local computer systems. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a simplified, system view of a secure bidirectional 
cross-system communication framework. 

FIG. 2 is a simplified, system view of a secure bidirectional 
cross-system communication framework using a Hub/Node 
configuration. 

FIG. 3 is a diagram of a cross-system request and its con 
tentS. 

FIG. 4 is a flow chart illustrating a method for providing 
secure bidirectional cross-system communication between 
one or more local computer systems and one or more remote 
computer systems in accordance with the present invention. 

FIG. 5 is a flow chart illustrating a push job executing in a 
secure bidirectional cross-system communication frame 
work. 

FIG. 6 is a flow chart further illustrating the steps associ 
ated with processing the cross-system request previously 
shown in FIG. 5. 

FIG. 7 is a flow chart illustrating a pull job executing in a 
secure bidirectional cross-system communication frame 
work. 

FIG. 8 is a flow chart further illustrating the steps associ 
ated with processing the cross-system request previously 
shown in FIG. 7. 

FIG. 9 is a diagram of a computer system and its associated 
components. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

The present invention provides methods and apparatus to 
create a secure bidirectional cross-system communication 
framework permitting a local computer system and a remote 
computer system to communicate across a network. The 
present invention provides for dynamic, real-time communi 
cation between a remote computer system and a local com 
puter system while preserving a desired level of security. 

FIG. 1 is a system view of a secure bidirectional cross 
system communication framework, shown generally at 110. 
A local computer system 100A and a remote computer sys 
tem 100B are connected by a network 101. In the illustrated 
embodiment, a firewall 112 exists between local computer 
system 100A and remote computer system 100B to prevent 
unauthorized access to local computer system 100A from 
network traffic originating outside of firewall 112. 
When local computer system 100A needs to initiate com 

munication with remote computer system 100B or vice versa, 
a cross-system request 103A, 103B is generated, and placed 
in a request queue 102A, 102B on the computer system 100A, 
100B generating the request. All cross-system requests 103A, 
103B residing on request queues 100A and 100B are handled 
by two jobs executing on local computer system 100A. The 
first of these jobs, a request push job 107, pushes cross-system 
requests 103A existing on local computer system’s 100A 
request queue 102A to the remote computer system’s 100B 
request queue 102B. The second of these jobs, a request pull 
job 111, pulls cross-system requests 103B existing on remote 
computer system’s 100B request queue 102B over to local 
computer system’s 100A request queue 102A. In this way, all 
cross-system communications are initiated from a computer 
system inside the firewall (e.g., local computer system 100A) 
without violating any outside-in dataflow limitations. 
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Once a cross-system request 103A, 103B is pushed or 
pulled between the local computer system 100A and the 
remote computer system 100B, the target computer systems 
100A, 100B request router job 108A, 108B takes the cross 
system request 103A, 103B and routes the request to an 
appropriate application queue 106A-106F. A corresponding 
application 113A-113F is then responsible for removing the 
cross-system request 103A, 103B from application queue 
106A-106F for processing. A system communication con 
figuration file 109A residing on local computer system 100A 
contains configuration information required for secure bidi 
rectional cross-system communication framework 110 to 
properly operate. 

Network 101, by example, may be the Internet, an intranet, 
or any network capable of transmitting information. Further 
more, network 101 may support Transmission Control Pro 
tocol (TCP), Internet Protocol (IP), System Network Archi 
tecture (SNA), or any network protocol that facilitates the 
transfer of information. SSL may be used in conjunction with 
any of the aforementioned protocols. First request queue 
102A and second request queue 102B may each temporarily 
hold one or more cross-system requests 103A, 103B. First 
request queue 102A and second request queue 102B may be 
data queues, message queues, or any other queue capable of 
storing information. Cross-system request 103A, 103B is a 
Software-based notification placed on request queue 102A, 
102B by an operating system, or any other computer program, 
which requires either a local-remote or remote local computer 
interaction. Cross-system request 103A, 103B may contain 
the following information about processing that is to be com 
pleted including, but not limited to: identification information 
for processing Such as a key, instructions to be executed, and 
data to be processed and/or stored during the execution of 
instructions. 

Request push job 107 is a continuously running computer 
process responsible for detecting the presence of a cross 
system request 103A on local computer system 100A. The 
information contained in cross-system request 103A may 
require one or more applications 113D-F to execute on 
remote computer system 100B based on information in cross 
system request 103A. Request push job 107 places cross 
system request 103A on request queue 102B. Request router 
job 108B then places cross-system request 103A on applica 
tion data queue 106D-F associated with application 113D-F 
for which the cross-system request 103A is destined. Each 
application 113D-F that is associated with cross-system 
request 103A is responsible for removing and processing 
cross-system requests 103A assigned to each applications 
application data queue 106D-F. Because many applications 
can be run on a computer system, multiple application data 
queues 106D-F may be created. 

Request pull job 111 is a continuously running computer 
process responsible for detecting the presence of cross-sys 
tem request 103B on the remote computer system 100B. 
Information in cross-system request 103B may require one or 
more applications 113A-C to execute on local computer sys 
tem 100A based on information in cross-system request 
103B. Request pull job 111 places cross-system request 103B 
on request queue 102A. Request router job 108A then places 
cross-system request 103B on application data queue 106A-C 
associated with the application 113A-C for which cross-sys 
tem request 103B is destined. Each application 113A-C that is 
associated with cross-system request 103 is responsible for 
removing and processing cross-system requests 103B 
assigned to each applications application data queue 106A 
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6 
C. Because many applications can be run on a computer 
system, multiple application data queues 106A-C may be 
created. 
An application file 105A, 105B resides on both local com 

puter system 100A and remote computer system 100B. Appli 
cation file 105A, 105B contains a record for each application 
113 A-F that may be run on a computer system. Furthermore, 
application file 105A, 105B contains information specifying 
the relationship between each application 113 A-F and its 
associated application data queue 106A-F. A system commu 
nication configuration file 109A resides on local computer 
system 100A and optionally on remote computer system 
100B. System communication configuration file 109A con 
tains information for each computer system 100 regarding 
which communication protocol to use for cross-system com 
munication, whether or not request push jobs 107 or request 
pull jobs 111 should be executed, and other settings related to 
the control of secure bidirectional cross system communica 
tion framework 110. System communication configuration 
file 109A may specify any usable protocol including but not 
limited to TCP, IP, or SNA. SSL may be used in conjunction 
with any of the aforementioned protocols. 

In an embodiment, a firewall exists on network 101 
between local computer system 100A and remote system 
computer system 100B. Firewalls are well known in the art, 
and are implemented to prevent network communications 
from occurring based on a specified set of rules. The firewall 
implemented in FIG. 1 prevents unauthorized access to local 
computer system 100A from any remote computer system 
100B. In this embodiment, only local computer system 100A 
may initiate network communication through the firewall 
between remote computer system 100B and local computer 
system 100A. Any network communication initiated from 
remote computer system 100B and not satisfying a predeter 
mined set of firewall rules will be rejected by firewall 112. 
This configuration prevents unauthorized computer systems 
also residing on network 101 with remote computer system 
100B from gaining access to local computer system 100A. 
Advantageously, the secure bidirectional cross system com 
munication framework enables network communications to 
occur in both directions using request data queues 102A, 
102B as described above. 

In another embodiment, a secure bidirectional cross-sys 
tem communication framework may be implemented using 
multiple remote computer systems, multiple local computer 
systems or a multitude of both remote computer systems and 
local computer systems. In such configurations, it may be 
desirable to balance processing workloads among numerous 
computer systems, or to designate specific applications to 
specific computer systems. A secure bidirectional cross-sys 
tem communication framework enables the aforementioned 
configurations using a Hub/Node environment. 

FIG. 2 illustrates an exemplary embodiment illustrating a 
Hub/Node environment with high availability capability 
shown generally at 210. More specifically, FIG. 2 illustrates a 
secure bidirectional cross-system communication frame 
work, simplified to draw attention to pertinent aspects of a 
Hub/Node environment. In the illustrated embodiment, mul 
tiple local computer systems 200A, 200B are coupled to 
multiple remote computer systems 200C, 200D via a network 
201. A firewall 211 exists between multiple local computer 
systems 200A, 200B and remote computer systems 200C, 
200D to prevent unauthorized access to local computer sys 
tems 200A, 200B via network 201. A request push job. 205A, 
205B and a request pull job 206A, 206B execute on each local 
computer system 200A, 200B to process cross-system 
requests 203. Local computer systems 200A, 200B will here 
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after be referred to as a hub and remote computer system 
200C-200D will hereafter be referred to as a node. Applica 
tion files 208A-208D contain application-specific informa 
tion. A request re-router job. 204A-204D will re-route cross 
system requests 203 based upon information contained 5 
within hub file 207A-207D. In FIG. 2, a connection exists 
from each node to hub when each computer system is initial 
ized. The secure bidirectional cross-system communication 
framework 210 uses a priority-based schema to determine 
workload levels on eachhub. Priority-based schemas are well 10 
known in the art and ensure that workload levels are evenly 
distributed amongst all available computer systems. 

In FIG. 2, local computer system 200A will be given a 
priority status of 1 and local computer system 200B will be 
given a priority status of 2. In this embodiment, local com- 15 
puter system 200A will be the primary computer system 
handling cross-system requests 103. In the event that local 
computer system 200A fails, is shut down for maintenance, or 
otherwise becomes unavailable, a secondary computer sys 
tem (i.e., local computer system 200B) will begin processing 20 
cross-system requests 203. This priority-based schema is 
implemented using hub file 207A-207D in conjunction with 
request re-router job 204A-204D. Hub file 207A-207D con 
tains information specifying where cross-system requests 
203 will be routed, the priority level of each hub and/or node, 25 
appropriate response instructions for known or unknown 
events, and all other information related to directing cross 
system request 203 to an appropriate computer system. 
Request re-router job. 204A-204D uses the information con 
tained within hub file 207A-207D to re-route cross-system 30 
requests when, for example, local computer system 200A is 
unavailable. Secure bidirectional cross-system communica 
tion framework 210 may be configured to route cross-system 
requests 203 to all computer systems, the highest priority hub, 
the highest available hub, or any other hub based on a speci- 35 
fied configuration. Advantageously, this priority-based 
schema results in greater integrity of data and communica 
tions in a secure bidirectional cross-system communication 
framework. 

FIG. 3 is an illustration of a cross-system communication 40 
request. In the illustrated embodiment, cross-system request 
300 is comprised of three elements: a key 301, instructions 
302, and data 303. Cross-system request 300 is a software 
entity, similar to a software object, and requires at least one of 
the three elements to be present; however, not all three are 45 
required for a functional cross-system request. Further, addi 
tional elements may be added to the cross-system communi 
cation request without departing from the scope and spirit of 
the present invention. Instructions 302 will be executed on a 
computer system to perform some operation, which may use 50 
data 303. Key 301 may be used to facilitate more efficient 
communications in a secure bidirectional cross-system com 
munication framework. For example, if multiple local com 
puter systems and multiple remote computer systems exist, 
different cross-system requests may be destined for different 55 
computer systems, and each different computer system main 
tains a unique identification. When a cross-system request 
300 is placed on a request queue of a remote computer system, 
for example, key 301 will be assigned a value. When a local 
computer running a request pull job checks the request queue 60 
of the remote computer system, the request pull job will only 
search for cross-system requests 300 containing a specific key 
value indicating the intended local computer system to which 
it is destined. It is well-known in the art that keys may be used 
to efficiently store and locate objects containing information 65 
in various data structures using indexing or other perfor 
mance enhancing techniques. 
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FIG. 4 is a method illustrating the operation of a secure 

bidirectional cross-system framework shown generally at 
400. The method begins at element 401. At element 402, a 
request push job is initiated by at least one of the one or more 
local computer systems for pushing a cross-system request 
from the one or more local computer system to a request 
queue on at least one of the one or more remote computer 
systems. At element 403, a request pull job is initiated by at 
least one of the one or more local computer systems for 
pulling a cross-system request from at least one of the one or 
more remote computer systems to a request queue on at least 
one of the one or more local computer systems. The order in 
which the request push job and the request pull job are initi 
ated may be reversed; therefore, the order in which the request 
push job and the request pull job are initiated on the local 
computer system have no effect on the operation of the secure 
bidirectional cross-system communication framework. Once 
the two processes have started executing the secure bidirec 
tional cross-system communication framework is opera 
tional. The secure bidirectional cross-system communication 
framework can also operate properly if only a request job or 
only a request pull job are initiated on a local computer 
system. At element 404, the method ends. 

FIG. 5 is a flowchart further illustrating a method showing 
the operation of a request push job, shown generally at 500. 
The method begins at step 501. At step 502, one or more local 
computer systems initiate a connection with one or more 
remote computer systems. In the initiation step, one or more 
local computer system sends data containing identification, 
authentication, and other initialization data via a network to 
one or more remote computer systems. At step 503, one or 
more local computer systems send one or more remote com 
puter systems data signifying a local-to-remote communica 
tion will occur. A local-to-remote communication is a transfer 
of information using a cross-system request from one or more 
local computer systems to one or more remote computer 
systems. At step 504, one or more local computer systems 
check a request queue on each of the one or more local 
computer systems for any cross-system requests destined for 
one or more remote computer systems. At step 505, any 
cross-system requests are sent to a request queue on one or 
more remote computer systems. In a step 506, any cross 
system requests destined for one or more remote computer 
systems are processed. This step is further described in FIG. 
6. The method ends at step 507. 

FIG. 6 illustrates the process steps that comprise the “pro 
cessing the cross-system request' step 506 of FIG. 5, shown 
generally at 600. The process begins at step 601. In a step 602, 
a request router job reads an application file to determine 
which application queue the cross-system request will be 
routed to. At step 603, the cross-system request is routed to an 
appropriate application queue as specified by the application 
file. At step 604, the cross-system request is stored in the 
appropriate application queue until an application is ready to 
process it. At Step 605, an application removes the cross 
system request from the application queue and processes the 
cross-system request. At block 606, the method ends. 

FIG. 7 is a flowchart further illustrating a method showing 
the operation of a request pull job shown generally at 700. The 
method begins at step 701. At step 702, one or more local 
computer systems initiate a connection with one or more 
remote computer systems. In the initiation step, one or more 
local computer systems sends data containing identification, 
authentication, and other initialization data via a network to 
one or more remote computer systems. The communication 
originates from the local computer system; therefore, the 
presence of a firewall does not hinder bidirectional cross 



US 7,571.464 B2 

system communication because any network communication 
originating inside of a firewall may pass through the firewall 
unobstructed. At step 703, one or more local computer sys 
tems send one or more remote computer systems data signi 
fying a remote-to-local communication will occur. A remote 
to-local communication is a transfer of information using a 
cross-system request from one or more remote computer 
systems to one or more local computer systems. At Step 704. 
one or more local computer systems check a second request 
queue on each of the one or more remote computer systems 
for any cross-system requests destined for one or more local 
computer systems. At step 705, any cross-system requests are 
sent to a first request queue on one or more local computer 
systems. The security provided by a firewall in this bidirec 
tional cross-system communication is preserved because the 
transfer of cross-system requests has been initiated by the 
local computer system, which permits the cross-system 
requests to flow through the firewall from the remote com 
puter system to the local computer system. At step 706, any 
cross-system requests destined for one or more local com 
puter systems are processed. At step 707, the method ends. 

FIG. 8 illustrates the process steps that comprise step 706 
of FIG. 7, shown generally at 800. The process begins at step 
801. At step 802, a request router job executing on the local 
computer system reads an application file to determine which 
application queue the cross-system request will be stored on. 
At step 803, the cross-system request is routed to an appro 
priate application queue as specified by the application file. At 
step 804, the cross-system request is stored in the appropriate 
application queue until an application is ready to process it. At 
step 805, an application removes the cross-system request 
from the application queue and processes the cross-system 
request. At step 806 the method ends. 

FIG.9 depicts a computer 900 embodiment suitable for use 
a local computer system 100A or a remote computer system 
100B. This computer 900 embodiment comprises a processor 
901 connected to a main memory 902, a mass storage inter 
face 903, one or more I/O interfaces 904, and a network 
interface 905 via a system bus 906. Mass storage interface 
903 connects one or more mass storage devices, such as direct 
access storage device (“DASD)901, to system bus 906. The 
input/output (“I/O”) interface 904 connects one or more 
input/output devices, such as keyboard 911 or cathode ray 
tube display 912, to system bus 906. Network interface 905 
connects the computer 900 to other devices (not shown) over 
a communication medium (not shown). Main memory 902 
contains one or more application programs, such as an oper 
ating system 914, an instant messaging client 915, and/or 
request push and request pull jobs 916,917. 

Processor 901 in this embodiment may be any device 
capable of executing the program instruction stored in main 
memory 902; and may be constructed from one or more 
microprocessors and/or integrated circuits. Furthermore, 
although computer system 900 is shown to contain only a 
single processor 901 and a single system bus 906, those 
skilled in the art will appreciate that the present invention may 
be practiced using a computer system that has multiple pro 
cessors 901 and/or multiple buses 906. In addition, the inter 
faces 903,904,905 may each include their own separate, fully 
programmed microprocessors that are used to off-load com 
pute-intensive processing from processor 901. 
When computer 900 starts up, the processor 901 initially 

executes the program instructions that make up the operating 
system 914, which is a Sophisticated program that manages 
the resources of computer system 900, including: processor 
901; main memory 902; mass storage interface 903; I/O inter 
face 904; network interface 905; and system bus 906. Admin 
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10 
istrators may enter commands for operating system 914 using 
appropriate I/O devices, such as keyboard 911 or mouse (not 
shown), connected to I/O interface 904. 
Computer 900 in this embodiment utilizes well-known 

virtual addressing mechanisms that allow its programs to 
behave as if they have access to a large, single storage entity 
instead of access to multiple, Smaller storage entities such as 
main memory 902 and DASD device 910. Therefore, while 
operating system 914, instant messaging client 915, request 
push job and request pull job 916, 917 and their associated 
data reside in main memory 902, those skilled in the art will 
recognize that these items are not necessarily all completely 
contained in main memory 902 at the same time, and may also 
reside in the virtual memory of other computer systems (not 
shown) coupled to the computer system 400. 
One suitable computer 900 is an eServer iSeries(R) com 

puter running the OS/400R multitasking operating system 
both of which are produced by International Business 
Machines Corporation. Another suitable computer 900 is an 
IBM ThinkpadR) computer running the LinuxTM operating 
system. However, those skilled in the art will appreciate that 
the mechanisms and apparatus of the present invention apply 
equally to any computer system 900 and operating system 
914, regardless of whether the computer system 900 is a 
complicated multi-user computing apparatus; a single-user 
workstation; a pervasive device. Such as a cellular telephone 
or personal digital assistant ("PDA’); or an embedded control 
system. 

Although the present invention has been described in detail 
with reference to certain examples thereof, it may be also 
embodied in other specific forms without departing from the 
essential sprit or attributes thereof. For example, those skilled 
in the art will appreciate that the present invention is capable 
of being distributed as a program product in a variety of 
forms, and applies equally regardless of the particular type of 
signal bearing media used to actually carry out the distribu 
tion. Examples of Suitable signal bearing media include, but 
are not limited to: (i) information permanently stored on 
non-Writable storage media (e.g. read-only memory devices 
within a computer such as CD-ROM disks readable by a 
CD-ROM drive; (ii) alterable information stored on writable 
storage media (e.g. floppy disks within a diskette drive, a 
CD-R disk, a CD-RW disk, or hard-disk drive); or (iii) infor 
mation conveyed to a computer by a transmission medium, 
Such as through a computer or telephone network, including 
wireless communications, and specifically includes informa 
tion downloaded from the Internet and other networks. Such 
signal-bearing media, when carrying computer-readable 
instructions that direct the functions of the present invention, 
represent embodiments of the present invention. 

Embodiments of the present invention may also be deliv 
ered as part of a service engagement with a client company, 
nonprofit organization, government entity, internal organiza 
tional structure, or the like. Aspects of these embodiments 
may include configuring a computer system to perform, and 
deploying Software systems and web services that implement, 
some or all of the methods described herein. Aspects of these 
embodiments may also include analyzing the client company, 
creating recommendations responsive to the analysis, gener 
ating software to implement portions of the recommenda 
tions, integrating the software into existing processes and 
infrastructure, metering use of the methods and systems 
described herein, allocating expenses to users, and billing 
users for their use of these methods and systems. 

It will be appreciated that the previous description and the 
figures are for illustrative purposes only, and are not intended 
to limit the scope of the invention. In particular, various 
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descriptions and illustrations of the applicability, use, and 
advantages of the invention are exemplary only, and do not 
define the scope of the invention. Accordingly, all questions 
of scope must be resolved only from claims set forth else 
where in this disclosure. 
What is claimed is: 
1. A method of secure bidirectional cross system commu 

nication between one or more local computer systems and 
one or more remote computer systems comprising the steps 
of: 

initiating a request push job on at least one of the one or 
more local computer systems for pushing a cross-system 
request from the one or more local computer systems to 
a request queue on the one of the one or more remote 
computer systems; and, 

initiating a request pull job on at least one of the one or 
more local computer systems for pulling a cross-system 
request from the one or more remote computer systems 
to a request queue on the one or more local computer 
systems; 

wherein the request push job further comprises: 
initiating a connection with the one or more remote 

computer systems; 
notifying the one or more remote computer systems that 

a local-to-remote communication will occur, 
checking the first request queue for any cross-system 

requests destined for the one or more remote com 
puter systems; 

sending any cross-system requests destined for the one 
or more remote computer systems to the one or more 
remote computer systems; and, 

processing the cross-system request at the one or more 
remote computer systems. 

2. The method of claim 1 wherein the step of sending any 
cross-system requests to the one or more remote computer 
systems further comprises placing the cross-system request 
into the request queue on the one or more remote computer 
systems. 

3. The method of claim 1 wherein the step of processing the 
cross-system request further comprises: 

reading an application file on the remote computer system 
to determine which application queue the cross-system 
request will be routed to: 

routing the cross-system request to an application queue 
using a request router job; 

temporarily storing the cross-system request in the appli 
cation queue until the cross-system request is processed 
by an application; and, 

removing the cross-system request from the application 
queue and processing the cross-system request using the 
application. 

4. The method of claim 1 wherein the request pull job 
further comprises: 

initiating a connection with the one or more remote com 
puter systems; 

notifying the one or more remote computer systems a 
remote-to-local communication will occur; 

checking the second request queue for any cross-system 
requests destined for the one or more local computer 
systems; 

sending any cross-system requests destined for the one or 
more local computer systems to the one or more local 
computer systems; and, 

processing the cross-system request at the one or more 
local computer systems. 

5. The method of claim 4 wherein the step of processing the 
cross-system request once it has been sent from the one or 

12 
more remote computer systems to the one or more local 
computer systems further comprises: 

reading an application file on the local computer system to 
determine an application queue the cross-system request 

5 will be routed to: 
routing the cross-system request to the application queue 

using a request router job; 
temporarily storing the cross-system in the application 

queue request until the cross-system request is pro 
10 cessed by an application; and, 

removing the cross-system request from the application 
queue and processing the cross-system request using the 
application. 

15 6. The method of claim 1 wherein the step of sending any 
cross-system requests to the one or more local computer 
systems further comprises placing the cross-system request 
into the request queue on the one or more local computer 
systems. 

7. A method of enabling a local computer system for secure 
' bidirectional cross system communication between the local 

computer system and a remote computer system comprising 
the steps of: 

initiating a request push job on the local computer system 
for pushing a cross-system request from the local com 
puter system and adapted to be received by a request 
queue on a remote computer system; and, 

initiating a request pull job on a local computer system for 
pulling a cross-system request from a remote computer 
system and adapted to be received by a request queue on 
the local computer system; 
wherein the request rush job further comprises: 

initiating a connection with the remote computer sys 
tem: notifying the remote computer system that a 
local-to-remote communication will occur, 

checking the first request queue for any cross-system 
requests destined for the remote computer system: 
and 

sending any cross-system requests destined for the 
remote computer system to the remote computer 
system. 

8. The method of claim 7 wherein the step of sending any 
cross-system requests to the remote computer system further 
comprises placing the cross-system request into the request 
queue on the remote computer system. 

9. The method of claim 7 wherein the request pull job 
further comprises: 

initiating a connection with the remote computer system; 
sending a notification to the remote computer system that a 

remote-to- local communication will occur; 
checking the second request queue for any cross-system 

requests destined for the local computer system; 
receiving any cross-system requests destined for the local 

computer system; and, 
processing the cross-system request at the local computer 

system. 
10. The method of claim9 wherein the step of receiving any 

cross-system requests at the local computer system further 
comprises placing the cross-system request into the request 
queue on the local computer system. 

11. The method of claim 9 wherein the step of processing 
the cross-system request once it has been received at a local 
computer system further comprises: 

reading an application file on the local computer system to 
determine an application queue the cross-system request 
will be routed to: 
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routing the cross-system request to the application queue removing the cross-system request from the application 
using a request router job; queue and processing the cross-system request using the 

temporarily storing the cross-system in the application application. 
queue request until the cross-system request is pro 
cessed by an application; and, k . . . . 


