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COMMUNICATING IN A PEER-TO-PEER 
COMPUTER ENVIRONMENT 

BACKGROUND 

Modern technology provides for a variety of communica 
tion means and methods. For example, there are many types 
of communications including voice calls, video calls, text 
messages, photo messages, etc. Additionally, communication 
may be one-to-one or multi-party communications. Typically 
multi-party communications are accomplished by a plurality 
of devices communicating with a central infrastructure. For 
example, a central infrastructure may be a central computer 
server or a group of computer servers maintained in a server 
farm. A central infrastructure may be expensive to establish, 
maintain and operate. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 illustrates a block diagram of an example environ 
ment for communicating in a peer-to-peer computer environ 
ment in accordance with embodiments of the present tech 
nology. 

FIG. 2 illustrates a flowchart of an example method for 
communicating in a peer-to-peer computer environment in 
accordance with embodiments of the present technology. 

FIG. 3 illustrates a diagram of an example computer sys 
tem upon which embodiments of the present technology may 
be implemented. 

The drawings referred to in this description of embodi 
ments should be understood as not being drawn to scale 
except if specifically noted. 

DESCRIPTION OF EMBODIMENTS 

Reference will now be made in detail to embodiments of 
the present technology, examples of which are illustrated in 
the accompanying drawings. While the technology will be 
described in conjunction with various embodiment(s), it will 
be understood that they are not intended to limit the present 
technology to these embodiments. On the contrary, the 
present technology is intended to cover alternatives, modifi 
cations and equivalents, which may be included within the 
spirit and scope of the various embodiments as defined by the 
appended claims. 

Furthermore, in the following description of embodiments, 
numerous specific details are set forth in order to provide a 
thorough understanding of the present technology. However, 
the present technology may be practiced without these spe 
cific details. In other instances, well known methods, proce 
dures, components, and circuits have not been described in 
detail as not to unnecessarily obscure aspects of the present 
embodiments. 

Unless specifically stated otherwise as apparent from the 
following discussions, it is appreciated that throughout the 
present description of embodiments, discussions utilizing 
terms such as “receiving.” “providing.” “sending.” “terminat 
ing.” “authenticating.” “transmitting.” “communicating,” or 
the like, refer to the actions and processes of a computer 
system, or similar electronic computing device. The com 
puter system or similar electronic computing device, such as 
a telephone or handheld mobile device, manipulates and 
transforms data represented as physical (electronic) quanti 
ties within the computer system's registers and memories into 
other data similarly represented as physical quantities within 
the computer system memories or registers or other Such 
information storage, transmission, or display devices. 
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2 
Embodiments of the present technology are also well suited 
to the use of other computer systems such as, for example, 
optical and mechanical computers. 

Overview of Discussion 

Embodiments of the present technology are for communi 
cating in a peer-to-peer computer environment. A single user 
may be capable of communicating one-to-one with another 
user via user devices using no relays. However, such a con 
nection without a relay may not be possible or may be poor 
quality, unreliable and lack effective scalability to extend a 
call to a multiparty call. 

Embodiments of the present technology allow a user to 
communicate to at least one other user via user devices asso 
ciated with a peer-to-peer computer environment. In one 
embodiment, a user employing a user device is verified by a 
peer provider node associated with the peer-to-peer computer 
environment using a public and private encryption key. The 
peer provider node then provides the user device with a list of 
potential peers associated with the peer-to-peer computer 
environment. The user device then contacts the potential 
peers to determine their availability and capabilities. Poten 
tial peers may then be selected and used as relays peers for a 
communication with a second user device. A user device may 
be employed by a plurality of users. In such a case, a different 
encryption key is associated with each user. 

In one embodiment, pluralities of relay peers are employed 
to transmit the communication to a second user device. The 
user device may divide the communication into portions and 
each portion is sent via a different relay peer. For example, the 
audio portion of a communication is divided from the video 
portion of the communication and sent over different relay 
peers. 

In one embodiment, the relay peers each receive a portion 
of the communication and replicate the portion. The repli 
cated portions may be sent to a plurality of user devices each 
being employed by a user. Thus, Scalability is achieved and a 
multi-party communication may be achieved without loss of 
quality or reliability. 
Once a connection is established to the peer-to-peer com 

puter environment, more potential peers may be identified. 
This may take place during idle time when the user device is 
not communicating with another user device or during a 
communication. For example, a relay peer may transmit a list 
of known peers to the user device. The user device may then 
contact the peers known to the relay peer and identify addi 
tional peers that may be used as relay peers. This process may 
be repeated with the newly identified peers to generate more 
potential peers for use as relays. Processes and steps taken by 
a user device may controlled by the user, the user device and 
its programming or a combination of the two. 
A communication as used in the present disclosure may 

refer to several types of communications, including but not 
limited to, real-time audio and/or video communication, text 
messages, photo messages, video messages, etc. wherein the 
communication and messages are sent and received via elec 
tronic communication devices. User devices may be, but are 
not limited to, telephones, computer systems, netbooks, note 
books, televisions, hand held devices, mobile devices, smart 
phones, cellular phones, personal digital assistants, con 
nected televisions, etc. In the present disclosure the terms 
relay peer(s) or storage peer(s) refer to electronic devices that 
are nodes or peers in a peer-to-peer computer environment. 
The term peer provider node may refer to either a peer in a 
peer-to-peer computer environment or a server computer sys 
tem. 
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It should be appreciated that a peer-to-peer computer envi 
ronment is well known in the art and is also known as a 
peer-to-peer network and is often abbreviated as P2P. It 
should be understood that a peer-to-peer computer environ 
ment may comprise multiple computer systems, and may 
include routers and Switches, of varying types that commu 
nicate with each other using designated protocols. In one 
embodiment, a peer-to-peer computer environment is a dis 
tributed network architecture that is composed of participants 
that make a portion of their resources (such as processing 
power, disk storage, and network bandwidth) available 
directly to their peers without intermediary network hosts or 
servers. Participants may be known as nodes or peers. In one 
embodiment, peer-to-peer technology is used to manage a 
cluster of nodes. 
The following discussion will demonstrate various hard 

ware, Software, and firmware components that are used with 
and in computer systems for communicating in a peer-to-peer 
computer environment using various embodiments of the 
present technology. Furthermore, the systems and methods 
may include some, all, or none of the hardware, Software, and 
firmware components discussed below. 

Embodiments of Communicating in a Peer-to-Peer 
Computer Environment 

With reference now to FIG. 1, a block diagram of an envi 
ronment 100 for communicating in a peer-to-peer computer 
environment. Environment 100 includes first user device 105, 
peer provider node 110, storage peer 115, first relay peer 120, 
second relay peer 125, third relay peer 130, central server 135, 
second user device 140, third user device 145, connection 
lines 150 and 155, and communication lines 160, 165, 170, 
175, 180, and 185. Environment 100 comprises components 
that may or may not be used with different embodiments of 
the present technology and should not be construed to limit 
the present technology. 

In one embodiment, environment 100 comprises a peer-to 
peer computer environment that includes, but is not limited 
to, first user device 105, peer provider node 110, storage peer 
115, first relay peer 120, second relay peer 125, third relay 
peer 130, central server 135, second user device 140, and third 
user device 145. In one embodiment, each of the components 
is able to connect with and communicate with any other 
device or peer in the peer-to-peer computer environment. In 
one embodiment, every device or peer is not able to connect 
with or communicate with every other device or peer, but is at 
least able to connect with and communicate with one other 
device or peer. 

In one embodiment, first user device 105 is an electronic 
device used for communicating in a peer-to-peer computer 
environment. First user device 105 may be a computer sys 
tem, a netbook, a notebook, a hand held device, a mobile 
device, a Smart phone, a cellular phone, a personal digital 
assistant, etc. First user device 105 must have some type of 
connectivity to a network such as Ethernet, WiFi, WiMax, a 
cellular network, etc. In one embodiment, first user device 
105 is required to install an application for purposes of the 
present technology. In one embodiment, first user device 105 
is not required to installany additional application and instead 
may practice the present technology using technology 
already installed on first user device 105. For example, first 
user device 105 may use a web browser application to practice 
the present technology. In one embodiment, second user 
device 140 and third user device 145 comprise the same 
features as first user device 105. 
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4 
In one embodiment, the peer-to-peer computer environ 

ment comprises a peer provider node computer system Such 
as peer provider node 110. The purpose of peer provider node 
110 is to receive a request from a user such as first user device 
105, wherein the request is signed by a private key. The 
private key is verified using a public key. The request may also 
be comprise additional authorization information Such as user 
credentials or a username and password or a cryptographic 
certificate. The public and private keys and the authorization 
information is used by peer provider node 110 as a security 
measure to verify the identity of the user. In one embodiment, 
upon verification of first user device 105, peer provider node 
110 provides potential peers to first user device 105. For 
example, peer provider node 110 may provide data identify 
ing first relay peer 120, second relay peer 125, and third relay 
peer 130 as peers or nodes associated with the peer-to-peer 
computer environment. Additionally, peer provider node 110 
may provide data identifying storage peers such as storage 
peer 115. Peer provider node 110 may be combined with 
other components of environment 100 to provide data to 
users. Peer provider node 110 also has the ability to be 
updated by the peer-to-peer computer environment with data 
regarding potential peers and storage peers. In one embodi 
ment, the peer-to-peer computer environment comprises 
more than one peer provider node. 
A user may present her credentials (i.e. login/password, 

certificate) to peer provider node 110 via first user device 105 
using a web-based client interface or standalone client 
installed on first user device 105. 

In one embodiment, first user device 105 receives data 
from peer provider node 110 identifying storage peer 115 as 
a storage peer computer system associated with the peer-to 
peer computer environment. In one embodiment, storage peer 
115 is capable of verifying the identity of first user device 105 
and providing first user device 105 with contact information 
Such as an address book and other profile information. In one 
embodiment, the profile information stored on storage peer 
115 is encrypted and storage peer 115 does not possess an 
encryption key to decrypt the profile information, while first 
user device 105 does possess such an encryption key which 
corresponds to a user of first device 105. It should be appre 
ciated that first user device 105 may possess more than one 
encryption key wherein each encryption key corresponds to a 
unique user or user account. A peer-to-peer computer envi 
ronment may comprise several storage peers and a user's 
profile information may be stored on more than one storage 
peer or may be replicated to more than one storage peer. It 
should be appreciated that storage peer 115 may be a peer on 
the peer-to-peer computer environment that is capable of 
performing other services such as the services required by 
peer provider node 110 or a relay peer. Thus a peer or node 
associated with the peer-to-peer computer environment may 
function as a relay peer, a peer provider node, a storage peer, 
or any combination thereof. 

In one embodiment, first user device 105 identifies poten 
tial peers associated with the peer-to-peer computer environ 
ment using the data obtained from peer provider node 110. 
First user device 105 then contacts each of the potential peers 
and to assess the potential peers availability and capabilities. 
First user device 105 may make a determination, based on 
user requirements, as to which potential peers may be utilized 
as relays peers. Such a determination may be made based on 
the capabilities and availability of the potential peers. The 
capabilities of the potential peer may include the potential 
peers available downlink throughput and uplink throughput 
as well as processing power and speed. In one embodiment, 
the user requirements for a potential peer comprise an esti 
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mated geographical length of a path taken by a communica 
tion through the peer-to-peer computer environment. In one 
embodiment, the user requirement is to reduce a number of 
hops taken by a communication through the peer-to-peer 
computer environment. In one embodiment, the user require 
ment is to reduce a round trip time of a communication 
through the peer-to-peer computer environment. In one 
embodiment, the user requirement is a compatibility of a 
network address translator (NAT) or firewall between a relay 
peer and the user devices. An algorithm may be used to 
determine compliance with the user requirements. 

In one embodiment, a peer may provide first user device 
with data identifying potential relays. First user device 105 
may then contact the potential relay peers identified by the 
peer that were not identified by peer provider node 110 to 
determine if such potential relay peers may be utilized by first 
user device 105 as a relay peer for communications. This 
process may be repeated with a subset or with all of the 
potential relay peers identified by the peers that were not 
identified by peer provider node 110. In this manner first user 
device 105 may increase the number of potential peers that 
may be utilized as relay peers. In one embodiment, a list of 
potential relay peers is stored on user device 105 between 
sessions and is used to avoid having to contact peer provider 
node 110 for a new list every session. In one embodiment, the 
process of identifying additional potential relay peers is per 
formed during idle times when first user device 105 is not 
performing a communication. 

In one embodiment, first user device 105 may determine 
that first relay peer 120 may be utilized as a relay peer for 
communication. First relay peer 120 may be a computer 
system or other device associated with the peer-to-peer com 
puter environment. In one embodiment, first relay peer 120 
receives a communication from first user device 105 over 
communication line 160 and relays the communication to 
second user device 140 over communication line 180 in a 
one-to-one communication. In one embodiment, first relay 
peer 120 may receive a communication from first user device 
105 and replicate the communication. The replicated com 
munication may also be used to send the communication to 
both second user device 140 and third user device 145 in a 
multi-party communication. Thus replicating and relaying a 
communication to both second user device 140 and third user 
device 145 comprise relaying or sending a communication to 
a plurality of devices. It should be appreciated that a relay 
may require verification from a user device for each action it 
takes. In other words, a relay peer may require a communi 
cation sent to a relay peer from a user device to be signed by 
an encryption key. The encryption key is then Verified using a 
second key. Such a step may take place each time data is 
received at a relay peer. 

First user device 105 may send information regarding the 
presence status of a user to a relay peer. This information may 
in turn be relayed to the contacts of a user. The information 
may also be updated each time a user changes status. 

In one embodiment, first relay peer 120 receives only a 
portion of a communication, second relay peer 125 receives a 
different portion of the communication, and third relay peer 
130 receives yet a different portion of the communication 
from first user device 105. First relay peer 120, second relay 
peer 125, and third relay peer 130 then send or relay their 
respective portions of the communication to second user 
device 140. Thus a communication is relayed using a plurality 
of relay peers. It should be appreciated that a communication 
may be relayed using any number of peers and is not limited 
to first relay peer 120, second relay peer 125, and third relay 
peer 130 of FIG. 1. Additionally, first relay peer 120, second 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

6 
relay peer 125, and third relay peer 130 may each replicate 
their respective portions of the communication. In one 
embodiment, the replicated portions are sent to third user 
device 145 and the original portions are sent to second user 
device 140 for a multi-party communication. 

In one embodiment, a communication may be divided such 
that one portion is audio and one portion is video. An audio or 
video portion may also be divided into multiple portions to be 
sent over multiple relay peers. For example, a communication 
may be divided such that the audio is divided into three 
portions where one portion is considered the base portion and 
is given priority or protection over the other portions. The two 
other audio portions provide additional details to the base 
portion such that if only the base portion is relayed to second 
user device 140, the audio communication will be accom 
plished, but each additional portion that is relayed to second 
user device 140 will increase the quality of the audio com 
munication. Additionally, an audio portion may be given pri 
ority or protection over a video portion. A video portion 
divided into to sub-portions may similarly provide a low 
resolution portion and a hi-resolution portion. 

It should be appreciated that the described relay processes 
performed by first relay peer 120, second relay peer 125, and 
third relay peer 130 may be reversed where the relay peers are 
receiving communications or portions of communications 
from second user device 140 or third user device 145 and then 
relayed to other user devices such as first user device 105. 
Therefore a given relay peer in the peer-to-peer computer 
environment may receive a communication from a first user 
device then relay the communication to a second user device 
and also receive a communication from the second user 
device and relay it to the first user device. Thus a multi-party 
communication may include two-way communications for 
each user device involved. Additionally, the number of user 
devices in a multi-party call is not limited to first user device 
105, second user device 140 and third user device 145, but 
may be performed using any number of user devices. 

In one embodiment, relay peers may be added or removed 
during the communication. For example, a communication 
may begin utilizing two relay peers and Subsequently 
removes a relay peer. This may be useful if second user device 
140 is receiving an audio portion over first relay peer 120 and 
a video portion over second relay peer 120 and the video 
portion is terminated during the communication. Then second 
relay peer 125 may be removed from relaying or sending the 
communication. Another example may be a communication 
using both first relay peer 120 and second relay peer 125 to 
communicate to both second user device 140 and third user 
device 145 in a multi-party communication. In this example, 
if either second user device 140 or third user device 145 
terminates the communication, the other user devices may 
continue the communication using only first relay peer 120. 
Conversely, more relay peers may be added to a communica 
tion as additional portions of communication are added or 
additional user devices are added to a multi-party communi 
cation during a communication. Thus the ability to add relay 
peers to a communication in progress provides scalability and 
reliability to a communication sent over a peer-to-peer com 
puter environment. 

In one embodiment, a relay peer sending or relaying a 
givenportion of a communication may terminate the relaying 
during a communication and a second relay peer may be 
selected to continue relaying the remaining portion of the 
communication. Thus reliability for the communication is 
maintained during the regular churn of a peer-to-peer com 
puter environment as peers join and leave the peer-to-peer 
computer environment. 
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In one embodiment, a relay peer may receive feedback 
from a user device that is receiving a communication from the 
relay peer. The feedback may comprise information Such as 
the quality of the call or an amount of the communication not 
being received at the receiving user device. This feedback 
may be relayed to the sending user device. First user device 
105 may decide to change relays or the number of relay peers 
may be adjusted based on the feedback. For example, first 
user device 105 may utilize first relay peer 120 and second 
relay peer 125 to relay a communication divided into two 
portions to second user device 140. In this example first relay 
peer 120 may receive feedback from second user device 140 
that the communication quality is below a threshold. At this 
point in the communication, first user device 105 divides the 
remainder of the communication into three portions and send 
the three portions over first relay peer 120, second relay peer 
125, and third relay peer 130 respectively. Thus third relay 
peer 130 was added to increase the diversity of paths used for 
communicating or the redundancy in the data relayed across 
the peer-to-peer computer environment in an attempt to 
increase the quality of the communication. Any number of 
relay peers may be added or removed in this manner during a 
communication. 

Additionally, user device may adjust a parameter of the 
communication based on a feedback received from another 
user device via a relay peer. In one embodiment, adjusting a 
parameter may be adjusting an encoding rate of the commu 
nication. In one embodiment, adjusting a parameter may be 
adjusting a resolution communication. In one embodiment, 
adjusting a parameter may be changing a codec used for the 
communication. In one embodiment, adjusting a parameter 
may be changing the error protection scheme of the commu 
nication. 

In one embodiment, first user device 105 may communi 
cate with second user device 140 in a one-to-one communi 
cation. For Such a one-to-one communication, the present 
technology may be employed with or without relay peers. If a 
relay peer is not used, there must be compatibility of NATs 
and firewalls between the user devices. A protocol such as 
Interactive Connectivity Establishment (ICE), Traversal 
Using Relay NAT (TURN) or Session Traversal Utilities for 
NAT (STUN) may be used to accomplish a one-to-one com 
munication without a relay peer. Layered coding and unequal 
error protection for the different layers is used to ensure 
sufficient protection for the lower layers in case of data loss. 
Encoding rates may also be increased or reduced during a 
communication. 

In one embodiment, environment 100 includes central 
server 135. Central server 135 represents a server computer 
system or a group of server computer systems such as a server 
farm. In one embodiment, central server 135 is not employed. 
In one embodiment, central server 135 is utilized as a back-up 
system for peer provider node 110, storage peer 115, first 
relay peer 120, second relay peer 125, and/or third relay peer 
130. Thus central server 135 may perform any of the tasks 
functions or services of peer provider node 110, storage peer 
115, first relay peer 120, second relay peer 125, and/or third 
relay peer 130. Therefore if one of the components of the 
peer-to-peer computer environment fails to perform its task, 
service or operation, central server 135 may be utilized to 
perform the task, service or operation. Central server 135 
provides an additional layer of reliability in a peer-to-peer 
computer environment where peers and nodes join and leave 
the environment due to regular churn. 

Operation 

FIG. 2 is a flowchart illustrating process 200 for commu 
nicating in a peer-to-peer computer environment, in accor 
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8 
dance with one embodiment of the present invention. In one 
embodiment, process 200 is a computer implemented method 
that is carried out by processors and electrical components 
under the control of computer usable and computer execut 
able instructions. The computer usable and computer execut 
able instructions reside, for example, in data storage features 
Such as computer usable Volatile and non-volatile memory. 
However, the computer usable and computer executable 
instructions may reside in any type of computer usable stor 
age medium. In one embodiment, process 200 is performed 
by peer provider node 110, storage peer 115, and first relay 
120 of FIG.1. In one embodiment, the methods may reside in 
a computer usable storage medium having instructions 
embodied therein that when executed cause a computer sys 
tem to perform the method. 
At step 202, a request is received from a user at a peer 

provider node computer system, wherein the request is signed 
by a private key. In one embodiment, peer provider node 110 
of FIG. 1 is utilized for step 202. The request may also be 
Verified using authentication information Such as a username 
and password, another is a cryptographic certificate. 
At step 204, provided a public key verifies the private key, 

providing potential peers to the user from the peer provider 
node computer system such that the user is enabled to utilize 
the peer-to-peer computer environment for a communication 
according to user requirements. In one embodiment, the list 
of potential peers is updated periodically to the peer provider 
node computer system. 
At step 206, a request is received from the user at a storage 

peer, wherein the storage peer is one of the potential peers and 
wherein the request is signed by a private key. In one embodi 
ment, more than one storage peers are utilized for redundancy 
and to split data to be stored in more than one peer so that one 
storage peer is not required to provide all data at one time. 
At step 208, provided a public key verifies the private key, 

providing encrypted profile information to the user. In one 
embodiment, the storage peer does not have a key to the 
encrypted data; therefore the storage peer is unable to access 
the data but is only able to provide the data to an authorized 
USC. 

At step 210, a portion of the communication is received 
from the user at a relay peer, wherein the relay peer is one of 
the potential peers. In one embodiment, a potential peer is 
obtained by contacting a potential peer received from the peer 
provider node and then receiving a list of additional potential 
peers that were not received from the peer provider node. In 
one embodiment, a list of potential relay peers is stored on 
user device 105 between sessions and is used to avoid having 
to contact peer provider node 110 for a new list every session. 
In one embodiment, a plurality of relay peers are utilized to 
relay a communication or a portion of a communication. 
At step 212, the portion of the communication is sent to at 

least one other user from the relay peer. In this manner a 
one-to-one communication is practiced. In one embodiment, 
plurality of user devices receive the communication from the 
relay peer or from a plurality of relay peers. 

In one embodiment, connection maintenance step 214 
comprises sending the portion of the communication to 
another relay peer when the user detects the first relay peer is 
no longer available during the communication. For example, 
a peer being used as a relay peer may leave the peer-to-peer 
computer environment and may no longer be available as a 
relay peer. Also, a relay peer may have other tasks in the 
peer-to-peer computer environment that have a higher prior 
ity than relaying the communication. 

In one embodiment, connection maintenance step 214 
comprises receiving the portion of the communication from 
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the user at a second relay peer. The second relay peer essen 
tially picks up where the first relay peer left off. The second 
relay peer is identified as a potential relay peer either before or 
during the communication. 

In one embodiment, connection maintenance step 214 
comprises the portion of the communication is sent to at least 
one other user from the second relay peer. Thus a multi-party 
communication may be practiced. 

In one embodiment, connection maintenance step 214 
comprises feedback is sent to the user from the relay peer 
regarding the communication during the communication. 
Such feedback may be employed to adjust the number of relay 
peers utilized for a communication or may be used to adjust a 
parameter of the communication while the communication is 
in progress. 

Example Computer System Environment 

With reference now to FIG. 3, portions of the technology 
for providing a communication composed of computer-read 
able and computer-executable instructions that reside, for 
example, in computer-usable media of a computer system. 
That is, FIG. 3 illustrates one example of a type of computer 
that can be used to implement embodiments of the present 
technology. 

FIG. 3 illustrates an example computer system 300 used in 
accordance with embodiments of the present technology. It is 
appreciated that system 300 of FIG. 3 is an example only and 
that the present technology can operate on or within a number 
of different computer systems including general purpose net 
worked computer systems, embedded computer systems, 
routers, switches, server devices, user devices, various inter 
mediate devices/artifacts, stand alone computer systems, 
mobile phones, personal data assistants, televisions and the 
like. As shown in FIG. 3, computer system 300 of FIG. 3 is 
well adapted to having peripheral computer readable media 
302 Such as, for example, a floppy disk, a compact disc, and 
the like coupled thereto. 

System 300 of FIG.3 includes an address/data bus 304 for 
communicating information, and a processor 306A coupled 
to bus 304 for processing information and instructions. As 
depicted in FIG. 3, system 300 is also well suited to a multi 
processor environment in which a plurality of processors 
306A, 306B, and 306C are present. Conversely, system 300 is 
also well Suited to having a single processor Such as, for 
example, processor 306A. Processors 306A, 306B, and 306C 
may be any of various types of microprocessors. System 300 
also includes data storage features such as a computer usable 
volatile memory 308, e.g. random access memory (RAM), 
coupled to bus 304 for storing information and instructions 
for processors 306A, 306B, and 306C. 

System 300 also includes computer usable non-volatile 
memory 310, e.g. read only memory (ROM), coupled to bus 
304 for storing static information and instructions for proces 
sors 306A, 306B, and 306C. Also present in system 300 is a 
data storage unit 312 (e.g., a magnetic or optical disk and disk 
drive) coupled to bus 304 for storing information and instruc 
tions. System 300 also includes an optional alpha-numeric 
input device 314 including alphanumeric and function keys 
coupled to bus 304 for communicating information and com 
mand selections to processor 306A or processors 306A, 
306B, and 306C. System 300 also includes an optional cursor 
control device 316 coupled to bus 304 for communicating 
user input information and command selections to processor 
306A or processors 306A, 306B, and 306C. System 300 of 
the present embodiment also includes an optional display 
device 318 coupled to bus 304 for displaying information. 

5 

10 
Referring still to FIG. 3, optional display device 318 of 

FIG. 3 may be a liquid crystal device, cathode ray tube, 
plasma display device or other display device suitable for 
creating graphic images and alpha-numeric characters recog 
nizable to a user. Optional cursor control device 316 allows 
the computer user to dynamically signal the movement of a 
visible symbol (cursor) on a display screen of display device 
318. Many implementations of cursor control device 316 are 
known in the art including a trackball, mouse, touch pad, 

10 joystick or special keys on alpha-numeric input device 314 
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capable of signaling movement of a given direction or manner 
of displacement. Alternatively, it will be appreciated that a 
cursor can be directed and/or activated via input from alpha 
numeric input device 314 using special keys and key 
sequence commands. 

System 300 is also well suited to having a cursor directed 
by other means such as, for example, Voice commands. Sys 
tem 300 also includes an I/O device 320 for coupling system 
300 with external entities. For example, in one embodiment, 
I/O device 320 is a modem for enabling wired or wireless 
communications between system 300 and an external net 
work such as, but not limited to, the Internet. A more detailed 
discussion of the present technology is found below. 

Referring still to FIG. 3, various other components are 
depicted for system 300. Specifically, when present, an oper 
ating system 322, applications 324, modules 326, and data 
328 are shown as typically residing in one or some combina 
tion of computer usable volatile memory 308, e.g. random 
access memory (RAM), and data storage unit 312. However, 
it is appreciated that in Some embodiments, operating system 
322 may be stored in other locations such as on a network or 
on a flash drive; and that further, operating system322 may be 
accessed from a remote location via, for example, a coupling 
to the internet. In one embodiment, the present technology, 
for example, is stored as an application 324 or module 326 in 
memory locations within RAM308 and memory areas within 
data storage unit 312. The present technology may be applied 
to one or more elements of described system 300. For 
example, a method of modifying user interface 225A of 
device 115A may be applied to operating system 322, appli 
cations 324, modules 326, and/or data 328. 

System 300 also includes one or more signal generating 
and receiving device(s) 330 coupled with bus 304 for 
enabling system 300 to interface with other electronic devices 
and computer systems. Signal generating and receiving 
device(s) 330 of the present embodiment may include wired 
serial adaptors, modems, and network adaptors, wireless 
modems, and wireless network adaptors, and other Such com 
munication technology. The signal generating and receiving 
device(s) 330 may work in conjunction with one or more 
communication interface(s) 332 for coupling information to 
and/or from system 300. Communication interface 332 may 
include a serial port, parallel port, Universal Serial Bus 
(USB), Ethernet port, antenna, or other input/output inter 
face. Communication interface 332 may physically, electri 
cally, optically, or wirelessly (e.g. via radio frequency) couple 
system 300 with another device, such as a cellular telephone, 
radio, or computer system. 
The computing system 300 is only one example of a suit 

able computing environment and is not intended to Suggest 
any limitation as to the scope of use or functionality of the 
present technology. Neither should the computing environ 
ment 300 be interpreted as having any dependency or require 
ment relating to any one or combination of components illus 
trated in the example computing system 300. 
The present technology may be described in the general 

context of computer-executable instructions, such as program 
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modules, being executed by a computer. Generally, program 
modules include routines, programs, objects, components, 
data structures, etc., that perform particular tasks or imple 
ment particular abstract data types. The present technology 
may also be practiced in distributed computing environments 
where tasks are performed by remote processing devices that 
are linked through a communications network. In a distrib 
uted computing environment, program modules may be 
located in both local and remote computer-storage media 
including memory-storage devices. 

Embodiments of the present technology may be described 
in the general context of computer-executable instructions, 
Such as program modules, being executed by a computer. 
Generally, program modules include routines, programs, 
objects, components, data structures, etc., that perform par 
ticular tasks or implement particular abstract data types. 
Embodiments of the present technology may also be prac 
ticed in distributed computing environments where tasks are 
performed by remote processing devices that are linked 
through a communications network. In a distributed comput 
ing environment, program modules may be located in both 
local and remote computer-storage media including memory 
storage devices. 

Although the Subject matter is described in a language 
specific to structural features and/or methodological acts, it is 
to be understood that the subject matter defined in the 
appended claims is not necessarily limited to the specific 
features or acts described above. Rather, the specific features 
and acts described above are disclosed as example forms of 
implementing the claims. 

The invention claimed is: 
1. A computer implemented method for communicating in 

a peer-to-peer computer environment, said method compris 
ing: 

receiving a request from a user at a peer provider node 
computer system, wherein said request is signed by a 
private key, wherein said peer provider node computer 
system is a peer node: 

provided a public key verifies said private key, providing 
potential peers to said user from said peer provider node 
computer system such that said user is enabled to utilize 
said peer-to-peer computer environment for a commu 
nication according to user requirements; 

Selecting a relay peer from said potential peers at said user 
wherein said user contacts each of said potential peers 
and said relay peer is selected via said user based on 
communication and hardware capabilities of said poten 
tial peers and wherein said relay peer is for said com 
munication; 

receiving a portion of said communication from said user at 
a relay peer, wherein said relay peer is one of said poten 
tial peers; 

sending said portion of said communication to at least one 
other user from said relay peer, 

sending feedback to said user from said relay peer regard 
ing said communication during said communication; 

wherein said receiving said portion of said communication 
is received with an adjusted parameter of said commu 
nication; and 

wherein said portion of said communication is received 
with a different error protection scheme for said portion. 

2. The computer implemented method as recited in claim 1, 
further comprising: 

receiving a request from said user at a storage peer, wherein 
said storage peer is one of said potential peers and 
wherein said request is signed by a private key; and 
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12 
provided a public key Verifies said private key, providing 

encrypted profile information to said user. 
3. The computer implemented method as recited in claim 1, 

further comprising: 
terminating said receiving said portion of said communi 

cation from said user at said relay peer during said com 
munication; 

receiving said portion of said communication from said 
user at a second relay peer; and 

sending said portion of said communication to at least one 
other user from said second relay peer. 

4. The computer implemented method as recited in claim 1 
wherein said relay peer replicates said portion of said com 
munication and sends said replicated said portion to a plural 
ity of other users. 

5. The computer implemented method as recited in claim 1 
wherein said portion of said communication is received with 
an adjusted encoding rate of said portion. 

6. The computer implemented method as recited in claim 1 
wherein said portion of said communication is received with 
an adjusted resolution of said portion. 

7. The computer implemented method as recited in claim 1 
wherein said portion of said communication is received with 
a different codec for said portion. 

8. The computer implemented method as recited in claim 1, 
further comprising: 

receiving a plurality of portions of said communication 
from said user at a plurality of relay peers, wherein said 
plurality of relay peers are said potential peers and 
wherein each of said plurality of relay peers each 
receives a different portion of said plurality of portions 
of said communication; and 

sending said plurality of portions of said communication to 
at least one other user from said plurality of relay peers. 

9. The computer implemented method as recited in claim 1 
wherein said communication is an audio communication. 

10. The computer implemented method as recited in claim 
1 wherein said communication is a video communication. 

11. The computer implemented method as recited in claim 
1 wherein said communication is a multi-party communica 
tion. 

12. The computer implemented method as recited in claim 
1 wherein said user requirement is to reduce an estimated 
geographical length of a path taken by said communication 
through said peer-to-peer computer environment. 

13. The computer implemented method as recited in claim 
1 wherein said user requirements is to reduce a number of 
hops taken by said communication sent through said peer-to 
peer computer environment. 

14. The computer implemented method as recited in claim 
1 wherein said user requirements is to reduce a round trip time 
of said communication sent through said peer-to-peer com 
puter environment. 

15. A non-transitory computer-usable storage medium 
having instructions embodied therein for causing a computer 
system to perform the steps of communicating in a peer-to 
peer computer environment: 

receiving a request from a user at a peer provider node 
computer system, wherein said request is signed by a 
private key, wherein said peer provider node computer 
system is a peer node: 

provided a public key Verifies said private key, providing 
potential peers to said user from said peer provider node 
computer system Such that said user is enabled to utilize 
said peer-to-peer computer environment for a commu 
nication according to user requirements; 
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Selecting a relay peer from said potential peers at said user 
wherein said user contacts each of said potential peers 
and said relay peer is selected via said user based on 
communication and hardware capabilities of said poten 
tial peers and wherein said relay peer is for said com- 5 
munication; 

receiving a portion of said communication from said user at 
a relay peer, wherein said relay peer is one of said poten 
tial peers; 

sending said portion of said communication to at least one 
other user from said relay peer, 

sending feedback to said user from said relay peer regard 
ing said communication during said communication; 

wherein said receiving said portion of said communication 
is received with an adjusted parameter of said commu 
nication; and 

wherein said portion of said communication is received 
with a different error protection scheme for said portion. 

16. The non-transitory computer-usable storage medium of 
claim 15, further comprising: 

receiving a request from said user at a storage peer, wherein 
said storage peer is one of said potential peers and 
wherein said request is signed by a private key; and 

provided a public key verifies said private key, providing 
encrypted profile information to said user. 

17. The non-transitory computer-usable storage medium of 
claim 15, further comprising: 

terminating said receiving said portion of said communi 
cation from said user at said relay peer during said com 
munication wherein said relay peer is no longer avail 
able for said receiving; 

receiving said portion of said communication from said 
user at a second relay peer; and 

sending said portion of said communication to at least one 
other user from said second relay peer. 

18. The non-transitory computer-usable storage medium of 
claim 15 wherein said relay peer replicates said portion of 
said communication and sends said replicated said portion to 
a plurality of other users. 

19. The non-transitory computer-usable storage medium of 
claim 15 wherein said portion of said communication is 
received with an adjusted encoding rate of said portion. 

20. The non-transitory computer-usable storage medium of 
claim 15 wherein said portion of said communication is 
received with an adjusted resolution of said portion. 

21. The non-transitory computer-usable storage medium of 
claim 15 wherein said portion of said communication is 
received with a different codec for said portion. 

22. The non-transitory computer-usable storage medium of 
claim 15, further comprising: 

receiving a plurality of portions of said communication 
from said user at a plurality of relay peers, wherein said 
plurality of relay peers are said potential peers and 
wherein each of said plurality of relay peers each 
receives a different portion of said plurality of portions 
of said communication; and 

sending said plurality of portions of said communication to 
at least one other user from said plurality of relay peers. 

23. The non-transitory computer-usable storage medium of 
claim 15 wherein said communication is an audio communi- 60 
cation. 

24. The non-transitory computer-usable storage medium of 
claim 15 wherein said communication is a video communi 
cation. 
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25. The non-transitory computer-usable storage medium of 

claim 15 wherein said communication is a multi-party com 
munication. 

26. The non-transitory computer-usable storage medium of 
claim 15 wherein said user requirements is to reduce an 
estimated geographical length of a path taken by said com 
munication through said peer-to-peer computer environment. 

27. The non-transitory computer-usable storage medium of 
claim 15 wherein said user requirements is to reduce a num 
ber of hops taken by said communication sent through said 
peer-to-peer computer environment. 

28. The non-transitory computer-usable storage medium of 
claim 15 wherein said user requirements is to reduce a round 
trip time of said communication sent through said peer-to 
peer computer environment. 

29. A system for communicating in a peer-to-peer com 
puter environment: 

a peer provider node configured to receive a request from a 
user wherein said request is signed by a private key and 
provided that a public key verifies said private key, said 
peer provider node is further configured to provide 
potential peers to said user Such that said user is enabled 
to utilize said peer-to-peer computer environment for a 
communication according to user requirements; 

a storage peer computer system for verifying an identity of 
said user and providing encrypted contact information 
related to a user profile to a device associated with said 
user provided said identity of said user is verified, 
wherein said storage peer is provided to said user via 
said peer provider node: 

at least one relay peer configured to receive a portion of 
said communication from said user and configured to 
send said portion of said communication to a second 
user, wherein said at least one relay peer is selected from 
said potential peers via said user wherein said user con 
tacts each of said potential peers and said relay peer is 
Selected based on communication and hardware capa 
bilities of said potential peers; 

receiving a portion of said communication from said user at 
a relay peer, wherein said relay peer is one of said poten 
tial peers; 

sending said portion of said communication to at least one 
other user from said relay peer, 

sending feedback to said user from said relay peer regard 
ing said communication during said communication; 

wherein said receiving said portion of said communication 
is received with an adjusted parameter of said commu 
nication; and 

wherein said portion of said communication is received 
with a different error protection scheme for said portion. 

30. The system as recited in claim 29 further comprising: 
a plurality of relay peers each configured to receive a dif 

ferent portion of said communication and further con 
figured to send said portions of said communication to 
said second user. 

31. The system as recited in claim 29 wherein said at least 
one relay peer is further configured to replicate said portion of 
said communication and send said replicated portions of said 
portion to a plurality of other users in a multi-party commu 
nication. 


