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ABSTRACT 

A method of authenticating users to reduce transaction risks 

includes indicating a desire to conduct a transactions determining 

a state of a communications device when the inputted information is 

5 known, and transmitting a biometric authentication request from a 

server to an authentication system when the state of the 

communications device is enrolled. Additionally, the method 

includes obtaining biometric authentication data in accordance with 

a biometric authentication data capture request with the 

0 communications device, biometrically authenticating the user, 

generating a one-time pass-phrase and storing the one-time 

pass-phrase on the authentication system when the user is 

authenticated, comparing the transmitted one-time pass-phrase 

against the stored one-time pass-phrase, and conducting the 

5 transaction when the transmitted and stored one-time pass-phrases 

match.
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METHODS AND SYSTEMS FOR AUTHENTICATING USERS 

CROSS-REFERENCE TO RELATED APPLICATIONS 

This application is a divisional application of Australian 

Patent Application No. 2011201164 filed on 16 March 2011 which, in 

5 turn, claims priority under the Paris Convention to USSN 12/729,167 

filed in the United States Patent and Trademark Office on 22 March 

2010, the contents of each of the above applications are incorporated 

herein by cross-reference in their entirety.  

FIELD OF THE INVENTION 

0 This invention relates generally to methods and systems for 

authenticating users over networks, and more particularly, to 

methods and systems of authenticating users over networks that 

increase the security of network-based transactions and thus reduce 

risks associated with such transactions.  

5 BACKGROUND OF THE INVENTION 

Websites are generally established by entities on networks such 

that users are able to navigate to the websites to conduct site 

appropriate network-based transactions. As long as user information 

used to conduct network-based transactions on websites remains 

20 secret, such network-based transactions may be safely conducted 

without compromising the security of data that is accessible through 

the website, and without compromising privileged information of 

users. However, risks that such network-based transactions may be 

conducted fraudulently have increased due to password misuse, such 

25 as password sharing with untrustworthy third parties, and due to 

sophisticated techniques, such as phishing, developed by third
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parties to surreptitiously obtain user passwords. By 

obtaining user passwords, third parties are able to obtain 

information about individual users, and entities such as 

financial institutions, hospitals and national militaries.  

5 Such information may include social security numbers, credit 

card numbers, bank account numbers, private patient medical 

records and sensitive national military secrets. Third 

parties may use such information to conduct fraudulent 

network-based transactions with financial institutions and 

3 other commercial entities, blackmail patients to keep medical 

records confidential, and to anticipate and counter national 

military strategies.  

Known authentication techniques that typically require 

users to enter the same unique username and the same unique 

5 password each time the web site is accessed may not adequately 

protect against fraudulently conducting network-based 

transactions and fraudulently accessing network accessible 

data, and thus may expose users and entities to increased 

network-based transactional risks. Consequently, it has been 

0 known to supplement such known authentication techniques with 

other authentication techniques by installing additional 

identification information on software or hardware tokens.  

However, generating the tokens themselves, constructing 

enrollment sites and systems for collecting enrollment 

2 5 information from users, procuring software and hardware to 

support token use, and maintaining such software and hardware 

systems is complex, expensive and time consuming.  

SUMMARY OF THE INVENTION 

30 Accordingly, in one broad aspect there is provided a 

method for authenticating users. The method comprises 

selecting a transaction method from a menu of transaction 

methods using a workstation to complete a transaction on a 

merchant system. The method also comprises prompting a
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workstation user to input a unique user identifier using the 

workstation prior to completing the transaction on the 

merchant system. In addition, the method comprises generating 

a merchant authentication request using the merchant system 

5 and transmitting the merchant authentication request to a 

service provider server, wherein the merchant authentication 

request includes at least the unique user identifier. The 

method also comprises determining a level of risk based on the 

type of the transaction and generating a server authentication 

) request using the service provider server, wherein the server 

authentication request includes at least the level of risk.  

Furthermore, the method comprises extracting the level of risk 

from the server authentication request. Moreover, the method 

comprises determining a biometric authentication data 

5 requirement corresponding to the extracted level of risk at 
an 

authentication system. The method also comprises obtaining 

biometric authentication data from the user in accordance with 

the biometric authentication data requirement with a 

communications device. The method further comprises 

0 validating the user based on the obtained biometric 

authentication data. In addition, the method comprises 

determining that the workstation user is permitted to conduct 

the transaction when the user is successfully validated.  

Moreover, the method comprises transmitting an authentication 

2 5 confirmation message from the service provider server to the 

merchant system and completing the transaction when the user 

is permitted to conduct the transaction.  

Accordingly, in another broad aspect there is provided a 

system for authenticating users that reduces transaction 

30 risks, wherein the system comprises a computer configured as a 

server. The server comprising a database and is configured to 

store within the database at least a plurality of configurable 

policies, to determine whether the inputted information is 

known, to generate biometric authentication requests, and to
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determine a risk level of a transaction based on the type of 

the transaction. The system for authenticating users also 

comprises at least one workstation including at least a 

workstation computer configured to at least communicate with 

5 the server. The system for authenticating users also 

comprises at least one merchant system configured to 

communicate with the at least one workstation, wherein the at 

least one merchant system is operable to generate and transmit 

authentication requests and to complete the transaction when 

3 the identity of a user is successfully validated. The system 

for authenticating users also comprises an authentication 

system comprising an authentication database and being 

configured to communicate with the server, to store within 
the 

authentication database biometric authentication data 

5 associated with each of a plurality of authorized users, to 

store an authentication policy, and to determine a biometric 

authentication data requirement corresponding to the risk 

level, and to conduct a biometric authentication process. In 

addition, the system for authenticating users also comprises 
a 

0 communications device configured to transmit a biometric 

authentication request to the authentication system for 

initiating the biometric authentication process, to receive a 

biometric authentication data capture request transmitted from 

the authentication system, to obtain biometric authentication 

25 data in accordance with the biometric authentication data 

capture request from the user and transmit the obtained 

biometric data to the authentication system.  

Accordingly, in another broad aspect there is provided a 

method for authenticating users. The method comprises 

30 determining, by a computing device, a risk level corresponding 

to a transaction desired
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to be conducted by a user, the transaction for purchasing items from 

a merchant. The method further comprises determining a first 

authentication data requirement corresponding to the risk level, the 

first authentication data requirement being for biometric data. In 

5 addition, the method comprises comparing first authentication data 

captured from the user against user enrollment biometric data, the 

captured first authentication data corresponding to the first 

authentication data requirement. Furthermore, the method comprises 

comparing, when the first authentication data and user enrollment 

0 biometric data match, second authentication data captured from the 

user in accordance with a second authentication data requirement 

against record data corresponding to the second authentication data 

requirement, the second authentication data requirement being 

different than the first authentication data requirement, the first 

5 and second authentication data being captured by the computing 

device, the computing device being associated with a person different 

than the user. Moreover, the method comprises validating the user 

when the captured second authentication data matches the record data, 

the transaction being conducted after successfully validating the 

0 user.  

In one example of the method for authenticating users according 

to this broad aspect, the step of determining a risk level may 

comprise determining that a plurality of transactions is pending, 

determining the risk level for each pending transaction, and 

25 determining a maximum risk level to be the determined risk level.  

Accordingly, in another broad aspect there is provided a method 

for authenticating users, wherein the method comprises extracting, 

by a computing device, a risk level from an authentication request, 

the risk level corresponding to a transaction desired to be conducted 

30 by a user, the transaction being for purchasing items from a merchant.
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The method according to this aspect further comprises determining 

a first authentication data requirement corresponding to the 

determined risk level, the first authentication data requirement 

being for biometric data. The method also comprises comparing first 

5 authentication data captured from the user against user enrollment 

biometric data, the captured first authentication data corresponding 

to the first authentication data requirement. Furthermore, the 

method comprises comparing, when the first authentication data and 

user enrollment biometric data match, second authentication data 

0 captured from the user in accordance with a second authentication 

data requirement against record data corresponding to the second 

authentication data requirement, the second authentication data 

requirement being different than the first authentication data 

requirement, the first and second captured authentication data being 

5 captured by the computing device, the computing device being 

associated with a person different than the user. Moreover, the 

method according to this broad aspect comprises validating the user 

when the captured second authentication data matches the record data, 

the transaction being conducted after successfully validating the 

0 user.  

In one example of a method for authenticating users according 

to this broad aspect, the method may further comprise determining 

whether a unique user identifier matches a user identifier, and 

determining the risk level when there is a match.  

25 In yet another example of a method for authenticating users 

according to this broad aspect, the step of determining the first 

authentication data requirement may further comprise adjusting the 

determined risk level according to a risk level adjustment for the 

transaction.
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Alternatively, or in addition, in another example the step of 

determining the first authentication data requirement may comprise 

comparing the determined risk level against an authentication policy 

with the processor to determine a matching risk level, wherein the 

5 authentication data requirement corresponds to the matching risk 

level.  

Accordingly, in yet a further broad aspect there is provided 

a computing device for authenticating users. The computing device 

comprises a processor. The computing device also comprises a memory 

0 configured to store at least user authentication data, wherein said 

computing device being associated with a network and said memory 

being in communication with said processor and having instructions 

stored therein which, when executed by said processor cause said 

computing device to determine a risk level corresponding to a 

5 transaction desired to be conducted by a user, the transaction being 

for purchasing items from a merchant. In addition, the instructions, 

when executed by the processor cause said computing device to 

determine a first authentication data requirement corresponding to 

the risk level, the first authentication data requirement being for 

0 biometric data. Furthermore, the instructions, when executed by the 

processor cause said computing device to compare first 

authentication data captured from the user against user enrollment 

biometric data, the first authentication data corresponding to the 

first authentication data requirement. Moreover, the instructions, 

25 when executed by the processor cause said computing device to 

compare, when the captured first authentication data and user 

enrollment biometric data match, second authentication data captured 

from the user in accordance with a second authentication data 

requirement against record data corresponding to the second 

30 authentication data requirement, the second authentication data
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requirement being different than the first authentication data 

requirement, the first and second authentication data being captured 

by said computing device, and said computing device being associated 

with a person different than the user. In addition, the instructions, 

5 when executed by the processor cause said computing device to 

validate the user when the captured second authentication data 

matches the corresponding record data, the transaction being 

conducted after successfully validating the user.  

o In yet another broad aspect, a method of authenticating users 

to reduce transaction risks is provided. The method includes storing 

biometric authentication data for each of a plurality of authorized 

users in an authentication system, and storing server data in a 

server. The authentication system is different than the server and 

5 the server is included in a first communications channel. The method 

also includes indicating a desire to conduct at least one transaction 

and inputting information in a workstation. A workstation user 

performs the indicating and inputting operations at the workstation.  

Moreover, the method includes determining whether the inputted 

0 information is known and determining a state of a communications 

device when the inputted information is known, transmitting a 

biometric authentication request from the server over the first 

communications channel to the workstation when the state of the 

communications device is enrolled, and prompting the workstation 

25 user to invoke a security application stored in the communications 

device.  

The method also includes transmitting the biometric 

authentication request to the authentication system, extracting a 

level of risk from the biometric authentication request, determining 

30 a biometric authentication data requirement corresponding to the
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extracted level of risk by comparing the extracted level of risk 

against policy levels of risk included in an authentication policy, 

and determining the biometric authentication data requirement to be 

the biometric authentication data requirement that corresponds to 

5 the policy level of risk that matches the extracted level of risk.  

Furthermore, the method includes generating a biometric 

authentication data capture request in response to the biometric 

authentication request, and transmitting the biometric 

authentication data capture request from the authentication system 

0 to the communications device. The communications device is 

associated with one of the plurality of authorized users and the one 

authorized user is associated with the inputted information.  

Additionally, the method includes obtaining the biometric 

authentication data capture request transmission, obtaining 

5 biometric authentication data in accordance with the biometric 

authentication data capture request from the workstation user with 

the communications device, and transmitting the obtained biometric 

authentication data from the communications device to the 

authentication system over a second communications channel.  

o Moreover, the method includes validating the identity of the user 

by comparing the obtained biometric authentication data against 

biometric authentication data of the one authorized user stored in 

the authentication system, generating a one-time pass-phrase, 

storing the one-time pass-phrase on the authentication system and 

25 transmitting the one-time pass-phrase to the communications device 

over the second communications channel when the workstation user is 

authenticated as the one authorized user, 

obtaining the one-time pass-phrase from the communications 

device and entering the one-time pass-phrase into the workstation.  

30 Furthermore, the method includes transmitting the one-time
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pass-phrase from the workstation to the authentication system over 

the first communications channel, comparing the transmitted one-time 

pass-phrase against the stored one-time pass-phrase, and conducting 

the at least one transaction when the transmitted and stored one-time 

5 pass-phrases match.  

In yet another broad aspect, a system for authenticating users 

that reduces transaction risks is provided. The system includes a 

computer configured as a server, the server includes at least a 

database and is configured to store within the database at least a 

0 plurality of configurable policies, to receive information inputted 

by the workstation user, to determine whether the inputted 

information is known, and to determine a level of risk associated 

with the at least one transaction. Moreover, the system includes 

at least one workstation including at least a workstation computer 

5 operationally coupled to the server. The at least one workstation 

is configured to receive information input by the workstation user.  

The at least one workstation, the server and a network comprise a 

first communications channel.  

Furthermore, the system includes at least one merchant system 

0 operationally coupled to the at least one workstation. The at least 

one merchant system is operable to generate and transmit 

authentication requests and to complete the at least one transaction 

when the identity of the workstation user is validated.  

Additionally, the system includes an authentication system including 

25 an authentication database. The authentication system is configured 

to communicate with the server, to store within the authentication 

database biometric authentication data associated with each of a 

plurality of authorized users, to store an authentication policy, 

and to conduct a biometric authentication process over a second 

30 communications channel.
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The system also includes a communications device included in 

the second channel. The communications device is operable to 

transmit a biometric authentication request over the second 

communications channel to the authentication system to initiate the 

5 biometric authentication process, to communicate with the 

authentication system over the second communications channel, to 

receive a biometric authentication data capture request transmitted 

over the second communications channel from the authentication 

system, to obtain biometric authentication data in accordance with 

0 the biometric authentication data capture request from the 

workstation user and transmit the obtained biometric data to the 

authentication system over the second communications channel. The 

communications device is not operable to store the obtained biometric 

data, and the one authorized user is associated with information 

5 inputted by the workstation user.  

The at least one workstation is further operable to cause a 

security application stored in the communications device to be 

invoked after receiving a biometric authentication request. The 

authentication system is further operable to determine a state of 

0 the communications device when the inputted information is known, 

to transmit the biometric authentication data capture request 

corresponding to the level of risk of the at least one transaction, 

to validate the identity of the user by comparing the obtained 

biometric data against biometric authentication data of the one 

25 authorized user, and generate and transmit a one-time pass-phrase 

over the second communications channel when the workstation user is 

authenticated as the one authorized user.  

The communications device is further operable to display the 

at least one transaction, to receive and display the one-time 

30 pass-phrase such that the one-time pass-phrase can be inputted into
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the at least one workstation and transmitted over the first 

communications channel to the authentication system. The 

authentication system is further operable to compare the one-time 

pass-phrase transmitted from the authentication system against the 

5 one-time pass-phrase received by the authentication system, and at 

least one of the server and the merchant system is operable to conduct 

the at least one transaction when the one-time pass-phrase 

transmitted from the authentication system matches the one-time 

pass-phrase received by the authentication system.  

0 In yet another broad aspect, a method of authenticating users 

to reduce transaction risks is provided. The method includes storing 

biometric authentication data for each of a plurality of authorized 

users in an authentication system, and storing server data in a 

server. The authentication system is different than the server and 

5 the server is included in a first communications channel. The method 

also includes indicating a desire to conduct at least one 

transaction, determining whether the desired at least one 

transaction requires access to the protected resources and when the 

at least one transaction requires access to protected resources, 

0 inputting information in a workstation. A workstation user performs 

the indicating and inputting operations at the workstation.  

Moreover, the method includes determining whether the inputted 

information is known and determining a state of a communications 

device when the inputted information is known, determining a level 

25 of risk for the at least one transaction, and transmitting an 

authentication request including the level of risk from the server 

over the first communications channel to the workstation when the 

state of the communications device is enrolled. Furthermore, the 

method includes prompting the workstation user to invoke a security 

30 application stored in the communications device, transmitting the
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biometric authentication request to the authentication system, 

extracting the level of risk from the biometric authentication 

request, and determining a biometric authentication data requirement 

corresponding to the extracted level of risk. Additionally, the 

5 method includes determining an authentication capture level 

corresponding to the biometric authentication data requirement for 

the at least one transaction, and communicating a biometric 

authentication data capture request to the communications device.  

The biometric authentication data capture request includes at least 

0 the biometric authentication capture level.  

The method also includes invoking a capture level security 

application in the communications device and inputting the 

authentication capture level in the communications device such that 

the communications device displays the biometric authentication data 

5 requirement for the at least one transaction. Moreover, the method 

includes obtaining biometric authentication data in accordance with 

the biometric authentication capture request from the workstation 

user with the communications device, and transmitting the obtained 

biometric authentication data from the communications device to the 

0 authentication system over the second communications channel.  

Furthermore, the method includes validating the identity of the user 

by comparing the obtained biometric authentication data against 

biometric authentication data of the one authorized user stored in 

the authentication system, and conducting the at least one 

25 transaction when the captured biometric data and the biometric 

authentication data of the one authorized user match.  

30
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BRIEF DESCRIPTION OF THE DRAWINGS 

Figure 1 is a block diagram of an exemplary embodiment of an 

Authentication Computer (AC) System for reducing network-based 

transaction risks; 

5 Figure 2 is a flowchart illustrating an exemplary process of 

enrolling a user in a computer system of a service provider; 

Figure 3 is a flowchart illustrating an exemplary process for 

enrolling a communications device in an authentication system 

included in the AC System illustrated in Figure 1; 

0 Figure 4 is a diagram illustrating a first exemplary 

configurable policy associating network-based transactions with 

levels of risk; 

Figure 5 is a diagram illustrating a second exemplary 

configurable policy relating network-based transaction risk factors 

5 to levels of risk; 

Figure 6 is a diagram illustrating an exemplary authentication 

policy associating the levels of risk illustrated in Figures 4 and 

5 to biometric authentication data requirements; 

Figure 7 is a diagram illustrating exemplary risk factors and 

0 associated level of risk adjustments; 

Figure 8 is a flowchart illustrating an exemplary 

authentication process for reducing risks that network-based 

transactions may be conducted fraudulently; 

Figure 8A is a continuation of the flowchart illustrated in 

25 Figure 8; 

Figure 9 is a flowchart illustrating an alternative exemplary 

authentication process for reducing risks that network-based 

transactions may be conducted fraudulently; 

Figure 9A is a continuation of the flowchart illustrated in 

30 Figure 9.
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Figure 10 is a flowchart illustrating another alternative 

exemplary authentication process for reducing risks that 

network-based transactions may be conducted fraudulently; 

Figure 10A is a continuation of the flowchart illustrated in 

5 Figure 10; 

Figure 11 is a flowchart illustrating yet another alternative 

exemplary authentication process for reducing risks that 

network-based transactions may be conducted fraudulently; 

Figure 11A is a continuation of the flowchart illustrated in 

0 Figure 11; 

Figure 12 is a flowchart illustrating another alternative 

exemplary authentication process, that uses a non-designated 

communications device, for reducing risks that network-based 

transactions may be conducted fraudulently; and 

5 Figure 12A is a continuation of the flowchart illustrated in 

Figure 12.  

DETAILED DESCRIPTION OF THE INVENTION 

Figure 1 is an expanded block diagram of an exemplary embodiment 

0 of a system architecture of an Authentication Computer (AC) System 

10 for authenticating the identity of a user to increase security 

of network-based transactions and thereby reduce risks associated 

with network-based transactions. More specifically, the AC system 

10 includes a merchant server system 12, at least one workstation 

25 14, a Service Provider Computer (SPC) System 16, a Biometric 

Authentication Computer (BAC) System 18 and a portable 

communications device 20.  

In the exemplary embodiment, the merchant server system 12 

includes components such as, but not limited to, a web server, a 

30 database server, an application server, a directory server and a disk
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storage unit arranged to be combined in a single structure. The disk 

storage unit may be used to store any kind of data. Although these 

components are combined to form a single structure in the form of 

the merchant server system 12 in the exemplary embodiment, it should 

5 be appreciated that in other embodiments these components may be 

separately positioned at different locations and operatively coupled 

together in a network such as, but not limited to, a local area network 

(LAN), a wide area network (WAN) and the Internet. The merchant 

server system 12 is typically configured to be communicatively 

0 coupled to end users at the workstation 14 using a communications 

network 22 such as, but not limited to, a LAN, a WAN and the Internet.  

Optionally, the merchant server system 12 may be communicatively 

coupled to the SPC system 16 using the network 22. The network 22 

may include any combination of a LAN, a WAN and the Internet. It 

5 should be understood that any workstation end user at the workstation 

14 may communicate with a web site of the merchant server system 12.  

Moreover, the merchant server system 12 is operable to generate and 

transmit authentication requests when a workstation end user 

attempts to conduct an electronic payment transaction. When the 

0 identity of the workstation end user is validated, the merchant 

server system 12 is operable to complete the electronic payment 

transaction. In the exemplary embodiment, the merchant server system 

12 is a computer system of a commercial entity that requires 

validation of an end user at the workstation 14 in order to complete 

25 an electronic payment transaction.  

In the exemplary embodiment, the SPC system 16 includes 

components such as, but not limited to, a web server, a database 

server, an application server, a directory server and a disk storage 

unit arranged to be combined in a single structure. The disk storage 

30 unit may be used to store any kind of data. Although these components
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are combined to form a single structure in the form of the SPC system 

16 in the exemplary embodiment, it should be appreciated that in other 

embodiments these components may be separately positioned at 

different locations and operatively coupled together in a network 

5 such as, but not limited to, a local area network (LAN), a wide area 

network (WANl) and the Internet. The SPC system 16 is typically 

configured to be communicatively coupled to end users at the 

workstation 14 using the communications network 22, and to be 

communicatively and logically coupled to the BAC system 18. It should 

0 be understood that any authorized workstation end user at the 

workstation 14 can communicate with the SPC system 16.  

In the exemplary embodiment, the SPC system 16 is a computer 

system of a financial institution service provider used to store and 

manage financial data for a plurality of authorized users, and to 

5 protect access to the financial data. Although the financial 

business is the example business described herein, the invention is 

in no way limited to the financial business. Thus, it should be 

appreciated that in other embodiments, the SPC system 16 may be 

associated with any commercial entity service provider or 

0 governmental entity service provider that stores confidential 

information and data generally corresponding to the business or 

everyday operations of the entity, and that controls access to the 

confidential information and data. Although the exemplary 

embodiment is described as including one SPC system 16 corresponding 

25 to a financial institution service provider, it should be appreciated 

that in other embodiments a plurality of SPC systems 16 may be 

provided such that each of the plurality of SPC systems 16 is 

associated with a different service provider. The SPC system 16 and 

the merchant server system 12 are associated with different 

30 commercial entities in the exemplary embodiment. However, in other
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embodiments the SPC system 16 and merchant server system 12 may be 

associated with the same commercial or governmental entity.  

It should be understood that in the exemplary embodiment the 

SPC system 16 is operable to store therein a different unique user 

5 identifier for each authorized user such that each unique user 

identifier is associated with the financial data of a respective 

authorized user. The SPC system 16 is also operable to store therein 

biographic data for each authorized user such that the biographic 

data is associated with the unique user identifier of a respective 

0 authorized user. Moreover, it should be appreciated that when a 

plurality of SPC systems 16 are provided, each authorized user is 

associated with the same unique user identifier in each of the 

different SPC systems 16. It should also be appreciated that the 

different SPC systems 16 may be associated with service providers 

5 such as, but not limited to, hospitals, governmental agencies and 

educational institutions. Thus, for example, an authorized user 

associated with a hospital service provider and an educational 

institutional service provider will have a unique user identifier 

for the hospital that is the same as the unique user identifier for 

0 the educational institution.  

Moreover, the SPC system 16 stores configurable policies for 

associating a level of risk with network-based transactions that may 

require access to protected resources, and that identify risk factors 

associated with conducting network-based electronic payment 

25 transactions. The SPC system 16 may also store a security application 

therein. Furthermore, the SPC system 16 is operable to generate and 

transmit authentication requests when a workstation end user 

attempts to conduct a network-based electronic payment transaction 

or conduct a network-based transaction that requires access to 

30 protected resources. In the exemplary embodiment, the
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authentication requests are transmitted to the BAC system 18 and 

include at least a request that the BAC system 18 authenticate the 

identity of a workstation end user.  

Protected resources include any kind of resource or data that 

5 is protected against access by unauthorized users. Such resources 

include, but are not limited to, electronic artifacts, services and 

applications. It should be understood that electronic artifacts 

include items such as, but not limited to, web documents. Services 

include, but are not limited to, checking-out an electronic shopping 

0 cart at a website and conducting a payment transaction. Applications 

as described herein may be any kind of computer program that causes 

a computer, a computer processor, or a computer system to execute 

the program, and thus causes the computer to perform a function. For 

example, applications as described herein may include, but are not 

5 limited to, applications that facilitate performing privileged 

communications and applications that permit access to privileged 

information. It should be understood that such protected 

applications are made available to a user only upon validation of 

the identity of the user. Moreover, it should be understood that 

0 by virtue of protecting the applications, the functions performed 

by those applications are also protected. Thus, by virtue of granting 

access to protected applications upon validation of the identity of 

the user, access is also granted to the functions performed by those 

applications. Consequently, it should be appreciated that functions 

25 caused to be performed on a computer or computer system by 

applications stored throughout the AC system 10, also constitute 

protected resources.  

It should be understood that data considered to be protected 

resources includes, but is not limited to, confidential financial 

30 and health data records, data inherent in an e-mail, data stored in
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an electronic file system, and data inherent in any kind of electronic 

communications. Consequently, because the data stored in the SPC 

system 16 is protected against access by unauthorized users, the data 

stored in the SPC system 16 is a protected resource. It should be 

5 understood that each protected resource stored in the SPC system 16 

may be associated with at least a corresponding one of the plurality 

of authorized users.  

It should be appreciated that protected resources may take any 

form and be accessed in any manner. For example, a protected resource 

0 may be a box containing a million dollars that is stored in a room.  

The room may have a door with an electronic lock system configured 

to communicate with the SPC system 16 and the BAC system 18, that 

is capable of reading a smart card to input a unique user identifier 

of an individual attempting to gain access. Such an electronic lock 

5 system may facilitate authenticating an individual to reduce risks 

that a transaction involving removing the protected resource from 

the room is not conducted fraudulently. Upon properly validating 

the identity of the individual the electronic lock system opens the 

door to permit access to the protected resource.  

o In the exemplary embodiment, the BAC system 18 includes 

components such as, but not limited to, a web server, a disk storage 

device, a database management server and an authentication server 

arranged to be combined into a single structure. Although these 

components are combined into a single structure in the exemplary 

25 embodiment, it should be appreciated that in other embodiments these 

components may be separately positioned at different locations and 

operatively coupled together in a network such as, but not limited 

to, a LAN, a WAN and the Internet. The disk storage device may be 

used for storing any kind of data including, but not limited to, 

30 enrollment data records of individuals, unique user identifiers, and
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one-time pass-phrases. The database management server may be used 

to facilitate transferring data to and from the disk storage device.  

The authentication server is configured to perform matching of any 

feature or information associated with individuals to validate the 

5 identity of the individuals as described herein.  

The BAC system 18 is configured to be communicatively and 

logically coupled to the SPC system 16, and to be wirelessly 

communicatively coupled to the communications device 20 over a 

communications network 24. Moreover, the BAC system 18 is operable 

0 to facilitate reducing network-based transaction risks by 

authenticating identities of workstation users requesting to conduct 

such network-based transactions. In the exemplary embodiment, the 

communications network 24 is a 3G communications network. However, 

it should be appreciated that in other embodiments the communications 

5 network 24 may be any wireless network that facilitates 

authentication as described herein, such as, but not limited to, 

W-Fi, Global System for Mobile (GSM) and Enhanced Data for GSM 

Environment (EDGE) . Although the BAC system 18 is communicatively 

coupled to a single SPC system 16 in the exemplary embodiment, it 

0 should be appreciated that in other embodiments the BAC system 18 

may be configured to be communicatively coupled to a plurality of 

SPC systems 16.  

The BAC system 18 is operable to store authentication data. In 

the exemplary embodiment, the authentication data is biometric data 

25 that corresponds to any biometric type desired to be used as the basis 

of validating the identity of an end user at the workstation 14. Thus, 

the BAC system 18 is operable to store biometric authentication data 

and is operable to use the biometric authentication data to validate 

identities of users desiring to conduct network-based electronic 

30 payment transactions and transactions that require accessing the
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protected resources stored in the SPC system 16. Using biometrics 

as the basis for validating identities facilitates enhancing trust 

in the validation result. In order to facilitate properly validating 

identities of workstation users desiring to conduct network-based 

5 electronic payment transactions and network-based transactions that 

require accessing protected resources, in the exemplary embodiment 

the BAC system 18 stores biometric authentication data in the form 

of enrollment data records for each of the plurality of authorized 

users. In the exemplary embodiment, biometric data corresponding 

0 to any biometric type may be obtained and stored as enrollment data 

records in the BAC system 18. Such biometric types include, but are 

not limited to, face, fingerprint, iris, voice, vascular patterns 

and hand signatures. Moreover, the biometric data may take any form 

such as, but not limited to, images, photographs, templates and 

5 electronic data representations.  

Although the enrollment data records include biometric data in 

the exemplary embodiment, it should be appreciated that in other 

embodiments the enrollment data records may include any kind of 

authentication data including, but not limited to, biographic data, 

0 and may include any combination of authentication data for each 

authorized user. Moreover, it should be appreciated that in other 

embodiments the enrollment data records may include biographic data, 

in addition to the biometric data, for each authorized user that is 

associated with the authorized user's biometric data.  

25 The BAC system 18 also stores a configurable authentication 

policy that assigns authentication data requirements to different 

types of network-based transactions commensurate with an identified 

level of risk. The BAC system 18 may store additional authentication 

policies therein which are used to determine data that is to be 

30 obtained from a user attempting to enroll in the BAC system 18.
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Moreover, the additional authentication policies may be used to 

determine data to be obtained from a workstation user attempting to 

conduct a network-based transaction. Furthermore, the additional 

authentication policies may be used to determine a level of risk 

5 associated with a transaction. Additionally, the BAC system 18 is 

operable to generate and transmit authentication data capture 

requests to at least the communications device 20. It should be 

understood that an authentication data capture request includes at 

least an authentication data requirement, determined by the BAC 

0 system 18, that is to be obtained from the workstation user attempting 

to conduct a network-based transaction.  

The term "biographic data" as used herein includes any 

demographic information regarding an individual as well as contact 

information pertinent to the individual. Such demographic 

5 information includes, but is not limited to, an individual's name, 

age, date of birth, address, citizenship and marital status. Contact 

information collected in the exemplary embodiment includes devices 

and methods for contacting the authorized user, or customer.  

Specifically, in the exemplary embodiment, customers designate a 

0 particular communications device used by the customer and provide 

information regarding the designated communications device that 

facilitates validating the designated communications device as 

known, facilitates communicating with the authorized user and 

facilitates validating the identity of the authorized user. Such 

25 information includes, but is not limited to, a communications device 

identifier of the designated communications device, a telephone 

number associated with the designated communications device, an 

e-mail address that can be accessed using the designated 

communications device, an instant messaging user identifier that can
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be accessed or an identifier that facilitates sending short message 

service (SMS) messages to the designated communications device.  

The information regarding the designated communications device 

is stored in the BAC system 18 and is associated with the authorized 

5 user, or customer, of the designated device in the BAC system 18.  

Thus, it should be appreciated that the communications device 

identifier is stored in the BAC system 18 such that the communications 

device identifier is associated with the unique user identifier of 

the authorized user. Additionally, a state of the communications 

0 device 20 may be stored in the BAC system 18 such that the state of 

the device 20 is associated with the designated communications device 

information. It should be appreciated that the SPC system 16 may 

also store therein the communications device identifier such that 

the communications device identifier may be associated with the 

5 unique user identifier of the authorized user in the SPC system 16.  

It should be understood that in the exemplary embodiments described 

herein the portable communications device 20 is the designated 

communications device.  

Although the authentication data is described as biometric data 

0 in the exemplary embodiment, it should be appreciated that in other 

embodiments any other type of authentication data, or combinations 

of different types of authentication data, may be used that 

facilitates validating the identity of a user as described herein.  

Such other types of authentication data include, but are not limited 

25 to, Global Positioning System (GPS) coordinates, unique 

pass-phrases, a combination of biometric data with GPS coordinates, 

a combination of biometric data with a unique pass-phrase, a 

combination of GPS coordinates with a unique pass-phrase, and a 

combination of biometric data with GPS coordinates and a unique 

30 pass-phrase.
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GPS coordinates may be determined for any GPS enabled device 

used by an authorized user to communicate with the BAC system 18 and 

may be stored in the BAC system 18 as coordinate data. For example, 

GPS coordinate data may be determined for workstation 14 and stored 

5 in the BAC system 18 as home address coordinate data. A geographical 

area may be established relative to the home address coordinate data 

such that when the designated communications device is determined 

to be outside of the geographical area, verification of a user 

desiring to conduct an electronic payment transaction or a 

0 transaction requiring access to the protected resources stored in 

the SPC system 16 does not occur. However, when the designated 

communications device is determined to be within the geographical 

area, the identity of the user desiring to conduct the transaction 

may be validated such that the user is permitted to conduct the 

5 electronic payment transaction, or may be validated as the authorized 

user having access to the protected resources required to conduct 

the transaction. It should be appreciated that the geographical area 

may be a circle, centered about the home address coordinate data, 

having a radius based on behavior of the authorized user. For 

0 example, an authorized user having a fifty mile one-way commute to 

work may have a radius corresponding to the commute distance, that 

is, fifty miles. However, it should be appreciated that the radius 

may be determined by any kind of user behavior and may be any 

corresponding distance. Moreover, it should be appreciated that the 

25 geographical area may have any shape and size that facilitates 

validating the identity of a user as described herein. Although the 

example discussed herein uses the location of the workstation 14 to 

determine the home address coordinate data, it should be appreciated 

that the home address coordinate data may be the GPS coordinate data 

30 of any device, or combination of devices.



-24

Unique pass-phrases may also be established for each authorized 

user and stored in the BAC system 18 such that a user desiring to 

conduct a network-based electronic payment transaction, or a 

network-based transaction that requires accessing the protected 

5 resources stored in the SPC system 16, provides the unique 

pass-phrase for authentication.  

In the exemplary embodiment the SPC system 16 and the BAC system 

18 are positioned together at the same location and communicate over 

a network substantially identical to the network 22. However, in 

0 other embodiments, the SPC system 16 and the BAC system 18 may be 

positioned at different locations and communicate over a network 

substantially identical to the network 22. For example, the SPC 

system 16 may be located at the place of business of the service 

provider in Reston, Virginia while the BAC system 18 may be located 

5 at the place of business of a biometric authentication company in 

Austin, Texas. When the SPC system 16 and the BAC system 18 are 

separately located, the SPC system 16 is generally an existing 

corporate or governmental entity service provider computer system 

that does not include adequate authentication capabilities, and the 

0 BAC system 18 is an authentication system operable to quickly connect 

to, and provide adequate authentication capabilities to, the SPC 

system 16. By accessing the BAC system 18, the SPC system 16 is able 

to secure adequate authentication capabilities without purchasing 

hardware and software to implement authentication capabilities, and 

25 without incurring costs associated with training employees to use 

the hardware and software. Consequently, the BAC system 18 may 

facilitate quickly and inexpensively retrofitting existing computer 

systems to provide rigorous identity authentication. Thus, it should 

be appreciated that as described herein, the SPC system 16 and the 

30 BAC system 18 are different and are not the same device or system.
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Moreover, it should be appreciated that when the BAC system 18 and 

the SPC system 16 are positioned at different locations, the BAC 

system 18 may be communicatively coupled with a plurality of other 

SPC systems 16 associated with other service providers, such as 

5 medical service providers, that conduct network-based transactions 

requiring rigorous identity authentication.  

The workstation 14 is configured to be communicatively coupled 

to SPC system 16 via the communications network 22 and may wirelessly 

communicate with at least the communications device 20 over a network 

0 25. The workstation 14 includes devices, such as, but not limited 

to, a CD-ROM drive for reading data from computer-readable recording 

mediums, such as a compact disc-read only memory (CD-ROM), a 

magneto-optical disc (MOD) and a digital versatile disc (DVD).  

Moreover, the workstation 14 includes a display device, such as, but 

5 not limited to, a liquid crystal display (LCD), a cathode ray tube 

(CRT) and a color monitor. Furthermore, the workstation 14 includes 

a printer and input devices such as, but not limited to, a mouse (not 

shown), keypad (not shown), a keyboard, a camera (not shown) and a 

microphone (not shown). Although a single workstation 14 is 

0 described in the exemplary embodiment, it should be appreciated that 

any number of workstations 14 may be configured to be communicatively 

coupled to the SPC system 16 and to wirelessly communicate with at 

least the communications device 20. In the exemplary embodiment, 

the network 25 operates using the Bluetooth wireless communications 

25 standard. However, in other embodiments the network 25 may operate 

using any wireless communications standard that facilitates 

authentication as described herein. It should be appreciated that 

authorized workstation users as used herein also refers to customers.  

The communications device 20 is configured to wirelessly 

30 communicate with at least the BAC system 18 over the network 24 and
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wirelessly communicate with the workstation 14 over the network 25.  

Moreover, in the exemplary embodiment, the communications device 20 

is operable to obtain authentication data from users desiring to 

conduct a network-based electronic payment transaction, or a 

5 network-based transaction that requires accessing the protected 

resources stored in the SPC system 16. The communications device 

20 includes at least one of buttons and icons operable to at least 

enter commands, enter data and invoke applications stored therein.  

Moreover, the communications device 20 includes a display screen such 

0 as, but not limited to, a Liquid Crystal Display (LCD), and is 

operable to display any text or image on the display screen. In the 

exemplary embodiment, the communications device 20 is a portable 

cellular phone operable to at least display messages and images, 

obtain authentication data from a user, and transmit the obtained 

5 authentication data to the BAC system 18.  

Although the device 20 is a portable cellular phone in the 

exemplary embodiment, it should be appreciated that in other 

embodiments the communications device 20 may be any portable 

communications device capable of at least displaying messages and 

0 images, and obtaining and transmitting data. Such other portable 

communications devices include, but are not limited to, a smart 

phone, and any type of portable communications device having wireless 

capabilities such as a personal digital assistant (PDA) and a laptop 

computer. Moreover, it should be appreciated that in the exemplary 

25 embodiment the communications device 20 is used to obtain the 

authentication data stored as enrollment data records in the BAC 

system 18. Furthermore, authentication data obtained during 

identity validation is obtained using the communications device 20 

in the exemplary embodiment. It should be appreciated that in other 

30 embodiments the enrollment data records may be obtained in any manner
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that facilitates validating the identity of users as described 

herein, including, but not limited to, loading the required 

authentication data into the BAC system 18 from external identity 

management systems or human resource management systems.  

5 Although the communications device 20 is operable to obtain 

biometric data during identity validation in the exemplary 

embodiment, it should be appreciated that in other embodiments the 

communications device 20 may be operable to obtain any type of data 

that facilitates validating the identity of a user desiring to 

0 conduct a network-based electronic payment transaction or a 

transaction that requires access to the protected resources. Such 

other types of data include, but are not limited to, GPS coordinates 

and unique pass-phrases. Thus, in other embodiments, the 

communications device 20 may be configured to determine the GPS 

5 coordinates of the device 20 and transmit the GPS coordinates to the 

BAC system 18. By determining the GPS coordinates of the device 20 

and transmitting the GPS coordinates of the device 20 to the BAC 

system 18, the GPS coordinates of the device 20 may be compared 

against the geographical area to determine whether the identity of 

0 the user desiring to conduct the transaction may be authenticated.  

It should be understood that in the exemplary embodiment, although 

the biometric data is obtained with the communications device 20 

during identity validation, the biometric data is not stored in the 

communications device 20. Instead, the communications device 20 

25 transmits the obtained biometric data to the BAC system 18 and the 

BAC system 18 stores the obtained biometric data. However, it should 

be appreciated that in other embodiments, when data different than 

biometric data is obtained during validation, the different data may 

be stored in the communications device 20.
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The communications device 20 is also operable to store the 

configurable authentication policies therein that may be used to at 

least determine the level of risk associated with a network-based 

transaction and to determine which authentication data to obtain from 

5 a workstation user attempting to conduct a network-based 

transaction.  

The merchant server system 12, the SPC systeml6, the BAC system 

18, the communications device 20, and the workstation 14 each include 

a processor (not shown) and a memory (not shown). It should be 

0 understood that, as used herein, the term processor is not limited 

to just those integrated circuits referred to in the art as a 

processor, but broadly refers to a computer, an application specific 

integrated circuit, and any other programmable circuit. It should 

be understood that the processors execute instructions, or computer 

5 programs, stored in the memories (not shown) of the merchant server 

system 12, the SPC system 16, the BAC system 18 the communications 

device 20 and the workstation 14, respectively. The above examples 

are exemplary only, and are thus not intended to limit in any way 

the definition and/or meaning of the term "processor." 

0 The memories (not shown) in the merchant server system 12, the 

SPC system 16, the BAC system 18, the communications device 20 and 

the workstation 14, can be implemented using any appropriate 

combination of alterable, volatile or non-volatile memory or 

non-alterable, or fixed, memory. The alterable memory, whether 

25 volatile or non-volatile, can be implemented using any one or more 

of static or dynamic RAM (Random Access Memory), a floppy disc and 

disc drive, a writeable or re-writeable optical disc and disc drive, 

a hard drive, flash memory or the like. Similarly, the non-alterable 

or fixed memory can be implemented using any one or more of ROM 

30 (Read-Only Memory), PROM (Programmable Read-Only Memory), EPROM
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(Erasable Programmable Read-Only Memory), EEPROM (Electrically 

Erasable Programmable Read-Only Memory), an optical ROM disc, such 

as a CD-ROM or DVD-ROM disc, and disc drive or the like.  

Each memory (not shown) can be a computer-readable recording 

5 medium used to store data in the merchant server system 12, the SPC 

system 16, the BAC system 18, the communications device 20 and the 

workstation 14, and store computer programs or executable 

instructions that are executed by the merchant server system 12, the 

SPC system 16, the BAC system 18, the communications device 20 and 

0 the workstation 14. Moreover, the memory (not shown) may include 

smart cards, SIMs or any other medium from which a computing device 

can read computer programs or executable instructions. As used 

herein, the term "computer program" is intended to encompass an 

executable program that exists permanently or temporarily on any 

5 computer-readable recordable medium that causes the computer or 

computer processor to execute the program.  

It should be appreciated that the at least one workstation 14, 

the network 22, the SPC system 16, and the communication network 

between the SPC system 16 and the BAC system 18, together constitute 

0 a first communications channel. Moreover, it should be appreciated 

that the communications network 24 and the communications device 20 

together constitute a second communications channel separate and 

distinct from the first communications channel. Attackers that are 

able to monitor communications and phish for user names and passwords 

25 over the first communications channel are not aware of the second 

communications channel, and thus cannot monitor communications and 

phish over the second channel. As a result, security of network-based 

transactions is facilitated to be increased and ease of integration 

with existing legacy systems is facilitated to be enhanced.
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Figure 2 is a flowchart 28 illustrating an exemplary process 

for enrolling an authorized user in the SPC system 16. After 

purchasing a communications device 20 an authorized user 

communicates with the SPC system 16 to enroll therein. The enrolling 

5 process starts 30 by obtaining 32 a unique user identifier from the 

authorized user and obtaining the communications device identifier 

of the communications device 20 of the authorized user. The SPC 

system 16 stores 32 the unique user identifier therein such that the 

unique user identifier is associated with the protected resources 

0 of the authorized user. After obtaining 32 and storing 32 the unique 

user identifier, the required biographic data of the user is obtained 

34 and stored 34 in the SPC system 16 such that the biographic data 

is associated with the corresponding unique user identifier. Next, 

processing ends 36.  

5 In the exemplary embodiment, after enrolling in the SPC system 

16, the user registers the device 20 in the BAC system 18 prior to 

conducting a first transaction. Specifically, the communications 

device identifier of the communications device 20 is stored in the 

BAC system 18, and a state of the communications device 20 is set 

0 as not enrolled such that a non-enrolled state is associated with 

the communications device identifier in the BAC system 18. By virtue 

of storing the communications device identifier and associating the 

communications device identifier with the non-enrolled state in the 

BAC system 18, the communications device 20 is registered in the BAC 

25 system 18. Although the communications device 20 is registered prior 

to conducting the first transaction in the exemplary embodiment, it 

should be appreciated that in other embodiments the device 20 may 

be registered at the time an individual indicates a desire to conduct 

the first transaction. In such other embodiments the device 20 is 

30 registered immediately before conducting the first transaction.
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After registering the device 20, the first transaction may be 

conducted.  

Figure 3 is a flowchart 36 illustrating an exemplary process 

for enrolling a communications device 20 in the BAC system 18. The 

5 process starts 38 by navigating to the web site of the financial 

institution service provider and indicating a desire to enroll the 

communications device 20. In response, the SPC system 16 contacts 

the BAC system 18 and notifies the BAC system 18 that a communications 

device 20 is to be enrolled therein. Next, the SPC system 16 causes 

0 a message to be displayed on the financial institution web site 

instructing the user to start the enrollment process by invoking 40 

a security application stored in the communications device 20 by 

activating an icon or button of the communications device 20. In 

the exemplary embodiment, the security application is stored in the 

5 device 20 upon purchasing the device 20. However, it should be 

appreciated that in other embodiments the security application may 

not be stored in the device 20. In such other embodiments, the 

security application may be stored in the SPC system 16 or may be 

obtained from an online store using the SPC system 16. Consequently, 

0 in such other embodiments the device 20 may communicate with the SPC 

system 16 to obtain the security application from the SPC system 16.  

After invoking 40 the security application, the communications 

device identifier of the communications device 20 is obtained 42.  

Next, the communications device 20 initiates communications with the 

25 BAC system 18 and transmits the communications device identifier to 

the BAC system 18. After receiving the communications device 

identifier, the BAC system 18 determines whether or not the 

communications device 20 is known 44. Specifically, the BAC system 

18 compares the received communications device identifier against 

30 the communications device identifiers stored therein, and determines
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that the communications device 20 is known 44 when the received 

communications device identifier matches one of the communications 

device identifiers stored therein. When the received communications 

device identifier does not match one of the communications device 

5 identifiers stored in the BAC system 18, the communications device 

20 is not known 44 and processing ends 46.  

When the received communications device identifier is 

determined to be known processing continues by determining the state 

48 associated with the one matching communications device 

0 identifier. Specifically, the BAC system 18 determines whether the 

state of the one matching communications device identifier is not 

enrolled. When the one matching communications device identifier 

is enrolled 48, processing ends 46. However, when the one matching 

communications device identifier is not enrolled 48 processing 

5 continues by obtaining 50 the unique user identifier, the identity 

of the financial institution service provider, and required 

biometric data of the user associated with the communications device 

20, and determining whether the obtained biometric data is of 

sufficient quality 52 to be used for authenticating the identity 

0 associated with the communications device 20. It should be 

appreciated that the BAC system 18 determines which biometric data 

is to be obtained in accordance with the configurable authentication 

policies, or rules, stored therein. When the obtained biometric data 

is of sufficient quality 52, processing continues by storing 54 the 

25 obtained biometric data in the BAC system 18 as an enrollment data 

record, such that the biometric data enrollment record is associated 

with the one matching communications device identifier. Moreover, 

the unique user identifier and financial institution service 

provider identity are stored 54 in the BAC system 18 such that the 

30 unique user identifier and the financial institution service
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provider identity are associated with the one matching 

communications device identifier and enrollment data record. Thus, 

the unique user identifier and financial institution service 

provider identity are also associated with the one matching 

5 communications device identifier.  

When the obtained biometric data is not of sufficient quality 

52, the biometric data may be obtained again 56 in an effort to obtain 

biometric data of sufficient quality to use for authenticating 

identities as described herein. In the exemplary embodiment, 

0 biometric data corresponding to the required biometric data may be 

obtained six times. When acceptable biometric data is not obtained 

56 after six attempts biometric data is no longer obtained, instead, 

processing ends 46. However, it should be appreciated that in other 

embodiments biometric data may be obtained 54 any number of times 

5 that facilitates authenticating identities as described herein, or 

until sufficient quality levels are achieved.  

Although processing ends 46 in the exemplary embodiment when 

acceptable biometric data is not obtained 56 after six attempts, it 

should be appreciated that in other embodiments after six attempts 

0 alternative different biometric data may be obtained 50. Moreover, 

it should be appreciated that in other embodiments any number of 

different alternative biometric types, as well as any combination 

of different biometric types, may be obtained as the required 

biometric data and used for authenticating identities as described 

25 herein.  

After obtaining biometric data of sufficient quality 52 and 

storing 54 the obtained biometric data and user unique identifier, 

processing continues by determining that the state of the 

communications device 20 is enrolled 58. It should be appreciated 

30 that in the exemplary embodiment, by storing 54 the enrollment data
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records and unique user identifier of the user in the BAC system 18 

and by associating the enrollment data records and unique user 

identifier with the one matching communications device identifier 

in the BAC system 18, the communications device 20 is determined to 

5 be enrolled in the BAC system 18 and the device 20 is determined to 

have an enrolled state 58. Thus, in the exemplary embodiment the 

state of the communications device 20 in the BAC system 18 is set 

as enrolled 58. After setting 58 the state of the communications 

device 20, processing ends 46.  

0 It should be appreciated that in the exemplary embodiment the 

time between registering the communications device 20 in the BAC 

system 18 and enrolling the communications device 20 in the BAC system 

18 may vary. For example, immediately after registering the 

communications device 20 in the BAC system 18 the user may elect to 

5 enroll the communications device 20 in the BAC system 18 according 

to the process described herein and as illustrated in Figure 3. In 

contrast, after registering the communications device 20 in the BAC 

system 18 the user may elect to enroll the communications device 20 

at a later more convenient time. When the user elects to enroll the 

0 communications device 20 at a later time, the communications device 

20 is enrolled according to strict guidelines that require enrolling 

the communications device 20 within 4 minutes of registration.  

However, in other embodiments, it should be appreciated that the 

guidelines may require enrolling the communications device 20 within 

25 any time of registration that facilitates ensuring that the biometric 

data and unique user identifier are not obtained from an imposter.  

Moreover, in other embodiments the guidelines may require enrolling 

the communications device 20 according to any standard that ensures 

the biometric data and unique user identifier are not obtained from 

30 an imposter.
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Although the identity of a financial institution service 

provider is obtained from the user during enrollment in the BAC system 

18 in the exemplary embodiment, it should be appreciated that in other 

embodiments the identities of a plurality of different service 

5 providers may be obtained and associated with the unique user 

identifier in the BAC system 18. That is, the user may provide the 

identities of a plurality of different service providers that are 

to be stored in the BAC system 18 and are to be associated with the 

same unique user identifier in the BAC system 18. It should be 

0 appreciated that each different service provider has a corresponding 

SPC system 16 that stores therein at least unique user identifiers 

and corresponding protected resources of respective authorized 

users. Thus, it should be understood that in other embodiments by 

virtue of the unique user identifier being associated with each of 

5 the different service provider identities, the BAC system 18 may be 

associated with each of the corresponding SPC systems 16 such that 

the BAC system 18 is able to determine the SPC systems 16 to 

communicate with for each user.  

Although the BAC system 18 determines the state of the 

0 communications device 20 in the exemplary embodiment, it should be 

appreciated that in other embodiments the state of the communications 

device 20 may be determined by at least the SPC system 16, the 

communications device 20 and the workstation 14.  

In the exemplary embodiment, the communications device 

25 identifier and the unique user identifier are stored in the BAC system 

18 such that the communications device identifier and the unique user 

identifier are associated with the enrollment data record of the 

authorized user stored in the BAC system 18. It should be understood 

that by virtue of associating the unique user identifier with the 

30 protected resources in the SPC system 16, and associating the unique
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user identifier with the enrollment data record of the authorized 

user stored in the BAC system 18, the unique user identifier functions 

to map data stored in the SPC system 16 associated with the unique 

user identifier to data stored in the BAC system 18 associated with 

5 the same unique user identifier. Thus, it should be appreciated that 

in the exemplary embodiment information stored in the SPC system 16 

facilitates mapping between data stored in the SPC system 16 and data 

stored in the BAC system 18.  

Figure 4 is a diagram illustrating a first exemplary 

0 configurable policy 60 that is stored in the SPC system 16 and is 

for associating a level of risk with each type of network-based 

transaction 62 that may require access to protected resources.  

Specifically, the policy 60 includes different types of 

network-based transactions 62 requested by a user and a corresponding 

5 level of risk 64 such that each network-based transaction 62 that 

may require access to protected resources is associated with a level 

of risk 64. In the exemplary embodiment the network-based 

transactions 62 that may require access to protected resources 

include, but are not limited to, viewing regional office locations, 

0 viewing active accounts, viewing the active account balances, 

withdrawing funds from the active accounts, transferring funds from 

the active accounts and closing any of the active accounts. However, 

in other embodiments it should be appreciated that the network-based 

transactions 62 may be any appropriate transaction that may be 

25 conducted with any commercial entity.  

The levels of risk 64 define categories or degrees of risk 

associated with a transaction 62 that vary from a highest level of 

risk 64 to a lowest level of risk 64. In the exemplary embodiment, 

transactions 62 that access a customer's active accounts, or that 

30 access regional office data of the financial institution, are
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considered to have a lowest level of risk. Consequently, a 

transaction 62 that accesses a customer's active accounts or regional 

office data is assigned a lowest level of risk 64. A transaction 

62 that accesses the account balances of each of the active accounts 

5 warrants a greater degree of security because the account balances 

constitute privileged information. Thus, transactions 62 that 

access the account balances are assigned a low level of risk 64. A 

transaction 62 that withdraws funds from any of the active accounts 

warrants an even greater degree of security because preventing 

0 unauthorized withdrawals is a primary concern of the customer and 

a primary responsibility of the financial institution.  

Consequently, a transaction 62 that withdraws funds is assigned a 

high level of risk 64. A transaction 62 that closes an account is 

assigned a highest level of risk 64 because customers and financial 

5 institutions are concerned about unauthorized account closings.  

It should be understood that in the exemplary embodiment the 

policy 60 is generated by associating each of the plurality of 

network-based transactions 62 with a corresponding one of the levels 

of risk 64. Moreover, it should be understood that in the exemplary 

0 embodiment, the policy 60 may be reconfigured by defining the types 

of transactions 62 and the levels of risk 64 in any desirable manner 

that facilitates validating the identity of a workstation user as 

an authorized user. Furthermore, the policy 60 may be reconfigured 

by changing the definitions of the transactions 62 and the levels 

25 of risk 64. Although the exemplary embodiment includes one 

configurable policy 60 stored in the SPC system 16, it should be 

appreciated that in other embodiments any number of configurable 

policies 60 may be generated and stored in the SPC system 16. That 

is, in other embodiments, additional configurable policies 60 may 

30 be included that are appropriate for other businesses or entities,
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such as, but not limited to, hospitals. Such additional policies 

60 may include any transaction 62 appropriate for the business or 

entity, such as, but not limited to, transactions requesting a 

patient's medical history records.  

5 It should be understood that as used herein, transaction risks 

are risks that information required to conduct a network-based 

electronic payment transaction or a transaction requiring access to 

protected resources may be surreptitiously obtained by an 

unauthorized workstation user, or unauthorized entity, and used by 

0 the unauthorized user to conduct fraudulent network-based 

transactions. Information to conduct a network-based electronic 

payment transaction or information required to access protected 

resources may be any type of identifier that may be used to verify 

the identity of an authorized user such as, but not limited to, unique 

5 user identifiers, pass-phrases, and credit card numbers. It should 

be appreciated that unique user identifiers and pass-phrases are 

character strings that may be any desired combination of letters, 

numbers, punctuation symbols and mathematical symbols.  

Figure 5 is a diagram illustrating a second exemplary 

0 configurable policy 66 that is stored in the SPC system 16 and is 

for associating each of the levels of risk 64 with a network-based 

electronic payment transaction risk factor 68. Specifically, the 

policy 66 includes a plurality of electronic payment transaction risk 

factors 68 and associates each risk factor 68 with a corresponding 

25 level of risk 64. Such risk factors 68 may include, but are not 

limited to, the amount or value of a purchase, the type of merchant, 

the amount of credit available to a purchaser, the time of day a 

purchase is made, and the duration since a previous purchase.  

Moreover, each of the electronic payment transaction risk factors 

30 68 is divided into subcategories such that each subcategory is
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associated with a corresponding level of risk 64. For example, the 

value of a purchase may be divided into subcategories according to 

the amount of a purchase, such as $0-100, $100-500, and greater than 

$500. Each subcategory is assigned a corresponding level of risk 

5 64. Consequently, an electronic payment transaction worth less than 

$100 may be associated with a low level of risk 64, an electronic 

payment transaction worth between $100 and $500 may be associated 

with a high level of risk 64, and an electronic payment transaction 

worth greater than $500 may be associated with a highest level of 

0 risk 64.  

Similarly, the type of merchant risk factor 68 may be divided 

into subcategories according to a level of trust associated with each 

merchant such as trustworthy, generally trustworthy, and 

untrustworthy. A merchant may be considered trustworthy because the 

5 service provider has not encountered any electronic payment 

transaction problems with the merchant. A merchant may be considered 

generally trustworthy because the service provider has encountered 

at least some electronic payment transaction problems. A merchant 

may be considered untrustworthy because the service provider has 

0 encountered significant electronic payment transaction problems 

with the merchant. Consequently, a trustworthy merchant may be 

associated with a low level of risk 64, a generally trustworthy 

merchant may be associated with a high level of risk 64, and an 

untrustworthy merchant may be associated with the highest level of 

25 risk 64.  

It should be understood that in the exemplary embodiment, the 

second exemplary configurable policy 66 may be configured by defining 

the electronic payment transaction risk factors and the associated 

levels of risk in any desirable manner that facilitates 

30 authenticating the identity of the workstation as an authorized user.
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Moreover, the second exemplary configurable policy 66 may be 

configured by changing the definitions of the transaction risk 

factors 68 and the levels of risk 64.  

It should be appreciated that any network-based electronic 

5 payment transaction may involve a plurality of the electronic payment 

transaction risk factors 68, and that a resultant level of risk 64 

may be determined using the levels of risk 64 associated with each 

of the involved electronic payment transaction risk factors 68. The 

SPC system 16 compares the levels of risk 64 associated with each 

0 of the involved electronic payment transaction risk factors 68 and 

determines which risk factor 68 has the greatest level of risk 64.  

The greatest level of risk 64 is determined to be the resultant level 

of risk and is used as the basis for authenticating the workstation 

user. For example, when an electronic payment transaction for less 

5 than $100 is conducted with an untrustworthy merchant, the level of 

risk 64 associated with each of the involved electronic payment 

transaction risks 68 is determined as low and highest, respectively, 

by the SPC system 16. Because the level of risk 64 associated with 

an untrustworthy merchant, i.e., highest, is greater than the level 

0 of risk 64 associated with an electronic payment transaction worth 

less than $100, i.e., low, the resultant level of risk 64 is the level 

of risk 64 associated with the untrustworthy merchant, that is, the 

highest level of risk. Although the greatest level of risk associated 

with the payment transaction risk factors is determined to be the 

25 resultant level of risk in the exemplary embodiment, it should be 

appreciated that in other embodiments any other known technique may 

be used to combine a plurality of risk factors 68 to obtain an optimal 

overall risk rating, or optimal resultant level of risk.  

Figure 6 is a diagram illustrating an exemplary configurable 

30 authentication policy 70 that is stored in the BAC system 18, and
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is for associating each of the levels of risk 64 with a corresponding 

authentication data requirement 72. Specifically, the 

authentication policy 70 includes the same level of risk 64 

definitions established in the first and second configurable 

5 policies 60 and 66, respectively, as well as an authentication data 

requirement 72 for use in validating the identity of a user. In the 

exemplary embodiment the authentication data requirement 72 is a 

requirement for biometric authentication data. Consequently, the 

authentication data requirement 72 is referred to herein as a 

0 biometric authentication data requirement. It should be appreciated 

that in other embodiments the authentication data requirement 72 may 

be a requirement for any other type of authentication data including, 

but not limited to, Global Positioning System (GPS) coordinates, 

unique pass-phrases, a combination of biometric data with GPS 

5 coordinates, a combination of biometric data with a unique 

pass-phrase, a combination of GPS coordinates with a unique 

pass-phrase, and a combination of biometric data with GPS coordinates 

and a unique pass-phrase.  

The authentication policy 70 is generated by associating a 

0 biometric authentication data requirement 72 with each type of 

network-based transaction commensurate with the identified level of 

risk 64. Thus, each level of risk 64 that is associated with a 

network-based transaction 62 requiring access to protected resources 

in the first exemplary policy 60, and with an electronic payment 

25 transaction risk factor 68 in the second configurable policy 66, is 

also associated with an appropriate one of the biometric 

authentication data requirements 72 in the authentication policy 70.  

It should be appreciated that the biometric authentication data 

requirements 72 indicate at least one biometric type that is to be 

30 captured from a user to validate the identity of the user as an
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authorized user. The biometric types that are to be captured and 

used for identity validation are determined by the level of risk 64.  

It should be appreciated that the higher the level of risk 64 the 

more demanding the biometric authentication data requirement 72.  

5 In order to facilitate enhancing increased trust in the 

validation results, as the level of risk 64 associated with a 

transaction 62 increases the number of different biometric types 

required for validation also increases. For example, a transaction 

62 having a low level of risk 64 requires biometric data of a single 

0 biometric type such as voice biometric data. A transaction 62 having 

a high level of risk 64 requires biometric data of a plurality of 

different biometric types such as face and iris biometric data. It 

should be appreciated that the biometric authentication data 

requirement 72 for a level of risk 64 may be a combination of the 

5 biometric authentication data requirements 72 appropriate for lesser 

levels of risk 64. For example, the biometric authentication data 

requirement 72 for the highest level of risk 64 may be a combination 

of the biometric authentication data requirements 72 of the high and 

low levels of risk 64.  

o It should be understood that the authentication policy 70 may 

be reconfigured by defining the biometric authentication data 

requirements 72 and the levels of risk 64 in any desirable manner 

that facilitates validating the identity of a user as an authorized 

user. Moreover, the policy 70 may be reconfigured by changing the 

25 definitions of the biometric authentication data requirements 72 and 

the levels of risk 64. For example, the biometric authentication 

data requirement 72 for a high level risk 64 may be reconfigured such 

that the appropriate biometric authentication data requirement 72 

stipulates authenticating the user with face, iris and fingerprint 

30 biometric data, instead of face and iris biometric data. Although
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the exemplary embodiment includes one authentication policy 70 

stored in the BAC system 18, it should be appreciated that in other 

embodiments any number of authentication policies 70 may be generated 

and stored in the BAC system 18. It should be understood that changes 

5 in levels of risk 64 are to be coordinated between the first 

configurable policy 60, the second configurable policy 66 and the 

authentication policy 70.  

Figure 7 is a diagram 74 illustrating exemplary risk factors 

76 and associated level of risk adjustments 78 that are for adjusting 

0 the levels of risk 64 associated with transactions 62 that require 

access to protected resources. It should be understood that the 

levels of risk 64 associated with the transactions 62 requiring 

access to protected resources are not static measurements, but 

instead are dynamic measurements that may be influenced by a variety 

5 of risk factors 76. Such risk factors 76 are defined by the BAC system 

18 and may include, but are not limited to, the time of day biometric 

authentication data is collected by the communications device 20, 

the distance device 20 is from the home address when a transaction 

is initiated, and the length of time that has passed since a 

0 transaction was previously conducted. Another such risk factor 76 

may be the number of times a user has attempted to conduct a 

transaction within a predetermined time period. That is, whether 

a user has attempted to conduct a transaction more than a maximum 

or more than an minimum number of times within a predetermined period 

25 of time.  

It should be understood that the policy 74 is generated such 

that each level of risk adjustment 78 is associated with an 

appropriate one of the risk factors 74 and such that when one of the 

risk factors 74 is encountered, the level of risk 64 associated with 

30 the transaction 62 is adjusted according to the level of risk
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adjustment 78, prior to determining the biometric authentication 

data requirement 72. For example, when a user attempts to conduct 

a transaction accessing the active accounts data after normal 

business hours, the level of risk adjustment 78 requires increasing 

5 the level of risk 64 by one level of risk, that is, from lowest to 

low. As another example, when a user is located less than or equal 

to a distance of ten miles from a home address and attempts to conduct 

a transaction accessing the account balances data 62, the level of 

risk adjustment 78 requires decreasing the level of risk 64 by one 

0 level of risk, that is, from low to lowest. However, if a user is 

located greater than a distance of ten miles from the home address 

and attempts to conduct the transaction accessing the account 

balances data 62, the level of risk adjustment 78 requires increasing 

the level of risk 64 by one level of risk, that is, from low to high.  

5 As yet another example, when a predetermined period of time has 

elapsed since a user previously attempted to conduct a transaction 

accessing the protected resources stored in the SPC system 16, the 

level of risk adjustment 78 requires increasing the level of risk 

64 by one level of risk. Such predetermined periods of time include, 

0 but are not limited to, one day, one week, two weeks, one month and 

three months. Moreover, it should be appreciated that the 

predetermined periods of time may be determined by the nature of the 

business entity. Although the level of risk adjustments 78 described 

herein involve increasing or decreasing an appropriate level of risk 

25 64 by a single level of risk, it should be appreciated that in other 

embodiments the level of risk adjustments 78 may be greater than a 

single level of risk 64.  

Users generally access network provided resources remotely and 

navigate web pages of web sites to conduct transactions 62 therein 

30 that require accessing protected resources associated with customer
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accounts. Such transactions include, but are not limited to, 

accessing account balances and withdrawing and transferring at least 

part of the protected resources. For example, customers may desire 

to remotely check financial account balances or transfer funds 

5 electronically to pay everyday bills such as the electric bill. It 

should be appreciated that due to security concerns associated with 

passwords used to access web pages over networks such as the Internet, 

merely entering a username and a password when remotely accessing 

a web page may not adequately guard protected resources against 

0 fraudulent access.  

Figure 8 is a flowchart 80 illustrating an exemplary 

authentication process used by the AC system 10 for reducing risks 

that network-based transactions may be conducted fraudulently, and 

Figure 8A is a continuation of the flowchart 80 of Figure 8. For 

5 AC system 10 the process starts 82 when a user at the workstation 

14 navigates over a network to a web site of a financial institution 

service provider and attempts to conduct a transaction at the web 

site that may require access to protected resources. Alternatively, 

the user may activate a thick client application stored in the 

0 workstation 14.  

It should be appreciated that the financial institution service 

provider web site includes resources that are accessible to the 

general public and protected resources that are not accessible to 

the general public. Thus, users may conduct transactions 62 

25 involving resources available to the public and conduct transactions 

62 involving protected resources. By virtue of navigating the web 

page to indicate a desire to conduct a transaction 62 that may require 

access to protected resources, the workstation user requests access 

to resources that may be required for the transaction 62.
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In order to determine whether or not a transaction requires 

access to protected resources 84, the SPC system 16 determines the 

level of risk 64 associated with the desired transaction 62.  

Specifically, the SPC system 16 compares the desired transaction 64 

5 against the plurality of transactions 62 included in the policy 60 

stored therein. When the level of risk 64 associated with the desired 

transaction 62 is the lowest level of risk 64, access to protected 

resources is not required 84 and the desired transaction 62 is 

automatically conducted 86. For example, when the user desires to 

0 conduct a transaction 62 merely determining regional office 

locations of the financial institution service provider, which 

transaction 62 has a lowest level of risk and thus does not require 

access to protected resources 84, the SPC system 16 automatically 

conducts 86 the desired transaction 62 by presenting the regional 

5 office locations on the display of workstation 14. However, when 

the SPC system 16 determines that the desired transaction 62 is 

associated with a level of risk 64 greater than the lowest level of 

risk 64, the desired transaction 62 requires access to protected 

resources and authentication is required to conduct the transaction.  

0 Processing continues by prompting the user to input his unique 

user identifier 88 at the workstation 14. In the exemplary 

embodiment, the workstation user inputs 88 the unique user identifier 

into a text box included in the display of the workstation 14.  

However, it should be appreciated that in other embodiments, any 

25 method may be used to input 88 the unique user identifier that 

facilitates authenticating identities as described herein. Such 

methods include, but are not limited to, reading the unique user 

identifier from a smart card.  

After inputting the unique user identifier 88, the SPC system 

30 16 determines whether or not the unique user identifier is known 90



-47

by comparing the inputted unique user identifier against the user 

identifiers stored therein. When the inputted unique user identifier 

does not match a user identifier stored in the SPC system 16, the 

unique user identifier is not known and processing ends 92.  

5 However, when the inputted unique user identifier matches a user 

identifier stored in the SPC system 16, the inputted unique user 

identifier is determined to be known 90. Next, the SPC system 16 

transmits the inputted unique user identifier to the BAC system 18.  

After receiving the inputted unique user identifier, the BAC system 

0 18 determines whether the communications device 20 is enrolled 96 

therein. Specifically, the BAC system 18 compares the inputted 

unique user identifier against user identifiers stored therein. Upon 

determining a match between the inputted unique user identifier and 

one of the user identifiers stored therein, the BAC system 18 

5 determines the communications device identifier associated with the 

one matching user identifier and consults the state of the associated 

communications device identifier. When the state of the associated 

communications device identifier is enrolled 94, processing 

continues by determining the level of risk 64 associated with the 

0 desired transaction 62, and generating and transmitting an 

authentication request 96. Otherwise, when the state of the 

associated communications device identifier is not enrolled 94, 

processing ends 92.  

After the BAC system 18 determines that the state of the 

25 associated communications device is enrolled 94, the BAC system 18 

notifies the SPC system 16 that the communications device 20 

associated with the inputted unique user identifier is enrolled. In 

response, the SPC system 16 compares the desired transaction 62 

against the plurality of transactions 62 included in the policy 60
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stored therein, to determine 96 the level of risk 64 associated with 

the desired transaction 62.  

After determining 96 the level of risk 64 associated with the 

desired transaction 62, the SPC system 16 generates an authentication 

5 request 96 and transmits the authentication request 96 to the BAC 

system 18 over the first communications channel. It should be 

understood that the authentication request contains at least an 

identification number of the SPC system 16, a transaction identifier, 

the level of risk 64 associated with the desired transaction 62 and 

0 a customer identification number. It should be understood that each 

transaction identifier is an alphanumeric character string that may 

be any desired combination of letters and numbers.  

Next, upon receiving the authentication request, the BAC system 

18 extracts the level of risk 64 from the authentication request and 

5 consults the authentication policy 70 to determine 98 the biometric 

authentication data requirement 72 that corresponds to the extracted 

level of risk 64. The BAC system 18 compares the extracted level 

of risk against the levels of risk 64 to determine 98 and identify 

the corresponding biometric authentication data requirement 72.  

0 Specifically, the biometric authentication data requirement 72 is 

determined 98 to be the biometric authentication data requirement 

72 that corresponds to the level of risk 64 that matches the extracted 

level of risk.  

After determining 98 the biometric authentication data 

25 requirement 72, the BAC system 18 automatically transmits a message 

to the communications device 20 to wake-up the device 20 and invoke 

the security application stored therein. After transmitting the 

wake-up message, the BAC system 18 generates and transmits an 

authentication data capture request to the communications device 20 

30 over the second communications channel 24. In the exemplary
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embodiment, the authentication data capture request includes at 

least the biometric authentication data requirement 72.  

Consequently, the authentication data capture request is referred 

to herein as a biometric authentication data capture request.  

5 However, it should be appreciated that in other embodiments the 

authentication capture request may include an authentication data 

requirement 72 corresponding to any other type of authentication 

data.  

Upon receiving the biometric authentication data capture 

0 request transmission, the communications device 20 verifies that the 

biometric authentication data capture request was transmitted from 

the BAC system 18. When it is determined that the biometric 

authentication data capture request was transmitted from the BAC 

system 18, the security application stored in the device 20 causes 

5 the device 20 to display the biometric authentication data capture 

request. However, when the biometric authentication data capture 

request cannot be verified as being transmitted from the BAC system 

18, processing ends.  

Although the BAC system 18 transmits the biometric 

0 authentication data capture request to the communications device 20 

in the exemplary embodiment, it should be appreciated that in other 

embodiments, the BAC system 18 may transmit the biometric 

authentication data capture request to the workstation 14 over the 

first communications channel. In such other embodiments, upon 

25 receiving the biometric authentication data capture request, the 

workstation 14 displays a message prompting the user to obtain the 

communications device 20. The user obtains the communications device 

20 and invokes the security application stored therein by activating 

an icon or button of the communications device 20. It should be 

30 appreciated that in yet other embodiments, the user may obtain the
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device 20 at any time during the authentication process such that 

the security application may be invoked as described herein. Thus, 

in other embodiments, the user is not required to obtain the device 

20 in response to any kind of prompt.  

5 After the security application is invoked, the communications 

device identifier of the communications device 20 is obtained. Next, 

the security application causes the communications device 20 to 

initiate communications with the BAC system 18 and transmit the 

communications device identifier to the BAC system 18. After 

0 receiving the communications device identifier, the BAC system 18 

validates 100 the communications device 20 by determining whether 

the communications device 20 is known. Specifically, the BAC system 

18 compares the received communications device identifier against 

the communications device identifiers stored therein, and determines 

5 that the communications device 20 is known when the received 

communications device identifier matches one of the communications 

device identifiers stored therein. Otherwise, when the received 

communication device identifier does not match one of the 

communications device identifiers stored in the BAC system 18, the 

0 communications device 20 is not validated 100, and processing ends 

92.  

After validating 100 the communications device 20, the BAC 18 

continues processing by determining whether or not a transaction is 

pending 102 for the communications device 20. If a transaction is 

25 not pending 102, processing ends 92. However, if a transaction is 

pending 104, processing continues such that the BAC system 18 

determines whether or not a plurality of transactions is pending 104.  

It should be appreciated that transactions 62 are considered to be 

pending when the user indicates a desire to conduct a transaction
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62, but does not biometrically authenticate as required to complete 

the transaction 62.  

It should be appreciated that in the exemplary embodiment, a 

plurality of transactions 62 requiring biometric authentication may 

5 be pending simultaneously. For example, after navigating to the 

website of the financial institution service provider and indicating 

a desire to conduct a transaction 62 for withdrawing funds, the user 

may decide not to authenticate as required to complete the 

transaction 62. Instead, the user may decide to open another window 

0 and navigate to the web site of a hospital and indicate a desire to 

conduct a transaction 62 for reviewing his health records, and decide 

not to biometrically authenticate as required to complete the 

hospital transaction. By virtue of not authenticating as required 

to withdraw funds, and not authenticating to review the health 

5 records, each of these transactions is considered to be a pending 

transaction. Thus, a plurality of transactions 62 may be pending 

simultaneously in the exemplary embodiment. It should be appreciated 

that each of the plurality of transactions remains pending for a 

finite period of time. That is, in the exemplary embodiment, each 

0 of the pending transactions expires two minutes after the user 

indicates a desire to conduct the transaction 62. However, it should 

be appreciated that in other embodiments each of the pending 

transactions may expire after any length of time that facilitates 

validating identities as described herein.  

25 If a plurality of transactions is not pending 104, processing 

continues by obtaining the biometric authentication data capture 

request and obtaining 106 biometric authentication data in 

accordance with the biometric authentication data capture request.  

However, when a plurality of transactions is pending 104 processing 

30 continues by displaying 108 the pending transactions 62 in the
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display of the communications device 20. The user chooses one of 

the displayed transactions 108 to conduct, the SPC system 16 

determines the level of risk 64 associated with the chosen 

transaction 108, and the BAC system 18 determines 110 the biometric 

5 authentication data requirement 72 associated with the chosen 

transaction 108. Processing then continues by obtaining 106 the 

biometric authentication data determined at operation 110. Although 

the exemplary embodiment uses the authentication policy 70 to 

determine the biometric authentication data requirement 72, it 

0 should be appreciated that in other embodiments an authentication 

policy may not be available. In such other embodiments, all available 

data may be collected regardless of the transaction type, the data 

obtained may be determined by the user, the user may be repeatedly 

prompted for authentication data until sufficient authentication 

5 data is obtained, or the BAC system 18 may determine not to proceed.  

Moreover, it should be appreciated that in other embodiments the BAC 

system 18 may determine the level of risk 64 associated with the 

chosen transaction.  

It is assumed that the authorized user associated with the 

0 inputted unique user identifier is in possession of the device 20 

in the exemplary embodiment, and can be contacted using the 

communications device 20. Thus, by virtue of validating the device 

100 and transmitting the biometric authentication data capture 

request to the communications device 20, the biometric 

25 authentication data capture request is considered to be transmitted 

to the authorized user associated with the inputted unique user 

identifier. It should be understood that the authentication data 

is to be obtained by and transmitted from a single communications 

device that is out-of-band with the workstation 14. That is, any 

30 communications device separate and distinct from the workstation 14,
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and that communicates on a different channel than the workstation 

14. Communications device 20 is such an out-of-band communications 

device. Thus, after reading, or obtaining, the biometric 

authentication data capture request transmission from the 

5 communications device display, the user obtains biometric 

authentication data 106 in accordance with the biometric 

authentication data capture request transmission with the 

communications device 20.  

Next, in the exemplary embodiment, processing continues by 

0 transmitting the obtained biometric data from the communications 

device 20 to the BAC system 18 over the second communications channel, 

and evaluating the obtained biometric data with the BAC system 18 

to verify that the obtained biometric data is of sufficient quality 

112 usable in determining a sufficiently similar comparison match 

5 and related numerical score. When biometric data of sufficient 

quality is obtained 112, processing continues by authenticating the 

identity 114 of the workstation user as the authorized user. However, 

when the quality of the obtained biometric data is insufficient 112, 

processing continues by again obtaining 116 all of the requested 

0 biometric authentication data. It should be appreciated that part 

of the obtained biometric data may be of sufficient quality while 

other parts of the obtained biometric data may be of insufficient 

quality. Thus, in other embodiments only obtained biometric data 

of insufficient quality may be obtained again 116. Moreover, in other 

25 embodiments instead of obtaining the same biometric data again 116, 

additional different biometric authentication data may be obtained 

in order to achieve a required biometric data confidence level.  

In the exemplary embodiment, biometric authentication data 

corresponding to the requested biometric authentication data may be 

30 obtained 116 six times. When acceptable biometric authentication
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data is not obtained after six attempts, processing ends 92. However, 

it should be appreciated that in other embodiments biometric data 

may be obtained any number of times 116.  

Although processing ends 92 in the exemplary embodiment when 

5 acceptable biometric authentication data is not provided after six 

attempts, it should be appreciated that in other embodiments after 

six attempts, instead of obtaining 116 the same biometric data again, 

different biometric authentication data may be requested for 

authentication, obtained 106, and evaluated for sufficient quality 

0 112. Moreover, it should be appreciated that in other embodiments 

any number of different alternative biometric types, as well as any 

combination of different alternative biometric types, may be 

obtained 106 as biometric authentication data. After a user has 

repeatedly obtained biometric data 106, 112, 116 of insufficient 

5 quality, the user may contact the financial institution service 

provider and notify the financial institution service provider that 

a problem may exist in the authentication system.  

Next, processing continues by validating the identity of the 

user 114 by comparing the obtained biometric data 114 against the 

0 enrollment data record of an authorized user that is associated with 

the one matching communications device identifier in the BAC system 

18. The comparison 114 is such that a numerical score, based on the 

similarity of the comparison match, is determined for at least one 

biometric comparison match. It should be appreciated that a 

25 numerical score based on the similarity of a comparison match, may 

be determined for each of a plurality of different biometric 

comparison matches. Thus, a plurality of numerical scores may also 

be determined. The numerical scores for each comparison match are 

combined using any desirable mathematical computation to yield a 

30 confidence score, and the user is identified as the authorized user
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associated with the inputted unique user identifier when the 

confidence score is at least equal to a predetermined threshold 

value. It should be appreciated that the confidence scores are based 

on how well obtained biometric data match against the corresponding 

5 biometric data stored in the BAC system 18.  

By virtue of being at least equal to the predetermined threshold 

value, the confidence scores reflect an adequate level of trust in 

the authentication result. Moreover, it should be appreciated that 

as the margin by which the confidence score exceeds the predetermined 

0 threshold increases, the trust in the authentication result also 

increases. The predetermined threshold value may be changed 

depending on factors such as, but not limited to, the time of year.  

For example, during the holiday shopping season the likelihood of 

fraud may be greater than during other times of the year.  

5 Consequently, the predetermined threshold value may be increased 

during the holiday shopping season. However, it should be 

appreciated that the predetermined threshold value may be changed 

on any basis that facilitates validating the identity of a user 114 

as described herein.  

0 When the identity of the workstation user is validated 114 as 

the authorized user associated with the inputted unique user 

identifier, the BAC system 18 generates, stores and transmits an OTPP 

118 to the communications device 20 over the second communications 

channel, and the communications device 20 automatically displays the 

25 transmitted OTPP. Otherwise, when the identity of the user at 

workstation 14 is not validated 114 as being the authorized user 

associated with the inputted unique user identifier, processing ends 

92.  

After transmitting the OTPP 118 to the communications device 

30 20, the communications device 20 displays the OTPP transmission such
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that the user is able to obtain 120 the received OTPP by reading the 

communications device 20 display, and manually enter 120 the OTPP 

into a pass-phrase text input box at the workstation 14. Next, the 

workstation 14 transmits 122 the OTPP to the SPC system 16, and the 

5 SPC system 16 in turn transmits 122 the OTPP to the BAC system 18 

for validation 124. It should be appreciated that in the exemplary 

embodiment the OTPP is associated with the user unique identifier 

and the communications device identifier in the BAC system 18 in order 

to prevent sharing of OTPPs between users conducting simultaneous 

0 transactions.  

The BAC system 18 validates 124 the OTPP by comparing the OTPP 

received from the SPC system 16 against the OTPP stored in the BAC 

system 18 and transmitted to the communications device 20 by the BAC 

system 18. Moreover, the BAC system 18 verifies that the OTPP has 

5 not expired. When the OTPP received from the SPC system 16 matches 

the OTPP transmitted to the communications device 20, and the OTPP 

has not expired, the OTPP is validated 124 and the user is permitted 

to conduct 86 the desired transaction 62. It should be appreciated 

that upon successfully validating 124 the OTPP, a message indicating 

0 that the OTPP was validated is presented to the user at the 

workstation 14 and the OTPP is deleted from each element of the AC 

system 10. Otherwise, when the OTPP is not successfully validated 

124, processing ends 92. Although the exemplary embodiment compares 

the OTPP received from the SPC system 16 against the OTPP transmitted 

25 to the communications device 20, it should be appreciated that in 

other embodiments the received OTPP may be compared against a 

specific transaction from the financial institution service 

provider. It should be appreciated that in addition to facilitating 

increased trust in authentication results, that providing the OTTP
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facilitates implementing the authentication process described 

herein on legacy type computer systems.  

After granting the user access to the protected resources to 

conduct 86 the desired transaction 62, the SPC system 16 monitors 

5 the time 126 which has elapsed since access was granted 86. When 

a predetermined time period has elapsed 128, such as fifteen minutes, 

access to the protected resources is denied. It should be appreciated 

that after access is granted 86, the SPC system 16 also monitors the 

time 126 during which no transactions are performed on the webpage.  

0 Access to the protected resources is also denied after a 

predetermined period of inactivity, such as five minutes. After 

access is denied 128, the user may indicate whether or not he would 

like to continue 130 accessing the protected resources. When the 

user desires to continue 130 accessing the protected resources, 

5 processing continues by obtaining the requested biometric 

authentication data 106. Otherwise, when the user does not desire 

to continue accessing 130 the protected resources, processing ends 

92. Thus, in the exemplary embodiment the process illustrated by 

the flowchart 80 enables network-based transactions that may require 

0 access to protected resources to be conducted with greater security 

and thereby facilitates reducing risks that network-based 

transactions may be conducted fraudulently.  

The information shown in Figures 9 and 9A is substantially the 

same information shown in Figures 8 and 8A, respectively, as 

25 described in more detail below. As such, operations illustrated in 

Figures 9 and 9A that are identical to operations illustrated in 

Figures 8 and 8A, are identified using the same reference numerals 

used in Figures 8 and 8A.  

Figure 9 is a flowchart 132 illustrating an alternative 

30 exemplary authentication process used by the AC system 10 for
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reducing risks that network-based transactions that may require 

access to protected resources may be conducted fraudulently, and 

Figure 9A is a continuation of the flowchart 132 of Figure 9. This 

alternative embodiment is similar to that shown in Figures 8 and 8A, 

5 respectively. However, the biometric authentication data 

requirement 72 is determined by a capture level security application 

stored in the communications device 20. More specifically, after 

determining 94 that the communications device 20 associated with the 

inputted unique identifier is enrolled 94, the SPC system 16 

0 determines 134 the level of risk 64 of the desired transaction 62, 

and generates and transmits an authentication request to the BAC 

system 18. In response to the authentication request, the BAC system 

18 determines an authentication capture level 136 corresponding to 

a biometric authentication data requirement 72 of the desired 

5 transaction 62. Moreover, the BAC system 18 generates and transmits 

a biometric authentication data capture request 136 including at 

least the authentication capture level to the SPC system 16.  

Furthermore, it should be appreciated that the biometric 

authentication data capture request specifies that the capture level 

0 security application is to be used for determining the biometric 

authentication data requirement 72 for the desired transaction 62 

through use, in part, of the authentication capture level 136 

specified in a capture level message transmitted by the SPC system 

16.  

25 In this alternative embodiment each level of risk 64 is 

associated with an authentication capture level. Specifically, the 

lowest, low, high and highest levels of risk 64 are associated with 

authentication capture levels 1, 2, 3 and 4, respectively. For 

example, a transaction 62 to withdraw funds is associated with an 

30 authentication capture level of 3 because withdrawing funds 62 has
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a high level of risk 64. Thus, by virtue of being associated with 

a particular level of risk 64, each of the authentication capture 

levels is also associated with the biometric authentication data 

requirement 72 corresponding to the particular level of risk 64.  

5 Although this alternative embodiment designates the authentication 

capture levels with numbers, it should be appreciated that in other 

embodiments any method may be used to designate the authentication 

capture levels that facilitates authenticating identities as 

described herein. Such methods include, but are not limited to, 

0 designating the capture levels with letters or colors, or simply 

using the lowest, low, high, or highest level of risk 64 designations.  

In this alternative embodiment, upon receiving the biometric 

authentication data capture request, the SPC system 16 transmits a 

capture level message to the workstation 138 that includes the 

5 capture level of the desired transaction 62 and specifies that the 

capture level security application included in the device 20 is to 

be used for determining the biometric authentication data 

requirement 72 for the transaction 62. Upon receiving the 

authentication capture level transmission, the workstation 14 

0 displays a message including the authentication capture level 

prompting the user to enter the displayed authentication capture 

level into the communications device 20. Next, the user obtains the 

authentication capture level 138 from the workstation 14 and invokes 

the capture level security application 138 stored in the 

25 communications device 20 by activating an appropriate icon or button 

of the communications device 20.  

Upon invoking the capture level security application 138, a 

message appears on the display of the communications device 20 that 

prompts the user to input the authentication capture level 140 into 

30 the communications device 20. After inputting the authentication
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capture level 140, the communications device 20 displays the 

corresponding biometric authentication data requirement 72. For 

example, after obtaining the authentication capture level of 3 from 

the workstation 14, the user inputs the capture level of 3 into the 

5 device 20. In response to inputting the capture level of 3, the 

capture level security application causes the communications device 

20 to display the biometric authentication data 72 to be obtained.  

Specifically, the communications device 20 displays a message 

indicating that the user is to obtain face and iris biometric data.  

0 The user then obtains 140 the biometric data in accordance with the 

biometric authentication data requirement 72 using the 

communications device 20, and transmits 140 the obtained biometric 

data from the communications device 20 to the BAC system 18.  

After conducting operation 100, and determining that a 

5 transaction is pending 102, processing continues with the BAC system 

18 verifying that biometric data of sufficient quality 112 was 

obtained that may be used to determine a sufficiently similar 

comparison match and related numerical score. When biometric data 

of sufficient quality is obtained 112, processing continues by 

0 validating the identity 114 of the user as the authorized user.  

However, in this alternative embodiment, when the quality of the 

obtained biometric data is not sufficient 112, processing continues 

by obtaining 116 all of the requested biometric authentication data.  

However, it should be appreciated that in other embodiments a portion 

25 of the obtained 140 biometric data may be of sufficient quality such 

that all of the requested biometric authentication data need not be 

obtained again 116. Thus, in other embodiments, insufficient quality 

biometric authentication data may be obtained again 116 or additional 

biometric authentication data may be obtained in order to achieve 

30 a required biometric data confidence level.
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In the exemplary embodiment, biometric authentication data 

corresponding to the requested biometric authentication data may be 

obtained 116 six times. When acceptable biometric authentication 

data is not captured after six attempts, processing ends 92. However, 

5 it should be appreciated that in other embodiments biometric data 

may be obtained any number of times 116.  

Although processing ends 92 in the exemplary embodiment when 

acceptable biometric authentication data is not provided after six 

attempts, it should be appreciated that in other embodiments after 

0 six attempts, instead of obtaining 116 the same biometric data again, 

different biometric authentication data may be requested and 

obtained 140, and evaluated for sufficient quality 112. Moreover, 

it should be appreciated that in other embodiments any number of 

different alternative biometric types, as well as any combination 

5 of different alternative biometric types, may be obtained 140 as 

biometric authentication data. After a user has repeatedly obtained 

biometric data 140, 112, 116 of insufficient quality, the user may 

contact the financial institution service provider and notify the 

financial institution service provider that a problem may exist in 

0 the authentication system.  

Next, processing continues by validating the identity of the 

user 114. When the identity of the workstation user is validated 

114 as the authorized user associated with the inputted unique user 

identifier, the BAC system 18 notifies the SPC system 16 that the 

25 user has been validated as the authorized user and the SPC system 

16 grants the user access to the protected resources required to 

conduct 86 the desired transaction 62. Processing continues by 

performing operations 126, 128 and 130. Next, processing ends 92.  

Thus, in this alternative embodiment the process illustrated by the 

30 flowchart 132 also enables network-based transactions that may
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require access to protected resources to be conducted with greater 

security, and thereby facilitates reducing risks that network-based 

transactions that may require access to protected resources may be 

conducted fraudulently.  

5 Although the process described in the alternative embodiment 

of Figures 9 and 9A does not include an OTPP, it should be appreciated 

that in other embodiments an OTPP may be included. In such other 

embodiments the communications device 20 should also be 

authenticated by the BAC system 18 when the communications device 

0 20 is validated. It should be appreciated that the user may make 

a typographical error when manually entering the OTPP. Thus, it 

should be appreciated that in other embodiments the OTPP may be 

entered using any method such as, but not limited to, automatically 

transmitting the OTPP to the workstation 14. Specifically, the OTPP 

5 may be automatically transmitted as a result of the user pressing 

an icon or button on the device 20 in response to a prompt to 

automatically transmit the OTPP, or the OTPP may be automatically 

transmitted to the workstation 14 without pressing an icon or button.  

It should be understood that upon receiving the OTPP, the 

0 communications device 20 may prompt the user to select between 

manually entering the OTPP in the workstation 14 or automatically 

transmitting the OTPP to the workstation 14. The user may enter an 

input indicating which to choose by pressing an appropriate icon or 

button of the communications device 20.  

25 It should be appreciated that in the embodiments described 

herein with regard to Figures 8 and 8A, and Figures 9 and 9A, in 

response to a communication from the first communications channel, 

subsequent communications are caused to occur over the second 

communications channel. Specifically, the BAC system 18 initiates 

30 an authentication process over the second communications channel
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with the device 20 in response to an authentication request received 

over the first communications channel. The BAC system 18 receives 

obtained biometric data from the device 20 and biometrically 

validates the identity of the workstation user. Thus, by virtue of 

5 a communication over the first channel, communications are caused 

to be transmitted and received over the second communications channel 

that enable facilitating authentication of the workstation user on 

the first communications channel. Moreover, it should be appreciated 

that communications over the first channel, occurring after 

0 biometric authentication over the second channel, are more secure 

due to the high level of trust inherent with biometric authentication 

results.  

Users may remotely purchase goods over networks by navigating 

the web sites of merchants. Such goods include, but are not limited 

5 to, laptop computers, clothes, skis and toys. For example, customers 

may desire to remotely purchase toys during the holiday season from 

merchant web sites. However, due to security concerns associated 

with purchasing items over networks such as the internet, current 

network purchasing techniques may not adequately protect against 

0 fraudulent payment transactions conducted over networks.  

The information shown in Figures 10 and 10A is substantially 

the same information shown in Figures 8 and 8A, respectively, as 

described in more detail below. As such, operations illustrated in 

Figures 10 and 10A that are identical to operations illustrated in 

25 Figures 8 and 8A, are identified using the same reference numerals 

used in Figures 8 and 8A.  

Figure 10 is a flowchart 142 illustrating an alternative 

exemplary authentication process used by the AC system 10 for 

reducing risks that network-based electronic payment transactions 

30 may be conducted fraudulently, and Figure 10A is a continuation of
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the flowchart 142 of Figure 10. This alternative embodiment is 

similar to that shown in Figures 8 and 8A, respectively. However, 

the network-based transaction of this alternative embodiment is an 

electronic payment transaction, not a transaction requiring access 

5 to protected resources, and the unique user identifiers stored in 

the SPC system 16 and in the BAC system 18 are credit card numbers.  

For AC system 10, the process starts 144 when a user at the 

workstation 14 navigates over a network to a web site operated by 

the merchant system 12 and identifies at least one item to purchase 

0 146 from the merchant. In response, the merchant system 12 prompts 

the user to select an electronic payment transaction method from a 

menu of electronic payment transaction methods to complete an 

electronic payment transaction, and the user selects an electronic 

payment method. In this alternative embodiment, the workstation user 

5 elects to conduct the electronic payment transaction with a credit 

card. However, it should be appreciated that in other embodiments 

any electronic form of payment may be used that facilitates reducing 

network-based electronic payment transaction risks as described 

herein.  

0 After the user elects to conduct the electronic payment 

transaction with a credit card, the merchant system 12 prompts the 

user to input a unique user identifier 148 at the workstation 14.  

In this alternative embodiment, the unique user identifier is the 

credit card number of the credit card elected for conducting the 

25 electronic payment transaction. The workstation user inputs 148 the 

credit card number into a text box included in the display of the 

workstation 14. It should be appreciated that in other embodiments, 

any method may be used to input 148 the credit card number such as, 

but not limited to, reading the credit card number from a magnetic 

30 strip included on the credit card or from a smart card.
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After inputting the credit card number 148, prior to accepting 

the credit card number and completing the electronic payment 

transaction, the merchant system 12 generates and transmits a credit 

card authentication request to the SPC system 16 over the first 

5 communications channel. The credit card authentication request 

includes at least the credit card number. In response to the credit 

card authentication request transmission, the SPC system 16 

determines whether or not the credit card number is known 150 by 

comparing the inputted credit card number against credit card numbers 

0 stored therein. When the inputted credit card number does not match 

a credit card number stored therein, the credit card number is not 

known 150, the electronic payment transaction is not completed, and 

processing ends 92.  

However, when the inputted credit card number matches a credit 

5 card number stored in the SPC system 16, the inputted credit card 

number is considered known 150. Next, the SPC system 16 transmits 

the inputted credit card number to the BAC system 18. In response, 

the BAC system 18 compares the inputted credit card number against 

credit card numbers stored therein. Upon determining a match between 

0 the inputted credit card number and one of the credit card numbers 

stored therein, the BAC system 18 determines the communications 

device identifier associated with the one matching credit card number 

and consults the state of the associated communications device 

identifier. When the state of the associated communications device 

25 identifier is enrolled 94, processing continues by determining 96 

the level of risk 64 associated with the electronic payment 

transaction. Otherwise, when the state of the associated 

communications device identifier is not enrolled 94, processing ends 

92.
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After the BAC system 18 determines that the state of the 

associated communications device is enrolled 94, the BAC system 18 

notifies the SPC system 16 that the communications device 20 

associated with the inputted credit card number is enrolled. In 

5 response, the SPC system 16 determines 96 the level of risk 64 

associated with the electronic payment transaction 62.  

Specifically, the SPC system 16 determines 96 the level of risk 64 

corresponding to each associated risk factor 68 and determines the 

greatest level of risk of the associated risk factors as the level 

0 of risk 64 for the electronic payment transaction.  

After determining 96 the level of risk 64 associated with the 

electronic payment transaction 62, the SPC system 16 generates an 

authentication request 96 and transmits the authentication request 

96 to the BAC system 18 over the first communications channel. Next, 

5 processing continues by conducting operations 98, 100, 102 and 104.  

It should be appreciated that in this alternative embodiment, 

a plurality of electronic payment transactions 62 requiring 

biometric authentication may be pending simultaneously. For 

example, after navigating to a sports equipment web site and 

0 indicating a desire to conduct an electronic payment transaction 62 

for purchasing a football, the user may decide not to authenticate 

as required to complete the football electronic payment transaction 

62. Instead, the user may decide to open another window and navigate 

to a medical equipment web site and indicate a desire to conduct an 

25 electronic payment transaction 62 for purchasing a laboratory coat, 

and decide not to biometrically authenticate as required to complete 

the laboratory coat electronic payment transaction. By virtue of 

not authenticating as required to complete the electronic payment 

transactions, each of these electronic payment transactions is 

30 considered to be a pending transaction. Thus, a plurality of
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electronic payment transactions 62 may be pending simultaneously in 

the this alternative embodiment. It should be appreciated that each 

of the plurality of electronic payment transactions remains pending 

for a finite period of time. That is, in this alternative embodiment, 

5 each of the pending electronic payment transactions expires two 

minutes after the user indicates a desire to conduct the electronic 

payment transaction 62. However, it should be appreciated that in 

other embodiments each of the pending electronic payment 

transactions may expire after any length of time that facilitates 

0 authenticating identities as described herein.  

If a plurality of transactions is not pending 104, processing 

continues by obtaining the biometric authentication capture request 

and obtaining 106 biometric authentication data 72 in accordance with 

the biometric authentication data capture request. However, when 

5 a plurality of transactions is pending 104 processing continues by 

displaying 108 the pending transactions 62 in the display of the 

communications device 20. Processing then continues by conducting 

operations 106, 110, 114-124 and 86 as described herein with regard 

to the exemplary embodiment illustrated in Figures 8 and 8A.  

0 After determining that the user is permitted to conduct 86 the 

desired electronic payment transaction 62, the SPC system 16 

transmits an authentication confirmation message to the merchant 

system 12 over the first communications channel indicating that the 

workstation user has been successfully authenticated. The merchant 

25 system 12 then accepts the inputted credit card number and completes 

the electronic payment transaction. Should the workstation user 

decide to conduct another electronic payment transaction 130, 

processing continues by determining 96 the level of risk 64 of the 

electronic payment transaction 62. Otherwise, processing ends 92.
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The information shown in Figures 11 and 11A is substantially 

the same information shown in Figures 10 and 10A, respectively, as 

described in more detail below. As such, operations illustrated in 

Figures 11 and 11A that are identical to operations illustrated in 

5 Figures 10 and 10A, are identified using the same reference numerals 

used in Figures 10 and 10A.  

Figure 11 is a flowchart 152 illustrating another alternative 

exemplary authentication process used by the AC system 10 for 

reducing risks that network-based electronic payment transactions 

0 may be conducted fraudulently, and Figure 11A is a continuation of 

the flowchart 152 of Figure 11. This alternative embodiment is 

similar to that shown in Figures 10 and 10A, respectively. However, 

the workstation user initiates communications over the second 

communications channel with the communications device 20 to begin 

5 validation, instead of the BAC system 18 initiating communications 

over the second communications channel to begin validation.  

For AC system 10, processing starts 144 by conducting operations 

146, 148, 150 and 94. After determining that the state of the 

associated communications device identifier is enrolled 94, the BAC 

0 system 18 notifies the SPC system 16 that the communications device 

20 associated with the inputted credit card number is enrolled.  

Processing continues by determining 96 the level of risk 64 

associated with the electronic payment transaction 62. After 

determining 96 the level of risk 64 associated with the electronic 

25 payment transaction 62, the SPC system 16 generates an authentication 

request 96 and transmits the authentication request 96 to the 

workstation 14. It should be understood that the authentication 

request contains at least an identification number of the SPC system 

16, a transaction identifier, the level of risk 64 associated with 

30 the electronic payment transaction 62 and a customer identification
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number. Upon receiving the authentication request transmission, the 

workstation 14 presents a web page to the workstation user prompting 

the user to invoke the security application stored in the 

communications device 20.  

5 After invoking the security application, the communications 

device identifier of the communications device 20 is obtained. Next, 

the security application causes the communications device 20 to 

initiate communications over the second communications channel by 

transmitting the authentication request 96 and the communications 

0 device identifier to the BAC system 18. After receiving the 

authentication request and the communications device identifier, the 

BAC system 18 validates 100 the communications device 20 by 

determining whether the communications device 20 is known.  

Specifically, the BAC system 18 compares the received communications 

5 device identifier against the communications device identifiers 

stored therein, and determines that the communications device 20 is 

known when the received communications device identifier matches one 

of the communications device identifiers stored therein. Otherwise, 

when the received communications device identifier does not match 

0 one of the communications device identifiers stored in the BAC system 

18, the communications device 20 is not validated 100, and processing 

ends 92.  

After validating 100 the communications device 20, the BAC 

system 18 continues processing by extracting the level of risk from 

25 the authentication request and consulting the authentication policy 

70 to determine 98 the biometric authentication data requirement 72 

that corresponds to the extracted level of risk 64. The BAC system 

18 compares the extracted level of risk against the levels of risk 

64 to determine 98 and identify the corresponding biometric 

30 authentication data requirement 72. Specifically, the biometric



-70

authentication data requirement 72 is determined 98 to be the 

biometric authentication data requirement 72 that corresponds to the 

level of risk 64 that matches the extracted level of risk. After 

determining 98 the biometric authentication data requirement 72, the 

5 BAC system 18 generates and transmits 98 a biometric authentication 

data capture request to the communications device 20 over the second 

communications channel. After transmitting the biometric 

authentication data capture request to the communications device 20, 

processing continues by performing operations 102-124, 86 and 130 

0 as described herein with regard to the alternative embodiment 

illustrated in Figures 10 and 10A. Next, processing ends 92.  

It should be appreciated that in the alternative embodiments 

described herein with regard to Figures 10 and 10A, communications 

over the second communications channel in response to communications 

5 over the first communications channel facilitate more secure 

authentication of the workstation user on the first communications 

channel. Moreover, it should be understood that the alternative 

exemplary embodiments described herein with regard to Figures 10 and 

10A, enable network-based electronic payment transactions to be 

0 conducted with greater security and thereby facilitate reducing 

risks that network-based electronic payment transactions may be 

conducted fraudulently.  

Although the alternative embodiments described herein with 

regard to Figures 10 and 10A, and 11 and 11A, include OTPP operations 

25 118, 120, 122 and 124, it should be appreciated that other embodiments 

may not include such OTPP operations. Specifically, after positively 

validating the identity 114 of the workstation user, instead of 

generating and transmitting the OTPP 118, in other embodiments the 

BAC system 18 may transmit a successful validation result message 

30 directly to the SPC system 16 indicating that the workstation user
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has been successfully validated. In response, the SPC system 16 may 

transmit a message to the merchant system 12 over the first 

communications channel indicating that the workstation user has been 

successfully validated. After receiving the message from the SPC 

5 system 16, the merchant system 12 accepts the inputted credit card 

number and completes the electronic payment transaction 86.  

It should be appreciated that in the embodiment described herein 

with regard to Figures 11 and 11A, in response to a communication 

from the first communications channel, subsequent communications are 

0 caused to occur over the second communications channel.  

Specifically, the communications device 20 initiates an 

authentication process over the second communications channel with 

the BAC system 18 in response to an authentication request received 

over the first communications channel. The BAC system 18 receives 

5 obtained biometric data from the device 20 and biometrically 

validates the identity of the workstation user. Thus, by virtue of 

a communication over the first channel, communications are caused 

to be transmitted and received over the second communications channel 

that enable facilitating validating the identity of the workstation 

0 user on the first communications channel. Moreover, it should be 

appreciated that communications over the first channel, occurring 

after biometric authentication over the second channel, are more 

secure due to the high level of trust inherent with biometric 

authentication results.  

25 The information shown in Figures 12 and 12A is substantially 

the same information shown in Figures 10 and 10A, respectively, as 

described in more detail below. As such, operations illustrated in 

Figures 12 and 12A that are identical to operations illustrated in 

Figures 10 and 10A, are identified using the same reference numerals 

30 used in Figures 10 and 10A.
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Figure 12 is a flowchart 154 illustrating an alternative 

exemplary authentication process used by the AC system 10 for 

reducing risks that network-based electronic payment transactions 

may be conducted fraudulently, and Figure 12A is a continuation of 

5 the flowchart 154 of Figure 12. This alternative embodiment is 

similar to that shown in Figures 10 and 10A, respectively. However, 

in this embodiment the communications device 20 is not enrolled in 

the BAC system 18, the communications device 20 is not validated and 

the communications device 20 is not verified as enrolled in the BAC 

0 system 18. As a result, the identity of a workstation user may be 

successfully validated using a communications device 20 that is not 

designated by the user upon enrollment in the BAC system.  

Consequently, in this alternative embodiment, when for example, the 

communications device of the workstation user is lost or 

5 malfunctioning, the identity of a workstation user may be validated 

with any communications device 20.  

For AC system 10, processing starts 144 by conducting operations 

146, 148 and 150. After determining that the inputted credit card 

number is known 150, the SPC system 16 transmits the inputted credit 

0 card number to the BAC system 18. In response, the BAC system 18 

compares the inputted credit card number against credit card numbers 

stored therein. Upon determining a match between the inputted credit 

card number and credit card numbers stored therein, the BAC system 

18 notifies the SPC system 16 of the match. In response, the SPC 

25 system 16 determines 96 the level of risk 64 associated with the 

electronic payment transaction 62, generates the authentication 

request 96, and transmits the authentication request 96 to the BAC 

system 18 over the first communications channel.  

Next, processing continues by determining 98 the authentication 

30 data requirement 72. Upon receiving the authentication request, the
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BAC system 18 extracts the level of risk 64 from the authentication 

request and consults the authentication policy 70 to determine 98 

the biometric authentication data requirement 72 that corresponds 

to the extracted level of risk 64. The BAC system 18 compares the 

5 extracted level of risk against the levels of risk 64 to determine 

98 and identify the corresponding biometric authentication data 

requirement 72. Specifically, the biometric authentication data 

requirement 72 is determined 98 to be the biometric authentication 

data requirement 72 that corresponds to the level of risk 64 that 

0 matches the extracted level of risk.  

After determining 98 the biometric authentication data 

requirement 72, the BAC system 18 automatically transmits a message 

to the communications device 20 to wake-up the device 20 and invoke 

the security application stored in the device 20. After transmitting 

5 the wake-up message, the BAC system 18 generates and transmits the 

biometric authentication data capture request to the communications 

device 20 over the second communications channel 24.  

It should be appreciated that in other embodiments, after 

determining 98 the biometric authentication data requirement 72, 

0 instead of transmitting the biometric authentication data capture 

request to the communications device 20, the BAC system 18 may 

transmit the biometric authentication data capture request to the 

workstation 14 over the first communications channel. In such 

embodiments, upon receiving the biometric authentication data 

25 capture request, the workstation 14 displays a message prompting the 

user to obtain the communications device 20. The user obtains the 

communications device 20 and invokes the security application stored 

therein by activating an icon or button of the communications device 

20.
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Next, the BAC system 18 continues by determining whether or not 

a transaction is pending 102 for the communications device 20.  

Processing then continues by conducting operations 102-130 and 86 

as described herein with regard to the alternative embodiment 

5 illustrated in Figures 10 and 10A. Next, processing ends 92.  

It should be appreciated that in the alternative embodiments 

described herein with regard to Figures 12 and 12A, communications 

over the second communications channel in response to communications 

over the first communications channel facilitate more secure 

0 authentication of the workstation user on the first communications 

channel. Moreover, it should be understood that the alternative 

exemplary embodiments described herein with regard to Figures 12 and 

12A, enable network-based electronic payment transactions to be 

conducted with greater security and thereby facilitate reducing 

5 risks that network-based electronic payment transactions may be 

conducted fraudulently.  

It should be appreciated that although the user chooses one of 

the displayed pending transactions 108 in each of the embodiments 

described herein, in other embodiments the SPC system 16 and BAC 

0 system 18 may automatically determine a single biometric 

authentication data requirement 72 that facilitates simultaneously 

authenticating all of the pending transactions such that the user 

may conduct all of the pending transactions after a single 

authentication. Specifically, in such other embodiments, the SPC 

25 system 16 may consult the policy 60 to determine the level of risk 

64 associated with each pending transaction 62. Next, the SPC system 

16 may compare the levels of risk 64 for each pending transaction 

62 and determine which pending transaction 62 has the greatest level 

of risk 64. The SPC system 16 then communicates the greatest level 

30 of risk 64 to the BAC system 18 such that the BAC system 18 is able
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to determine the biometric authentication data requirement 72 

corresponding to the greatest level of risk 64. The BAC system 18 

then includes at least the determined biometric authentication data 

requirement 72 in a subsequent biometric authentication data capture 

5 request and transmits the request to the SPC system 16. The biometric 

authentication data corresponding to the greatest level of risk 64 

is obtained with the device 20 and used to validate the identity of 

the user. It should be understood that by virtue of authenticating 

to the greatest level of risk 64, all of the other pending 

0 transactions are also adequately authenticated because the other 

pending transactions 62 necessarily have a lower level of risk 64.  

Although the BAC system 18 verifies that the OTPP transmitted 

from the SPC system 16 is the same as that transmitted to the 

communications device 20 from the BAC system 18 in exemplary 

5 embodiments described herein, it should be appreciated that in other 

embodiments any other device may verify an OTPP match that 

facilitates validating the identity of a user as described herein.  

For example, instead of transmitting the OTPP only to the 

communications device 20, the BAC system 18 may also transmit the 

0 OTPP to the SPC system 16 at the same time the OTPP is transmitted 

to the communications device 20. By virtue of simultaneously 

transmitting the OTPP to the SPC system 16 and the communications 

device 20, the OTPP verification may be securely performed at the 

SPC system 16. Doing so facilitates reducing the time required to 

25 authenticate and grant access to a user.  

It should be understood that the merchant system 12, workstation 

14, SPC system 16, BAC system 18 and communications device 20 may 

be configured to communicate in any manner, and in any order, to 

authenticate users as authorized users and thus reduce risks that 

30 network-based transactions may be conducted fraudulently.
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It should be understood that as described herein the 

communications device 20 is not operable to store biometric data, 

is not operable to biometrically authenticate workstation users as 

authorized users, and is not operable to generate one-time 

5 pass-phrases due to security concerns associated with the 

communications device 20. Specifically, by virtue of being a 

relatively small and portable device the communications device 20 

may be easily lost or stolen. When the communications device 20 is 

stolen, any confidential data stored therein may be discovered.  

0 Thus, if confidential data such as biometric data is stored in the 

communications device 20, the biometric data may be discovered and 

used to authenticate an unauthorized user as an authorized user such 

that the unauthorized user is able conduct fraudulent network-based 

transactions. By storing confidential enrollment data in the BAC 

5 system 16, separate from the communications device 20, the security 

of the confidential enrollment data is facilitated to be enhanced 

such that unauthorized users cannot obtain the biometric data to 

conduct fraudulent network-based transactions.  

Although the BAC system 18 determines the authentication 

0 requirement by comparing an extracted level of risk against levels 

of risk 64 included in authentication policies stored therein in the 

embodiments described herein, it should be appreciated that in other 

embodiments the communications device 20 may determine the 

authentication requirement by comparing the extracted level of risk 

25 against levels of risk 64 included in authentication policies stored 

in the device 20.  

It should be appreciated that biometrically authenticating 

identities facilitates increasing the level of trust that a user 

attempting to conduct a network-based transaction is an authorized 

30 user. Moreover, it should be appreciated that providing an OTPP
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contingent on successfully biometrically authenticating the user 

enhances the level of trust in an authentication result.  

Furthermore, it should be understood that by virtue of using an 

out-of-band communications device, separate and distinct from the 

5 workstation 14, for capturing and transmitting biometric data and 

for receiving and transmitting the OTPP, an additional level of 

security is provided which also facilitates increasing the trust in 

an authentication result that indicates a user is an authorized user.  

By implementing a higher authentication standard, it is more 

0 difficult for an unauthorized user to be authenticated as an 

authorized user. Thus, by virtue of facilitating an increase in trust 

in an authentication result that indicates a user is an authorized 

user, the processes and systems described herein facilitate 

increasing the security of network-based transactions. Moreover, 

5 by virtue of facilitating an increase in the security of 

network-based transactions, the processes and systems described 

herein facilitate reducing risks that network-based transactions 

will be conducted fraudulently.  

The processes and systems described herein facilitate 

0 increasing the level of trust in network-based authentication 

results, and thus facilitate reducing risks that network-based 

transactions will be conducted fraudulently. The processes and 

systems described herein are believed to be applicable to many 

different businesses for reducing risks that network-based 

25 transactions associated with these different businesses will be 

conducted fraudulently. Although the example embodiment described 

herein is the financial business, the invention is in no way limited 

to the financial business. For example, the invention may also be 

used to facilitate reducing risks that network-based medical record 

30 transactions will be fraudulently conducted by an unauthorized user.
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In each embodiment, the above-described processes for 

authenticating the identity of an individual desiring to conduct 

network-based transactions, facilitate reducing risks that data or 

information used in conducting the transaction will be obtained and 

5 fraudulently used by an unauthorized user. In exemplary embodiments 

described herein, a level of risk associated with a transaction is 

determined each time a workstation user attempts to conduct a 

transaction, and biometric data corresponding to the level of risk 

may be captured from the workstation user at a communications device 

0 and used for biometrically authenticating the workstation user. Upon 

proper biometric authentication, a one-time pass-phrase is forwarded 

to the communications device and transferred from the communications 

device to the workstation to facilitate authenticating the 

workstation user as an authorized user.  

5 In yet another exemplary embodiment, a capture level is 

associated with each level of risk and is entered into a 

communications device to determine biometric authentication data to 

be captured and used for authentication. Upon proper biometric 

authentication, the authorized user is permitted to conduct the 

0 network-based transaction. As a result, in each exemplary 

embodiment, the level of trust in the authentication result is 

facilitated to be increased, the level of risk associated with 

conducting transactions over a network is facilitated to be reduced, 

and costs incurred due to users perpetuating fraud upon a network 

25 are facilitated to be reduced. Accordingly, network-based 

transaction risks are facilitated to be reduced and network-based 

transactions are facilitated to be enhanced in a cost effective and 

reliable manner.  

Exemplary embodiments of authentication processes and systems 

30 that facilitate reducing risks that network-based transactions will
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be fraudulently conducted are described above in detail. The 

processes are not limited to use with the specific computer system 

embodiments described herein, but rather, the processes can be 

utilized independently and separately from other processes described 

5 herein. Moreover, the invention is not limited to the embodiments 

of the processes and systems described above in detail. Rather, other 

variations of the processes may be utilized within the spirit and 

scope of the claims.  

O Throughout this specification the word "comprise" and 

variations such as "comprises" or "comprising", and the word 

"include" and variations such as "includes" or "including", and the 

word "having" and variations thereof such as "have" or "has", will 

be understood to imply the inclusion of a stated element, integer 

5 or step, or group of elements, integers or steps, but not the 

exclusion of any other element, integer or step, or group of elements, 

integers or steps.  

Any discussion of documents, acts, materials, devices, articles 

0 or the like which has been included in the present specification is 

solely for the purpose of providing a context for the present 

invention. It is not to be taken as an admission that any or all 

of these matters form part of the prior art base or were common general 

knowledge in the field relevant to the present invention as it existed 

25 before the priority date of each claim of this application.  

While the invention has been described in terms of various 

specific embodiments, those skilled in the art will recognize that 

the invention can be practiced with modification within the spirit 

30 and scope of the claims.
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THE CLAIMS DEFINING THE INVETION ARE AS FOLLOWS 

1. A method for authenticating users comprising: 

selecting a transaction method from a menu of transaction 

methods using a workstation to complete a transaction on a 

merchant system; 

prompting a workstation user to input a unique user 

identifier using the workstation prior to completing the 

transaction on the merchant system; 

generating a merchant authentication request using the 

merchant system and transmitting the merchant authentication 

request to a service provider server, the merchant 

authentication request including at least the unique user 

identifier; 

determining a level of risk based on the type of the 

transaction and generating a server authentication request 

using the service provider server, the server authentication 

request including at least the level of risk; 

extracting the level of risk from the server 

authentication request; 

determining a biometric authentication data requirement 

corresponding to the extracted level of risk at an 

authentication system; 

obtaining biometric authentication data from the user in 

accordance with the biometric authentication data requirement 

with a communications device; 

validating the user based on the obtained biometric 

authentication data; 

determining that the workstation user is permitted to 

conduct the transaction when the user is successfully 

validated; and 

transmitting an authentication confirmation message from 

the service provider server to the merchant system and
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completing the transaction when the user is permitted to 

conduct the transaction.  

2. The method of authenticating users in accordance with 

claim 1, wherein said determining a biometric authentication 

data requirement step comprising: 

comparing the extracted level of risk against policy 

levels of risk included in an authentication policy; and 

determining the biometric authentication data requirement 

to be the biometric authentication data requirement that 

corresponds to the policy level of risk that matches the 

extracted level of risk.  

3. The method for authenticating users in accordance with 

claim 1 or claim 2, wherein said determining a level of risk 

step comprising: 

determining risk factors of the transaction; 

comparing levels of risk associated with each of the risk 

factors to determine a greatest level of risk; and 

determining the level of risk to be the greatest level of 

risk.  

4. The method for authenticating users in accordance with 

any one of claims 1 to 3, wherein said obtaining biometric 

authentication data step comprising; 

invoking a security application stored in the 

communications device, and transmitting a biometric 

authentication data capture request from the authentication 

system to the communications device, the biometric 

authentication data capture request including at least the 

biometric authentication data requirement; 

verifying the biometric authentication data capture 

request was transmitted from the authentication system; and



82 

displaying the biometric authentication data capture 

request when the biometric authentication data capture request 

was verified as transmitted from the authentication system.  

5. The method for authenticating users in accordance 

with any one of claims 1 to 4, wherein said invoking step 

comprising one of: 

transmitting a message from the authentication system to 

the communications device; and 

prompting the workstation user to obtain the 

communications device and activate an icon or button of the 

communications device.  

6. The method for authenticating users in accordance with 

any one of claims 1 to 5, further comprising: 

obtaining the biometric authentication data capture 

request transmission; 

obtaining biometric authentication data in accordance 

with the biometric authentication data capture request from 

the user with the communications device; 

transmitting the obtained biometric authentication data 

from the communications device to the authentication system 

over a second communications channel; and 

comparing the obtained biometric authentication data 

against biometric authentication data of the workstation user 

stored in the authentication system.  

7. The method of authenticating users in accordance with any 

one of claims 1 to 6, wherein said determining that the 

workstation user is permitted to conduct the transaction step 

comprising: 

validating the identity of the workstation user by 

comparing the obtained biometric data against an enrollment
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data record of an authorized user that is associated with the 

communications device in the authentication system; and 

generating a one-time pass-phrase at the authentication 

system and transmitting the one-time pass-phrase to the 

communications device when the obtained biometric data matches 

the enrollment data record.  

8. The method of authenticating users in accordance with any 

one of claims 1 to 7, further comprising: 

obtaining the one-time pass-phrase from a display of the 

communications device; 

entering the one-time pass-phrase into the workstation; 

transmitting the one-time pass-phrase from the 

workstation to the server and from the server to the 

authentication system; and 

validating the one-time pass-phrase and verifying the 

one-time pass-phrase has not expired prior to said 

transmitting an authentication confirmation message operation.  

9. The method of authenticating users in accordance with any 

one of claims 1 to 8, further comprising: 

determining whether the unique user identifier is known 

by comparing the unique user identifier against identifiers 

stored in the server; 

transmitting the unique user identifier to the 

authentication system when the unique user identifier is 

known; and 

comparing the unique user identifier against identifiers 

stored in the authentication system, wherein the unique user 

identifier is a credit card number and the transaction is an 

electronic payment transaction.  

10. A method of authenticating users in accordance with any 

one of claims 1 to 9, further comprising conducting said
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generating a server authentication request operation when the 

communications device associated with the workstation user is 

enrolled in the authentication system.  

11. A system for authenticating users that reduces transaction 

risks comprising: 

a computer configured as a server, said server comprising 

a database and being configured to store within said database 

at least a plurality of configurable policies, to determine 

whether the inputted information is known, to generate 

biometric authentication requests, and to determine a risk 

level of a transaction based on the type of the transaction; 

at least one workstation including at least a workstation 

computer configured to at least communicate with said server; 

at least one merchant system configured to communicate 

with said at least one workstation, said at least one merchant 

system being operable to generate and transmit authentication 

requests and to complete the transaction when the identity of 

a user is successfully validated; 

an authentication system comprising an authentication 

database and being configured to communicate with said server, 

to store within said authentication database biometric 

authentication data associated with each of a plurality of 

authorized users, to store an authentication policy, to 

determine a biometric authentication data requirement 

corresponding to the risk level, and to conduct a biometric 

authentication process; and 

a communications device configured to transmit a 

biometric authentication request to said authentication system 

for initiating the biometric authentication process, to 

receive a biometric authentication data capture request 

transmitted from said authentication system, to obtain 

biometric authentication data in accordance with the biometric
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authentication data capture request from the user and transmit 

the obtained biometric data to said authentication system.  

12. The system in accordance with claim 11, wherein said 

authentication system being further configured to: 

validate the identity of the user by comparing the 

obtained biometric data against biometric authentication data 

of the user stored therein; and 

generate and transmit a one-time pass-phrase when the 

identity of the user is validated.  

13. The system in accordance with claim 11 or claim 12, 

wherein said communications device being further configured to 

receive and display a one-time pass-phrase transmitted from 

said authentication system such that the one-time pass-phrase 

can be inputted into said at least one workstation and 

transmitted to said authentication system therefrom.  

14. The system in accordance with any one of claims 11 to 13, 

wherein said authentication system being further configured to 

compare the one-time pass-phrase transmitted from said 

authentication system against the one-time pass-phrase 

received from said at least one workstation, and said merchant 

system being further configured to complete the at least one 

transaction when the one-time pass-phrase transmitted from 

said authentication system matches the one-time pass-phrase 

received from said at least one workstation.  

15. The system in accordance with any one of claims 11 to 14, 

wherein said authentication system being further configured 

to: 

compare a risk level extracted from the biometric 

authentication request against policy risk levels included in 

an authentication policy; and
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determine the biometric authentication data requirement 

to be the biometric authentication data requirement that 

corresponds to the policy risk level that matches the 

extracted risk level.
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