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(57) Abstract: Methods of and systems for selecting and presenting content based on user identification are provided. A user-
interface method of selecting and presenting content items in which the presentation is ordered at least in part based on inferring
which user of a collection of users is using an input device includes providing a set of content items, providing a set of preference
information for each user indicating content item preferences of a corresponding user, and providing a set of user keypress biometric
models representing expected keypress activity for the corresponding user. User keypress activity to identify desired content items
is monitored to biometrically characterize the user and analyzed to find the closest match to one of the keypress biometric models.
Based on the closest match, which user of the collection of users entered the input is inferred and the corresponding preference
information is used to select, order, and present content items.



TITLE OF THE INVENTION

Method Of and System For Selecting and Presenting Content Based on User

Identification

BACKGROUND OF THE INVENTION

Field of Invention

[0002] This invention relates generally to personalizing a user's interaction with

content query systems and, more specifically, to inferring which user of a collection

of users is the current user of an electronic device based on biometric data about the

current user's keystrokes.

Description of Related Art

[0003] Methods of and systems for performing searches for content items are

presented in U.S. Patent Application Publication No. US 2006/0101503, published

May 11, 2006, entitled Method and System For Performing Searches For Television

Content Items Using Reduced Text Input. As described in that application, a user can

enter a reduced test search entry directed at identifying desired content items (e.g.,

television shows, movies, music, etc.). The system identifies a group of one or more

content items having descriptors matching the search entry. The results can be

ordered based on a relevance function that can be a domain specific combination of,

for example, popularity, temporal relevance, location relevance, personal preferences,

and the number of words in the input search string.

[0004] Methods of and systems for ranking the relevance of the members of a set of

search results are presented in U.S. Patent Application Publication No. US

2007/0005563, published January 4, 2007, entitled Method And System For

Incremental Search With Reduced Text Entry Where The Relevance Of Results Is A

Dynamically Computed Function Of User Input Search String Character Count. As

described in that application, a user can enter a reduced text entry for finding content

items across multiple search spaces. Based on the number of characters of the



reduced text entry, the results from one search space are selectively boosted over

results from a different search space.

[0005] Methods of and system for selecting and presenting content based on user

preference information extracted from an aggregate preference signature are presented

in U.S. Patent Application Serial No. 11/682,695, filed March 6, 2007, entitled

Methods and Systemsfor Selecting and Presenting Content Based on User Preference

Information Extracted From an Aggregate Preference Signature. As described in that

application, a system discovers and tracks aggregate content preferences of a group of

users based on content selections made through a common interface device. The

content preferences of the individual users of the group are inferred from the

aggregate content preferences using techniques described in that application. Once

the individual content preferences are determined, the method enables a system to

infer which user of the group is manipulating the common interface device at a later

time by observing the content selections of the current user and finding the closest

matching set of individual content item preferences. Upon inferring which user of the

group is using the device, the system can then employ the content item preferences to

enhance the user experience by promoting the relevance of content items that match

the inferred user's preferences.

[0006] Several different methods of identifying users of a device on the basis of

typing speed have been proposed. In short, prior art statistical classification systems

apply first-order techniques and Gaussian likelihood estimations, followed by one or

more geometric techniques. Also, non-statistical, combinatorial techniques are

employed in validating the test sample. Clarke et al. present a non-statistical method

in which typing speeds are collected on a fixed set of keys, and a neural network is

used to classify the vector of typing speeds (N. L. Clarke, S.M. Furnell, B. M. Lines,

and P. L. Reynolds, Keystroke Dynamics on a Mobile Handset: A Feasibility Study,

Information Management & Computer Security, Vol. 11, No. 4, 2003, pp. 161-166,

incorporated by reference herein). This is an example of afixed text system, because it

requires the user to enter a fixed set of keys during system initialization (D. Gunetti

and C. Picardi, Keystroke Analysis of Free Text, ACM Transactions on Information

and System Security, Vol. 8, No. 3, Aug. 2005, pp. 312-347, incorporated by

reference herein). Fixed text approaches are of limited utility, however, because it is

often inconvenient for a user to enter a lengthy sequence of keys during this



initialization phase. Most of the other work based on non-statistical techniques is

described by Gunetti and Picardi, who conducted a comprehensive study on keystroke

biometrics of free text on full-function keyboards.

[0007] Statistical techniques used for classification are presented by Joyce and Gupta

and Monrose and Rubin (R. Joyce and G. Gupta, Identity Authentication Based on

Keystroke Latencies, Communications of the ACM, Vol. 33, No. 2, Feb. 1990, pp.

168-176; F. Monrose and A. D. Rubin, Keystroke Dynamics as a Biometή cfor

Authentication, Future Generation Computer Systems Vol. 16, 2000, pp. 351-359,

both incorporated by reference herein). Both of these studies use first-order

techniques followed by geometric comparisons. Joyce and Gupta compute the mean

and standard deviation of the reference sample, and, if the test sample is less than 0.5

standard deviations from the mean, it is considered to be valid. Additionally, this

method treats the test sample of latencies as a vector in n-dimensions, and compares it

to the reference vector by computing the Ll -norm of the difference vector. If the Ll-

norm is small enough, the test sample is considered to be valid.

[0008] Monrose and Rubin perform similar vector comparisons, but use the Euclidean

norm instead of Ll -norm. They also compute the mean and standard deviation of the

reference sample, which is assumed to be a Gaussian distribution. Given a reference

sample with a mean µ and standard deviation σ, the probability of obtaining the

observation value X is given by:

-(X - µ)2 (Equation 1)

Prob[X] — 7= e 2σ2
c 2π

The probabilities are then summed over various features of the sample to obtain a

"score" for each reference, and the reference sample achieving the maximum score is

selected. In a variation of this approach, the weighted sum of probabilities is used. In

both cases, the statistical technique used is (1) Fitting a single Gaussian to the

reference sample and (2) Summing the resulting probabilities.

[0009] Monrose and Rubin also propose a more sophisticated Bayesian classifier, in

which, using the terminology of Gunetti and Picardi, n-graphs are used to cluster the

reference samples into features and a feature vector is formed for both the reference

samples and the test sample. A likelihood probability is then computed based on the



presumption that each feature is a Gaussian distribution. This technique is similar to

the prior technique in the sense that it relies upon first-order statistical characteristics

of the data.

BRIEF SUMMARY OF THE INVENTION

[0010] The invention provides methods of and systems for selecting and presenting

content based on user identification.

[0011] Under one aspect of the invention, a user-interface method of selecting and

presenting a collection of content items in which the presentation is ordered at least in

part based on inferring which user of a relatively small collection of users is using an

input device includes providing a set of content items, providing a set of preference

information for each user of the collection of users, each set of preference information

indicating content item preferences of a corresponding user, and providing a set of

user keypress biometric models, each model representing expected keypress activity

for the corresponding user. The method also includes receiving incremental input

entered by a user for incrementally identifying desired content items. The

incremental input corresponds to a sequence of keys pressed by the user on the input

device. In response to the incremental input entered by the user, the method calls for

monitoring and characterizing keypress activity to biometrically characterize the user.

The method further includes analyzing the keypress activity to find the closest match

to one of the keypress biometric models. The method uses the closest match to infer

which user of the collection of users entered the incremental input and selects

preference information corresponding to the inferred user. In response to selecting

the preference information and the incremental input entered by the user, the method

calls for selecting and presenting a collection of content items in an order that portrays

as relatively more relevant those content items that more closely match the set of

preferences of the inferred user.

[0012] Under another aspect of the invention, each user keypress biometric model at

least represents an expected delay between key presses for ordered keypress pairs for

the corresponding user. The monitoring and characterizing keypress activity includes

determining the amount of time between successive key presses and associating times

between key presses and the corresponding ordered keypress pairs. The analyzing the

keypress activity includes analyzing the determined times and associated ordered

keypress pairs to find the closest match to one of the keypress biometric models.



[0013] Under a further aspect of the invention, the ordered keypress pairs include a

plurality of unique pairings of keys of the input device.

[0014] Under yet another aspect of the invention, the expected delay between key

presses for ordered keypress pairs is represented by a set of expected delays for each

keypress pair. The expected delay between key presses for ordered keypress pairs can

be represented by at least one discrete range.

[0015] Under an aspect of the invention, the analyzing the keypress activity to find

the closest match includes at least one of a first-order statistical comparison of the

keypress activity and the set of user keypress biometric models and a second-order

statistical comparison of the keypress activity and the set of user keypress biometric

models. The analyzing the keypress activity to find the closest match can include a

Chi-Square statistical comparison of the keypress activity and the set of user keypress

biometric models.

[0016] Under a further aspect of the invention, the incremental input includes

ambiguous text.

[0017] Under still further aspects of the invention, the input device is at least one of

an input-constrained and a device-constrained device. The input device can be at least

one of a television remote control system, a telephone, a PDA, and a handheld

personal computing device.

[0018] Under another aspect of the invention, the content items include at least one of

audio / video content, address book information, electronic documents, and a

collection of words.

[0019] Under yet another aspect of the invention, each user keypress biometric model

at least represents an expected amount of time that a key is depressed for the

corresponding user. The monitoring and characterizing keypress activity includes

determining the amount of time a key is depressed and associating the times and the

corresponding keys. The analyzing the keypress activity includes analyzing the

determined times and associated keys to find the closest match to one of the keypress

biometric models.

[0020] Under a further aspect of the invention, the input device includes more than

one input mode controlling how incremental input is entered and each user keypress

biometric model at least represents a preferred input mode for the corresponding user.

The monitoring and characterizing keypress activity includes determining the input



mode selected by the user. The analyzing the keypress activity includes analyzing the

input mode selected by the user to find the closest match to one of the keypress

biometric models.

[0021] Under another aspect of the invention, each user keypress biometric model at

least represents an expected amount of pressure applied to a key when depressed for

the corresponding user. The monitoring and characterizing keypress activity includes

determining the amount of pressure applied to a key when depressed and associating

the pressures and the corresponding keys. The analyzing the keypress activity

includes analyzing the determined pressures and associated keys to find the closest

match to one of the keypress biometric models.

[0022] Under a further aspect of the invention, the input device includes a plurality of

function keys controlling how content items are presented and each user keypress

biometric model at least represents preferred function keys for the corresponding user.

The monitoring and characterizing keypress activity includes determining the function

keys pressed by the user. The analyzing the keypress activity includes analyzing the

determined function keys pressed to find the closest match to one of the keypress

biometric models.

[0023] Under other aspects of the invention, a user-interface system for selecting and

presenting a collection of content items in which the presentation is ordered at least in

part based on inferring which user of a relatively small collection of users is using an

input device is provided. Such systems are capable of performing the methods set

forth above.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS

[0024] For a more complete understanding of various embodiments of the present

invention, reference is now made to the following descriptions taken in connection

with the accompanying drawings, in which:

[0025] Figure 1 illustrates a system for presenting search results.

[0026] Figure 2 illustrates an overview of a biometric identification system.

[0027] Figure 3 illustrates the operation of a biometric identification system.

[0028] Figure 4 illustrates a finite state machine for biometric synthesis and

identification.

[0029] Figure 5 illustrates an example typing speed histogram.



[0030] Figure 6 illustrates a curve-fit of the histogram in Figure 5 using a single

Gaussian basis function.

[0031] Figure 7 illustrates a curve-fit of the histogram in Figure 5 using two Gaussian

basis functions.

[0032] Figure 8 illustrates the operation of a biometric identification procedure.

[0033] Figure 9 illustrates the operation of a user identification procedure.

DETAILED DESCRIPTION

[0034] Preferred embodiments of the invention infer which one of a collection of a

relatively small number of users is the current user of an electronic device by

collecting data about the timing of the current user's keystrokes and comparing these

data against a database of users using a combination of first- and second-order

statistical techniques. In an illustrative example, the small number of users are

members of a household using a single interface device (e.g. a remote-control for a

television). When a member of the household uses the device, the timing of the user's

keystrokes is collected and compared to the stored biometric signatures of all

household members by (i) encoding the signatures using linear combinations of

Gaussian functions; and then (ii) attempting to match the current user to one of the

users of the small set by using a combination of first- and second-order techniques. If

the current user is successfully identified as a particular member of the household, the

device can then select a user profile corresponding to the inferred identity. The

profile includes preferences information and thus may influence subsequent user

interaction. For example, incremental entries by the user may be interpreted

differently as a result of preference information. The user need not explicitly "log in"

to selection a corresponding profile.

[0035] Figure 1 is a system diagram, depicting a biometric identification search

system to provide personalized search results. The system includes a user device 100

that cooperates with identification logic 105 and search logic 110. The user device

100 enables the user to interact with both the identification logic 105 and the search

logic 110. Note that the identification logic 105 and the search logic 110 can be

included in the user device 100, or can be separate from the user device 100 (e.g., on a

remote server in communication with a client device). For example, the user device

100 could be a television remote control coupled with television content system.



Alternatively, the user device 100 could be a handheld computer device, such as a

PDA.

[0036] The search logic 110 includes a catalog of content items. For illustrative

purposes, content items discussed herein are audio/video content items, such as

television programs, movies, web clips, etc. However, content items can include

other information. For example, content items can include address book entries,

electronic documents, individual words, and/or other types of information. Based on

text queries supplied by the user, the search logic 110 finds content items most likely

of interest to the user by matching the user's input with information associated with

the content items. For example, the search logic 110 may be a collection of movies

with associated metadata (e.g., movie character names, actor names, plot items, etc.).

[0037] As the user enters input on the user device 100, the identification logic 105

records the timing of the user's keystrokes associated with ordered pairs of the

specific keys depressed. This information is used infer the identity of the user among

a collection of users, as described in greater detail below. After the user is identified

using the identification logic 105, the searches performed using the search logic 110

can be influenced by the preferences of the identified user. In applying the identified

user's preferences, the search logic 110 can communicate directly with the

identification logic 105, or alternatively, the search logic might obtain the identity of

the current user from the user device 100 itself, which in turn communicates with the

identification logic.

[0038] If the user device 100 is a television remote-control system, for example, the

device might store each user's viewing preferences along with the user's biometric

keystroke information. If user A most often watches news programs, and the current

user is identified as user A, then subsequent interpretation of queries will apply more

weight to search results for news programs and they will be displayed prominently

when the user searches for available television programs. If, on the other hand, the

current user is identified as user B, who watches mostly cartoon programs, then the

search logic will give more weight to search results for cartoon programs and move

those results to the top of the current user's search results.

[0039] Embodiments of the present invention build on techniques, systems, and

methods disclosed in earlier filed applications, including, but not limited to U.S.

Patent Application No. 11/136,261, filed on May 24, 2005, entitled Method and



System For Performing Searches For Television Content Items Using Reduced Text

Input, U.S. Patent Application No. 11/204,546, filed on August 15, 2005, entitled A

Non-Intrusive Television Interface to Search With Reduced Text Entry For Instant

Content Availability and Rendering Desired Content, U.S. Patent Application No.

11/246,432, filed on October 7, 2005, entitled Method and System For Incremental

Search With Reduced Text Entry Where the Relevance of Results Is a Dynamically

Computed Function of User Input Search String Character Count, U.S. Patent

Application No. 11/312,908, filed on December 20, 2005, entitled Method And System

For Dynamically Processing Ambiguous, Reduced Text Search Queries And

Highlighting Results Thereof, U.S. Patent Application No. 11/509,909, filed August

25, 2006, entitled User Interface For Visual Cooperation Between Text Input and

Display Device, U.S. Patent Application No. 11/235,928, filed on September 27,

2005, entitled Method and System For Processing Ambiguous, Multiterm Search

Queries, U.S. Patent Application No. 11/682,693, filed on March 6, 2007, entitled

Methods and Systems For Selecting and Presenting Content Based On Learned

Periodicity Of User Content Selections, U.S. Patent Application No. 11/682,588, filed

March 6, 2007, entitled Methods and Systems For Selecting and Presenting Content

On A First System Based on User Preferences Learned On a Second System, U.S.

Patent Application No. 11/855,661, filed September 14, 2007, entitled Methods And

Systems For Dynamically Rearranging Search Results Into Hierarchically Organized

Concept Clusters, and U.S. Patent Application No. 11/682,695, filed March 6, 2007,

entitled Methods and Systems for Selecting and Presenting Content Based on User

Preference Information Extracted From an Aggregate Preference Signature; the

contents of all of the above-listed applications are incorporated by reference herein.

These applications teach specific ways to perform incremental searches using

ambiguous text input and methods of ordering search results. In addition, these

applications teach methods to employ personal user preferences to discover relevant

content and to order such content.

[0040] For example, the application entitled Methods and Systems for Selecting and

Presenting Content Based on User Preference Information Extracted From an

Aggregate Preference Signature, incorporated above, describes techniques for

discovering and tracking aggregate content preferences of a group of users based on

content selections made through a common interface device. The content preferences



of the individual users of the group are inferred from the aggregate content

preferences using various methods described in that application. As described in that

application, once the individual content preferences are determined, the method

enables a system to infer which user of the group is manipulating the common

interface device at a later time by observing the content selections of the current user

and finding the closest matching set of individual content item preferences. Upon

inferring which user of the group is using the device, the system can then employ the

content item preferences to enhance the user experience by promoting the relevance

of content items that match the inferred user's preferences.

[0041] In another example, the application entitled Methods and Systems For

Selecting and Presenting Content Based On Learned Periodicity Of User Content

Selections, incorporated above, describes techniques for discovering and tracking

content preferences based on determining the periodicity of recurring content

selection patterns. The methods disclosed in that application call for employing

different content item preferences based on comparing the time and day a later search

query is entered to the learned patterns of content item selections. For example,

content items relating to international news may be promoted as more relevant during

the early mornings, while cartoons may be promoted as more relevant during the early

afternoons. Thus, by allowing for different content item preferences to be applied

during different time periods, the techniques in that application enable the preferences

of multiple users to be tracked and differentiated to some degree.

[0042] The present techniques, however, are not limited to the systems and methods

disclosed in the incorporated patent applications. Thus, while reference to such

systems and applications may be helpful, it is not believed necessary for the purpose

of understanding the present embodiments or inventions. In addition, while the

present techniques can be used in combination with the systems and methods

incorporated above, the present techniques can infer which set of user preferences to

employ independent of a particular time period and without requiring the current user

of the device to make a content selection. Instead, the techniques described herein

enable the device or system to infer which set of content item preference to use based

on the manner in which the user manipulated the keys of the input device.

Framework of the Selection System



Notation

[0043] Hereinafter the following generic notation is used: Letters and lowercase

Greek symbols in normal font will denote scalars. Letters and Greek symbols in bold

font will denote column vectors of appropriate dimension (for example, s). An

element of a vector will be indicated by a subscript following the vector symbol (for

example, Sj) . Uppercase Greek symbols will denote sets (for example, ∆) . Vertical

bars around a set symbol will denote the cardinality of the set (for example, |∆ | will

denote the number of elements in the set ∆) . If the set is ordered, then the kth element

will be denoted by an index k enclosed in parentheses following the set symbol (for

example, ∆(k)).

Keyboards and Input Methods

[0044] The synthesis and identification procedures described in this document can

apply generally to several different varieties of keyboards and keypads. In particular,

many portable or input- and/or display-constrained devices require the use of

overloaded keys. A single overloaded key is used for several different functions. For

example, when using a telephone keypad to type text, the "5" key usually corresponds

to the number 5 as well as the letters j , k, and 1. The system can allow the user to

explicitly differentiate between these several distinct functions, or it can automatically

determine which function to select based on context (for example, if the user presses

the "5" key when entering a telephone number, the system might assume that the user

intended to type the number 5, and not the letters j , k, or 1). Further discussion of

input- and/or display-constrained devices is included in the incorporated applications.

[0045] In the context of text-entry using a keypad having overloaded keys, several

operating modes may be available to the user. For example, one mode requires the

user to differentiate between the characters associated with an overloaded key by

pressing the key multiple times (triple-tap or "T-tap" mode). Another mode applies

the multiple tap technique, but reorders the associated characters according to

frequency of use ("V-let" mode). Yet another mode allows for a keypress to represent

any of the characters associated with the overloaded key ("V-tap" mode). Different



users have a natural bias towards one of these modes, and this preference itself can

serve as a biometric identifier. If each family member prefers a different mode, then

the identification problem is solved. The following is predicated on the assumption

that there are at least two family members that prefer the same mode, necessitating

further analysis for identification.

[0046] The biometric identification system described below is driven by keypresses.

Thus, although reference may be made to characters, it is understood that the intent is

that the character corresponds to a keypress. Therefore, identification will function

appropriately for devices with or without overloaded keyboards, and in all three

overloaded operating modes above.

Observation, Sample, Supersample. Biometric Signature, and Ensemble

[0047] The framework of the model is based on the premise that the typing speed of a

given user varies according to the particular pair of successive keys being pressed. For

example, the elapsed time between pressing "1" and "9" on a standard telephone

keypad would probably be larger than the typing speeds between "1" and "2", because

the distance between the "1" key and the "9" key is greater than the distance between

"1" and "2". Also, for a given pair of keys, different family members will type at

different speeds, based on neuro-muscular biology and cognitive abilities. The

following terminology is designed to capture the notion that an observation of typing

speed can be classified on the basis of a particular pair of keys:

[0048] A key set, F, is a representation of a set of keys on a keypad. In the discussion

below, F will be the set {0, 1, 2, 3, 4, 5, 6, 7, 8, 9, #, *}, corresponding to the keys of

a telephone keypad. However, the methods disclosed are equally applicable to a

keypad or keyboard with an arbitrary number of keys.

[0049] An observation, Y , is the elapsed time between typing a pair of keys; this is

the fundamental data point for the biometrics. A sample, ∆,
J 5

is an ordered set of

observations corresponding to a given pair of keys andy:

∆ = {Y = elapsed time successive keys i andj ; i e F ,j <≡ F }

Because ∆ is an ordered set, one can view it as a vector of observations Y, where the

kth observation in the sample is denoted by Yυ k
.



[0050] A supersample, denoted by the symbol Θ, is a set of samples, where each

sample contains observations for a given pair.

Θ = {∆,j Ii e TJ e T )

Using the telephone-keypad key set containing twelve keys as defined above, a

complete supersample will be comprised of 144 samples. In general, the number of

samples in a complete supersample will be equal to \T\~.

[0051] A biometric signature, denoted by the symbol Λ, is a compact representation

of Θ, formed using the Gaussian Basis function approach discussed below. Under this

approach, a Gaussian basis comprising K Gaussian functions is generated for each

sample ∆ in the supersample Θ, and is denoted by the 3-tuple (µy, συ, K
1
); here, µy

and σ are vectors of size Ky:

A = ((H
1J5 1J

- Ky) | i e l \ j e }

[0052] An ensemble is a set of users. During identification, the current supersample is

compared against each of the users in the ensemble to determine its authenticity. A

member of the ensemble will be denoted by a superscript r in the appropriate set

symbol; for example A τ\ Θ , and Λ(r) will denote the sample, supersample, and

biometric signature for the rx user. The symbol R will denote the set of users in the

ensemble. Specifically, where L represents the number of users in the ensemble:

={(Θ , ΛA r
O , l ≤ r ≤ L }

[0053] Figure 2 shows the various components of the identification system. The

Sample Collector 200 collects keypresses and timestamps and communicates this

information to the Sample Analyzer 205. The Sample Analyzer then compares this

information to the information contained in the Signature Set 210 in order to infer the

identity of the current user of the device.

[0054] Figure 3 depicts the two phases of the biometric identification system: the

sample collection phase 300, and the analysis, synthesis, and identification phase 305.

Every key that is pressed is processed by both phases in an incremental manner. The

sample collection phase 300 is modeled as a finite state machine that is in perpetual



operation. The model operates in two states: active and silent. When the machine is in

the active state, the user is pressing keys; when in the silent state, the user is engaged

in other activities.

Finite State Machine Model of Incremental Sample Collection

[0055] Figure 4 shows a finite-state machine diagram of the process of incremental

sample collection. At any given time, a finite-state machine is in one of a fixed set of

states, shown in Figure 4 as circles 400, 405. The machine can shift from one state to

another depending on the input it receives; these transitions are known as edges, and

are represented as arrows. Both entry and exit edges of the state are time stamped, and

the difference between the two times represents the typing speed.

[0056] In one illustrative implementation, the input device is a twelve-key telephone

keypad. The state machine corresponding to such a device has 13 states: 12 key states

405 and a silent state 400. Each key state 405 is labeled according to the last key that

was pressed by the user. Whenever a new key is pressed, the machine enters a new

state. If the new key is the same as the last key, the new state is the same as the old

state. The output sent to the synthesis phase 305 (in Figure 3) contains the elapsed

time t between typing a first key i and a second keyy (here, i andy are variables that

represent arbitrary keys in the key set). At any given time, the system is in one of

these states; when the user is in non-query generation mode, the system waits in the

silent state 400. When the first key is pressed, the machine transits to one of the key

states 405 and signals the start of a new sample. The finite state machine transits

between key states 405 for every new key pressed, until the user stops pressing keys

for a specified amount of time, at which time the system transits to the silent state 400

after emitting the output ("end", 0).

[0057] For example, suppose a user of the keypad were to type the test key-sequence

"1233." The first "1" would move the machine from the silent state to the 1-state, and

the current time would be recorded. The "2" would move the machine into the 2-state,

again causing the time to be recorded. After the first "3", the machine would be in the

3-state, and the machine would remain in this state after the second "3", although

these two keypresses are regarded as separate and the timestamps of both are

recorded. After the second "3" is pressed, the machine detects "silence" and returns to



the silent state. The output of the entire process (i.e. the timestamps, the keys pressed,

etc.) is sent to the synthesis and identification phase for processing.

Synthesis and Identification Phase

[0058]As discussed above, the biometric identification process requires a collection of

supersamples representing users of the relatively small set (the ensemble 5R), which is

used to infer the identity of the current user. The process of statistically encoding

these supersamples, called synthesis, can be performed on the fly as part of the

identification phase. Here, this approach is adopted; the synthesis phase and the

identification phase are combined. If the current supersample is not statistically

matched to any of the existing supersamples, then a synthesis of Gaussian basis

functions is performed on the new supersample as described below, and the biometric

signature is added to the ensemble.

[0059] Procedure BIOMETRICJDENTIFICATION provides an illustrative

algorithm for biometric identification. The procedure uses a function ACCEPT(Θ, 5R),

described in detail below, that returns the index of the user that matches the

supersample Θ, or the value 0 if no match is found. In addition, the function outputs a

confidence metric corresponding to the statistical probability that the identified user

is, in fact, the current user; this confidence metric is calculated using second-order

statistical techniques, described in more detail below.

[0060] Figure 8 illustrates the high-level structure of the

BIOMETRICJDENTIFICATION procedure, and the following sample program

code provides a more detailed description of its operation:

PROCEDURE BIOMETRIC-IDENTIFICATION
INPUTS:

1. Input_string: "new", "end", or "(//)"
2. t : the elapsed time between typing keys / and .

3. 5R: the ensemble, in the form {(Θ(r), Λ(r)), 1 < r < L }
OUTPUTS:

L r*: the index of the user, or 0 if no user identified
2 . A confidence metric to indicate certainty of identification

SUBPROCEDURES USED:
1. SYNTHESIZE(Θ)
2. ACCEPT(Θ, R )

BEGIN
1. do for ever



a. wait for next input
b. if input_string = "new" then

i . ∆,j = 0 for all i, j e F
ii. go to wait-state (step Ia)

endif
c . if input_string = "end" then

i . Compose Θ from ∆
IJ

i, j e F
ii. Let r* = ACCEPT(Θ, )

iii. if r* = 0 then
A. Unidentified user; add to set of users
B. if identification successful, then

I. L := L + 1
II. Λ(L) := SYNTHESIZE( Θ)

III. Θ(L) := Θ
IV. Add (Θ(L), ΛtL)) to the ensemble
V. go to wait-state (step 1a)

endif
else

C. ©(r*} := ( 1 - α)© u α©
D. A := SYNTHESIZE( Θtr*))
E. Output r* as the current user
D. go to wait-state (step Ia)

endif
endif

d. if input_string ("ij", t) then
i . ∆υ := ∆,j {t}

ii. Form the new supersample Θ
iii. r* = ACCEPT(Θ, R)

iv. Output r*, if r* > 0 and confidence metric is
acceptable.

v. go to wait-state (step 1a)
endif

end_do
END

END PROCEDURE BIOMETRIC IDENTIFICATION

[0061] Procedure BIOMETRICJDENTIFICATION is executed on an interrupt-

driven basis. It waits for the next input to arrive in step Ia 800 (in Figure 8). When the

input arrives, there is a 3-way branch based on the input string, which can take the

value "new", "end", or "(//)" (where i,j e F). On input of the string "new", a new

supersample, containing no sample data, is created 805. On input of the string "end",

a complete supersample (note that a supersample may be "complete", yet may still

lack samples for specific ij pairs) is passed to the ACCEPT function, along with the

ensemble 815. If the ACCEPT function returns a nonzero r*, a valid identification has

been made, and the new supersample is added to the identified user's stored



supersample 815. This augmentation uses exponential smoothing to discard the oldest

supersample for r* and to incorporate the current supersample (step 1.c.iii.C in the

program code listing above). The parameter α, where 0 < α < 1, determines the

amount of past data that should be retained. An appropriate value for α can be

determined empirically; test data have shown that α=0.5 is a practical choice for some

applications. After the stored supersample is augmented, a set of Gaussian basis

functions is synthesized and added to the ensemble. If the input string is a new

observation (step l.d), then it is added to the appropriate sample ∆ 810. An

incremental identification is attempted by calling the ACCEPT function with the

partial supersample 810. If a user is identified with an acceptable confidence metric,

the user's identity is output 820. If the confidence metric is unacceptable, the current

user cannot be identified as a member of the set of users. In either case, control

returns to the wait-state.

[0062] The incremental identification performed in step l.d accomplishes two things:

first, if the user is identified with sufficient certainty, it enables the search system to

use the past-learned behavior of this user to enhance device functionality; second, if

the incremental identification produces a monotonically increasing confidence metric

for the same identified user, then it further validates the biometric identification step.

[0063] The next sections provide a detailed description of the concepts involved in

the two functions used above: SYNTHESIZE and ACCEPT.

Synthesis of Keystroke Biometric Signatures Using Gaussian Basis Functions

[0064] The function SYNTHESIZE that is invoked above in procedure

BIOMETRICJDENTIFICATION takes one argument - a supersample Θ - and

returns a biometric signature Λ . Since the samples ∆υ in Θ are completely

independent of each other, the technique is described below using a generic sample

and is invoked as many times as there are members of Θ:

FUNCTION SYNTHESIZE
Inputs:

1. Θ: a supersample
Outputs:

1. Λ: a synthesized biometric signature
BEGIN



00

1. Initialize:
iteration_limit := 100;
tolerance 0.0001;
K := 10;

Λ := 0
2. for i € r do

a. forj F do
L(µ*, σ*) :=

OPTIMAL_GAUSSIAN_BASIS( ∆ij ,
iteration_limit, tolerance, K)

ii. Λ : Λ υ {µ*, σ*, K}
end for

end for
END

END SYNTHESIZE

[0065] Once the basis functions have been determined, the sample can be

approximated by a linear combination of the basis Gaussians. The motivation for this

compact representation is two-fold: (i) it is easier to perform statistical computations

on a closed-form Gaussian than on a raw sample set; and (ii) the compact form is

crucial in performing the Chi-Square identification scheme, described in more detail

below. The basis function approach is different from the classical approaches used in

current biometric identification systems and is a generalization of the current methods

that use a single Gaussian approximation (e.g. the methods discussed in F. Monrose

and A. D. Rubin, Keystroke Dynamics as a Biometricfor Authentication, Future

Generation Computer Systems Vol. 16, 2000, pp. 351-359, incorporated by reference

herein).

The function OPTIMAL_GAUSSIAN JBASIS, called by the SYNTHESIZE

function listed above, is the function that implements the technique of basis synthesis

as described in the next section.

Maximum Likelihood Estimation of Gaussian Basis Functions

[0066] The maximum likelihood estimate (sometimes called the Bayesian estimate) is

an estimate of the parameters that maximize the likelihood of a given sample being

drawn from a known distribution with unknown parameters (i.e., the shape of the

distribution is known, but not the values of parameters defining the distribution). For

the set of Gaussian basis functions, the distribution is a sum of Gaussian distributions.



The following notation will be used in this section: N will denote the sample size for

the sample under consideration (N is the dimension of vector Y, the vector of

observations). K will denote the number of Gaussian basis functions used in the

estimation, and µ , σ will denote the mean and standard deviation of the j th basis

function, where 1 < j < K. µ and σ are vectors (of dimension K) of the means and

standard deviations of each of the K basis functions. Y, is the value of the ith

observation 1 < i < N. µ and σ are the mean and standard deviation of the sample,

respectively. ∆ denotes the sample set {Y,| 1 < i < N}, and fµ,σ is a function denoting

the sum of Gaussian basis functions, indexed by the vectors µ and σ.

[0067] The optimization process used to estimate Uj and σ, follows the traditional

maximization problem:

Problem MAXIMUM LIKELIHOOD:

(Equation 2)

[0068] Equation 2 sums the logs of the probabilities and not the probabilities

themselves, but this will not affect the final result because all local maxima of a

strictly positive function are also local maxima of the log of that function. Also, the

MAXIMUM_LIKELIHOOD problem is subject to the following constraints:

µ > 0, σj > 0, 1 < j < K (Equation 3)

[0069] The goal is to find the set of parameters {µ,, σ,} that determine the K

Gaussian basis functions such that the product of probabilities of the outcomes Y is

maximized.

Finding Optimal Gaussian Basis Functions



[0070] Because the MAXIMUMJLIKELIHOOD problem is NP-hard, it is not

feasible to find the absolute local maximum, but it is possible to find a good

approximation of a maximum for the sample by using the techniques of nonlinear

programming (See D. G. Luenberger, Linear and Nonlinear Programming, Second

Ed., Addison-Wesley, Reading Massachusetts, 1989, incorporated by reference

herein). In order to measure the accuracy of the approximation given by these

techniques, the sample ∆ is converted into a probability distribution: let a histogram

vector h(∆, b, B, 1, u, y ) be a discretized probability vector representing the sample.

Here, h is indexed by the original sample set ∆ and five additional parameters b, B, 1,

u, and y , that are defined as follows:

[0071] The bucket width will be denoted by the letter b. The "lower bound", i.e. the

value below which observations will not be discretized, will be denoted by the letter 1,

and the "upper bound" will be denoted by the letter u. The number of buckets will be

denoted by an uppercase B, where B , . The total number of buckets,

including underflow and overflow buckets, is B+2, indexed 0, 1, ..., B+l. Lastly, y

denotes a vector of midpoints for buckets, where yi is the midpoint of the i bucket

and y = 1+ b(i - 1
2); 1 < i < B.

[0072] The histogram vector h encodes the sample in normalized, discrete buckets.

All observations falling below the value 1are assigned to bucket 0, values falling

between 1and ( 1 + b) are assigned to bucket 1, etc. More precisely, h is defined as:

|Φo| (Equation 4)
h o i where Φo ={Y, | Y1 < 1}

h, where Φ = (Y111+ (i - 1) b < Y1< 1+ ib} 1 < i < B

|φ + ] |
hβ+i = N where ΦB+i = (Y1 1Y,> u }

[0073] The Residual Sum of Squares technique is used to measure the accuracy of a

tentative Gaussian basis. The RSS value represents the aggregate deviation between



the histogram values (the observed values) and the expected values, as predicted by

the Gaussian basis functions. In general, the range of "acceptable" RSS values

depends on the desired operation of the system, and can be determined empirically.

Initial results suggest that RSS values between 0 and 10 4 yield Gaussian basis

functions that are capable of matching the observed data with reasonable accuracy.

The Residual Sum of Squares (RSS) is defined for f(µ, σ) and ∆ as:

(Equation 5)
RSS(∆, f(µ, σ)) T (hki -- f (yy ))

1 < i < B

[0074] The iterative optimizer ascends the gradient of the objective function and

converges to a local maximum. At the local maximum, the RSS is evaluated; if the

RSS is within the acceptable tolerance, the procedure terminates. Otherwise, a new

iteration is started with a different initial point. The iterations continue until the

acceptance threshold is satisfied or a sufficient number of local maxima are

enumerated. Sample program code for the optimization algorithm is given below:

ALGORITHM OPTIMAL_GAUSSIAN_BASIS
INPUTS:

1. ∆ : a sample set
2 . ε: the stopping RSS tolerance
3. max_iter: the iteration limit
4 . K : the number of basis functions in the optimization

OUTPUTS:
1. (µ*, σ*): optimal parameters characterizing the Gaussian basis

functions
BEGIN

1. Initialize:
iteration counter / := 0;
(µ*,σ*) := (- , -∞) ;
minjrss := +∞;

2. while ( < max_iter and min_rss > ε) do
a. select an initial starting solution: find a point (µ(l> ,

σ l'0 ) in 2K dimensional space that is as far away as
possible from the existing local maxima {(µ( , σ )
0 < k < i}, by solving the optimization problem
PROBLEM INITIAL SOLUTION, described below.



b. solve the optimization problem
to obtain the

d. if ( α < minjrss) then
i . min_rss := α

ii. (µ*,σ*) := (µ( l), σ( 'l))
end if

e. i = i + l
end_while

END
END ALGORITHM OPTIMAL_GAUSSIAN_BASIS

Finding an Initial Solution

[0075] Algorithm OPTIMALJ3AUSSIANJ3ASIS finds a locally optimal solution

that satisfies the RSS tolerance limit. Any iterative optimization procedure used in

step 2b of the above algorithm requires an initial starting point that will most likely

not be attracted by the local maxima already enumerated. Therefore, the starting point

should be as far away as possible from the already enumerated local maxima. Since

the individual Gaussian basis function parameters cannot exceed the mean µ and

standard deviation σ of the given sample set ∆, this starting point is selected by

locating the point in the hypercube bounded by the above parameters that is farthest

from the existing local maxima already found. The formulation of this concept is

given below as a min-max optimization problem, problem INITIAL_SOLUTION:

Maximize z (Equation 6)
(µ, σ)

Problem IN ITIAL_SOLUTION is subject to the following four constraints:

z < !|(µ , σ (µ, )l| 0 < µ< (E Uati0π 7)

O≤ k ≤ K* 0 < σ < σ

[0076] In the above equation, ||-||2 denotes the square of the Euclidian norm, and K*+l

is the number of local maxima found so far. The constraints require that z be smaller

than the smallest norm. Since the objective function maximizes z, the formulation

captures the min-max criterion. The constraints (Equation 7) are concave and thus the



feasibility set is non-convex, resulting in a NP-hard optimization problem (See M. R.

Garey, and D. S. Johnson, Computers and Intractability: A Guide to the theory of

ΗP-completeness, W. H. Freeman and Company, New York, 1979, incorporated by

reference herein). The solution to this problem can be approximated using iterated

Jacobians (See Luenberger for details); this technique yields results that are

sufficiently accurate for the purposes of selecting a starting point (step 2a of algorithm

OPTIMAL_GAUSSIAN_BASIS).

The Benefits of a Basis-Function Approach

[0077] A set of Gaussian basis functions is generally able to fit data more closely than

a single Gaussian. A particular sample representing a user's typing speeds may

contain multiple peaks and valleys, and attempting to approximate such a sample with

a single Gaussian will likely result in unacceptable errors. Therefore, using a set of

Gaussian basis functions, as described above, produces a more accurate model of

keystroke biometrics than the existing methods.

[0078] Figures 5, 6, and 7 illustrate the advantages of using a set of Gaussians. Figure

5 shows a histogram of a particular sample, representing the typing speed of a

hypothetical user (i.e. the elapsed time between key presses for a particular pair of

keys i and7). The X-axis 500 of the histogram is the typing speed in milliseconds,

divided into time intervals, or buckets, of size 10 milliseconds. The height of a bar

505 represents the number of observations falling within a particular bucket. Figure 6

shows an optimal approximation of the sample of Figure 5 using a single Gaussian

function 600. Figure 7 shows an approximation of the sample using two Gaussian

basis functions 700. It is immediately apparent that two Gaussians fit the sample

better than one. This improvement can be measured by comparing the RSS values of

the two solutions: the single-Gaussian approach (Figure 4) yields an RSS of 0.194,

while using two Gaussians (Figure 5) yields an RSS of 0.07. In this case, adding an

additional basis function results in an improvement of nearly 177%.

[0079] Because this method better fits the mode of the histogram, it is able to capture

a more complete set of possible user behavior. For example, suppose that at some

future time, the user whose data is shown in Figure 5 exhibits a typing speed between

the 10-20 and 50-60 millisecond intervals. The single-Gaussian approximation shown



In Figure 6 may not identify the user's entry as matching a known signature because

that typing speed is far from the mean. However, the multiple Gaussian

approximation shown in Figure 7 would successfully identify this entry because it is

within an acceptable range of one of the Gaussian basis functions. Thus, a model

based on multiple Gaussians is more likely to correctly distinguish between multiple

known signatures when associating a user-entry with a known signature.

[0080] The above example illustrates the benefits of using basis functions to generate

compact representation of samples. Typically, a basis size of about 3 to 4 will capture

most of a sample's modalities. However, the techniques described in this disclosure

are able to accommodate an arbitrary number of basis functions.

Sample Identification

The Problem

[0081] One purpose of collecting keystroke biometric data is to correctly infer the

identity of the person currently interacting with the system. This is only feasible if

there is a repository of supersamples of all users of the system. Thus, the problem of

identification can be posed as follows: Given L known supersamples, determine

whether the supersample corresponding to the current user statistically matches any

one of the known supersamples.

Relevant Notation

[0082] ∆ will denote a generic sample (the subscripts ij are omitted). L will denote the

number of known samples currently in the repository. N will denote the number of

observations in the rth sample. 1 < r < L. Yi(r) will denote the zth observation of the rth

sample; 1 < r < L; 1 < i < N(r). Ω(r) will denote the rth known sample {Y (r) | 1 < i <

N(r)}. µ , σ(r) will denote the mean and standard deviation, respectively, of the rth

sample. h(r) = (Ω(r),b(r), B(r), l(r), u(r), y (r)) denotes the histogram vector and its

discretization parameters for the rth sample. (µ*(r), σ*(r), K(r)) is a 3-tuple that will

denote the optimal Gaussian basis functions for the rth sample. (N, Y, ∆, Jt , σ ) are



variables denoting the current sample to be identified, and h(∆, b, B, 1, u, y ) denotes

the histogram vector for the sample to be identified.

Overview of First-Order Techniques

[0083] First-order techniques perform user identification using only the broad

statistical properties of the current sample, such as the mean and standard deviation.

Some researchers have used first-order methods with limited success (e.g. Monrose

and Rubin). They tend to work well if the known ensemble has wide separation, but

work poorly when two or more users have similar biometric signatures. Examples of

first-order techniques include µ and σ matching and Residual Sum of Squares:

µ and σMatching Method

[0084] This method matches the first two moments of the current sample with the

collection of users:

(Equation 8)

ε



r * Max

[0085] If ε is smaller than a predefined threshold, then a match is found and r* is the

identity of the current user. Otherwise, if ε is larger than the threshold, then the

current sample is rejected as unknown. This Min-Max criterion ensures that both

moments are within acceptable bounds.

Residual Sum of Squares Method

[0086] This method uses histogram matching to identify the current sample and thus

yields more accurate results than µ and σ matching, although it is more

computationally expensive. In the following, the histogram values corresponding to

the pair of keys (i,j) is denoted by a superscript, e.g., h(lj):

(Equation 9)

ε = ) σ*(r, ij) (yf )



[0087] First, the sum of the squares of the difference between the sample in question

and the value of the corresponding basis function at the midpoint of the sample is

calculated for each bucket (except the underflow and overflow buckets) and squared.

The smallest of these values, ε, is then compared to a threshold value; if ε is lower

than the threshold then the corresponding user r* is identified as the current user;

otherwise there is no viable match.

[0088] While the RSS method is more refined than the µ and σ matching method

mentioned above, it requires that the current sample be discretized in precisely the

same manner as the known ensemble. This may not be feasible when the sample in

question is too small or is matched incrementally. However, the RSS method can be

useful when used in conjunction with the Chi-Square, as discussed below.

The Chi-Square Technique

[0089] The Chi-Square technique uses probabilistic methods to identify the current

sample. It is predicated on the assumption that the observations are independent,

identically distributed random variables. If the underlying distribution is the same as

the distribution of one of the known samples, then the Chi-Square distribution derived

from these should follow the standard Chi-Square distribution.

[0090] In statistics, the Chi-Square technique has been used for hypothesis-testing of

distributions, and for evaluating pseudo-random number generators (D. E. Knuth, The

Art of Computer Programming, Vol.2, Seminumerical Algorithms, Addison-Wesley

Publishing Company, Reading, Massachusetts, 1969). One key advantage of this

technique is its ability to yield accurate results for small sample sizes.

[0091] The technique will be formally described using the following notation: L, U

will denote the smallest and largest values in the sample set ∆. V will denote number

of bins into which the interval (U - L) is divided. W will denote the bin width, where



(U - L)
W = T . Lastly, pi r represents the probability that a random drawing from the

distribution characterizing the known sample r, fµ*(r) σ*(r), would fall into the fth bin.

[0092] Computing the Chi-Square statistics for each known sample involves four

steps. First, the bin probabilities are calculated for each known sample r in the

ensemble according to the following formula:

(L + i W) (Equation 10)

P .,µ*M σ*(r) = f µ*(r),σ*(r) d x

(L + (i - l ) W)

[0093] Second, the algorithm calculates the number of observations contained in each

bin:

N1= |Ψ,| where Ψ, = {y such that y e ∆ and L + (i -I)W < y < L + (Equation 11)

iW}
Nv = |ΨV| where Ψv = {y s.t. y e ∆ and L + (V-I)W < y < L + VW}

[0094] Third, the Chi-Square statistics of the sample in question are calculated with

respect to each known sample:

(Equation 12)

1 < i < V

[0095] Finally, the value of the acceptance probability A(l) that a standard Chi-Square

distribution with V degrees of freedom can achieve the value χ2(v, µ*(r), σ*(r)) is

calculated for each sample by using a distribution table (See M. Abramowitz and LA.

Stegun, Handbook of Mathematical Functions with Formulas, Graphs, and

Mathematical Tables, Dover Publications, Inc., New York, 1970, incorporated by

reference herein). The largest of these probabilities, denoted A*, is compared to a

threshold value. IfA* is greater than the threshold, then the corresponding sample, r*,

is returned as a valid match. Acceptable threshold values can be determined

empirically, depending on the level of accuracy required; e.g. a value of A* = 0.8 will

result in a user identification whose chances of being accurate are 80%.



The ACCEPT Function

[0096] As described in the previous section, the Chi-Square approach provides more

accurate results than first-order techniques in general. However, using Chi-Square

statistics requires considerably more computation than the much simpler first-order

techniques. It is therefore efficient to first attempt to identify the current sample using

first-order techniques. If the results of this match are ambiguous, second-order

techniques can be used to obtain more accurate results. This integrated approach

combines the speed of first-order techniques with the accuracy of the Chi-Square

method.

[0097] The function ACCEPT, called by procedure

BIOMETRICJDENTIFICATION, combines first- and second-order techniques to

provide an integrated algorithm for identification. Figure 9 illustrates the high-level

structure of the ACCEPT function, and the following sample program code provides a

more detailed description of its operation:

FUNCTION ACCEPT
Inputs:

1. Θ: a supersample, containing samples ∆y to be identified
2. : the known ensemble
3 . β: the acceptance threshold for Chi-Square statistics
4. tolerance: the residue error tolerance, for first order methods

Outputs:
1. r*: the identity of the user, or 0 if the supersample is not

identifiable
2. α: a confidence metric, 0 < α < 1

BEGIN
1. Initialize:

ε := ∞ ;

L= \m\
2. Compute ensemble means and variances:

For 1 < r < L do
a. For i € T and j e F do

i . N := |∆ ij (r) |

ii. If N = 0, set p - := σ- := 0; continue

l ≤k≤N



end_for
3. Attempt first-order identification:

For 1 < r < L do
a. max_sample_error := 0
b. For i F and j e F do

i . N := I∆ I
ii. if N = 0, continue

1
m-Pij := N 2 ∆i (k)

l ≤k≤N

vi. If α > max_sample_error,
max__sample_error := α

end_for
c. if max_sample__error < tolerance then

i . ε := max__sample_error
ii. best_match := r

end if
end for

4. If a first-order match is found, return it and exit:
If ε < tolerance then

a. set confidence_metric := 1 - ε
b. return best_match and confidence_metric

end if
5. Initialize best_acceptance := 0
6. If first-order results are ambiguous, use Chi-Square technique:

For 1 ≤ r ≤ L do
a . Initialize min_acceptance_prob = ∞
b. For i e F and j F do

i . Compute the Chi-Square statistic χ2(v, µ*(r), σ*(r))

ii. Compute the acceptance probability A ,/ r)

iii. If min_acceptance_jprob > A ,j
(r) then

min_acceptance__prob = A
J
(r

end if



end for
c. if min_acceptance_prob > best_acceptance then

i . best_acceptance := min_acceptance_prob
ii. best_match := r

end_if
end for

7. If best_acceptance >= β then
a. confidence_metric := best_acceptance
b. return confidencejmetric and best_match

end for
END

END FUNCTION ACCEPT

[0098] After the initialization phase 900 (in Figure 9), the ACCEPT function

computes the means and variances of the ensemble 905, and uses these values to

attempt first-order user identification 910. If the first-order techniques are successful,

the identity of the current user is returned 920. Otherwise, the ACCEPT function

attempts to infer the identity of the current user by means of second-order techniques,

which are computationally intensive but more accurate 915. If the second-order

techniques result in an accurate identification, the identity of the current user is

returned 920. Otherwise, the ACCEPT function returns an error value, indicating that

the current user cannot be identified as a member of the set of users 925.

[0099J One implementation of the present invention uses Gaussian basis functions

and second-order statistical techniques to quickly and accurately infer the identity of

the current user of an electronic device based on keystroke inputs. The timing of the

current user's keystrokes is recorded, and for each pair of keys on the device, a

signature is generated to encode the timing information associated with the key pairs.

The signature captures peaks in the distribution of times between keystrokes for the

key pairs. Using more than one peak in the distribution, in contrast to a single mean

and deviation, leads to more reliable user identification, because a collection of peaks

is able to model complex timing information more accurately than a single-peak

approach.

[0100] After a set of signatures for multiple key pairs has been generated for the

current user, the collected set is compared to the sets of signatures of the collection of

users of the device, which are stored in a database. If the current set of signatures is

sufficiently similar to one of the sets of known signatures, the system returns the

identity of the closest matching user. If the system is unable to find a sufficiently



close match, a new set of signatures is added to the database. Initially, the matching

process uses first-order techniques to find a reliable match. If a reliable match is not

found using first-order techniques, second-order techniques (e.g. the Chi-Square

technique) are used. First-order techniques have the advantage of being

computationally faster than second-order techniques. Meanwhile, second-order

techniques can distinguish between sets of signatures that have similar first-order

statistics.

[0101] This process of user identification has a wide range of potential uses. In one

illustrative implementation, an audio/video content system has using the techniques to

improve the user's experience. The content system has a collection of content that is

searchable by text input. The collection of content has associated metadata that

characterizes the information of each content items. Thus, a user can enter a text

query to identify content items in which he or she is interested.

[0102] Using the techniques described above, the system can infer an identity of

which one of a relatively small collection of users is entering queries for content

items. The system can then track and maintain a set of the content preferences for

each of the users based on what each user selects from the search results. The system

can associate each user's viewing preferences with each user's biometric signature.

Thus, at a later time, upon inferring the identity of which user of the collection of

users is entering a query to search for content items, the identified user's preferences

are used to boost the relevance of content items that match that particular user's

preferences. Similarly targeted advertising or content recommendations can be

displayed to the user for items that match the identified user's preferences or inferred

interests based on the user's preferences.

[0103] It will be appreciated that the scope of the present invention is not limited to

the above-described embodiments, but rather is defined by the appended claims, and

these claims will encompass modifications of and improvements to what has been

described. For example, embodiments have been described in terms of inferring the

identity of a user of a device that has a telephone-style keypad. However,

embodiments of the invention can be implemented on devices having any number of

keys, and on which each key corresponds to any number of functions.

[0104] Moreover, the techniques described above can be applied not only to the

timing of pairs of keystrokes but also to other biometric measures. For example, the



identity of a user may be inferred based on the amount of time keys are depressed

before they are released, the amount of pressure the user applies to keys when typing,

or by analyzing the variability of the user's typing speed as a function of time. Also,

as mentioned above, a user's preferred typing method (e.g., "V-tap", "T-tap", etc.)

can be used as a factor in the identification process. Thus, while the description

above focuses on inferring the identity of a user based on the delay between

keystrokes, any of the ways in which users interact with an input device can serve as a

source of biometric data.

[0105] For example, the techniques apply equally to biometrics such as the angle at

which an infrared beam emitted by a remote control makes contact with the infrared

receiver (the angle being related to the height of a user and/or the manner in which the

user holds the remote control device). Similarly, the specific identity of which keys

are pressed, independent or in combination with the keystroke timing measurement,

can serve as a basis for inferring which user is interacting with the system, as some

users may prefer certain functions over others. Thus, function keys that control how

content items are presented, or how a list of content item search results are reviewed,

can provide information useful for inferring which user is interacting with the system.

What is claimed is:



CLAIMS

1. A user-interface method of selecting and presenting a collection of content

items in which the presentation is ordered at least in part based on inferring

which user of a relatively small collection of users is using an input device, the

method comprising:

providing a set of content items;

providing a set of preference information for each user of the collection of

users, each set of preference information indicating content item

preferences of a corresponding user;

providing a set of user keypress biometric models, each model representing

expected keypress activity for the corresponding user;

receiving incremental input entered by a user for incrementally identifying

desired content items, the incremental input corresponding to a sequence

of keys pressed by the user on the input device;

in response to the incremental input entered by the user, monitoring and

characterizing keypress activity to biometrically characterize the user;

analyzing the keypress activity to find the closest match to one of the keypress

biometric models;

using the closest match to infer which user of the collection of users entered

the incremental input;

selecting preference information corresponding to the inferred user;

in response to selecting the preference information and the incremental input

entered by the user, selecting and presenting a collection of content items

in an order that portrays as relatively more relevant those content items

that more closely match the set of preferences of the inferred user.

2. The method of claim 1,



wherein each user keypress biometric model at least represents an expected

delay between key presses for ordered keypress pairs for the corresponding

user;

wherein the monitoring and characterizing keypress activity includes

determining the amount of time between successive key presses and

associating times between key presses and the corresponding ordered

keypress pairs; and

wherein the analyzing the keypress activity includes analyzing the determined

times and associated ordered keypress pairs to find the closest match to

one of the keypress biometric models.

3. The method of claim 2, wherein the ordered keypress pairs include a plurality

of unique pairings of keys of the input device.

4 . The method of claim 2, wherein the expected delay between key presses for

ordered keypress pairs is represented by a set of expected delays for each keypress

pair.

5. The method of claim 2, wherein the expected delay between key presses for

ordered keypress pairs is represented by at least one discrete range.

6. The method of claim 1, wherein the analyzing the keypress activity to find the

closest match includes at least one of a first-order statistical comparison of the

keypress activity and the set of user keypress biometric models and a second-order

statistical comparison of the keypress activity and the set of user keypress biometric

models.

7. The method of claim 6, wherein the analyzing the keypress activity to find the

closest match includes a Chi-Square statistical comparison of the keypress activity

and the set of user keypress biometric models.

8. The method of claim 1, wherein the incremental input includes ambiguous

text.



9. The method of claim 1, wherein the input device is at least one of an input-

constrained and a device-constrained device.

10. The method of claim 10, wherein the input device is at least one of a television

remote control system, a telephone, a PDA, and a handheld personal computing

device.

11. The method of claim 1, wherein the content items include at least one of audio

/ video content, address book information, electronic documents, and a collection of

words.

12. The method of claim 1,

wherein each user keypress biometric model at least represents an expected

amount of time that a key is depressed for the corresponding user;

wherein the monitoring and characterizing keypress activity includes

determining the amount of time a key is depressed and associating the

times and the corresponding keys; and

wherein the analyzing the keypress activity includes analyzing the determined

times and associated keys to find the closest match to one of the keypress

biometric models.

13. The method of claim 1,

wherein the input device includes more than one input mode controlling how

incremental input is entered;

wherein each user keypress biometric model at least represents a preferred

input mode for the corresponding user;

wherein the monitoring and characterizing keypress activity includes

determining the input mode selected by the user; and

wherein the analyzing the keypress activity includes analyzing the input mode

selected by the user to find the closest match to one of the keypress

biometric models.



14. The method of claim 1,

wherein each user keypress biometric model at least represents an expected

amount of pressure applied to a key when depressed for the corresponding

user;

wherein the monitoring and characterizing keypress activity includes

determining the amount of pressure applied to a key when depressed and

associating the pressures and the corresponding keys; and

wherein the analyzing the keypress activity includes analyzing the determined

pressures and associated keys to find the closest match to one of the

keypress biometric models.

15. The method of claim 1,

wherein the input device includes a plurality of function keys controlling how

content items are presented;

wherein each user keypress biometric model at least represents preferred

function keys for the corresponding user;

wherein the monitoring and characterizing keypress activity includes

determining the function keys pressed by the user; and

wherein the analyzing the keypress activity includes analyzing the determined

function keys pressed to find the closest match to one of the keypress

biometric models.

16 . A user-interface system for selecting and presenting a collection of content

items in which the presentation is ordered at least in part based on inferring

which user of a relatively small collection of users is using an input device, the

system comprising:

a catalog of a set of content items;



a set of preference information for each user of the collection of users, each set

of preference information indicating content item preferences of a

corresponding user;

a set of user keypress biometric models, each model representing expected

keypress activity for the corresponding user;

input logic for receiving incremental input entered by a user for incrementally

identifying desired content items, the incremental input corresponding to a

sequence of keys pressed by the user on the input device;

monitoring logic responsive to the incremental input entered by the user for

monitoring and characterizing keypress activity to biometrically

characterize the user;

analyzing logic for analyzing the keypress activity to find the closest match to

one of the keypress biometric models;

inferring logic for using the closest match to infer which user of the collection

of users entered the incremental input;

selection logic for selecting preference information corresponding to the

inferred user;

search logic responsive to selecting the preference information and the

incremental input entered by the user, selecting and presenting a collection

of content items in an order that portrays as relatively more relevant those

content items that more closely match the set of preferences of the inferred

user.

17. The system of claim 16,

wherein each user keypress biometric model at least represents an expected

delay between key presses for ordered keypress pairs for the corresponding

user;



wherein the monitoring logic includes logic for determining the amount of

time between successive key presses and associating times between key

presses and the corresponding ordered keypress pairs; and

wherein the analyzing logic includes logic for analyzing the determined times

and associated ordered keypress pairs to find the closest match to one of

the keypress biometric models.

18. The system of claim 17, wherein the ordered keypress pairs include a plurality

of unique pairings of keys of the input device.

19. The system of claim 17, wherein the expected delay between key presses for

ordered keypress pairs is represented by a set of expected delays for each keypress

pair.

20. The system of claim 17, wherein the expected delay between key presses for

ordered keypress pairs is represented by at least one discrete range.

21. The system of claim 16, wherein the analyzing logic includes logic to perform

at least one of a first-order statistical comparison of the keypress activity and the set

of user keypress biometric models and a second-order statistical comparison of the

keypress activity and the set of user keypress biometric models.

22. The system of claim 21, wherein the analyzing logic includes logic to perform

a Chi-Square statistical comparison of the keypress activity and the set of user

keypress biometric models.

23. The system of claim 16, wherein the incremental input includes ambiguous

text.

24. The system of claim 16, wherein the input device is at least one of an input-

constrained and a device-constrained device.

25. The system of claim 24, wherein the input device is at least one of a television

remote control system, a telephone, a PDA, and a handheld personal computing

device.



26. The system of claim 16, wherein the content items include at least one of

audio / video content, address book information, electronic documents, and a

collection of words.

27. The system of claim 16,

wherein each user keypress biometric model at least represents an expected

amount of time that a key is depressed for the corresponding user;

wherein the monitoring logic includes logic for determining the amount of

time a key is depressed and associating the times and the corresponding

keys; and

wherein the analyzing logic includes logic for analyzing the determined times

and associated keys to find the closest match to one of the keypress

biometric models.

28. The system of claim 16,

wherein the input device includes more than one input mode controlling how

incremental input is entered;

wherein each user keypress biometric model at least represents a preferred

input mode for the corresponding user;

wherein the monitoring logic includes logic for determining the input mode

selected by the user; and

wherein the analyzing logic includes logic for analyzing the input mode

selected by the user to find the closest match to one of the keypress

biometric models.

29. The system of claim 16,

wherein each user keypress biometric model at least represents an expected

amount of pressure applied to a key when depressed for the corresponding

user;



wherein the monitoring logic includes logic for determining the amount of

pressure applied to a key when depressed and associating the pressures and

the corresponding keys; and

wherein the analyzing logic includes logic for analyzing the determined

pressures and associated keys to find the closest match to one of the

keypress biometric models.

30. The system of claim 16,

wherein the input device includes a plurality of function keys controlling how

content items are presented;

wherein each user keypress biometric model at least represents preferred

function keys for the corresponding user;

wherein the monitoring logic includes logic for determining the function keys

pressed by the user; and

wherein the analyzing logic includes logic for analyzing the determined

function keys pressed to find the closest match to one of the keypress

biometric models.
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