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DETECTING AN INACTIVE CLIENT DURING A COMMUNICATION SESSION

Field of the Invention

The present disclosure relates to the field of computers, and specifically to computer
networks. Still more particularly, the present disclosure relates to communication sessions

on computer networks.

Background of the Invention

Computers can communicate among themselves by establishing communication sessions. A
communication session is established by each computer in the session “knowing”
information about the other computers (e.g., uniform resource locator (URL) or other
address information, routing information, etc.) and about the communication session itself
(e.g., the format (e.g., Hypertext Transfer Protocol — HTTP, etc.). In a non-persistent
session, such as an HTTP transient session, a new communication session is opened for
every request/response pair made between two computers. In a persistent session, such as an
HTTP keep-alive session, the communication session remains open during multiple

requests/responses between the two computers.

Summary of the Invention

A persistent communication session is established between a first device and a second
device. A message is transmitted from the first device to the second device. In response to
the second device failing to actively respond to the message, the first device terminates the
persistent communication session with the second device.

Brief Description of the Drawings

Preferred embodiments of the present invention will now be described, by way of example

only, with reference to the following drawings in which:



10

15

20

25

30

WO 2010/139581 PCT/EP2010/057238

FIG. 1a depicts an exemplary computer in which embodiments of the present
invention may be implemented;

FIG. 1b illustrates an exemplary relationship between a server and clients during
a communication s¢ssion;

FIG. 2 is a high-level flow-chart of one or more exemplary steps taken by a
processor to close a communication session between two computers; and

FIG. 3 is a ladder chart of exemplary steps executed by a server to utilize a
publish/subscribe (pub/sub) service to determine that a communication session with a client

device needs to be closed.

Detailed Description of the Preferred Embodiments

As will be appreciated by one skilled in the art, the present invention may be embodied as a
system, method, or computer program product. Accordingly, embodiments of the present
invention may take the form of an entirely hardware embodiment, an entirely software
embodiment (including firmware, resident software, micro-code, etc.) or an embodiment
combining software and hardware aspects that may all generally be referred to herein as a
"circuit," "module” or "system." Furthermore, embodiments of the present invention may
take the form of a computer program product embodied in any tangible medium of

expression having computer-usable program code embodied in the medium.

Any combination of one or more computer usable or computer readable medium(s) may be
utilized. The computer-usable or computer-readable medium may be, for example but not
limited to, an electronic, magnetic, optical, electromagnetic, infrared, or semiconductor
system, apparatus, device, or propagation medium. More specific examples (a non-
exhaustive list) of the computer-readable medium would include the following: an electrical
connection having one or more wires, a portable computer diskette, a hard disk, a random
access memory (RAM), a read-only memory (ROM), an erasable programmable read-only
memory (EPROM or Flash memory), an optical fiber, a portable compact disc read-only
memory (CD-ROM), an optical storage device, a transmission media such as those
supporting the Internet or an intranet, or a magnetic storage device. Note that the computer-

usable or computer-readable medium could even be paper or another suitable medium upon
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which the program is printed, as the program can be electronically captured, via, for
instance, optical scanning of the paper or other medium, then compiled, interpreted, or
otherwise processed in a suitable manner, if necessary, and then stored in a computer
memory. In the context of this document, a computer-usable or computer-readable medium
may be any medium that can contain, store, communicate, propagate, or transport the
program for use by or in connection with the instruction execution system, apparatus, or
device. The computer-usable medium may include a propagated data signal with the
computer-usable program code embodied therewith, either in baseband or as part of a carrier
wave. The computer usable program code may be transmitted using any appropriate

medium, including but not limited to wireless, wireline, optical fiber cable, RF, etc.

Computer program code for carrying out operations of embodiments of the present invention
may be written in any combination of one or more programming languages, including an
object oriented programming language such as Java (JAVA is a registered trademark of Sun
Microsystems, Inc. in the United States and other countries), Smalltalk, C++ or the like and
conventional procedural programming languages, such as the "C" programming language or
similar programming languages. The program code may execute entirely on the user's
computer, partly on the user's computer, as a stand-alone software package, partly on the
user's computer and partly on a remote computer or entirely on the remote computer or
server. In the latter scenario, the remote computer may be connected to the user's computer
through any type of network, including a local area network (LAN) or a wide area network
(WAN), or the connection may be made to an external computer (for example, through the

Internet using an Internet Service Provider).

Embodiments of the present invention are described below with reference to flowchart
illustrations and/or block diagrams of methods, apparatus (systems) and computer program
products according to embodiments of the invention. It will be understood that each block
of the flowchart illustrations and/or block diagrams, and combinations of blocks in the
flowchart illustrations and/or block diagrams, can be implemented by computer program
instructions. These computer program instructions may be provided to a processor of a
general purpose computer, special purpose computer, or other programmable data processing

apparatus to produce a machine, such that the instructions, which execute via the processor
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of the computer or other programmable data processing apparatus, create means for
implementing the functions/acts specified in the flowchart and/or block diagram block or

blocks.

These computer program instructions may also be stored in a computer-readable medium
that can direct a computer or other programmable data processing apparatus to function in a
particular manner, such that the instructions stored in the computer-readable medium
produce an article of manufacture including instruction means which implement the

function/act specified in the flowchart and/or block diagram block or blocks.

The computer program instructions may also be loaded onto a computer or other
programmable data processing apparatus to cause a series of operational steps to be
performed on the computer or other programmable apparatus to produce a computer
implemented process such that the instructions which execute on the computer or other
programmable apparatus provide processes for implementing the functions/acts specified in

the flowchart and/or block diagram block or blocks.

With reference now to the figures, and in particular to FIG. 1a, there is depicted a block
diagram of an exemplary server 102, which may be utilized by embodiments of the present
invention. Note that some or all of the exemplary architecture, including both depicted
hardware and software, shown for and within server 102 may be utilized by an SCP
deploying server 150, a client device 152, an intermediary device 154, other computers 156,

as well as client devices 160a-c and/or pub/sub server 164 shown in FIG. 1b.

Server 102 includes a processor unit 104 that is coupled to a system bus 106. Processor unit
104 may utilize one or more processors, each of which has one or more processor cores. A
video adapter 108, which drives/supports a display 110, is also coupled to system bus 106.
In one embodiment, a switch 107 couples the video adapter 108 to the system bus 106.
Alternatively, the switch 107 may couple the video adapter 108 to the display 110. In either
embodiment, the switch 107 is a switch, preferably mechanical, that allows the display 110

to be coupled to the system bus 106, and thus to be functional only upon execution of
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instructions (e.g., session control program - SCP 148 described below) that support the

processes described herein.

System bus 106 is coupled via a bus bridge 112 to an Input/Output (I/O) bus 114. An I/O
interface 116 is coupled to 1/0 bus 114. 1/0 interface 116 affords communication with
various I/O devices, including a keyboard 118, a mouse 120, a media tray 122 (which may
include storage devices such as CD-ROM drives, multi-media interfaces, etc.), a printer 124,
and (if a VHDL chip 137 is not utilized in a manner described below), external USB port(s)
126. While the format of the ports connected to I/O interface 116 may be any known to
those skilled in the art of content server architecture, in a preferred embodiment some or all

of these ports are universal serial bus (USB) ports.

As depicted, server 102 is able to communicate with a SCP deploying server 150 and a client
device 152 via network 128 using a network interface 130. Network 128 may be an external
network such as the Internet, or an internal network such as an Ethernet or a virtual private
network (VPN). Server 102 is also able to communicate with at least one client device 152,
either directly or via an intermediary device 154, such as a router, an internet service

provider (ISP) server, etc.

A hard drive interface 132 is also coupled to system bus 106. Hard drive interface 132
interfaces with a hard drive 134. In a preferred embodiment, hard drive 134 populates a
system memory 136, which is also coupled to system bus 106. System memory is defined as
a lowest level of volatile memory in server 102. This volatile memory includes additional
higher levels of volatile memory (not shown), including, but not limited to, cache memory,
registers and buffers. Data that populates system memory 136 includes server 102’°s

operating system (OS) 138 and application programs 144.

OS 138 includes a shell 140, for providing transparent user access to resources such as
application programs 144. Generally, shell 140 is a program that provides an interpreter and
an interface between the user and the operating system. More specifically, shell 140
executes commands that are entered into a command line user interface or from a file. Thus,

shell 140, also called a command processor, is generally the highest level of the operating
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system software hierarchy and serves as a command interpreter. The shell provides a system
prompt, interprets commands entered by keyboard, mouse, or other user input media, and
sends the interpreted command(s) to the lower levels of the operating system (e.g., a kernel
142) for processing. Note that while shell 140 is a text-based, line-oriented user interface,
embodiments of the present invention will equally well support other user interface modes,

such as graphical, voice, gestural, etc.

As depicted, OS 138 also includes kernel 142, which includes lower levels of functionality
for OS 138, including providing essential services required by other parts of OS 138 and
application programs 144, including memory management, process and task management,

disk management, and mouse and keyboard management.

Application programs 144 include a renderer, shown in exemplary manner as a browser 146.
Browser 146 includes program modules and instructions enabling a world wide web
(WWW) client (i.e., server 102) to send and receive network messages to the Internet using
hypertext transfer protocol (HTTP) messaging, thus enabling communication with SCP

deploying server 150 and other described content server systems.

Application programs 144 in server 102’s system memory (as well as SCP deploying server
150’s system memory) also include a content transfer management program (SCP) 148.
SCP 148 includes code for implementing the processes described below, including those
described in FIGs. 2-3. In one embodiment, server 102 is able to download SCP 148 from
SCP deploying server 150, including in an on-demand basis. Note further that, in one
embodiment of the present invention, SCP deploying server 150 performs all of the
functions associated with embodiments of the present invention (including execution of SCP
148), thus freeing server 102 from having to use its own internal computing resources to

execute SCP 148.

Also stored in system memory 136 is a VHDL (VHSIC hardware description language)
program 139. VHDL is an exemplary design-entry language for field programmable gate

arrays (FPGAs), application specific integrated circuits (ASICs), and other similar electronic
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devices. In one embodiment, execution of instructions from SCP 148 causes VHDL

program 139 to configure VHDL chip 137, which may be an FPGA, ASIC, etc.

In another embodiment of the present invention, execution of instructions from SCP 148
results in a utilization of VHDL program 139 to program a VHDL emulation chip 151.
VHDL emulation chip 151 may incorporate a similar architecture as described above for
VHDL chip 137. Once SCP 148 and VHDL program 139 program VHDL emulation chip
151, VHDL emulation chip 151 performs, as hardware, some or all functions described by
one or more executions of some or all of the instructions found in SCP 148. That is, the
VHDL emulation chip 151 is a hardware emulation of some or all of the software
instructions found in SCP 148. In one embodiment, VHDL emulation chip 151 is a
programmable read only memory (PROM) that, once burned in accordance with instructions
from SCP 148 and VHDL program 139, is permanently transformed into a new circuitry that

performs the functions needed to perform the process described below in FIGs. 2-3.

Note that the hardware and software described in FIG. 1a may be specifically used in one
embodiment of a system that implements embodiments of the present invention. For
example, when utilized in conjunction with SCP 148 by server 102, a combination of
processor 104 and network interface 130 may function as a suitably configured hardware
device for controlling a persistent communication session by establishing a persistent
communication session with a browser on a client device, wherein the persistent
communication session initially remains open even if the browser on the client device is
subsequently closed; transmitting a message to the client device; and in response to the client
device failing to actively respond to the message, terminating the persistent communication

session with the client device.

Note that the hardware described as exemplary logic for the functions described above are
merely exemplary, and other hardware/software shown in FIG. 1a may be utilized to
provide the same described and other logic necessary to perform the processes described

herein.
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Referring now to FIG. 1b, a high-level overview of a relationship between server 102 and
client devices 160a-c (where “c” is an integer) is presented. Client devices 160a-¢ represent
exemplary multiple embodiments of client device 152 shown in FIG. 1a. Depicted within
server 102 is a server state cache 158. Within server state cache 158 is stored a table 162 of
client devices that are assumed to be involved in a current communication session with
server 102. That is, even though the communication session between server 102 and one or
more of the client devices 160a-¢ may be transient (wherein the underlying TCP/IP
connection is not persistent and must be renewed for every packet transmitted), the server
102 still has all state data needed (i.c., client identifiers, routing information, addresses, etc.)
to continue with the communication session. However, one or more of the client devices
160a-c may actually have been turned off, or at least their browser closed. In that scenario,
server 102 does not know that one or more of the client devices 160a-c¢ are no longer viable
session parties. Thus, using methodology described below, server 102 will periodically
interrogate the client devices 160a-c to determine which, if any of these devices, needs to be
removed from table 162, and thus no longer be available to the current communication

session.

In one embodiment of the present invention, a publish/subscribe (pub/sub) server 164 is
utilized to maintain a persistent stateful connection between server 102 and client devices

160a-c in a manner described below.

With reference now to FIG. 2, a high-level flow-chart of exemplary steps taken to control
and terminate a communication session between a first device (e.g., a server) and a second
device (e.g., a client device) is presented. After initiator block 202 which may be prompted
by a client device requesting that a communication session be established with a server, the
server establishes that communication session (block 204). Note that in one embodiment,
the persistent communication session is a non-persistent connection. That is, each
communication between server 102 and one or more of the client devices 160a-c¢ shown in
FIG. 1b must be restored in a TCP/IP session, but while using the state information from the
server state cache 158 shown in FIG. 1b. In another embodiment, this session is actually a
persistent session, using a persistent connection as defined and supported by the protocol

established by HTTP/1.1. Such a persistent connection is maintained between the pub/sub
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server 164 and the server 102 and client devices 160a-c. If utilizing HTTP/1.1 or similar
protocols, this persistent communication session allows the client device and the server to
exchange multiple messages (e.g., over a transfer control protocol — TCP transport layer)
without having to re-establish the session for each message or message pair. However, in
either scenario (persistent or non-persistent session), the semi-permanent nature of the
persistent communication session results in the server “thinking” that the client device is still
active (is on-line; and/or is receiving messages; and/or is physically turned on; and/or is still
running a browser; etc.) even if it is not. Thus, the server does not “know” if the client

device is still participating in the present communication session.

As shown in query block 206, if the client device has not communicated with the server
during some period of time, then a query is made as to whether the communication session
has timed out (query block 208). If so, then the server closes the communication session
(block 214), and the process ends (terminator block 216). Note that, as suggested by query
block 208, a communication session may be automatically timed out after some period of
time. However, before that period of time elapses, the communication session remains
active. Therefore, during this time period the client device may terminate the session by
closing its browser, being turned off, etc. In this scenario, the session is closed, but the
server still keeps state data about the client stored in its server state cache (e.g., the client’s
identification and other session state information is still stored within the server state cache
158 shown in FIG. 1b). Thus, without taking the following steps, server state cache 156

would be overpopulated, if not actually polluted, with client information.

Returning to query block 206, if the predetermined period of time has not elapsed, then the
server transmits a message to the client device (block 210). This message may take on
multiple forms and formats. However, the purpose of the message in accordance with one
embodiment of the present invention is to determine whether the client device is still active.
Therefore, the content (e.g., payload) of the message may be insignificant compared to how
(or if) the client device responds to the message. Thus, a query is made as to whether the
client device responded with a valid response (query block 212). This “valid response” is a
logical response to a message, rather than an error message or some illogical response. For

example, if the message is “Are you active?”, then a valid response would be “Yes, I am still
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active.” while an invalid response would be gibberish (e.g., “Three o’clock™) or an error
message. This error message can be generated in several ways, including, but not limited to,
those now described for exemplary purposes. For example, in one embodiment, the error
message is generated by the server in reaction to no valid response being returned from the
client device within some period of time (e.g., three seconds). In another embodiment, the
error message is generated by an interim device (e.g., intermediary device 154 shown in
FIG. 1a), located between the client device and the server, determining that the client device
is not on line. This interim transmission device may be, for example, a network server, an
internet service provider (ISP) server, a router, etc. In another embodiment in which the
persistent communication session is between the server and a browser on the client device,
the client device itself may generate the error message in response to determining that its
browser has been turned off. In another embodiment, the client device may generate the
error message in response to determining that a necessary application for handling the

message has been closed.

If a valid response is not returned from the client device within some predetermined amount
of time (query block 212), then the server assumes that the client device is no longer active
and closes the persistent communication session (block 214), thus ending the process

(terminator block 216).

Note that in one embodiment, when the server closes the communication session with a
browser-based client device (block 214), the server can also close any other browser-based
communication sessions that the client device may have with other computers (e.g., other
computers 156 shown in FIG. 1a). This can be accomplished by the server broadcasting a
message to the other computers or intermediary devices (e.g., intermediary device 154
shown in FIG. 1a), wherein the broadcast message lets these other computers know that the

client device (e.g., client device 152 shown in FIG. 1a) is no longer active and/or on line.

Referring now to FIG. 3, a ladder chart of exemplary steps taken when implementing
embodiments of the present invention with a publish/subscribe (pub/sub) server is presented.
A pub/sub system allows a client to subscribe (sub) to content in a class. Whenever the

pub/sub server obtains new content for that class from a publisher (a pub server), that class is
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updated in the pub/sub server. The client device (subscriber) pulls the content from the
pub/sub server whenever it so desires. Thus, the actual publishers (pub servers) are typically
ignorant about who is subscribing to their content. Content is sent from the pub/sub server
in response to a request from the client device (i.c., the client device “pulls” the content out
of the pub/sub server). By utilizing a pub/sub system with embodiments of the present
invention, a stateful session can be maintained between server 102 and client devices 160a-c
Thus, as shown in FIG. 3, the pub/sub system 300 comprises a client “A” (302) and a
pub/sub server 304, which receives content from a publisher 306. As shown in block 308,
Client “A” logs into pub/sub server 304, which then establishes a persistent communication
session with client “A” (block 310). As shown in block 312, Client “A” initializes the
pub/sub server to establish a relationship between the client “A” and the pub/sub server 304,
and then Client “A” subscribes to certain topics (classes) supported and supplied by pub/sub

server 304, as shown in block 314.

Referring to block 316, the pub/sub server 304 periodically checks to see if Client “A” has
requested content from one or more of the topic classes found in the pub/sub server 304.
That is, if some specific time limit has elapsed since Client “A” has last pulled content off
the pub/sub server 304, then the pub/sub server 304 will determine if a subsequent query has
been made. If not, then the pub/sub server 304 will update any topics necessary (block 318)
and will send the published material to Client “A”. Client “A” will then acknowledge that it
received the published material (block 320), thus indicating to the pub/sub server 304 that

the session needs to be kept open.

After some specific time elapses since the last request from the client device for published
information (block 322), the pub/sub server 304 again checks to see if Client “A” has
subsequently requested any new information (block 324). If not, then the pub/sub server 304
“pushes” the published content onto Client “A” (block 326). Thus, in block 326 the pub/sub
server 304 takes over the responsibility of initiating the content, which previously was the
responsibility of Client “A”. If Client “A” does not appropriately respond (e.g., with a
“published content received” message to the pub/sub server 304), then the pub/sub server

304 concludes that Client “A” is no longer participating in the session (e.g., Client “A” is
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turned off, has turned off its browser, has closed its pub/sub application, etc.), and the

session is terminated by the pub/sub server 304.

The flowchart and block diagrams in the figures illustrate the architecture, functionality, and
operation of possible implementations of systems, methods and computer program products
according to various embodiments of the present disclosure. In this regard, each block in the
flowchart or block diagrams may represent a module, segment, or portion of code, which
comprises one or more executable instructions for implementing the specified logical
function(s). It should also be noted that, in some alternative implementations, the functions
noted in the block may occur out of the order noted in the figures. For example, two blocks
shown in succession may, in fact, be executed substantially concurrently, or the blocks may
sometimes be executed in the reverse order, depending upon the functionality involved. It
will also be noted that each block of the block diagrams and/or flowchart illustration, and
combinations of blocks in the block diagrams and/or flowchart illustration, can be
implemented by special purpose hardware-based systems that perform the specified

functions or acts, or combinations of special purpose hardware and computer instructions.

The terminology used herein is for the purpose of describing particular embodiments only
and is not intended to be limiting of the invention. As used herein, the singular forms “a”,
“an” and “the” are intended to include the plural forms as well, unless the context clearly
indicates otherwise. It will be further understood that the terms “comprises” and/or
“comprising,” when used in this specification, specify the presence of stated features,
integers, steps, operations, elements, and/or components, but do not preclude the presence or
addition of one or more other features, integers, steps, operations, elements, components,

and/or groups thereof.

The corresponding structures, materials, acts, and equivalents of all means or step plus
function elements in the claims below are intended to include any structure, material, or act
for performing the function in combination with other claimed elements as specifically
claimed. The description of various embodiments of the present invention has been
presented for purposes of illustration and description, but is not intended to be exhaustive or

limited to the invention in the form disclosed. Many modifications and variations will be
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apparent to those of ordinary skill in the art without departing from the scope of the
invention as defined in the claims. The embodiments were chosen and described in order to
best explain the principles and the practical application, and to enable others of ordinary skill
in the art to understand the ideas disclosed herein for various embodiments with various

modifications as are suited to the particular use contemplated.

Note further that any methods described in the present disclosure may be implemented
through the use of a VHDL (VHSIC Hardware Description Language) program and a VHDL
chip. VHDL is an exemplary design-entry language for Field Programmable Gate Arrays
(FPGAs), Application Specific Integrated Circuits (ASICs), and other similar electronic
devices. Thus, any software-implemented method described herein may be emulated by a

hardware-based VHDL program, which is then applied to a VHDL chip, such as a FPGA.

Having thus described embodiments of the invention of the present application in detail and
by reference to illustrative embodiments thereof, it will be apparent that modifications and
variations are possible without departing from the scope of the invention defined in the

appended claims.
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CLAIMS

1. A method comprising:

establishing, by a first device, a communication session between the first device and
a browser on a second device, wherein the communication session initially remains open on
a first device-side even if the browser on the second device is subsequently closed;

transmitting a message from the first device to the second device; and

in response to the second device failing to actively respond to the message from the
first device, terminating, by the first device, the communication session between the first

device and the second device.

2. The method of claim 1, wherein the first device is a server, and wherein the second

device is a client device.

3. The method of claim 2, further comprising:

in response to the client device failing to actively respond to the message from the
first device and returning an error message to the server, removing an identifier of the client
device from a server state cache in the server, wherein removal of the identifier of the client

device terminates the communication session between the server and the client device.

4. The method of claim 3, wherein the error message prompts the server to terminate
other browser-based communication sessions between the client device and a set of other

computers, wherein the set of other computers excludes the server.

5. The method of claim 2, wherein the client device failing to actively respond to the
message results in an error message being generated by the server, and wherein the error
message prompts the server to terminate the communication session between the client

device and the server.

6. The method of claim 5, wherein the error message prompts the server to terminate
other browser-based communication sessions between the client device and a set of other

computers, wherein the set of other computers excludes the server.
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7. The method of claim 1, wherein the first device is a publish/subscribe (pub/sub)
server that maintains a persistent communication session between the first device and the
second device, wherein the persistent communication session remains open while multiple

messages are exchanged between the first device and the second device.

8. The method of claim 7, wherein the message from the pub/sub server is a publish

response to a subscription that was established by the client device.

9. The method of claim 7, wherein the message from the pub/sub server is prompted by
a specific time limit elapsing since the client device responded to a publish message from the

pub/sub server.

10. A computer program product for controlling a communication session, said computer
program product comprising:

a computer usable medium having computer usable program code embodied
therewith, said computer usable program code comprising:

computer usable program code configured to establish a communication session
between a first device and a second device, wherein the communication session initially
remains open even if the second device is subsequently disabled;

computer usable program code configured to transmit a message from the first device
to the second device; and

computer usable program code configured to, in response to the second device failing
to actively respond to the message from the first device, terminate the communication

session between the first device and the second device.

11.  The computer program product of claim 10, wherein the first device is a server, and

wherein the second device is a client device.

12. The computer program product of claim 11, wherein the client device failing to
actively respond to the message results in an error message being sent from the client device
to the server, and wherein the error message prompts the server to terminate the

communication session between the client device and the server.
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13. The computer program product of claim 12, wherein the error message prompts the
server to terminate other communication sessions between the client device and a set of

other computers, wherein the set of other computers excludes the server.

14.  The computer program product of claim 11, wherein the client device failing to
actively respond to the message results in an error message being generated by the server,
and wherein the error message prompts the server to terminate the communication session

between the client device and the server.

15.  The computer program product of claim 10, wherein the computer usable medium is
executed on a session server, and wherein the computer usable program code is delivered to

the session server from a software deploying server in an on-demand basis.

16. A system comprising:

a suitably configured hardware device for controlling a communication session by:

establishing a communication session with a browser on a client device, wherein the
communication session initially remains open even if the browser on the client device is
subsequently closed;

transmitting a message to the client device; and

in response to the client device failing to actively respond to the message,

terminating the communication session with the client device.

17. The system of claim 16, wherein the communication session is between the client

device and a server.

18. The system of claim 17, wherein the client device failing to actively respond to the
message results in an error message being sent from the client device to the server, and
wherein the error message prompts the server to terminate the communication session

between the client device and the server.
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19.  The system of claim 18, wherein the error message prompts the server to terminate
other browser-based communication sessions between the client device and a set of other

computers, wherein the set of other computers excludes the server.

20.  The system of claim 17, wherein the client device failing to actively respond to the
message results in an error message being generated by the server, and wherein the error

message prompts the server to terminate the communication session between the client

device and the server.
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