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METHODS AND SYSTEMSTOIMPLEMENT 
A PHYSICAL DEVICE TO DIFFERENTATE 
AMONGST MULTIPLE VIRTUAL MACHINES 

OFA HOST COMPUTER SYSTEM 

CROSS REFERENCE 

This application claims the benefit of U.S. Provisional 
Patent Application No. 61/358,671, filed Jun. 25, 2010, titled 
“Wireless Virtualization.” which is incorporated herein by 
reference in its entirety. 

BACKGROUND 

A computer system may include a virtual machine monitor 
(VMM) to host one or more guest operating systems. 
The VMM may arbitrate access to resources of the com 

puter system amongst the guest operating systems. The VMM 
may present a virtual interface or an abstraction of the 
resources to the guest operating systems. A guest operating 
system and corresponding virtualized resources and inter 
faces are referred to herein as a virtual machine (VM). 
AVMM may provide an isolated and secure environment 

for a VM. 
AVMM may be implemented in software or with a com 

bination of hardware and software. 
A physical resource may include one or more configurable 

functions. For example, a wireless network interface control 
ler (NIC) may be configurable with respect to device initial 
ization, network scanning, network access point selection, 
channel selection, connection establishment, handover man 
agement, security, and power control. 

Techniques have been developed to virtualize wired NICs, 
including software-based VMMs and NIC hardware virtual 
ization support based on a single root I/O virtualization (SR 
IOV) specification (V1.0), promulgated by the Peripheral 
Component Interconnect Special Interest Group (PCI-SIG). 
A software-based VMMapproach may shield configurable 

device features from VMs. 
An SR-IOV approach may improve NIC performance but 

will add hardware complexity and cost. 

BRIEF DESCRIPTION OF THE 
DRAWINGS/FIGURES 

FIG. 1 is a block diagram of computer platform including 
a computer system, a configurable physical resource or 
device, and a virtualization augmentation system to permit 
each of a plurality of virtual machines to configure and access 
the physical device. 

FIG. 2 is a conceptual block diagram of the virtualization 
augmentation (VA) system. 

FIG. 3 is a block diagram of the computer platform, 
wherein the physical device includes a virtualization-aug 
mented wireless network interface controller (NIC). 

FIG. 4 is a block diagram of the computer platform, as 
presented in FIG. 3, wherein the VA system is configured to 
associate VM identifiers with messages and controls passed 
between the VMM and the physical device. 

FIG. 5 is a flowchart of a method of interfacing between a 
physical device and a plurality of VMs. 

FIG. 6 is a block diagram of a wireless NIC, reconfigurable 
for multiple VMs, and configured to differentiate amongst 
VMs with respect to configuration controls and data traffic to 
and from the VMs. 

FIG. 7 is a flowchart of a method of controlling a wireless 
NIC to operate with respect to multiple VMs, including dif 
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2 
ferentiating amongst the VMS with respect to configuration 
controls and data traffic to and from the VMs. 

FIG. 8 is a flowchart of a method of differentiating VMs 
with respect to configuration controls and received packets. 

FIG. 9 is a flowchart of a method of associating VM 
specific identifiers with packets received from one or more 
access points, and with transmit packets received from a 
VMM. 

FIG. 10 is a block diagram of the computer platform of 
FIG. 1, including example features of the computer system. 

FIG. 11 is another block diagram of the computer platform 
of FIG. 1, including example features of the physical device. 

In the drawings, the leftmost digit(s) of a reference number 
identifies the drawing in which the reference number first 
appears. 

DETAILED DESCRIPTION 

Disclosed herein are methods and systems to permit each 
of a plurality of virtual machines (VMs) to separately config 
ure and access a physical resource or device, and methods and 
systems to implement the physical device to differentiate 
amongst multiple VMs of a host computer system. 

FIG. 1 is a block diagram of computer platform 100 includ 
ing a computer system 102, a configurable physical resource 
or device 104, and a virtualization augmentation (VA) system 
118 to permit each of a plurality of virtual machines of com 
puter system 102 to configure and access physical device 104. 

Physical device 104 may include a device controller 106 to 
configure one or more functions or features of physical device 
104. 

Physical device 104 may include one or more of a variety of 
types of physical devices or resources. For example, physical 
device 104 may include a wireless transceiver, and device 
controller 106 may include a wireless network interface con 
troller (NIC). Physical device 104 and device controller 106 
are not, however, limited to a wireless NIC. 
Computer system 102 may include one or more processors 

108 to provide a processor execution environment, referred to 
hereinas a host environment 110. Host environment 110 may 
include a virtual machine monitor (VMM) 112 to host one or 
more virtual machines (VMs) 114-1 through 114-n. 

Device controller 106 may include another processor, 
which may include a microcontroller, to execute instructions 
or logic, which may be provisioned in firmware. 

Host environment 110 may include a host device driver 116 
to interface between computer system 102 and physical 
device 104. Host device driver 116 may execute on processor 
108 outside of VMM 112. 
VA system 118 may be configured to permit each of VMs 

114-1 through 114-in to separately configure and access 
physical device 104. 
VMs 114 may each include an instance of a device driver 

120, to expose controllable functions of the physical device 
within each of VMs 114-1 through 114-in. Device driver 120 
may be designed specifically for physical device 104 and/or 
device controller 106, and may be provided by a manufacturer 
of physical device 104 and/or device controller 106. Device 
driver 120 may be referred to herein as a native device driver. 
VA system 118, or portions thereof, may be implemented 

within device controller 106 and/or within computer system 
102. Within computer system 102, one or more portions of VA 
system 118 may be implemented within VMM 112 and/or 
outside of VMM 112, such as within host device driver 116. 
Where a portion of VA system 118 is implemented within 

device controller 106, device controller 106 may be referred 
to herein as a virtualization-augmented device controller. 
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Where a portion of I/O interface system 112 is imple 
mented within host device driver 116, host device driver 116 
may be referred to herein as a virtualization-augmented host 
device driver. 

FIG. 2 is a conceptual block diagram of virtualization 
augmentation system 118, including a unified control engine 
202 to manage commands and/or data sent from VMs 114-1 
through 114-n to physical device 104 (FIG. 1). Unified con 
trol engine 202 may provide a unified control interface to 
physical device 104. For example, unified control engine 202 
may be configured to synthesize control and/or configuration 
commands from VMs 114-1 through 114-n, such as to select 
and/or disregard control and/or configuration commands 
from different ones of VMs 114-1 through 114-n, which may 
be based priority, nature of commands, potential conflicts, 
and/or other factors. 

Unified control engine 202 may be configured to maintain 
VM-specific parameters 204 for each of VMs 114-1 through 
114-n, and to selectively apply VM-specific parameters 204 
to physical device 104. Selective application of VM-specific 
parameters 204 is functionally illustrated in FIG. 2 with a 
multiplexer 206. 

Parameters 204 may include one or more of device con 
figuration parameters and/or connection information. Types 
of device configuration parameters and connection informa 
tion may vary by physical device type. 
Where physical device 104 includes a wireless NIC, for 

example, configuration parameters may relate to one or more 
of: 

device initialization; 
network scanning; 
network/access point selection: 
channel selection; 
connection establishment; 
handover management; 
network synchronization; 
data rate selection; 
security/encryption; and 
power control. 
Alternatively, or additionally, a wireless NIC may be con 

figurable with respect to one or more of: 
authentication; 
bandwidth 
management; 
access control/priority; 
Sub-net roaming: 
buffering: 
request-to-send and clear-to-send (RTS/CTS); and 
Quality-of-Service (QoS) (e.g., bandwidth management 

based on user profiles, such as access priorities). 
The example configuration parameters listed above are 

provided for illustrative purposes, and is not exhaustive. 
Methods and systems disclosed herein are not limited to the 
example listing of controllable features above. 

Regarding connection information, where physical device 
104 includes a wireless NIC, connection information may 
include, for example, access point MAC address, VM-spe 
cific MAC address, data rates Supported by the access point, 
channel that the access point operates on, and/or security keys 
specific to a connection or session. 

Connection information may also include state informa 
tion. Where physical device 104 includes a wireless trans 
ceiver, state information may include, for example, an asso 
ciation state and/or a state of a rate scaling algorithm. 

Connection information associated with a particular VM 
connection may be stored and/or updated when access to 
physical device 104 is transferred from the VM to another 
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4 
VM. The connection information may be re-applied when the 
VM later accesses physical device 104. 

Control module 202 may be configured to coordinate trans 
mit and receive messages between VMs 114 and physical 
device 104, and to permit each of VMs 114-1 through 114-n 
to separately access physical device 104 based on corre 
sponding VM-specific parameters 204. Control module 202 
may be configured to permit VMs 114-1 through 114-in to 
separately access physical device 104 in a time-multiplexed 
fashion. 

Control module 202, or portions thereof, may be imple 
mented within host device driver 116 (FIG. 1), and/or within 
device controller 106 (FIG. 1), such as with firmware embed 
ded instructions or logic to execute on a microcontroller. 

FIG. 3 is a block diagram of computer system 102 and 
physical device 104, wherein physical device 104 includes a 
virtualization-augmented wireless NIC 304, computer sys 
tem 102 includes a virtualization-augmented host wireless 
NIC driver 312, and VA system 118 is illustrated as imple 
mented across NIC 304, host wireless NIC driver 312, and 
VMM 112. 

Wireless NIC 304 may include a medium access controller 
(MAC)306, and a physical layer portion or device (PHY) 308 
to interface between MAC 306 and a wireless transceiver. 
MAC 306 may be reconfigurable to present a virtual instance 
of MAC 306 to each of VMs 114-1 through 114-n, illustrated 
here as virtual MACs 307-1 through 307-n, each of which 
may be defined by corresponding VM-specific device param 
eters 204 (FIG. 2). 
VMs 114-1 through 114-n may include corresponding 

native wireless NIC drivers 320-1 through 320-n. 
Host wireless NIC driver 312 may provide an interface 

between MAC 306 and VMM 112, illustrated here as a radio 
314. Host wireless NIC driver 312 may be configured to 
present a virtual instance of radio 314 for each of VMs 114-1 
through 114-in, illustrated here as virtual radios 316-1 through 
316-in, which may be defined by corresponding VM-specific 
configuration and context parameters. 

Host wireless NIC driver 312 may include a control mod 
ule 320, which may execute on processor 108, outside of 
VMM 112. Control module 320 may be configured to con 
solidate device configuration controls from VMs 114-1 
through 114-in to present a unified control interface to wire 
less NIC 304. 
VMM 112 may include a device model corresponding to 

wireless NIC 304, and may be configured to expose virtual 
instances of the device model to wireless NIC drivers 320-1 
through 320-n, illustrated here as device models 318-1 
through 318-n. The device model may include emulated 
peripheral component interconnect (PCI) functions. 

Wireless NIC device drivers 320, device models 318, and 
host wireless NIC driver 312 may be configured to permit 
VMs 114 to access all or a subset of configurable functions of 
physical device 104. 

FIG. 4 is a block diagram of computer system 102 and 
physical device 104, as presented in FIG. 3, wherein VA 
system 118 is configured to associate VM-specific identifiers 
with messages and controls passed amongst VMM 112, host 
wireless NIC driver 312, and wireless NIC 304. This is 
referred to herein as tagging messages with VM-specific 
identifiers. 

In FIG. 4, wireless NIC 304 includes a virtual radio iden 
tifier, or VRID tag module 402, and host wireless NIC driver 
312 includes aVRID tag module 404.VRID tag modules 402 
and 404 are each configured to tag messages and controls 305 
sent between wireless NIC 304 and host wireless NIC driver 
312 with appropriate VM-specific VRID tags. 



US 8,392.625 B2 
5 

MAC 306 is further configured to process messages 
received from host wireless NIC driver 312 with selected ones 
of virtual MACs 307-1 through 307-n, based on the associ 
ated VRID tags. 

Similarly, host wireless NIC driver 312 is further config- 5 
ured to process messages received from wireless NIC 304 
with selected ones of virtual radios 316-1 through 316-in, 
based on the associated VRID tags. 

Host wireless NIC driver 312 further includes aVM ID tag 
module 406, and VMM 112 includes a VM ID tag module 10 
408. VMID tag modules 406 and 408 are each configured to 
tag messages and controls sent between host wireless NIC 
driver 312 and VMM 112 with appropriate VM ID tags. 

Host wireless NIC driver 312 is further configured to pass 
messages received from VMM 112 through selected ones of 15 
virtual radios 316-1 through 316-in, based on the associated 
VM ID tags. 

Similarly, VMM 112 is configured to pass messages 
received from host wireless NIC driver 312 to selected ones of 
VMs 114-1 through 114-n, based on the associated VM ID 20 
tags. 

FIG. 5 is a flowchart of a method 500 of interfacing 
between a physical device and a plurality of VMs. 

At 502, configuration controls directed to a physical device 
are received from a plurality of VMs, through corresponding 25 
instances of a device driver that exposes controllable func 
tions of the physical device within the VMs. 

At 504, VM-specific configuration parameters and VM 
specific connection information are maintained for each of 
the VMs, such as described in one or more examples herein. 30 

At 506, the physical device is reconfigured for each of the 
VMs with the corresponding VM-specific configuration 
parameters and connection information, such as described in 
one or more examples herein. 
The receiving of configuration controls at 502, the main- 35 

taining of VM-specific configuration parameters and VM 
specific connection information at 504, and the reconfiguring 
of the physical device at 506, may be performed substantially 
outside of a VMM that hosts the VMs, such as described in 
one or more examples herein. 40 
The maintaining of VM-specific configuration parameters 

and VM-specific connection information at 504, and the 
reconfiguring of the physical device at 506, may be per 
formed substantially within the physical device. 
The physical device may include a wireless NIC, and the 45 

reconfiguring at 506 may include reconfiguring the wireless 
NIC for each of the plurality of VMs with respect to one or 
more of parameters described above. 
The example configuration parameters listed above are 

provided for illustrative purposes. Method 500 is not limited 50 
to the example listing of controllable features above. 

Methods and systems to differentiate amongst VMs with 
respect to configuration controls to and from the VMs, and 
with respect to data traffic are described below with reference 
to FIGS. 6through 9. The methods and systems are described 55 
with reference to a wireless NIC. The methods and systems 
are not, however, limited to a wireless NIC. 

FIG. 6 is a block diagram of a wireless NIC 604, reconfig 
urable for multiple VMs, and configured to differentiate 
amongst the VMs with respect to configuration controls and 60 
data traffic. Wireless NIC 604 may correspond to physical 
device 104 in FIG. 1, and is described below with respect to 
FIG. 1. Wireless NIC 604 is not, however, limited to the 
example of FIG. 1 

Host device driver 601 may be configured to send transmit 65 
packets 606 and configuration controls 608 from VMs 114-1 
through 114-m (FIG. 1), to wireless NIC 604. Wireless NIC 

6 
604 may be configured to send received packets 610 and state 
feedback 612 to host device driver 601 for delivery to corre 
sponding VMs 114-1 through 114-n. 

Transmit packets 606, configuration controls 608, received 
packets 610, and state feedback 612, may be tagged with 
appropriate VM identifiers (VMIDs) to permit wireless NIC 
604 and host device driver 601 to handle and/or process the 
packets, controls, and feedback on a per VM basis. VMIDs 
may relate directly to VMs and/or to virtual radios, such as 
described above with reference to FIG. 4. 
VMID tagging may be implemented with one or more of a 

plurality of techniques, and combinations thereof. 
For example, host environment 110 may include a host 

application program interface (API) to interface between 
wireless NIC 604 and VMs 114-1 through 114-n. The host 
API may be implemented within host device driver 601. The 
host API may be configured with to recognize a VM identifier 
(VMID) field in host API headers. The VM ID header field 
may be accommodated by reserved bits of an existing or 
conventional API header. A number of bits used for the VM 
ID header field may be determined by the number of VMs to 
be supported. 

Regarding state feedback 612, wireless NIC 604 may 
include a device-initiated API call module 614 to call to the 
host API with state feedback 612. Wireless NIC 604 may 
further include a VMID insert module 616 to insert VMIDS 
in the host APIVMID header field of state feedback 612. This 
may permit host device driver 601 to direct state feedback 612 
to appropriate VMs. 

Regarding configuration controls 608, device models 
within a VMM, such as device models 318 in FIGS. 3 and 4, 
may be configured to insert VMIDs into API control calls 
(configuration controls 608) issued from corresponding VMs. 
Wireless NIC 604 may include a VM differentiator 618 to 
receive configuration controls 608, and to identify associated 
VMs 114 from the APIVM ID header fields. 
VM differentiation of received packets 610 and transmit 

packets 606 is described further below. 
Wireless NIC 604 may be configured to handle and/or 

process configuration controls 608 on a per VM basis based 
on the associated VMIDs. Wireless NIC 604 may include, for 
example, a per VM device initialization module 620 to ini 
tialize a MAC and/or a PHY on a per VM basis, such as 
described further below. Wireless NIC 604 may also include 
a perVM connection table 622 to maintain per VM param 
eters, such as described further below. 
VM differentiation is now described with respect to 

received packets 610. 
Wireless NIC 604 may receive packets 610 from one or 

more access points or transceivers, which may be associated 
with one or more service set identifiers (SSIDs). Each 
received packet 610 may include a destination MAC address 
that is specific to one of VMs 114. 

Wireless NIC 604 may include a receive-sideVM ID look 
up module 626 to look-up VMIDs in perVM connection table 
622 based on MAC addresses of received packets 610. 

Wireless NIC 604 may further include a VM ID insert 
module 628 to insert the identified VMIDS into API VMID 
header fields of received packets 610, such as described above 
with reference to VMID insert module 616. 
VM IDs of received packets 610 may permit host device 

driver 601 to pass received packets 610 to appropriate VMs 
114 substantially without processing received packets 610. 

Wireless NIC 604 may include a security module 630, 
described further below. 
VM differentiation is now described with respect to trans 

mit packets 606. 
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Host environment 110 (FIG.1) may be configured to insert 
VMIDs in transmit packets 606, such as described above with 
respect to configuration controls 608. In such a situation, 
configuration parameters and connection information for 
transmit packets 606 may be retrieved from perVM connec 
tion table 622 based on the VMIDs. 

Alternatively, transmit packets 606 may be received from 
host device driver 601 without VMIDs. For example, host 
device driver 601 and/or the host API may not be configured 
to insert VMIDs into API headers. To accommodate such a 
situation, wireless NIC 604 may include a transmit-side VM 
ID look-up module 632 to look-up VM IDs from per VM 
connection table 622 based on VM-specific MAC addresses 
contained within transmit packets 606, such as described 
above with respect to receive-side VM ID look-up module 
626. 

Wireless NIC 604 may include a per VM configuration 
module 634 to retrieve VM-specific configuration parameters 
and connection information from per VM connection table 
622 based on VM IDs identified by VMI ID look-up module 
632, and to configure or reconfigure functions of wireless 
NIC for transmit packets 606 based on the corresponding VM 
IDS. 

Device initialization is now described. 
Configuration controls 608 may include device initializa 

tion controls from multipleVMs. Device initialization control 
may be directed to a PHY and/or a MAC. Wireless NIC 604 
may include a per VM device initialization module 620 to 
process device initialization controls and to avoid potential 
conflicting device initialization controls. 

For PHY initialization, initialization module 620 may be 
configured to determine a current PHY state and operational 
channel. Initialization module 620 may be further configured 
to initialize the PHY only when the PHY is not currently 
initialized. Where a PHY initialization command specifies a 
channel or mode other than a current operational channel or 
mode, initialization module 620 may evaluate one or more 
factors before proceeding. Factors may include whether the 
new channel or mode is Supported by the device, and any 
constraints that may be associated with the new channel or 
mode. 

For MAC initialization, initialization module 620 may be 
configured to initiate a MAC instance for a particular VM 
when the VM first invokes or initiates a corresponding NIC 
driver. This may include configuring MAC filters for the 
virtual MAC with a MAC address of the VM in order to 
receive packets 610 for the VM. 

Maintenance of VM-specific parameters is now described. 
PerVM connection table 622 may be configured to main 

tain VM-specific configuration parameters and connection 
information, including state information, for each of multiple 
VMs or VM connections. 
VM connection table 622 may be configured to store con 

nection information for a particularVM when access to wire 
less NIC 604 is transferred from the VM to anotherVM, and 
to re-apply the connection information and corresponding 
configuration parameters when the VM later accesses wire 
less NIC 604. 
VM connection table 622 and/or wireless NIC 604 may 

include data structures with independent entry perconnection 
to maintain or store perVM or per connection information in 
association with corresponding VMIDs. Wireless NIC 604 
may be configured to maintain (e.g., add, modify, or delete) 
the data structures with specifics associated with each VM. 
The data structures may include ucode data structures. 
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8 
Security features are now described. 
PerVM connection table 622 may be configured to store 

VM-specific security information for each VM or VM con 
nection. Security information may include per VM encryp 
tion/decryption techniques, which may include for example, 
one or more of temporal key integrity protocol (TKIP), and 
computer mode with cipher block chaining message authen 
tication code protocol (CCMP). Security information may 
include security keys and/or indexes to security keys with 
which to decode received packets 610 and/or to encode trans 
mit packets 606. 
On the receive side, security module 630 may be config 

ured to retrieve VM-specific security decryption techniques 
and security keys from perVM connection table 622 based on 
VM IDs of received packets 610, and to decode received 
packets 610 with the corresponding decryption techniques 
and keys. Alternatively, decoding may be performed by com 
puter system 102, and security module 630 may be configured 
to retrieve and forward VM-specific security key indexes with 
corresponding received packets 610. 
On the transmit side, per VM configuration module 634 

may be configured to retrieve VM-specific security encryp 
tion techniques and security keys from connection table 622 
based on VM IDs of transmit packets 606, and to encode 
transmit packets 606 with the corresponding encryption tech 
niques and keys. 

FIG. 7 is a flowchart of a method 700 of controlling a 
wireless NIC to operate with respect to multipleVMs, includ 
ing differentiating amongst the VMs with respect to configu 
ration controls and data traffic to and from the VMs. 
At 702, configuration controls directed to a wireless NIC 

are received from a plurality of virtual machines (VMs) 
hosted by a computer system and, for each configuration 
control, one of the VMs is identified as a source of the con 
figuration control. 
At 704, VM-specific configuration parameters and device 

connection information are maintained by the NIC for each of 
the VMS. 
At 706, transmit packets are received from the VMs and, 

for each of the transmit packets, one of the VMs is identified 
as a source of the transmit packet, and the wireless NIC is 
configured with the corresponding VM-specific configura 
tion parameters and with corresponding VM-specific device 
connection information. 
At 708, packets are received from one or more wireless 

access points and, for each received packet, one of the VMS is 
identified as a destination VM and the received packet is 
forwarded to the computer system with a corresponding VM 
identifier. 

FIG. 8 is a flowchart of a method 800 of a method of 
differentiating VMs with respect to configuration controls 
and received packets. Method 800, or portions thereof, may 
be implemented in combination with method 700. 
At 802, state feedback and received packets are sent to a 

computer system as API calls and, for each of the API calls, a 
VM identifier is inserted in a header field of the API call. 
At 804, configuration controls are received from the com 

puter system as API calls and, for each of the configuration 
controls, one of the VMs are identified as a source of the 
configuration control from a VM identifier in the header field 
of the corresponding API call. 

FIG. 9 is a flowchart of a method 900 of associating VM 
specific identifiers with packets received from one or more 
access points, and with transmit packets received from a 
computer system. Method 900, or portions thereof, may be 
implemented in combination with method 700 and/or method 
8OO. 
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At 902, a VM-specific virtual MAC is initiated for each of 
a plurality of VMs. Each virtual MAC is configured with a 
corresponding VM-specific MAC address. 

At 904, a reference is maintained between each of the 
VM-specific MAC addresses and a corresponding VM iden 
tifier. 

At 906, a VM identifier is looked-up for each received 
packet based on a destination MAC address of the received 
packet. 

At 908, a VM identifier is looked-up for each transmit 
packet based on a VM-specific MAC address of the transmit 
packet. 
On the receive side, when the VM identifier may be used to 

look-up security information with which to decode the 
received packet. The received packet may be decrypted by the 
wireless NIC, or may be sent to the computer system with a 
security key index, such as described in one or more examples 
herein. 
One or more features disclosed herein may be imple 

mented in hardware, software, firmware, and combinations 
thereof, including discrete and integrated circuit logic, appli 
cation specific integrated circuit (ASIC) logic, and microcon 
trollers, and may be implemented as part of a domain-specific 
integrated circuit package, and/or a combination of integrated 
circuit packages. The terms software, code, and instructions, 
as used herein, refers to a computer program product includ 
ing a computer readable medium having computer program 
logic stored therein to cause a computer system to perform 
one or more functions in response thereto. 

FIG. 10 is a block diagram of computer platform 100 of 
FIG. 1, including example features of computer system 102. 

In the example of FIG. 10, computer system 102 includes 
processor 108 to execute computer program product logic 
(hereinafter, “logic'). Processor 108 may represent multiple 
processors. 

Computer system 102 may include one or more of memory, 
cache, registers, and storage, together illustrated here as 
memory 1004. Memory 1004 may include a computer pro 
gram product including a computer readable medium having 
computer program logic or instructions 1006 stored thereon 
to cause processor 108 to perform one or more functions in 
response thereto. Example logic is described below. 
Memory 1004 may include data 1008 to be used by pro 

cessor 108 in executing logic 1006, and/or generated by pro 
cessor 108 in response to execution of logic 1006. 

Logic 1006 may include application logic 1010 to cause 
processor 108 to perform one or more application tasks. 

Logic 1006 may include operating system logic 1012 to 
cause processor 108 to provide an operating environment for 
application logic 1010. 

Logic 1006 may include VMM logic 1014 to cause pro 
cessor 108 to execute operating system logic 1012 within a 
virtual machine. 

Logic 1006 may include virtualization-augmented host 
device driver logic 1016 to cause processor 108 to interface 
between physical device 104 and a virtual machine monitor, 
Such as described in one or more examples herein. 

Host device driver logic 1016 may include logic to cause 
processor 108 to configure multiple VM-specific virtual 
radios, and data 1008 may include corresponding VM-spe 
cific virtual radio configuration and context parameters 1018. 

Computer system 102 may include a communications 
infrastructure 1040 to interface amongst devices within com 
puter system 102 and to communicate with physical device 
104. 

FIG. 11 is a block diagram of computer platform 100 of 
FIG. 1, including example features of physical device 104. 
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10 
Physical device 104 may include one or more computer 

instruction processing units, illustrated here as a controller 
1102, to execute computer program product logic. Controller 
1102 may include a micro-controller. 

Physical device 104 may include one or more of memory, 
cache, registers, and storage, together referred to hereinafter 
memory 1104. Memory 1104 may include a computer pro 
gram product including a computer readable medium having 
computer program logic 1106 stored thereon, to cause con 
troller 1102 to perform one or more functions in response 
thereto. Logic 1106 may be provisioned in firmware, and may 
be copied to memory at run-time. Example logic is disclosed 
below. 
Memory 1104 may include data 1108 to be used by con 

troller 1102 in executing logic 1106, and/or generated by 
controller 1102 in response to execution of logic 1106. 

Logic 1106 may include physical device logic 1110 to 
cause controller 1102 to maintain VM-specific parameters 
204 for each of multiple VMs of computer system 102, and to 
reconfigure and physical device 104 with VM-specific 
parameters 204. Such as described in one or more examples 
herein. 

Physical device logic 1110 may include virtualization-aug 
mented wireless NIC logic 1112 to cause controller to per 
form as a virtualization-augmented wireless NIC, such as 
described in one or more examples above. 
Methods and systems are disclosed herein with the aid of 

functional building blocks illustrating the functions, features, 
and relationships thereof. At least some of the boundaries of 
these functional building blocks have been arbitrarily defined 
herein for the convenience of the description. Alternate 
boundaries may be defined so long as the specified functions 
and relationships thereof are appropriately performed. 

While various embodiments are disclosed herein, it should 
be understood that they have been presented by way of 
example only, and not limitation. It will be apparent to per 
Sons skilled in the relevant art that various changes in form 
and detail may be made therein without departing from the 
spirit and scope of the methods and systems disclosed herein. 
Thus, the breadth and scope of the claims should not be 
limited by any of the example embodiments disclosed herein. 

What is claimed is: 
1. A system, comprising: 
a host wireless network interface controller (NIC) driver 

(host NIC driver) to interface between a virtual machine 
manager (VMM) and a wireless NIC, including to, 
receive NIC configuration controls from the VMM and, 

for each configuration control, identify one of mul 
tiple virtual machines (VMs) as a source of the con 
figuration control; 

maintain VM-specific NIC configuration parameters for 
each of the VMs based on the configuration controls; 

receive transmit packets from the VMMand, for each of 
the transmit packets, identify one of the VMs as a 
Source of the transmit packet and configure the wire 
less NIC with the corresponding VM-specific NIC 
configuration parameters; and 

receive packets from one or more wireless access points 
and, for each received packet, identify one of the VMs 
as a destination VM and forward the received packet 
to the VMM with a corresponding VM identifier. 

2. The system of claim 1, wherein the wireless host NIC 
driver is further configured to: 

send state feedback and the received packets to the VMM 
as API calls and, for each of the API calls, insert a VM 
identifier in a header field of the API call; and 



US 8,392.625 B2 
11 

receive the configuration controls as API calls from the 
VMM and, for each of the configuration controls, iden 
tify one of the VMs as a source of the configuration 
control from a VM identifier in the header field of the 
corresponding API call. 

3. The system of claim 1, wherein the wireless NIC is 
configured to: 

initiate a VM-specific virtual MAC, having a correspond 
ing VM-specific MAC address, for each of the VMs; 

maintain a reference between each of the VM-specific 
MAC addresses and a corresponding VM identifier; 

look-up the VM identifier for each received packet based 
on a destination MAC address of the received packet; 
and 

look-up the VM identifier for each transmit packet based 
on a VM-specific MAC address of the transmit packet. 

4. The system of claim 3, wherein: 
each of the VMs is configured to present a virtual instance 

of a wireless NIC driver within the VM; and 
the VMM is configured to present multiple virtual 

instances of a model of the wireless NIC, each virtual 
instance of the model to interface between the host NIC 
driver and a corresponding virtual instance of the wire 
less NIC driver; 

wherein the host NIC driver is further configured to inter 
face between the virtual MACs and the virtual instances 
of the model. 

5. The system of claim 1, wherein: 
the wireless NIC is configured look-up VM-specific secu 

rity information for each received packet based on the 
corresponding VM identifier, and to decrypt the received 
packets in accordance with the corresponding VM-spe 
cific security information. 

6. The system of claim 1, wherein: 
the wireless NIC is configured look-up a VM-specific secu 

rity key index for each received packet based on the 
corresponding VM identifier, and to forward the security 
key indexes to the host NIC driver with the correspond 
ing received packets. 

7. The system of claim 1, wherein: 
the wireless NIC is configured look-up VM-specific secu 

rity information for each transmit packet based on the 
corresponding VM identifier, and to encrypt the transmit 
packets in accordance with the corresponding VM-spe 
cific security information. 

8. A machine-implemented method, comprising: 
interfacing between a virtual machine manager (VMM) 

and a wireless network interface controller (NIC), 
including, 
receiving NIC configuration controls from the VMM 

and, for each configuration control, identifying one of 
multiple virtual machines (VMs) as a source of the 
configuration control; 

maintaining VM-specific NIC configuration parameters 
for each of the VMs based on the configuration controls; 

receiving transmit packets from the VMMand, for each of 
the transmit packets, identifying one of the VMS as a 
Source of the transmit packet and configuring the wire 
less NIC with the corresponding VM-specific NIC con 
figuration parameters; and 

receiving packets from one or more wireless access points 
and, for each received packet, identifying one of the 
VMs as a destination VM and forwarding the received 
packet to the VMM with a corresponding VM identifier. 
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12 
9. The method of claim 8, wherein the interfacing further 

includes: 
sending state feedback and the received packets to the 
VMMas API calls and, for each of the API calls, insert 
ing a VM identifier in a header field of the API call; and 

receiving the configuration controls as API calls from the 
VMM and, for each of the configuration controls, iden 
tifying one of the VMs as a source of the configuration 
control from a VM identifier in the header field of the 
corresponding API call. 

10. The method of claim 8, further including, within the 
wireless NIC: 

initiating a VM-specific virtual MAC, having a corre 
sponding VM-specific MAC address, for each of the 
VMs; 

maintaining a reference between each of the VM-specific 
MAC addresses and a corresponding VM identifier; 

looking-up the VM identifier for each received packet 
based on a destination MAC address of the received 
packet; and 

looking-up the VM identifier for each transmit packet 
based on a VM-specific MAC address of the transmit 
packet. 

11. The method of claim 10, further including: 
presenting a virtual instance of a wireless NIC driver 

within each of the VMs; and 
presenting multiple virtual instances of a model of the 

wireless NIC within the VMM, each virtual instance of 
the model to interface with a corresponding virtual 
instance of the wireless NIC driver; 

wherein the interfacing includes interfacing between the 
virtual MACs and the virtual instances of the model. 

12. The method of claim 8, further including: 
looking-up VM-specific security information for each 

received packet based on the corresponding VM identi 
fier; and 

decrypting the received packets in accordance with the 
corresponding VM-specific security information. 

13. The method of claim 8, further including: 
looking-up a VM-specific security key index for each 

received packet based on the corresponding VM identi 
fier; and 

forwarding the security key indexes with the correspond 
ing received packets. 

14. The method of claim 8, further including: 
looking-up VM-specific security information for each 

transmit packet based on the corresponding VM identi 
fier; and 

encrypting the transmit packets in accordance with the 
corresponding VM-specific security information. 

15. A system including a first non-transitory computer 
readable medium encoded with a host wireless network con 
troller (NIC) driver (host NIC driver) to cause a computer 
system processor to interface between a virtual machine man 
ager (VMM) of the computer system and a wireless NIC, 
wherein the hostNIC driver includes instructions to cause the 
computer system processor to: 

receive NIC configuration controls from the VMMand, for 
each configuration control, identify one of multiple Vir 
tual machines (VMs) as a source of the configuration 
control; 

maintain VM-specific NIC configuration parameters for 
each of the VMs based on the configuration controls; 

receive transmit packets from the VMMand, for each of the 
transmit packets, identify one of the VMs as a source of 
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the transmit packet and configure the wireless NIC with 
the corresponding VM-specific NIC configuration 
parameters; and 

receive packets from one or more wireless access points 
and, for each received packet, identify one of the VMs as 
a destination VM and forward the received packet to the 
VMM with a corresponding VM identifier. 

16. The system of claim 15, wherein the host NIC driver 
further includes instructions to cause the computer system 
processor to: 

send state feedback and the received packets to the VMM 
as API calls and, for each of the API calls, insert a VM 
identifier in a header field of the API call; and 

receive the configuration controls as API calls from the 
VMM and, for each of the configuration controls, iden 
tify one of the VMs as a source of the configuration 
control from a VM identifier in the header field of the 
corresponding API call. 

17. The system of claim 15, further including a second 
non-transitory computer readable medium encoded with a 
instructions to cause a wireless NIC processor to: 

initiate a VM-specific virtual MAC, having a correspond 
ing VM-specific MAC address, for each of the VMs; 

maintain a reference between each of the VM-specific 
MAC addresses and a corresponding VM identifier; 

look-up the VM identifier for each received packet based 
on a destination MAC address of the received packet and 

look-up the VM identifier for each transmit packet based 
on a VM-specific MAC address of the transmit packet. 
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18. The system of claim 17, wherein the first non-transitory 

computer readable medium is further encoded with instruc 
tions to cause the computer system processor to: 

present a virtual instance of a wireless NIC driver within 
each of the VMs; and 

present multiple virtual instances of a model of the wireless 
NIC within the VMM, each virtual instance of the model 
to interface between the host NIC driver and a corre 
sponding virtual instance of the wireless NIC driver; 

wherein the hostNIC driver further includes instructions to 
cause the computer system processor to interface 
between the virtual MACs and the virtual instances of 
the model. 

19. The system of claim 15, further including a second 
non-transitory computer readable medium encoded with 
instructions to cause a wireless NIC processor to: 

look-up VM-specific security information for each 
received packet based on the corresponding VM identi 
fier and process the received packets in accordance with 
the corresponding VM-specific security information. 

20. The system of claim 15, further including a second 
non-transitory computer readable medium encoded with 
instructions to cause a wireless NIC processor to: 

look-up a VM-specific security key index for each received 
packet based on the corresponding VM identifier, and to 
forward the security key indexes to the computer system 
processor with the corresponding received packets. 

k k k k k 
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