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munication with stored information. If the computing device requests access to that
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computing device, thereby disallowing the sending of non-MPLF unsolicited status
= via that reserved communication pathway, and provides a message to the computing
device, using that reserved communication pathway, granting access to the stored in-
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APPARATUS AND METHOD TO CONTROL ACCESS
TO STORED INFORMATION

Field of the Invention

The invention is directed to an apparatus and method to control access to stored information.

Background of the Invention

It is known in the art for multiple computing devices to have access to the same stored data.
When requesting access to that stored data, a requesting computing device makes a lock
request. If the computing device obtains that lock, then only that computing device can
access the requested information. Oftentimes, the requesting computing device is notified
that a requested lock has become available via an attention interrupt and message, which

may be provided by a hardware locking facility such as a multi-path lock facility (MPLF).

Using prior art methods, however, such MPLF attention interrupt messages are assigned a
lower priority than non-MPLF unsolicited status provided to computing device. For
example, a pack change interrupt has a higher priority than an attention interrupt. As a
result, when pack change interrupts are initiated for hundreds of devices due to changing
states from Peer to Peer Remote Copy (PPRC) Full Duplex to PPRC Suspended after the
execution of a PPRC Freeze or Thaw command from the computing device, delivery of an

attention interrupt may be delayed for an extended period of time.

Summary of the Invention

Applicants’ invention comprises an apparatus and method to control access to stored
information. The method supplies a control unit in communication with a computing device
and in communication with the stored information. If the computing device requests access
to the stored information, the method determines if access to that stored information is
available. If a wait was required, after the wait when access to the stored information

becomes available and is granted to the requesting process, then the method reserves a
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communication pathway interconnecting the control unit and the requesting computing
device, thereby disallowing the sending of non-MPLF unsolicited status via that reserved
communication pathway, and provides an interrupt then message to the computing device,
using that reserved communication pathway, notifying the computing device of access to the

stored information.

Brief Description of the Drawings

The invention will be better understood from a reading of the following detailed description
taken in conjunction with the drawings in which like reference designators are used to designate
like elements, and in which:

FIG. 1 is a block diagram showing one embodiment of Applicants’ storage system,;

FIG. 2A is a flow chart summarizing the steps of an embodiment of the method of the

present invention; and

FIG. 2B is a flow chart summarizing additional steps of an embodiment of the method of the

present invention.

Detailed Description of the Preferred Embodiments

This invention is described in preferred embodiments in the following description with
reference to the Figures, in which like numbers represent the same or similar elements.

2% ¢

Reference throughout this specification to “one embodiment,” “an embodiment,” or similar
language means that a particular feature, structure, or characteristic described in connection
with the embodiment is included in at least one embodiment of the present invention. Thus,

appearances of the phrases “in one embodiment,” “in an embodiment,” and similar language
2

throughout this specification may, but do not necessarily, all refer to the same embodiment.

The described features, structures, or characteristics of the invention may be combined in

any suitable manner in one or more embodiments. In the following description, numerous
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specific details are recited to provide a thorough understanding of embodiments of the
invention. One skilled in the relevant art will recognize, however, that the invention may be
practiced without one or more of the specific details, or with other methods, components,
materials, and so forth. In other instances, well-known structures, materials, or operations

are not shown or described in detail to avoid obscuring aspects of the invention.

Applicants’ invention comprises an apparatus and method to control access to stored
information. FIG. 1 illustrated one embodiment of Applicants’ storage system. Referring
now to FIG. 1, storage system 100 comprises control unit 110, a plurality of computing
devices 120, 130, and 140, in communication with control unit 110, and a plurality of data
storage devices 150, 160, 170, and 180, in communication with control unit 110. In certain
embodiments, data storage devices 150, 160, 170, and 180, comprise physical devices. In
these physical device embodiments, data storage devices 150, 160, 170, and 180, are
selected from the group consisting of a tape drive, a magnetic disk drive, an optical disk

drive, and an electronic storage device.

In other embodiments, data storage devices 150, 160, 170, and 180, comprise logical
devices. In certain embodiments, control unit 110 is collocated with one or more of
computing devices 120, 130, and/or 140. In other embodiments, control unit is located

remotely from any of the interconnected computing devices.

In the illustrated embodiment of FIG. 1, storage system 100 comprises three computing
devices. In other embodiments, Applicants’ storage system comprises fewer than three
computing devices in communication with control unit 110. In yet other embodiments,
Applicants’ storage system comprises more that three computing devices in communication

with control unit 110.

In certain embodiments, computing devices 120, 130, and 140, each comprise a host
computer, a mainframe computer, server, workstation, and combinations thereof, including
an operating system such as z/OS, MVS, LINUX, etc. (z/OS is a registered trademark, and
MVS is a trademark, of International Business Machines Corporation; and LINUX is a

registered trademark of Linus Torvald). In certain embodiments, computing devices 120,
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130, and 140, each comprise a Transactional Processing Facility (“TPF”), such as TPF 122,
132, and 142, respectively.

In the illustrated embodiment of FIG. 1, storage system 100 comprises four data storage
devices. In other embodiments, Applicants’ storage system comprises fewer than four data
storage devices in communication with control unit 110. In yet other embodiments,
Applicants’ storage system comprises more that four data storage devices in communication

with control unit 110.

In the illustrated embodiment of FIG. 1, data storage device 150 is shown comprising
volume 155. Similarly, data storage devices 160, 170, and 180, are shown comprising
volumes 165, 175, and 185, respectively. In certain embodiments, volumes 155, 165, 175,

and 185, comprise logical volumes.

In other embodiments, volumes 155, 165, 175, and 185, comprise information storage
media. As those skilled in the art will appreciate, if data storage device 150 comprises a tape
drive, then information storage medium 155 comprises a magnetic tape storage medium. If
data storage device 150 comprises a magnetic disk drive, then information storage medium
155 comprises a magnetic disk. If data storage device 150 comprises an optical disk drive,
then information storage medium 155 comprises an optical disk. If data storage device 150
comprises an electronic storage device, then information storage medium 155 is selected
from the group consisting of a PROM (Programmable Read Only Memory), EPROM
(Erasable P), EEPROM (electrically Erasable P), Flash PROM, compactflash, smartmedia,
and the like.

Control unit 110 comprises processor 115 in communication with memory 111. Microcode /
instructions 112, MPLF algorithm 114, MPLF queue 116, and a plurality of unsolicited
status suppression indicators 118, are encoded in memory 111. Control unit communicates
with computing device 120 via a plurality of communication pathways 125. In certain
embodiments, the plurality of communication pathways 125 utilize an Input/Output (1/0)
protocol selected from the group consisting of ESCON (Enterprise System Connection),

FICON (Fibre Connection), and the like. Similarly, control unit communicates with
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computing devices 130 and 140 via a plurality of communication pathways 135 and 145,
respectively. In certain embodiments, the plurality of communication pathways 135 and 145
each utilize an 1/O protocol selected from the group consisting of ESCON, FICON, and the
like.

In certain embodiments, the plurality of communication pathways 125, 135, and 145, each
comprise (N) logical paths. In certain embodiments, (N) is 1024. In other embodiments, (N)
is less than 1024. In still other embodiments, (N) is greater than 1024. In certain
embodiments, a subset (M) of the (N) logical communication paths are used to communicate
MPLEF interrupts from control unit 110 to computing device 120, wherein (M) is greater than

or equal to 1 and less than or equal to (N).

The method of the preferred embodiment controls access to stored information using a
storage system. Because computing devices 120, 130, and 140, can read information from,
and/or write information to, the same data storage devices, the TPF element in each
computing device controls access to individual records/files through use of logical locks.
When requesting access to information encoded in one or more of the data storage devices in
communication with the control unit, a requesting computing device sends a lock request to
the control unit, wherein that lock request recites a storage address for a particular volume,

either logical or physical, and a pathway, either logical or physical, to access that volume.

The method of the preferred embodiment utilizes a MPLF algorithm comprising MPLF
commands and attentions to indicate to a computing device if there is contention for a
particular lock, and to further notify that computing device when a requested lock becomes
available. A computing device waiting for a lock will not process any additional
transactions. Subsequent transactions will be queued behind waiting for the lock. As a
result, it is desirable that a communication pathway remain available to notify a waiting

computing device that a requested lock has become available.

As a general matter, MPLF attention interrupts are assigned a lower priority than non-MPLF
unsolicited status provided by the control unit to an interconnected computing device. By

“unsolicited status,” Applicants mean an interrupt status sent to the computing device,
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wherein the computing device is not waiting for the status. For example, a pack change
interrupt has a higher priority than an attention interrupt. As a result, when pack change
interrupts are initiated for hundreds of devices due to changing states from PPRC Full
Duplex to PPRC Suspended after the execution of a PPRC Freeze or Thaw command from
the computing device, delivery of a MPLF attention interrupt may be delayed for an
extended period of time. In certain embodiments, it is not just the lower priority that delays
the MPLF attention interrupts but also the path validation commands that must be issued

from the host because of receiving a state change interrupt from the control unit.

Due to the architected priorities and using prior art methods, all the pack changes are
presented first followed by the presentation of attention interrupts, even the more critical
MPLEF attentions. The method of the preferred embodiment allows MPLF attention

interrupts to take priority over non-MPLF unsolicited status.

In certain embodiments, Applicants’ method reserves a communication pathway between the
control unit and a computing device, wherein only MPLF attention interrupts can utilize that
reserved communication pathway. In certain of these embodiments, an indicator is set to
alert the control unit that the reserved pathway may not be used to send non-MPLF attention
interrupts and messages to the computing device. In certain of these embodiments, the
method further comprises a suppression mitigation protocol whereunder one or more non-
MPLF unsolicited status may be sent using the reserved communication pathway even if the

indicator associated with that communication pathway is set.

FIG. 2 summarizes the steps of an embodiment of Applicants’ method. Referring now to
FIG. 2, in step 210 the method supplies a computing device in communication with
Applicants’ control unit, wherein that control unit is in communication with one or more
data storage devices comprising one or more information storage media comprising encoded

information.

In step 215, the method determines whether to, in certain circumstances, utilize a
suppression mitigation protocol. If the method elects to utilize a suppression mitigation

protocol, then the method transitions from step 215 to step 220 wherein the method
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establishes a suppression mitigation protocol. In certain embodiments, the suppression

mitigation protocol of step 220 is set by the owner and/or operator of the control unit.

The method transitions from step 220 to step 225. If the method elects in step 215 not to
utilize a suppression mitigation protocol, then the method transitions from step 215 to step
225 wherein a computing device in communication with the control unit requests access to
information stored in a data storage device in communication with the control unit. In
certain embodiments, step 225 comprises generating and providing a lock request. In certain
embodiments, the lock request recites a logical volume, a logical communication pathway to
that logical volume, and a storage address on that logical volume. In certain embodiments,
the storage address comprises one or more designated tracks. For example, track 190 (FIG.

1) is disposed on volume 155 (FIG. 1) which is disposed in storage device 150.

The method transitions from step 225 to step 227 wherein the method determines if the
computing device must wait for access. In certain embodiments, step 227 is performed by
Applicants’ control unit. In certain embodiments, step 227 is performed by a MPLF

algorithm disposed in Applicants’ control unit.

If the method determines in step 227 that the computing device does not need to wait for
access to the requested information, then the method transitions from step 227 to step 229
wherein the method grants the requesting computing device access to the requested
information. Alternatively, if the method determines in step 227 that the computing device
must wait for access, then the method transitions from step 227 to step 230 wherein the
method determines if access to the requested information has become available. In certain
embodiments, step 230 is performed by Applicants’ control unit. In certain embodiments,

step 230 is performed by a MPLF algorithm disposed in Applicants’ control unit.

If the method determines in step 230 that access to the requested information has not become
available, then the method continues to monitor the availability of the requested information.
Alternatively, if the method determines in step 230 that access to the requested information
has become available, then the method transitions from step 230 to step 235 wherein the

method enqueues a MPLF attention interrupt associated with the pending lock request. In
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certain embodiments, step 235 comprises enqueuing a lock request in a MPLF queue, such
as queue 116 (FIG. 1) disposed in Applicants’ control unit. In certain embodiments, step
235 is performed by Applicants’ control unit. In certain embodiments, step 235 is performed

by a MPLF algorithm disposed in Applicants’ control unit.

The method transitions from step 235 to step 240 wherein the method reserves a
communication pathway interconnecting the control unit and the requesting computing
device of step 225, thereby disallowing the sending of non-MPLF unsolicited status via that
reserved communication pathway. In certain embodiments, step 240 further comprises
activating an indicator associated with the reserved communication pathway. In certain
embodiments, step 240 is performed by Applicants’ control unit. In certain embodiments,

step 240 is performed by a MPLF algorithm disposed in Applicants’ control unit.

As an example, if host 120 makes a lock request in step 225, and if the requested lock is
available, or has become available, then in step 240 the method reserves one of the (N)
communication pathways comprising the plurality of communication links 125 for use by
MPLF attention interrupts only. In certain embodiments, the method further activates an
indicator associated with that reserved pathway thereby showing that the communication

pathway is reserved for use by MPLF attention interrupts only.

In certain embodiments, Applicants’ control unit 110 (FIG. 1) comprises a plurality of
unsolicited status suppression indicators 118 (FIG. 1), wherein each unsolicited status
suppression indicator is associated with a different communication pathway interconnecting
Applicants’ control unit 110 and one of the computing devices in communication with that
control unit. In certain embodiments, each unsolicited status suppression indicator is
associated with a different MPLF communication pathway interconnecting Applicants’

control unit 110 and one of the computing devices in communication with that control unit.

In certain embodiments, each of the plurality of unsolicited status suppression indicators 118
(FIG. 1) comprises a bit, wherein that bit is set to either first setting or a second setting,
wherein if the bit is set to the first setting then the associated communication pathway is

available for use by any unsolicited status, and wherein if the bit is set to the second setting
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then the associated communication pathway is reserved for use by MPLF attention

interrupts.

In certain embodiments, the plurality of unsolicited status suppression indicators 118 (FIG.
1) comprises a database associating each communication pathway between control unit 110
and an interconnected computing device with a different database indicator field. If a
database indicator field recites a first setting then the associated communication pathway is
available for use by any unsolicited status, but if a database indicator field recites a second
setting then the associated communication pathway is reserved for use by MPLF attention

interrupts.

In certain embodiments, the plurality of unsolicited status suppression indicators 118 (FIG.
1) comprises a lookup associating each communication pathway between control unit 110
and an interconnected computing device with a different indicator field. If an indicator field
recites a first setting then the associated communication pathway is available for use by any
unsolicited status, and if an indicator field recites a second setting then the associated

communication pathway is reserved for use by MPLF attention interrupts.

The method transitions from step 240 to step 245 wherein the method provides, using the
reserved communication pathway of step 240, a MPLF attention interrupt to the requesting
computing device. In certain embodiments, step 245 comprises providing an enqueued
MPLEF attention interrupt from the MPLF queue. In certain embodiments, step 245 is
performed by Applicants’ control unit. In certain embodiments, step 245 is performed by a

MPLEF algorithm disposed in Applicants’ control unit.

In step 250, the requesting computing device, using the reserved communication pathway of
step 240, responds to the MPLF attention interrupt of step 245 by querying the control unit
for a MPLF message. In certain embodiments, step 250 is performed by a TPF element

disposed in the requesting computing device.

In step 255, the method, using the reserved communication pathway of step 240, provides to

the requesting computing device a MPLF message indicating that access to the requested
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information is available. In certain embodiments, step 255 comprises providing the
requested lock to the requesting computing device. In certain embodiments, step 255 is
performed by Applicants’ control unit. In certain embodiments, step 255 is performed by a

MPLF algorithm disposed in Applicants’ control unit.

The method transitions from step 255 to step 260 wherein the method determines if the
MPLF queue contains another MPLF attention interrupt for the requesting computing
device. In certain embodiments, step 260 is performed by Applicants’ control unit. In
certain embodiments, step 260 is performed by a MPLF algorithm disposed in Applicants’

control unit.

If the method determines in step 260 that the MPLF queue does not comprise another MPLF
attention interrupt for the requesting computing device, then the method transitions from step
260 to step 280 wherein the method again allows the sending of non-MPLF unsolicited
status to the requesting computing device of step 220 via the reserved communication
pathway of step 240. In certain embodiments, step 280 further comprises deactivating the
unsolicited status suppression indicator associated with the reserved communication pathway

of step 240.

If the method determines in step 260 that the MPLF queue does comprise another MPLF
attention interrupt for the requesting computing device, then the method transitions from step
260 to step 265 wherein the method determines whether to implement a suppression
mitigation protocol. In certain embodiments, step 265 is performed by Applicants’ control
unit. In certain embodiments, step 265 is performed by a MPLF algorithm disposed in

Applicants’ control unit.

In embodiments wherein the method elects in step 215 not to define a suppression mitigation
protocol, then the method elects not to implement such a suppression mitigation protocol in
step 265, and the method transitions from step 265 to step 245 and continues as described
herein. On the other hand, if the method establishes a suppression mitigation protocol in
step 220, then the method may elect in step 265 to implement that suppression mitigation

protocol.
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If the method elects in step 265 to implement the suppression mitigation protocol of step
220, then the method transitions from step 265 to step 270 wherein the method determines if
the suppression mitigation protocol permits sending non-MPLF unsolicited status to the
requesting computing device of step 225 using the reserved communication pathway of step
240. In certain embodiments, step 270 is performed by Applicants’ control unit. In certain
embodiments, step 270 is performed by a MPLF algorithm disposed in Applicants’ control

unit.

In certain embodiments, the suppression mitigation protocol of step 220 establishes a
threshold reservation time interval. In these embodiments, in step 270 the method
determines if the reserved communication pathway has been reserved for a time interval that
exceeds the threshold reservation time interval. If the method determines in step 270 that the
reserved communication pathway has been reserved for a time interval that exceeds the
threshold reservation time interval, then the method permits providing one or more non-
MPLF unsolicited status to the requesting computing device of step 225 using the reserved

communication pathway of step 240.

In certain embodiments, the suppression mitigation protocol of step 220 establishes a
threshold ratio between the number of pending non-MPLF unsolicited status for the
requesting computing device and the number of enqueued MPLF attention interrupts for the
requesting computing device. In these embodiments, in step 270 the method determines if
the actual ratio between the number of pending non-MPLF unsolicited status and the number
of enqueued MPLF attention interrupts exceeds that threshold ratio. If the method
determines in step 270 that the actual ratio between the number of pending non-MPLF
unsolicited status and enqueued MPLF attention interrupts exceeds that threshold ratio, then
the method permits providing one or more non-MPLF unsolicited status to the requesting

computing device of step 225 using the reserved communication pathway of step 240.

If the method in step 270 does not permit sending non-MPLF unsolicited status to the
requesting computing device of step 225 using the reserved communication pathway of step
240, then the method transitions from step 270 to step 245 and continues as described herein.

Alternatively, if the method in step 270 permits sending non-MPLF unsolicited status to the
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requesting computing device of step 225 using the reserved communication pathway of step
240, then the method transitions from step 270 to step 275 wherein the method, using the

reserved communication pathway of step 240, provides one or more non-MPLF unsolicited
status to the requesting computer of step 225. The method transitions from step 275 to step

245 and continues as described herein.

In certain embodiments, individual steps recited in FIG. 2 may be combined, eliminated, or

reordered.

In certain embodiments, Applicants’ invention includes instructions, such as instructions 112
(FIG. 1), residing in memory, such as memory 111 (FIG. 1), disposed in Applicants’ control
unit, such as control unit 110 (FIG. 1), to perform one or more of steps 230, 235, 240, 245,
250, 255, 260, 265, 270, 275, and/or 280, recited in FIG. 2.

In other embodiments, Applicants’ invention includes instructions residing in any other
computer program product, where those instructions are executed by a computer external to,
or internal to, control unit 110, to perform one or more of steps 230, 235, 240, 245, 250, 255,
260, 265, 270, 275, and/or 280, recited in FIG. 2. In either case, the instructions may be
encoded in an information storage medium comprising, for example, a magnetic information
storage medium, an optical information storage medium, an electronic information storage
medium, and the like. By “electronic storage media,” Applicants mean, for example, a
device such as a PROM, EPROM, EEPROM, Flash PROM, compactflash, smartmedia, and
the like.

While the preferred embodiments of the present invention have been illustrated in detail, it
should be apparent that modifications and adaptations to those embodiments may occur to
one skilled in the art without departing from the scope of the present invention as set forth in

the following claims.

The scope of the present disclosure includes any novel feature or combination of features
disclosed herein. The applicant hereby gives notice that new claims may be formulated to

such features or combination of features during prosecution of this application or of any such
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further applications derived therefrom. In particular, with reference to the appended claims,
features from dependent claims may be combined with those of the independent claims and
features from respective independent claims may be combined in any appropriate manner

and not merely in the specific combinations enumerated in the claims.

For the avoidance of doubt, the term “comprising”, as used herein throughout the description

and claims is not to be construed as meaning “consisting only of”.
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CLAIMS

1. A method to control access to stored information, comprising the steps of:
supplying a control unit in communication with a computing device and in
communication with stored information, wherein said control unit comprises a multi-path

locking facility (“MPLF”);

requesting by said computing device access to said stored information;

determining if access to said stored information has become available;

operative when access to said stored information becomes available:

reserving a communication pathway interconnecting said control unit and said
requesting computing device, thereby disallowing the sending of non-MPLF interrupts via
that reserved communication pathway;

providing a MPLF attention interrupt and message to said computing device, using

said reserved communication pathway, granting access to said stored information.

2. The method of claim 1, wherein:

said stored information is disposed in a volume at a storage address;

said requesting step comprises providing to said control unit a lock request which
recites said volume, a logical communication pathway to that volume, and a storage address

on that volume.

3. The method of claim 1 or 2, wherein said MPLF performs said reserving step and

said providing step.

4. The method of claiml, 2 or 3, wherein said providing step comprises:
sending to said computing device a MPLF attention interrupt;
responding by said computing device to said MPLF attention interrupt;
allocating a lock to said computing device, wherein said lock specifies said volume,

said logical communication pathway, and said storage address.

5. The method of any preceding claim, wherein said control unit further comprises a

queue, said method further comprising the step of enqueuing a MPLF attention interrupt



10

15

20

25

30

WO 2008/141892 PCT/EP2008/055092
15

associated with information access request when access to said stored information becomes

available.

6. The method of claim 5, further comprising the steps of:

after performing said providing step, determining if said queue comprises an
enqueued MPLF attention interrupt for said computing device;

operative if said queue comprises an enqueued attention interrupt for said computing

device, sending said enqueued attention interrupt to said computing device.

7. The method of any preceding claim, wherein:

said control unit further comprises a plurality of unsolicited status suppression
indicators;

said reserving step further comprises activating an unsolicited status suppression

indicator associated with said reserved communication pathway;

8. The method of claim 7, further comprising the steps of:

establishing a suppression mitigation protocol, whereunder a non-MPLF unsolicited
status may be sent to said computing device using said reserved communication pathway;

determining whether to implement said suppression mitigation protocol;

operative if said suppression mitigation protocol is implemented, providing non-
MPLF unsolicited status to said computing device using said reserved communication

pathway.

9. The method of claim 8, wherein said determining whether to implement said
suppression mitigation protocol step further comprises:

establishing a threshold reservation time interval,

determining if said reserved communication pathway has been reserved for a time
interval greater than said threshold reservation time interval;

operative if said reserved communication pathway has been reserved for a time
interval greater than said threshold reservation time interval, implementing said suppression

mitigation protocol.
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10.  The method of claim 8 or 9, wherein said determining whether to implement said
suppression mitigation protocol step further comprises:

establishing a threshold ratio between the number of pending non-MPLF unsolicited
status and the number of enqueued MPLF attention interrupts;

determining if said threshold ratio is exceeded;

operative if said threshold ratio is exceeded, implementing said suppression

mitigation protocol.

11. A control unit, in communication with a computing device and in communication
with stored information, comprising a multi-path locking facility (“MPLF”), a processor, and
a computer readable medium having computer readable program code disposed therein to
control access to said stored information, the computer readable program code comprising a
series of computer readable program steps to effect:

receiving from said computing device a request for access to said stored information;

determining if access to said stored information is available;

operative when access to said stored information becomes available:

reserving a communication pathway interconnecting said control unit and said
requesting computing device, thereby disallowing the sending of non-MPLF unsolicited
status via that reserved communication pathway;

providing a MPLF attention interrupt and message to said computing device, using

said reserved communication pathway, granting access to said stored information.

12.  The control unit of claim 11, wherein said control unit further comprises a plurality
of unsolicited status suppression indicators, and wherein the computer readable program
code to reserve said reserved communication pathway further comprises computer readable
program code comprising a series of computer readable program steps to effect activating an
unsolicited status suppression indicator associated with said reserved communication

pathway.

13.  The control unit of claim 11 or 12, wherein said control unit further comprises a
queue, said computer readable program code further comprising a series of computer

readable program steps to effect:
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determining if said queue comprises an enqueued MPLF attention interrupt for said
computing device;
operative if said queue comprises an enqueued MPLF attention interrupt for said

computing device, providing said enqueued attention interrupt to said computing device.

14.  The control unit of claim 11, 12 or 13, further comprising a suppression mitigation
protocol, said computer readable program code further comprising a series of computer
readable program steps to effect:
determining if said suppression mitigation protocol permits sending non-MPLF
unsolicited status to said computing device using said reserved communication pathway;
operative if said suppression mitigation protocol permits sending a non-MPLF
interrupt to said computing device using said reserved communication pathway, providing a

non-MPLF interrupt to said computing device using said reserved communication pathway.

15. The control unit of claim 14, wherein said computer readable program code to
determine if said suppression mitigation protocol permits sending non-MPLF unsolicited
status using said reserved communication pathway, further comprises a series of computer
readable program steps to effect:

retrieving a pre-determined threshold reservation time interval;

determining if said reserved communication pathway has been reserved for a time
interval greater than said threshold reservation time interval;

operative if said reserved communication pathway has been reserved for a time
interval greater than said threshold reservation time interval, permitting non-MPLF
unsolicited status to be sent to said computing device using said reserved communication

pathway.

16.  The control unit of claim 14 or 15, wherein said computer readable program code to
determine if said suppression mitigation protocol permits sending non-MPLF unsolicited
status using said reserved communication pathway, further comprises a series of computer
readable program steps to effect:

retrieving a pre-determined threshold ratio between the number of pending non-

MPLF unsolicited status and the number of enqueued MPLF attention interrupts;
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determining if the actual ratio between the number of pending non-MPLF unsolicited
status and the number of enqueued MPLF attention interrupts exceeds said threshold ratio;

operative if the actual ratio between the number of pending non-MPLF unsolicited
status and the number of enqueued MPLF attention interrupts exceeds said threshold ratio,
permitting non-MPLF status unsolicited to be sent to said computing device using said

reserved communication pathway.

17. A computer program product encoded in an information storage medium disposed a
control unit comprising a processor and a multi-path locking facility (“MPLF”) and in
communication with a computing device and in communication with stored information,
said computer program product being useable with said processor to control access to stored
information comprising:

computer readable program code which causes said programmable computer
processor to receive from said computing device a request for access to said stored
information;

computer readable program code which causes said programmable computer
processor to determine if access to said stored information is available;

computer readable program code which, when access to said stored information
becomes available, causes said programmable computer processor to:

reserve a communication pathway interconnecting said control unit and said
requesting computing device, thereby disallowing the sending of non-MPLF unsolicited
status via that reserved communication pathway; and

provide a MPLF attention interrupt and message to said computing device, using said

reserved communication pathway, granting access to said stored information.

18. The computer program product of claim 17, wherein said control unit further
comprises a plurality of unsolicited status suppression indicators, wherein the computer
readable program code which causes said programmable computer processor to reserve said
reserved communication pathway further comprises computer readable program code which
causes said programmable computer processor to activate an unsolicited status suppression

indicator associated with said reserved communication pathway.
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19. The computer program product of claim 17 or 18, wherein said control unit further
comprises a queue, further comprising:

computer readable program code which causes said programmable computer
processor to determine if said queue comprises an enqueued MPLF attention interrupt for
said computing device;

computer readable program code which, if said queue comprises an enqueued MPLF
attention interrupt for said computing device, causes said programmable computer processor

to provide said enqueued attention interrupt to said computing device.

20. The computer program product of claim 17, 18 or 19, wherein said control unit
further comprises a suppression mitigation protocol, further comprising:

computer readable program code which causes said programmable computer
processor to determine if said suppression mitigation protocol permits sending a non-MPLF
interrupt using said reserved communication pathway;

computer readable program code which, if said suppression mitigation protocol
permits sending a non-MPLF interrupt using said reserved communication pathway, causes
said programmable computer processor to provide a non-MPLF interrupt to said computing

device using said reserved communication pathway.

21. The computer program product of claim 20, wherein said computer readable program
code which causes said programmable computer processor to determine if said suppression
mitigation protocol permits sending a non-MPLF interrupt using said reserved
communication pathway, further comprises:

computer readable program code which causes said programmable computer
processor to retrieve a pre-determined threshold reservation time interval;

computer readable program code which causes said programmable computer
processor to determine if said reserved communication pathway has been reserved for a time
interval greater than said threshold reservation time interval;

computer readable program code which, if said reserved communication pathway has
been reserved for a time interval greater than said threshold reservation time interval, causes
said programmable computer processor to permit a non-MPLF interrupt to be sent to said

computing device using said reserved communication pathway.
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22.  The computer program product of claim 20 or 21, wherein said computer readable
program code which causes said programmable computer processor to determine if said
suppression mitigation protocol permits sending a non-MPLF interrupt using said reserved
communication pathway, further comprises:

computer readable program code which causes said programmable computer
processor to retrieve a pre-determined threshold ratio between the number of pending non-
MPLF unsolicited status and the number of enqueued MPLF attention interrupts;

computer readable program code which causes said programmable computer
processor to determine if the actual ratio between the number of pending non-MPLF
unsolicited status and the number of enqueued MPLF attention interrupts exceeds said
threshold ratio;

computer readable program code which, if the actual ratio between the number of
pending non-MPLF unsolicited status and the number of enqueued MPLF attention
interrupts exceeds said threshold ratio, causes said programmable computer processor to

permit a non-MPLF interrupt to be sent using said reserved communication pathway.

23. A control unit capable of communicating with a computing device and with stored
information, comprising:

a processor;

a memory device in communication with said processor;

a multi-path locking facility (“MPLF”) encoded in said memory device, wherein said
processor uses said MPLF to reserve a communication pathway interconnecting said

computing device and said control unit for use by MPLF attention interrupts only.

24. The control unit of claim 23, further comprising:

a plurality of unsolicited status suppression indicators;

wherein if said MPLF disallows the sending of non-MPLF unsolicited status and
messages to said computing device using said reserved communication pathway, the
processor activates an unsolicited status suppression indicator associated with said reserved

communication pathway.

25. The control unit of claim 23 or 24, further comprising:
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a queue;
wherein said MPLF enqueues in said queue a MPLF attention interrupt if access to

said requested information is not available.

26.  The control unit of claim 23, 24 or 25, further comprising a suppression mitigation
protocol, whereunder a non-MPLF interrupt may be sent to said computing device using said

reserved communication pathway.

27. A data storage system comprising a control unit in communication with a computing
device and in communication with an information storage medium, wherein said control unit
comprises:

a processor;

a memory device in communication with said processor;

a multi-path locking facility (“MPLF”) encoded in said memory device, wherein said
processor uses said MPLF to reserve a communication pathway interconnecting said

computing device and said control unit for use by MPLF attention interrupts only.

28.  The data storage system of claim 27, wherein said control unit further comprises:

a plurality of unsolicited status suppression indicators;

wherein if said MPLF disallows the sending of non-MPLF unsolicited status to said
computing device using said reserved communication pathway, the processor activates an
unsolicited status suppression indicator associated with said reserved communication

pathway.

29. The data storage system of claim 27 or 28, wherein said control unit further
comprises:

a queuc;

wherein said MPLF enqueues in said queue a MPLF attention interrupt if access to

said requested information is not available.
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30.  The data storage system of claim 27, 28 or 29, wherein said control unit further
comprises a suppression mitigation protocol, whereunder a non-MPLF interrupt may be sent

to said computing device using said reserved communication pathway.

31. A computer program comprising computer-implementable instructions for carrying

out the steps of a method according to any of claims 1 to 10.
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