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MANAGEMENT OF AUTHENTICATION KEYS IN A MOBILE COMMUNICATION
SYSTEM

This application is based on the Finnish patent application No.
860325, filed on January 24, 1996 in the name of Nokia Telecommunications
Qy, the contents of which is incorparated hereinto by reference.

BACKGROUND OF THE INVENTION

The invention relates to a method for managing authentication keys
in a mobile communication system comprising at least ane authentication
center, base stations and mobile stations to which subscriber identity modules
may be coupled and which communicate with said base stations.

The invention is intended to be applied in mobile communication
systems in which subscribers may be identified by means of a subscriber
identity module which is either in the mobile stations or may be coupled to it.
An example of such a mobile communication system is represented by the
GSM systern (Global System for Mobiles). Anothar example of such a mobile
communication system is the TETRA radio telephone system (TETRA = Trans
European Trunked Radio). The TETRA radio telephone system is an example
of the PMR {= Private Mobile Radio) radio telephone system.

The telecommunications network checks a subscriber's identity by
carrying out an Authentication Procedure to be sure that the subscriber identity
given by the mobile station is correct. By checking the subscriber identity, the
network makes it sure that only such subscribers who have the right to use the
network services are able to use them. At the same time it is ascertained that
an unauthorized user will not cause any extra costs to entitied users or be able
to impersonate another subscriber.

In the following, the checking method of a subscriber's identity will
be described in more detail by means of a GSM -related example. Similar
principles are also applicable to systems of the GSM type and to the Tetra
system. The mobile communication system always checks a subscriber's
identity in conjunction with registration, call set-up stage and when activating
or deactivating certain supplementary services, The subscriber identity is also
checked at Location Area (LA) updating in cases the subscriber's roaming
number i.e. MSRN (Mobile Station Roaming Number) changes. In other loca-
tion area (LA) updating instances, the network operator may decide whether to
check a subscriber's identity or not.

A subscriber's identity is checked according to the following steps:
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Having obtained information of the situation described above, which
initiates checking of the subscriber's identity, the mobile communication sys-
tem, for example its Authentication Center (AUC) transmits a random number
RAND to the mobile station, the RAND being generated in the system. Having
received the RAND, the mobile station computes, by a specific algerithm, the
received RAND, and an Authentication Key K previously stored in the mabile
station, a value for an acknowledgment parameter SRES. Hence, the key K
is stored at least in the authentication center and the mobile station so that
they are boih able to compute the same reference numbers. The mobile sta-
tion sends the acknowledgment parameter SRES to the mobile communica-
tion network, in particular to its authentication center, which checks the pa-
rameter SRES value, computed in the mobile station, i.e. compares it to the
value it has computed, and as a result of this comparison deducts whether the
subscriber who transmitted the acknowledgment parameter is an authorized
subscriber.

The mobile stations used in mobile communication systems have a
subscriber identity and an authentication key stored in a subscriber identity
fnodule, which may be aftached to the mobile station detachably or integrated
therein. The subscriber identity modules which are coupled detachably to the
mobile station and which contain the identifiers of the subscribers may, when
required, be connected to a terminal equipment to form a mobile station. Such
subscriber identity modules and mobile stations to which the subscriber iden-
tity module is integrated are usually subscriber-specific and they are identified
by a subscriber's secure identifier (IMS! = International Mobile Subscriber
Identity or ITSI = Individual Tetra Subscriber Identity). Detachable subscriber
identity modules include e.g. SIM cards (SIM = Subscriber ldentity Module).

The subscriber identity module described above, such as a SIM card,
is subscriber specific, which means that subscriber equipments are not confined
to a specific subscriber. The subscriber identity module, such as a SIM card, is a
smart card which is placed in the mobile equipment and which contains
information, e.g. an authentication key K, required for identifying a subscriber
and for encrypling radio traffic. A subscriber identity module, such as a SIM
card, in this application refers to a functional card that can be removed from a
mobile equipment and by means of which a subscriber is able to use a card
controlied mabile equipment.

If a subscriber identity module e.g. a SIM card is employed, the user
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need not have a mobile equipment of his own, but a subscriber identity module
€.g. a SIM card issued to him by the operator of the mobile communication
system is all he needs. Such a subscriber identity module is, in a way, a phone
card by means of which the subscriber can make (and receive) calls from any
mobile equipment of the system. The functions of the SIM card on the one hand
include providing the mobile station with data indicating the user in a well
protected manner and on the other hand fo offer services to the mobile station.
Such services may include e.g. maintaining (inputting, changing) a Personal
Identification Number (PIN), maintaining the data protection key ie. the
authentication key K, and unblocking by e.g. a PUK code, Personal Unblocking
Key, a SIM card blocked by too many attempts of inputting a wrong PIN.

To incorporate a SIM card in hand-held phones, a so-called plug-in-
SIM has been introduced as an alternative way of implementing a subscriber
identity module. A plug-in-SIM is approximately a coin-sized part containing the
electronics of a credit card sized SIM card, and it is piaced in a phone so that
the user is not able to replace it with ease. The phone may also have an
incorporated plug-in-SIM and, in addition, a card reader. If the card reader
contains a card, the phone is identified on the basis of the extemnal card,
otherwise on the basis of the incorporated plug-in-SIM. Unless the context gives
reason fo some other interpretation, the term subscriber identity module, such
as a SIM card, in this application refers to the plug-in-SIM, the credit card sized
smart card SIM, and the subscriber identity module which is incorporated in the
mobile station and which contains the subscriber identity and the authentication
key K.

In addition to mabile communication systems according to the GSM
mobile communication syster, the method of the invention is intended for use
also in PMR (Private or Professional Mobile Radio) networks, i.e. frunked
networks which are typically company networks or public safety and security
networks, in which all the channels are used by one or more companies or
public authority groups. The security of the networks used by the authorities is
set stricter security demands than the normal GSM network.

In the following, the management of the authentication key K is
described in normal operation according to the GSM system. When a subscriber
acquires a subscriber identity module, for example a SIM card (SIM =
Subscriber Identity Module), the subscribers IMSI, authentication key K and
encryption algorithms are stored in the SIM card. The IMSi and the
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authenrtication key K are additionally stored in the authentication center AUC of
the subscriber's home PLMN (Public Land Mobile Network). Each PLMN
comprises one or more authentication centers.

In the GSM system, two key managing methods have been defined.
When using the one which is protected better there is no need to transfer the
key from a place to another. When empioying the method protected worse, the
key is transferred within the network, which results in that the method is
allowed to be used only when it is not necessary to transfer encrypted
information between PLMNs. At other times, the network may decide which
one of the methods to empiloy.

In the foilowing, the safer of these methads is described, i.e. the
one in which the subscriber identity is confirmed without transferring the
authentication key K. In this method, a suitable network element, e.g. a Base
Station (BS) or a Mobile Switching Center (MSC) per each mobile station may
request secret subscriber-specific information from the AUC in the home
PLMN of the mobile station. The authentication center is either a separate unit
or a part of a HLR (Home Location Register). The secret information in this
case includes a table of RAND/SRES pairs, which have been obtained by
using an algorithm with known values of the parameters RAND and the
authentication keys K. The pairs are nommally stored in a visitor location
register VLR.

Subscriber identification in the Tetra system is described in "prETS
300 392-7, September 1885, Radio Equipment and Systems (RES): Trans-
European Trunked Radio {TETRAY; Voice pius Data (V+D):; Part 7: Security,
ETSI, pp. 8-10 and pp. 28-32". In Tetra systems, the authentication key is
stored in the mobile communication network in a safe database of a
subscriber's home network. In the terminal equipment, in turn, the
authentication key may be generated in three different ways, which are
described in the aforementioned document. One of the methods for generating
the authentication key in the terminal equipment is to use in the authentication
a User Authentication Key (UAK) stored in the subscriber equipment.

Carrying out authentication of mobile subscriber securely is the
more important the higher level of security is to be achieved in the mobile
communication system/metwork. This matter is also influenced by other
solutions of the network: if, for example, the network-internal subscriber
number IMS|I and the subscriber number MSISDN (Mobile Subscriber
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International ISDN number) employed by the users are separate, as is the
case in the GSM system, flexible use is possible so that the actual subscriber
number MSISDN and subscriber data corresponding thereto are defined
afterwards for the pair constituted by the allocated IMSI and the authentication
key K. This means that it is possible to store in advance the same subscriber
identifiers IMSI and the same authentication keys K to the subscriber identity
module and the authentication center of the mobile communication system
without having to transfer them on a radio path, which is subject to jamming
and eavesdropping.

Naturally, it is also possible to define subscriber numbers, such as
MSISDN or ITSI numbers, for the subscriber identity modules, e.g. SIM cards,
in conjunction with programming the keys. In such a case, distributors would
be given cards which have subscriber numbers entered in them, whereas the
other subscriber data would only be fed in the system when a new subscriber
is defined. A problem here is that subscribers would not have any chance to
choose or form a suitable subscriber number which the user finds easy to
remember or which would identify that user in some other way, for example by
name. Further, this solution does not allow the different levels and fleets of a
public authority organization to be described in a systematic manner by means
of subscriber numbers of the members of these organizations as it is not
possible to know in advance how many new members there will be in the
organization, and which hierarchical identifiers to give afterwards to each
member of the organization.

A way to solve the problems set forth would be to centralize the
generation, subscriber definition and the system authentication i.e. the key
database {AUC) of subscriber identity modules e.g. SIM cards to one place.
Such centralization of all the key and subscriber management in one location
is not, however, a sensible solution from the users’ point of view. It must be
possible to define new subscribers and to give cut SIM cards in several
places, for example in public safety and security networks at police stations
and alarm receiving centers, and in commercial networks at distributor
agencies.

Therefore, the above way of operation would be problematic since
in normal mobile communication systems a number of different organizations,
e.g. operators, Tretail dealers of mobile stations as well as service providers
wish to provide theit clients promptly with subscriber identity modules
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incorporated in or connected detachably to the mobile station, and with
subscriber numbers suitable for the subscribers.

In such a case, a method in which subscriber numbers have been
pre-stored in SIM cards is not rational due to its inflexibility. Consequently, a
palice patrol, for example, could not be issued a numbet in conjunction with
the defining stage, but a number pre-stored on a SIM card, which is
somewhere in the distribution chain, has to be chosen,

This feature is particularly manifest in public safety and sécurity
networks, because e.g. the TETRA standard does not allow a separate
MSISDN number used by subscribers (MSISDN = mobile subscriber
international ISDN number) and an IMSI (international mobite subscriber
identity) number used network internally. .

In addition, in e.g. public safety and security networks, a network
may have several groups of public authority users, such as the police, fire
brigade, customs, etc., each desiring fo distribute and define separate
subscriber identity modules for their respective users with the subscriber
identifiers in these modules being possible to organize in a hierarchical order,
for example fleet by fieet, even after authentication keys have been stored in
them.

The authentication keys should not be possible for people to read at
any stage, and they should be stored only in connection with the subscriber
data of the system and on the SiM card, and they should not be transferred in
the network. This means that the keys will have to be generated in a
centralized manner in one location both to the system and to the subscriber
identity module, such as a SIM card.

BRIEF DESCRIPTION OF THE INVENTION

It is an object of the invention to solve the problems of the prior art
solutions.

The aim is to provide a method and system by means of which
authentication in mobile communication systems can be arranged as flexibly
as possible but nevertheless securely. A further cbject is to be able, when
need be to define, for the subscribers, identifiers that are independent of pre-
vious definitions so that each subscriber may, when need be, choose an avail-
able subscriber identity without restrictions.
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Accordingly, the invention provides a method for managing authentication keys
in a mobile communication system comprising at least one authentication cenier, base
stations and mobile stations to which subscriber identity modules may be coupled and
which communicate with said base stations, the method comprising the steps of:

generaling authentication keys and identifiers corresponding thereto by means of
which authentication keys corresponding to the identifiers may be found in said
authentication center,

storing said authentication keys in said authentication center so that said
authentication keys may be found in said authentication center on the basis of said
identifiers, and

storing said authentication keys and said identifiers corresponding to the
authentication keys to said subscriber identity modules.

The invention also provides a method for managing authentication keys in a
mobile communication system comprising at least one authentication center, base
stations, and mobile stations which are provided with identificrs and which communicate
with said base stations and to which subscriber identity modules may be comnected, as
well as at least one subscriber databasc which stores each subscriber's subscriber data, the
method comprising the steps of:

generating authentication keys and identifiers which correspond to each of them
and by means of which an authentication key corresponding to the identifier in question
may be found in said authentication center,

storing in each subscriber identity module an authentication key to which a
specific identifier corresponds,

storing said authentication keys in the authentication center of the mobile
communication system so that said authentication keys may be found in said
authentication center on the basis of said identifiers, and

storing said identifier in said at least one subscriber database in association with
the subscriber data of said subscriber.

The invention further provides a method for managing authentication keys in a
mobile communication system comprising at least one authentication center, mobile
stations to which subscriber identity modules may be coupled, af least one subscriber
database for storing subscriber data of a mobile station, and base stations communicating

with the mobile stations, the method comprising the steps of:

[RALIBEJOTT doc: pmed
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generating, in a centralized manner in one location of the mobile communication
system, authentication keys required in the authentication, and identifiers corresponding

to the authentication keys,
storing said authentication keys in said authentication center so that said

5 authentication keys may be found in said authentication center on the basis of said
identifiers,
storing the authentication key in a subscriber identity module, and

storing the mobile sub-

[RALLBEIDLT97 docimd
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scriber identity in said subscriber identity module following the generating and
storing of said authentication keys and said identifiers.

The invention further relates to a mobile communication system
comprising at least one authentication center containing authentication keys,
base stations, and mobile stations to which subscriber identity modules may
be coupled and which communicate with said base stations.

The mobile communication system of the invention is characterized
in that it comprises an identifier generating means for generating the identifiers
which correspond to the authentication keys required in the authentication and
by means of which said authentication keys may be found in said authentica-
tion center when authentication is being carried out.

The invention is based on the idea that according to the solution of
the invention the celiular network employs an index or an identifier as a pointer
to a subscriber's secret authentication key K. The pointer is needed in order to
obtain correspondence between the secret authentication keys entered onto
the SIM cards and the ones defined in the network. According to the solution,
the secret keys used for authentication are programmed simultaneously in the
netwerk databases and in the integrated or detachable subscriber identity
modules, e.g. SIM cards, so as to prevent anyone seeing the secret keys. In
association with the aforementioned programming, each key is in addition pro-
vided with an index of identifier by means of which the mobile communication
system knows the location of the corresponding key in its databases, for ex-
ample in an authentication database (AUC) connected to the Home Location
Register {HLR). Hence, identifiers are generated for the authentication keys in
the database of the mobile communication system. It is consequently enough
that when the mobile stations or the network elements desired know these
identifiers, the mobile stations may during authentication transmit these identi-
fiers to the mobile communication system. In the mobile communication sys-
tem, then, the authenticaticn keys are stored in a separate unit which is able to
e.g. generate pairs of numbers employed in the authentication process. This
signifies that by means of the pointer transmitted by the mobile station or an-
other network element, the authentication center is able to search from its da-
tabase an authentication key corresponding to each particular subscriber. This
means that the authentication may be carried out without transmitting authen-
tication keys on the radio path. The index or pointer given according to the in-
vention may be in the subscriber identity module, e.g. on a SIM card, or it may
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be a piece of information stored otherwise, for example manually or on paper,
to be entered in a subscriber's data, for example in his HLR, upon defining the
subscriber. .
The method of the invention relates to managing secret keys em-
ployed for authenticating subscribers of a radio network in a way in which the
keys are generated in a centralized manner in the system and in the sub-
scriber identity modules, for example in SIM cards or subscriber identity mod-
ules integrated in mobile stations.

According to the invention, the system employs an index or pointer
for pointing to authentication keys in the system. The index may be located in
the subscriber identity module, e.g. in a SIM card, or stored in the subscriber
database, for exampie in the subscriber's HLR.

The invention provides the advantage that when operating accord-
ing to it the authentication keys are not revealed at any stage to the user, and
they are not transmitted over the radio path. Instead, they are used e.g. for
computing pairs of identification numbers.

The invention provides the further advantage that it enables keep-
ing the authentication keys secret and invisible, but at the same time a smooth
distribution of SIM cards to subscribers.

Further still, the invention provides the advantage that subscriber
may de defined in a decentralized manner, and also subscriber numbers may
be defined in the system freely for the subscribers, and programmed on SIM
cards. Nevertheless, the encryption keys will not have to be fransferred with-
out encryption in the system or with a SIM card. The method conseguently
combines flexible usability with high level of security.

Further still, the invention provides the advantage that the system or
SIM cards need not have any functions by means of which to read out the
authentication key. The key is only entered once both into the subscriber iden-
tity module and the authentication center of the mobile communication system,
and it is thereafter used in internal computing in the authentication center and
the subscriber identity module, such as a SIM card.

The index number in a mobile communication system of the inven-
tion needs to be system internal only, and therefore it does not have to be
taken into account when carrying out numbering or air interface signaliing.

The invention provides the advantage that divulging of the index
number according to the invention in a subseriber identity module such as a
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SIM card dees not constitute a threat to securnity as the divulging does not
benefit an unauthorized user in any way in his unauthorized attempts to be
authenticated and registered into the mobile communication system.

The invention provides the further advantage that the subscriber
identity modules, e.g. SIM cards, and keys do not have to be programmed in
the same place. The authentication keys may aiso be transferred in both di-
rections via an intermediate device, e.g. a card or computer. In such a case, it
is possible to generate distribution cards containing several authentication
keys, and to use the distribution cards to transfer keys to locations in which the
actual distribution to subscribers is carried out. The data on such distribution
cards must naturally be protected equally well as the data in the system and
on the SIM card. The distribution cards are provided with index numbars of all
the cards to be programmed from it.

It must further be taken into account that the method need not be
used in association with SIM cards as a similar arrangement is also possible in
a system with integral subscriber identity modules in the mobile stations and in
systems in which the subscriber identity modules with their subscriber identi-
ties form an integral part of the mobile station or its memory,

LIST OF DRAWINGS

The invention is in the following described in more detail with refer-
ence to the attached drawings, in which

Figure 1 shows centralized generation of authentication keys ac-
cording to the invention in a mobile communication system,

Figure 2 shows the method according to the invention for defining a
subscriber,

Figure 3 shows an embodiment of the invention in which the identi-
fier according to the invention is transmitted on the radio path, and

Figure 4 is a block diagram illustration of a mobile communication
system according to the invention and a mobile station therein,

DETAILED DESCRIPTION OF THE INVENTION

Figure 1 shows generation according to the invention of an authen-
tication key in a centralized place in the mobile communication system. Ac-
cording to the invention, the mobile communication system/mhetwork comprises
a centralized place - a key generator 100 - in which the authentication keys
are generated and programmed in the memories of authentication centers in
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the system and on the SIM cards. In practice, it is worth while, but not neces-
sary, to generate a larger number of authentication keys at the same time.
Each key will be provided with an identifier, such as an index number, which
points to the location of the key in the system. The figure in addition shows a
master authentication center 102 in which the actual authentication takes
place. The mobile communication system may additionally have another
authentication center in reserve, i.e. a backup authentication center 103.

According to the first embodiment of the invention, when registering
a mobile station or its user, an identifier stored in a subscriber identity module
SIM, 101 according to the invention is transmitted from the mobile station be-
ing discussed to a base station BS of the mobile communication system. Fol-
fowing this, on the basis of said identifier, an authentication key corresponding
1o said identifier 202 will be searched from an authentication center AUC, 102,
On the basis of the identifier 202, the authentication desired is carried out by
means of the authentication key retrieved.

According to a second embodiment of the invention, when register-
ing a mobile station or its user, an identifier in accordance with the invention,
which is stored in a subscriber database DB, is transmitted during the authen-
tication process to the authentication center 102, AUC. Following this, the
authentication is carried out by means of the authentication key retrieved on
the basis of said identifier.

It should be noted that by means of said authentication key it is
possible to authenticate either a mobile station or its user, or the mobile com-
munication system. The mobile station transmits an enquiry comprising a
RAND and a pointer to the network. By means of the pointer, the system finds
the correct key K, and by using the RAND computes a result which has to be
the same as the one computed in the mobile station. If that is not the case, a
wrong network is in question.

Figure 2 shows a method according to the invention for defining a
subscriber in a mobile communication system. The subscriber receives a SIM
card, 101, and his subscriber data are defined in the system, for example in a
subscriber database 201 of the system. The authentication key index i.e. the
identifier 202 supplied with the card is defined in the subscriber data. Accord-
ing to this solution, then, information on the index i.e. the identifier 202 is ex-
ternal to the SIM card 101, for example on a separate piece of paper, e.g. in a
letter 203.
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Figure 3 shows an implementation according to an embodiment of
the invention, in which the index in accordance with the invention is fransmit-
ted over the radio path RP from a mobile station 301 to the base station BS.
According to this solution, the index i.e. identifier 202 of the invention is on a
SIM card 101, and therefore it is transferred for example in conjunction with
registration or authentication over the radio path RP to the base station BS
and further fo other parts of the mohile communication system, e.g. to its
authentication center 102 (Figure 1). The authentication may also be imple-
mented so that it is provided with exchange of messages, in which said identj-
fier is transferred to be known by the mobile communication system and stored
permanently in its database, from which it may be picked up when a sub-
scriber later registers in the system and when authentication is being carried
out.

After the subscriber identities have been generated, the system
knows the subscriber and is able, on the basis of the identifier, to employ the
correct authentication key. The authentication center AUC, 102 of the system,
may be placed in connection with the Home Location Register (HLR) of the
subscriber. When authenticating a subscriber, the system is on the basis of
the identifier able to find the correct authentication center. Further, within the
authentication center, the system is on the basis of the identifier able to re-
quest a pair of authentication numbers corresponding to said subscriber, by
means of which the mobile station, subscriber or mobile communication sys-
tem in question may be authenticated.

Figure 4 is a biock diagram illusteation of a radio unit according to
the invention. The figure shows the network infrastructure (INFRA) 600 of the
mobile communication system. The network infrastructure comprises e.g. base
stations BS (Figure 3), exchanges and other telecommunication devices as
well as subscriber databases, such as a Home Location Register (HLR) and a
Visitor Location Register (VLR), and an authentication center (AUC).

The mobile communication system of the invention further com-
prises an identifier generating means 601 for generating identifiers 202 which
correspond to the authentication keys required in the authentication process
and on the basis of which said authentication keys may be found in said
authentication center 102, AUC when authentication is being carried out.

Figure 4 shows a typical radio unit 500 communicating in the mobile
communication system, such as a subscriber-operated mobile phone, a mobile
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station or a subscriber station. The function of the transceiver unit (TX/RX) 501
is to match onto the radio channel employed on any one occasion, by means of
which the mobile station communicates with the network infrastructure typically
via the base station BS (Figure 3). An antenna 502 is connected to the
transceiver 501, the antenna having connection to the radio path RP. Usually,
radio frequencies between the range 60-1000 MHz (VHF and UHF bands) are
used, although other frequencies can also bie used. On the radio path RP, either
analog or digital modulation may be employed.

The user interface 505 comprises an electroacoustic fransducing
means, typically a loudspeaker 506 and a microphone 507, and possibly buttons
relating to beginning, ending and dialling a call. In trunked systems, the
subscriber unit typically contains a push to talk button (PTT) which must be kept
pressed down for the duration of the speaking turn.

The purpose of a controller 503 is to control the oparation of the radio
unit. The controller 503 is connected to the user interface 505, from which it
obtains impulses relating to, for example, the call initiation and termination.
Through the user interface 505, the confroller 503 may also provide the user
with voice/sound or visual symbols relating to the operation of the mobile phone
or the mobile radio system.

The controller 503 is connected to the transceiver TX/RX 501. The
channel employed by the transceiver is defined by the controller 503, meaning
that the transceiver tunes onto a channel, i.e. radio frequency and an
appropriate time slot, determined by the controller 503. The transceiver is also
turned on controlled by the controller 503. The controller 503 receives and
transmits signalling messages by means of the transceiver 501. A radio unit 500
according to the invention, may be used, for example, in a mobie
communication system, i.e. a radio system, comprising a radic network which
has at least one base station BS and subscriber stations, and possibly one or
more repeater stations. Said radio unit contains a transceiver unit 501 for
receiving transmissions transmitted by other radio units, and for transmitting the
transmissions to said other radio units, a contral unit 503 for controlling the radio
unit functions, and a user interface 504.

The mobile station 500 according to the invention comprises a sub-
scriber equipment which may be provided with a subscriber identity module.
The subscriber equipment consists of the transceiver unit 501, the controller
503 and the user interface 505. The mobile station further comprises a unique
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subscriber identity module 509, e.g. a SIM card, which is detachably con-
nected to the subscriber equipment, thus forming a mobile station.

The mobile station according to the invention comprises a transmit-
ting means 510 for transmitting identifiers, on the basis of which authentication
keys used in the authentication process may be found in the authentication
center AUC, from the mobile station to the mobile communication system.

The drawings and the description related thereto are only intended
to illustrate the idea of the present invention. The invention may vary in details
within the scope of the claims, Although the invention is described above
mainly in relation to the GSM and TETRA mobile communication systems, the
invention is also applicable to other kinds of mobile communication systems,
particularly in those based on the GSM and TETRA mobile communication
systems.

The invention may be implemented either by inserting the index i.e.
the identifier in the subscriber identity module (the SIM card, 509), which is
either integral to the mobile station or a removable SIM card, or by program-
ming the identifier in the system in one of its databases in connection with the
subscriber data. In the former method, the index must if need be transferred
over the radio interface to the system. In the latter method, information of the
identifier must be somehow written down, e.g. on a piece of paper, in conjunc-
tion with storing the authentication key in the subscriber identify module, so
that it can be associated with the subscriber data when entering the subscriber
of the subseriber identity module e.9. a SIM card in the system.

Out of the alternative methods disclosed, a more useful is the one
employing SIM cards. This results from the fact that to fix the subscriber iden-
fity module integrally to the mobile station would be rather difficult as it would
require cooperation between various manufacturers and operators.
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The claims defining the invention are as follows:

1, A method for managing authentication keys in a mobile communication
system comprising at least one authentication center, base stations and mabile stations
to which subscriber identity modules may be conpled and which communicate with said
base stations, the method comprising the steps of: _

generating authentication keys and identifiers corresponding thereto by means
of which authentication keys corresponding to the identifiers may be found in said
authentication center,

storing said authentication keys in said authentication center so that said
authentication keys may be found in said authentication center on the basis of said
identifiers, and

storing said authentication keys and said identifiers corresponding to the
authentication keys to said subscriber identity modules.

2. The method according to claim 1, the method further comprising the steps
of:

transmitting said identifier stored in said subscriber identity module from said
mobile station to a base station of the mobile communication system,

retrieving, on the basis of said identifier, an authentication key corresponding
to said identifier from said authentication center, and

carrying out authentication by means of the authentication key retrieved on the
basis of said identifier.

3. A method for manaping authentication keys in a mobile communication

system comprising at least one authentication center, base stations, and mobile stations

which are provided with identifiers and which communicate with said base stations and
to which subscriber identity modules may be connected, as well as at least one
subscriber database which stores each subscriber's subscriber data, the method
comprising the steps of:

generating authentication keys and identifiers which correspond to each of ™
them and by means of which an authentication key corresponding to the identifier in
question may be found in said authentication center,

storing in each subscriber identity module an authentication key to which a
specific identifier corresponds,

storing said authentication keys in the authentication center of the mobile
communication system so that said authentication keys may be found in said
authentication center on the basis of said identifiers, and

storing said identifier in said at least one subscriber database in association
with the subscriber data cf said subscriber.
4. The method according to claim 3, the method further comprising the steps

[N:ALIBKIOT022:1s
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sending, when carrying out authentication, said identifier stored in said
subscriber database to said authentication center,

retrieving, on the basis of said identifier, the authentication key corresponding
thereto from said authentication center, and

carrying out authentication by means of the authentication key retrieved on the
basis of said identifier.

5. The method according to ¢laim 2 or 4, whereby said mobile station or the
subscriber using it is authenticated by means of said authentication key.

6. The method according to claim 2 or 4, whereby said mobile communication
system is authenticated by means of said authentication key.

7. A method for managing authentication keys in a mobile communication
system comprising at least one authentication cemter, mobile stations to which
subscriber identity modules may be coupled, at least one subscriber database for storing
subscriber data of a mobile station, and base stations communicating with the mobile
stations, the method comprising the steps of:

generating, in a centralized manner in one location of the mobile
communication system, authentication keys required in the authentication, and
identifiers corresponding to the authentication keys,

storing said authentication keys in said authentication center so that said
authentication keys may be found in said authentication center on the basis of said
identifiers,

storing the authentication key in a subscriber identity module, and

storing the mobile subscriber identity in said subscriber identity module
following the generating and storing of said avthentication keys and said identifiers.

8. The method according to claim 7, comprising the further steps of;

storing said identifier generated in connection with generating said
authentication keys at the same time also in the same subscriber identity module with
the authentication key corresponding to said identifier.

9. The method according to claim 8, comprising the further steps of:

storing, for pointing to the authentication key stored in said authentication
center of the mobile communication system, the subscriber identity and said identifier
associated with it in the subscriber database of the mobile communication system
simultancously with storing said subscriber identity in said subscriber identity module.

10. The method according to claim 8, comprising the further steps of:

sending, for pointing to the authentication key stored in the authentication
center of the mobile comumunication system, the subscriber identity and said identifier
stored in the subscriber identity module from the mobile station to the mobile
communication system.

11. The method according to claim 7, comprising the further steps of:

INALIBKIOT022:ls
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attaching said identifier generated in connection with generating  the
authentication keys to the subscriber identity module to which the authentication key
corresponding to said identifier is stored, so that said identifier is available when the
subscriber identity is stored in the subscriber database.

12. The method according to claim 11, comprising the further steps of:

storing, in the subscriber database of the mobile communication system, the
subscriber identity and said identifier associated with said subscriber identity as
previously attached to said subscriber identity module in order to point to the
authentication key stored in the authentication center of the mobile communication
system simultaneously with storing said subscriber identity in said subscriber identity
module, ‘

13. A mobile communication system comprising at least one authentication
center containing authentication keys, base slations and mobile stations which
communicate with said base stations and to which subscriber identity modules may be
coupled, comprising

an identifier generating means for generating identifiers which correspond to
the authentication keys required in the authentication and on the basis of which said
authentication keys may be found in said authentication center when authentication is
being carried out,

14. A method for managing authentication keys substantially as described
herein with reference to the accompanying drawings.

15. A mobile communication system substantially as described herein with
reference to the accompanying drawings.

DATED this Twenty-first Day of August {998
Nokia Telecommunications Oy
Patent Attorneys for the Applicant
SPRUSON & FERGUSON
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