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Method for Checking Toll Transactions

and Components therefor

The present invention relates to a method for checking toll

transactions and aliso to a vehicle-based arrangement and a
e oo T + ~ P

Lransaction server for same.

In the future Eurcopean electronic toll system (EETS), vehicle-
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based on-board units (OBUs) are to be interoperable both
1

infrastructure-bound” a: “infrastructureless” road toll sys-

cate via short-range radic with OCBUs o0f passing vehicles in or-

der to localise these to the respective beacon location and thus
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e Infrastructureless zrcad toll systems
are Dbased on satellite-assisted “self-locating” C©OBUs, which
transmit the positiocn notifications and/or toll transactions via
a mobile network to a central station. An EETS-compatible OBU
therefore has to have both z short-range transceiver, for exam-

prle in accordance with the DSRC ({(dedicated short range commun

cation), CEN-DSRC, UNI-DSRC, IEEE 802.1lp or WAVE ({(wireless ac-

CE

\

ss for wvehicular envircnments) or IT7$5-G5 standards, for commu-
nication with the toll beacons of the infrastructure-bound road

toll system as well as a gatellite navigation receiver and a mo-

bile communications module for communication with the mobile

network of the infrastructureless road teoll system. Such a mul-
ti-functional OBU is therefore constructed in an extremely com-
plex manner and also requires comprehensive testing and certifi-

n
caticns so that it meets the accuracy and security requirements
1

culation errors and toll fraud.

One obiject of the invention is to create a multi-functional OBU
for interoperable road toll systems, which is of simpler con-
struction and regulres lower testing and ification outlay

raud security of the system as a whole. A further cbject of

the inventicn i1is to create a methc for checking tc

A 4

il transac-
tions of such multi-functional OBUs as well as toll beacons and

transaction servers sultable for same.
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In a first aspect the inventicn thus creates a method fcor check-
ing toll transactions, generated from position notifications of
a mobille phone connected via a mobile network to a transactio
server, with the aid of a network of distributed toll beacons,
which communicate via schort-range radio with on-board units of
passing wvehicles and are connected to the transaction server,
comprising:

carrying a mobile phone and an on-board unit on a vehicle:;

generating a session identifier, excnangin, the sessicn identi-

producing position notifications in the mobile phone and sending
the position notifications under the session identifier to the

on server in order to produce toll transactions;

[

transactz
when the on-board unit passes a toll beacon, logging the pass in
a beaccon log under the session identifier; and

in the transaction server, double-checking the toll transactions
produced for the session identifier with the beacon log created
for the seszssion identifier.

In accordance with +the invention, an  interoperable multi-
functional ORU is formed from a GNSS {global navigation satel-
lite system) -enabled mobile phone on the one hand and a DSRC
{(dedicated short range communication) -enabled COBU on the other
hand, which exchange data via a common interface. A unique iden-
tifier in the road toll system {at least temporarily), that is
to say the session identifier, can be exchanged via this int
face and forms a 1ink between the infrastructureless billing
functions of the multi-functional OBU o¢n the one hand and the

infrastructure-bound billing functions of the multi-functional

ORU on the other hand. The highlyv secure and highly accurate po-
sition data of toll beacons of an infrastructure-bound road toll

system which encounter a multi-functional OBU during the journey

thereof, said OBU operating in GNSS or infrastuctureless mode,

can thus be used with the aid ¢of the checking method of the in-

N

vention to check the GNSS-based tcll transaction
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billing errors and fraud attempts, to which an infrastructure-

less rcad toll system 1is exposed, can be recognised and pun-
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ished. The dinvention therefore c¢reates an interoperable road
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11 system with high billing and fraud security

few, cost-effective components with low certification outlay.

(@]

rdance with a first preferred wvariant of the invention,

when a toll beacon 1s passed a beacon identifier is transmitte

from the toll beacon to the on-board unit

[an]

a
in the on-board unit, and the first beacon log
transmitted with the segsion identifier via the mobile phone

the transaction server in order to be double-checked. The

beacon lcg used to double-check the GNSS-based position notifi-

[

cations 1s thus collected by each multi-functional ORU itself

during the Jjourney thereof, which reguires only little change to
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1ave lower computing power are
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existing toll beacon network.

a second wvariant of the invention, which can be exe

he session identifier 1s transmitted from the on
board unit to the toll beacon and from there is transmitted with
beacon identifier to the transaction server, and all beacon

ntifiers received under the session identifier are stored 1in

sses of a multi-functional OBU past a beacon under a certain

ssion identifier, which relieves the OBU part of the multi-

nctional OBRU, such that COBUs that . more cost-effective and

a third variant, in which beacon log is co
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1 t
in a muiti-functional OBU and a second beacon log is colliect-
1

by the toll keacons, the seco
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stem, since not only can either the beacon passes collected by

the multi-functional O0BUs during the journey thereof in the form

i - N [N N N P N A > o~ s
beacons in the form of the second beacon logs be used for check-

ing, but both beacon logs, more specifically both for mutual

J1

w

checking and for the checking of the GNSS-kased peosition notifi-

C

cations.
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A further advantageous embodiment of the method of the inventi
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1en passing the toll beacon: recording a vehicle feature
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beacon and storing the wvehicle

e 101
match, transmitting the stored ehicle feature from the
acon to the transaction server.

The toll beacons passed by a multi-functional OCBU in GNSS

can thus also be used simultaneously for enforcement

-
ot
°

trast to known DSRC solutions, a vehicle feature is recorde

-

way of precaution each time a multi-functional OBU passes a bea-

con; 1f the subseqguent double check in the transaction server

ture recorde
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enforcement because it proves that this beacon was passed.

The detector is preferably a camera and the vehicle feature

preferably a feature of an external appearance of the vehicle

thereof can be used as enforcement proof, for example.
In order to ensure protection of the personal data of the

(]

the recorded vehicle features or images can preferably be
crypted with the aid of the session identifier in order to
vent improper use. If a teoll transaction is checked and fou
be correct, the session identi
action server and a decryption of stored, encrypted vehicle
tures or images is thus no longer possible.

Toll transactions are preferably double-checked in the tra

tion server by means of map matching between geographical

)

le user, such as number plate or whereabouts of the wvehic
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tions of toll beacons, which are stored in the beacon log(s)

he posi

beforehand highly accurately, and therefore they

put 4 4

t
notifications. The geographical positions of the toll beac
n

—

be used as reference for ¢

12 gecgraphic checking of the positic
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ta transmitted 1in the position notificaticns of a multi-
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functional CBU in GNSS mode.
A commercially conventional near-range radio communication

)
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standard, such as WLAN, WiFi®, Bluetooth®, RFID (radio freguency

(@]

identification) or, particularly preferably, NFC (near field

e

communication), is preferably used for the interface in the mul-
ti-functional OBU betwesen mobile phone and on-board unit. NEC-

enabled mobile phones are becoming increasingly widespread. The

advantage of NFC is the extremely short range thersof, which re-
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ipe of the mobile phone relative to the on-

becard unit in order to establish a temporary NFC connection. By

-l

swiping the mcobile yphone wvia the on-board unit, the sesgsion

identifier can thus be generated, and the start of sessions in

1 v T e e Aol e ST = PN T 1 (Y 3 Sa Fhito AariEaoo 3 o - =V
the mobile pone and the on-beoard unit is thus initiated: a sec-

1R < S . . LR ~ I N . o ~ N i ~
o) ond swliping terminates these sessions and transmits the first

beacon 1cg from the on-bocard unit via the mobile phone to the

The first beacon lcog is preferably encrypted cryptographically

in the on-board unit and is transmitted in this form to the mo-

20 bile phone. Applications in the mobile vpvhone can thus be pre-
1

from reading or even manipulating the beacon log as said

)

18 transmitted to the transaction server.
With at least one of the aforementioned steps of transmitting

the gession identifier, an on-board unit identifier may option-

3
J

5 ally also be transmitted 1in each case. The transaction server
can thus additionally perform an assignment between sessicon

identifier and on-koard unit identifier, which facilitates en-

In a second aspect the invention creates a multi-functional ORU
30 in the form of a vehicle~based arrangement for the presented
nethod, comprising:

a mobile phone with a satellite receiver for position

tion and a mobile communications moedule for position notifica-

tion via a mobile network to a transaction server, and
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with a2 short-range transceiver for radio commu-

nication with a tocll beacon,
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tole; : phone
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common radio interface,
is used by the mobile phone in a posi-
no ication via the mobile network and is
5 board unit in a radio communicat
Lastly, the

on-
a toll beacorn.
creates, in a third aspect, a transaction
for the specified method, comprising a first interface to
a mobile network and a sgecond interface to a network of geo-
graphically distributed toll beacons, wherein the transactiocon
i0 zerver is configured to double~check position ncotifications of a
bile phone received via the first interface with beacon logs
received via the first and/or second interface
beacons passed by the mobile phone
logs.
15
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Furtherxr

spec in said beacon
features ind advantag
ctional ORU a

>, wherein toll
1fied
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ces of  the the multi-
nd the tr 1 server of the i it
now be described in greater detal
cemplary embod
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he invention will
etail on the basis
odiments with reference
in which:
20

f preferred ex-
Fig.

to the accompanving drawings,
1 shows a gschematic overview of a rcad toll system with
components according to the invention;
Fig. 2 shows a Dblock diagram of a wvehicle-based arrangement
{(“multi-functional OBU”) of the road toll syste
Fig. 3a and 3b show the method o
25 segquence

diagram;

iy
> invention in the form of a
. to 6 show position data logs and beacon lo ocourring in
the method of Fig. 3.

Fig. 1 sghows, in compressed =
consists of 2

form,
I an inf
30 turel

system 1, which
ound part 2 and an infrastruc-
By way of example, a vehicle 5 1s moving on a
road 4 in the road toll system 1 and carries : i operable
on-poard (multi-functional
that is operable wi
Lo here

also

.
of the road toll syst
: . )
ltiplicity of tcoll beacons
RS5E., RESE;, ;  gen

istributed ove

cver the
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rding a feature of the vehicle 5 carry-

7, a detector 10 for rec

<

ing the MF OBU ¢, for example a camera for recording a vehicle

wd alse an intexface 11, which components 8, 10, 11 are

o
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all controlled by a local processor 12 with memory 13. The bea-
ons 7 are connected via the interfaces 11 to a central transac-
tion server ({(or a number of central transaction servers) 14 of
the rcad toll system 1.

imited range of the radic link 9, a vehicle 5, more
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specifically the MF OBU ¢ therecof, can be localised as 1t passes
a beacon 7 or RSE, to the regpective known location
beacon, and from this a toll transaction TR recording or billing

7 e

the location use can be pvroduced for the transaction gerver 14
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received from the toll beacon 7.

The transceiver 8 and therefore the radio 1ink 9 have a radio
20 range of at most a few metres, a few tens of metres or a few

hundred metres, as is implemented for example by the DSRC (dedi-

cated  short  range communication), CEN-DSRC, UNI-DSRC, IEEER
802.11p or WAVE (wireless access for vehicular environments) or

ITS-G5 standarde inclusive of WLAN and Wifi®, Bluetooth® or also
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nologies. All of these standards are combined here for the ke
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e8]
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of simplicity under the term “DSRC”, and part 2 of the road toll
>ferred to as the DSRC part 2.

For cooperation with the DSRC part 2, the MF OBU 6 according to

30 Fig. 2 comprises a DSRC part 15 (also referred to as “DSRC OBU”

or “OBU” for short) with a short-range trangceiver 16 for estab-

lishing the radio link 9 and a processor 17 controlling this and

ct
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having & memory 18. In the DSRC part 2 of the road

1, each MF OBU 6 is identified by an OBU identifi
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and each toll beacon 7 or RSE, is identified by a beac

identifier RID,
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part 3 of the road toll system 1, as in-

dicated by the name, does not have a dedicated road-side infra-
N e ey - P - ~ - P o - S . o~ vy o b -~ - A=y o~ 10 Ky
structure, but instead uses an existing mobile network 18 (of

which -Fjust some base stations are shown by way of representa-

-

5 tiony and also an existing network of navigation satellites 19
{some shown by way of example). The mobile network 18 (public
land mcbile network, PLMN) can be of any type known in the
field, for example a 3G, 4G or 5G mobile network according to
the GSM, UMTS or LTE standards, etc. The gsatellite network 19

10 may be any known GNSS (glchal navigation satellite system), for
example a GP3, GLONASS or GALILEO network. The part 3 of the
road network 1 1z also referred to as the GNSS vart 3 for the
sake of simplicity.

For cooperation with the GNSS part 3 of the road toll system 1,
i5 the MF OBU 6 has a GNSS part 20, which comprises a satellite re-

ceiver 21 fo receiving 22 position signals o¢of the satell

network 19, a mobile communications module 23 for communication

in the mcbile network 18, and a processor 25, which controls
o

4
the components 21, 23 and has a memcry 26. With the aid of the

20 satellite receiver 21, the gecgraphical position of the wvehicle

5 or of the MF OBU & 1is

(\\

position data position
produced and are transmitt as ysition notifi POSi,

PSS, «.., generally pos; ia the

3
J

nobile communications module 2 nd the i ile ¢ rk 18 The

(87]
(@)

.

transaction server 14 can thus produce toll transactions TR from
the obtained position notifications pos;, which toll t
record or bill the location uses of the wvehic
ly, “finished” toll transactions TR are already produced in the
30 MF OBU & by the processcor 25 from the position data p: and are

transmitted in the form of the position notifications pos

transactions TR that have already been procegssed.

)
(O3}

According to Fig. 2, the MF OBU 6 is no
gle hardware component part for the purposes discussed in the

introduction, but instead an arrangement is compesed of two sep-
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W

5 o

arate components embodying the GNSS part 20 on the one hand and

the DSRC part 15 on the other hand, which can communicate with
= Sther taems S 1 ar 7 oo ar o amtarfoes >

one another temporarily via an interface 27.

The interface 27 for example is a short-range radio interface

according to the standards discussed above for the DSRC inter-
i¥, Bluetcoth”™ or RFID. The interface
2 ver, 1z preferably a near-range radic interface of ex-
tremely short radic range, in particular according to the NIC

standard (near-field communicaticon). Such an NFC interface 27 is

therefore the components 20 and 15 of the MF 0BU ¢ have to
brought into the direct vicinity of one another in order to es-
tablish a temporary NFC connection 27 during this period of ap-
proach. Such an Mapprcaching” is establicshed for example by a
“swiping” of the GN3S part 20 over the D3RC part 15 for the
short periocd of the swipi

For this purgpose, the components 20, 15 each comprise a short-
range communication module 28, 29, for example an NFC communica-

e for one c¢f the modules 28, 29

to be formed as a transponder or responder, for example the mod-

ule 28 1g formed as an RFID reader and the module 9 ig formed
as an RFID transpoender (“tag”) or vice versa. All of these wvari-

ants are summarised here under the terms “NFC connection” and

“NEFC module”. The NFC modules 28, 29 are ccntrolled in the com-

an Aﬂﬁ‘fgingly programmed and NFC-, RFID- or Bluetooth-enabled
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2rm Ymobile phone” here includes any type of

communication device that can communicated in the mobile network
18 and is additionally equipped with a short-range communication
module 28, for example a wireless phone, Smartphone, Ncotebook PC
or tablet PC, personal digital assistant (PDA), etc. Such a mo-
bile phone generalily also has a display and input device 29 for

the user, for example a screen with keypad or a touchscreen. The
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SRC part 15 of the MEF OBU ¢ can in turn ke formed by a “c¢

onal” OBU for a DSRC road toll system, which 1s additio

guipped with a short-range communication module 29.

‘LQ* 3 to 6 show a method for checking toll transactions in the

road toll system 1 with use of the components shown in Fig. 1
and 2. The seguence diagram of Fig. 3 has been divided between
Fig. 3a and 3b due to its sgize. Fig. 3b shows the continuaticn

MF
5vs
th

GNS

i..l
o

rtion {a) of Fig. 32a shows a phase of the method in which an
ORU © first cooperates {in the manner of a conventional DSRC
Uy exclusively with the D3RC part 2 of the road toll system 1.

way of example, two DSRC transactions ai, a; are illustrated

S e L N o N - T T oy e -y = v T Xagnl ey Y -y S PN P o~
th different toll beacons 7 or RSE,, RSE, over the -journey of

<

e
ke the ME OBIJ 6, more specifically the DSRC part 15 thereof,

respond via the radic interface 9, for example with the DSRC

>czsage “BST” {(beacons service table) 31. The MF OBU 6 then re-

snds, 1n one or more radic communicatiocns 9, with the OBU

dentifier OID thereof (step 32, i1llustrated 1in simplifiad

o

orm), whereupon the toll besacon 7 produces a beacon transaction

and (immediately or later) transmits this under the beacon

dentifier BID, thereof to the transaction serxver 14 (step 33).

BU 6 acts as a GNSS OBU in the GNSS part 3 of the road toll
stem 1, wherein it is controlled or double-checked however by

2 DSRC part 2 of the road toll system 1. To this end, at the

P ~ P R, s TN v e g m o oy ATy . Wove Y o T o NP 4
38 part 20 (also referred to hereinafter as mobille phone
g 7 3 .. . ' Sae e 3 . - R 4o o ey g 1 le o - o 3
HDY ) ) the user initiates a first temporary NFC connection 35
7 7 N 4

ia the radio interface 27 to the DSRC part 15 of the MF 0OBU o,

or example by swiping the mobile phone 20 over the ORBU 15 (step

}. The swiping 36 prompts the generation of a unique session

entifier (Msession ID”) SID in the road toll system 1, for ex-

mple z very large random number, of which the occurrence again

the road toll sgsvstem 1 1s extremelvy niikel The gession
cne rod COL Systerl 18 Lremely U J‘\,A_y o ne SesSs8Lionn
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identifier SID can be generated in the mobile phone 20 and
transmitted via the NFC interface 2
generated in the OBU

to the mobile phone 20; in any casge the session ldentifier S1ID
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mobile phone 20 and CBU 15 {step 37).
The ORU 15 may also optionally transmit the OBU identifier OID

thereof to the mokile phone 20.
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A session 38 and 39 are now started
and in the ORBU 15 respectively under the session identifier SID,

phone 20 transmits the session identifier
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ID {optionally alsc the OBU identifier CID if obtained) via the
wobhile network 18 to the transaction server 14, which then also

opens a sessgsion 41 under the session identifier SID

The further ezemplary phases bi, bs and bs in Fig. 3 now show
15  billing phases in which the MF OBU o functions as a GNSS OBU and

deposits position notifications pos;, generated with the aid of

the satelliite receiver 21 therecf, at the transaction server 14

via the mobile network 18. Here, the pogition data pos; are sent

in each case together with the session identifier SID to the
20 transaction server 14, and therefore all of these received posi-

tion data pos: can be assigned to SID and

can be stored in a position data

Fig. 4). The OBU identifier OID may optionall

ted in the position notifications pos:; and then assign

the transaction server 14 tc the position

N
Q
Q
’ -
—
]
FJ
o}

The position data log 42 can then ke used to produce “GNSS-

based” toll transactions TR in the transaction server 14, or al-

[

ready containg these toll transacticns directly {(when the posi-
were “finished” toll transactions TR).
30 In the further phases b: and by of the method illustrated &

of example, the MF ORU 6, over the journey thereof, now encoun-

ters further toll beacons 7 whilst in GNSS toll mode (), here
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ezpond {step 31), it then answers in the phases b; and b4 not

only with its OBU identifier 0ID, but also with its current ses-
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sion identifier SID (step 43). The toll beacon 7 now knows that
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in the background” wvia the GNSS part 3

{sessions 38, 39, 41), and now responds differently compared

with phases aj and a,, where it had not obtained a session iden-
5 tifier SID: It now transmits back its ocwn beacon identifier BID.
in the next step 44 to the matching MF OBU 6, which collects the
beacon identifiers BID, thus received of all beacon passes in a
first beacon log BIDLogl(SID} 45. Alternatively or additionally,
in a step 46, the toll beacon 7 can transmit the OBU identifier
10 0ID and/or the session identifier SID of the passing MF OBU ©
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character recognition or OCR), etc. n
this sense, the detector 10 may be, for example, a laser scanner
or radar scanner scanning the form of the wvehicle, one or more
light barriers, a weight sensor and/or a digital camera or video
camera.

30 The beacon identifiers BID, of all toll beacons 7 passed by the

vehicle 5 during the GNSS billing phase (b} are thus collected

in the sgecond beacon log BIDLog2{SID) 47 of the <transaction

server 14; the passed toll bkeacons 7 simultaneously producse re-
o of the passing vehicles 5.
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establishes a second temporary NEFC connection 48 wvia the NFC in-
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mulated first beacon log BIDLogl({SID) 45 to the mobile phone 20
{step 50) and terminates or concludes the session 39. The mobile

phone 20 transmits the obtained first beacon log BIDLegl (SID) 45
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The first beacon log BIDLogl {SID) 45 can be encrypted in the OBU

15 cryptographically before it is transmitted in step 50 to the
mobile phone 20 in orxder to prevent the mobile phone 20, an ap-

r from reading or manipulating the
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so be provided for this purpose with a cryptograph-
ic signature and/or a checksum {(hash wvalue), which can then be

checked in the transaction server 14 for authenticity and/or in-

of which the private key 1s used in the 0OBU 15 for encryption
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Following termination of the GNSS billing phase (b)), the MF 0OBU
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6 and then the beacons 7 passed thereby revert back tc the DSRC
t

billing mcde (a); see the exemplary beacon pass ag.; wi
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30 tion server TR produced or

caused by an MF OBU 6 in the GN3S billing phase (b) in the form
of the posgition data log posLog(SID) 42, whether this contains
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transactions T

R or posLog(SID) produced for a session identifier
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45

received

identifier SID in order to detect

may be caused for the

vehicle 5 sgpecified by the position

the tell transactions TR based thereon or

not match with the locaticns P, of the toll be

in the first beacon 1og or vice

this indicates a
ulent manipulation at the MF OBU

Alternatively or additicnally, a further

with the MF O0BU passes signalled by

contained

versa.
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ompared with the
the same session

Such a

therein does
acons 7 gpecified

Focr example,
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the toll beacons

seszgion identifier SID in the form of the second beacon log BID-
LogZz {(S51ID) 47. The second beacon log BIDLog2(SID) 47 can be dou-
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and/or the position data log
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form of a hash wvalue or a checksum, also fall within the term
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beacon log” used here.
In the case of a mismatch, the transaction server 14 may reqguest

from the corresponding toll beacon 7 or RSE,, in a {optional)

the vehicle feature PIC, recorded in said toll beacon in
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the memory 13 under the session identifier SID, for example a
image of the wvehicle 5, and may recover this (step 54). If the
vehicle feature PIC, has been encrypted with the session identi-

fier SID, the session identifie 31D is to be stored up until

10 is moment in the transaction server 14 (sese process 417) in
order to be used for decryption of the vehicle feature PIC,. Ses-
sion identifiers SID for tell transactions TR, which were found
to ke in orxder in step 52, can be deleted (even as early as step
52) in order to prevent a further decryption of the stored vehi-

i5 cle features PIC, of “correct” vehicles.

In a step 55, an enforcement dataset REC is prcduced, which con-

tains the detected mismatch in conjunction with the determined
vehicle feature PIC, and also the session identifier 3ID and/or
the ORU identifier 0ID (when the latter is alsc transmitted and

20  has been assigned the session identifier SID). If the OBU iden-

7

tifier CID in the transaction server 14 1s not avallable at this

point, the enforcement dataset REC may also contain Jjust the
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It goes without saying that an MF ORU 6, which transmits posi-

25 to the transaction server 14 via the mo-
GNSS billing phase (b), can also transmit

iber identifier TID of the mobile phone 20

in the mcbile network 18, for example an IMSI (international mo-
bile subscriber identification), TIMSI (temporary international

30 mobile subscriber identification, IMEIL (international mobile
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the CBRU identifier OID to the subscriber identifier TID there-
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fore is not absolutely necessary, but is optional.
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The invention 1is not limited to

alse comprises all variants and modifications that fall within

the seope of the accompanving claims.
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FREMGANGSMADE TIL EFTERPROVNING AF GEBYRTRANSAKTIONER OG
KOMPONENTER HERTIL

Patentkray

1. Fremgangsmade til efterprovning af gebyrtransaklioner, som dannes af
positionsmeldinger for en mobiltelefon (20), der via et mobiinet {18) stér | forbindelse
med en transaklionsserver (14), ved hjselp af et netvaerk af fordelte gebyrradicfyr (7),
som via kortreekkende radico {9) kan kommunikere med onboard-enheder (15) i
forbipasserende Kkorelpjer (B) og stéd i forbindelse med transakiionsserveren (14),
omfattende:

medbringning af en mobiltelefon (20} og en onboard-enhed {15} i et karetgj (5);
generering af en sessionsidentifikation (SID), udveksling af sessionsidentifikationen
(51D} mellem mobiltelefonen (20} og onboard-enheden (15} og afsendelse af
sessionsidentifikationen (SI1D) til ransaktionsserveren (14);

frembringeise af positionsmeldinger {pos;) | mobiltelefonen (20) og afsendelse af
positionsmeldingerne {posi) under sessionsidentifikationen (SID) til
transaktionsserveren (14} til frembringelse af gebyriransaktioner (TR});

nar onboard-enheden (15} passerer et gebyrradiofyr (7), regisirering af passagen | en
radiofyrsprotokol (45, 47) under sessionsidentifikationen (SID); og

i transaktionsserveren (14}, krydskontrol mellem de til sessionsidentifikationen (SID)}
frembragte gebyrtransaklioner (TR} og den til sessionsidentifikationen (SID) oprettede
radiofyrsprotokol (45, 47)

2. Fremgangsmade ifglge krav 1, kendetegnet ved, at der ved passage af et
gebyrradiofyr (7) sendes en radiofyrsidentifikation (BID,) fra gebyrradiofyret (7} il
onboard-enheden {15) og lagres | en farste radiofyrsprotokol (45) | onboard-enheden
{15); og at

den forste radiofyrsprotokol (45) sendes med sessionsidentifikationen (SID}  over
mobiltelefonen (20) 1l transaktionsserveren (14} til krydskontrol.

3. Fremgangsmade ifglge krav 1 eller 2, kendetegnet ved, at ved passage af et
gebyrradiofyr (7) sendes sessionsidentifikationen (SID) fra onboard-enheden {15) til
gebyrradiofyret (7} og derfra med en radiofyrsidentifikation (BID,) il
transaktionsserveren (14); og at

i transaktionsserveren (14) lagres alle til sessionsidentifikationen (SID) modtagne

radiofyrsidentifikationer (BID,) | en anden radiofyrsprotokol (47).
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4. Fremgangsméde ifgige krav 2 og 3, kendetegnel ved, at ved krydskontrollen
krydskontrolleres  ogsa den anden radiofyrsprotokol (47) mod den forste
radiofyrsprotokol (45).

5. Fremgangsmade ifoige &t af kravene 1 til 4, omfattende:

ved passage af gebyrradiofyret (7): registrering af el koretgjskendetegn (PIC,) ved
anvendelse af en detekior (10) | gebyrradiofyret (7} og lagring af koretgjskendetegnet
(PICy) under sessionsidentifikationen (SID) | gebyrradiofyret (7); og,

nar krydskontrollen | transaktionsserveren {14) viser en uoverensstemmelse, afsendelse
af det lagrede korelgjskendetegn (PIC,) fra gebyrradiofyret (7} til ransaktionsserveren
{14).

6. Fremgangsmade ifeige krav 5, kendetegnet ved, at keretgjskendetegnet (PIC,)
lagres krypteret ved hjeelp af sessionsidentifikationen (SID).

7. Fremgangsméde ifplge &t af kravene 1 1l 6, kendelegnet ved, at krydskontrollen
sker ved en kortsammenligning mellem geografiske positioner (P} af gebyrradiofyrene
{7}, der er lagret | den eller de radiofyrsprokoller (45, 47) baserel p3d deres
radiofyrsidentifikationer (BID,) og positionsmeldingerne {posi).

8. Fremgangsmade ifolge ét af kravene 1 til 7, kendetegnet ved, at genereringen af
sessionsidentifikationen (81D) og afsendelsen af den forste radiofyrsprokol (45) i hvert
tiffeelde sker over en midlertidig naeromradeforbindelse (27), fortrinsvis en NFC-
forbindelse, mellem mobiitelefon (20) og onboard-enhed (15).

9. Fremgangsmade ifglge ét af kravene 2 til 8, kendetegnet ved, at den farste
radiofyrsprokol {45} krypleres | onboard-enheden (158} og sendes | denne form ti
mobiltelefonen (20).

10. Fremgangsmade ifglge &t af kravene 1 1l 9, kendetegnet ved, at der ved mindst ét
af de neevnte trin med afsendelse af sessionsidentifikationen (SID) hver gang ogsa
medsendes en onboard-enhedsidentifikation (O1D) af onboard-enheden (15).

11. Keoretgjsbaseret indretning til en fremgangsmade ifolge ét af kravene 1 til 10,
omfattende:

en mobiltelefon (20) med en satellitmodtager (21} til positionsbestemmelse og et
mobilradiomodul (23) til positionsmelding via et mobiinet (18) til en transaktionsserver
{14}, og

en onboard-enhed {15) med en kortreekkende transceiver (16} til radiokommunikation
med et gebyrradiofyr (7},

hvor mobiltelefonen (20} og onboard-enheden (15} er indretiet til, via en feslles

radiogreenseflade (27), at udveksle en sessionsidentifikation (SID), som mobiltelefonen
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(20} anvender | en positionsmelding (24) over mobilnettet (18), og onboard-enheden
anvender | en radickommunikation (8) med et radicofyr (7).

12. Koretgjsbaseret indretning ifelge krav 11, kendetegnet ved, at radiograensefladen
(27} er en NFC-graenseflade til midlertidige NFC-forbindelser.

13. Karetgjsbaseret indreining ifglge krav 11 eller 12, kendetegnet ved, at onboard-
enheden (15} er indretiet tii modiagelse af en radiofyrsidentifikation (BID,) fra et
gebyrradiofyr (7} og lagring | en ferste radiofyrsprotokol (45).

14. Karetgjsbaseret indretning ifolge krav 13, kendelegnet ved, at onboard-enheden
{(15) er indreltet til at sende den forste radiofyrsprotokol (45) via den faelles
radiograenseflade (27} til mobiltelefonen {(20), og at mobiltelefonen (20 er indrettet Uil at
sende en modiaget forste radiofyrsprotokol (45) vie mobiinettet (18) il
transaktionsserveren (14).

15. Transaktionsserver il en fremgangsmaéde ifglge ét af kravene 1 til 10, med en
farste greenseflade til et mobilnet {18} og en anden greenseflade til et net af geografisk
fordelie gebyrradiofyr (7}, hvor transaktionsserveren (14} er indreftet il at
krydskontrollere via den farste greenseflade modiagne positionsmeldinger (posi)
vedrgrende en mobillelefon (20} med via den forste ogl/eller anden grasnseflade
modtagne radiofyrsprotokolier (45, 47), hvori der er angivet gebyrradiofyr (7), som er
passeret af mobiltelefonen (20).

16. Transaklionsserver ifglge krav 15, kendetegnet ved, at transaktionsserveren (14)
er indrettet il ved forekomst af en ved krydskonirollen optraedende uoverensstemmelse
at anmode om él | et gebyrradiofyr {7) lagret kgretgjskendetegn (PIC,) via den anden

graenseflade.
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