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(57) ABSTRACT 

A storage device has a storage medium, a controller, and a 
session manager. The storage medium is partitioned into one 
or more security partitions. The controller is adapted to read 
and write data to and from the storage medium and to enable 
security sessions over an interface between one or more host 
systems and one or more security partitions. The session 
manager within the storage device is adapted to monitor 
parameters associated with the one or more security sessions. 

20 Claims, 10 Drawing Sheets 

AUTHENTATEelawassociated T7-yawaaif so 
sEsstow Isaid 

sEssowa Naefeats TEApatapa Tosassow 2 
AANaeER THESEssow 

sESSIONAIAWAer AETREFEs Essstow Tow 4. 

sassowawae? AREADssaaaaaaaawaa s 
a FAWettowaa. To stafa Tlas 

sesselwawaaraaws apaaaass Area- ass 
AOL/TNES 

APeaPTTEs.TssEssow Tokaws so 

sta 
54 two is 7kW at EF 

s Rap 
yEs 22 

sissanwaiwaardtats 
awaew Eawal 

sAssowawaa Alcesaw 
Awayaw Tasp 

sEssawaawaa Alesaw s 
Eway IV ifice sp 

2 
sassiew awae? 

enseats ERRORAEssae 
Naassalaf s 
vitas 

sEssWaWaals is 

sassowanaea 
awara Es Assae 
NERFAFAEssae 

Es 

sass 

26 

  



U.S. Patent Feb. 17, 2009 Sheet 1 of 10 US 7493,656 B2 

  



U.S. Patent Feb. 17, 2009 Sheet 2 of 10 US 7493,656 B2 

210 

as a as a - - - - - - - -a - a- - - - all as a la - 

STORA6E DEMICEF 

Ma/WA6EA 2O9 
SESSIOW 

2O4 

AT6. 2 

  



U.S. Patent Feb. 17, 2009 Sheet 3 of 10 US 7493,656 B2 

3OO 

3O6 3O8 310 

IWTEARFACAF STAAAMM CO 
Aiii. UTILITIES AOUTINES 

V / 
V ? 

N W / 
SESSION N W / 
MANAéER a N \ / 

n N / 
n N V 
N N V f 

n N V f 

SESSIOW 
TASKS 3O4. 

AACAAT AO6SA 

312 314 

AT6 3A 

  

  

    

  

  

  



U.S. Patent Feb. 17, 2009 Sheet 4 of 10 US 7493,656 B2 

300 
& 30 

CO-ROUTINES 

& CONNECTSP 0 

306 

INTERFACE MESSAGE UTILITIES 
& YIELD 0 Q DATA RESPONSE DATA () TIVE 

& DATA RESPONSE HEADERO E. TE: O SION 0 
& DATARESPONSE TLV0 ÉS LOCKSP 0 
& FLUSH INPUT0 
& STATUS RESPONSE () SS SPLOCKED 0 

308 

STREAM UTILITIES 

& READ STREAM 0 
& RESET STREAM () 

Q SESSION MANAGER COMMANDO 
Q SESSION MANAGER RESPONSEO 

few FINDSESSION 0 
& MANAGE OPENSESSION 0 
is OUEUESESSION 0 
AKY STATUS COMMAND 0 

& WRITESTREAM 0 
fr) STREAMBYTES) 

& RESETSESSION 0 
AKY INITIALIZESESSION 0 
SKY POWER UP TRUST0 
& TRUST SESSION () Q AUTHENTICATESESSIONO 

& CLOSESESSIONO 
& END METHOD 0 
& GET TOKENO 
& NEWSESSION 0 
& SEND METHOD 0 
& START FROMSCRATCH () 
& START METHOD 0 

É). START OBJECT METHOD 0 
f) STARTSP METHOD 0 

S INITIALIZE LOG 0 
SY LOG ENTRY 0 

Ate 3A 

  

    

  

      

    

    

      

    

  

  

  

    

  

  

  

    

  

  

  



U.S. Patent Feb. 17, 2009 Sheet 5 of 10 US 7493,656 B2 

414 

STAREAMM 
L/777. 

sEssION/WANA&ER 

4O2 404 406 403 410 412 

INTEAFAE f2 f2 SESS. SESS. IWTERFACE 
(ZIAWT SDAP SIAM MeA). 77456S MS6 U7I1. 

(OMMANDO 

sIA AEAD ALLE 
COWTENTO 
-- 

SDAP6EFT INCOMMI/V6 

BUFFER LEPOINTERd 
HS-> 

AEADER INFO 
-> 

SIA READ FILE 
coVTENTO 
H 

sDBPéETINCOMINé 
BUFFER FILE POINTERO 

AKATA/EAdEA 
-o- 5TATUs AESAON1i 

s M/AITESTAEA FIND sassrow (2 fi EAMM 
Al--b 

L - FF 
quEVE SESSIow 

SIAA AEAD FIZE cowTEWTO 
H 

SDAPéAFTA/WCOMMI/N6 
AUFFERAILEAOINTERO 

= AckeTHEADER 
-- MAN46E OPENSESSION.0 

AETURNAAOMA (AL/ QUEt/Ef 5E55IOWO 
- v 

I/NEASIWe S. 
7IMEF 400 ATe 44 

  



U.S. Patent Feb. 17, 2009 Sheet 6 of 10 US 7493,656 B2 

412 4(O 474 4f6 413 42O 

SESSTOW Ef STREAM AA 6O2- DATA 
TAsks it? UTILITIEs API ROUTINEs VIII. 

rest 
sessIONO 

yIELD() 

SESSIOW 
AMAWA6EA 

CPUWACCESS 6ALWED- AEFT TASKAMS6 

AEAD sTREAM () - FAP FA V - sUBPACKETINFO : : 
----- 

AUTHEWIICATE SESSION 0 
DéET TOKENO 

AEAD STAREA/MO 
- VIEl Do! WUMAER OF AyTES AEAD - 

47L/A62ESS AeAZWEO 
1 

SESSIOW 
5AIW/4AIDAAAAMETEA R; STATE 0. kH- - - - - 
Zoe EWTRyO 
-H---HPH 

5TAVs RESPONSE0 stEAMO 
Fei 

flush INPUTO 
FF 
V w V V v V 

NaAASTWe 
TIAME 

  

  

  



U.S. Patent Feb. 17, 2009 Sheet 7 of 10 US 7493,656 B2 

AU/77/EWTICATE OOMMAMAWD AssOCTATED WITA/AWA67 TME 
SESSIOWIS ARAETMED 5OO 

SESSIOWAMAWA6EA CALLS THE ARAOAAT TOSESSIOW 
AMA/Wa6EA THESESSIOW O2 

SESSIONMMAWA6EAAETAIEVES THESESSIOW TOKEW bO4 

SESSIOW/MAWA6EAR AREADS SUAACKETINFORMAT TOW MAA 
A FUWOTTOW CAL/ TO STREAM UTILTTIES O6 

SESSZOWMAWA6AR 6a7WSOPL/AOESSAAOM CO- 508 
AOUTINES 

APOAAI TESTSSESSIOW TOKEWS 51O 

572 
514 WO IS 7 OKEW/ALL/E 

CORRECT2 

* 22 SESSIOWMMAWA6EAR DATETS 
a/WAARAORW TAfE TOKEW VA/LWE 

SESSIOWMAWA6ERAO6Sa/W 
AWTAyTW THE LOesp 

f6 SESSIOWAMAWA6EARAO6S AW 
EMTAy IW THE /O6SP 

SESSIOWAMAWA6AQ 
6E/WEARATES MMASSA6E TO 524 

SESSIOWAMAWAéEAR IWTEARFACEAMESSA6E 
6EWEAATESEARRORAMESSA6EF LWTTTTIES 
TOIWTEARFACEAMESSA6E 513 

UTILTTIES 
SUCCESS 

SESSIOWMAWA6EARAILASHES 526 
IWPUTAU/FFER 52O ATe to 

  

  

      

  



U.S. Patent Feb. 17, 2009 Sheet 8 of 10 US 7493,656 B2 

SESSTOW 608 6OO 
MaNae EAR ?/ 
61O 61.2 614 616 63 62O 

SASSIOW Ef STAREAM Apa 6.O- Da TA 
TASKS Ef UTILITIES API ROUTINEs UTIL. 

TRUST 
sEssIONO 

VIELD() 

AU/AOESS 6A. INEO-AET. TaSKAM.se 

AEADSTREAM 0 ---O suBPAckeTINFO : : 
------ 

NEWSESSION ) 
6ET TOKEN () 

READ 57REAM 0 
H 
--> y(EL d0 

WLMAER OF AyTAS AEAD - is 
CAL/A60ASS ARE6AINED 

-i 52N : SpWOTAUTHORIZED sTATE0 
k- - - - - - 

LO6 EWTRy() 
He-Ha-H-2 

TA 5 TV5 RESFON250 sREAMO 
- 

FLUSH INPUTO la-a-a-a-al-e- 
--- 
V V y V V V 

INOAAASIN6 
TIME 

A76, 6 

  

  

  



U.S. Patent Feb. 17, 2009 Sheet 9 of 10 

AEET/EIWPUTAELATED TO OWEOR 
MMORE SECUATTySESSIOWS 

ASS SECURITy SASSTOWIWPL/T TO 
5ASSIOWMAWA6EAR 

MMAWA6TN6AL/SECURTTy SESSIOW 
ACT TMTTy/ARO6AA/MMMATICALLy 

THROU6A/ THESESSIOWMAWA6EA 

TEARMMTWATTW6 SECURITY SESSIONS 
M/ITA/ 77/ESESSIOWMAW46ERIFA 

AOA/AWIS DEFTAaTED 

US 7493,656 B2 

7OO 

7O2 

704 

704 

AFTe 7 

  

  



U.S. Patent Feb. 17, 2009 Sheet 10 of 10 US 7493,656 B2 

WEM/SESSION COMMAWD IS ARECETMED 3OO 

SESSIOWAMAWA6ER CALLs THE ARPAPT TO OPEN A WEW 3O2 
SESSIOW 

SESSIOWMANA6ERAETAIEVES A SESSIOW TOKEN 3O4 

SESSIONMAWA6EQAAAAS SU/AACKETTWFORMATIOW MIA 3O6 
A FUNCTION CALL To sTREAM UTILITIEs 

SE55IOWMAWA6ER 6ATW567?U? ACES5 AAOMO- 3O3 
AOL/TWES 

5ASSIOWMAWA6ERATTEMATS TOAUTHEWTICATE USEA 
OA (DEMICE 8tO 

32 
AVO IS LASER 

AUTHORIZED2 
yAS 

SESSIOWMAWA6EA 322 
DETECTS AAAOR TWUASEA 3.14 

6&ADAWTIALS 
SESSIOWAMAWA6AAAO6S AW 

SESSIOWAMAWA6ERAO6SAW 

SESSAOWMAWAeAA 
324 6A/NERATESAMESSA6E TO 

SESSIOWMAWAéER TWTEAAAoEMESSA6Af 
6A/WEAAJESERAORMESSA6E L/7ZZTTIES 
TO TWTEARFACEAMESSA6EF 33 

/7ZZTIES 
SL/OESS 

SASSIOWAMAWA6EARAIASHES 
IWPL/TAUFFEAR 82O 326 ATe 3 

  

  

  

  

  



US 7,493,656 B2 
1. 

DRIVE SECURITY SESSION MANAGER 

CROSS-REFERENCE TO RELATED 
APPLICATION 

None. 

FIELD OF THE INVENTION 

The present invention relates to storage devices having 
hardened security features, and more particularly, to storage 
devices adapted to host and manage security sessions associ 
ated with the hardened security features. 

BACKGROUND OF THE INVENTION 

Disc drives and other storage Subsystems, including flash 
memory devices and removable storage devices, typically 
have a processor (sometimes called a microprocessor) in their 
built-in electronics. Computing devices offer more and more 
security features every day, from improved encryption tech 
nologies to personal firewalls and the like. Recently, storage 
devices (both internal and external to host computer systems 
and stand-alone storage systems) have been designed and/or 
configured to offer some level of additional security. 
One security technique is described in co-pending appli 

cation Ser. No. 09/912,931, filed on Jul. 25, 2001, entitled 
METHODS AND SYSTEMS FOR PROMOTING SECU 
RITY IN A COMPUTER SYSTEM EMPLOYING 
ATTACHED STORAGE DEVICES, which is incorporated 
herein by reference in its entirety. Another technique is 
described in co-pending application Ser. No. 10/984,368, 
filed Nov. 9, 2004, entitled “SYSTEMAND METHOD FOR 
DELIVERING VERSATILE SECURITY, DIGITAL 
RIGHTS MANAGEMENT, AND PRIVACY SERVICES 
FROM STORAGE CONTROLLERS, which is incorpo 
rated herein by reference in its entirety. 
One type of security technique uses security partitions of a 

storage device to host security provider applications and files. 
Security sessions can be initiated with the security provider 
applications and files on the storage device over an interface. 
As used herein, the term "session” refers to an interaction 
between system entities (such as a host computer and a stor 
age device), sometimes involving a user, wherein a selected 
state is maintained for the duration of the interaction. Such an 
interaction may not be limited to a single connection between 
the system entities. Generally, a security session comprises a 
secure interaction with data and/or computer readable 
instructions stored, for example, in one or more security 
partitions implemented on the storage device. 

Conventionally, sessions are terminated by the host sys 
tem. However, there are instances where system security or 
system priorities dictate a need to terminate a session before 
the activity occurring within the session is complete or before 
the session terminates due to completion. Unfortunately, the 
host system is ill-equipped to detect Such scenarios. 

Therefore, there is an ongoing need for a means for detect 
ing a termination condition and for terminating the security 
session. Embodiments of the present invention provide solu 
tions to these and other problems, and offer other advantages 
over the prior art. 

SUMMARY OF THE INVENTION 

A storage device has a storage medium, a controller, and a 
session manager. The storage medium is partitioned into one 
or more security partitions. The controller is adapted to read 
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2 
and write data to and from the storage medium and to enable 
security sessions over an interface between one or more host 
systems and one or more security partitions. The session 
manager within the storage device is adapted to monitor 
parameters associated with the one or more security sessions. 

In one embodiment, a method for managing security ses 
sions on a storage device has a storage medium partitioned 
into one or more security partitions. One or more security 
sessions between a host system and one or more security 
partitions are hosted by a controller within the storage device. 
A session manager within the storage device monitors pro 
grammatically the one or more security sessions for a termi 
nation condition. Selected security sessions of the one or 
more security sessions are terminated by the session manager 
based on the termination condition. 

In another embodiment, a system for managing security 
sessions on a storage device is described. A storage medium 
is partitioned into one or more security partitions. A controller 
is adapted to read and write data to and from the storage 
medium. A session manager within the storage device is 
adapted to manage security and to terminate one or more of 
the security sessions upon detection of a termination condi 
tion. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is an isometric view of a disc drive. 
FIG. 2 is a simplified block diagram of a storage device 

according to an embodiment of the present invention. 
FIG. 3A is a simplified block diagram of a system for 

providing a storage device side security session termination 
capability according to an embodiment of the present inven 
tion. 

FIG. 3B is a simplified, expanded block diagram of the 
system of FIG. 3A. 

FIGS. 4A and 4B are simplified command-level timing 
diagrams illustrating a method for managing a security ses 
sion according to an embodiment of the present invention. 

FIG. 5 is a simplified flow diagram illustrating a security 
session authentication process according to an embodiment 
of the present invention. 

FIG. 6 is a command-level timing diagram illustrating a 
method for authenticating a creation of a new security session 
according to an embodiment of the present invention. 

FIG. 7 is a simplified flow diagram of a methodology for 
managing security sessions on the storage device according to 
an embodiment of the present invention. 

FIG. 8 is a simplified flow diagram illustrating a method of 
authenticating a new session according to an embodiment of 
the present invention. 

DETAILED DESCRIPTION OF ILLUSTRATIVE 
EMBODIMENTS 

FIG. 1 is an isometric view of a disc drive 100 in which 
embodiments of the present invention are useful. Disc drive 
100 includes a housing with a base 102 and a top cover (not 
shown). Disc drive 100 further includes a disc pack 106, 
which is mounted on a spindle motor (not shown) by a disc 
clamp 108. Disc pack 106 includes a plurality of individual 
discs, which are mounted for co-rotation about central axis 
109. Each disc surface has an associated disc head slider 110 
to which a read/write transducer (not shown) is mounted, for 
communication with the disc Surface. 

In the example shown in FIG. 1, disc head sliders 110 are 
Supported by Suspensions 112 which are in turn attached to 
track accessing arms 114 of an actuator 116. The actuator 
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shown in FIG. 1 is of the type known as a rotary moving coil 
actuator and includes a voice coil motor (VCM), shown gen 
erally at 118. Voice coil motor 118 rotates actuator 116 with 
its attached disc head sliders 110 (and associated read/write 
transducers) about a pivot shaft 120 to position the disc head 5 
slider 110 over a desired data track along an arcuate path 122 
between a disc inner diameter 124 and a disc outer diameter 
126. Voice coil motor 118 is driven by servo electronics 130 
based on signals generated by heads 110 and a host system 
101. The host system 101 is coupled to the disc drive 100 via 10 
an interface 103. Data and control signals pass from the host 
system 101 to the disc drive 100 over the interface 103. 

FIG. 2 is a simplified block diagram of a storage device 200 
according to an embodiment of the present invention. The 
storage device 200 includes an input interface 201, and a 15 
controller 202 coupled to a storage medium 204 and adapted 
to read and write data to and from the storage medium via 
read/write heads (element 110 in FIG. 1). A session manager 
206 is provided to monitor and manage all security session 
transactions over the interface (element 103 in FIG. 1) related 20 
to one or more security partitions (SPs) 208 on the storage 
medium 204. Finally, the input interface 201 is coupled to a 
host system 210 via an interface 212. As used herein, the term 
“Security Session” refers to an authenticated interaction 
between an external device and a security partition of the 25 
storage medium over the interface between the storage device 
and the host system. In a server context, the security session 
may be established between a device on a network and the 
security partition of the storage medium via the host system 
interface. It should be understood that the interface 212 may 30 
be a standard peripheral device interface (for example, an 
ATA interface between a computer system and a storage 
device) or the interface 212 may be a direct connection to a 
network (if the storage device 200 is a standalone storage 
system). As used herein, the term “security partition” refers to 35 
a logical area on a storage medium to which access is tightly 
controlled, preferably by a controller, by circuitry, or by soft 
ware contained within the storage device. In one embodi 
ment, a security partition contains an authority table, which is 
used by the controller, by circuitry and/or by associated soft- 40 
ware within the storage device to authenticate access requests 
to data stored within the security partition. In this instance, if 
an access request to data within the Security partition instan 
tiated a security session which ran unusually long, which 
resulted in unexpected data transmissions or errors, and the 45 
like, it is desirable for the storage device to monitor and 
terminate such security sessions using the session manager 
206. 
A processor 207 is provided for processing data associated 

with security sessions. The session manager 206 preferably is 50 
a software application for managing the allocation of time and 
resources of the processor 207. The session manager 206 may 
be part of the firmware 209 associated with the storage device 
200, which includes instructions for the controller 202 to 
maintain control over access to the security partitions 208 on 55 
the storage medium 204. The session manager 206 is a soft 
ware application or agent internal to the storage device 200 
that is responsible for managing all security session activity 
formultiple, simultaneous security sessions over the interface 
201. The session manager 206 may be embedded in the firm- 60 
ware 209 of the storage device 200. Preferably, the session 
manager 206 is integrated into the controller 202 of the stor 
age device 200, which includes the processor 207 and the 
firmware 209 adapted to control reading and writing of data to 
and from the storage medium 204. The session manager 206 65 
is adapted to monitor the state of all activities implicating a 
security partition 208 (and received over the interface from a 

4 
host system), and is adapted to manage resource allocation, to 
authenticate session requests, to monitor the progress of each 
session, and to render decisions about whether to terminate 
any particular security session. The session manager 206 is 
able to perform its functions without intervention by a host 
system. 
Some reasons for needing to terminate a session might 

include (but are not limited to) power failure, tamper detec 
tion, excessive time in the session, no resources available, or 
insufficient priority level to complete a task in a reasonable 
amount of time. In the latter instance, it may be that a par 
ticular entity's request for resources has a low priority, which 
is likely to be displaced by a higher priority session or request, 
thereby making it difficult for the task to be completed within 
a reasonable amount of time. Additional reasons may include 
problems with commands received over the interface and/or 
parameters associated with the session. Inability to recognize 
the requesting user may result in session termination. Addi 
tionally, non-recoverable error conditions may lead to session 
termination. In eachinstance, the session manager 206, which 
is internal to the storage device, identifies the termination 
condition and terminates the session. The session manager 
206 is adapted to work closely with the processor 207 of the 
storage device 200 to manage resources and to allocate pro 
cessor time to various co-routines. 

Thus, the session manager 206 is implemented on the 
storage device 200 (on the drive-side or storage-device side) 
and adapted to terminate a session without intervention by a 
host system and without a terminate command being received 
over the interface. The present invention is directed to the 
recognition that there are occasions where neither the host 
system nor the originating entity recognizes a need to termi 
nate a particular security session. For example, if the request 
ing system hacks into the drive to establish a session, or if a 
system maliciously attacks the system such as through a 
denial of service attack, the host system is typically not 
adapted to recognize that a particular security session is not 
desirable, particularly once the authentication process is suc 
cessful. With the present invention, each command issued to 
the security partition 208 can be controlled with a session 
token to insure that a particular session is valid, that resources 
are available, and that the session should not be terminated. 

For the purpose of illustration, a security partition may be 
used, for example, by a Software-based firewall program, to 
store selected files and optionally one or more dynamic link 
libraries. In this instance, the controller of the storage device 
and/or firmware (software) within the storage device can 
prevent the operating system of a host computer from gaining 
access to the security partition, thereby securing the firewall 
software from unauthorized access. On startup of the host 
computer, the firewall software can be loaded and can estab 
lish a secure session with the security partition in order to 
obtain access permissions and settings. 

FIG. 3A illustrates a simplified block diagram of an over 
view of an embodiment of the present invention. The system 
300 includes a session manager 302 for authenticating ses 
sion requests, initiating co-routine tasks in a task manager 
queue, monitoring the state of all pending and active sessions, 
observing timeouts and other error conditions, and determin 
ing when to terminate a security session. Results (whether 
normal or abnormal) may be reported back to a host system, 
but the decision to terminate a session due to any number of 
conditions can be made by the session manager 302 without 
host intervention. 
The session manager 302 manages one or more session 

tasks 304, which may invoke interface message utilities 306, 
stream utilities 308, co-routines 310, remote procedure call 
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(RPC) application programming interface (API) 312, and 
security partition log 314. Specifically, the session manager 
302 instantiates each session task304 based on authenticated 
session requests. The session manager 302 then tracks the 
activity or inactivity of each session task 304, and manages 
system resources. By managing system resources, the session 
manager 302 monitors transaction time, and various other 
parameters associated with a security session. If such param 
eters exceed a predetermined limit or are different from nor 
mal operations, the session manager 302 terminates the ses 
Sion. 

FIG. 3B illustrates a more detailed block diagram of the 
embodiment of FIG. 3A. The system 300 includes a session 
manager 302 which instantiates one or more session tasks 
304. Each session task 304 may implicate one or more func 
tions of the interface message utilities 306, stream utilities 
308, co-routines 310, RPC API 312, and/or the security par 
tition log 314. 

The session manager 302 includes a number of functions, 
which are internal to the session manager 302. The session 
manager command function and the session manager 
response function are public functions, whereas the find ses 
sion function, manage open session function, queue Session 
function, and status command function are all internal func 
tions, which cannot be accessed from outside of the session 
manager 302. These functions are private functions, which 
cannot be accessed by other classes. 
The functions shown in FIG. 3B are provided for illustra 

tion purposes only, and are not intended to be exhaustive. 
Among other activities, the session manager 302 is respon 
sible for storage device session co-routine creation and ter 
mination, as well as priority setting. A request to initiate a new 
session typically comes from a host (such as a computer 
system attached to the storage device) via an RPC API func 
tion call (such as NewSession). Such a function call would 
result in one of the following outcomes: accept session, reject 
session or conditionally accept session. If the session is 
accepted, the new session is created together with a pair of 
streams that link the session to the session manager 302. The 
new session co-routine performs authentication. 

For example, the session can be rejected if a maximum 
number of drive sessions are already active, if a maximum 
number of sessions for the security partition already exist, or 
if some other out-of-bounds type condition would be created 
by granting the requests. If the session is conditionally 
accepted, a wait can be specified, if for example, other ses 
sions on the security partition prevent immediate acceptance 
of the session. This is handled like the “accept session' case 
with the addition of an initial section of code in the session 
co-routine that waits for the security partition to become 
available or for any specified wait time to expire. 
Once created, an active security session can be terminated 

by request from the host session task (using a CloseSession 
command), a request from the storage device session co 
routine, or from a system termination. A system termination 
results from Some abnormal condition. For example, a co 
routine stalls or takes too much time, or a process returns an 
error, or a higher priority session preemptively requires 
immediate security partition access. For the purpose of the 
present invention, security sessions can be co-routines 310. 
Co-routines 310 can connect to a security partition of a stor 
age device, and then yield access both to the security partition 
and to the microprocessor of the storage device (as needed) 
and regain access when the microprocessor becomes avail 
able. 

FIGS. 4A and 4B depict a command-level timing diagram 
illustrating a session termination process due to an error con 
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6 
dition involving invalid parameters received as part of a com 
mand. The system 400 includes a client interface 402, a 
Diagnostic Bridge Protocol 404 (which may be manufacturer 
specific, such as a Seagate Diagnostic Bridge Protocol 
(SDBP) 404), a Systems Information Manager (SIM) 406, the 
session manager 408, session tasks 410, interface message 
utilities 412, stream utilities 414, the RPC API 416, co-rou 
tines 418 and data utilities 420. 

For readability purposes, FIGS. 4A and 4B depict a flow of 
a single command through the system 400. Time increases 
down the page, and FIG. 4B depicts operations that occur 
sequentially in time after those of FIG. 4A. In general, the 
session manager 408 has the capability of terminating a secu 
rity session. A precondition is that the session is already active 
(NewSession command was previously received), and an 
authenticate command is received containing one or more 
invalid parameters. 

After the packet arrives at the interface, it is routed to the 
session manager 408 via invocation of a session manager 
command. The session manager 408 invokes a SIM read file 
content command. The SIM 406 invokes a SDBP get incom 
ing buffer file pointer command, which returns the buffer file 
pointer. The SIM 406 then returns the router header info from 
the received authentication command to the session manager 
408 based on the pointer information. The session manager 
408 once again contacts the SIM 406, which in turn contacts 
the SDBP 404 to retrieve the packet header for the session 
manager 408. The packet header for each packet in a Super 
packet (which contains one or more packets) is retrieved. 
These steps can be conceptualized as a read router header and 
Superpacket header process. 

If the packet corresponds to an open session, the session 
manager 408 queues the packet to the open session. The 
session manager 408 invokes an internal find session com 
mand, then generates a status response command to the inter 
face message utilities 412, which opens a write stream via the 
stream utilities 414. Finally, the session manager 408 queues 
the session via an internal function call. 

While there is more data in the packet, the system contin 
ues to retrieve packet header information and queue the infor 
mation to the appropriate session. If all sessions are open, 
meaning that there are no more available sessions, a message 
is returned to the interface client indicating that no security 
partition session are available and Zero "buffer credit' is 
provided. In this instance, credit refers to buffer space avail 
able for command reception. Credit is required to establish 
and interact via security session. Alternatively, an unopened 
session may be reserved for the user and a packet may be 
routed to the appropriate session task. 
At this point, the session manager 408 invokes a trust 

session via a function call associated with the session tasks 
410. The session tasks 410 request the co-routines to yield 
access to the CPU. The session tasks 410 wait for CPU access 
to be gained. The session tasks 410 wake up and initialize the 
trust session, which then waits for message events and pro 
cesses messages until the session is terminated. 
The session initiates a read stream command to the stream 

utilities 414, which returns subpacket information associated 
with the trust session. For each subpacket in a packet, the read 
stream command returns the Subpacket information. Then the 
appropriate command is called. 

In this instance, the packet contained an authenticate ses 
sion command. The session manager 408 calls the RPC API 
406 via the authenticate session command. Though the call is 
indicated as coming from the session tasks 410, the session 
manager 408 initiates the authenticate routine. At this point, 
the Subpacket is parsed into a session scratch buffer. Each 
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token from the Subpacket is decoded and processed via a get 
token command internal to the RPC API 416. The response is 
queued to the host and if a token is a bad token, an error code 
is returned. Otherwise, a success token is returned. In general, 
the get token command calls a read stream command of the 
stream utilities 414 to parse the Subpacket for the command. 
The get token function also calls the yield CPU command of 
the co-routines 418 repeatedly, and may yield the CPU tem 
porarily to higher priority tasks. 

Data is read from the stream until the end of the stream is 
reached or until there is no more data in the stream. An 
authenticate command is called by the RPC API 416, which 
detects an error in a token value. The authenticate command 
sets the session state to “closed', and returns an "SP Invalid' 
parameter to the trust session. 
The session tasks 410 calls the log entry command of the 

data utilities 420, logs the SP Invalid information to the secu 
rity partition log, and flushes the input or scratch buffer. 

FIG. 5 illustrates a simplified flow diagram of a process for 
authenticating a trust session according to an embodiment of 
the present invention. An authenticate command associated 
with an active session is received (block 500). The session 
manager calls the RPC API to authenticate the session (block 
502). The session token is retrieved (block 504) from the 
packet. Subpacket information is read via a function call to 
the stream utilities (block 506). RPC API gains access to the 
microprocessor of the storage device from other session tasks 
(co-routines) (block 508). The RPC API tests the session 
token(s) (block 510). 

If the token value is not correct (block 512), the RPC API 
detects an error in the token value (block 514). The session 
manager logs an entry in the security partition log (block 
516). The session manager generates an error message to the 
interface message utilities (block 518), and flushes the input 
buffer (block 520). 

If the token value is correct (block 512), the session man 
ager logs an entry in the Security partition log (block 522), 
generates a message to the interface message utilities (block 
524) and generates a Success message (block 526). 

FIG. 6 depicts a command-level timing diagram of a ses 
sion where an unauthorized user attempts to open a new 
session and fails. In general, the process proceeds as 
described with respect to FIGS. 4A and 4B, except that the 
session is not already open and the user requesting a new 
security session is not an authorized user. 

In this instance, when the system attempts to open a new 
session by a call from the session manager 608 to the RPC 
API 616, the RPC API detects that the user is not authorized. 
Specifically, the RPC API 616 retrieves and examines the 
session tokens of the requesting user. There is an error in the 
user identification, which means that the security session is 
not authorized. Once again, the system records the failed 
attempt and flushes the scratch buffer. 

In general, the session manager 608 controls access to the 
storage device resources within the security partitions. In this 
manner, unauthorized requests and requests containing errors 
can be rejected, thereby terminating a security session. More 
importantly, as long as the security session remains open, the 
header information and authorization tokens are tested to 
ensure that the session is still valid. If the session lasts an 
excessive period of time, if the session starts encountering 
unexpected errors and so on, the session manager terminates 
the security session. 

FIG.7 depicts a simplified flow diagram of an embodiment 
of the present invention in its simplest form. A storage device 
receives input related to one or more security sessions on the 
storage device (block 700). The security session input is 
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8 
passed to the session manager (block 702). The session man 
ager manages all security session activity programmatically 
(block 704). If a problem is detected with an authenticated 
security session, the session manager terminates the problem 
atic security session (block 706). 

FIG. 8 depicts a simplified flow diagram of a process for 
terminating a request for a new security session received from 
an unauthorized user. A new session command is received 
(block 800). The session manager calls the RPC API to open 
a new session (block 802). The session manager retrieves the 
session token (block 804). The session manager reads the 
Subpacket information via a function call to the stream utili 
ties (block 806). The session manager gains access to the CPU 
from the co-routines (block 808). The session manager 
attempts to authenticate the requesting user or device (block 
810). 

If the user is not authorized (block 812), the session man 
ager detects an error in the user credentials (block 814). The 
session manager logs an entry in the security partition log 
(block 816), generates an error message to the interface mes 
sage utilities (block 818), and flushes the input buffer (block 
820). 

If the user is authorized (block 812), the session manager 
logs an entry in the security partition log (block 822), gener 
ates a message to the interface message utilities (block 824) 
and generates a Success message (block 826). 

In general, termination of a security session (either upon 
request or after the session is initiated) by the session man 
ager generally includes the steps of identifying a problem 
associated with the security session and terminating the prob 
lematic security session. The termination step often includes 
logging the problem, notifying the interface message utilities, 
and flushing the input buffer (blocks 816-820). In some 
instances, the session manager may roll back changes initi 
ated from the security session to a pre-session State. 

If the user is authorized, the request contains the correct 
parameters and so on, then the trust session (security session) 
between the user (device) and the security partition is instan 
tiated. In general, the session manager is used to host, man 
age, and Supervise security session between an external 
device (or host application) and a security provider stored in 
a security partition of the storage device. The session manager 
provides a storage device-side means for terminating a secu 
rity session without requiring intervention by a host system. 
Upon receiving an input direct to a security session (new or 

existing) from, for example, a host system, the session man 
ager either accepts the input, rejects the input, or condition 
ally accepts the input. Once created, an active security session 
can be terminated by the session manager based on a number 
of different reasons, including detection of an unauthorized 
user, detection of an error with a received command (includ 
ing parameters associated with a command), detection of 
unauthorized commands or scripts, detection of excessive 
session time, detection of no data flow, and so on. 
While the present invention has largely been discussed in 

terms of a storage device coupled to a host, it should be 
understood that a session manager may server equally well in 
a stand-alone storage device that is accessible via a network 
(or in a stand-alone storage device that is embedded as part of 
a system that has no host or network connections). In general, 
the session manager manages and monitors all security ses 
sion transactions between external devices and the security 
partitions of the storage device. Generally, Such transactions 
occur overan interface, either to a host system or to a network. 
Consequently, the session manager is adapted to make deter 
minations regarding the state of existing security sessions and 
to terminate those security sessions that are determined to be 
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problematic. Additionally, the session manager may perform 
other functions not addressed in detail herein. For example, if 
the authentication process requires third-party certification 
(such as with a certificate that is certified by a certificate 
authority), the session manager may initiate and hosta secure 
communication link via a tunnel connecting the storage 
device directly to the third-party certificate authority. In this 
manner, a host machine (if one is present) can negotiate a 
secure Socket layer type connection, which the session man 
ager can use to establish an encrypted link to securely com 
municate with the certificate authority. The session manager 
creates a tunnel within a tunnel so that the certification pro 
cess occurs via a direct link between the storage device and 
the certifying authority (bypassing the host machine). 

Finally, though the above-discussion has detailed a process 
for handling two commands (authenticate and new session), 
the session manager is adapted to monitor any ongoing ses 
sion by repeatedly testing the session tokens to make Sure that 
the tokens have not expired, that the keys are valid, that the 
system or the session stream have not been hacked, and so on. 
By testing every command, access controls can be tightly 
managed by the session manager, thereby providing the ses 
sion manager with the opportunity to terminate sessions when 
the parameters or the command do not satisfy the required 
credentials. 

It is to be understood that even though numerous charac 
teristics and advantages of various embodiments of the inven 
tion have been set forth in the foregoing description, together 
with details of the structure and function of various embodi 
ments of the invention, this disclosure is illustrative only, and 
changes may be made in detail, especially in matters of struc 
ture and arrangement of parts within the principles of the 
present invention to the full extent indicated by the broad 
general meaning of the terms in which the appended claims 
are expressed. For example, the particular elements may vary 
depending on the particular application for the storage system 
while maintaining Substantially the same functionality with 
out departing from the scope and spirit of the present inven 
tion. In addition, although the preferred embodiment 
described herein is directed to a session manager and security 
management system for hosting and managing multiple 
simultaneous security sessions on a storage device, it will be 
appreciated by those skilled in the art that the teachings of the 
present invention can be applied to any system adapted to host 
secure communications between two or more entities, with 
out departing from the scope and spirit of the present inven 
tion. 
What is claimed is: 
1. A storage device comprising: 
a storage medium partitioned into one or more security 

partitions; 
a controller adapted to read and write data to and from the 

storage medium, the controller adapted to enable secu 
rity sessions between one or more host systems and one 
or more security partitions; and 

a session manager within the storage device adapted to 
monitor parameters associated with a plurality of Secu 
rity sessions, wherein the session manager is adapted to 
monitor security session activity for each security ses 
sion after authentication of each security session. 

2. The storage device of claim 1, and further comprising an 
interface configured to receive a request from a host system, 
wherein the interface is an ATA or SCSI interface. 

3. The storage device of claim 1 wherein the session man 
ager is adapted to terminate selected security sessions of the 
plurality of security sessions based on the monitored param 
eters. 
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10 
4. The storage device of claim 1 wherein the controller 

comprises: 
a processor adapted to process commands and data; and 
firmware containing instructions for operation of the con 

troller. 
5. The storage device of claim 4 wherein the session man 

ager manages processing resources of the processor. 
6. The storage device of claim 1 wherein the session man 

ager comprises a Software application. 
7. The storage device of claim 1 wherein the monitored 

parameters comprise a session priority level, and wherein the 
session manager is adapted to terminate a selected security 
session for a security session having a higher priority level. 

8. The storage device of claim 1 wherein the monitored 
parameters comprise a session duration parameter and 
wherein the session manager is adapted to terminate a 
selected Security session based on the session duration. 

9. A method for managing security sessions on a storage 
device comprising: 

hosting one or more security sessions between a host sys 
tem and one or more security partitions using a control 
ler within the storage device, wherein hosting comprises 
receiving a request from the host system for creation of 
a security session, authenticating the host system, and 
creating a security session between the requesting entity 
and a security partition of the storage device; 

monitoring the one or more security sessions for a termi 
nation condition using a session manager within the 
storage device; and 

terminating selected security sessions of the one or more 
security sessions with the session manager based on the 
termination condition. 

10. The method of claim 9 wherein the step of managing 
comprises: 

receiving input associated with security sessions; 
directing the received input to an associated security ses 

sion; and 
monitoring security session activity for the termination 

condition. 
11. The method of claim 9 wherein the termination condi 

tion comprises a session duration that exceeds a predeter 
mined limit. 

12. The method of claim 9 wherein the step of managing 
further comprises: 

retrieving session token information associated with the 
security session; and 

testing the session token information before processing 
security session information received over the periph 
eral interface. 

13. The method of claim 9 wherein the termination condi 
tion comprises an unauthorized user. 

14. The method of claim 9 wherein the step of terminating 
further comprising: 

flushing information associated with the security session 
from an input buffer if the termination condition is 
detected during monitoring. 

15. The method of claim 9 and further comprising: 
logging information related to termination of the security 

session. 
16. A system for managing security sessions on a storage 

device comprising: 
a storage medium partitioned into one or more security 

partitions; 
a controller adapted to establish an active security session 

with one or more security partitions; and 
a session manager within the storage device adapted to 
manage the active security session with the one or more 
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security partitions, wherein the session manager is 
adapted to terminate the active security session upon 
detection of a termination condition associated with the 
active security session. 

17. The system of claim 16 wherein the termination con 
dition comprises excessive session time or no available Secu 
rity sessions. 

18. The system of claim 16 wherein the termination con 
dition comprises a non-recoverable error condition after a 
number of retry attempts. 
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19. The system of claim 16 and further comprising: 
a set of commands stored on the storage device, the set of 
commands accessible to the session manager for man 
aging, monitoring and terminating security Sessions. 

20. The system of claim 16 wherein the session manager is 
configured to monitor security session activity associated 
with the active security session after authentication of the 
active security session. 
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