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(57) Abstract: Method and devices are provided to form
virtual switches for data networks. As noted above, the
term "switch" as used herein will apply to switches, routers
and similar network devices. Each virtual switch acts as a
single logical unit, while encompassing at least two physi-
cal chassis. Accordingly, each virtual switch may be treated
as a single point of management. Each virtual switch in-
cludes a master chassis and at least one slave chassis. The
master chassis is configured to control the slave chassis.
The master chassis includes at least one master supervi-
sor card and the slave chassis includes at least one slave
supervisor card. The master chassis and the slave chassis
communicate via a virtual switch link according to a virtual
switch link protocol.
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VIRTUAL NETWORK DEVICE

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to data networks.
More particularly, the present invention relates to
network topology.
2. Description of the Related Art

In most enterprise networks, a tiered network design
is employed, with redundant network devices at various
tiers. A typical network design is illustrated in Fig.
1. Core layer 105 may be connected to data center 110
and/or Internet 115. Core layer 105 generally includes 2
switches, each of which is connected with each device in
distribution layer 120 for redundancy purposes. (As used
herein the term “switch” will be used to mean an actual
switch, a router, or any similar network device.)
Similarly, each wiring closet in access layer 125 is
normally connected to two devices of distribution layer
120.

Although this network topology has proven to be
gquite robust and reliable, it has some disadvantages.
For example, each pair of redundant switches represents
two points of management. This means that twice the time
and effort is required for configuring layer 2 and layer
3 protocols, a spanning tree protocol, etc., as compared
to what is required to configure a single device.
Moreover, each wiring closet must be configured for
uplinks to each of two redundant devices in the
distribution layer.

It would be desirable to form networks that preserve
the robust qualities of a conventional network topology,

but which are simpler to manage.
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SUMMARY OF THE INVENTION

Method and devices are provided to form virtual
switches for data networks. As noted above, the term
“switch” as used herein will apply to switches, routers
and similar network devices. Each virtual switch acts as
a single logical unit, while encompassing at least two
physical chassis. Accordingly, each virtual switch may
be treated as a single point of management. Each virtual
switch includes a master chassis and at least one slave
chassis. The master chassis is configured to control the
slave chassis. The master chassis includes at least one
master supervisor card and the slave chassis includes at
least one slave supervisor card. The master chassis and
the slave chassis communicate via a virtual switch link
according to a virtual switch link protocol.

Some implementations of the invention provide a
virtual switch for a distribution layer or a core layer
of a network. The virtual switch includes a master
chassis having a first plurality of linecards and a
master supervisor card for controlling the first
plurality of linecards. The virtual switch includes a
slave chassis under the control of the master supervisor
card, the slave chassis having a second plurality of
linecards and a slave supervisor card. The virtual
switch also includes a virtual switch link (“VSL”) for
communication between the master chassis and the slave
chassis. The VSL may include a plurality of physical
links combined to form a logical link.

The master chassis and the slave chassis may
communicate according to a virtual switch link protocol
for logically extending the data plane of the master
chassis (the fabric, data bus, etc.) to that of the slave
chassis.

In preferred embodiments, the VSL includes a control
virtual switch link (“CVSL”) and a data virtual switch

link (DVSL”). In some embodiments, the CVSL and the DVSL
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are on the same physical link. The CVSL can extend an
internal Out-of-Band Channel (“OBC”) for communication
between the master chassis and the slave chassis. The
DVSL can extend an internal chassis data plane for
communication between the master chassis and the slave
chassis. The master supervisor may communicate with the
slave supervisor via inband messaging on the CVSL. The
CVSL is preferably brought on-line first and may be used
to determine which chassis will be the master chassis.

The VSL protocol preferably includes a field
indicating whether a packet has traversed the virtual
switch link. The OBC across the VSL may be used to
synchronize routing tables of the master chassis and the
slave chassis. The DVSL or the CVSL can be used to
gynchronize layer 2 tables. In some embodiments, a
single physical link combines the control virtual switch
link and the data virtual switch link. In alternative .
embodiments, the control virtual switch link and the data
virtual switch link are formed from separate physical
links.

Some embodiments of the inventions provide a master
chassis configured to control a wvirtual switch for a
distribution layer or a core layer of a network. The
master chassis includes a first plurality of linecards
and a master supervisor card for controlling the first
plurality of linecards and a slave chassis. The master
supervisor card communicates with the slave chassis via a
VSL protocol that logically extends the data plane of the
master chassis to that of the slave chassis.

Some aspects of the invention provide a method of
forming a virtual switch from a plurality of physical
switches in a distribution layer or a core layer of a
network. The method includes the following steps:
configuring a first physical switch as a master switch
for controlling the virtual switch; configuring a second

physical switch as a slave switch under the control of
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the master switch; forming a VSL for communication
between the master switch and the slave switch; and
causing the master switch and the slave switch to
communicate via a VSL protocol.

The virtual switch link protocol may include a source
port identifier, a destination port index, source flood
information or VLAN information. The virtual switch link
protocol may indicate whether an access control list or a
QoS designation should be applied to a frame. The
virtual switch link protocol may indicate whether a frame
is a MAC notification frame and may include data plane
priority information for a frame.

A first data plane of the master switch may be
extended to include a second data plane of the slave
switch according to communication between the master
switch and the slave switch via the virtual switch link
protocol. The wvirtual switch link may be formed from a
plurality of physical links acting as a single logical
link. The virtual switch link may be formed to include a
data virtual switch link and a control wvirtual switch
link. The data virtual switch link and the control
virtual switch link may be formed on a single physical
link.

The method may also include the steps of updating
layer 2 forwarding tables in the master chassis and in
the slave chassis, and correcting inconsistencies between
the layer 2 forwarding tables in the master chassis and
the slave chassis. The inconsistencies may be corrected
according to frames transmitted on the data virtual
switch link. The frames may be media access control
(“MAC”) notification frames. Some implementations of the
invention provide a computer program embodied in a
machine-readable medium. The computer program contains
instructions for controlling a plurality of physical
switches in a distribution layer or a core layer of a

network to perform the following steps: configuring a
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first physical switch as a master switch for controlling
the virtual switch; configuring a second physical switch
as a slave switch under the control of the master switch;
forming a VSL for communication between the master switch
and the slave switch; and causing the master switch and
the slave switch to communicate via a VSL protocol.

The computer program may include instructions for
controlling a plurality of physical switches of a network
to logically extend a data plane of the master switch to
that of the slave switch.

Yet other implementations of the invention provide a
method of initializing a wvirtual network device. The
method includes the following steps: performing a
handshake sequence between a first chassis and a second
chassis, the first chassis and the second chassis being
redundant network devices of a data network; and
determining whether the first chassis or the second
chassis will be a master chassis for controlling a
virtual network device formed from the first chassis and
the second chassis. The method may also include the step
of forming a control virtual switch link of the virtual
network device according- to information exchanged during
the handshake sequence.

The handshake sequence may include exchanging any of
the following information: a hardware version of a
supervisor; a chassis identifier; a chassis number; a
software version of each supervisor in a chassis;
hardware values for a slot in a chassis; or a slot/port
of a remote endpoint for a particular link between the
first chassis and the second chassis.

The method may include the step of ascertaining
whether a physical link that will become a data virtual
switch link is connected to both the first chassis and
the second chassis. The method may also include the step
of forming a data virtual switch link of the virtual

network device if the ascertaining step indicated that
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the physical link was connected to both the first chassis
and the second chassis.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a network diagram illustrating a
conventional netwoxrk topology.

Figs. 2A and 2B provide a simplified illustration of
forming a virtual switch.

Fig. 2C 1s a block diagram illustrating a simplified
version of a frame sent between an access layer device to
a distribution layer device according to some
implementations.

Fig. 3 illustrates a minimal connection
configuration for a wvirtual switch.

Fig. 4 illustrates a more robust connection
configuration for a virtual switch.

Fig. 5 illustrates exempléry data virtual switch
links and a moderately robust connection configuration
for a virtual switch. :

Fig. 6 is a block diagram illustrating a simpfified
version of a frame header according to one implementation
of a virtual switch link protocol.

Fig. 7 illustrates a simplified version of a network
device that may be configured to implement some methods
of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

In the following description, numerous specific
details are set forth in order to provide a thorough
understanding of the present invention. It will be
obvious, however, to one skilled in the art, that the
present invention may be practiced without some or all of
these specific details. In other instances, well known
process steps have not been described in detail in order
not to unnecessarily obscure the present invention.

Overview of the Virtual Switch

Within the virtual switch, there is only 1 Master

Supervisor. The master supervisor provides the single
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management point to the user. The chassis containing the
master supervisor is referred to as the master chassis.
The other chassis forming the virtual switch are referred
to ag slave chassis. The active supervisor in the slave
chassis will act as a subordinate of the master
supervisor and will serve as a standby to the master
supervisor in case of failure. If only 1 supervisor is
present in the chassis, the entire chassis will be lost
on failure but the virtual switch will continue as if
those ports on the failed chassis were subject to an
online insertion and removal (“OIR”) event. All of the
interfaces present on both of the chassis will appear to
the user as 1 large switch. The port addressing is a
single global space where each layer 2 (“L2”) interface
within the virtual switch has a unique port index.

The software image for the virtual switch should be
configured on the master supervisor and downloaded to all
of the other supervisors. This ensures that the entire
virtual switch will always run the same software image
version.

Exemplary Embodiments of the Virtual Switch

Fig. 2A is a network diagram that depicts a high-
level physical wview of virtual switch 200 according to
some embodiments of the invention. In this embodiment,
virtual switch 200 includes distribution layer switches
205 and 210, which are in communication via wvirtual
switch link 215. 1In some preferred embodiments, virtual
switch 1link 215 is a plurality of physical links combined
to form a logical link. According to some such
embodiments, virtual switch link 215 is an Etherchannel
port bundle that is run according to a proprietary
virtual switch link protocol. Access layer devices 220,
225 and 230 are physically connected to each of
distribution layer switches 205 and 210.

Fig. 2B depicts a logical view of virtual switch

200. Access layer devices 220, 225 and 230, though
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physically connected to each of distribution layer
switches 205 and 210, interact with virtual switch 200 as
1f it were a single network device. All devices external
to virtual switch 200 view it as a single network device.
At layer 3, virtual switch 200 acts as a single router to
access layer 125 and core layer 105. Similarly, at layer
2, virtual switch 200 acts as a single switch to access
layer 125 and core layer 105. The two configuration
points of distribution layer switches 205 and 210 may be
treated as a single configuration point.

Although virtual switch 200 is formed at the
distribution layer in the foregoing example, virtual
switch 200 may be formed in other parts of a network,
e.g., at the core layer. Moreover, according to some
embodiments, a virtual switch 200 formed at the
distribution layer also includes devices in access layer
125. According to some such embodiments, the access
layer devices that are in communication with wvirtual
switch 200 do not make independent forwarding decisions
(regarding access control lists (“ACLs), quality of
service (“QoS”), etc.). In such embodiments, the access
layer devices act as remote dumb linecards (sometimes
referred to herein as “satellites”) to the devices in the
distribution layer. Accordingly, virtual switch 200 can
include both devices in the distribution layer and
devices in the access layer. Such embodiments of wvirtual
switch 200 create a single point of management for both
the access and distribution layers.

Fig. 2C illustrates an exemplary format of a frame
used for communication between satellites and the devices
in the distribution layer. As used herein, the terms
“packet” and “frame” have the same meaning. The sizes of
each field do not necessarily correspond with the number
of bytes in each field. The field types shown and

described are purely illustrative. Moreover, each field
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may contain one or more subfields, some of which may be
reserved. |

Field 235 includes destination information that may
indicate, for example, a destination index for use by
port index tables, whether flooding has been enabled,
VLAN information, etc. Field 240 includes source
information such as a source index for use by port index
tables. Field 245 includes status, control and frame
type information. Field 250 includes service class and
service type information. Field 255 may include such
information as bundle hashing information and forwarding
information.

Field 260 includes control information of various
kinds. Field 260 may include, for example, information
regarding whether input or output QoS or ACLs should be
applied to the frame. Some subfields of field 260 are
preferably reserved. Fileld 265 includes the payload and
field 270 is a CRC field. ’

The satellite switches address the management{ of the
wiring closet by providing a simple switch with no local
forwarding capability. All of the forwarding
intelligence is provided by the upstream switch. The
satellite requires uplink connections to 2 upstream
switches for redundancy purposes.

Without the virtual switch, some of the satellite
ports need to be assigned to 1 distribution switch and
gsome to the other. TIf these are 2 distribution switches
are independent, the configuration can be different and
syncing the configuration for the satellite ports and not
for the local ports introduces a great deal of
complexity. Additionally, global configuration on the 2
switches can be different so syncing would cause problems
for local ports and not syncing global information would
cause problems for the satellite ports on switchover.
The virtual switch model allows the wiring closet

satellites to connect to 1 virtual switch. Since there
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is one configuration for the entire wvirtual switch, all
of the problems encountered with connecting to multiple
distribution switches are solved.

The Virtual Switch Link

An important feature of the virtual switch is the
virtual switch link (“WSL”). The VSL is a point-to-point
connection between at least 2 chassis that are part of
the same virtual switch. Packets traversing the VSL
provide additional information, e.g., in the form of a
prepended header. One of the most important pieces of
information that is passed in the VSL is the source port
index. This allows the forwarding engine on the peer
chassis to learn the original ingress port. It also
indicates to the master supervisor the ingress physical
port on the slave chassis when packets are punted to the
software.

In preferred implememtations, packets sourced from
the VSL do not contain the VSL port index. Therefore,
additional hardware mechanisms are needed for such
implementations, to ensure that packets do not loép
across the multiple physical links composing the VSL. In
some such implementations, the port ASIC of each ingress
VSL port will tag the packet header with a VSL bit. On
each egress VSL port, the port ASIC examines the packet
header and if the VSL bit is set, the packet is not
retransmitted out of the VSL.

The VSL 1s not only used for data traffic but also
internal control traffic as well. Packets that normally
would not be transmitted outside a chassis are permitted
out of the VSL, in order to enable the master chassis and
the slave chassis to form a single virtual switch.
Communication between the master supervisor CPU and the
CPUs present on the slave chassis occurs inband through
the VSL. Packets are sent according to a VSL protocol.
An exemplary VSL protocol will be described below with

reference to Fig. 6.
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Software images are distributed from the master
supervisor to the slave chassis through this inband
communication. Additional information such as OIR events
and port events such as link up/down are also propagated
via this inband mechanism. Normally, mechanisms (i.e., a
Don’'t Forward bit in the header) are in place to ensure
such information would not be propagated outside the
chassis. On the VSL, these mechanisms are disabled
(i.e., packets with a Don't Forward bit set are allowed
out on the VSL).

Preferably, layer 3 (“L3") forwarding tables are
populated via inband CPU communication from the master
supervisor. L2 forwarding tables are preferably
populated through hardware learning. Flooded packets
will be flooded to all portg belonging to the VLAN within
the virtual switch. Multicast packets will be sent to
all ports that have joined the group, regardless of the
chassgis in which the port resides.

Since learning is done through distributed hardware,
the distributed forwarding engines (FEs) require
correction of the L2 forwarding tables when they get out
of sync. This is done in the form of the MAC
Notification frame, which is transmitted from the egress
FE to the ingress FE. With the introduction of the VSL,
the MAC Notification is extended outside of the chassis.
It is permitted only on the VSL links. In some
implementations, the size of the frame has been extended
to 64 bytes to comply with minimum Ethernet standard
size. Normally, a MAC Notification is only generated by
the egress FE. In the virtual switch, a MAC Notification
can also be generated on the ingress FE lookup i1f the
ingress port is part of the VSL. The MAC Notification
allows hardware learming throughout the virtual switch.

The VSL carries the control and data traffic between
the 2 chassis. It acts to extend the internal data plane

(fabric, data bus, etc.) between the peer chassis for
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data traffic and extends the internal OBC for the
purposes of control traffic (i.e. IPC, SCP traffic). In
some preferred implementations of the invention, the VSL
is separated into the comtrol VSL (“CVSL”) and the data
VSL (“DVSL”). The CVSL and the DVSL may be separate
physical links or may be combined on the same physical
link(s).

By their very nature of design and implementation,
the majority of routing protocols are designed to operate
within a single CPU. Within a virtual switch, there can
be multiple supervisor cards present. Amongst the
multiple supervisors, one will be chosen to run all of
the routing protocols for the entire VS.

L3 and L2 control packets (i.e. OSPF LSAs, Spanning
Tree BPDUs, etc.) which need to be transmitted out of the
slave chassis local ports will be transmitted to the
slave chassis via the data virtual switch link (“DVSL”"),
described in detail below. All control communication to
the slave chassis will be transmitted to the slave
chassis via the control wvirtual switch Link (“CVSL”).
Along with the L2 and L3 control protocols, the software
datapath can be run in a centralized manner on the master
active supervisor. In alternative embodiments, the
software datapath can be run in a distributed fashion.

According to some preferred implementations, the
internal Out-of-Band Channel (OBC) is used for control
software communication between cards within a chassis.

In such implementations, the CVSL is used to extend the
internal OBC to the remote chassis. The DVSL is used to
extend the internal chassis data plane to the remote
chassis.

The CVSL is used for CPU-to-CPU communication. 1In
addition, it is used to communicate with the peer chassis
to determine its mastership role. The mastership role of
the chassis drastically affects the behavior of the

software. As a result, the mastership role should be
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determined very early in the chassis boot-up and before
the majority of software applications begin running. To
avold initializing any linecards and to shorten the boot
time, the CVSL should be limited to the ports physically
residing on the supervisor cards.

The CVSL is used before mastership has been
determined. This infers that since the master is
unknown, the proper configuration file to use for boot-up
is unknown. Because the correct configuration file is
unknown, the CVSL ports should be well-known ports.

Thus, the first 2 uplinks of each supervisor card are
preferably used as the control VSL. The ports on the
local standby supervisoxr will be accessible to the local
active supervisor when 2 supervisors are present in the
chassis.

The master chassis supervisor will communicate with
its peer on the slave chassis via inband messaging. This
inband messaging is sent across the CVSL. The inband
messaging can be directed to either the slave chassis
supervisor or to the linecards on the slave chassis.

When the message is being sent to the linecard on
the slave chassis, it will be proxied by the slave
supervisor. The slave supervisor will send the message
via the OBC to the linecard on behalf of the master
chassis supervisor.

Internally, the CVSL is preferably implemented as a
port bundle and will be resilient to failures of a single
link in a fully meshed system. However, only 1 link is
required because the hash algorithm will preferably be
based upon the source and destination MAC address, which
will always be the same for the inband CPU communication.

Communication to the linecards of the remote chassis
will be sent via the CVSL and terminated by the active
supervigor on the remote chassis. This supervisor will
then send the message to the linecard via OBC and proxy

the response back to the original chassis.
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In some embodiments, each chassis can have 1 or 2
supervisors. Because only 1 CVSL physical link is
mandatory, this leads to multiple hardware deployment
scenariogs for the CVSL.

A minimal hardware deployment scenario is
illustrated in Fig. 3. In scenario 300, master chassis
305 has a single supervisor 315 and a plurality of
linecards 325. Similarly, slave chassis 310 has a single
supervisor 320 and a plurality of linecards 330. Link
335 is formed between port 333 of supervisor 315 and port
340 of supervisor 320. In this embodiment, link 335
combines a CVSL and a data virtual switch link (“DVSL”)
in one physical link. Exemplary attributes of a DVSL
will be described below.

The principal advantages of scenario 300 are minimal
cost and minimal configuration time. The disadvantages
include a lack of redundancy, in that the failure of any
component creates an outage. Accordingly, scenario 300
is not as robust as other configurations of virtual
switches according to the present invention.

A more robust deployment scenario 400 igs illustrated
in Fig. 4. Master chassis 405 includes master supervisor
415, stand-by supervisor 417 and linecards 425. Slave
chassis 410 includes slave supervisor 420, stand-by slave
supervisor 422 and linecards 430.

In this scenario, both chassis contain 2 supervisors
and there are 4 physical links between the supervisors:
link 435 connects ports 440 and 445; link 450 connects
ports 455 and 460; link 465 connects ports 470 and 475;
and link 480 connects ports 485 and 490.

Deployment scenario 400 has the advantage of much
greater redundancy than deployment scenario 300. Having
supervisor redundancy on both chassis, with a physical
link between each of the 4 supervisors, creates a much
more robust physical link scenario: deployment scenario

400 allows the virtual switch to operate even after a
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number of 3-failure scenarios. The disadvantages of
deployment scenario 400 include higher cost and greater
configuration time.

Control VSL Initialization

Before the virtual switch can become active, the
CVSL must be brought online. According to one preferred
embodiment, the following items are passed as part of the
initial handshake sequence: the hardware version of the
supervisor; a chasgis identifier (e.g., the MAC address
from the chassis backplane); a chassis number; the
software version of each supervisor in the chassis;
hardware (e.g., EEPROM) values for every slot in the
chassis; and the slot/port of the remote endpoint for the
particular CVSL link.

Most of the above items are used to determine
mastership. The 2 items affecting the CVSL directly are
the chassis identifier and the slot/port of the remote
endpoint for the particular CVSL link.

Slot/Port .

The slot/port is used to determine which of the many
possible CVSL hardware deployment scenarios is in use.

In preferred implementations, this information is also
used to generate warnings if necessary.

Chassis Identifier

The chassis identifier is used to determine if all
of the CVSL links are connected to the same chassis. If
this configuration error does occur, the chassis will
preferably choose one of the peer chassis with which to
form a virtual switch. Preferably, it will then
administratively shutdown all of the CVSL links not
connecting to the chosen peer chassis. The
initialization sequence will preferably negotiate the
chosen peer chassis across the remaining CVSL to avoid
situations where no virtual switch is formed when there

are multiple misconfigurations.
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The initialization handshake across the CVSL
utilizes a well-known destination MAC address. This
allows packets to be redirected to the CPU and ensures
that the initialization handshake packets are not treated
as data packets and forwarded outside of the virtual
switch. The initialization handshake packet is
redirected to the master supervisor, if available, or to
the local supervisor, either of which can determine the
error scenario based on the source port index. Upon
detection of the configuration error, a warning is
preferably issued to the user and both sides of the link
are administratively shutdown. The initial handshake
sequence will preferably be retriggered upon a link
up/down event.

Data VSL

After the CVSL is brought online, mastership is
determined, and the virtual switch is formed, the Data
VSL (DVSL) must be brought online. The DVSL is an
extension of the internal data plane and used for packet
forwarding between the chassis of the virtual switch.

The CVSL is preferably not used for any user data
traffic.

One exemplary configuration of both a CVSL and a
DVSL is shown in Fig. 5. CVSL 1link 515 connects port 520
of master supervisor 505 in master chassis 501 with port
525 of slave supervisor 510 in slave chassis 502. CVSL
link 530 connects port 535 of master supervisor 505 in
master chassis 501 with port 540 of standby slave
supervisor 542 in slave chassis 502. DVSL link 545
connects linecard 550 of master chassis 501 with linecard
555 of slave chassis 502. Similarly, DVSL link 560
connects linecard 565 of master chassis 501 with linecard
570 of slave chassis 502.

Data Traffic Usage of DVSL

According to some preferred implementations of the

invention, a packet arriving from a non-DVSL port will be

16



10

15

20

25

30

35

WO 2005/029784 PCT/US2004/029553

transmitted out of a DVSL poxrt in the following
circumstances: (1) the packet is flooded on the VLAN and
there exist one or more ports on the peer chassis
carrying that particular VLAN; (2) the packet is destined
for a multicast group where members have joined on one or
more ports on the peer chassis; (3) the packet is
destined for a MAC address which has been learned on a
port of the peer chassis;; ox (4) the packet is a MAC
Notification frame destined for a port that is on the
peer chassis.

Packets are sent across the VSL in cases 1, 2, and 3
since it is the only way to reach the egress ports.
Packets are sent across the VSL in case 4 since they are
internal control packets destined to the peer chassis
EARL:.. Note that a given packet may be sent across the
VSL for case 1.

All packets traversing the DVSL will be encapsulated
with an inband header. In preferred implementations,
this header will be appended to the packet by the egress
port (e.g., by an ASIC of the egress port) and stripped
off on the other side of the DVSL by the ingress port.
The inband header carries information such as the ingress
port index, destination port (s) index, VLAN, CoS, etc.

One exemplary header foxmat is depicted in Fig. 6.
The sizes of each field do not necessarily correspond
with the number of bytes in each field. The field types
shown and described are purely illustrative. Moreover,
each field may contain one oxr more subfields, some of
which may be reserved. Here, field 605 includes class of
service information and field 610 indicates the type of
frame (e.g., Ethernet, ATM, etc.). Field 615 includes
control information such as whether port index tables
should be updated and whether a port is “trusted.” Field
620 includes source VLAN information and indicates
whether input or output ACLs or QoS should be applied to

this frame.
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Field 625 includes source information such as source
index, source flood information, etc. Field 630 is a
frame length field. Field 635 is a status field that
includes information regarding e.g., the type of
encapsulation and whether the CRC was correctly received.
Field 640 includes layer 3 information that a receiving
port extracts from the frame. Field 645 indicates,
among other things, whether the frame is a MAC
notification frame. Field 650 includes fabric priority
bits and port-of-exit bits. Field 655 includes
destination information, such as destination index and
destination flood information. The information in field
655 may be provided by address forwarding logic. Field
660 is a CRC field.

MAC Notification Usage of the DVSL

In addition to the typical network traffic, the DVSL
is used to transport the MAC Notification (MN) frames
used in some preferred implementatibns. MAC address
table management will preferably occur on each chassis
independently. The configuration of items such as static
MAC entries will be provided from the master chassis as
part of the configuration synchronization.

The majority of MAC address table management is
preferably done in hardware, such as learning of dynamic
MAC entries. Due to the distributed nature of the
forwarding mechanisms of some network devices, (e.g., of
the L2 forwarding of Cisco’s Catalyst 6000™), there is
internal communication between ASICs for the MAC address
table management. A MAC Notification (MN) frame is used
to correct any inconsistencies found in the L2 tables.

The DVSL is configured by the user and can be on any
linecard that supports the inband header. Although the
DVSL can operate with only a single physical link, it is
recommended that the DVSL is implemented as a number of
physical links combined to form 1 logical link, e.g., as

a multi-module Etherchannel.
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The DVSL may be configured via an interface level
configuration command. In some implementations, this
command can only be configured on an Etherchannel
interface. According to some such implementations, up to
2 Etherchannel intexrfaces can be configured as a VSL.

The 2 configured Etherchannel interfaces are for each end
of the VvSL. When the command is entered, the
Etherchannel member ports should be examined to ensure
that they are all part of the same physical chassis. If
they are not, a warning should be issued and the command
should be rejected. The DVSL should only be configured
when the CVSL is up, because it requires both ends of the
DVSL to be configured on the master active supervisor.

The DVSL initialization sequence should not begin
until there are 2 Etherchannels configured as the DVSL
within the virtual switch. Each Etherchannel represents
one end of the DVSL. Until there are 2 DVSL endpoints
configured, the first DVSL configuied will preferably
remain in an administratively shutdown state. This will
help to make certain that the initialization handshake
packets are not sent and interpreted as data packets
during the transitoxy configuration from normal
Etherchannel to DVSL.

DVSL Initialization

The DVSL initialization sequence is preferably a
subset of the CVSL initialization sequence. In preferred
implementations, the initialization handshake uses a
well-known destination MAC address to ensure that, even
in misconfigurations, the handshake packet will be sent
to the local CPU and not switched outside of the virtual
switch. During the initialization handshake sequence,
all packets are redirected to the master supervisor CPU.
On the slave chassis, this is done via the CVSL. This is
highly rate~limited and proxied through the local active

supervisor in the peer chassis. The purpose of the DVSL
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initialization handshake is mainly to check for various
DVSL-specific configuration errors.

The majority of configuration errors have already
been checked through the CVSL initialization handshake.
The DVSL initialization handshake exchanges the chassis
identifier to ensure that all of the DVSL links are
connected between the same 2 chassis. Normal data
traffic will traverse the DVSL until the initialization
handshake has completed successfully. If the link goes
down for any reason, the initialization handshake
seguence will begin again and data traffic will not
traverse the link until the handshake is completed.

Fig. 7 illustrates an example of a network device
that may be configured to implement some methods of the
present invention. Network device 760 includes a master
central processing unit (CPU) 762, interfaces 768, and a
bus 767 (e.g., a PCI bus). Generally, interfaces 768
include ports 769 appropriate for communication with the
appropriate media. In some embodiments, one or more of
interfaces 768 includes at least one independent
processor 774 and, in some instances, volatile RAM.
Independent processors 774 may be, for example ASICs or
any other appropriate processors. According to some such
embodiments, these independent processors 774 perform at
least some of the functions of the logic described
herein. In some embodiments, one or more of interfaces
768 control such communications-intensive tasks as media
control and management. By providing separate processors
for the communications-intensive tasks, interfaces 768
allow the master microprocessor 762 efficiently to
perform other functions such as routing computations,
network diagnostics, security functions, etc.

The interfaces 768 are typically provided as
interface cards (sometimes referred to as “linecards”).
Generally, interfaces 768 control the sending and

receiving of data packets over the network and sometimes
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support other peripherals used with the network device
760. Among the interfaces that may be provided are FC
interfaces, Ethernet interfaces, frame relay interfaces,
cable interfaces, DSL interfaces, token ring interfaces,
and the like. In addition, various very high-speed
interfaces may be provided, such as fast Ethernet
interfaces, Gigabit Ethernet interfaces, ATM interfaces,
HSSI interfaces, POS interfaces, FDDI interfaces, AST
interfaces, DHEI interfaces and the like.

When acting under the control of appropriate
software or firmware, in some implementationé of the
invention CPU 762 may be responsible for implementing
gspecific functions associated with the functions of a
desired network device. According to some embodiments,
CPU 762 accomplishes all these functions under the
control of software including an operating system (e.g.,
Windows NT), and any appropriate applications software.

CPU 762 may include one or more pProcessors 763 such
as a processor from the Motorola family of
microprocessors or the MIPS family of microprocessors.
In an alternative embodiment, processor 763 is speci;lly
designed hardware for controlling the operations of
network device 760. In a specific embodiment, a memory
761 (such as non-volatile RAM and/or ROM) also forms part
of CPU 762. However, there are many different ways in
which memory could be coupled to the system. Memory
block 761 may be used for a variety of purposes such ag,
for example, caching and/or storing data, programming
instructions, etc.

Regardless of network device’s configuration, it may
employ one or more memories or memory modules (such as,
for example, memory block 765) configured to store data,
program instructions for the general-purpose network
operations and/or other information relating to the
functionality of the techniques described herein. The

program instructions may control the operation of an
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operating system and/or one or more applications, for
example.

Because such information and program instructions
may be employed to implement the systems/methods
described herein, the present invention relates to
machine-readable media that include program instructions,
state information, etc. for performing various operations
described herein. Examples of machine-readable media
include, but are not limited to, magnetic media such as
hard‘disks, floppy disks, and magnetic tape; optical
media such as CD-ROM disks; magneto-optical media; and
hardware devices that are specially configured to store
and perform program instructions, such as read-only
memory devices (ROM) and random access memory (RAM). The
invention may also be embodied in a carrier wave
traveling over an appropriate medium such as airwaves,
optical lines, electric lines, etc. Examples of program
instructions include both machine code, such as produced
by a compiler, and files containing higher level code
that may be executed by the computer using an
interpreter.

Although the system shown in Fig. 7 illustrates one
specific network device of the present invention, it is
by no means the only network device architecture on which
the present invention can be implemented. For example,
an architecture having a single processor that handles
communications as well as routing computations, etc. is
often used. Further, other types of interfaces and media
could also be used with the network device. The
communication path between dinterfaces/linecards may be
bus based (as shown in Fig. 7) or switch fabric based
(such as a cross-bar).

Other Embodiments

Although illustrative embodiments and applications
of this invention are shown and described herein, many

variations and modifications are possible which remain
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within the concept, scope, and spirit of the invention,
and these varilations would become clear to those of
ordinary skill in the art after perusal of this
application. For example, although the virtual switches
of the present invention have been mainly described in
terms of the distribution layer of a network, they are
equally applicable to the core layer and the data center.

Accordingly, the present embodiments are to be
considered as illustrative and not restrictive, and the
invention is not to be limited to the details given
herein, but may be modified within the scope and

equivalents of the appended claims.
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WE CLAIM:
1. A virtual switch for a network, the virtual switch
comprising:
a master chassis comprising:
a first plurality of linecards; and
a master supervisor card for controlling the
first plurality of linecards; and
a slave chassis under the control of the master
supervisor card, the slave chassis comprising:
a second plurality of linecards; and
a slave supervisor card; and
a virtual switch link for communication between
the master chassis and the slave chassis.
2. The virtual switch of claim 1, wherein the master
chassis and the slave chassis communicate according to a
virtual switch link protocol for logically extending a
data plane of the master chassis to that of the slave
chassis.
3. The virtual switch of claim .1, wherein the virtual
switch link comprises a control virtual switch link and a
data virtual switch link.
4. The virtual switch of claim 1, wherein the virtual
switch link comprises a plurality of physical links
combined to form a logical link.
5. The virtual switch of claim 2, wherein the virtual
switch link protocol comprises a field indicating whether
a packet has traversed the virtual switch link.
6. The virtual switch of claim 2, wherein the virtual
switch link is used to synchronize routing tables of the
master chassis and the slave chassis.
7. The virtual switch of claim 3, wherein the control
virtual switch link extends an internal Out-of-Band
Channel to communicate between the master chassis and the
slave chassis.
8. The virtual switch of claim 3, wherein the data

virtual switch link extends an internal chassis data
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plane to communication between the master chassis and the
slave chassis.
9. The virtual switch of claim 3, wherein the master
supervisor communicates with the slave supervisor via
inband messaging on the control virtual switch link.
10. The virtual switch of claim 3, wherein the control
virtual switch link is brought on-line first and is used
to determine which chassis will be the master chassis.
11. The virtual switch of claim 3, wherein a single
physical link combines the control virtual switch link
and the data virtual switch link.
12. The virtual switch of claim 3, wherein the control
virtual switch link and the data virtual switch link are
formed from separate physical links.
13. A master chassis configured to control a wvirtual
switch for a network, the master chassis comprising:

a first plurality of linecards; and

a master supervisor card for controlling the first
plurality of linecards and a slave chassis, the master
supervisor card communicating with the slave chassis via
a virtual switch link protocol that logically extends a
data plane of the master chassis to that of the slave
chassis.
14. A method of forming a virtual switch from a
plurality of physical switches in a network, the method
comprising:

configuring a first physical switch as a master
switch for controlling the virtual switch;

configuring a second physical switch as a slave
switch under the control of the master switch;

forming a virtual switch link for communication
between the master switch and the slave switch; and

causing the master switch and the slave switch to
communicate via a virtual switch link protocol..
15. The method of claim 14, wherein the virtual switch

link protocol comprises a source port identifier.
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16. The method of claim 14, wherein the virtual switch
link protocol comprises a destination port index.
17. The method of claim 14, wherein the virtual switch
link protocol comprises source flood information.
18. The method of claim 14, wherein the virtual switch
link protocol comprises VLAN information.
19. The method of claim 14, wherein the virtual switch
link protocol indicates whether an access control list
should be applied to a frame.
20. The method of claim 14, wherein the virtual switch
link protocol indicates whether a QoS designation should
be applied to a frame.
21. The method of claim 14, wherein the virtual switch
link protocol indicates whether a frame is a MAC
notification frame.
22. The method of claim 14, wherein the virtual switch
link protocol includes data plane priority information
for a frame. .
23. The method of claim 14, further comprising extending
a first data plane of the master switch to include a
second data plane of the slave switch according to
communication between the master switch and the slave
switch via the wvirtual switch link protocol.
24. The method of claim 14, further comprising forming
the virtual switch link from a plurality of physical
links acting as a single logical link.
25. The method of claim 14, further comprising forming
the virtual switch link to include a data virtual switch
link and a control virtual switch link.
26. The method of claim 14, further comprising:

updating layer 2 forwarding tables in the master
chassis;

updating layer 2 forwarding tables in the slave
chassis; and

correcting inconsistencies between the layer 2

forwarding tables in the master chassis and the layer 2
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forwarding tables in the slave chassis.
27. The method of claim 25, wherein step of forming the
virtual switch link comprises combining the data wvirtual
switch 1ink and the control wvirtual switch link on a
single physical link.
28. The method of claim 25, further comprising:

updating layer 2 forwarding tables in the master
chassis ;

updating layver 2 forwarding tables in the slave
chassis; and

coxrrecting inconsistencies between the layer 2
forwarding tables in the master chassis and the layer 2
forwarding tables in the slave chassis according to
frames transmitted on the data virtual switch link;
29. The method of claim 28, wherein the frames are MAC
notification frames.
30. An apparatus for forming a virtual switch from a
plurality of physical switches in a distribution layer or
a core layer of a network, the apparatus comprising:

means for configuring a first physical switch as a
master switch for controlling the virtual switch;

means for configuring a second physical switch as a
slave switch under the control of the master switch;

means for forming a virtual switch link for
communication between the master switch and the slave
switch; and

means for causing the master switch and the slave
switch to communicate via a virtual switch link protocol
that logically extends a data plane of the master switch
to that of the slave switch.
31. A computer program embodied in a machine-readable
medium, the computer program containing instructions for
controlling a plurality of physical switches of a network
to perform the following steps:

configuring a first physical switch as a master

switch for controlling the virtual switch;
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configuring a second physical switch as a slave
switch under the control of the master switch;

forming a virtual switch link for communication
between the master switch and the slave switch; and

causing the master switch and the slave switch to
communicate via a virtual switch link protocol.
32. The computer program of claim 31, further comprising
instructions for controlling a plurality of physical
switches of a network to logically extend a data plane of
the master switch to that of the slave switch.
33. A method of initializing a virtual network device,
comprising:

performing a handshake sequence between a first
chassis and a second chassis, the first chassis and the
second chasgis being redundant network devices of a data
network; and

determining whether the first chassis or the second
chassis will be a master chassis for controlling a
virtual network device comprising the first chassis and
the second chassis.
34. The method of claim 33, wherein the handshake
sequence includes exchanging information selected from
the group consisting of a hardware version of a
supervisor; a chassis identifier; a chassis number; a
software version of each supervisor in a chassis;
hardware values for a slot in a chassis; and a slot/port
of a remote endpoint for a particular link between the
first chassis and the second chassis.
35. The method of claim 33, further comprising the step
of forming a control virtual switch link of the virtual
network device according to information exchanged during
the handshake sequence.
36. The method of claim 35, further comprising the step
of ascertaining whether a physical link that will become
a data virtual switch link is connected to both the first

chassis and the second chassis.
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37. The method of claim 36, further comprising the step
of forming a data virtual switch link of the virtual
network device if the ascertaining step indicated that
the physical link was connected to both the first chassis

and the second chassis.
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