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A METHOD OF PROBING A NODE

Field of the invention

The present invention relates to a method of probing a node,
and in particular but not exclusively to a method of probing

an access node.

Background of the Invention

The communication system is a facility that enables
communication between two more entities such as user
terminal equipment and/or network entities and other nodes
associated with the communication system. The communication
may comprise, for example, a communication of voice,
electronic mail (email), text messages, data, multimedia and

SO OInl.

A communication may be provided by a £fixed line and/oxr
wireless communication interfaces. A feature of wireless
communication system is that they provide mobility for the
users thereof. An example of communication systems
providing wireless communication is a public land mobile
network (PLMN). An example of the fixed line system is a

public switched telephone network (PSTN) .

The communication system typically operates in accordance
with a given standard or specification which sets out what
the various elements of a system are permitted to do and how
that should be achieved. For example, the standard or
specification may define if the user or more precisely user

equipment is provided with a circuit switched server or a
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packet switched server or both. Communication protocols
and/or parameters, which should be used for the connection,
are also typically defined. For example, the manner in
which communication is implemented between the user
equipment and the elements of the communication network is
typically based on a predefined communication protocol. In
other words, a specific set of rules on which the
communication can be based needs to be defined to enable the

user equipment to communicate via the communication system.

The 3G partnership project (3GPP) is defining a reference
architecture for the wuniversal mobile telecommunicétion
system (UMTS) core network which will provide the users of
user equipment with access to services. The term “service”
used in this document should be understood to broadly cover
any services or goods which a user may desire, require or be
provided with. The term is to be understood to cover the
provision of complementary services. In particular, but not
exclusively, the term “service” will be understood to
include internet protocol multimedia M services,
conferencing, telephoning, gaming, rich call, presence, e-

commerce, messaging and instant messaging.

Reference will be made to the 3GPP technical specification
TS24 .234 and TS23.234, both documents, which are hereby
incorporated by reference. Both of these documents relate
to WLAN (wireless local area network) inter working.  WLAN
inter working is inter working between a proposed 3GPP
system and the WLAN family of standards. Examples of WLAN
radio network type technology include Bluetooth, the IEEE
standards 802.11B, 802.11G, 802.11A and HIPERLan-2. The

wireless local area network inter working allows a WLAN UE
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(user equipment) to connect to a WLAN and from there to
either a visited PLMN or the home HPLMN. The PLMNs are 3G
communication systems. A WLAN UE is all the user equipment,
which can be used to allow a 3GPP subscriber to access the
WLAN inter working. This may include, £for example a
computer. It should be appreciated that the WLAN UE may be
capable of WLAN access only or may be capable of WLAN and

3GPP system access. A WLAN UE is only one example of a

client.
In the proposed specification, the network selection
procedure consists of two parts. The first part is radio

selection. This is the first phase of network selection and
always takes place before VPLMN (visited PLMN) selection.
In this phase the WLAN UE selects an access point AP and
asgociates itself with it. The parameter used for the
selection of the access point is the SSID (service set ID).
In the second part, the VPLMN is selected. After selecting
an access point, that is after completion of the radio
selection, the WLAN UE may need to select a PLMN through
which to authenticate, if more than one is available behind
the chosen WLAN. This is called VPLMN selection in the WLAN

inter working.

IEEE specifications such as 802.11 currently have two
alternatives for probing. In one of these alternatives, a
WLAN client (for example a WLAN UE) 1is able to probe for a
particular SSID. In the other of the alternatives, broadcast
is used where all the SSIDs supported by WLAN access node

are probed.
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However, the inventor has appreciated that the known probing
arrangements are not particularly flexible and do not, for

example permit a certain type of SSIDs to be probed.

Summary of the Invention

According to a first aspect in the present invention there
is provided a method of probing a node, gsaid method
comprising the steps of sending a request to gaid node
comprising part of network identity information and
determining at said node network identity information

containing said part of the identity information.

According to a second aspect in the present invention there
is provided a system comprising at least one node and at
least one client, one of said client arranged to send a
request to said node comprising part of network identity
information; and said node is arranged to determine network
identity information containing said part of the identity

information.

According to a third éspect in the present invention, there
is provided a client in a system comprising at least one
node and at least one client, said client arranged to send a
request to said node comprising part of network identity

information.

According to a fourth aspect in the present invention, there
is provided a node in a system comprising at least one node
and at least one client, comprising means for receiving from
one of said clients a request comprising part of network

identity information, said node being is arranged to
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determine network identity information containing said part

of the identity information.

According to a fifth aspect in the present invention, there
is provided a method of probing a node, said method
comprising the steps of sending a request to said node
identifying at least one group, said group comprising a
plurality members having different network  identity
information and determining at said node at least one member

of said group.

Brief Description of the Drawings

For a better understanding of the present invention and as
to how the same may be carried into effect, reference will
now be made by way of example only to the accompanying

drawings in which:

Figure 1 shows schematically an environment in which
embodiments of the present invention can be implemented; and
Figure 2 shows a flow diagram for a method embodying the

present invention.

Detailed Description of Preferred Embodiments of the

Invention

Tt should be appreciated that whilst embodiments of the
present invention are described in the context of a 3GPP
WLAN, embodiments of the present invention have broad
application and can be used in the context of any WLAN

environment. Thus embodiments of the invention may only be
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applicable to 802.11 networks or the like or may apply

acrogs a plurality of different standards.

asID is short for service set identifier, a 32-character
unique identifier attached to the header of packets sent
over a WLAN that acts as a password when a mobile device
tries to connect to the BSS. The SSID differentiates one
WLAN from another, so all access points and all devices
attempting to connect to a specific WLAN must use the same
SSID. A device will not be permitted to join the BSS unless

it can provide the unique SSID.

An SSID is also referred to as a network name because it is

a name that identifies a wireless network.

Reference is made to figure 1, which shows an environment in
which embodiments of the present invention can. be
implemented. WLAN user equipment 2 is shown. As mentioned
previously, WLAN UE 2 can be arranged to communicate just
with WLANg or with both WLANs and 3GPP networks. The UE
includes all equipment that is in possession of the end
user, such as a computer, WLAN radio interface adapter etc.
The UE may for example be a personal digital assistant
(pDA), portable computer, fixed computer, mobile telephone

or combinations thereof.

The WLAN UE is arranged to make a connection with an access
point (AP). In the arrangement shown in figure 1, three
access points, APl, AP2 and AP3 are shown. All of these
access points are provided in different WLANs. It should be
appreciated that some embodiments of the present invention,

a WLAN may have more than one access point and where there
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is more than one access point, the WLAN UE may be capable of
accessing more than one access point of a given WLAN. The
same access point can allow access to more than one

different WLAN.

The respective WLAN access networks, of which the three APs,
AP1-3 form a part are not shown but may also include
intermediate ARA (authentication, authorisation and
accounting) elements. A WLAN may include other devices such

as routers.

The first access point APl is connected to a first VPLMN 10
and a second VPLMN 12.

The first access point APl is also connected to a second
VPLMN 12. However, this second VPLMN 12 is not able to make
a connection to the HPiMN 18. This may for example because
for example there is no appropriate roaming agreement with
the HEPIMN 18. Finally the first access point is also
directly connected to the HPLMN 18.

The second access point AP2 is connected to a third VPLMN

14. The third VPLMN 14 has a connection to the HPLMN 18.

The third access point AP3 is connected to an internet
service provider 16. This allows the user to access the

Internet.

In embodiments of the invention the WLAN UE, is able to
request information in a probe request about the support of

SSIDs containing a particular string. Reference is made to
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Figure 2 which shows a flow diagram of a method embodying

the present invention.

In this document access node should be interpreted broadly.

An access point is one example of an access node.

The access node AN or nodes to which the probe request has
been sent responds by giving a list of SSIDs which include
the particular string. The SSID may give information as to
the network, domain or the like to which the AN is

connectable.

For example the client requests information about the
support of SSIDs containing 3G as part of the 8SID. For
example, the request may be probe_request with “*3G*”. The
request may thus contain part of the string that is included
in the 8SID. In step 81, the request is formed by the
client, for example the WLAN UE. The WLAN UE or client may
store in its memory the criteria for requests such as
described in step Si. Examples of possible criteria are -a
list of strings preferred by the operator or user and stored
in the WLAN UE; or a predefined group of SSIDs (in order to
save signalling) stored in the WLAN UE.

In alternative or additionally, the S$SIDs could be divided
into groups. The different groups may have different
characteristics such different operators, different tariffs,
different standards or the like. Thus the probe request may
be for a string '*3g*' or a probe request for a group of
SSIDs 'group 1', where ‘'groupl' could be for example

'groupl: SSID1;SSID2; ..; SSIDn'. The grouping may be
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predefined in both the WLAN UE and the AN or only in one of
them. '

In step 82, the request is sent to the AN.

In S3, the AN determines which SSIDs contain the partial or
complete string contained in the reguest. In this
embodiment, the SSIDs containing the string 3G are
identified and formulated into one or more responses.to the
client. Thus the AN is able to perform SSID searches or
screening according to the parameters in the probe request
in order to find a match between the keywords or the group
of 98IDs indicated in the request; and the SSIDs the AP
supports. This may be done at the MAC (media access control)

level or above.

In step S4 the response(s) including the SSIDs matched in
the search/screening is/are sent to the client. This may be
sent in a probe response. The format used may be similar to
that used for responses to broadcast probe requests.
Separate responses may be provided for each SSID meeting the
criteria or more preferably, the SSID information elements
(described in more detail later) are included in the

response.

In step S5, the client selects one of the SSID supported by
the AN and included in the response(s) and proceeds with the
known network or the like selection procedures. Thus the

client is able to receive responses from the AN.

In one alternative embodiment, in step 83, the first SSID

containing the identified string or partial string to be
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identified is sent to the client rather than a list. In this
modification, a list may not be produced. In another
modification, a selection is made is step S3 as to which
asID or SSIDs is or are to be sent to the client. This means
that the AN rather than the client would be doing the SSID
selection. In yet another embodiment of the invention, the
client and the AN would be involved in the decision to
select the 8SID. It should be appreciated that in some
embodiments of the invention, the decision about the SSID to
be selected can be made in a node different to the client

and the AN.

In one alternative, the AN may respond in a wildcarded
format. This indicates to the client that it may select any
aSID which includes a certain string; or in the case of
grouping that it may select any SSID from the mentioned

group.

TIn the IEEE standard 802.11 clause 7.3.2.1, the SSID element
is defined. The SSID element has a first octet containing
the element identity. This is followed by a second octet
containing length information. It should be appreciated that
a 0 length information field indicates the broadcast SSID.
This is followed by the SSID itself. The SSID information

field is between 0 and 32 octets.

In embodimeﬁts of the invention, the SSID information
contained in the information field is compared with the part

of the string contained in the probe request.

Embodiments of the present invention may be wused in

conjunction with the known probe requests, that is for a
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particular SSID or a broadcast request for all SSIDs which

are supported.

Embodiments may be used where the SSID information contains
some characteristic information such as the type of
networking supported eg 3G or about the network operator for

example Orange.

In practice the information may comprise coding sé the
request would include the coding associated with the
required information or the information itself. In the
latter case, the AN would need to translate the “3G”
information to the required coding and then find the SSIDs
containing the reqguired coding. Where coding is used, the
position of the code in the SSID information may Dbe
important. In that case a masking or a matching technique

could be used to identify the required SSIDs.

The described preferred embodiments of the invention have
been described in the context of inter-working with a 3G
network. Embodiments of the invention may also be applied to
other types of network including the Internet and other
types of communication network, which may be based on wired

or wireless technologies.

Embodiments of the invention are not just applicable to the
agTD but can be used with any information element which is

used to provide network support information.

In embodiments of the invention probe requests and responses
are described. Embodiments of the invention are applicable

to any other message sequence.
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12
CLAIMS
1. A method of probing a node, said method comprising the
steps of:

sending a request to said node comprising part of
network identity information; and
determining at said node network identity information

containing said part of the identity information.

2. A method as claimed in claim 1, wherein said part of

network identity information comprises at least one of

network characteristic information, network operator
information.
3. A method as claimed in any preceding claim, £further

comprising the step of formulating said request containing

said part of network identity information.

4. A method as claimed in any preceding claim, wherein

said node is an access node.

5. A method as claimed in any preceding claim, wherein
said determining step comprises determining a plurality of
network identity information containing said part of the

identity information.

6. A method as claimed in claim 5, comprising the step of
sending a plurality of said determined network identity

information to a sender of said request.

7. A method as claimed in claim 6, comprising the step of

selecting one of the network identity information.
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8. A method as claimed in claim 6 or 7, wherein said
selecting step is carried out by one of said sender of said

request and said access node.

9. A method ag claimed in any preceding claim, comprising
the step of making a connection with a network identified in

said determining step by said network identity information.

10. A method as claimed in any preceding claim, wherein

gsaid network identity information comprises a SSID.

11. A system comprising at least one node and at least one
client, one of said client arranged to send a request to
said node comprising part of network identity information;
and said node is arranged to determine network identity
information containing said part of the identity

information.

12. A system as claimed in claim 11, wherein said part of
network identity information comprises at least one of
network characteristic information and network operator

information.

13, A system as claimed in any of claims 10 to 12, wherein
said client is arranged to formulate said request containing

said part of network identity information.

14. A system as claimed in any of claims 10 to 13, wherein

said node is an access node.
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15. A system as claimed in any of claims 10 to 14, wherein
said node is arranged to determine a plurality of network
identity information containing said part of the identity

information.

16. A system as claimed in claim 15, wherein the node has
means for sending a plurality of said determined network

identity information to said client.

17. A system as claimed in claim 15 or 16, wherein the
client or the node is arranged to select one of the network

identity information.

18. A system as claimed in any of claims 10 to 17, wherein
the client is arranged to be connected with a network

identified by said network identity information.

19. A gystem as claimed in any of claims 10 to 18, wherein

said network identity information comprises a SSID.

20. A client in a system comprising at least one node and
at least one client, said client arranged to send a request
to said node comprising part of network identity

information.

21. A node in a system comprising at least one node and at
least one client, comprising means for receiving from one of
said clients a request comprising part of network identity
information, said node being is arranged to determine
network identity information containing said part of the

identity information.
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22. A method of probing a node, said method comprising the
steps of: .

sending a request to said node identifying at least one
group, said group comprising a plurality members having
different network identity information; and

determining at said node at least one member of said

group.

23. A method or system or node or client as claimed in any
preceding claim, wherein at least one of said node or client

is a WLAN entity.

24. A method or system or node or client as claimed in any
preceding claim, wherein said at network identity

information comprises WLAN identity information.
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