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(57) ABSTRACT

A system for locating and tracking an object is provided. The
system includes a measuring device configured to determine
a property of a paving-related material, a locating device
configured to determine a location of the measuring device,
a tracking system configured to store tracking information
associated with the measuring device and one or more
properties determined by the measuring device, and a com-
munications system configured to transfer, to a remote
device, the location of the measuring device and the tracking
information associated with the measuring device.
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METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR LOCATING
AND TRACKING OBJECTS

RELATED APPLICATIONS

[0001] This application is a continuation of U.S. patent
application Ser. No. 13/403,496, filed Feb. 23, 2012, which
is a continuation of U.S. patent application Ser. No. 12/945,
822, filed Nov. 12, 2010 (now U.S. Pat. No. 8,126,880);
which is a continuation of U.S. patent application Ser. No.
11/811,365, filed Jun. 8, 2007 (now U.S. Pat. No. 7,848,
905); which is a continuation of U.S. patent application Ser.
No. 11/196,041, filed Aug. 3, 2005 (now U.S. Pat. No.
7,786,876); which is a continuation of U.S. patent applica-
tion Ser. No. 10/035,937, filed Dec. 26, 2001, (now U.S. Pat.
No. 7,034,695), which claims the benefit of U.S. Provisional
Patent Application No. 60/258,246, filed Dec. 26, 2000; and
is a continuation-in-part of U.S. patent application Ser. No.
10/817,169, filed Apr. 2, 2004, (now U.S. Pat. No. 7,376,
530), which is a continuation-in-part of U.S. patent appli-
cation Ser. No. 10/269,843, filed Oct. 11, 2002 (now U.S.
Pat. No. 6,915,216); the disclosures of which are incorpo-
rated herein by reference in their entireties.

TECHNICAL FIELD

[0002] The subject matter described herein relates to
methods, systems, and computer program products for locat-
ing, identitying, and tracking. More particularly, the subject
matter described herein relates to methods, systems, and
computer program products for locating, identifying, and
tracking an object such as a measuring device.

BACKGROUND

[0003] The process of paving roadways is subject to
standards which direct the necessary characteristics of the
paving used to form the roadway. As such, actual data from
the paving contractor supporting such compliance with the
applicable standards is often a mandatory requirement of the
entity owning the roadway. Often, the entity is part of the
government such as, for example, the Department of Trans-
portation of the state. In order to determine compliance with
these various standards, the contractor must often perform
certain measurements in the field with certain measuring
devices at certain points as the roadway is being paved.
However, such measuring devices used in the field often use
bulky and cumbersome keypads and/or older technology
displays having limited capabilities with respect to collect-
ing, storing, manipulating, and displaying the necessary
data. In some instances, the measuring device may require
the contractor to manually gather the necessary data and/or
keep any notes using paper and a writing utensil. The
contractor not only must gather the data from the site, but
must also transcribe or otherwise manipulate the collected
data such that the data can be presented to the owning entity
in a usable and/or the required format.

[0004] The data collection processes described above are
prone to inaccuracies, both in the collection of the data and
the transcription and/or manipulation of the data. Such
processes may also, in some instances, become more com-
plicated if there is uncertainty between the contractor and
the owning entity regarding a measurement location.
Accordingly, this may lead to disputes since the owning
entity is often not present to actually witness the applicable
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measurements that are generally manually performed by the
contractor. Further, the owning entity typically receives a
manually prepared record of the time, date, and location of
a measurement as evidence of the contractor’s compliance
with the applicable standards. Thus, it would be desirable to
road paving contractors to have a device for accurately
tracking a location of a measuring device and reporting the
location to an owning entity.

[0005] Further, a nuclear gauge is a measuring device that
is routinely used during road paving projects. Nuclear
gauges may be used for the determination of certain material
properties, such as density and/or moisture content of
asphalt paving materials, soil, and concrete. In the pulp and
paper industry, nuclear gauges may be used to determine
liquid level, moisture and density of liquid mixtures, pulp
and raw wood. In metal industries, nuclear gauges may be
used to determine metal thickness, metal composition, and
metal content in paint such as lead.

[0006] Typically, nuclear gauges include one or more
radioactive sources. Regulatory agencies typically require
that nuclear gauges be routinely monitored to protect against
mishandling, theft, and inadvertent loss or control that can
occur. Thus, for these additional reasons, it is desirable to
provide techniques for tracking a location of a measuring
device such as a nuclear gauge, or any object desirous to be
tracked such as expensive instruments based on other tech-
nologies like electromagnetism, acoustics, optical and such.
Other equipment that may require tracking includes medical
and scientific instrumentation that contain radioactive mate-
rial or hazardous material.

[0007] In view of the desirability to track measuring
devices, there exists a need for improved methods, systems,
and computer program products for tracking a location of a
measuring device and reporting the location to an entity
remote from the measuring device.

SUMMARY

[0008] According to one aspect, the subject matter
described herein includes methods, systems, and computer
program products for locating and tracking an object. One
system includes a locating device configured to determine a
location of an object. The system can also include a tracking
system configured to store tracking information associated
with the object. A communications system can be configured
to communicate a signal to a remote computer device that
identifies the location of the object and includes the tracking
information associated with the object. Information can also
be stored internally to be downloaded at a later time. A
security system incorporating Radio Frequency Identifica-
tion (RFID) functionality may be utilized for identification
purposes.

[0009] According to another aspect, the subject matter
described herein includes methods, systems, and computer
program products for positioning measurement locations of
a sample. One system includes a measuring device config-
ured to determine a property of a sample. The system can
also include a locating device configured to determine a
location of the measuring device. Further, the system can
include a computer device operably engaged or not operably
engaged with the locating device and configured to indicate
one or more locations to position the measuring device for
determining the property of the sample. The system can also
include a user interface operably engaged with the computer
device and configured to present to an operator the infor-
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mation indicating the one or more locations for positioning
the measuring device, or simply record the position along
with a measurement. Suitable interfaces can include a key-
pad, PDA, laptop computer, wired or wireless communica-
tions, LCD, CRT, and LED.

[0010] The methods systems products can be applied to
quality control instrumentation to allow location, tracking,
detection, identification, and measurements. Other applica-
tions can include security monitoring of hazardous materials
and containers.

[0011] The subject matter described herein can be imple-
mented as a computer program product comprising com-
puter executable instructions embodied in a non-transitory
computer readable medium. Exemplary non-transitory com-
puter readable media suitable for implementing the subject
matter described herein include disk memory devices, chip
memory devices, application specific integrated circuits, and
programmable logic devices. In addition, a computer pro-
gram product that implements the subject matter described
herein may be located on a single device or computing
platform. It can perform autonomously or by remote control.
Alternatively, the subject matter described herein can be
implemented on a computer program product that is distrib-
uted across multiple devices or computing platforms.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] Exemplary embodiments of the subject matter will
now be explained with reference to the accompanying
drawings, of which:

[0013] FIG. 11is a schematic view of an exemplary system
for locating and tracking a measuring device and identifying
the location to a computer device remote from the measuring
device in accordance with the subject matter described
herein;

[0014] FIG. 2A is a schematic view showing more detail
of a measuring/locating/tracking device and a computer
device according to an embodiment of the subject matter
described herein;

[0015] FIG. 2B is a schematic view showing more detail
of a measuring/locating/tracking device according to an
embodiment of the subject matter described herein;

[0016] FIG. 3 is a schematic view of an exemplary system
for locating and tracking measuring devices and identifying
the locations to one or more mobile electronic devices
remote from the measuring devices according to an embodi-
ment of the subject matter described herein;

[0017] FIG. 4 is a block diagram of an exemplary mea-
suring/locating/tracking system according to an embodiment
of the subject matter described herein;

[0018] FIG. 5 is a geographic map showing an exemplary
planned shipping route for transporting a nuclear gauge or
hazardous material;

[0019] FIG. 6 is a geographic map showing an exemplary
boundary for a nuclear gauge or hazardous material con-
tainer;

[0020] FIGS. 7A and 7B are schematic diagrams of exem-
plary modulating/demodulating systems in accordance with
the subject matter described herein;

[0021] FIGS. 8A and 8B are schematic diagrams of an
exemplary container and an exemplary relay system, respec-
tively, for relaying measurement, identification, and/or loca-
tion information associated with measuring devices accord-
ing to an embodiment of the subject matter described herein;
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[0022] FIG. 9 is a schematic diagram of a terrestrial-based
system for locating or enhancing a measuring device accord-
ing to an embodiment of the subject matter described herein;
[0023] FIG. 10 is a block diagram of an automatic network
travel time system or ANTTS-based system for locating a
measuring device according to the subject matter described
herein;

[0024] FIG. 11 is a block diagram of a cellular-based
communications system for locating or enhancing a mea-
suring device according to the subject matter described
herein;

[0025] FIG. 12 is a block diagram of an exemplary GSM-
based communications system for locating or enhancing a
measuring device using a self-positioning technique accord-
ing to the subject matter described herein;

[0026] FIG. 13 is a block diagram of an exemplary GSM-
based communications system for locating or enhancing a
measuring device using a remote positioning technique
according to the subject matter described herein;

[0027] FIGS. 14A and 14B are geographic maps showing
an exemplary trucking route and an exemplary shipping/
trucking route, respectively, for transporting measuring
devices according to embodiments of the subject matter
described herein;

[0028] FIG. 15 is a top plan view of predetermined loca-
tions on an asphalt/soil surface for obtaining coring loca-
tions and measurements according to the subject matter
described herein;

[0029] FIG. 16 is a flow chart of an exemplary process for
positioning a measuring device for obtaining sample mea-
surements and/or samples according to an embodiment of
the subject matter described herein;

[0030] FIG. 17 is a flow chart of an exemplary process that
can be implemented by a central computer system for
controlling and monitoring a measuring device according to
an embodiment of the subject matter described herein;
[0031] FIG. 18 is a flow chart of an exemplary process that
can be implemented by a measuring device for health
monitoring according to an embodiment of the subject
matter described herein;

[0032] FIG. 19 is a flow chart of an exemplary process of
monitoring location and status of a measuring device in a
stand-alone system according to an embodiment of the
subject matter described herein;

[0033] FIG. 20A is a flow chart of an exemplary process
of the operation of a standalone or integrated RFID system
of a measuring device at different levels of security and
encryption according to an embodiment of the subject matter
described herein;

[0034] FIG. 20B is a flow chart of an exemplary process
for checking security of a measuring device, an object
comprising hazardous material, or any other object accord-
ing to an embodiment of the subject matter described herein;
[0035] FIG. 21 is a flow chart of an exemplary process for
obtaining a property measurement of a material and deter-
mining a location of the material in accordance with the
subject matter described herein; and

[0036] FIG. 22 is a block diagram of a measuring device/
hazmat detection system according to an embodiment of the
subject matter described herein.

DETAILED DESCRIPTION

[0037] The subject matter described herein includes meth-
ods, systems, and computer program products for measur-
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ing, locating, identifying, and tracking an object. According
to one aspect, the system may include a locating device
configured to determine a location of an object, such as a
measuring device. The locating device may be positioned
near or mounted to the object. Additionally, an identification
device may be attached to the object. Further, the system
may include a tracking system configured to store tracking
information associated with the object. The tracking infor-
mation may include identification information associated
with the object. Further, the tracking information may
include routing information for defining a predetermined
route for moving the object and/or boundary information for
defining a predetermined boundary for the object. The
system may also include a communications system config-
ured to communicate a signal to a remote computer device
that identifies the location of the object and includes the
tracking information associated with the object. The signal
may be communicated over any suitable wireless network
and/or wireline network. Tracking can also store position
coordinates internally to be downloaded at a later time.

[0038] As used herein, an “object” refers to any suitable
object that may be repositioned or moved. For example, the
object may be a measuring device, a vehicle, construction
equipment, electronic instrumentation, or cargo. In another
example, the object may include a radioactive source, such
as a nuclear gauge, medical or scientific instrumentation,
products or byproducts. Other exemplary objects include
hazardous materials, such as spent nuclear fuel rods and the
like, medical waste, biological toxins, and poisonous sub-
stances.

[0039] As used herein, a “measuring device” refers to any
suitable device for measuring one or more properties of a
material or sample. For example, a measuring device may be
configured to measure a property of a paving-related mate-
rial. Exemplary properties of a paving-related material
include a density, a density-related parameter, modulus,
stiffness, strength, cement ratio, permeability, permittivity,
and/or a moisture content of at least a soil, an aggregate,
concrete, and an asphalt paving mix. Exemplary measuring
devices include a nuclear density gauge, a nuclear moisture
gauge, a microwave moisture gauge, a TDR moisture and/or
density gauge, a frequency domain electromagnetic mois-
ture and/or density gauge, a seismic pavement analyzer
(SPA), a portable SPA (PSPA), a stiffness gauge, a falling
weight deflectometer, a ground penetrating radar (GPR) type
instrument, a radio frequency (RF) device, an electromag-
netic device, a microwave device, an acoustic device, a
moisture measuring device, a surface roughness measuring
device, a pavement temperature sensor, a pavement tem-
perature measuring device, pavement roughness measuring
device, soil composition property device, pavement thick-
ness device, a roof moisture device, and combinations
thereof. Other exemplary measuring devices may include
any suitable instrumentation capable of determining density
such as various electromagnetic, acoustic, vibration, and/or
microwave based devices. Such measuring devices may be
generally directed to measuring density-related parameters
such as, for example, a modulus of elasticity (shear and
Young’s), a stiffness of the soil or asphalt sample, soil
strength, a void content, dispersive dielectric property, and
bulk density, wherein the determination of such density-
related parameters will be readily appreciated by those of
skill in the art. Other examples include hand held monitors
or personal dosimeter devices. Further, a measuring device
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may comprise any other suitable field or laboratory device,
or combinations thereof, capable of performing the desired
property measurements of such paving-related materials.

[0040] In one embodiment, the location/communication
device can be attached to a moisture measuring microwave
instrument for soils and aggregates in cement plants similar
to the well known “Ready Mix” facilities. In one example,
communication between the sand bin and the computer
controlling the hopper is a wireless connection. Some
examples of the wireless connection include Bluetooth or
WiMax wireless communications techniques. Many plants
are portable and can be moved fairly quickly depending on
where the cement is needed for a particular project. For
instance, when building a concrete airfield or highway, the
cement plant is installed nearby. With GPS attached to the
actual hoppers, a reading of the location can be included
with the aggregate type, operator 1D, time date and other
information is obtained along with the properties of the
material such as moisture, density, cement ratio, and additive
quantity. As the aggregate flows near the microwave sensor,
measurements are obtained and transferred to the control
house or database wirelessly via RF or optical communica-
tions. Linking the location as well as the material measure-
ment can be useful for management. Furthermore, this can
remove the cumbersome cables currently necessary that
must be pulled through conduit at the plant optionally
including GPS. As used herein, a “locating device” refers to
any suitable device for determining a location of an object.
The object may be the locating device itself or another object
attached to the locating device or remote from the locating
device. Location can be relative and orientated with respect
to a marker, beacon, bearing with respect to some base. In
one example, a locating device may be operable with one or
more of the following for determining a location of an
object: a geographic information system (GIS), a global
positioning system (GPS), a nationwide differential global
positioning system (NDGPS), a high accuracy-nationwide
differential global positioning system (HA-NDGPS), a
global navigation satellite system (GLONASS), and the
European satellite system Galileo. In another example, the
locating device may include one or more of the following
components for determining a location of an object: dead
reckoning components, wave propagating components,
accelerometers, magnetometers, gyroscopes, optical or
mechanical, RF components, and combinations thereof.
Further, a locating device can include mobile communica-
tions-based equipment (e.g., cellular telephone technology)
adapted for determining an object location. Computer pro-
gram products incorporating GOOGLE™ maps (available
from Google, Inc., of Mountain View, Calif.) or mashmaps
can result in visual mapping aids.

[0041] In another example of a locating device as
described herein, a locating device can include self-posi-
tioning functionality and/or remote positioning functional-
ity. A self-positioning system may include components for
determining a position of an object without the support of
remote components. A remote-positioning system can be
operable with a central operations center that determines a
location of an object. A self-positioning system can function
as a remote-positioning system if each object transmits its
position to a central operations center using mobile com-
munication links. An indirect self-positioning system
includes a central operations center operable to transmit
location information to each sensor in a field.
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[0042] In another example of a locating device as
described herein, a locating device can be operable in a
signpost system environment wherein an object can be
located in proximity to a location/position reference point
known as a “signpost”. A signpost location can be measured
by attaching a radio frequency (RF) tag to an object to be
located. A signpost-based system can be self-positioning in
the case that an object has an RF tag attached thereto and is
operable to receive a beacon signal. Alternatively, such
proximity systems can be implemented using a satellite-
based location system, such as GPS. In the case of self-
positioning with regard to GPS, a beacon signal can provide
an identification code for a local signpost. Alternatively, a
satellite signal representing the point of location of a sta-
tionary signpost can provide an identification code for a
“local” but virtual signpost. By using a lookup database,
information from a GPS “signpost” can be communicated to
an object, which can be forwarded by the object to a central
operations center. Thus, a remote signpost system can
include receiving tag-based information at an object from a
virtual signpost, which can be forwarded by the object to a
central operations center.

[0043] Further, the subject matter described herein
includes methods, systems, and computer program products
for positioning measurement locations of paving-related
material. The system may include a measuring device con-
figured to determine a property of a paving-related material.
Further, the system may include a locating device configured
to determine a location of the measuring device. The system
may also include a computer device operably engaged with
the locating device and configured to indicate one or more
locations to position the measuring device for determining
the property of the paving-related material. The computer
device may indicate a location to position the measuring
device based on a location at which a property of a paving-
related material is to be determined. Further, the system may
include a user interface operably engaged with the commu-
nications system and configured to present to the operator
the information indicating and guiding to operator to the one
or more locations for positioning the measuring device. The
operator may position the measuring device at the locations
indicated by the user interface.

[0044] As used herein, a “user interface” may be any
suitable device, component, and/or system for presenting
information to an operator and/or receiving input from an
operator. Exemplary user interfaces include a graphical user
interface (GUI), a display, a touch screen display, a key-
board, a keypad, a CRT, a projector, a mouse, a trackball, a
printer, a speaker, and a scanner. The GUI may not need to
be operably engaged with either the measuring device or the
location device. The user interface may be configured to
present information to an operator that indicates a location
of the measuring device. In one example, the user interface
may be configured to present to an operator an actual
location of the measuring device. In another example, the
user interface may be configured to present to an operator a
location of the measuring device with respect to a boundary,
route, and/or other location. In another example, the user
interface may be configured to present to an operator one or
more locations and/or measurement results of the measuring
device over a period of time and/or associated one or more
locations of the measuring device with a time stamp indi-
cating when a measurement was taken by the measuring
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device at the location. In another example, the user interface
can present to the operator vectors to a location of measure-
ment.

[0045] FIG. 1 illustrates a schematic view of an exemplary
system 100 for locating and tracking a measuring device and
identifying the location to a computer device remote or
connected to the measuring device in accordance with the
subject matter described herein. Referring to FIG. 1, system
100 may include one or more measuring devices 102 and
corresponding locating devices 104 and tracking systems
106. Time stamps may be retrieved from the global posi-
tioning device, internal clock, cellular telephone system, or
even a national broadcast. Measuring device 102 can be
configured to measure the property of a sample 108. For
example, measuring device 102 can measure a property of a
paving-related material such as asphalt paving mix, a soil, or
an aggregate. In one example, measuring device 102 may
include a nuclear gauge such as, for instance, a Model 3440
Plus Nuclear Density Gauge (available from Troxler Elec-
tronic Laboratories, Inc. of Research Triangle Park, N.C.)
for determining a density of sample 108. In another
example, measuring device 102 may include a Model 4300
Moisture Meter (available from Troxler Electronic Labora-
tories, Inc.) or microwave based instrument for determining
the moisture content of sample 108. Other instruments
include electromagnetic TDR moisture and density meters
available from Geodurham, capacitive asphalt quality
meters such as the PQI from Trans Tech systems, the
electromagnetic asphalt density meter Pavetracker (avail-
able from Troxler Electronic Laboratories, Inc., of Research
Triangle Park, N.C.), multiband frequency swept soil/as-
phalt analysis devices, seismic modulus systems, pentrom-
eters, stiffness gauge by Humboldt, BCD, portable FWD
movable FWD’s and the like.

[0046] System 100 may also include a computer device
110 having a user interface 112. Computer device 110 is a
personal computer (PC). Alternatively, computer device 110
may be a mobile phone, a personal digital assistant (PDA),
a personal navigation device (PNA), a notebook computer,
a personal communications device, a custom configured
controller, or any other suitable computing device, such as
a “smart device” or the like. User interface 112 is a display
configured to present information to an operator. Alterna-
tively, computer device 110 may be any other suitable user
interface for presenting information to an operator and
receiving input from the operator. Further, computer device
110 can be operably engaged with measuring device 102,
locating device 104, and/or tracking system 106. In one
example, the functionality of device 102, locating device
104, tracking system 106, and computer device 110 can be
at least partially or entirely contained in a single device, such
as device 102. An operator can input commands into com-
puter device 110 for operating and monitoring measuring
device 102, locating device 104, and/or tracking system 106.
Further, computer device 110 can receive information from
measuring device 102, locating device 104, and/or tracking
system 106, analyze the information, and present the infor-
mation and its analysis to the operator via user interface 112.
For example, computer device 110 can receive sample
measurement data from measuring device 102, analyze the
sample measurement data, and present the measurement
data and its analysis to an operator via user interface 112. In
another example, computer device 110 can receive position/
location information from locating device 104, analyze the
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position/location information, and present the position/loca-
tion information and its analysis to an operator via user
interface 112. In yet another example, computer device 110
can receive tracking information from tracking system 106,
analyze the tracking information, and present the tracking
information and its analysis to an operator via user interface
112. In another example, computer device 110 may also
receive a combination of information from measuring device
102, locating device 104, and/or tracking system 106, ana-
lyze the information, and present the information and its
analysis to an operator via user interface 112. Measuring
device can have locating device, programming device,
microcomputer or microcontroller integrated thereof for
stand alone autonomous operation.

[0047] Locating device 104 may be operably engaged with
measuring device 102. Further, locating device 104 may
include, for example, a GPS device or other satellite and/or
land-based beacon type of locating device implementing, in
some instances, a location enhancement scheme such as
Differential GPS (DGPS), pseudolites, or a Wide Area
Augmentation Scheme (WAAS) and RTK. Other exemplary
methods that can improve the GPS system include enhance-
ment with the cellular network, inertial and compass aug-
mentations, or techniques to determine elevation, altitude
and direction.

[0048] Tracking system 106 may be configured to store
tracking information associated with one or more measuring
devices 102. Further, tracking system 106 may include
hardware, software, and/or firmware components for storing
and managing tracking information associated with one or
more measuring devices 102. In one example, tracking
system 106 may store and manage tracking information for
its corresponding measuring device 102. In another
example, tracking system 106 may store and manage track-
ing information for any of measuring devices 102. In one
example, the tracking information may include information
for identifying measuring device 102. In another example,
the tracking information may include hazardous material
identification information for identifying hazardous material
contained in measuring device 102, such as in the case of the
measuring device being a nuclear gauge containing radio-
active material. Other hazardous materials or items that
require tracking may include biohazardous materials, haz-
ardous chemicals, and weapons. In one example, tracking
system 106 may include only identification processes.
[0049] In another example, the tracking information may
include boundary information that defines a predetermined
boundary for measuring device 102. In this example, the
predetermined boundary can be compared to one or more
determined positions/locations of measuring device 102 for
determining a position/location of measuring device 102
with respect to the predetermined boundary. Tracking sys-
tem 106 may use the information regarding the position/
location of measuring device 102 with respect to the pre-
determined boundary to determine whether measuring
device 102 is within the predetermined boundary. In the
event that boundaries are breached, alarms can be activated.
The boundaries can be allowed zones or excluded zones.
[0050] In yet another example, the tracking information
may include routing information that defines a predeter-
mined route for transporting measuring device 102. In this
example, the predetermined route can be compared to one or
more determined positions/locations of measuring device
102 for determining a position/location of measuring device
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102 with respect to the predetermined route. Tracking and
location system can be enhanced for accuracy using survey-
ing techniques such as CORS and OPUS. These enhance-
ments and similar end result approaches can be performed in
Post Processing algorithms. Real time differential methods
relating to beacons or base stations at known locations can
also enhance the accuracy of the location readings. Real
Time Kinematics (RTK) may also be utilized.

[0051] Tracking system 106 may use the information
regarding the position/location of measuring device 102 to
determine whether measuring device is within the predeter-
mined route and/or moving in accordance with the prede-
termined route. For example, tracking system 106 may use
the position/location information of measuring device 102
and the predetermined route to determine whether the posi-
tion of measuring device 102 is greater than a predetermined
distance from the predetermined route. A remote entity may
be notified in response to determining that measuring device
is not positioned within the predetermined boundary and/or
positioned greater than a predetermined position from the
predetermined route. In another example, the time stamp
corresponding to a location of the measuring device may be
compared to the time included in the route schedule. A
remote entity may then be notified in response to determin-
ing that measuring device is or is not positioned within the
predetermined boundary and or predetermined position for
the predetermined route at the proper time or within curfew.

[0052] Measuring device 102 may contain hazardous
material such as a radioactive material. For example, a
nuclear gauge may include radioactive source. The hazard-
ous material may be securely affixed to and/or contained
within measuring device 102 in order to prevent the removal
and/or tampering of the hazardous material, thus obtaining
an indication of the “health” of the system. In one embodi-
ment, measuring device 102 may include a detector config-
ured to determine removal of the hazardous material from
measuring device 102 or tampering of the hazardous mate-
rial. Further, the detector may be configured to indicate
tampering or removal of the hazardous material to a user
interface associated with measuring device 102 for commu-
nication of the tampering or removal to an operator of
measuring device 102. The detector may also be configured
to indicate tampering or removal of the hazardous material
to a communications system associated with measuring
device 102 for communication of the tampering or removal
to an entity remote from measuring device 102. A measuring
device may be attached to hazardous material such as
radioactive isotopes, medical waste, chemicals, and thus
integrated into an alarm system for indicating tampering or
removal. A measuring device can also be an instrument for
purposes of use other than a shipping alarm. For example a
nuclear density gauge can contain detectors and sources for
obtaining properties of construction materials. The detectors
can be remotely activated at any time during shipping or
other transportation to monitor the status of the radioactive
source from a remote location.

[0053] Further, an alarm system may be configured to
alarm on the determination of the tampering with software
and/or data, such as boundary or measurement programs or
data. For example, an alarm system may be set by identi-
fying a hacker or other individual attempting to tamper with
the software and/or data. In this example, the device may
have an alarm state for checking whether there has been
unauthorized changes. For example, the alarm state may
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include checking for software or data corruption. Exemplary
check for corruption may include using a hash algorithm, a
checksum technique and a cyclic redundancy check (CRC).

[0054] In one embodiment, an entity remote from mea-
suring device 102, locating device 104, and/or tracking
system 106 may communicate a polling signal to one of
measuring device 102, locating device 104, and tracking
system 106 for requesting location, identification, and/or
tracking information. In one example, the polling signal may
include a request for information indicating a current loca-
tion/position of measuring device 102. In another example,
the polling signal may include a request for information
indicating a location/position of measuring device 102 with
respect to a predefined boundary. In yet another example, the
polling signal may include a request for information indi-
cating a location/position of measuring device 102 with
respect to a predefined route. In another example, the polling
signal may include a request for hazardous material identi-
fication information associated with hazardous material of
measuring device 102. In response to receiving the polling
signal, a communications system associated with measuring
device 102, locating device 104, and/or tracking system 106
may retrieve the requested information and communicate the
information to the entity requesting the information. The
remote entity may receive the requested information and
present the information to an operator. The communications
can be short range or long range.

[0055] According to one embodiment, computer device
110 may be operably engaged with measuring device 102,
locating device 104, and/or tracking system 106 and con-
figured to indicate one or more locations to position mea-
suring device 102 for determining a property of sample 108.
User interface 112 may be configured to present to an
operator the information and/or vectors indicating the loca-
tions for positioning measuring device 102. Based on the
information, the operator may move measuring device 102
to the indicated locations and input commands for control-
ling measuring device 102 to obtain a sample measurement.

[0056] In one embodiment, computer device 110 is con-
figured to associate a time stamp with a determined property
of sample 108 and/or the position/location of measuring
device 102 where the measurement of the property was
obtained. By time stamping, an operator can be provided
with information regarding the timing of property measure-
ments and respective positions/locations of the measure-
ments.

[0057] Inoneembodiment, a communications system may
be operably engaged with locating device 104 and config-
ured to communicate to computer device 110 a location/
position at which measuring device 102 determined a mea-
surement of a sample. In response to receiving the location
information, computer device 110 determines another dif-
ferent location to position measuring device 102 for obtain-
ing another measurement of a sample. For example, com-
puter device 110 may include instructions for obtaining
sample measurements at predetermined distances. Based on
the location/position of sample measurement indicated by
locating device 104, computer device 110 can determine
another location/position that is a predetermined distance
from the location/position indicated by locating device 104.
Computer device 110 can display a map and/or instructions
for repositioning measuring device 102 in the other location/
position. Measuring device 102 can be positioned in the
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other location/position by an operator or other suitable
technique for acquiring a sample measurement at the loca-
tion/position.

[0058] Computer device 110 may communicate with sys-
tem 109 via one or more wireless or wireline networks such
as networks 111 and 113. For example, the communication
may be accomplished via a wide area network (WAN), a
local area network (LAN), a satellite network, GSM or
GPRS systems, SMS, or over the Internet. Voice/data net-
work protocols and frequencies that may be supported
include, but are not limited to, for example, the global
system for mobile communications (GSM), general packet
radio service (GPRS), dual-mode advanced mobile phone
service (AMPS)/circuit switched data and code division
multiple access (CDMA/1XRTT) (used, for example, in
U.S. PCS cellular telephone systems), TDMA, DataTAC,
and Mobitex. Other network protocols and frequencies are
known in the art and may be supported as well. For example,
emerging technologies such as 4G or the IEEE 802.11
protocol may be implemented or direct communication
through BLUETOOTH™ technology may also be used. For
transportation related communications, IEEE 1609 WAVE
(Wireless Access in Vehicular Environments) standards may
be utilized. Further, a conventional telephone system
(POTS) may be implemented. As such, the data may be
communicated in many different communications options
available, wherein the data may be, for example, included in
a simple e-mail message, posted on a web page, or supplied
in a complex encrypted data stream.

[0059] In one embodiment, the GPRS, CDMA, or TDMA
wireless wide area network interface allows communication
between the computer device 110 and public digital cellular
telephone networks. As such, the computer device 110 may
be, in some instances, configured as or may include a
cellular telephone capable of allowing the user to commu-
nicate with other cellular telephones over the public digital
cellular telephone networks. Further, with such various
communication options available, software updates and/or
relevant data for a separate measuring device 102, locating
device 104, and tracking device 106 may be readily provided
thereto by central computer system 109 or any other autho-
rized computer system associated with, for instance, the
manufacturer of the particular component. For example,
central computer system 109 may be configured to provide
or perform flash upgrades of the software run by the com-
puter device 110. In the alternative, such software and/or
data may also be accessed by the computer device 110 at a
specific site and then distributed to the measuring device
102, locating device 104, and/or tracking device 106, if
necessary.

[0060] Computer device 110 may be configured to com-
municate the collected data with a third party computer
device 115 in addition to, or instead of, with central com-
puter system 109 associated with the contractor. For
example, third party computer device 115 may be associated
with the owning entity and/or the particular state Depart-
ment of Transportation. In such instances, the data collected
from measuring device 102, locating device 104, and track-
ing device 106 by computer device 110 may be associated
with, for example, a time and date stamp, or an electronic
identifier for measuring device 102, locating device 104, and
tracking device 106 (type and/or serial number), the operator
thereof, sample 108, locating device 104, computer device
110 receiving the data and their operator thereof, and/or the
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contractor, with each sample property/measuring device
location measurement performed by the measuring device
102/locating device 104 unit and transmitted to computer
device 110. The data may be collected from computer device
110, for example, in real time (as each data element is
collected), at the conclusion of a planned series of measure-
ments, at the end of a day, at the end of a job, or on an
otherwise periodic basis, and then communicated with third
party computer device 115, preferably without allowing the
raw data to be altered or otherwise manipulated by the
operator of measuring device 102, locating device 104, and
tracking device 106 or computer device 110, or by the
contractor. For example, the data could be written into a
read-only file or the third party could assign a software
security key to the data file on computer device 110 so as to
deter any tampering with the data written to the file. Also,
the data could be encrypted with an embedded authentica-
tion method with software security keys on the computer
device 110 so as to deter any tampering with the data written
to the file. However, in some instances, computer device 110
may be configured to provide a graphic depiction, such as a
variety of graphs or graphics, of the data for display to the
third party, wherein the graphical depiction would be pro-
vided in addition or in the alternative to the untouched raw
data.

[0061] FIG.2A illustrates a schematic view showing more
detail of a measuring/locating/tracking device 200 and a
computer device 202 according to an embodiment of the
subject matter described herein. Referring to FIG. 2A,
measuring/locating/tracking device 200 may be an inte-
grated unit containing a measuring device, a locating device,
and a tracking device as described herein. Computer device
202 may be integrated with or securely attached to measur-
ing/locating/tracking device 200. That is, measuring/locat-
ing/tracking device 200 and computer device 202 may be
built into a single case or enclosure so as to provide a
self-contained device. Computer device 202 may be config-
ured to be in communication with device 200 via a com-
munication element 204. Computer device 202 may be
provided in addition to a control system 200 or in the
alternative to control system 200.

[0062] Communication element 204 may be operably
engaged between computer device 202 and measuring/
locating/tracking device 200 in many different manners. For
example, computer device 202 may be configured to com-
municate with measuring/locating/tracking device 200, for
example, via a communication element configured to use a
wireless technology using appropriate wireless transceivers
operably engaged with the appropriate component. Exem-
plary wireless communication technologies that may be used
by communication element 204 include analog and/or digital
wireless communications systems and/or modulation
schemes such as BLUETOOTH™ wireless technology,
WIFI, GPRS, GSM, WiMAX, IR, FSK, PSK, radio fre-
quency systems, and the like. Alternatively, communication
element 204 may be a wire element (such as a ribbon cable)
connecting computer device 202 to device 200. In such
instances, for example, the wire element may be configured
to be extendable such that computer device 202 may be
physically separated from measuring/locating/tracking
device 200, but remain in communication therewith via the
wire element. Thus, in instances where communication
element 204 is embodied in wireless communication tech-
nology or a wire element, communication between computer
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device 202 and device 200 may be selectively established at
any time. That is, such communication may be established
in preparing or programming computer device 202 in order
to, for example, determine one or more parameters affecting
the property measurement performed by measuring/locat-
ing/tracking device 200. Communication may also be estab-
lished to, for example, monitor the progress of measure-
ments; control the process, adjust one or more parameters
during a measurement process, or to receive measurement
data from measuring/locating/tracking device 200. Commu-
nications between 202 and 200 can be short (a few meters)
or long range (several Km). Another example is that an
integrated computer can be removed and data downloaded
into a PC or other computer device. For example, model
3450 from Troxler the computer device 202 can be removed
from the measurement device 200, taken to another location
and downloaded to a PC via RS-232 connection. In the
Troxler Electronic Laboratories, Inc.’s Model 3440+, all
information is recorded in a USB device which can be
removed from device 200 and connected to a PC.

[0063] Referring to FIG. 2A, measuring/locating/tracking
device 200 may be configured to be in communication with
a beacon device, wherein the beacon device may be con-
figured to transmit a signal to measuring/locating/tracking
device 200 if it is determined that the device is lost,
misplaced, or stolen. In response to receiving the signal,
measuring/locating/tracking device 200 can send a signal
back to the beacon device indicative of the physical position
and/or movement parameters of the unit, as determined by
the locating component of measuring/locating/tracking
device 200. In other instances, the unit may be configured to
send a signal to the beacon device indicative of the physical
position and/or movement parameters of the unit if the unit
becomes separated from the beacon device by more than a
predetermined distance. In this regard, computer device 202
may also be operably engaged or communicable with mea-
suring/locating/tracking device 200 or, in other instances,
computer device 202 may have a separate locating device
operably engaged therewith. If the communication link
between the beacon device and the measurement device
were lost, an alarm can be issued.

[0064] In instances where computer device 202 is config-
ured to be in wireless communication with measuring/
locating/tracking device 200, computer device 202 may be
configured to communicate with only a single measuring/
locating/tracking device 200 unit, with multiple measuring/
locating/tracking device 200 units, and/or with other com-
puter devices 202 configured for a separate set of measuring/
locating/tracking device 200 units. In such instances,
computer device 202 and/or measuring/locating/tracking
device 200 may be configured with appropriate electronic
coded keys, such as a Radio Frequency Identification
(RFID) tag, or other identifiers so as to ensure that a
computer device 202 communicates only with the appropri-
ate measuring/locating/tracking device 200 (and/or other
measuring/locating/tracking device 200 units). For example,
an identifier may be a digital key for coding a particular
measuring/locating/tracking device 200 unit with computer
device 202. Examples of RFID devices are the EM1402
RFID tag available from Trossen Robotics, L.L.C., of
Westchester, 111., and the HITAG family of RFID security
devices available from NXP Semiconductors Netherlands
B.V., of Eindhoven, the Netherlands. Such identifiers may
serve other purposes such as, for example, maintaining an



US 2020/0158814 A9

inventory of measuring/locating/tracking device 200 units or
tracking such units in the field. The key may belong to a
series of key or key chains that may be used in symmetrical
or asymmetrical encryptions such as public-private key
protocols. The encryption technique may enable hierarchal
access to measurement/location/tracking downloading and
uploading. For example, some keys may enable access to
some information/features but some other information/fea-
tures are not available. Other keys may lead to full access to
all information/measurements/tracking.

[0065] According to one embodiment, computer device
202 may be configured to collect data from measuring/
locating/tracking device 200 unit(s), sometimes in real time,
wherein such data includes the measured sample property
and the location of measuring/locating/tracking device 200
when or approximately when the sample property is mea-
sured thereby. Computer device 202 may also be configured
to be capable of performing tasks such as, for example,
associating a time and date stamp, or an electronic identifier
for measuring/locating/tracking device 200 (type and/or
serial number), the operator thereof, and/or the contractor,
with each sample property/measuring device location mea-
surement performed by measuring/locating/tracking device
200 unit and transmitted to computer device 202. In other
instances, computer device 202 may perform any or all
necessary calculations and/or manipulate the data for display
to a user, wherein, for example, the raw data could be
displayed or the data may be manipulated to produce a
variety of graphs and graphics that may be presented to the
user on a screen of computer device 202. It is envisioned that
several other functionalities may be implemented in com-
puter device 202. For example, computer device 202 may be
configured to include digital filtering or other digital signal
processing incorporated therewith, or may be configured
with many different capabilities for further enhancing the
system of measuring/locating/tracking device 200 and com-
puter device 202. Other enhancements include the NOAA
OPUS (online positioning user service) and CORS (continu-
ously operating reference station.) Although these services
require data to be obtained for extended sessions, they serve
as examples of enhancement schemes and algorithms that
continue to improve with location technologies.

[0066] Each computer device 202 may be configured to
communicate collected data with one or more central com-
puter systems 109, wherein system 109 may include, for
example, a host system associated with a contractor. System
109 may also be configured to house a database such as, for
example, a geographic information system (GIS). One
advantage of such a configuration is that the data may be
collected at a central repository having a more expansive,
secure, reliable, and stable data storage configuration than
computer device 202 which may have limited memory and
which is subject to a relatively hostile environment in the
field. The data may be collected from computer device 202,
for example, in real time (as each data element is collected),
at the conclusion of a planned series of measurements, at the
end of a day, at the end of a job, or on an otherwise periodic
basis. System 109 may also have greater computing and
analysis capabilities, as well as more extensive data presen-
tation capabilities, for manipulating the collected data,
wherein data from many different computer devices 202 and
measurement devices 202 may be collected for comprehen-
sive analysis.
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[0067] In one embodiment the functionality of computer
device 202 may be entirely or at least partially contained
within measuring/locating/tracking device 200. FIG. 2B is a
schematic view of an exemplary self-contained measuring/
locating/tracking device 206 according to an embodiment of
the subject matter described herein. For example, device 206
can include the function of devices 200 and 202 shown in
FIG. 2A. In particular, device 206 can include location
functionality, such as GPS, as described herein. Further,
device 206 can include a keypad 208 and an LCD display
210 for user interface.

[0068] FIG. 3 illustrates a schematic, view of an exem-
plary system 300 for locating and tracking measuring
devices and identifying the locations to one or more elec-
tronic devices remote from the measuring devices according
to an embodiment of the subject matter described herein.
Referring to FIG. 3, system 300 may include measuring
devices 302 and 304 and corresponding tracking systems
306. Measuring devices 302 and 304 can be configured to
measure one or more properties of samples 308. Exemplary
properties that can be measured include density, porosity,
void content, moisture content, modulus, permeability, per-
mittivity, strength, stiffness and/or soil classification. In this
example, a corresponding tracking system 306 can be inte-
grated into the same unit as measuring devices 302 and 304.
Alternatively, tracking systems may be contained in separate
units than measuring devices. System 300 may also include
a shipping container 310 adapted to carry cargo such as
measuring devices 312. Measuring devices 312 may also
represent location services attached to hazardous materials
or cargo in addition to measuring devices. Shipping con-
tainer 310 may include tracking system 306 for determining
a position/location of measuring devices 312 during trans-
port in container 310. Alternatively, measuring devices 312
may each include a tracking system for determining a
position/location. Shipping container 310 may be reposi-
tioned by vehicles such as a ship, automobile, airplane, train,
truck or other suitable vehicle for transporting a shipping
container.

[0069] A shipping container can be described as an indi-
vidual shipping case or a large container suitable for trans-
porting several tons of products or devices. A large container
can be a container suitable for transporting goods by sea, air,
and/or ground. Typically these containers are metal and
sealed from the weather, so radio communications to the
interior of such a container is generally impossible. In one
example, an individual shipping case can be used for trans-
porting nuclear instrumentation, such as a nuclear gauge.
Some authorities require that carrying cases for transporting
nuclear sources or instrumentation be securely locked and
fastened in place during transportation. It would be of
interest to configure this case with an alarm system for
notifying authorities when an unauthorized entry into the
case is detected. Such an alarm system can be configured
according to the subject matter described herein for com-
municating alarm information to a remote device operated or
monitored by a proper authority.

[0070] Tracking systems 306 may be configured to deter-
mine a position/location of a device. For example, tracking
system 306 corresponding to measuring device 302 may be
configured to determine the coordinates of a position/loca-
tion of measuring device 302 at a position/location of a
sample measurement. In one embodiment, tracking systems
306 may be configured to receive satellite positioning infor-
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mation, such as GPS information, from one or more posi-
tioning satellites 314 for determining a position/location of
measuring device 302. In another embodiment, multiple
mobile communications towers 316 (e.g., cell phone towers)
can transmit radio waves to tracking system 306, which can
be adapted to receive the information and to determine or
enhance a position/location based on the triangulation of the
received waves. One example is AFLT or Advanced For-
ward Link Trilateration. Another example incorporates the
GPSONE® technology available from QUALCOMM
Incorporated, of San Diego, Calif. In another embodiment,
tracking systems 306 may be configured to receive position/
location information from a signpost beacon 318 and to
determine a position/location based on the information.
Tracking system 306 may also include an RFID tag 320 for
identifying measuring device 302 with a position/location/
identification of measuring device 302. RFID tag 320 may
be integrated into a measuring device or separate from a
measuring device. The RFID may be associated with loca-
tion services or be enabled as a stand-alone identification or
authorization module.

[0071] System 300 may include mobile communications
devices 322 that comprise a user interface 324 and a
communications module 326. Exemplary communications
devices include a mobile telephone, a smart device, a cell
phone, a computer, a PDA, or any other suitable communi-
cations device. User interface 324 can receive input from a
user and present output information to a user, such as with
a display and/or a speaker. Communications module 326 is
configured for communicating with other devices. For
example, communications module 326 may be configured
for wireless and/or wired communication with devices via a
direct and/or indirect connection. Device 322 can, for
example, be used for transmitting and receiving programs,
updates, data and the like. The device can also communicate
to other mobile devices through network 328.

[0072] System 300 may include a communications net-
work 328 configured to exchange information and data
between network-enabled devices. Measuring devices 302,
304, and 312, and/or shipping container 310 can be network-
enabled for exchanging information and data via communi-
cations network 328. For example, measuring devices 302,
304, and 312, and/or shipping container 310 can exchange
position/location/identification-related information and/or
sample measurement information via communications net-
work 328. Mobile electronic device 322 can be network-
enabled for receiving position/location-related information
and/or sample measurement information from measuring
devices 302, 304, and 312, and/or shipping container 310 via
communications network 328. Communications network
328 can include one or more different communications
networks adapted for exchanging information and data
between one another. Exemplary communications networks
include the Internet, the PSTN, an analog network, a digital
network, a cellular network, and/or any other suitable com-
munications network. Measuring devices 302, 304, and 312,
and/or shipping container 310 can be configured to commu-
nicate position/location-related information and/or sample
measurement information to mobile electronic device 322, a
central computer system 330, a base station 332, and/or any
other network component via communications network 328.
The position/location-related information and/or sample
measurement information can be communicated to device
322 via central computer system 330 or base station 332.
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Device 322 may also communicate information to a mea-
suring device via network 328. The communicated informa-
tion can include information for positioning a measuring
device for sample measurements or for polling the measur-
ing device for position/location-related information and/or
identity information. In one embodiment, devices 322 may
communicate directly with devices 302, 304, and 312,
and/or shipping container 310. Measuring devices 302, 304,
and 312 may be a nuclear density gauge, or a homeland
security dosimeter equipped with an RFID reader. In one
example, measuring device 302 may be a homeland security
device equipped to identify the elements or characteristics of
device 304. Here, network 328 may utilize the RFIID
communications protocol. Location devices 306 may or may
not be included in this example.

[0073] In one example, devices 302 or 304 may represent
a quality control gauge (e.g. a gauge available from Troxler
Electronic Laboratories, Inc.) equipped with an RFID tag.
The tag may be coded with relevant information that could
be encrypted. Upon receiving an excitation from a RFID
reader, spectrum information could be transmitted and
matched with actual measurements from the requestor.
Other information such as MSDS, ownership and govern-
ment authorization codes could also be available to the
reader in an encrypted format. In another example, device
302 may function as the RFID interrogator operated by an
authoritative figure. In this example, device 302 may be used
to evaluate cargo or field equipment 304 equipped with an
RF tag containing information to communicate via device
328.

[0074] In one embodiment, measuring devices 302, 304,
and 312, and/or shipping container 310 can directly com-
municate position/location-related information and/or
sample measurement information to device 322. In this
embodiment, communication of the information can be
completed without the use of network 328. For example, the
information can be directly communicated from one of
measuring devices 302, 304, and 312, and shipping con-
tainer 310 to system 330, which can forward the information
to device 322 by use of communication network 328 or any
other suitable communication technique. Device 322 may
also directly communicate information to a measuring
device for positioning a measuring device for sample mea-
surements or for polling the measuring device for position/
location-related information and/or identity information.
[0075] In one example, communications network 328 can
be a mobile communications network. In this example,
measuring devices 302, 304, and 312, and/or shipping
container 310 can communicate position/location-related
information and/or sample measurement information to one
of communications towers 316. Towers 316 can be config-
ured to forward the information to device 322 via the mobile
communications network. Device 322 may also communi-
cate information to a measuring device via the mobile
communications network. Satellite communications may be
utilized. The communicated information can include infor-
mation for positioning a measuring device for sample mea-
surements or for polling the measuring device for position/
location-related information and/or identity information.
[0076] FIG. 4 illustrates a block diagram of an exemplary
measuring/locating/tracking/identitying system 400 accord-
ing to an embodiment of the subject matter described herein.
Referring to FIG. 4, system 400 can include a measuring
device 402 configured to measure one or more properties or
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characteristics of a material or sample 403. System 400 can
also include a communications module 404 configured to
communicate with network-enabled devices via a commu-
nications network 406. Communications module 404 and
measuring device 402 can communicate via a communica-
tion element 408 (shown in this example as a wire, or a trace
on a PC board).

[0077] Communications module 404 can include combi-
nations of an RFID module 410, a transceiver 412, a locating
device 414, a measuring device communications function
416, a controller 418, and a memory 419. RFID module 410
can be configured to store identification information for
device 402 and module 404. Further, RFID module 410 can
store identification information for electronically keying
device 402 with module 404. RFID module 410 can also
store or communicate inventory information, hazardous
material database, expected hazardous material spectrums or
characteristics, MSDS information routing information, and
the like. Communications module 404 can receive a polling
signal for identification and/or inventory information from
networks other than a typical RFID short range response. In
response to receiving a polling signal, the identification,
inventory, and/or routing information can be retrieved from
RFID module 410 and sent to an originator of the polling
signal anywhere on the globe. Transceiver 412 can include
an antenna 420 for communicating with communications
network 406. A polling signal can be received from a
network-enabled device via communications network 406.
The response to a polling request may be disabled if the
originating signal does not contain the appropriate authen-
ticated identification in order to prevent eavesdropping or
tampering with the confidential information that transmits
between parties. Various data and programs can be stored in
memory 419.

[0078] In one embodiment, communications module 404
can be configured in a direct notification system to commu-
nicate information with a base station (such as base station
332 shown in FIG. 3). For example, the base station can be
a dedicated computer system for receiving from and trans-
mitting to communications module 404 data, programs, and
instructions. In another embodiment, communications mod-
ule 404 can be a mobile telephone, a PDA, a PNA, or
another suitable portable communications device configured
to communicate information via a mobile telephone net-
work, such as a cellular telephone network. In another
embodiment, the communication channel may enable a
virtual private network that enables confidential transmis-
sion of key information between parties. Communication
module 404 may contain all the necessary confidentiality/
key protocols and encryption and authentication techniques
that are well understood by those knowledgeable in the art.
Examples of such protocols and techniques are the Data
Encryption Standard from NIST, the Advanced Encryption
standard; secure Hash Algorithms, Secure Socket Layers,
EI-Gamma Algorithm, Diffie Hellman key exchange, open
PGP, digital certificates using a certificate authority, public
key secure sockets layer (SSL), transport layer security
(TLS), and combinations of public key and symmetry tech-
niques. These techniques could involve block ciphers,
stream ciphers or combinations thereof. Examples of
authenticating a request include passwords, pass cards,
digital signatures, and biometrics, such as fingerprint, retinal
scans, face scans, and voice identification and such. In
multifactor authorization, there may be multiple tests to
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secure the transfer of information. For instance, you may
have a token, a password, and a biometric identification,
such as a fingerprint.

[0079] Antenna 420 can be integrated into a body of
communications module 404. In one example, antenna 420
can be a microstrip antenna attached on the outside of a
casing. In another example, antenna 420 can be a metallic
rod functioning as a monopole or dipole. In another
example, antenna 420 can be integrated into a body in a
stealth manner such that the antenna is hidden from view or
difficult to find.

[0080] In another embodiment, communications module
404 can be configured in a direct notification system such
that a central computer system (such as central computer
system 109) can monitor a position/location of measuring
device 402 by receiving position/information location from
locating device 414. The central computer system can notify
third parties of the position/location of measuring device
402 via a communications network such as the Internet,
mobile telephone communication, plain old telephone ser-
vice (POTS), facsimile, and other suitable forms of elec-
tronic communication. The third party notification can
include shipping, routing and/or status information of mea-
suring device 402.

[0081] Controller 418 can include suitable hardware, soft-
ware, and/or firmware components for managing the com-
ponents of module 404. Further, controller 418 can include
suitable memory for storing software and identification,
inventory, and/or routing information. RFID module 410 can
be distributed for use in association with a particular mea-
suring device by a third party. For example, RFID module
410 can include an RFID chip distributed by a government
agency for tracking and identifying a nuclear gauge or
hazardous material. Measuring device communications
function 416 can communicate instructions, data, and/or
programs to measuring device 402. Further, controller 418
can control the execution of programs from communications
module 404 for sending alarms to a third party. Individual
components 410, 414, 420, and 422 can be optionally
included in combination or alone.

[0082] Locating device 414 can determine a position/
location of measuring device 402 and/or communications
module 404. A position/location can be determined by any
suitable technique such as GPS. In one embodiment, locat-
ing device 414 can be configured to determine a position/
location of measuring device 402 when or nearly when a
sample measurement is acquired. For example, measuring
device 402 can indicate to communications module 404
when a sample measurement is acquired. In this example,
the sample measurement indication can trigger a determi-
nation of a position/location of measuring device 402. If the
location is already active, the trigger can result in writing the
data to the proper memory location. Communications mod-
ule 404 can communicate the sample measurement and
position/location of measuring device 402 to network-en-
abled devices in communication with communications net-
work 406. Alternatively, the measurement could be stored on
404 or 402 for retrieval at a later time and place such as at
the end of the day or end of the project. Further, the sample
measurement and position/location/identification informa-
tion can be forwarded to a mobile communications tower, a
base station, and/or a central computer system.

[0083] Communications module 404 can include a track-
ing system 422 configured to store tracking information
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associated with measuring device 402. In one embodiment,
the tracking information can include identification informa-
tion for measuring device 402. For example, tracking system
422 can retrieve identification information for measuring
device 402 that is stored and shared with RFID module 410.
The tracking information stored in tracking system 422 can
also include routing information for defining a predeter-
mined route for moving measuring device 402 and/or
boundary information for defining a predetermined bound-
ary for measuring device 402. Communications module 404
can communicate a signal to a network-enabled device
connected to network 406, a base station, and/or central
computer system that includes the tracking information
associated with measuring device 402.

[0084] Further, communications module 404 can deter-
mine whether the position of measuring device 402 is
following the predetermined route and/or within the prede-
termined boundary. For example, communications module
404 can determine whether the distance between the position
of measuring device 402 and the predetermined line of route
or predetermined boundary is equal to and/or greater than a
predetermined distance. In this example, if it is determined
that the distance between the position of measuring device
402 and the predetermined route or predetermined boundary
is equal to and/or greater than a predetermined distance,
communications module 404 can transmit a notification
signal or alarm to a network-enabled device connected to
network 406, a base station, and/or central computer system.
In another example, communications module 404 can deter-
mine whether measuring device 402 is within the predeter-
mined boundary. In this example, if it is determined that
measuring device 402 is within the predetermined boundary,
communications module 404 can notify a network-enabled
device connected to network 406, a base station, and/or
central computer system of this condition. In general, the
boundary proximity system tests for location breaches
whereby the object is allowed to be inside a boundary,
outside a boundary, inside or outside a corridor or 3D space.
Further, communications module 404 can store a record of
the positions of measuring device 402 over a period of time
and/or the position of measuring device 402 with respect to
the predetermined route and/or the predetermined boundary
over a period of time. Communications module 404 can
communicate the record to a network-enabled device con-
nected to network 406, a base station, and/or central com-
puter system. For example, the record can be communicated
to another device when polled or automatically if the proper
authorization is verified. The record could also be down-
loaded later in time.

[0085] In one embodiment, communications module 404
can be configured as a stand-alone system in which locating
device 414 includes “smart” positioning functionality. For
example, locating device 414 can comprise a smart GPS
system including communications, alarms, and capabilities
for notitying other devices of a position of measuring device
402 with respect to a predetermined boundary and/or pre-
determined route. In this example, controller 418 can
include advanced memory and programming capability for
implementing the smart GPS system. An alarm of position
information can be communicated via transceiver 412 and
antenna 420. Further, the alarm can be communicated to a
user of measuring device 402 via a speaker, display, text
messaging, Internet, cell phone, physical action, and/or any
other suitable technique for notifying a user of a system
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condition. In one example, locating device 414 can comprise
an advanced microprocessor, memory, and/or software for
maintaining a plurality of states and determining an alarm
state.

[0086] In one embodiment, an alarm can be activated for
notifying a remote device of a system failure and/or a
position alarm. For example, a system failure can occur
when one or more functionalities of measuring device 402
and/or communications module 404 fails. In another
example, a position alarm can occur when it is determined
that measuring device 402 is a predetermined distance from
a predetermined route and/or predetermined boundary. An
alarm or notification of the system failure or position con-
dition can be communicated to a remote device via a base
station, a mobile telephone tower, and/or the Internet. In one
example of the case of an alarm condition, communications
module 404 can automatically place a mobile telephone call
to a designated remote device and provide alarm condition
information and a position, such as the last known position,
of measuring device 402 and/or communications module
404. Alarms can also be activated when the communications
module 404 is tampered with or when the software or
boundaries are altered without the proper authorization and
authentication protocols and/or keys.

[0087] In one embodiment, a system failure can occur
when a component of measuring device 402 and/or com-
munications module 404 is tampered with and/or removed.
For example, in the case of a nuclear gauge, the nuclear
gauge can contain a radioactive source and one or more
detectors for determining whether the radioactive source has
been tampered with and/or removed. The detectors can
perform a radioactivity count for comparison to a predeter-
mined or expected value. If the count is less than the
predetermined or expected count value, an alarm can be
communicated to a remote device. Other detectors can
determine whether a container for holding or storing a
component has been opened, such as the opening of a seal
of a radioactive source case. In a stand-alone system,
components for determining that a component has been
tampered with and/or removed can be integrated entirely or
at least partially within measuring device 402 and/or com-
munications module 404. In one example, an alarm can be
communicated to a remote device in response to detection of
a sudden change in the count value detected by a detector.
In another example, an alarm can be communicated if a wire
such as a security seal is broken.

[0088] In another embodiment, communications module
404 can determine diagnostic information and calibration or
service information of measuring device 402. Exemplary
diagnostic information includes radioactive source strength,
battery life, drift tests, high voltage readings, low voltage
readings, and other suitable diagnostic information of a
measuring device. The diagnostic and calibration informa-
tion along with the health of the sensors and systems can be
communicated to a remote device according to the tech-
niques described herein. For instance, a change in the count
rate could be caused from a component slipping, an ampli-
fier or detector failure, or tampering with components. This
could result in the alarm state related to the health of the
instrument being triggered.

[0089] In one embodiment, communications module 404
can be configured in a remote positioning approach wherein
a central computer system provides support for determining
a state of measuring device 402 and for controlling measur-
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ing device 402. The central computer system can maintain
regular communication with communications module 404
for determining states and for controlling measuring device
402. For example, the central computer system can com-
municate polling signals to communications module 404 for
determining a position/location of measuring device 402.
The position/location/identification of measuring device 402
can be determined by locating device 414 and communi-
cated to the central computer system. The central computer
system can use the position/location/identification informa-
tion to determine whether measuring device 402 is within a
predetermined distance of a predetermined route, within a
predetermined boundary, and/or within a predetermined
distance of a predetermined boundary. The central computer
system can store information defining the predetermined
route and/or the predetermined boundary. The route and
boundary information can be updated and altered by an
operator or other suitable control source. The predetermined
route and the predetermined boundary can define areas that
measuring device 402 is allowed to be transported in and
near. For example, the border of Mexico can be a boundary
which is defined in the central computer system as coordi-
nates. An alarm can be activated if measuring device 402 is
moved across a predetermined boundary and/or a predeter-
mined distance from a predetermined route. For some equip-
ment, it may be desirable to hard code the alarm boundary
as it may be seldom or never changed.

[0090] There are at least two ways for implementing alarm
functionality. One is that the location information is sent to
central computer system that performs all calculations,
alarms and notifications; the other way is if the entire system
is local to the equipment and autonomous. All or a portion
of the calculations can be performed onboard. All or a
portion of the alarms and notifications can be either stored
for later retrieval, or linked when necessary via the onboard
electronics. For route monitoring, the designated waypoints
can be programmed into communication module 404 before
leaving the port, and be self sufficient.

[0091] FIG. 5 illustrates a geographic map showing an
exemplary planned shipping route for transporting a nuclear
gauge. A predetermined route 500 indicates a predetermined
route for transporting a nuclear gauge along the sea near
Galveston, Tex. A communications module can store the
predetermined route. Further, the communications module
can include a locating device for determining the location of
the nuclear gauge. Using the stored predetermined route and
the location of the nuclear gauge, the communications
module can determine whether the nuclear gauge deviates
greater than a predetermined distance from the predeter-
mined route. Further, in response to determining that the
nuclear gauge deviates greater than the predetermined dis-
tance from the predetermined route, the communications
module can indicate or alert another device to the condition.

[0092] FIG. 6 illustrates a geographic map showing an
exemplary boundary for a nuclear gauge. A predetermined
boundary 600 indicates a predetermined boundary for a
nuclear gauge. A communications module can store the
predetermined boundary. Further, the communications mod-
ule can include a locating device for determining the loca-
tion of the nuclear gauge. Using the stored predetermined
boundary and the location of the nuclear gauge, the com-
munications module can determine whether the nuclear
gauge is outside the boundary and/or a predetermined dis-
tance from the boundary. Further, in response to determining
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that the nuclear gauge is outside the boundary and/or a
predetermined distance from the boundary, the communica-
tions module can indicate or alert another device to the
condition. Boundaries can be any shape or size, and be as
simple as a radius, or have many complex lines.

[0093] In another embodiment, a device that is remote
from a measuring device can store a predetermined route
and/or predetermined boundary for the measuring device.
For example, the remote device can be a network-enabled
device connected to network 406, a base station, and/or
central computer system configured to receive signals indi-
cating a position of the measuring device. The remote device
can compare the position of the measuring device to the
stored predetermined route for determining whether the
measuring device is a predetermined distance from the
predetermined route. Further, the remote device can com-
pare the position of the measuring device to the stored
predetermined boundary for determining whether the mea-
suring device is a predetermined distance from the prede-
termined boundary. The remote device can also determine
whether the measuring device is within the predetermined
boundary. The remote device can notify another device to
the position of the measuring device with respect to the
predetermined route and/or predetermined boundary. Fur-
ther, the remote device can store a record of the position of
the measuring device and/or its position with respect to the
predetermined route and/or the predetermined boundary.

[0094] In one embodiment, a measuring device and/or
communications module associated with the measuring
device can receive one or more signals that poll for the
location of the measuring device and/or communication
device. In response to receiving the poll, the communica-
tions module can communicate a location of the measuring
device. In one example, in the case of the measuring device
being stolen, the communicated location can be the last
known location of the measuring device. The communica-
tions can be via landline, POTS, mobile telephone, radio, or
satellite communications. For mobile telephone communi-
cations, communications module and/or measuring device
can include functionality for communicating via a mobile
telephone network. In one example, a measuring device can
be associated with a telephone number and account. In
another example, a signal associated with a measuring
device can comprise a communications channel coded with
an identification number or serial number of the measuring
device for use in identifying the measuring device. In this
example, a single telephone number or communication
channel can be shared among a plurality of measuring
devices because each measuring device can be identified and
information modulated by a unique identification number or
serial number coded into a communications channel. A
suitable addressing technique, such as a technique used in a
“daisy chain” system, a multiplex/de-multiplex system or an
address loop system utilized as, for example, the HP general
purpose interface bus (GPIB) method can be used for
identifying and talking to particular addressed measuring
devices.

[0095] Another suitable addressing technique may include
broadcasting; multicasting protocols such as those used in
the Internet Protocol version 4 or 6. One example is RFC
919 from the Internet Engineering Task Force (IETF). An
identification system for identifying a measuring device can
be advantageous, for example, because measuring devices
can respond to polling signals in a party line fashion, and
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thus reduce the expenses associated with mobile communi-
cations services. In an example of its use, a contractor or
owner of the measuring device can communicate a poll
message by calling a telephone number and inputting a code
identifying the measuring device. In this example, the input
code can be demodulated and a corresponding measuring
device can reply.

[0096] Network channels can be multiplexed and demul-
tiplexed in accordance with the subject matter described
herein by any suitable technique. Exemplary multiplexing
and demultiplexing techniques include time division multi-
plexing, frequency division multiplexing, wavelength divi-
sion multiplexing, and statistical multiplexing. In one
example of a statistical multiplexing technique, an orthogo-
nal code-hopping technique can be utilized in a wireless
communications system. In this example, a plurality of
synchronized communication channels can be transmitted
on a single media. FIGS. 7A and 7B illustrate schematic
diagrams of exemplary modulating/demodulating systems in
accordance with the subject matter described herein. Refer-
ring to FIG. 7A, a modulating/demodulating system 700
includes a plurality of measuring devices 702 and corre-
sponding communications modules 704 are configured to
share a common communications channel 706. Communi-
cations channel can be mobile telephone communications
channel or any other suitable communications channel that
can be shared among a plurality of devices for communi-
cation. Communications modules 704 can each include an
encoder/decoder 708 configured to encode and decode com-
munications on channel 706. Further, communications mod-
ules can be configured to utilize wireless multiplexing and
demultiplexing techniques such as daisy chain looping,
HPIB, or any other suitable technique. Each measuring
device 702 can be associated with identification information,
such as a serial number or name. The identification infor-
mation can be encrypted into its corresponding address/data
bus 710.

[0097] FIG. 7B shows a diagram of providing a frequency
offset for each measuring device 702 in communications on
channel 706. The frequency offset for each measuring device
702 can be a function of its identification information.

[0098] Measuring device 702 can include a GPS system
and include the ability to be monitored at a workplace
environment, a warehouse, and/or factory. For example,
measuring device 702 can be monitored constantly, at inter-
vals, or randomly. Communications can be via mobile
telephone technology, POTS, satellite and/or any other suit-
able technique. In one embodiment, measuring devices
detecting or including a gas, solid, liquid, or radioactive
material can be remotely monitored. Exemplary monitoring
types include inventory monitoring, diagnostic monitoring,
a personal dosimeter, environmental conditions such as
humidity, temperature and pressure, and device health moni-
toring. In one example, device health monitoring can include
checking a chemical content or location of the measuring
device. In one embodiment, a measuring device can be
remotely monitored for an actual measurement. In this
embodiment, a measurement by the measuring device can
trigger the acquisition or recording of location information,
which can be stored in a memory of the measuring device or
communicated to another device. Further, an operator of a
measuring device can initiate measurement and location
acquisition.
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[0099] Measurement and location information can be
directly uploaded to a central computer system, a base
station, and/or mobile device for storage and analysis. A
central computer system, a base station, and/or mobile
device can query the condition of a measuring device on
demand by an operator or automatically. Automatic query-
ing can be random or periodic at any predetermined interval.
Alternatively, the measuring device can communicate mea-
surement and location information autonomously. In one
example, a predetermined event can trigger the communi-
cation of measurement and location information.

[0100] In one embodiment, since the shipping containers
are usually metallic and radio signals do not penetrate the
shell, a relay module can be configured to relay measure-
ment and/or location information associated with measuring
devices. FIGS. 8A and 8B illustrate schematic diagrams of
an exemplary container 800 and exemplary relay systems
802 and 816, respectively, for relaying measurement and/or
location information associated with measuring devices
according to an embodiment of the subject matter described
herein. Referring to FIG. 8A, container 800 includes relay
system 816. Further, container 800 is holding or storing a
plurality of measuring devices 804. Relay system 802 and
measuring devices 804 are configured to communicate with
one another. For example, relay system 802 and measuring
devices 804 can include antennas and corresponding elec-
tronics for wireless communication relaying the interior to
the exterior of the container. In one example, relay system
802 may be implemented by a re-radiating GPS system
having an external antenna that passes a signal inside to an
amplifier, where the signal is re-radiated to internal GPS
receivers.

[0101] Container 800 can include an external antenna 810,
an internal antenna 811, an external GPS antenna 814, and
a relay device 816 for relaying communications measuring
devices 804 and devices external to container 800. The
communication channel from the container to the ships
bridge could be optical, wireless, or wired with coax for
example. Through proper communication techniques, this
information can be transmitted off the ship or dock. Mea-
suring devices 804 can emit a unique radio identifier signal
in response to being polled by a central computer system or
other remote device. The identifier signal and other infor-
mation can be received by relay device 816 and relayed to
an outside device via external antenna 810 or coax. Polling
signals can be received by external antenna 810 and relayed
to an appropriate measuring device 804 via internal antenna
811. External communications can be implemented by sat-
ellite, telephone, mobile telephone, radio, and other suitable
communications systems. In this system, the GPS link can
be outside of the container, and records the location of the
container instead of the object inside. Security information
can be passed from the outside to the inside of the container
through 810, where it could communicate with the object
804 verifying the object status. Here the object communi-
cates with the outside world via 810 and uses the location of
the external GPS 814.

[0102] FIG. 8B illustrates more detail of the internal
components of relay system 816. Referring to FIG. 8B, relay
system 816 can include a communications module 818, an
identifier function 820, and a power supply 822. Commu-
nications module 818 is configured to manage communica-
tions involving antennas 812 and 813. Relay system 802 can
include a coax cable 824 and a sealed grommet 826 for
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external communications. Further, relay system 802 can
include an identifier function comprising an encrypted RFID
for storing identification information associated with relay
system 816 or 802.

[0103] Insome applications, GPS can be supplemented by
other systems when in environments subject to increased
signal degradation and obstructions. Measuring device loca-
tion determinations can be made by using combinations of
one or more of GPS, GLONASS, Galileo, or Loran, and
GPS-assisted systems such as used in cellular technology. In
one example, triangulation techniques can be used with base
stations. In another example, a combination of GPS and
cellular techniques can result in fast starts of GPS data
acquisition. In another example, network assisted GPS
involving several technologies may be incorporated. In
another example, a combination of GPS and GLONASS can
be used for improving the availability and accuracy of
satellite signals. Elevation and direction can also be
obtained.

[0104] A terrestrial-based system can be used for locating
a measuring device or another object. FIG. 9 illustrates a
schematic diagram of a terrestrial-based system 900 for
locating a measuring device according to an embodiment of
the subject matter described herein. Referring to FIG. 9,
system 900 is based on the QUIKTRAK™ locating system
provided by Quiktrak Networks Ltd. of Artarmon, NSW,
Australia. System 900 can include a central site 902, a
plurality of base stations 904, a reference transponder 906,
and a mobile transponder 908. Display stations 910 can
make positioning requests to central site 902 to locate a
person, place, or object. Central site 902 can send a paging
request to a particular transponder 908 to be located. In
response, transponder 908 can send a spread spectrum signal
that can be received by base stations 904. A time domain
analysis technique can be used for determining a position of
transponder 908. The position can be sent to the requesting
display station 910. A transponder 908 can be positioned
near or integrated into a measuring device 912 or another
object for determining its location. Although techniques are
described herein by which RFID hold encryption or keys,
any other suitable techniques may be utilized.

[0105] Another exemplary locating system is the mapping
systems available from Tele Atlas Data Gent, of Gent,
Belgium. These mapping systems can use GPS, a fluxgate
compass, an inclinometer, map storage, sensors, and a
navigation computer for determining a location of a mea-
suring device. Further, these components can be used for
updating and monitoring a position of a measuring device.

[0106] An exemplary signpost-based system for locating a
measuring device is the automatic network travel time
system (ANTTS). ANTIS can use RF tags and interrogators.
FIG. 10 illustrates a block diagram of an ANTTS-based
system 1000 for locating a measuring device according to
the subject matter described herein. System 1000 can
include a plurality of interrogators 1002 and RF tags 1004.
In one example, interrogators 1002 can be mounted or
positioned along predetermined locations of highways for
use in determining a position of RF tags 1004 that are moved
along the highways. Each RF tag 1004 can be attached to,
integrated into, or otherwise positioned near a corresponding
measuring device 1006 or another object such that the
location of a RF tag corresponds to the location of its
corresponding measuring device or object.
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[0107] Interrogators 1002 can include a transmitter and a
receiver for communicating with RF signals in the VHF
range or any other suitable ranges. Communication power is
between about 100 microwatts and about 10 milliwatts. This
low power maintains interrogator signaling to areas imme-
diate to the interrogator. Each interrogator 1002 can peri-
odically communicate a tag activation code word compris-
ing framing bits, synchronization bits, and an identifier
associated with the interrogator. RF tags 1004 can receive
communications from nearby interrogators 1002 and
respond with an acknowledgement tag activation code in a
handshaking manner.

[0108] In one exemplary use of system 1000, each inter-
rogator 1002 can be associated with or attached to a corre-
sponding traffic light control system 1008 positioned at a
highway intersection. Measuring device 1006 can be moved
towards a highway intersection having an interrogator. As
RF tag 1004 associated with measuring device 1006
approaches the intersection, the location of RF tag 1004 can
be recorded and forwarded to a central computer system
1010 along with identification information for the measuring
device associated with the RF tag. The communications can
be integrated with existing communications infrastructure
associated with traffic light control system 1008 in order to
reduce costs. A hazardous material sensor, such as a radia-
tion monitor or analyzer, can be incorporated into system
1000 for tracking of hazardous material transport. Sensors at
the light control box 1008 can activate alarms to central
1010 when a hazardous material was detected.

[0109] Another exemplary system for locating a measur-
ing device is a cellular-based communications system. A
cellular-based communications system can be used for
tracking measuring devices and providing boundary alarms.
These systems can be the cellular-based systems utilized for
communicating with mobile telephones. FIG. 11 illustrates a
block diagram of a cellular-based communications system
1100 for locating a measuring device according to the
subject matter described herein. Referring to FIG. 11, sys-
tem 1100 can include a plurality of cell base stations 1102
positioned in a hexagonal cell pattern or any other suitable
configuration. A measuring device 1104 having an integrated
locating device can move among base stations 1102. Further,
measuring device 1104 can be configured with a communi-
cations module for communicating with base stations 1102.
The communications module of measuring device 1104 can
require low power for communication. Further, the commu-
nication module can communicate with the base station and
be associated with the area in which the measuring device
resides. The coverage area of each base station 1102 can
depend on its particular location. In rural areas, for example,
the coverage area radius can be 30 km. In urban areas, for
example, the coverage area radius can be less than 1 km.

[0110] Cellular-based communications system 1100 can
be used in combination with a satellite-based locating sys-
tem, such as GPS, for determining a location of measuring
device 1104. Systems 1100 can be used to enhance GPS-
based systems in cold start ups and when a GPS is receiving
poor satellite signals. System 1100 can determine a location
of measuring device 1104 based on communications signal
strength associated with measuring device 1104, a signal
arrival angle, phase measurements of a signal, and/or timing
measurements. These measurements can be used in combi-
nation with GPS signaling and other location-related infor-
mation described herein for determining a location of mea-
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suring device 1104. Further, the determined location
information can be forwarded to a central computer system
for analysis and reporting.

[0111] GSM systems can be used for determining a loca-
tion of a measuring device. Self-positioning and remote
position techniques can be utilized in a GSM system for
determining a location of a measuring device. In self-
positioning, a measuring device can receive GSM signals
from a nearby base station and determine a location based on
the signals. FIGS. 12 and 13 illustrate block diagrams of
exemplary GSM-based communications systems 1200 and
1300, respectively, for locating a measuring device using
self-positioning and remote positioning techniques, accord-
ing to the subject matter described herein. Referring to FIG.
12, system 1200 includes a synchronization function 1202
and a plurality of base stations 1204, 1206, 1208, and 1210.
Synchronization function 1202 can synchronize the opera-
tions of base stations 1204, 1206, 1208, and 1210 for
providing GSM signaling to a measuring device 1212.
Measuring device 1212 can include a communications mod-
ule for receiving GSM signals from one or more base
stations. Further, measuring device 1212 can include a
locating device configured to receive GSM signaling from
one or more base stations and determine a location based on
the GSM signaling. For example, measuring device 1212
can receive signals 1214, 1216, and 1218 from base stations
1204, 1208, and 1210, respectively. The locating device
associated with measuring device 1212 can determine a
location/position based on GSM signals 1214, 1216, and
1218.

[0112] Referring to FIG. 13, system 1300 includes a
synchronization function 1302, base station controllers 1304
and 1306, and base stations 1308, 1310, 1312, and 1314.
Synchronization function 1302 can synchronize the opera-
tions of base stations 1308, 1310, 1312, and 1314 for
providing GSM signaling to a measuring device 1316. One
or more base stations can receive GSM signals from mea-
suring device 1316. The received GSM signals can be used
by system 1300 for determining a location of measuring
device 1316. Measuring device 1316 can communicate
GSM signals 1318, 1320, and 1322 with base stations 1308,
1312, and 1314. In one example, base stations 1308, 1312,
and 1314 can receive GSM signals 1318, 1320, and 1322
communicated from a communications module of measur-
ing device 1316. In this example, information in the received
GSM signals 1318, 1320, and 1322 can be forwarded to a
mobile switching center (MSC) 1324 via base station con-
trollers 1304 and 1306. MSC 1324 can include a central
computer system configured to determine a location of
measuring device 1316 based on the information in the
received GSM signals 1318, 1320, and 1322.

[0113] Systems 1200 and 1300 can include predetermined
coordinates that define one or more boundaries and/or one or
more routes associated with a measuring device. A boundary
can be used to define a geographic area that a measuring
device should be positioned within. A route can be used to
define a path in a geographic area for moving a measuring
device. The measuring device can be associated with a
communications module for communicating a position/lo-
cation of the measuring device and its position/location with
respect to the boundary and/or route as described herein. A
boundary and/or route can be redefined by an operator. The
predetermined coordinates of a boundary or route can be
uploaded from a measuring device or a central computer
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system by using proper user identification information.
FIGS. 9-13 illustrate examples of location service possibili-
ties that may be used with GPS for enhanced GPS location
services. They may be used alone with reduced accuracy
compared to the satellite location techniques.

[0114] In one embodiment, actual coordinates of a mea-
suring device may not be determinable. In this event,
position vector information can be used to indicate that a
measuring device is following a predetermined route or
boundary. If actual coordinates are not determined within a
predetermined time period, an alarm can be activated. If it is
determined that progress is being made to move along a
predetermined route, the predetermined time period can be
extended. For example, 3D velocity and acceleration vectors
can be used to predict future locations of a measuring device
or object. In one example, if a ship including monitored
cargo deviates from a predetermined route due to a storm,
the location, 3D velocity vector, and/or acceleration vector
of the ship can be monitored to determine whether the ship
is making progress towards its destination. Inertial or optical
gyroscopes and magnetic sensors can also improve or aug-
ment the system calculations. For stand-alone systems, an
authorized operator can input information for ignoring an
alarm or contact a remote device.

[0115] FIGS. 14A and 14B illustrate geographic maps
showing an exemplary trucking route and an exemplary
shipping/trucking route, respectively, for transporting mea-
suring devices according to embodiments of the subject
matter described herein. Referring to FIG. 14A, a highway
corridor 1400 is shown for transporting a measuring device.
The corridor can be defined by a plurality of predetermined
coordinates. A position and/or series of positions of a
measuring device can be compared to the predetermined
coordinates to determine whether the measuring device is
making progress along the highway. Further, the position(s)
of the measuring device can be compared to the predeter-
mined coordinates to determine whether the measuring
device has deviated a predetermined distance from the
highway. If it is determined that the measuring device has
deviated greater than the predetermined distance, an alarm
can be activated and a signal communicated to a remote
device according to the techniques described herein.

[0116] Referring to FIG. 14B, a shipping/trucking route
1402 is shown for shipping and trucking a measuring device
between France 1404 and North Carolina 1406. A first leg in
route 1402 can include trucking a measuring device between
an interior city 1408 to a port city 1410 of France 1404. The
first leg can include a plurality of trucking checkpoints 1412.
A second leg in route 1402 can include a plurality of sea
checkpoints 1414. The end of route 1402 can include an end
checkpoint 1416. The measuring device can include a locat-
ing device for determining its position. Further, the measur-
ing device can include functionality for determining whether
the measuring device is located at checkpoints within a
predetermined period of time. If the measuring device does
not arrive at a checkpoint within the predetermined period of
time and/or the measuring device deviates from route 1402,
aremote device can be notified. In one example, checkpoints
may be coordinate readings, whereby the system decides the
proper action from a list of “no action”, “alarm”, or even
“storage” of the points of note.

[0117] In one embodiment, a predetermined boundary or
route can be changed. For example, new coordinates can be
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downloaded to a measuring device from an authorized
remote device via the communications techniques described
herein.

[0118] In one embodiment, a measuring device can
include embedded programs that can be activated by param-
eters remotely downloaded for tracking, operational, or
transferring data. In one example, calibration constants can
be stored in a measuring device when a proper encrypted
code is obtained from a remote device. This feature can be
advantageous, for example, for preventing unqualified tech-
nicians from servicing the measuring device.

[0119] In one embodiment, the operation of a measuring
device can be controlled by a remote device over any
suitable communications technique. For example, control
commands can be communicated to a measuring device via
the Internet. In another example, control commands can be
communicated to a measuring device via a base station PDA
or mobile telephone. The commands can result from a
measuring device status determination occurring at the
remote device.

[0120] In another embodiment, alarms can be automati-
cally generated by a remote device as a result of a status or
health of a measuring device and/or a location of the
measuring device with respect to predetermined boundaries
and/or routes. In one example, control programs can obtain
a measurement and alert authorities at a remote location with
the measurement status, health, and/or location of a mea-
suring device. In this example, the information can be
displayed to authorized personnel. The status information
can be automatically sent to a central computer system, or
when devices are polled. In the event that the measuring
device fails to reply to polling, a last known location and
status can be incorporated by the central computer system.
Exemplary information sent in an alarm signal can include
hazardous material identification and MSDS information.
Further, the information sent in an alarm signal can include
information regarding diagnostics, performance, serial num-
bers, and/or other measuring device related information.
Further, in an alarm mode, radiation detectors can be pow-
ered up and the radiation source strength measured. Further,
in the event that a radiation source is stolen or missing, an
alarm signal can be communicated to the central computer
system.

[0121] In one embodiment, a measuring device can
include an RFID system including a plurality of security
layers having different levels of security and/or encryption.
If a discrepancy is determined between a location of a
measuring device and an associated predetermined route or
boundary, a comparison between an actual route of the
measuring device and a manifest from the RFID system can
determine whether any action should be taken. An actual
route can be determined from a locating device, such as a
GPS system, located on or in proximity to the measuring
device or another object such as radioactive material. The
RFID system and GPS system can be integrated as one or
multiple systems. Integrated RFID/GPS systems can be used
in applications that GPS is an integral part of functionality.
In one example, an RFID chip can be used that has been
issued by the government and encrypted for authentication
and privacy protection. In another example, checkpoints in
a shipping and/or trucking depot can include a code for
decryption at an associated security level. The encryption
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can include digital watermarking or holography embedded
in data. For authentication, any suitable types of algorithms
can be utilized.

[0122] The security level of an RFID can have a plurality
of layers of encryption and authentication whereby different
authorities can have different keys. For example, nuclear
devices can be detected at a checkpoint. In this example, the
first layer of encryption can be simply authenticating an
operator of a vehicle transporting a measuring device and
measuring device identification. If the operator is authenti-
cated, transport of the measuring device can continue. If the
operator is not authenticated, alarms can be generated for
notifying proper authorities.

[0123] The integration of RFID systems into the operation
of measuring devices can include providing a history of the
operation of the measuring device. This could include past
projects, locations, ownership and service records. An RFID
system can also maintain position/location information of a
measuring device, and underutilized equipment can be iden-
tified and relocated. In another example, an RFID system
can provide smart labeling to a measuring device. In this
example, information on the instrument model, serial num-
ber, its specifications, characteristics can be instantly read
and imported into a spreadsheet if necessary. In another
example, an RFID system can be utilized for authenticating
the use of hazardous materials in a measuring device. In
another example, RFID systems can provide calibration/
repair encryption/authentication keys. In this application,
the section of memory of the device that holds the calibra-
tion constants is blocked unless permission is granted with
the proper digital keys. In another example, RFID systems
can provide multiple serial numbers, or other identifiers, for
a measuring device and/or a hazardous material. For
instance, medical devices have many serial numbers includ-
ing those of the radiological isotope, model number, NRC
licenses and the like. In another example, RFID systems can
provide a record of an expected chemical signature or an
energy spectrum of a material. In another example, RFID
systems can provide a shipping manifest and route. In
another example, RFID systems can include identification
information associated with an operator of a measuring
device. RFID systems can include a public/private encryp-
tion/authentication key system. In another example, an
RFID system can provide different encryption/authentica-
tion layers for different authorities.

[0124] In one embodiment, hazardous material can be
associated with an RFID system for use in an electronic
article surveillance (EAS) mode. In this application, a
unique signature RFID tag can be associated with a hazard-
ous material. A signpost or other suitable reading device can
trigger when an RFID tag leaves a predetermined area. In
response to the triggering, an alarm state can be activated
passing information from the tag and notifying authorities
according to the subject matter described herein. The posi-
tion of the hazardous material can be sent to the authorities
in the alarm state. In one example, an EAS system can
include positioning two systems in communication with one
another, one system on a transporter and one system on a
measuring device including hazardous material. In the event
that the two systems are separated by a predetermined
distance, authorities can be notified according to the subject
matter described herein. In another example, the EAS sys-
tem can require proof of ownership or the authority to use a
measuring device.
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[0125] In one exemplary use in the hazardous material
transportation industry, RFID and GPS systems can be used
for tracking purposes in forensics and security of hazardous
material. For security purposes, an RFID chip can be pro-
grammed with shipping information such as expected
routes, points of contact, serial numbers, owner information,
shipping manifests, shipping routes, and the identity of
hazardous material. Ports of call can be configured to detect
RFID information and the actual shipping route from the
GPS system. Information stored in the RFID system can be
used to identify the hazardous material. For example, if the
hazardous materials are nuclear materials, an energy spec-
trum of the nuclear materials can be uploaded from the RFID
system, and spectrum analysis techniques used to identify
isotope(s) for verifying that the material matches the iden-
tification stored in the RFID system. Other hazardous mate-
rials, such as biological, gases, solid, and liquid materials,
can be detected by suitable techniques such as optical, mass,
infrared, or gas spectroscopy. In another example, millime-
ter waves can remotely detect or identify molecular signa-
tures, as the frequency distribution resulting from an elec-
tromagnetic perturbation can be a material signature.
Further, millimeter waves and terahertz radiation can be
used to detect radiation-induced effects also remotely
through reflection and scattering techniques.

[0126] Inone embodiment, the locating systems described
herein can be applied to determining the locations of coring
measurements. FIG. 15 illustrates a top plan view of pre-
determined locations on an asphalt/soil surface for obtaining
coring measurements according to the subject matter
described herein. Referring to FIG. 15, a plurality of core
samples can be removed from asphalt/soil material 1500 in
a predetermined pattern. A drilling device can be used for
removing core samples in sequence from material 1500. For
example, the drilling device can be used for removing a first
core sample 1502 from material 1500. Sample 1502 can be
removed at a position located at a predetermined distance
1504 from a starting position at an edge 1506 of material
1500. A second core sample 1508 can be removed at a
position located at a predetermined distance 1510 from the
location of removal of first core sample 1502. Other core
samples can be removed at predetermined distances from
each other. Here, a GPS system may be attached to the
coring rig, or held in hand for marking positions for the
operator. In this example the GPS can give vectors and
directions to each coring location or the operator can core
and mark the location as points of interest for the nuclear
operators.

[0127] A gauge with core locations embedded in its
memory or calculated from a starting point can be used to
select where the nuclear gauge is placed for a nondestructive
measurement. The measurement is made and recorded along
with location, operator ID, time and date, and optionally, the
gauge could produce a bar code or RF Tag containing
measurement information that could be placed to mark the
spot where the measurement was obtained. Alternatively, a
wax pencil could mark an “X” at the measurement location.
Next a coring tool comes and finds the spot either using the
same GPS coordinates, by looking for a painted or marked
“X” where “X marks the spot,” sniffing out the RF tag, or
looking for the barcode that was printed and stuck there from
the gauge. Typically two cores are cut, one for the contractor,
and one for the agency. They are measured by the water
displacement system to verify that the nuclear gauge is in
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good agreement with the core. Nuclear offsets are sometimes
made and then nondestructive nuclear measurements can be
accepted as opposed to destructive drilling of cores. The
same GPS coordinates from the gauge can be downloaded or
linked to the drilling apparatus, and allow identification of
the measurement spot to the drilling truck.

[0128] In one embodiment, a measuring device including
a locating device as described herein can be used for
determining predetermined distances between locations at
which measurements are to be made and core samples are to
be removed. Prior to core removal, an operator can move the
measuring device along the surface of material 1500. The
locating device can determine when the measuring device is
a predetermined distance from the location of the coring
procedure. When it is determined that the measuring device
has been moved the predetermined distance, an indicator or
alarm system can notify the operator that the measuring
device is at the location. The operator can be notified of the
location by viewing or following the display, hearing, or
otherwise sensing the alarm. In response to the notification,
the operator can proceed to the removal of another coring
site, or another suitable measurement of material 1500 at the
location. Further, the measuring device can be associated
with a communications module operable to receive prede-
termined distances, positions or other suitable coordinate
information for use in determining locations to obtain core
samples from material 1500. Typically, the nondestructive
measurement is made before the core is removed, and the
core is drilled on or near the measurement spot.

[0129] FIG. 16 illustrates a flow chart of an exemplary
process for positioning a measuring device for obtaining
sample measurements and/or samples according to an
embodiment of the subject matter described herein. Refer-
ring to FIG. 16, the measuring device can be positioned at
a starting position. For example, the measuring device can
be positioned at an edge of a material surface or another
suitable predetermined position (block 1600). In block 1602,
the location coordinates at the starting position can be
obtained. The measurement described with respect to FIG.
16 can be destructive or nondestructive, or marked with a
bar code or tag. In block 1603, a sample measurement may
be obtained.

[0130] In block 1604, the measuring device can be moved
along a surface of the material. The position of measuring
device during movement can be compared to predetermined
locations for obtaining measurements (block 1606). When
the measuring device is moved to one of the predetermined
locations, the measuring device can indicate that the mea-
suring device is at one of the predetermined locations (block
1608). A sample measurement can be obtained at the pre-
determined location (block 1610). In block 1612, the mea-
suring device can determine whether the sample measure-
ment session is completed. If it is determined that the session
is not completed, the process can return to block 1604.
Otherwise, if it is determined that the session is completed,
the process can end at block 1614. A session may be
determined to be completed when sample measurements
have been obtained at all of the predetermined locations.
[0131] In one exemplary implementation of the subject
matter described herein, location and identification informa-
tion can be required for hazardous materials. An authorized
hazardous material at a port should be identifiable. In one
example, a spectrum-based system can be used as an iden-
tifier. In another example, a government-issued RFID tag
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with identification information can be used as an identifier.
The identifier can be coded and/or encrypted if necessary.
The need for identifiers is to reduce the harassment of
legitimate citizens and their rights to operate safe equipment
that may incorporate a material of regulation.

[0132] Hazardous material may be detected using micro-
wave detectors, Raman-based systems, nuclear detectors,
radiation detectors, FTIR systems, and/or mass spectroscopy
for example. The detection may be in conjunction with the
RFID tag and location information. The information can be
compared to a government database for testing the legiti-
macy of the contents of the container. Tracking data can be
used to determine that the material has left a port in a timely
manner and tracked to a predetermined route. Inside a
container, a portable micropower radar can be used to detect
an intrusion into the container or its contents, the addition of
contents to the container, and/or the removal of contents
from the container or shifting of contents in the container
that could result in damaging the goods. In one example,
intrusion into a container can be detected by using a suitable
motion detector. In another example, intrusion can be
detected by radar. Other detection exemplary methods could
be a change of pressure, aroma, strain gauge, acoustic,
heartbeat detector, breathing detector, or simple the inter-
ruption of current in a trip wire.

[0133] A central computer system can be configured to
remotely control a measuring device and monitor the loca-
tion and health of the measuring device. For example,
central computer system 330 shown in FIG. 3 can be
configured to remotely control and monitor a measuring
device, such as measuring device 302. FIG. 17 illustrates a
flow chart of an exemplary process that can be implemented
by a central computer system for controlling and monitoring
a measuring device according to an embodiment of the
subject matter described herein. Referring to FIG. 17, the
process can start at block 1700. Next, in block 1702, an
encryption authentication algorithm for communicating with
the measuring device can be configured. For example, the
data and/or instructions communicated to the measuring
device can be encrypted and keys passed. The data and/or
instructions can be communicated to the measuring device
by any suitable technique, such as some of the techniques
described herein.

[0134] Next, the central computer system can enter a
management mode 1704, a tracking mode 1706, or a health
monitoring mode 1708. In management mode 1704, pro-
grams and data can be uploaded (block 1710). Programs
such as updates for firmware that controls the communica-
tion module, tracking, locating, monitoring, graphics, tam-
pering detection, user interface, measuring protocols and
data such as an updated location of boundaries, location of
measurements to be performed, and encryption/authentica-
tion keys. In block 1712, control parameters can be trans-
ferred to a measuring device. Control parameters can include
measurement modes such as soil or asphalt, selection of
special calibration curves, and instrument calibration pro-
grams. In block 1713, calibration and calibration check
functions can be performed. Next, in block 1714, the process
can stop.

[0135] In tracking mode 1706, three-dimensional coordi-
nates of the measuring device can be obtained (block 1716).
For example, the central computer system can communicate
a request for coordinates to the measuring device. In
response, a locating device can provide the coordinates. The
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coordinates can be communicated to the central computer
system. Further, coordinates at different periods of time can
be obtained and communicated to the central computer
system. Based on the coordinates, the central computer
system can calculate a position and/or position vector of the
measuring device (block 1718). Next, in block 1720, the
central computer system can determine whether the position
and/or position vector of the measuring device is acceptable.
For example, the position and/or position vector can be
compared to a predetermined boundary, area, and/or route to
determine whether the measuring device is at an acceptable
position and/or moving in an acceptable direction with
respect to the predetermined boundary, area, and/or route. If
it is determined that the position and/or position vector is
acceptable, the process can proceed to block 1714. Other-
wise, if it is determined that the position and/or position
vector is not acceptable, the central computer system can
enter an alarm mode (block 1722). Setup of tracking modes,
such as record only, real-time alarm mode, boundary, and/or
curfew mode, can also be applied.

[0136] In the health monitor mode 1708, the central com-
puter system can control a measuring device to run diag-
nostics (block 1724). Exemplary diagnostics can include
verification of tamper proof processes, analysis of uptime,
battery charge, precise locations logged in memory, calibra-
tion constant(s) verification, temperature and moisture/hu-
midity values internal to the gauge, general electronic and
software diagnostics to insure proper operation, verification
of firmware updates and status. Next, in block 1726, the
central computer system can obtain status information
related to the diagnostics performed on the measuring
device. The central computer system can determine whether
the health of the measuring device is acceptable based on the
status information (block 1728). If it is determined that the
health is acceptable, the process can stop at block 1730.
Otherwise, if it is determined that the health is not accept-
able, the central computer system can enter an alarm mode
(block 1722).

[0137] In one embodiment, all or a portion of the process
described with respect to FIG. 17 can be used by any suitable
device for controlling and/or monitoring a measuring
device. Further, the data and/or instructions can be commu-
nicated to the measuring device by any suitable technique,
such as some of the techniques described herein.

[0138] In one embodiment, a measuring device can be
configured for health monitoring, storing results of the
monitoring, and entering an alarm mode based on the
monitoring result. FIG. 18 illustrates a flow chart of an
exemplary process that can be implemented by a measuring
device for health monitoring according to an embodiment of
the subject matter described herein. Referring to FIG. 18, the
measuring device can activate sensors and its measuring
instrumentation (block 1800). In block 1802, diagnostics can
be run for the sensors and measuring instrumentation of the
measuring device. Flags can be set under predetermined
conditions based on the diagnostics (block 1804). The flags
can indicate one or more health conditions of the measuring
device. Next, it is determined whether one or more of the
flags are acceptable (block 1806). If the flags are acceptable,
results can be stored in a database (block 1808) and the
process can stop (block 1810). Otherwise, if the flags are not
acceptable, the measuring device can enter an alarm mode
(block 1812), which can notify an operator of the results
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and/or communicate signaling indicating the health moni-
toring results to a remote device, such as a central computer
system.

[0139] In one embodiment, the measuring device can be
configured as a stand-alone system for monitoring location
and status. FIG. 19 illustrates a flow chart of an exemplary
process of monitoring location and status of a measuring
device in a stand-alone system according to an embodiment
of the subject matter described herein. Referring to FIG. 19,
measuring device can determine whether an outside request
for location and/or status information has been received by
a remote device or system (block 1900). For example, a
central computer system, another measuring device, or any
other suitable network-enabled device can communicate a
signal to measuring device for requesting location and/or
status information. If it is determined using authentication
and encryption protocols that a request has been received,
the measuring device can implement a monitoring schedule
for monitoring its location and status (block 1902). Alter-
natively, if it is determined that no request has been received,
control may return to block 1900 where measuring device
can re-attempt to determine whether an outside request for
location and/or status information has been received by a
remote device or system. In block 1904, the measuring
device can obtain location and status information. The
location and status information can be stored in a database
associated with the measuring device (block 1906).

[0140] Inblock 1908, the measuring device can determine
whether the location and status is acceptable based on
predetermined criteria. The predetermined criteria can
include predetermined routes, areas, locations, instrumenta-
tion, and other detected information associated with the
measuring device. If it is determined that the location and
status is acceptable, the process can stop (block 1910). If it
is determined that the location and status is not acceptable,
the measuring device can enter an alarm mode (block 1912).
In the alarm mode, a remote device that communicated the
request, another remote device, and/or an operator of the
measuring device can receive information associated with
the location and status information.

[0141] FIG. 20A illustrates a flow chart of an exemplary
process of the operation of an RFID system of a measuring
device at different levels of security and encryption/authen-
tication according to an embodiment of the subject matter
described herein. Referring to FIG. 20A, the process can
start at block 2000. Next, in block 2002, the RFID system
can determine whether to perform a security check. If it is
determined that a security check is not performed, the RFID
system disables encryption (block 2004) and communicates
information associated with the measuring device to a
remote device (block 2006). The information is communi-
cated in an unencrypted format. Exemplary information
associated with the measuring device include serial num-
bers, owner name, address information, company name,
identification of certified users, some diagnostic informa-
tion, some calibration information, and any other related
measuring device information. The process can stop at block
2008.

[0142] Referring again to block 2002, if it is determined
that a security check is performed; a security level can be
selected (block 2010). A low security level (in block 2012),
a medium security level (in block 2014), or a high security
level (in block 2016) can be selected. In low security level
(block 2012), no or some encryption is provided for com-
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municated information. In one example, the information can
be provided at a toll booth (block 2018) and the measuring
device and associated transportation waits at the toll booth
(block 2020). It is determined whether the information is
approved in block 2022. If approved, the process can stop at
block 2008. Otherwise, the measuring device can enter an
alarm mode (block 2024) in which the measuring device can
communicate location information and/or status information
to a remote device as described herein.

[0143] In medium security level (block 2014), the mea-
suring device performs a predetermined basic encryption for
authentication of shipment of the measuring device at a
shipping dock and checks the manifest (block 2026). In
block 2028, manifests are checked. Next, in block 2030, a
status of any hazardous materials is checked. In block 2032,
it is determined whether the manifest check and hazardous
materials check are acceptable. If acceptable, the process
can stop at block 2034. Otherwise, if not acceptable, the
measuring device can enter an alarm mode (block 2024).

[0144] The medium security modes can be encrypted
using a standard protocol or algorithm. Here, items such as
management and maintenance data can be accessed.
Medium security may allow for read/write, aid in organizing
returns, equipment exchanges, warranty information, and
maintaining inventory. In one embodiment, an employee
may scan a card for access to thereby obtain information
such as links to approved customer lists, customer Ds,
jobsites, service intervals, and identify instrument build
information or kits. These features may be accessed
remotely via a web browser.

[0145] In a high security mode (block 2016), the measur-
ing device performs a predetermined high level of encryp-
tion for government level authentication (block 2036). In
block 2038, shipment routes can be authorized and the
measuring device programmed with the shipment routes.
Next, in block 2040, any fees associated with shipping can
be collected. In block 2042, the measuring device can
determine whether configuration and information associated
with the high security mode operation is acceptable. If
acceptable, the process can stop at block 2034. Otherwise, if
not acceptable, the measuring device can enter an alarm
mode (block 2024). Fees can be collected at any point in this
exemplary process, not just in block 2040. High security
encryption may allow read/writes and allow the setup of
shipping information routes, boundary zones, alarm status,
and change of ownership of instrument or material. These
features may be accessed remotely via a web browser.

[0146] FIG. 20B is a flow chart illustrating an exemplary
process for checking security of a measuring device, a
container including hazardous material, or any other object
according to an embodiment of the subject matter described
herein. Referring to FIG. 20B, the process begins at block
2044. At block 2046, a security check is performed, where
it is determined the level of security required and whether
encryption is required. If it is determined that no encryption
is required, the process proceeds to a no encryption state at
block 2048. Next, the process proceeds to block 2050, where
public access information may be transmitted. Examples of
public access information include a serial number for a
device, a company name, and diagnostic information. This
type of information can be transmitted without encryption.
Further, the information may be stored on an RFID tag or
other suitable memory.
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[0147] In this example, six levels of security may be
available. The security levels include: Level 1 Security, Toll
Booth; Level 2 Security, Measurement Mode; Level 3
Security, Regulatory/Verification Location; Level 4, Mea-
surement [oading/Reading/Erasing; Level 5 Security, Cali-
bration/Upload Firmware Changes and Hardware Enable
and Factory Maintenance, to be used by authorized repair
facility; and Level 6 Security, which could be government
mandated information or fee collection, tracking and bound-
ary setups, authorization of reporting addresses. The levels
of security can be obtained using a single or a plurality of
encryption keys, authentication certificates, and encryption-
authentication algorithms. For example, a given level of
security may be reached using a key and/or certificate. A
second level of security may require a different key, whose
number of bits may be higher than the previously mentioned
level. A third level of security may need the combination of
both keys/certificates from the first and second levels as well
as a third key/certificate.

[0148] At block 2046, if it is determined that Level 1
Security is required, the process proceeds to block 2052 for
a Level 1 Security state. Level 1 security may be required
when a vehicle transporting the object is stopped at or near
a toll booth. In this case, at block 2054, regulatory infor-
mation may be transmitted either encrypted or not
encrypted. Examples of the regulatory information include
source type, activity relating to the object, and point of
origin.

[0149] At block 2046, if it is determined that Level 2
Security is required, the process proceeds to block 2056 for
a Level 2 Security state. Level 2 security may be required
when a measurement is acquired, and location information
relating to the measurement should be transmitted. In this
case, at block 2058, measurement and location tracking
information stored in the device may be transmitted.
[0150] At block 2046, if it is determined that Level 3
Security is required, the process proceeds to block 2060 for
a Level 3 Security state. Level 3 security may be required
when an operator handling the object is required by regu-
lations to verify location of the object. In this case, at block
2062, the same information transmitted in block 2054 may
be transmitted. Some of the corresponding information may
be updated.

[0151] At block 2046, if it is determined that Level 4
Security is required, the process proceeds to block 2064 for
a Level 4 Security state. Level 4 security may be required
when a certified operator from a regulatory or state agency
needs to access the measurement and location tracking
information and also need to reset, overwrite, erase mea-
surement and location tracking information. In this case, at
block 2066, the measurement and location tracking infor-
mation may be transmitted and these pieces of information
may be overwritten and erased. However, other sensitive
information may not be altered at this level of security.
[0152] At block 2046, if it is determined that Level 5
Security is required, the process proceeds to block 2068 for
a Level 5 Security state. Level 5 security may be required
when the device requires calibration to guarantee proper
performance and to maintain compliance to industry stan-
dards and regulations. In this case, at block 2070, the
operator may be able to retrieve, change, erase the calibra-
tion values, and/or the measurement information. Further,
the device may require updating or upgrading of the firm-
ware, and/or repair, service, update, or change of mechani-
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cal, physical content or configuration. The operator may be
able access, overwrite, write, or erase parts or the entirety of
information stored inside the device. Some or all encryption
keys and authentication certificates may be erased and/or
changed. This level may be utilized by factory authorized
service and manufacturing.

[0153] At block 2046, if it is determined that Level 6
Security is required, the process proceeds to block 2072 for
a Level 6 Security state. Level 6 security may be required
when governmental regulations require all or additional
information regarding the objects manifest, contents, man-
dated information or the collection of fees. In this case, at
block 2074, authorized personnel and receiving stations can
be defined and financial charges obtained. Further, this level
may require a master key where 2 or more parties could be
required to access the information. For example, a govern-
ment entity and a factory representative may hold keys
necessary for access. Alternatively, Level 6 may be linked to
the hardware/firmware definitions of the object, or be
entirely dedicated to government needs and endorsements.
Some or all of the encryption keys and authentication
certificates may be updated, renewed and/or cancelled/
erased.

[0154] FIG. 21 is a flow chart illustrating an exemplary
process for obtaining a property measurement of a material
and determining a location of the material in accordance
with the subject matter described herein. In one example, the
process may be implemented by use of a measuring/locat-
ing/tracking device, such as the devices shown in FIGS. 2A
and 2B. Referring to FIG. 21, the process begins at block
2100. At block 2102, a standard count is obtained. Next, at
block 2104, it is determined whether GPS is installed. If it
is determined that GPS is installed, it can be determined
whether the GPS system of the device is active (block 2106).
Otherwise, if it is determined that GPS is not installed, the
process can proceed to block 2108.

[0155] At block 2106, if it is determined that the GPS is
activated, coordinates obtained using the GPS are acknowl-
edged (block 2110), and the process proceeds to block 2108.
If it is determined that the GPS is not activated, the process
proceeds directly to block 2108.

[0156] Atblock 2108, a material type is selected. This may
be based on soil type or classification, or the aggregate and
mix design of asphalt. Next, a depth of measurement can be
selected (block 2112). A source rod can be positioned with
respect to a material (block 2114), and a count or spectrum
can be obtained along with the appropriate data analysis
(block 2116). A proper calibration formula can be applied
which is usually directly related to the characteristics of the
material under test (block 2118). Further, offsets or correc-
tions can be applied (block 2120). The material property can
then be calculated after the material specific corrections or
offsets have been applied (blocks 2120 and 2122). Further,
the results can be displayed to an operator (block 2124).

[0157] Inblock 2126, it is determined whether data should
be stored or transferred. If the data should be stored, the data
is accumulated in a project file (block 2128) and the process
proceeds to block 2130. If the data should not be stored, the
process proceeds to block 2130. At block 2130, it is deter-
mined whether the process should continue, as the operator
may need to obtain more measurement locations. If the
process should continue, the process proceeds to block 2104.
Otherwise, the process stops at block 2134.
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[0158] In a work environment, standard counts may be
initiated at the beginning of the day. This is a measurement
taken with the source in a standard position whereby the
gauge is placed on a standard block at the testing site. For
actual measurements, the standard count may be ratioed
with the measurement count and this ratio determines the
property of the material. Using ratios significantly reduces
day to day drift of an instrument and the systematic inac-
curacies that could be the result of the environment.
[0159] The process of obtaining a property measurement
of a material and determining a location of the material
described with respect to FIG. 21 is only one example. Many
other variations of the process may be utilized. In particular,
any of the steps of the process may be rearranged in any
suitable order for achieving property measurements and
determining locations.

[0160] FIG. 22 is a block diagram of a measuring device
for hazardous material detection, and is a system generally
designated 2200 according to an embodiment of the subject
matter described herein. Referring to FIG. 22, system 2200
may include a detection device 2202 operable to detect the
contents of an object 2204 containing a hazardous material.
Device 2202 may include a detector 2206 configured to
detect the hazardous material of object 2204. In other
examples, detector 2206 may be a spectrum analyzer, or an
XRF configured for sensing chemicals, or configured for
sensing radioactive material, or configured to sense biohaz-
ards, liquids, gasses, poisonous materials and the like.
Further, device 2202 includes an RFID reader/transceiver
2208.

[0161] Object 2204 may include an RFID chip 2210
operable to communicate via a wireless network 2212 or
directly to RFID reader/transceiver 2208. The information
can be suitable for encryption and two-way communication,
between device 2202 and object 2204. Further, as a mea-
suring device, device 2204 may also include a sensor or
detector 2214 operable to measure materials, but is the
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object under investigation by device 2202 in this instance. In
one example, object 2204 may comprise cargo or include
devices having hazardous material, such as a nuclear gauge.
[0162] During operation, device 2202 can read the RFID
library from RFID chip 2210 as to the contents or MSDS of
object 2204. This data can include the expected measure-
ment that detector 2206 will or has observed. In this
example, the spectrum downloaded from RFID chip 2210
can be compared to information stored in the memory of
device 2202, or transmitted from a central computer system
via network 2212 or only the information that RFID chip
2210 transfers to RFID reader/transceiver 2208. When
device 2202 activates the physical measurement of detector
2206, the actual measurement obtained should be compared
to the expected library or data table sent from RFID chip
2210. If the measurement agrees with the MSDS or data, and
all authoritative information is congruent, then there can be
high confidence that the hazardous material is friendly, and
further scrutiny may not be necessary.
[0163] It will be understood that various details of the
subject matter described herein may be changed without
departing from the scope of the subject matter described
herein. Furthermore, the foregoing description is for the
purpose of illustration only, and not for the purpose of
limitation.
I claim:
1. A system for locating and tracking an object, the system
comprising:
a measuring device configured to determine a property of
a paving-related material;
a locating device configured to determine a location of the
measuring device;
a tracking module configured to track the measuring
device; and
a communications module that transmits tracking infor-
mation to a remote device.
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