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1
DYNAMIC DATA FLOW MANAGEMENT
BASED ON DEVICE IDENTITY

BACKGROUND

As is well known, conventional communication systems
typically include one or more network routers operable to
provide one or more computer devices access to a remote
network. For example, a communication device initially
connects to a network router such as a wireless access point.
The network router is able to identify at least a MAC (Media
Access Control) of the device. In certain instances, the
network router is also able to identify a host name assigned
to the communication device. Unfortunately, the host name
of the communication device and/or MAC address may not
be very useful to identify the type of data flow service that
should be provided by the network router to the communi-
cation device.

In a separate field of endeavor, conventional communi-
cation device fingerprinting technology is available to exam-
ine network traffic. Various protocols and behaviors of the
communication device can be analyzed to produce an accu-
rate identification of the computer device (such as Vendor,
Model, Operating system, etc).

BRIEF DESCRIPTION OF EMBODIMENTS

This disclosure includes the observation that conventional
techniques of routing data traffic suffer from deficiencies.
For example, conventional solutions of providing data flow
services for individual devices in the home must rely on
IP:port combinations to send all traffic destined for a specific
IP:port from the home to an appropriate service flow
assigned to the communication device.

In contrast to conventional techniques, embodiments
herein provide novel ways of providing different service
flows to each of multiple communication devices in a
subscriber domain.

More specifically, in one embodiment, a router device
receives first communications from a communication
device. The first communications originating from the com-
munication device are destined for delivery over a first
network (such as a network in which the router device
resides) to a destination address in a second (remote) net-
work. In one embodiment, if the communication device has
not yet been assigned a data delivery policy, the router
device forwards the first communications (or portion
thereof) to an identity analyzer resource for analysis.

As its name suggests, the identity analyzer resource
identifies attributes of the communication device and pro-
duces feedback of same. Based on the identified attributes
indicated in the feedback, a service flow manager resource
(such as an access control system receiving the feedback)
selects a marker from multiple available markers depending
on a data flow service to be provided to the communication
device. As further described herein, embodiments further
include creating a map that maps a network address of the
communication device to the selected marker.

The selected marker (value) indicates a corresponding
data delivery policy to be used to route data packets from the
communication device.

Using the map, the router device in the subscriber domain
tags the first communications (and/or subsequent commu-
nications from the communication device) with the selected
marker (indicating an assigned data delivery policy) and
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2

forwards the tagged communications over the first network
(such as the service provider’s network) to the second
network.

In one embodiment, tagging the communications from the
communication device with the marker includes: inserting a
copy of the selected marker assigned to the communication
device in a data field of the respective communications to be
communicated to the remote network (second network). The
data field is accessible to communication resources (router
components) in the first network that route the tagged first
communications at a session level in accordance with the
assigned data delivery policy. In other words, the selected
marker maps to a corresponding data delivery policy
assigned to a data traffic flow to be provided to the com-
munication device. Thus, via the marker in the conveyed
communications, other router components in the first net-
work are able to identify a corresponding appropriate data
flow service to be provided to the communications.

The first network (as controlled by a respective service
provider) conveys the tagged communications from the
communication device over the first network in a manner as
specified by the corresponding data delivery policy assigned
to the selected marker in the tagged communications. For
example, the router components in the first network can be
configured to analyze the conveyed communications (such
as data packets) for the marker. The router components
control forwarding of the tagged communications over a
respective data flow based on the marker included in the
tagged communication.

In accordance with still further embodiments, the second
network ignores the selected marker included in respective
communications.

Note that, in a reverse direction, embodiments herein can
include receiving second communications (reply data pack-
ets) from the second network in response to conveyance of
the tagged communications to the destination. The second
communications are destined for delivery to the communi-
cation device.

In one embodiment, each of the second communications
includes the selected marker as well. The first network and
corresponding router components forward (conveys) the
second communications over the first network in accordance
with a policy as indicated by the marker.

In accordance with yet further embodiments, the commu-
nication device is one of multiple communication devices in
a subscriber domain that are provided different data flows.
The router device (or other suitable resource) can be con-
figured to provide a different corresponding service flow
(data traffic flow) to each of the multiple communication
devices in the subscriber domain depending on a respective
marker assigned to each of the communication devices.

Note that the first network and second network can be or
include any suitable type of network. For example, in one
embodiment, the first network includes a DOCSIS (Data
Over Cable Service Interface Specification) communication
system. The components (such as routers, switches, etc.) in
the first network control conveyance of the tagged first
communications over the DOCSIS communication system
in a manner as specified by the corresponding policy asso-
ciated with the selected tag.

The second network can be the Internet, wireless network,
etc.

If desired, the mapping of identities of communication
devices to respective markers can be configured to indicate
multiple different markers (such as a first marker, second
marker, etc.) assigned to a single respective communication
device. As an example of using the multiple markers,
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assume that the respective communication device is able to
request different types of communication links (such as a
non-voice link, voice link, etc.). In one embodiment, map-
ping of a network address obtained from the first commu-
nications to the marker assigned to the communication
device can include: identifying a network address of the
respective communication device as well as receiving attri-
butes of a type of communication link requested by the
communication device. To support the requested communi-
cation link and appropriate data flow service, the router
device selects an appropriate marker (from multiple avail-
able markers assigned to the communication device). For
example, the appropriate marker can be selected based at
least in part on the identified attributes of the requested type
of communication link.

Thus, in one embodiment, if a communication device
requests to establish a voice link, the router device can be
configured to tag messages with a first marker (which maps
to a corresponding first data delivery policy appropriate for
voice communications) to provide a first data flow service to
the communication device. If the communication device
requests to establish a non-voice link, the router device can
be configured to tag messages with a second marker (which
maps to a corresponding second data delivery policy appro-
priate for non-voice communications) to provide a second
data flow service to the communication device.

Further embodiments herein include modifying a respec-
tive data flow service assigned to a communication device
based on received input. For example, assume that a respec-
tive marker (tag) and corresponding data delivery policy is
initially assigned to the communication device. As previ-
ously discussed, assume that the respective marker corre-
sponds to a first data delivery policy. The communication
system as described herein can be configured to receive a
request from a user of the communication device (or request
or command from any other suitable resource) to upgrade
(or downgrade) a current data delivery policy (assigned data
flow) provided to the communication device. In response to
receiving the request to change the data delivery policy
assigned to the communication device, the communication
system modifies a current tag value (marker) to be a second
tag value. The second tag value maps the communication
device to a second data delivery policy (as specified by the
second marker) instead of the first data delivery policy to
provide the communication device with an upgraded (or
downgraded) delivery service.

In accordance with further embodiments, the first network
can be configured to include a first communication path and
a second communication path. In accordance with a corre-
sponding data delivery policy assigned to the marker, which
is assigned to the communication device, router components
in the first network control conveyance of the first commu-
nications over the first communication path and the second
communication path between the communication device and
the second network. In one embodiment, the first commu-
nication path is a wireless link between the communication
device and a router device (such as wireless access point) in
the first network; the second communication path extends
between the router device and a gateway providing access to
the second network.

Note that any of the resources as discussed herein can
include one or more computerized devices, mobile commu-
nication devices, servers, base stations, wireless communi-
cation equipment, communication management systems,
workstations, user equipment, handheld or laptop comput-
ers, or the like to carry out and/or support any or all of the
method operations disclosed herein. In other words, one or
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4

more computerized devices or processors can be pro-
grammed and/or configured to operate as explained herein to
carry out the different embodiments as described herein.

Yet other embodiments herein include software programs
to perform the steps and operations summarized above and
disclosed in detail below. One such embodiment comprises
a computer program product including a non-transitory
computer-readable storage medium (i.e., any computer read-
able hardware storage medium) on which software instruc-
tions are encoded for subsequent execution. The instruc-
tions, when executed in a computerized device (hardware)
having a processor, program and/or cause the processor
(hardware) to perform the operations disclosed herein. Such
arrangements are typically provided as software, code,
instructions, and/or other data (e.g., data structures) arranged
or encoded on a non-transitory computer readable storage
medium such as an optical medium (e.g., CD-ROM), floppy
disk, hard disk, memory stick, memory device, etc., or other
a medium such as firmware in one or more ROM, RAM,
PROM, etc., or as an Application Specific Integrated Circuit
(ASIC), etc. The software or firmware or other such con-
figurations can be installed onto a computerized device to
cause the computerized device to perform the techniques
explained herein.

Accordingly, embodiments herein are directed to a
method, system, computer program product, etc., that sup-
ports operations as discussed herein.

One embodiment includes a computer readable storage
medium and/or system having instructions stored thereon to
manage data flow services associated with one or more
communication devices in network environment. The
instructions, when executed by computer processor hard-
ware, cause the computer processor hardware (such as one
or more co-located or disparately processor devices) to:
receive first communications from a communication device,
the first communications destined for delivery over a first
network to a destination in a second network; mapping a
network address obtained from the first communications to
a marker assigned to the communication device; tag the first
communications with the marker; and forward the tagged
first communications over the first network to the second
network.

Another embodiment includes a computer readable stor-
age medium and/or system having instructions stored
thereon to manage data flow services associated with one or
more communication devices in network environment. The
instructions, when executed by computer processor hard-
ware, cause the computer processor hardware (such as one
or more co-located or disparately processor devices) to:
receive first communications from a communication device
in a local network, the first communications destined for
delivery to a destination address in a remote network;
identify attributes of the communication device based on
data in the first communications; assign a tag value to the
communication device based on the identified attributes; and
insert the tag value into second communications from the
communication device prior to forwarding of the second
communications over the local network to the remote net-
work.

The ordering of the steps above has been added for clarity
sake. Note that any of the processing steps as discussed
herein can be performed in any suitable order.

Other embodiments of the present disclosure include
software programs and/or respective hardware to perform
any of the method embodiment steps and operations sum-
marized above and disclosed in detail below.
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It is to be understood that the system, method, apparatus,
instructions on computer readable storage media, etc., as
discussed herein also can be embodied strictly as a software
program, firmware, as a hybrid of software, hardware and/or
firmware, or as hardware alone such as within a processor
(hardware or software), or within an operating system or a
within a software application.

As further discussed herein, techniques herein are well
suited for use in the field of supporting different data traffic
flows to different communication devices. However, it
should be noted that embodiments herein are not limited to
use in such applications and that the techniques discussed
herein are well suited for other applications as well.

Additionally, note that although each of the different
features, techniques, configurations, etc., herein may be
discussed in different places of this disclosure, it is intended,
where suitable, that each of the concepts can optionally be
executed independently of each other or in combination with
each other. Accordingly, the one or more present inventions
as described herein can be embodied and viewed in many
different ways.

Also, note that this preliminary discussion of embodi-
ments herein (BRIEF DESCRIPTION OF EMBODI-
MENTS) purposefully does not specify every embodiment
and/or incrementally novel aspect of the present disclosure
or claimed invention(s). Instead, this brief description only
presents general embodiments and corresponding points of
novelty over conventional techniques. For additional details
and/or possible perspectives (permutations) of the inven-
tion(s), the reader is directed to the Detailed Description
section (which is a summary of embodiments) and corre-
sponding figures of the present disclosure as further dis-
cussed below.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is an example diagram illustrating a network
environment providing different data flow services to dif-
ferent communication devices according to embodiments
herein.

FIG. 2 is an example diagram illustrating a mapping of
communication device identities to corresponding data
delivery policies according to embodiments herein.

FIG. 3 is an example diagram illustrating implementation
of different data flows provided to different communication
devices according to embodiments herein.

FIG. 4 is an example diagram illustrating inclusion of an
appropriate tag value in communications from a first com-
munication device to control delivery of the communica-
tions over a first network according to embodiments herein.

FIG. 5 is an example diagram illustrating inclusion of an
appropriate tag value in communications from a second
communication device to control delivery of communica-
tions over a first network according to embodiments herein.

FIG. 6 is an example diagram illustrating modification of
a marker in a map to change a data delivery policy assigned
to a communication device according to embodiments
herein.

FIG. 7 is an example diagram illustrating assignment of
multiple markers and corresponding data delivery policies to
a respective communication device according to embodi-
ments herein.

FIG. 8 is an example diagram illustrating example com-
puter architecture operable to execute one or more opera-
tions according to embodiments herein.

FIGS. 9 and 10 are example diagrams illustrating methods
according to embodiments herein.

20

35

40

45

50

55

60

65

6

The foregoing and other objects, features, and advantages
of the invention will be apparent from the following more
particular description of preferred embodiments herein, as
illustrated in the accompanying drawings in which like
reference characters refer to the same parts throughout the
different views. The drawings are not necessarily to scale,
with emphasis instead being placed upon illustrating the
embodiments, principles, concepts, etc.

DETAILED DESCRIPTION

Embodiments herein include marking data traffic for
different treatment. The markings in the data traffic (data
packets) are used by upstream routing systems to differen-
tiate traffic for various reasons such as quality of service,
accounting, routing, etc. To provide appropriate data traffic
flow to the different communication devices in a subscriber
domain, embodiments herein include differentiating traffic
originating from the different devices in the subscriber
domain (such as home environment). For example, traffic
from a gaming console is marked with a first marker value
(tag value) to provide low latency service; traffic from a
glucose monitor device is marked with a second marker
value (tag value) to provide a secure connection to a
healthcare provider; and so on.

One way to determine what marker to apply to the
different data traffic in a respective service provider’s net-
work is to implement analyzer technology to determine
attributes of each communication device in a subscriber
domain. Using fingerprinting techniques, the analyzer
resource identifies attributes such as Vendor, Model, Oper-
ating System, etc., associated with each of the communica-
tion devices in the subscriber domain. An access control
system assigns an appropriate marker and corresponding
data delivery policy to each of the communication devices.
During use of a respective communication device, a router
device managing traffic from the communication devices in
the subscriber domain inserts the appropriate marker in
communications (such as data packets) from the respective
communication device. The service provider’s network uses
the markers in the communications to provide data flow
services as specified by the marker.

Now, more specifically, FIG. 1 is an example diagram
illustrating a network environment supporting different data
flow services to different communication devices according
to embodiments herein.

As shown, in this example embodiment, network envi-
ronment 100 includes subscriber domain 121, network 191
(local network such as a service provider network to which
the users 108 subscribe), and network 192 (remote network).
Subscriber domain 121 includes multiple users 108-1, 108-
2, 108-3, 108-4, etc., (collectively, users 108) that operate
respective communication devices 120-1, 120-2, 120-3,
120-4, etc.

In this example embodiment, user 108-1 operates com-
munication device 120-1; user 108-2 operates communica-
tion device 120-2; user 108-3 operates communication
device 120-3; user 108-4 operates communication device
120-4; and so on.

Further in this example embodiment, network 191
includes resources such as router device 125, gateway
resource 150, router components 126-1, router component
126-2, router component 126-3, etc. The combination of
resources in the first network 191 facilitates conveyance of
communications between the communication devices 120
and the second network 192.
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Note that each of the communication devices 120 is
communicatively coupled to the router device 125 via any
suitable type of communication link. More specifically, in
one embodiment, each of one or more of the communica-
tions devices 120 is communicatively coupled to the router
device 125 via a respective wireless communication link.
Additionally or alternatively, each of one or more of the
communication devices 120 is communicatively coupled to
the router device 125 via a wired communication link.

As previously discussed, the resources (such as router
device 125, router components 126, gateway resource 150,
etc.) in network 191 facilitate delivery of respective com-
munications from the communication devices 120 upstream
from the router device 125 to and through the gateway
resource 150 to network 192, where the communications are
then delivered via router components in the network 192 to
the appropriate destination devices 160 (destination device
160-1, destination device 160-2, destination device 160-3,
etc.).

In a (reverse) downstream direction, the destination
devices 160 communicate one or more reply communica-
tions (such as data packets, messages, etc.) through the
network 192 to the gateway resource 150. Gateway resource
150 communicates the downstream communications from
the one or more destination devices 160 through the network
191 to the router device 125 that, in turn, delivers the reply
communications to the appropriate communication device.

In one embodiment, the resources (such as router device
125, router components 126, gateway resource 150, etc.) in
network 191 are controlled and/or operated by a respective
service provider that provides users 108 (subscribers) in
subscriber domain 121 access to the remote network 192
such as the Internet. The head of household in subscriber
domain 121 may pay a fee to provide users 108 in the
subscriber domain 121 access the second network 192 via
network 191.

In accordance with further embodiments, as shown, the
first network 191 can be configured to include first commu-
nication paths (such as a first communication link between
communication device 120-1 and the router device 125, a
second communication link between the communication
device 120-2 and the router device 125, a third communi-
cation link between the communication device 120-3 and the
router device 125, and so on). Network 191 includes a
second communication path between router device 125,
router component 126-3, and the gateway resource 150.

Note that the first network 191 and second network 192
can be or include any suitable type of network.

For example, by way of non-limiting example embodi-
ment, the first network 191 includes a DOCSIS (Data Over
Cable Service Interface Specification) communication sys-
tem. More specifically, router component 126-3 is optionally
a cable modem; gateway resource 150 is optionally a cable
modem termination system. In such an instance, the router
components 126 (such as routers, switches, etc.) in first
network 191 control conveyance of tagged communications
over the DOCSIS communication system in a manner as
specified by the corresponding policy associated with the
selected tag.

Additionally or alternatively, network 191 also can be or
include a fiber network, LTE (Long Term Evolution) net-
work, etc.

As further shown, the network environment 100 can be
configured to include analyzer resource 128 and record
management system 138. During operation, the router
device 125 (such as a wireless access point, base station,
etc.) receives first communications from, for example, a
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communication device 120-1. Assume that the first commu-
nications from the communication device 120-1 are destined
for delivery over network 191 to a destination address
AAAB in a second network 192. In one embodiment, the
router device 125 intercepts and forwards a copy of the first
communications (or portion thereof) to the identity analyzer
resource 128 for analysis. The first communications include
information indicating attributes of the communication
device 120-1 sending the first communications.

In one embodiment, the first communications from the
communication device 120-1 are part of or are associated
with a DHCP (Dynamic Host Configuration Protocol)
request from the communication device 120-1 to a respec-
tive server in network environment 100 to obtain an IP
(Internet Protocol) address from a DHCP server located in
network 191 or network 192. The recipient server dynami-
cally assigns an IP address and other network configuration
parameters to the requesting device so it is able to commu-
nicate with other IP networks. Accordingly, although the
communications conveyed from the router device 125 to the
analyzer resource 128 can include any suitable messages, in
one embodiment, communications forwarded from the
router device 125 to the analyzer resource 128 can include
communications from the communication device 160-1 to
obtain an IP address.

As its name suggests, the identity analyzer resource 128
analyzes received communications originating from a
respective communication device to identify attributes of the
respective communication device. Based on the identified
attributes (such as Vendor, Model, Operating System, net-
work address, etc.) associated with the respective commu-
nication device, the analyzer resource 128 notifies the
records management system 138 operated by the service
provider.

In one embodiment, the records management system 138
(service provider’s back office) keeps track of the different
types of communication devices used in the subscriber
domain 121 as indicated by the analyzer resource 128. In
other words, based upon feedback 136 received from the
analyzer resource 128, the records management system 138
updates corresponding records associated with the sub-
scriber domain 121 to indicate corresponding used devices.

Note that network environment 100 further includes
access control system 145. Based on attributes of the com-
munication device 120-1 as indicated by the analyzer
resource 128, and/or input from the records management
system 138, the access control system 145 (service flow
manager resource) selects an appropriate marker from mul-
tiple available markers depending on a data flow service to
be provided to the communication device 120-1. In one
embodiment, the communication devices can be assigned
different data flow services depending on a type of subscrip-
tion purchased by the head of household in the subscriber
domain 121.

Subsequent to making a selection, the access control
system 145 notifies the router device 125 of a marker and
corresponding data delivery policy to be assigned to com-
munications from the communication device 120-1.

Any suitable resource (such as router device 125, access
control system 145, records management system 138, etc.)
in the network environment 100 creates a map 135.

In order to create map 135, in one embodiment, in a
similar manner as previously discussed, the router device
125 forwards communications associated with each of the
communication devices 120 to the analyzer resource 128.
The analyzer resource 128 notifies the record management
system 138 of the attributes associated with the communi-
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cation devices operated in the subscriber domain 121. The
access control system 145 (or records management system
138 or other suitable resource) assigns one or more of the
multiple available markers (each corresponding to a data
delivery policy) to each communication device for inclusion
in map 135.

Accordingly, the access control system 145 and router
device 125 associated with the subscriber domain 121 can be
configured to assign an appropriate or different correspond-
ing service flow (data flow) to each of the multiple com-
munication devices 120 in the subscriber domain via assign-
ment of an appropriate marker or tag value to each of the
communication devices 120.

As further shown in FIG. 2, the map 135 indicates a
mapping of a respective communication device to a respec-
tive data delivery policy. For example, map 135 indicates
that communication device 120-1 (such as a mobile phone
device as determined by the analyzer resource 128) having
a network address of XXXY has been assigned marker (tag)
M23. Assignment of the marker M23 indicates that the
network 191 and corresponding components are to apply
data delivery policy DDP23 to communications to and/or
from the communication device 120-1. In this example
embodiment, data delivery policy DDP23 indicates attri-
butes of a corresponding data delivery policy to be applied
to the communications. For example, data delivery policy
DDP 23 indicates to provide a suitable data service flow that
supports voice communications such as a data flow bit rate
of 5 MB (MegaBytes) per second and maximum latency of
up to 150 milliseconds.

Further in this example embodiment, map 135 indicates
that communication device 120-2 (such as a gaming device
as determined by the analyzer resource 128) having a
network address of YYYZ has been assigned marker (tag)
M34. Assignment of the marker M34 indicates that the
network 191 and corresponding components are to apply
data delivery policy DDP34 to communications to and/or
from the communication device 120-2. In this example
embodiment, data delivery policy DDP34 indicates attri-
butes of a corresponding data delivery policy to be applied
to the communications. For example, data delivery policy
DDP34 indicates to provide a suitable data service flow that
supports voice communications such as a data flow bit rate
of' 10 MB (MegaBytes) per second and maximum latency of
up to 450 milliseconds.

Further in this example embodiment, map 135 indicates
that communication device 120-3 (such as a video playback
device as determined by the analyzer resource 128) having
a network address of WWXX has been assigned marker
(tag) M27. Assignment of the marker M27 indicates that the
network 191 and corresponding components are to apply
data delivery policy DDP27 to communications to and/or
from the communication device 120-3. In this example
embodiment, data delivery policy DDP27 indicates attri-
butes of a corresponding data delivery policy to be applied
to the communications. For example, data delivery policy
DDP27 indicates to provide a suitable data service flow that
supports video communications such as a data flow bit rate
of 8 MB (MegaBytes) per second and maximum latency of
up to 250 milliseconds.

Further in this example embodiment, map 135 indicates
that communication device 120-4 (such as a personal medi-
cal device as determined by the analyzer resource 128)
having a network address of ZZAA has been assigned
marker (tag) M16. Assignment of the marker M16 indicates
that the network 191 and corresponding components are to
apply data delivery policy DDP16 to communications to
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and/or from the communication device 120-4. In this
example embodiment, data delivery policy DDP16 indicates
attributes of a corresponding data delivery policy to be
applied to the communications. For example, data delivery
policy DDP16 indicates to provide a suitable data service
flow that supports video communications such as a data flow
bit rate of 1 MB (MegaBytes) per second and maximum
latency of up to 750 milliseconds. Note that the data delivery
policy can include any additional parameter such as a level
of security to be provided to the respective communications
from communication device 120-4.

Referring again to FIG. 1, via information in map 135, the
router device 125 tags communications from the communi-
cation device 160-1 using an appropriate assigned marker
prior to forwarding of the respective communications
through network 191.

If desired, note that in alternative embodiments, each of
the communication devices 120 can be configured to know
its assigned marker. For example, communication device
120-1 can be notified (such as via communications from the
router device 125 or other suitable resource) that commu-
nication device 120-1 is assigned marker M23; communi-
cation device 120-2 can be notified (such as via communi-
cations from the router device 125 or other suitable
resource) that communication device 120-2 is assigned
marker M34; communication device 120-3 can be notified
(such as via communications from the router device 125 or
other suitable resource) that communication device 120-3 is
assigned marker M27; communication device 120-4 can be
notified (such as via communications from the router device
125 or other suitable resource) that communication device
120-4 is assigned marker M16; and so on.

In such an instance, in one embodiment, each of the
communication devices can be configured to insert the
assigned marker in an appropriate data field of any commu-
nications conveyed over the communication link between
the respective communication device and the router device
125.

For example, communication device 120-1 can be con-
figured to insert marker M23 in a designated data field of
communications transmitted communication device 120-1
over network 191 to network 192; communication device
120-2 can be configured to insert marker M34 in a desig-
nated data field of communications transmitted from com-
munication device 120-2 over network 191 to network 192;
communication device 120-3 can be configured to insert
marker M27 in a designated data field of communications
transmitted from communication device 120-3 over network
191 to network 192; communication device 120-4 can be
configured to insert marker M16 in a designated data field of
communications transmitted from communication device
120-4 over network 191 to network 192; and so on.

In such an instance, the router device 125 is alleviated
from having to insert the assigned marker into respective
communications from the communication devices 120.

As previously discussed, the resources in the network 191
collectively provide a data traffic service flow as specified by
an assigned marker and corresponding data delivery policy
to any data traffic transmitted from and conveyed to the
communication device.

The following example discussion will refer to FIGS. 2,
3,4, and 5.

Note that FIG. 3 is an example diagram illustrating
instantiation of different data flows for different communi-
cation devices according to embodiments herein.

FIG. 4 is an example diagram illustrating inclusion of an
appropriate tag value into each communication from a first
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communication device to control delivery of communica-
tions according to embodiments herein.

FIG. 5 is an example diagram illustrating inclusion of an
appropriate tag value for each communication from a second
communication device to control delivery of communica-
tions according to embodiments herein.

In this example embodiment, as shown in FIG. 3, the
router device 125 receives communication 311-1 (such as a
data packet) from the communication device 120-1. As
further shown in FIG. 4, the received communication 311-1
indicates a destination address of AAAB assigned to desti-
nation device 160-1 such as a server resource. The router
device 125 inspects the source address associated with
communication 311-1 and determines that the source net-
work address is XXXY, indicating that the communication
device 120-1 originated and transmitted the communication
311-1.

Using the map 135, the router device 125 maps the
network address XXXY of the communication device 120-1
to assigned marker M23 and corresponding data delivery
policy DDP23. The router device 125 inserts the tag or
marker M23 into corresponding data field 425 of the com-
munication 311-1 to produce the communication 311-2
(FIG. 4).

As shown in FIG. 3, the router device 125 forwards the
communication 311-2 over a voice data flow upstream
through network 191 to the gateway resource 150. As
previously discussed, based on marker M23, the network
191 and corresponding router components convey the com-
munication 311-2 in accordance with the corresponding data
delivery policy DDP23.

Gateway resource 150 forwards the received communi-
cations 311-2 over network 192 to the destination device
160-1. In one embodiment, the second network 192 ignores
the selected marker M23 included in communication 311-2
conveyed over network 192.

As a response to the communication 311-2, destination
device 160-1 produces reply communications 321 that are
conveyed from device 160-1 through network 192 and
network 191 over the voice data flow downstream to the
communication device 120-1.

In one embodiment, the communications 321 also include
the tag value of M23, which is used by the components in
network 191 to convey the corresponding communication
321 in a manner as indicated by the data delivery policy
DDP23.

Further in this example embodiment, the router device
125 receives communication 312-1 (such as a data packet)
from the communication device 120-2. As further shown in
FIG. 5, the received communication 312-1 indicates a des-
tination address of FFAA assigned to destination device
160-2 such as a server resource. The router device 125
inspects the source address associated with communication
312-1 and determines that the source network address is
YYYZ, indicating that the communication device 120-2
originated and transmitted the communication 312-1.

Using the map 135, the router device 125 maps the
network address YYYZ to assigned marker M34 and cor-
responding data delivery policy DDP34. The router device
125 inserts the tag or marker M34 into corresponding data
field 525 of the communication 312-1 to produce the com-
munication 312-2 (FIG. 4).

As shown in FIG. 3, the router device 125 forwards the
communication 312-2 over a gaming link data flow
upstream through network 191 to the gateway resource 150.
As previously discussed, based on marker M34, the network
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191 and corresponding router components convey the com-
munication 312-2 in accordance with the corresponding data
delivery policy DDP34.

Gateway resource 150 forwards the received communi-
cations 312-2 over network 192 to the destination device
160-2. In one embodiment, the second network 192 ignores
the selected marker M34 included in communication 312-2
conveyed over network 192.

As a response to the communication 312-2, destination
device 160-2 produces reply communications 322 that are
conveyed from device 160-2 over a gaming link data flow
through network 192 and network 191 downstream to the
communication device 120-2. In one embodiment, the com-
munications 322 also include the tag value of M34, which is
used by the components in network 191 to convey the
corresponding communication 322 in a manner as indicated
by the data delivery policy DDP34.

FIG. 6 is an example diagram illustrating modification of
a map and corresponding data delivery policy assigned to a
communication device according to embodiments herein.

Further embodiments herein include upgrading a respec-
tive data flow service assigned to a communication device.

For example, assume that a respective marker (tag) M34
is initially assigned to the communication device 120-2 in a
manner as previously discussed. The marker M34 may
represent a default marker assigned to gaming devices. As
previously discussed, the respective marker M34 corre-
sponds to a data delivery policy DDP34.

Note that a communication system as described herein
can be configured to receive a request from a user 120-2 of
the communication device 120-2 (or a request or command
from another suitable resource) to upgrade (or downgrade)
a delivery policy assigned to the communication device
120-2.

In response to receiving a request or command to modify
the current data delivery policy assigned to the communi-
cation device 120-2, the router device 125 or other suitable
resource in the communication system modifies map 135 to
change the marker assigned to the communication device
120-2.

For example, assume that the router device 125 receives
notification to upgrade the service provided to the commu-
nication device 120-2 to data delivery policy DDP35. In
such an instance, as shown in FIG. 6, the router device 125
replaces the marker M34 in the map 135 with the marker
M35 to indicate that the communication device 120-2 is now
assigned data delivery policy DDP35 instead of data deliv-
ery policy DDP34. This provides the communication device
120-2 and corresponding communications an upgraded data
delivery policy.

In a similar manner, the map 135 can be modified to
replace the marker M35 with the marker M34 to downgrade
a respective data delivery policy applied to communications
from the communication device 120-2.

FIG. 7 is an example diagram illustrating assignment of
multiple data delivery policies to a respective communica-
tion device according to embodiments herein.

If desired, the map 135 of markers can be configured to
indicate multiple different markers (such as a first marker,
second marker, etc.) assigned to a respective communication
device. For example, communication device 120-1 may be
identified by the analyzer resource 128 as being a mobile
phone device supporting both voice communications and
non-voice (such as so-called data) communications. Thus,
the respective communication device 120-1 is able to oper-
ate in different modes and request different types of com-
munication links (such as a non-voice link, voice link, etc.).
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In this example embodiment, in response to the analyzer
resource 128 detecting that the communication device 120-1
is a mobile phone device capable of being operated in
multiple different communication modes supporting voice
communications and non-voice communications, the access
control system 145 or other suitable resource assigns the
markers M23 (corresponding to data delivery policy
DDP23) and M21 (corresponding to data delivery policy
DDP21) to the communication device 120-1 as shown in
map 135 of FIG. 7.

In one embodiment, when the communication device
120-1 establishes a respective communication link with the
router device 125, the router device 125 uses map 135 to
identify an appropriate marker to tag communications from
the communication device 120-1.

More specifically, in one embodiment, the router device
125 identifies a network address XXXY of the communi-
cation device 120-1 (via communications from the commu-
nication device 120-1). The router device also receives
notification of a type of communication link requested by or
being established by the communication device 120-1.

To support the requested communication link, the router
device 125 selects an appropriate marker (from multiple
available markers M23 and M21 assigned to the communi-
cation device 120-1). The appropriate marker is selected
based at least in part on the identified attributes of the type
of communication link being established. Thus, if a com-
munication device 120-1 requests to establish a voice link,
the router device 125 tags messages from the communica-
tion device 120-1 with marker M23 (which maps to corre-
sponding data delivery policy DDP23 for voice communi-
cations) to provide a first data flow service to the
communication device 120-1.

If the router device 125 detects that the communication
device 120-1 requests to establish a non-voice link, the
router device 125 tags communications from the communi-
cation device 120-1 with marker M21 (which maps to
corresponding data delivery policy DDP21 for non-voice
communications) to provide a second data flow service to
the communication device 120-1.

FIG. 8 is an example block diagram of a computer system
for implementing any of the operations as previously dis-
cussed according to embodiments herein.

Any of the resources (such as router device 125, analyzer
resource 128, records management system 138, access con-
trol system 145, etc.) as discussed herein can be configured
to include computer processor hardware, analog/digital cir-
cuitry, and/or corresponding executable instructions to carry
out the different operations as discussed herein.

As shown, computer system 850 of the present example
includes an interconnect 811 that couples computer readable
storage media 812 such as a non-transitory type of media
(i.e., any type of hardware storage medium) in which digital
information can be stored and retrieved, a processor 813, I/O
interface 814, and a communications interface 817.

1/O interface(s) 814 supports connectivity to repository
870 and input resource 892.

Computer readable storage medium 812 can be any
hardware storage device such as memory, optical storage,
hard drive, floppy disk, etc. In one embodiment, the com-
puter readable storage medium 812 stores instructions and/
or data.

As shown, computer readable storage media 812 can be
encoded with management application 140-1 (e.g., including
instructions) to carry out any of the operations as discussed
herein.
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During operation of one embodiment, processor 813
accesses computer readable storage media 812 via the use of
interconnect 811 in order to launch, run, execute, interpret or
otherwise perform the instructions in management applica-
tion 140-1 stored on computer readable storage medium
812. Execution of the management application 140-1 pro-
duces management process 140-2 to carry out any of the
operations and/or processes as discussed herein. Manage-
ment application 140-1 can reside in any suitable resource
such as router device 125, analyzer resource 128, records
management system 138, access control system 145, etc.

Those skilled in the art will understand that the computer
system 850 can include other processes and/or software and
hardware components, such as an operating system that
controls allocation and use of hardware resources to man-
agement application 140-1. In accordance with different
embodiments, note that computer system may reside in any
of various types of devices, including, but not limited to, a
mobile computer, a personal computer system, a wireless
device, a wireless access point, a base station, phone device,
desktop computer, laptop, notebook, netbook computer,
mainframe computer system, handheld computer, worksta-
tion, network computer, application server, storage device, a
consumer electronics device such as a camera, camcorder,
set top box, mobile device, video game console, handheld
video game device, a peripheral device such as a switch,
modem, router, set-top box, content management device,
handheld remote control device, any type of computing or
electronic device, etc. The computer system 850 may reside
at any location or can be included in any suitable resource
in any network environment to implement functionality as
discussed herein.

Functionality supported by the different resources will
now be discussed via flowcharts in FIGS. 9 and 10. Note that
the steps in the flowcharts below can be executed in any
suitable order.

FIG. 9 is a flowchart 900 illustrating an example method
according to embodiments herein. Note that there will be
some overlap with respect to concepts as discussed above.

In processing operation 910, the router device 125
receives first communications from a communication device
120-1 in a local network of a subscriber domain 121. The
first communications are destined for delivery to a destina-
tion address (such as AAAB) in a remote network 192.

In processing operation 920, the analyzer resource 128
identifies attributes of the communication device 120-1
based on data in the first communications.

In processing operation 930, the access control system
145 assigns a tag value M23 to the communication device
120-1 based on the identified attributes of the communica-
tion device 120-1.

In processing operation 940, the router device 125 inserts
the tag value M23 into subsequent communications from the
communication device 120-1 prior to forwarding of the
communications over the local network 191 to the remote
network 192.

FIG. 10 is a flowchart 1000 illustrating an example
method according to embodiments herein. Note that there
will be some overlap with respect to concepts as discussed
above.

In processing operation 1010, the router device 125
receives first communications from a communication device
120-1. The first communications 311-1 are destined for
delivery over a first network 191 to a destination device
160-1 in a second network 192.

In processing operation 1020, the router device 125 uses
map 135 to map a network address XXXY obtained from the
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first communications 311-1 to a marker M23 assigned to the
communication device 120-1.

In processing operation 1030, the router device 125 tags
the first communications 311-1 with the marker M23 to
produce communications 311-2.

In processing operation 1040, the router device forwards
the tagged first communications 311-2 (including marker
M23) over the first network 191 to the second network 192.
As previously discussed, the first network and correspond-
ing router components provide a data flow service to the
communication device 120-1 as indicated by the data deliv-
ery policy DDP23.

Note again that techniques herein are well suited to
provide different data flow services to one or more commu-
nication devices in a network environment. However, it
should be noted that embodiments herein are not limited to
use in such applications and that the techniques discussed
herein are well suited for other applications as well.

Based on the description set forth herein, numerous
specific details have been set forth to provide a thorough
understanding of claimed subject matter. However, it will be
understood by those skilled in the art that claimed subject
matter may be practiced without these specific details. In
other instances, methods, apparatuses, systems, etc., that
would be known by one of ordinary skill have not been
described in detail so as not to obscure claimed subject
matter. Some portions of the detailed description have been
presented in terms of algorithms or symbolic representations
of operations on data bits or binary digital signals stored
within a computing system memory, such as a computer
memory. These algorithmic descriptions or representations
are examples of techniques used by those of ordinary skill in
the data processing arts to convey the substance of their
work to others skilled in the art. An algorithm as described
herein, and generally, is considered to be a self-consistent
sequence of operations or similar processing leading to a
desired result. In this context, operations or processing
involve physical manipulation of physical quantities. Typi-
cally, although not necessarily, such quantities may take the
form of electrical or magnetic signals capable of being
stored, transferred, combined, compared or otherwise
manipulated. It has been convenient at times, principally for
reasons of common usage, to refer to such signals as bits,
data, values, elements, symbols, characters, terms, numbers,
numerals or the like. It should be understood, however, that
all of these and similar terms are to be associated with
appropriate physical quantities and are merely convenient
labels. Unless specifically stated otherwise, as apparent from
the following discussion, it is appreciated that throughout
this specification discussions utilizing terms such as “pro-
cessing,” “computing,” “calculating,” “determining” or the
like refer to actions or processes of a computing platform,
such as a computer or a similar electronic computing device,
that manipulates or transforms data represented as physical
electronic or magnetic quantities within memories, registers,
or other information storage devices, transmission devices,
or display devices of the computing platform.

While this invention has been particularly shown and
described with references to preferred embodiments thereof,
it will be understood by those skilled in the art that various
changes in form and details may be made therein without
departing from the spirit and scope of the present application
as defined by the appended claims. Such variations are
intended to be covered by the scope of this present appli-
cation. As such, the foregoing description of embodiments
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of the present application is not intended to be limiting.

Rather, any limitations to the invention are presented in the

following claims.

We claim:

5 1. A method comprising:

receiving first communications from a communication
device, the first communications destined for delivery
over a first network to a second network;

retrieving a source identity value from the first commu-
nications, the source identity value indicating that the
first communications originate from the communica-
tion device, the source identity value mapping to a
marker assigned to the communication device;
mapping the source identity value retrieved from the first
communications to the marker assigned to the commu-
nication device;

tagging the first communications with the marker; and

forwarding the tagged first communications over the first
network to the second network;

wherein the marker maps to a corresponding data delivery
policy, the method further comprising:

conveying the tagged first communications over the first
network in a manner as specified by the corresponding
data delivery policy;

wherein the second network ignores the marker in the
tagged first communications during conveyance of the
first communications through the second network, the
method further comprising:

receiving reply communications from a destination device
in the second network, the destination device receiving
the first communications, the reply communications
generated by the destination device including the
marker;

wherein the first network conveys the reply communica-
tions to the communication device in a manner as
specified by the corresponding data delivery policy
associated with the marker, the method further com-
prising:

intercepting request communications from the communi-
cation device to a server that assigns a network address
to the communication device, the request communica-
tions communicated to the server prior to communica-
tion of the first communications;

analyzing the intercepted request communications to
identify attributes of the communication device; and

selecting the marker and the corresponding data delivery
policy based on the identified attributes of the commu-
nication device.

2. The method as in claim 1, wherein the first network

50 includes a DOCSIS (Data Over Cable Service Interface

Specification) communication system over which the tagged

first communications are transmitted, the method further

comprising:

controlling conveyance of the tagged first communica-

tions over the DOCSIS communication system in a
manner as specified by the corresponding data delivery
policy.

3. The method as in claim 1 further comprising:

conveying the reply communications over the first net-

work in accordance with a data delivery policy as
indicated by the marker.

4. The method as in claim 1, wherein mapping the source
identity value obtained from the first communications to the
marker assigned to the communication device further
65 includes:

identifying attributes of a type of communication link
requested by the communication device; and
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selecting the marker from multiple available markers
assigned to the communication device, the marker
selected based at least in part on the identified attributes
of the requested type of communication link.

5. The method as in claim 1, wherein the marker is a first
marker assigned to the communication device, the first
marker indicating a first data delivery policy initially
assigned to the communication device, the method further
comprising:

receiving a request to modify the marker assigned to the

communication device; and
in response to receiving the request, mapping the com-
munication device to a second marker instead of the
first marker, the second marker indicating a second data
delivery policy instead of the first data delivery policy
to provide the communication device.
6. The method as in claim 1 further comprising:
in accordance with the corresponding data delivery policy
assigned to the marker, controlling conveyance of the
first communications over a first communication path
and a second communication path between the com-
munication device and the second network; and

wherein the first communication path is a wireless link
between the communication device and a router device
in the first network; and

wherein the second communication path extends between

the router device and a gateway resource providing
access to the second network.

7. The method as in claim 1, wherein the first communi-
cations include a destination identity value indicating the
destination device to which the first communications are
transmitted; and

wherein mapping the source identity value includes: inde-

pendent of the destination identity value in the first
communications, mapping only the source identity
value to the marker assigned to the communication
device.

8. The method as in claim 1, wherein the marker is a first
marker assigned to the communication device, the first
marker indicating a first data delivery policy initially
assigned to the communication device, the method further
comprising:

receiving a request to upgrade a delivery service provided

to the communication device;
storing map information that provides a mapping between
the first marker and the first data delivery policy; and

in response to receiving the request, modifying the map
information, the modified map information mapping
the source identity value of the communication device
to a second data delivery policy instead of the first data
delivery policy.

9. The method as in claim 8, wherein the first data delivery
policy indicates a first bandwidth assigned to the commu-
nication device for conveyance of the communications asso-
ciated with the communication device over the first network;
and

wherein the second data delivery policy indicates a sec-

ond bandwidth assigned to the communication device
for conveyance of the communications associated with
the communication device over the first network, the
second bandwidth being greater than the first band-
width.

10. The method as in claim 1, further comprising:

via the first network, conveying the reply communications

to the communication device in a manner as specified
by the corresponding data delivery policy.
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11. The method as in claim 1 further comprising:

implementing fingerprinting techniques to identify attri-

butes of the communication device; and

based on identified attributes, selecting the marker from

multiple different markers.

12. The method as in claim 1 further comprising:

notifying the communication device of the marker

assigned to the communication device.

13. The method as in claim 1, wherein the communication
device generates the request communications to obtain a
network address.

14. The method as in claim 1, wherein the marker is a first
marker assigned to the communication device, the first
marker assigned a first data rate in the first network; and

wherein a second marker is assigned to the communica-

tion device, the second marker assigned a second data
rate in the first network.

15. The method as in claim 14, wherein the first commu-
nications are forwarded over the first network in accordance
with the first data rate assigned to the first marker, the
method further comprising:

tagging second communications from the communication

device with the second marker; and

wherein the second communications are forwarded over

the first network in accordance with the second data
rate assigned to the second marker.

16. The method as in claim 1, wherein the marker is used
by the first network to control delivery of the first commu-
nications; and

wherein the marker is not used by the second network to

control delivery of the first communications.

17. A system comprising:

a local network, the local network providing multiple

communication devices access to a remote network;

a router device disposed in the local network, the router

device operable to:

receive first communications from a communication
device, the first communications destined for deliv-
ery over a first network to a second network;

retrieve a source identity value from the first commu-
nications, the source identity value indicating that
the first communications originate from the commu-
nication device, the source identity value mapping to
a marker assigned to the communication device;

map the source identity value retrieved from the first
communications to the marker assigned to the com-
munication device;

tag the first communications with the marker; and

forward the tagged first communications over the first
network to the second network;

wherein the marker maps to a corresponding data
delivery policy, the router device further operative
to:

convey the tagged first communications over the first
network in a manner as specified by the correspond-
ing data delivery policy;

wherein the second network is operative to ignore the
marker in the tagged first communications during
conveyance of the first communications through the
second network, the router device further operative
to:

receive reply communications from a destination
device in the second network, the destination device
receiving the first communications, the reply com-
munications generated by the destination device
including the marker;

wherein the first network conveys the reply communi-
cations to the communication device in a manner as
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specified by the corresponding data delivery policy
associated with the marker, the router device further
operative to:

intercept request communications from the communi-
cation device to a server that assigns a network
address to the communication device, the request
communications communicated to the server prior to
communication of the first communications;

analyze the intercepted request communications to
identify attributes of the communication device; and

select the marker and the corresponding data delivery
policy based on the identified attributes of the com-
munication device.

18. The system as in claim 17, wherein the marker is a first
marker assigned to the communication device, the first
marker indicating a first data delivery policy initially
assigned to the communication device, the router device
further operable to:

receive a request from a user of the communication device

to upgrade a respective data delivery policy assigned to
the communication device;

assign a second marker to the communication device

instead of the first marker;

in response to receiving the request to upgrade, map the

communication device to the second marker, the sec-
ond marker indicating a second data delivery policy
instead of the first data delivery policy;
insert the second marker in second communications
received from the communication device; and

forward the second communications received from the
communication device in accordance with the second
data delivery policy.

19. Computer-readable storage hardware having instruc-
tions stored thereon, the instructions, when carried out by
computer processor hardware, cause the computer processor
hardware to:

receive first communications from a communication

device, the first communications destined for delivery
over a first network to a second network;

retrieve a source identity value from the first communi-

cations, the source identity value indicating that the
first communications originate from the communica-
tion device, the source identity value mapping to a
marker assigned to the communication device;

map the source identity value retrieved from the first

communications to the marker assigned to the commu-
nication device;

tag the first communications with the marker; and

forward the tagged first communications over the first

network to the second network;

wherein the marker is a first marker assigned to the

communication device, the first marker indicating a
first data delivery policy initially assigned to the com-
munication device, the communication processor hard-
ware further operative to:

receive a request to upgrade a delivery service provided to

the communication device;
store map information that provides a mapping between
the first marker and the first data delivery policy; and

in response to receiving the request, modify the map
information, the modified map information mapping
the source identity value of the communication device
to a second data delivery policy instead of the first data
delivery policy;

wherein the first data delivery policy indicates a first

bandwidth assigned to the communication device for
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conveyance of the communications associated with the
communication device over the first network; and

wherein the second data delivery policy indicates a sec-
ond bandwidth assigned to the communication device
for conveyance of the communications associated with
the communication device over the first network, the
second bandwidth being greater than the first band-
width; and

wherein the second network ignores the marker in the
tagged first communications during conveying of the
tagged first communications through the second net-
work.

20. A method comprising:

receiving first communications from a communication
device, the first communications destined for delivery
over a first network to a second network;

retrieving a source identity value from the first commu-
nications, the source identity value indicating that the
first communications originate from the communica-
tion device, the source identity value mapping to a
marker assigned to the communication device;

mapping the source identity value retrieved from the first
communications to the marker assigned to the commu-
nication device:

tagging the first communications with the marker; and

forwarding the tagged first communications over the first
network to the second network;

wherein the marker is a first marker assigned to the
communication device, the first marker indicating a
first data delivery policy initially assigned to the com-
munication device, the method further comprising:

receiving a request to upgrade a delivery service provided
to the communication device;

storing map information that provides a mapping between
the first marker and the first data delivery policy;

in response to receiving the request, moditying the map
information, the modified map information mapping
the source identity value of the communication device
to a second data delivery policy instead of the first data
delivery policy;

wherein the first data delivery policy indicates a first
bandwidth assigned to the communication device for
conveyance of the communications associated with the
communication device over the first network;

wherein the second data delivery policy indicates a sec-
ond bandwidth assigned to the communication device
for conveyance of the communications associated with
the communication device over the first network, the
second bandwidth being greater than the first band-
width; and

wherein the second network is operative to ignore the
marker in the tagged first communications during con-
veying of the tagged first communications through the
second network.

21. A method comprising:

receiving first communications from a communication
device, the first communications destined for delivery
over a first network to a second network;

retrieving a source identity value from the first commu-
nications, the source identity value indicating that the
first communications originate from the communica-
tion device, the source identity value mapping to a
marker assigned to the communication device;

mapping the source identity value retrieved from the first
communications to the marker assigned to the commu-
nication device;
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tagging the first communications with the marker; and

forwarding the tagged first communications over the first
network to the second network, the method further
comprising:

intercepting a request communication from the commu-
nication device, the request communication transmitted
from the communication device prior to the first com-
munications;

analyzing the intercepted request communication to iden-
tify attributes of the communication device; and

selecting the marker and the corresponding data delivery
policy based on the identified attributes of the commu-
nication device;

wherein the request communication is a request for
assignment of a network address, the request commu-
nication transmitted from the communication device to
a server resource that assigns a network address to the
communication device, the method further comprising:

notifying the communication device of the marker
assigned to the communication device.
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