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$101 ADD ZOMBIE COMPUTERS IN A PRE-DETERMINED LINEARLY
INCREASING INCREMENTAL FASHION, AND INITIATE A DATA PLANE
CONCEALED DDOS ATTACK ON A PRE-DETERMINED TARGET
SWITCH IN A SOFTWARE-DEFINED NETWORK BY MEANS OF SAID
ZOMBIE COMPUTERS

$102 BY MEANS OF UPDATING A FLOW TABLE ON ALL SWITCHES IN A
SOFTWARE-DEFINED NETWORK, SYNCHRONIZE AND UPDATE A
PRE-CONSTRUCTED ATTACK FLOW MONITORING TABLE ON A
CONTROLLER OF THE SOFTWARE-DEFINED NETWORK

$103 PERIODICALLY CHECK THE ATTACK FLOW MONITORING TABLE, SO
AS TO DETERMINE WHETHER THERE IS IN THE ATTACK FLOW
MONITORING TABLE A MONITORING TABLE ITEM HAVING A
DURATION EXCEEDING A PRE-DETERMINED DURATION

$104 WHEN THERE IS A MONITORING TABLE ITEM IN THE ATTACK FLOW
MONITORING TABLE HAVING A DURATION EXCEEDING A DURATION
THRESHOLD. IT IS DETERMINED THAT A NETWORK FLOW
CORRESPONDING TO THE MONITORING TABLE ITEM HAVING A
DURATION EXCEEDING THE PRE-DETERMINED DURATION
THRESHOLD IS A CONCEALED ATTACK FLOW DIRECTED AT THE
DATA PLANE OF THE SOFTWARE-DEFINED NETWORK

(57) Abstract: The present invention is used in the technical field of network
security. Provided are a software-defined network DDoS attack simulation
and attack detection method, and an apparatus, the method comprising: adding
zombie computers in a linearly increasing incremental fashion, and initiating a
data plane concealed DDoS attack on a pre-determined target switch in a soft-
ware-defined network by means of said zombie computers; by means of up-
dating a tlow table on all switches in a software-defined network, synchroniz-
ing and updating a pre-constructed attack flow monitoring table on a controller
of the software-defined network; periodically checking the attack flow moni-
toring table, so as to determine whether there is in the attack flow monitoring
table a monitoring table item having a duration exceeding a pre-determined
duration; when there is such an item, determining that a network flow corre-
sponding to the monitoring table item is a concealed attack flow directed at the
data plane of the software-defined network, thereby effectively increasing ef-
ficiency of modeling a concealed DDoS attack on a software-defined network
data plane, and etfectively increasing efficiency of detecting concealed DDoS
attacks on the sottware-defined network data plane.
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