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(57) Abstract: A method and system of authenticating a computer resource such as an application or data on a mobile device uses a
contactless token to provide multi-factor user authentication. User credentials are stored on the token in the form of private keys, and
encrypted data and passwords are stored on the device. When application user requires access to the resource an encrypted password
is transmitted to and decrypted on the token using a stored private key. An unencrypted data encryption key or password is then
transmitted back to the device under the protection of a cryptographic session key which is generated as a result of strong mutual au-
thentication between the device and the token.
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CLAIMS AMENDED CLAIMS
received by the International Bureau on 19 May 2015 (19.05.2015)

1 A method of authenticating access to a computer resource via a mobile device
comprising:

storing an encrypted resource authorization;

transmitting the encrypted authorization to a separate portable security token;

on the token, decrypting the encrypted authorization and generating at least partially

therefrom an unlock response;

securely transmitting the unlock response to the mobile device;

requiring a user to authenticate separately on the mobile device; and

unlocking the resource if the required unlock response and the separate authentication

are both valid.

2 A method as claimed in claim 1 in which the unlock response comprises a plain

authorization, obtained by decrypting the encrypted authorization

3 A method as claimed in claim 1 in which the unlock response comprises a function of
a plain authorization, obtained by decrypting the encrypted authorization, and

additional information.

4 A method as claimed in claim 1 in which the authorization comprises a password, a

PIN or a cryptographic key.

5 A method as claimed in any one of the preceding claims in which the unlock response
is transmitted to the mobile device under the protection of an encryption key, such as

a session key.
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A method as claimed in any one of the preceding claims in which the token stores

user credentials, the decryption on the token being based on the user credentials.

A method according to claim 6, wherein the user credentials are stored in the token in

a secure location within the token.

A method according to claim 7, wherein the secure location is provided by hardware

and/or software of the token.

A method as claimed in any one of the preceding claims in which the encrypted

authorization is stored on the mobile device.

A method as claimed in any one of claims 1 to 8 in which the encrypted authorization

is stored in the cloud and is retrieved from the cloud to the mobile device.

A method as claimed in any preceding claim in which the authentication on the

mobile device is validated on the token before the unlock response is sent.

A method as claimed in any one of the preceding claims including running a service
on the mobile device which controls device cryptographic functions and access to the

resource.

A method as claimed in any one of the preceding claims including running an applet

on the token which provides token cryptographic functions.
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14 | A method as claimed in claim 6 in which the user credentials are generated by the

token and never leave the token.

15 A method as claimed in any one of the preceding claims, when dependent upon claim
6, in which the encrypted authorization can be decrypted solely with the

corresponding user credentials stored on the token.

16 A method as claimed in any one of the preceding claims including verifying integrity

on the token by a message authentication code received from the device.

17 A method as claimed in any one of the preceding claims in which the integrity of the

encrypted authorization is verified on the token prior to decryption.

18 A method as claimed in any one of the preceding claims in which the device and the
token perform cryptographic mutual authentication before transmission of the

encrypted authorization.

19 A method as claimed in any one of claims 1 to 17 in which the encryption and

decryption are by symmetric key cryptography

20 A method as claimed in claim 18 in which the mutual authentication is by symmetric
key cryptography.
21 A method according to claim 18, wherein the mutual authentication is by asymmetric
key cryptography.
49

AMENDED SHEET (ARTICLE 19)



22

23

24

25

26

27

28

WO 2014/083335 PCT/GB2013/053138

A method according to any preceding claim, wherein the user authentication on the

mobile device comprises a user secret.

A method as claimed in claim 22 in which the user secret is passed from the device to

the token and is validated by the token before the decryption operation takes place.

A method according to any preceding claim, wherein user authentication on the
mobile device is via biometric information, for example, a fingerprint and/or iris

pattern.

A method according to claim 22 or 23, wherein the user secret comprises a personal
identification number (PIN), an alphanumeric password, and/or one or more physical
gestures comprising a swipe pattern on a touch panel, a pattern of movement detected
by a motion detector on the device, a gesture detected by a camera on the device

and/or a gesture detected by a microphone on the device.

A method as claimed in any one of the preceding claims in which the resource
comprises an application running or stored on the mobile device, or accessible

therefrom.

A method as claimed in any one of claims 1 to 25 in which the resource comprises

data stored on the mobile device or accessible therefrom.

A system of authenticating access to a computer resource via a mobile device with a
portable security token, comprising:

a mobile device;

a token including token storage for storing private user credentials, a token

communications system, and a token processor providing cryptographic functions;
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and wherein in use an encrypted authorization is transmitted by the device
communications system to the token; is decrypted on the token using the user
credentials; the token generating at least partially therefrom an unlock response, the
unlock response being securely transmitted by the token communications system to
the mobile device; requiring a user to authenticate separately on the mobile device;
and unlocking the resource if the required unlock response and the separate

authentication are both valid.

A system as claimed in claim 28 in which the authorization comprises an application

password, a PIN or a cryptographic key.

A system as claimed in claim 28 including means for retrieving the encrypted

authorization from the cloud.

A system as claimed in any one of claims 28 to 30 in which' the unlock response is
transmitted by the token communications system to the mobile device under the

protection of an encryption key such as a session key.

A system as claimed in any one of claims 28 to 31 in which the token is a card.

A system as claimed in any one of claims 28 to 32 in which the device
communications system and the token communications system communicate over the

air.

A system as claimed in claim 33 in which communication is by NFC, Bluetooth, or

Bluetooth Low Energy.
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A system as claimed in any one of claims 28 to 34 in which the device
communications system and the token communications system communicate when

the token is placed in close proximity to or is touched to the device.

A system as claimed in any of claims 28 to 35, in which the separate authentication on

the mobile device is validated on the token before the unlock response is sent.

A system according to any of claims 28 to 36, wherein the user authentication on the

mobile device comprises a user secret.

A system as claimed in claim 37 in which the device communications system sends
the user secret to the token which is validated by the token before the decryption

operation takes place.

A system according to any preceding claim, wherein user authentication on the
mobile device is via biometric information, for example, a fingerprint and/or iris

pattern.

A system according to claim 37 or 38, wherein the user secret comprises a personal
identification number (PIN), an alphanumeric password, and/or one or more physical
gestures comprising a swipe pattern on a touch panel, a pattern of movement detected
by a motion detector on the device, a gesture detected by a camera on the device

and/or a gesture detected by a microphone on the device.

A system as claimed in any one of any one of claims 28 to 40 in which the device
communications system sends a message authentication code (MAC) to the token,

which is validated by the token before the decryption operation takes place.

52
AMENDED SHEET (ARTICLE 19)



WO 2014/083335 PCT/GB2013/053138

42 A system as claimed in any one of any one of claims 28 to 41 in which the integrity of

the encrypted authorization is verified on the token prior to decryption.

43 A system as claimed in any one of claims 28 to 42 in which the device and the token
are arranged to perform cryptographic mutual authentication before transmission of

the encrypted authorization.

44 A system as claimed in any one of claims 28 to 43 in which the token sends the
unlock response only on positive confirmation by the user, for example by pressing a

button on the token.

45 A system according to any of claims 28 to 44, wherein the token storage for storing

private user credentials is provided by hardware and/or software of the token.

46 A hardware token for authenticating access to a computer resource via a mobile
device, the token comprising:

token storage for the storage of a plurality of user credentials;
a token communications system for communicating with a mobile device;
a token processor providing cryptographic functions; and
wherein, in use:
on receipt by the token communications system of an encrypted authorization,
the token processor verifies the integrity and decrypts the encrypted
authorization and generates at least partially therefrom an unlock response,
and wherein the token communications system securely transmits the unlock

response for use by a mobile device.

47 A hardware token as claimed in claim 46 including an alphanumeric display.
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A hardware token as claimed in claim 46 or claim 47 including user feedback means

for example one or more user-operable buttons or touch-sensitive areas.

A hardware token as claimed in claim 46, 47 or 48, wherein the token storage for

storing private user credentials is provided by hardware and/or software of the token.

A method, system or token according to any preceding claim, wherein the token is
provided by any one of a keyfob, a badge, an NFC smartcard, a watch, a wearable

ring, a fitness band, a wireless headset or a piece of jewellery.

A method, system or token according to any of claims 1 to 49, wherein the token is

provided by a mobile computing device.

A method, system or token according to claim 51, wherein the mobile computing

device provides other user functionality.

A method, system or token according to claim 51 or 52, wherein the mobile
computing device comprises any one of a smart phone, smart watch, smart glasses,

tablet device or laptop.

A method of authenticating a user to access a computer resource via a mobile device
comprising:
storing an encrypted resource authorization;
transmitting the encrypted authorization to at least one separate portable
security token device;

on the token device, decrypting the encrypted authorization and generating at
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least partially therefrom an unlock response;

securely transmitting the unlock response to the mobile device; and

providing access to the resource if the required unlock response is valid;
wherein a user is required to authenticate on the mobile device or on the token
device, and the authentication is validated on the token device before the

unlock response is sent.

55. A system of authenticating a user to access a computer resource via a mobile device
with at least one portable security token device, comprising:

a mobile device;
at least one token device including token storage for storing private user
credentials, a token communications system, and a token processor providing
cryptographic functions;
and wherein in use an encrypted authorization is transmitted by the mobile
device communications system to the token device; is decrypted on the token
device using the user credentials; the token device generating at least partially
therefrom an unlock response, the unlock response being securely transmitted
by the token communications system to the mobile device; and providing
access to the resource if the required unlock response is valid;
wherein a user is required to authenticate on the mobile device or on the token
device, and the authentication is validated on the token device before the

unlock response is sent.

56 A hardware token device for authenticating a user to access a computer resource via a
mobile device, the token device comprising:

token storage for the storage of a plurality of user credentials;
a token communications system for communicating with a mobile device;
a token processor providing cryptographic functions; and
wherein, in use:
on receipt by the token communications system of an encrypted authorization,
the token processor verifies the integrity and decrypts the encrypted
authorization and generates at least partially therefrom an unlock response,
wherein the token communications system securely transmits the unlock

response for use by a mobile device, and wherein a user is required to
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authenticate on the mobile device or on the token device, and the
authentication is validated on the token device before the unlock response is

sent.
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