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&y BARBUMEIERIZ S REXMFRE. BiAFEE.

1. ¥ @&IAGE

FE AR K BR A 6 — AT ik ), PR e SR AR AT IR AR 4 B AT 6
FiE, BARTABIATHARXEREIN: B4, B THBBRATERNELRSREL
F A MRS SHAE 0l &, PTEIRS3miE 4500 & Q46 AT iE M IR 5 B 4938 B4 4 iEH; R,
B i A 58 T A2 AT BT iR 4 IR 4 B G 38 B A 4 G B HATIAGE. T @ AT IR 4384 B 0K &
( Server Certificate 7% & ) #ATHLIA, MAIRSBE L L E—NRSHIEHH ELEF 3%
% &SR BRI S R 25, %ﬁ#%ﬁ@éﬁ&ﬂR%ﬁd&Cammmz
FoERE, PRI S35 5 0H & 09 M A RS A7 04 IBC A 54k, ATEFHE5RE
BWE IBC AT A%, BARBE RS EPERRE N ARk 1 TR,

AR R AR R PEREH LA
RSA RSA 247, SeIRAE I A RE F5 F 694
IBC IR 458 471 4= IBC A3k Ak
IBSDH IR G 47184 IBC 2~k A8k
ECC ECC AR, SeIRAE A A R F5 & 69204
ECDHE ECC AR, SeIRAE A A R F5 & 69204

A1, FABIEHERFALLXER

2. EIAGE

Je R A ) — P T i ), B e T AR e AT IR R 2 TR S 2 AT R HE
FINGE, EART LGB AT Xk E I

1) Frik o % T ot A2 3 MO8 WA TR 538 KA 69 IR G358 308 &, PTiR IR G398 e 4578
& QA5 PTiE MRS 54958 S5 42 $

2) Firik o T3t A2 3 MO R W AR 4 38 K 34 69 B IAETE RO &, PP IE AR
KK B T3 HATE P 5569 B IAE;

3) Frid e T AR BATIE MRG58 K %09 RFom B Ll &, QBRI
N

4) B e 58 F SEAZ 0T R WA IR 4 28 K 14 69 IR G5 PIME 725 08 &

5) Frikdm % T ot A2 B ik 5f B A GE 5 HATIAGE;

6) BT sEE AL ERINGERILE, Tk mE T HAZ G PTiE MRS B L EE P %
ERBEE, TRRPRIER Y LOEMBRN T RR P RN ELEH, LT AR S
Bt PR AA 4 AR B HATIAGE,

JE AR KB G564 09 —FP TR )P, BT 60 R AR M IR AR g

9
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FHARIE TR B KR AR AT A TR, L, AR ERA LR TE L4
R 425 64 A 5B 4R 18 A ) oy 4R A H vk SM2 it AT e B A B 69, BTk B FitAE R
R TR EEREREF B FARRE L, FRELMERSGE, AMEATERNLRSE
RIPTIE TN E B4,

FEARE Y FEH) —F TR T T, ATiE e ik QERIEE R AL 9 F R, BIKE
Yo PR m B T bR KBRIE 36 A L Bt E 09K L KRS, FAREF BiEBE
il &R IE P MAIR G35, Pk e T 342 6 BTk M IR 4 88 K2 B P 3% B HLA
TEHE, ARMEMEEIEOWNE TR, P mE THE2EG L RNERS B LEEF 3%
BT R G PTid e Tt A2 AT iR PR IR 5 58 K 34 69 IR G B AR LG T B0 4.,
VA RAEINTT A0 B HAB G, P it e B F 3 A2 BT 8 M4 IR 435 £ 32 60 R 5-9m 48 F
S ROE 8. FEHMR, E% SSL i H K SSLEEFLEP, HATRS BIEFH
AT T AR BRI,

AFEHA P, ERwBHEIEWNRE . EPBIAE. B4 A RE L IAEH R 24
WEBRE P wmeymE T HEF MRS B GEF TR FIITE. RERE T, WETAER
AT SGEHRAE], GEB eI AR R R SM2 Bk, AA LiER AT ECDSA £ 4 52
I AP INIE, AL e %24 LT ECDH ZILE AW & AL 69 SM4 Fok sT 838 AT 5%,
15 SM3 kst S AT &

H ¥, SM2 F ik (SM2 algorithm ) & —FF#6 [ wh &40 B H ik, LRAKE A 256
PodF. SM3 Hik (SM3 algorithm ) & —AYE M Jokflik, LEAKE A 128 thds, SM4
F ik (SM4 algorithm ) & —Fr 2Bk, S4AKE A 128 tod¥, H4AKEH 128 1k
4.

Wl 4 BT, mETRAEFRLIR SR GET IR O0HE:

4,02, AnE T AR L AR P 3R & ClientHello 4 M 4R 425 .

4.04. W IR 4255 K 1A R 434 9 4& 08 8 SeverHello £ P ik 2243 W, 83 & 7 3% 64 Am
Az,

b WLIRE-Z A ClientHello 74 & F 3% 3| IL e 69 B AL A1, &K 1% SeverHello 15 4
HE, FRAE| EALe)FEBEMF, BAREZREN L. Z SeverHello ¥, Sever vision, %
TIRS25 X AF9M AT, 4= 1.1; Radom AR 235 &~ A 69 RAMAL; session id AR 453 1% )
89 & & 47 1% ; cipher suites AR 4 3% A ClientHello 7% & + & IR 49 % A £ 1 ;
compression_methods AR %-3% A\ ClientHello 7% & o £ B9 R 45 H ik .

4.06. PR S-23 K E TR -5 F5 04 & Certificate #5m % T 442

PP SeverCertificate Al &M A4 K L IE B Falm BB | Wik Kb e)sb 55 L8 H

23

_3—
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(X.509 /771 )

4.08. W LIR G35 K % E BIAIEFR K H & SeverRequest 4/An % Tt 42

i it SeverRequest % & &R E P s R HE . FBlaT4890 TIAER A (ECDSA)

4.10. PR F 35 KA IR 55 4R 34 0H & SeverKeyExchange %40 % F 42,

SeverKeyExchange f| T & 7 sm it 57 & 48 FH a9 AL 4. AT L AR 55
5 69 EAE P A RI . e B P %5 KAALT A TR E E 4 pre_master_seceret H4A, AR MRS
RAE 4 49047 84T ECDH 2 F-

4.12. WMER S35 K% 9 1E 7T 45 & SeverHelloDone #-/n % F it 42,

SeverHelloDone & AE4E F L4249 hello 74 &M TR, REFHEEF 35602 H & .

4.14. mET AL EE P EA LR & Certificate 25 M 4R 525 .

BP ClientCertificate 75 & & hello 7§ &M B T RE I H — KB &, w8 IEE P 695 4 E
F (X.509 57 ).

4.16. mnE T AL AR P EA X4 & ClientKeyExchange % W 4R 425

ClientKeyExchange 7% & ¥ B £ IR 4 25 69 4R A0 B TR £ %40

418, AniE T b2 K A E B AR Y & CertificateVerify M & IR 52 .

CertificateVerify ¥ &8 FTERNE P # L% i BEERHH. KRERFT, BT
B P 46\ USBKey /& 7T VASR T A P NARAP 0 4, R 4AP 02 A-BP 35 a5 297 7H & 30 e )
P RGE,. o, BP wAAMELIEd 69 BCC A4 48 F13 869482117 ESDSA £ 4 .

4.20. AniE-FHAR R FEE PR EAHAL T #05 8 ChangeCipherSpec 4 W 4R 435 .

BP ClientChangeCipherSpec ¥ & &) Ik 3% & W Bk A B4 Tk,

422, mET AL AR P % dEF 45 R & Finished 4 M 4R 525 .

REHG P, EFHARRAEE P 550 LS. IR 3% 09 FAALEL . pre master seceret
1% F) 548 F- ik 1 J- master_seceret, 2K /& B4 ] FAHLEL A= master_seceret B A iE 49 3045 An
BEA, REKPTH BTN &2/ % R ClientFinished 4 & 81 IR 5-9% £ 1% .

424, PRG35 KL TR S-5% % ALK K £ 7% & ChangeCipherSpec 40 % T 42,

4.26. WLEIR 535 K AR IR 5555 48 F 45 R K & Finished %40 % T #H42.

RGBSt B, B P )AL R BIIER P e 5L . MR A F
89 B A4 A=k 4T BECDH 12 5o, 3kfF pre master seceret, R P sk B ARA) Bk A
master_seceret A=K 4% An %% % 47, I iE SeverFinished A &9 EH M, G & F 3 K%
SeverChangeCipherSpec ¥ &, R TIAT Bk A FHAWN .

@i P REF AR T R EE P s ARG ER T INGE. BAWMEH iR,
N A 5 T A2 e ) 2 IR 555 T VA o AR B T 7 T o 09 5 40 Am 5 L ) B
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I 208, EATE AR EFEEIZE T RAE, B LA PR E T b A2 o By ik B 4R 45
RTHABIZNH i,

PP ik i 8 T A2 Ao T iR W AR 538 8 5 — ho 538 8 P # AT Bl f5 . BARML, 0L
¥ A 5 A E 8 P BEATIEAZ 6 S8 R AT AR n 5 Bk SM4 Ak S35 48 AT m 5

FIE 210, Prikha B F kA2 ) 22 0k 40 3 A2 BTk b S 40 3R K A2 R 5 Pk & —m
FRA PR S ZAn F B T R,

Pridm % Tt A2 ey b SN B AA, S mE T T b G b g —
IR, APk mE TR MARS RN FH B R ENEIEE. LS
A 32 AR FLARAE A P ik £ b S-3 A2 Fa BT 34 I 48 IR 45 23 28] 69 A R 4T W0 3 69 4008 3 4k

HI 212, BB EFRIZEIRAE, TEMETREPAT L SHIELETLE
—An R e s T R XA 49 EEK .

R EFA| F AT I FRARPAT I FHAB LR — I Fi@ o Zhn %8 )
A9AER, BT VGBI T A KR E I ATkl 540 3 R AR AT iR F — A i AR
P i it] Y, 2% F ok St A2 R 3% 69 5 — ok 4048, PRk R IR AR R A F — AT AR Bk st AT
R — b BHIE AT B, FIRB AL S5, PR b 54 IEEA RF F xR
AT TR R4S e AR RAT I AL IR, RIRATIE F Z e S 4048 5 Prag db 540 3 2542 R )
WAL AR B e RAA 1) PR 5 b S AR KR A PTIE ARG5S, B2 E, E
AT AR R M AEE AT AR P I BT HAR AT B AN AR R A AT AR,

JE KK B L) 6 —FP sk A R, PR A R F AR Ae BT R R W 2R 0k St A2ad
iBF AR T B EFEE, FEMBERERAE, BRI AHMER LR E L Futse
Fa i e T HABRATZ BTN E —FdE, HF, TREFIRPIFELE
IE A AR Bk AT BT i 5 F b A2 e AT R R W BB E 0k b A2 1) 0 MG E AR . B R
#, ABRPATIERINGE; PrE B4 KT fe b 4 AT HRE4 . §2 32, % —3Fat
FRE ik BARTT oL & RSA Hik.

JE AL P T30 6 —FP TR T )P, PR s oR) B 6 R Rl ds: prik kg
A IR RAZK F — T KA L F ._Xfﬁ’ﬁr/%z\,ﬂim» AR H ik EE R, iRk S

WIBRARE TR B —E B F R R A AP R AR S35, PR b 540 32 X A2 B P 18 P 44
REBERTFIREE —EBFRRIGNE BN X, F 5B FREMEE B X

Q%Lﬁ%ﬁ%gﬁ%%kﬁgﬂ%*ﬁ%ﬂé,ﬁ&%%%kmpéiﬂ%ﬁﬁo

FEEHIAGE, LFLEELGERALZET: (1) BRRERE, BAREKE
#FE0) hitp request 245, (2) 5N IR 4R #47T SSL 54, EIA64E SSL##EE 1,
SSL Wil th &, FkhiE, P 5HiEPBIE (CRLAER OCSPIAIE) (3) 5 web Ik4-
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BRE, BRI EIE hitp request 2445 22 by Ao 3 FLok 69 SSL i@ 18 K 4 Web IR 425, 3%
I Web IR 42349 http response. (4) K% W% IR &5 RACHIFEAL KL ERE, LARERL
749 http response F4KIEHEHE. (5) X MEE. LHFLEALR PR L A HR,
m%m@%,nﬁ AR AR AR R @, F2H R, ATk G bR kAR
VAR B BHE &,
FEZHIR, RA SSL 695 2F KM & WL F W iAiE il BEABER B HATR
Z AN, AR LB RAIRS B P LA ET SSLAES, ik éy SSL A = st
ZAE . 424 AT SSL 7F Sbif HA A — B PR
(1) &a7 SSL /& de-it KA FiEHAE. MIGEPHE R LA PKI (Public Key
Infrastructure, 2“4A3ARI% 56 ) 1K & 23869 A X. REZe0MEF L2 5B 34T H A
iE, AR A EE R BATER O AR, RIET PKI AT HRE A 9%,
(2) %3749 SSL /= o P -Lig KA B SN 698 MR Flik, RS REER, B —%
Rt AR P 5 = s 3t AR Fok KRR SMI FLik 2 SM4 Hoik,
(3) HATeg4E B AExHARE % KA RSA Fok, R T34 R A 694 B W L %A (ECC)
& —F b RSA BH & Haeah., &G R 45BN, B MBIBE. RFEL ?rn» 4
W R F TR B, ToAgs i R iH A SF1E EME& PR F Fins. u-F
,%ﬁﬁvﬂ%%%%%%ﬁgﬁﬁ@%i%*»Kﬁ@%é%ﬁ%ﬁ@&*»ﬁ&
B EACE % B R Fe B AT LR R4 A 4 % 474 (IEEE P1363. ANSIX9. ISO/IEC
Fa IETF %), ¥ o mAF &L LR EM G L AEBPE A —, ¥z ECC
(ECDSA+ECDH) H &4 % 4 SM2.
KR AP SR AL 6 R W B0 I T ik, T A B I A% PKI L4 Fa 58 A 7 L7 18
Fobg P g S, TE NS4 T SR e R BT e B 44 8 ) 69 Pk 38 K ARAT 3
fﬁ#&éﬁéﬁ@ﬂ’?)ﬂ .
sHFF R ERE, AT RERE, WFHLIEREA R INOHELE, (BR R
&*Aﬁﬁﬁﬁé,ﬁﬁW?%@ﬁxx%@ L E AR 4 TR, B AARYE A K I 5=
), P IR AR AR F R E B AT, R, ABEARAR L Z4 %,
BLEA F b TR R 69 S a0 X B FARGE LA, BT B AR R R — R AR R R 5e 45 BT
sbIREY .,
LAkl =
BB T A b, RKERGIENTTT —Fr i1z A 4%.
ARE S5, Tl TARBE AL EH) 6 0181E AR EHRY A EMIER .
ARE 6, 7 TARAE ALY — A L0 69543012 R AR FHAG) PR BEE N
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sEAMAER
73?'5(‘3:_ % Q}En E)é% 'ﬁ(—}_ /X’J %gﬁﬁ 504 ;anén HB\%% 5020
B, TR MARER 502, ATEMRLAR N RET S mFRiEdE1Z, AAAE

Prig % ik B EE T RAE %% AR B RE ML hF il EPAT L SR
XA,

iR 2R M BEE 504, €45 REE T L FHAER 50402 Foin g Tt A2
50404,

Hovb, PR B E b St A AR 50402, A F AR N RR AT RS HR TR EL

F AR BATIEAZT A I E FHAR G B T A2, b, e TR TS ERE
RILFIF —An F B E B F Zh F @43, ARBIBHAL.

P An g b2 ARk 50404, @45 KEFAEHR 504042, T3] 58 2ok 5t 42
SEATART, FFRIRATE R W R T SRR E —EBF R, ABREITE I F 5 HE
BRI RAE, FridimE T HABRPATIL S LR F — @ E o o B8 18]
AYEER.

AT 504044, A TAREATRF —HIF R, PridmE THAELFEA ML
IR5 B 5 338 A3

ﬁ*»%i%*mﬁﬁéﬁﬁiw%%ikkﬁﬁ%%imﬁ%ﬁﬁ6 S URERT]
W PR An BB i A PR e R T AR Fe BT R P44 R S5 35 0 e A1 AT

St F s B3k, defRATRsE. AT E M SEEF P R ekl 549 W 3hE Zid vl e A
B 4749 HTTP ( HTTP-Hypertext transfer protocol, #& 3 AAE AN ) i 8 FEAT 0 B 448 69
tEfy, 12K RIS b S E MARS B RN RE 6 EWIXR AL, FHAE
Tk A3EiBAE, kst MRS B0 W #4735 19.

REHRGY, RET —F 2R REBErF %, LEXNEEPERETERNES L L
FRABATRAZOMEBET R, HATHEF2LRNERBEIN, T2 ALEXNTEELF

S B R R SR ATEAZ A E T AR, T B TR T2 A
A EFEREEZING — I F BB F BB 04, A RSARSER . BPRM A Tt
BAEA Z L Ht 2RI, LS e T LSBT EG2LBT, LiBh
W 4R 4 S Bt AT I B 6 B il A, et TR S b A2 e) L S HIE AT — B ad
WA ESETHAR, ZETHERELSRIFEELTE B id RS MARSE,
FIHIABE R AR A o B8 18 69538,

FEHMA, BFHALT, RERG T LHdEENLRHFR }i«‘}% fTidfz, {2
R, Elgdch B ARe) HTTP @ #8120, & E b £3H42 kst WA IR 48 R AR Y

(§x
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HAENE QHATINT, BohPTA A B T HAME A RIL B35, B PRk % F 424k 4 PT ik &
I S ih A2 R TR A B A A RIE . R i B — e B PR R &

Ak S-it A2 e B ik e R F AR 6 SR AF IR ATIR B e RAE 3 A BT AR e R T AR e W)
e R

— B, A B TR NEREBGFH Bl REIPTR b S
;2_5 Prif MR 352 0 e BRI, SRS TR FHERB LA —InFiBE L%
o FHAR G N FHAE, M E T AT R AT b S 2R 1 5 e R id 1 K I 4
BIRS2

A TR B B £ L SR R E R F — R BN KRG, PTid e E T AR IRAE BT

R —EHRK, HEMLRSE %ii)nﬁ?z‘%é‘%ﬁﬁo Pl id A 5 5 A2 5 PR W 44 TR
SR S i BEAE, EPE&x.ﬁH»L%?lvizﬁﬂﬁﬁ SRS B HRAT ZAINE, AFRIAL
g Ak EBAZ S, MM a4l E e FER2AG A, ik TR EPT
EAOEZS S %4%ﬁ%&k%,%Q%»%kﬁ%ikkkﬁ&Tukﬂk%,H%
MEFHESANE T S A EANERSRIRREL T AL ERE, InFEREBETA
AR 2 BT 18 9 5 AT 8 IR0

R EZHA) AT 5 — A SR8 1 A PR R W 88 £ b AR Fe BT A e B T it AR 69 2 il
151838, PP % Z e Bl 8 4 PT ik An B T A2 Ao P ik MR 485 69 S il 1338

B i n 8 Tt A2 5 P ik MG IR 558 A I 2 531815, BEREMmE T2 5 W
BIRS B0 GeBAN LA M, NI R mBLAE, TARIEMIE RSO L
T, mEBETFTHETAFEBRINGITES —FBF R PO LEIIBELELNEREE,
BRHy, hoEFHRABPIATLGHBEFEF — o FREfof 2 FBE M eG45R, B
- F AR AR AT PR  — el O S e, BATRES, BRAE e
B E M E T FAT L S HAB AT ME S, KRS TR MRS5S, XA AT L 54008
AN — I BB AL R F o mEiR, Ki S AE NI SR AR AR E NATRF &
7.

AEHRGIG AR ERE P &P B350 IS 2 5042 HATIE1Z 69 m B T 42,
o, PridmE TR THEAEEREEZNE —InF @2 F i Fdd e 45k, 2
BBAFSER, KRG PTiE o B F A2 3 ) W, 88 £ b SOt BT, FRRIRAT A R W8 £
A S A2 KA H— IR, BEAERBILEE —HEERK, R mETREL TR R
KBRS BEIMFHEFRE, RELEMEMFEZBEEIRAE, Fﬁiﬁﬂﬁ‘%iﬁﬁ%}t
AT SHIEAPTRE — BB d fofh A ek, b, R L CRE
%%bm%%iﬂ%kﬁ%%hwﬁ%kﬁ%%iLﬁLﬁ;%h%iﬁﬁkﬁﬁﬁi
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BT iR Fa BT iR M AR 428 00 2 il E i 1. R 464 7T LA 8 i e T kAR 4 K
FIRF —mF B F g @%%ﬁ,u&%%%ﬁ AR Y5 04 £ b it A2
HMALRFBZAELT —F2otmFilE, RIiET LERBEGLEH, TAKK
b FAE R F N, REGLSHBERG LT ER, mEL, & TREEAET
R B ERR LA, FuEM PR EEEP megdfy, RMEBEPETUES
F%%E%kﬁﬁikkkﬁ5ﬂ SRRz s eild, TN RS, BET
R B L NAIR S B ATHIE Aot fa T T, &ﬁriﬂh%fuiﬁ

$KW*AT@?%%¢ RIEF A 504042, A TPk e % F b2 4] 2 o X A2,
FIF iR AR o 284238 1T IR 5558 1 X B iR E 0k S A2 SHAT IR

ARE B — AT ik E k) P, %b&éﬁﬁ%ﬁ%wmm B FAEAINTEF —iE 4

HRBE ARG, P E-F 42 5 PPk W& IR 4 SBSAR K AT o 58 H 3B 7 Ao ik B IAIE,
B BREHE TR AIERIAERILE, B PTRR G RE P s NAREZ Y mELE
Bz,

P ik g A ik 3T AR 504044, T Ak e T A2 6 Pk W& IR 4 B R X R P 5% )
&8, HP, FTREF RN & QPR R N BE P e F— BRI, ks —
eI OIEE T W BURR S BT R WAIR 48 RAR G IR S8 PR &, 24, Bf
RS9 AR & QAEPT R IR S BE P m 6 5 B AE, T H S BRI QS A
B ik 5 — o B 25 P A BB T TR MAIRE 5 502, A TH R0 iEE
B BRARIRS3% FAR I 8

B ik A T AR S 504044, A Tt PR W& R4 BATE & E BIAIE; X, AT
A i F AR o P iR P 24 AR S5 25 BEAT U6 HE 5 IAGE.

PR ARIE T AL 504042, A TA)Z L SR LELE, Frd b FAEEENHEATE
i —An A Fe TR T R 5

BT iR AR ZE T A5 504042, ) TR Prik b 440 32 & A238 3 AT iR 5 — o 5758 18 FAT
R E b AR R Rk SR E SRR xRS A BT IR S — ok S AR AT AR R AL
B, RIVRI A S RIR o SRRk T RS A A AT A AL TR R
R b SHAE;, KRBT ARG e R A AT IR b BB K IR AP E P A TR 5
By AT MBIRS35 502, A FHAMATE AR N S BT ATRF — o il A EPTLF
IR &7

Pk W &Ik 428 502, A FRIEPTR WAIR 42569k 5508 308 G4 TR oot i,
S, BTRIRSRiE Bl & QIR MAIR S Begsh 55 LEH, MR ZaRNBEEF,
BT iR g A~ T AL 504044, JA TEMATIE W& IR 558 K4 9 IR &30 45 08 & PARPT

B



10

15

20

25

30

WO 2016/107318 PCT/CN2015/094846
17

iR e R F AR P IE W &R 4 35 04 3k B A 4 G B BEATIAGE.,

Pk P44 MR 425 502, A T Pk W48 IR 4 25 69 TR 4343 5 0 6.4 AR E, BT
RIR G55 B Y & LI PT IR AR5 R 693 54 Zm%-ﬁamk*%ﬂiﬁﬁw,%
R G55 B4R LB & LI B AL, KRR IAE R RIE &, PTRIEBIAEE R
B G T AR T HATE P 3660 IR, KRR S5 PR T 8 ARBRAT R B
GAERE BRI E P IR &, AMELERBATINGE, FIRE P il & it

ZER G BEP smt) 5 LIEH . PTARSEE TR 504044, A T AT g Fit2EI

BT i W 44 IR - 35 A 60 R 53w E 5 08 & Pk e B T AR EPT 18 W 44 IR 535 K2 69 TR

Gt AN R &y PTIR B T AR B PT R P AR 5 38 K 3% 69 B IAGE R RO &

iR o T SR AR AT IR W 4R 4 25 K 3E A IR G R AR T 45 OH 8 Fﬁiiﬁﬂ§§5?i.%iﬂfﬁﬁii
A

ki
T
g

EBFATIAGE; YPTEsEE A LR BIAER LS, P mEF ARG TR M %&
RAEZEP miEd b &, PTEEP Riehl QOB ER N REP R A LIiESH.

BT iR g i AL 504044, iR F) TARIEPT A B4 KA A TR EE4, 2
P PR TR E SR AR TR TR R LRS54 n 58 AR 28 T ) 4K 58 A LR SM2 #E AT e
FILEAFEG, PR B AR R TR TR £ F 4R A P 5% B4R AR E 8., HRES
W L& R 435 PR PR 48R 4525 502, 38 B T30 BT iR 40 AR W 38 5 B K £ 69 5B 40 3R 0K &,
AT 55 4R K A 0H & RIRPT iR T2 5 4.

ik «Aﬁﬁ%ﬁ&wmm,kmfﬁﬁm%QS AT A PR L E Al o 8
F A RE P SRR BARIS Y B R AT E AR S 28, Fr ik if T 342 6) BTk AR 4 55
KRBT 5 BT I &, ARAEMERIE R TR Tk A 342 6 BT iR
KIRS A AR P BB F45 ROH & Pk e f T SEAZHOPT iE W AR 5 35 K 14 09 IR 5-5%
%Eiﬁ@»uﬁmmTwméﬁ%MWﬁ BT i Ao 8 F i A2 3P 18 W 44 IR 4
BEZNIRG B T4 R &, TEMAIRE2 502, i FARKBMOPT IR 200 I, 8 K
BRBANEPHIEBARBE G . B ERASE I EfL FohiEF 4 58 DA
ARIK K E IR G5 BB T BN E AR Fon B T R LA R AR NEXKE.

iy

=
S
o

KEHA F, AR WERRE P 504 KA B TR 50404 KER B R T L 5
HAZAEIE 50402, 5 RAIRS S 502 @it F SRR T BEHRIENF . EBIAE. BAR

I

#eFa K L INEF SSL @ E A2, BABEFIERWHE 4517, AXEFEEAmER
IR A IL R e

R 4E: TR e E-TAE 504044, BR T EBMEHEREZEIRSE, &
3 A PR e g TR AR e PR M AIR - B AT 220100 F 2 F i,

PR AR IR TSR 504042, R F R ik An % F A2 A TR E b St A28 AR F L
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BRE G IEEERZ, FEMBEERERAG, BI A PTE F A St A2 Fa BT i S 55 T
HARRAT R AT F — g, b, iR F iR P HATE L — s AR E R IR
AR iR A R F it F2 Fa iR . db S F2 2 A 4G B IEBIAIE. BAAR L, WAARIPATIEHIA
IRy PR SRR X B iTAR P A R ATARSE 4R,

B AR IE T AR 504042, B8 F AR b 540 KA F — i HF KB L —sh iR
R ERERR G B R, TR SR EEAR RS i%é‘%i%ﬁiﬁiié%ﬁﬁ i
W AR 455, PR b 540 32 RAZIEMAT iR M AR 558 3L T ATk 8 — 5 35 R RUm 4
BENL, o EEE RS N KA iE S AR %Lﬁ%%kﬁﬁﬂ%*
BN A, FFRARS PR £k St AR, PTiR AR 502, B THEAT iR AR R K
BARZENG ZEBIER, SRR SRR EEARE —EBEE, KArdH i
B BRI AR B RE.

B i Ao R A2 FAE S 50404, L 6.4&: ARAE AR 504046, T FatAzid il
IR AR G A B AR B AR, E-BISIEARYE 504048, J T RIS P ik AR A B BAR A I
E) i FBINEE AR AT R E R

T2 A, TUALRRBRE 7 PraegimE T EA28% 2 L BAK L1 o) — P2
ARE, STRABATIEMR A, e TR 045 B B4R 702, RIEAR 704 (& Lk
ARIEF A & ). CTL & 3 AL 706. CRL & 2 ALk 708, Session & HALHE 710, EH
PriEAR R 712, SSL 348k 714 (5 Lif 2o TR AT ). USBKey BAFAMR 716
(5 Lk 38 FAE st &2 ). CTL & BAEH 706, CRL & AL 708 5 Lid e 30k
FAEAT T,

Hodr, RIEAREZ RS £ b S8k e 58, RIBREE L FHEERE
B ERATANT IR, BRI E ok -t a5 K, CTL B3R A T8 A2
&ﬁm%@ﬁ CRL 4 32 AEH F) T3 I CRL 7| &, & A4 CRL ] %. Session & AL

BIRARIEUAZE web IR 525 49 session 54, SSL EHAE I TE T HEMARS B 6%
Aﬁ&-uwmw I ARG § T 3:4F USBKey X%, B AL I witlK. HHE P e
CE

Hb, 2FF CTL & EAEE 706, H LK ET: CTL ik 49 258 i BEEAREH
Ik, B TEIERSEmiEH., R WEEF #T, XIFOEEARIES H PEM %7
KXo B XFARAERFImT X 1) BF AR IES; 2) G E LHFFRmEE
AR, B E XA RA des mEBERA, EF, CTLITUREA R IFFAF LA

stF CRL % BAEH 708, L TAERE4TF: CRL #4692 E HAME A CA 6958
BAN T &, EARAIEBFFE, 2B F5] 5L ASN. %8 Integer L. X509v3 4E
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F P eg—AF KT (OID % 2.529.31) B T4 iZiE 469 CRL XA 5. REHG 2L
R B P EE CRL #4777 A3 A, FlIF CRL &&RARIE CA #t47—% %3], *F CRL
I IEBRAE G T AT (1) FRBGER P 49 Issuer R, TAoxt 69 CA .5, 4R Issuer
RRAERF RRE| 69 CAI, MIAAZAEFIES, ((2) A =45k KZCAT
B A & CRL R,

*fF Session & ZALH 710, SSL #3F 24 TCP3 KIEF o9 Hhak L3 m 4 K4EF,
E AR 5 T4 R pLEFERT 49, B SR G Session. B Z AT 69 E AV A SRALE B AL
AR 5E 36,45 49 «33?-/1\‘/1’ Di%% LB P K SSL EHE I TRZE , 2 L hosttport | session
A&, BYA A Z AT session, 4o session A 2K HAAA 1 BF, R B KA.
USBKey mé&‘iﬂi BY &7 EZ AT 49 session.

st FE B IEAES 612, SSL & it A2 PR EZWEIAE, ATk mE Fitfe s

F D NG "o AL T2 o i o WuwmwﬁéoﬁmF%A%éﬁﬁﬁ%&#éﬁ
9B B AR i bR BRI EAE, RTH P AFIER, AR BTt EJ FHitH) &
A AR E BAR B CSP AT AR 69 A K412 & SKFImagePath: 485 SKF 30 &
Ji 649345 4% 42 TokenVidPid: F 4 ¥4 X.. KEY %% %) VendorID #= ProductID, & #94% X
4. HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Enum\USB % #5944 X,, 4.Bp
VID_XXXX&PID XXXX. #|J}f %481 USBKey X449 vendorid. productid X Bk 3|48
JLERS, TARABKBAE. BB RLEMA P NG pin B, LR G4 USBKey ¥
AR5 . BARAAR T G543 USBKey %4 R B 3TH 48 1 &2 ) ( Application ),
Application ¥ ] P8k %, R E 3T H 48 5 %~ 2 (Container ), Container 87 F) P ik ## % ;
FAEREE PIN 2 (MAT iR 5058 ), Bitsik e 2R TEHHN,;, REKRRELEHIZ
&y BERBMFIERAZ S, REXMIRE. B iEdE,

AEHB Y, Ar3f LR 77 ik KAEH) 6 IE B IR, ARG B iE B IRIEL L A
BF st P, W B4k 3) ServerHelloDone 3 &2 /&, K i% Certificate /4 & 7. IE
FIIE T B AHIRIRS B 60 62 M, BiEidA24R# T CTL, CRL Ak, ﬂ%ﬁﬁﬁ%ﬁi
ERIELAZEFHAT, BE SR T: A EERIERIIE RERTRAAEL
ER BBIEBY RIEE: 75\1&4%404%3‘: . & CRLIK; BT iEPA L, e
FBafra g A, hEEBRGTELLE b,

FEZHAGRA, ARE 8 Frmedn 8 2 b St A2 AR £ ALK 5256 6 —FF 2 M AE
B, STAEMRe R, R B T LSR8k 05 28 Rk 802, A% £ E AR
804. W44 Bk B A iEAENE 806, RIEX BAEk 808, H+iEdh B mAEsk 802 AN R
TRFER . B L FE AR 804 i 7 F X AF AR LA 69 40 F ik 69 web IRFE 5] &
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P25 RS- 254 4 A44SR 806 JA T A4k 7l St & MR A B 09t RIL B4k 808
RILRXE R HRE 5 mE T A2 0K,

sHFREEREMMmE, OTEESF RHEREAERAA, PrARGid e i mE, sk
Z B BTy ik 2 50 6 31 - BLEA B T

FSL R Bk Fo 2R R EAEATH T FA. BEMAARELCREEAAAX, &
B ) A AATAS AT ARG TR —REA. BRIELEHOBE, HEXLZAHNER
HEMR R MG LA, bol, RLPLREIMETH E RAZIES . LEPE, TUF A
BAY AR T R I MG L G KRR 6 N, JF B L s IE S TG R R A T K
A AL K AT N

AT RGBT, ST KEE MA@, Ri, RBER, KLAKEK
BT AL A X AR e LT F k. E—8 R, FRIF@THE T k.
A FBAR, MR TARRAT ARG 45 69 AR

Kode, HBEM, ATHEANTALHEBRENLAT BT H—ANREN, £
Lyt A K IR 6 T S A 69 IR P, KR B BAFAEA B AR — AL 4L F) A
Bl B RFEFHLHE . R, FREF LN G R R R A T EE: BPAT
T RARIP 0 R E A B R BB AP AR P AT iR 8 4F L & % 6945 48, A D033,
4o F & 49 ARF R A5 BT R B e ARAE, KA F AT AT @ I 69 A 5256 69 PR 4
AE. B, BBAREE T XARFER B bl s F A BER R X, HEPEHEAN
A F KA ARAE A AR G S 4k 5645

AATIBAR AR, T AT, ST At K360 F 4938 & a9 BAT & 3 2 M3 2L
T BIEANR EAELZ ERRE G —ARE NRET . TAFRERAG) P ek X E
FLRELAF LA R — A R AR, ABILINT IR BN R E AT R T E T
KT, BT XIS/ RERREE AT G E ) — R AT HFIL, TARA
FEATLL A3 ARG B (LB FARANZR. HERWE ) b6 AT A FFIEA B4 it
TG AT 7 iR A KA PR T AR R ABATS . RIAEFH SN H AR, KRB (&
BHMORAER, HEAME) PTG MNFETAGRAAIR . FF XA E 64
8 B ARAFAE AR

LI, RAUREGBARAT REBILAE, R b T iE ) — 2 T L5 E F AT F
B 6La6 00 e fE i R R LT AR, (B8R RE) et 69 F IR a9 46 B oh B AL T AL 49
LB A JF B R RE 6 Ee], #lde, ETEAORFZRB P, PTERRP LY
AE B Z —FRTT AR Z 69206 RRAE A .
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AR I, XA ACNEEEIN., ARG FEARATR L HZME, TAEFRPL
MR BERIEHKFIZEFTLIER (DSP) K EIARIE KL L5610 69 223815 R ik &
W — b S A FRER A — B R AR A, R KR T A E LA A T AT E AT
B 7R — A RF 2R ERERERSF (Hlde, FHENEFFoit EHAS o).
ARG FIAK O QAR T A BT AT AR L, RETUABRA —ARF A
TR, IHGE T T OB L ETHFE, HEBRET LR, RE
AEAT Hpb T X AR A

Blde, B 9 TH T T EIARIE AL Y 69 2R W B 6 ZI T ik et Hik . it
iR & s L OB TS 910 Al 45 5 020 7 X a9A2 5 = s A T AR . A5 920
T AR E . EEPROM ( ® 5T 38R 42 R 544 % ). EPROM K4 ROM X %49
W F R, RS 020 B A FHAT B 5 ik b 4945 ik a9 A2 S KAD 931 49 7
£ 18] 930. Blde, A FA2H ARG 4% 2 7] 930 7T vA &35 A T E I L& 49 ik 4h
BFY B BNAL T KA 931, X g B KT IAM—ANRAE ZANRF Foe P it RS
NE|X—NRH ST Foed XA F b QI o iR 925 KABEIK.
XA AGAR T onill o A4 B2 B 10 ATiR 91835 XS4 B & A48 2 0. A3 LT A 2L
HEB 9 69t Bk & T e A S 920 RA Ba) k. BB S, 25K L)
YovhiE B XAT AL, BF, FHRETEIETENAMA 931, BP Tl g 6l deif4e 910 2
KR I B IR A AD, XA Y by RGBT, F RO R ST B @ AT
R kP e AR

RLiZ0E B 0 R 3R 52560 3t AR B AT BLAA da R R AT AR R SR ATTR ], I A4
FARA TR B P IAR A F R 950 B 69 R oL T TR A4 2566, ERAIZR P,
T NAL T 455 208 69 1EAT A% 55 5 ik ot A A B R 69T 4. 98 “847 THR A
BERFEBAZRFGAHRTI, 2 TFAAZHEE “— R “—A” RERAGE
ZANEKAE A . REAT ARG BT Q458 & T RE U694 L B AE B T B 4249
FEAKREN., EINRTETRERENEARFNER Y, XBEFPHET AT R E L
Bl — ANk BARKIL., B H—. F . UAH SR RE TG, TH
i 2k B35 R Ay 4 AR
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1. —Fr sz 2%, O oMU ERERNLRSE;, L+,

FTiA MRS, MTEHRZLRNBRIEE I B EFERZ, ARERI0E
EHBRERIRAGE, HHELLREREETELE Z nF @G PIAT LSRR L

Fﬁb&%zﬂd%%%ﬁ, Q.45 R E T SRR e F T HARAE R,

Lok, prRR R LSRR, ATERNLELF BT RHERNLELLEH
AR WATIBAZ 69 B T A2 6 o B T AR, L4, PrifimE FaA2 M T84 3K E
NG —ImF AR gl a4, ABRBAB A

B it o T AR AR, 6.4

=y

ARIEFAESE, B TPl R b St AT M, FHRIRAT AR R LS53R
FHH —EEIER, UREFFE I EIERIEEIRING, T BT 2 AT L 548

P L PTid 5 — A iR i Fo 5 Z %l 2 A) 69 45K

AT, A TRIBRE —H8FRK, ke EFRes i NERE 5
# 3 e R,

b, BT E — il A PR W B b St AR e BT R e R T A2 64 S 1B 2
W PR H A il A AT ik e R T HAR AT IE MRS B 6%l f5 18,

2. doBRI R 1 ATIRM A, HAFAEA T

RIZF A, AT A% T HAR QM XAR; PR Mo AR @ LR 538 1 2 AF
A F b G2 AT

3. BRI ER 1 PTide) A, HHIEET:

ﬁﬁ££é%é?£%i§€?$§ik BT EAINTE G —ik 3 RBRRA G, PTid % Tit4e
5 B ik B4R 4 SRR Fn SR E AR T AR BIAGE; A B HIENE 75 BIE B IAE
LLE,%i%Qm%% P 35 MR 42 64 m % 017

4, WwBFFRK3 TR RG, BAFIEET:

Pk g B FARS, A T AT e T3 A2 &) AT ik WA TR 5 28 K28 P 3% 1R &,
Hb, PTEE P MR & QTR B E P 0 & — B3, Pk g — g s
QIEFE TR AT BT iE WA TR 525 RAR 09 IR 553 PR 8 &, Hhob, PR RS54
MR O RIR G B R F e B HIE, PR S i BRI O MTES
A 5 B i A TR

BTk MR 425, T & Prik 220 W 28 2 RARIR 5-3% 947K 4.

5. oA ERK 3 TR A%, HAFEET:

P e T Ak, B TPk MAIR 4B AT R 6 e BINIE; X, AridmET

A2 Fo BT 18 B 2R 45 33 AT A8 GE B IAGE.
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6. WwARFIEK 1 ATiLa) A%, HHEET:

Prig KIZ T4, &M TRl Z b FmEse; Ak FRL AN NS RS —In
FilE Ao TR A R R T

7. e AN ERK 6 TR R, HAFAEET:

B R AR IR TFARS, A TR PFiR b Sk 30 K AR 8 3T AT IR 5 — e BB A AT IR E 0
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AR, RMEEATAR S BB pTE ;ﬂkﬁ%ﬁﬁ%%iwﬁﬁk%
F}TK\H QXHB\)’] aw )ﬂ fji—»’i*ﬁ(}_ /X’J %)%%ﬁliﬁﬁli% __—j]ﬂ)‘* kﬁké/—) é&l#}%

8. doA AN ERK 5 PTike) Ash, HAFIEET:
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PFrid o WEREY, e T, M THIATENLERGELZNIR
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9. deARF| R 5 PTide) A dh, HAFIEET:
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Pk gk AR, E TREMEEAIBAMMAZATREESR, L+, A
R IR E A R R BT P4 IR 4525 69 m 58 4R 18 S A ) o 48 8 A Bk SM2 AT Bt
FE|6h; P B THERA RN ERALERES B BAIMEE, FRELWER

S0
=

Sl
2

b



10

15

20

25

30

WO 2016/107318 PCT/CN2015/094846
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PR PR 525, iR A TARK M AT IR 20 B K E K E N EF sHiE BRI &,
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BFafR it 1R F4E R S PTE 2o R B KE.

12, 4o A ZK 11 ride) 24, HHEET, L8
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YtAZ A BT IR W 4R 4 B8 AT 2 i85 09 5 Rl i,

13, 4ol A|2RK 7 PTiA ey A%, HAFIEE T

PR AR IR F A, R F AR R An T A2 e R E 0k 442 i it St ARk
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FFAA R LAY A R ARE 4.
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