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METHODS AND SYSTEMS FOR PREDICTING JAMMING EFFECTIVENESS

FIELD

00017 Disclosad subject matler relates generally to radio frequency {RF)
systems and, more particulardy, to techninuss and systems for predicting and
analyzing the sffectivensss of jamming activities In real world scenarios.

BACKGROUND

D002 Duwring lamming operstions, a jamming transmitier is typlcally used to
diract a jamming signal toward a threat recelver to distupt operation of the threat
recaiver. The jamming may be attemping o disrupt, for example, a
communication link betwesn a threat fransmitter and the threat receiver, There is
a naad for techniques to accurately determine how effective a jamming transmitter
design will be at disrupling threat communications in real world scenarios, B
would be bensficial f these technigues could be performed during & transmitter
dasign phase, bafore costs are Incwrad o actually bulld 8 transmitier, to reduce
system development costs should a redesign of the jamming fransmitter be

naadaed.

SUMMARY

0031 In accordance with the concepls, systems, ciroulls, and technigues
described herain, 8 maching-implemented method for predicling jamming
effectiveness, comprises: recsiving input information speciving a threat recaivar
platform model desaribing a threat receiver; recsiving input information specifyving
a threat transmitter platforrn modsd desoribing a thraat transmitier; recelving input
information specifying a jamming transmitier platform model deseribing a jamming
transmitier; recelving input information speciiving a first channe! propagation
madet for a channe! bebween the threst transmitier and the threat receiver;
receiving input specifving 8 sscond channe! propagation mods! for a channel
betwean the jamming ransmifter and the threat recelver; recelving inpud
information speciying 8 number of threat transmitter locations; and performing a

£
A
3



WO 2013/173085 PCT/US2013/039398

first series of interference analyses corresponding 1o the number of threat
ransmitier locations using the threat receiver platform modsd, the threat
franamitter platform moded, the jamming ransmitter platform modsld, the first
channal propagation model, and the second channsl propagation modsl, sach of
the first series of interference analyses resulling in & receiver performance metrio
value, wherain the firs? ssries of nterference analvses hold the location of the

jamming fransmitter and the threat receiver constant.

00041 In one smbodiment, the method further comprisas: performing & second
series of interference analyses coresponding 1o the number of threat transmitter
locations using the threat receiver platform modsl, the threat ransmitter platiorm
mods, and the first channel propagsation mods! with no jamming, sach of the
second series of nterference analyses resulting in a receiver parformance metric
value, wherain the second serles of inferference analyses hold the location of the
amming ransmitter and the threatl racelver constant; and comparing resulls from
the first and second saries of interferance analyses to determine jammer
affactivansass,

D005 In one smbodiment, comparning results from the first and second series
of Interferance analyses to determing jammer effectivensss includes delermining
a manimum communication range with jamming using resuits of the first serles of
interforence analyses, detarmining & maximum communication range without
amming using resulls of the second series of interference analyses, and
salouiating a ratio behwsen the maximum communication rangse with jamming and

the maxdmum communication rangs withowt jamming.

0081 In one smbodiment, comparing results from the first and gecond series
of interference analyses to defermine jammaer sffectivensss includes avaluating
the following squation:

. B
jﬁ‘s‘f S }%ww*w} x 100%.

max
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wherg Jer 18 the jamming effectiveness, & is the maximum communication rangs
with jamming determined using resulis of the first seres of interferance analyses,
and Npay 18 the maximum communication rangs without jamiming determined

using resulls of the second series of interference analyses.

{0071 In one embodiment, the receliver parformance metrie value is 8 carrler
to-noise ratio (ONR) value.

O0E]  In accondance with a further aspect of the concepts, systems, clroults
and techniques describad harein, & system for pradicting jJamming effactiveness,
COMPISSs. ONe OF More processers o) receive Input information specifiving a
thraat receiver platform model deseribing a threat receiver; receive input
information specifiing a threat ransmitter platform modal desoribing a threat
transmitter; receive input information speciiving a jlamming transmitier platform
madel desoribing & jamming fransmitter; receive nput information specifying a first
channel propagation mods! for a channs! betwesn the threat transmitter and the
threat recaiver recsive input specifiing & second channe! propagation model! for a
channal between the jamming transmitter and the threat receiver; receive input
information specifying a number of threal transmitter locations; and perform a first
sarfes of interference analyses coresponding to the number of threat ranamitter
locations using the thraat recsiver platform modsl, the threat ransmitter platform
miodal, the jamming transmitier platform miodel, the first channa! propagation
modead, and the sscond channel propagation model, sach of the first serfes of
interfarence analyses resulling v & receiver performance matric value, whersin
the first serles of interference analyses hold the location of the jamming
transmitter and the threatl receiver constant; and & memory to store a lbrary of
fransmitfer models, receiver modsels, antenna models, propagation models, and
channel parameter models for use in generating platform modsls.

00087 Inone embodiment, the one or more procassors includes a processor
for perform a second serles of interference analvses corresponding fo the number
of thraat ransmitter locations using the thraat receiver platform modal, the threat
fransmitter platform model, and the first channs! propagation mode! with no
jamming, sach of the second sarlas of interference analyses resulting in a receiver
paformance mebtric value, whersin the second serles of interfersnce analyses

3
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hold the location of the jamming transmiter and the threat recelver constant; and
compars resulls from the first and second serles of interference analvses o

determine jammer sffactivenass.

00 In one smbodiment, the processor is configurad to compars results from
the frst and second serles of inlerfersncs analvses {o determine fammey
affectivensess by determining & madmum communication rangs with jamming
using resulls of the first sores of interference anglyses, determining & maximum
communication rangs withow! lamming using results of the second serles of
interference analyses, and caloulaling & ratio between the mesdmum

communication range with jamming and the maximum communication rangs

without jamming.

00111 In one embodiment, the processor is configured o compars results from
the first and second serfes of interference analyses o determine jammer
sffectivencss by svaluating the following equation:

Jers = (1= ="} x 100%.

fmas

where Jer I8 the jamming effectivensss, K is the maximum communication rangs
with jamming determined using results of the first series of interference analvses,
and Rne 8 the maximum communication range withowt jamming determined

using results of the second serles of interferance analyses.

G181 In accordancs with & still further aspact of the concepts, systems,
circuils and technigues described hergin, & machine implementsd method for
analyzing lamming sffectivensss for a jamming ransmitter that is intended fo
disrupt communications bebtween & threat ransmilter and & thraat recedver,
gomprises: for a plurality of threat communication link rangss, calculating a
madian, a lower half standard deviation, and an upper half standard deviation for
a probability density function for communication path loss using a first propagation
model, wharein a threat communication fink rangs Is a range batweaen the threat
transmilter and the threat recebver; for ong or more jamming ink rangss,

4
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calouiating @ median, & lower half standard deviation, and an upper half standand
deviation for a probability density function for lamming path foss using the first
propagation modsl, wherein a jarmming ink range is & range behween the jamming
fransmitier and the threal recebver; for sach desired rangs combination,
gengrating a probability density funclion for a difference bebwsen fammer path
loss and threat communication path loss using the median, the lower half standard
deviation, and the upper half standard deviation for the probabiiity density funclion
for threat communication path loss and the median, the lower half standarnd
deviation, and the upper half standard deviation Tor the probability density function
for [ammer path loss, whersin & range combination is a combination of & threat
communication ink range and 2 jamming iink range; and for sach desired range
combination, using the probabiifty density funclion for the difference betwesn
jammaer path loss and threat communication path loss {o determine a jammer
agffectivenass probability.

013 o one smbodimeand, the method further comprises: the first propagation

mods! is a Longlev-Rice propagation model.

WG I ons embodimend, caloulating & median, 8 lower half standard
deviation, and an upper half standard deviation for a probability density function
for communication path loss using the first propagation mode! includes svaluating
the Longley-Rice propagation modsl for & number of different combinations of a
firne reliabilty percentile, a location reliability percentile, and a confidencs
percentile and using resulls of the evaluations to calculate the median, the lower
haif standard deviation, and the upper half standard deviation for the probability

density function for communication path loss.

08D Inone smbodiment, calculating & median, & lower half standard
deviation, and an uppsr half standard devigtion for a probabiiity densily function
for jamming path loss using the first propagation mods! inchudes avaluating the
Longley-Rice propagation model for a number of different combinations of a ime
refiabiiily percentile, a location reliability percentile, and a confidence parcentile
and using resulls of the svaluations o calculats the madian, the lower half
standard deviation, and the upper half standard deviation for the probability
density funclion for lamming path loss.
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(0181 In one smbodiment, generating a probability density function fora
differance batween jammer path loss and threat communication path loss using
the madian, the lower half standard devigtion, and the upper half standard
deviation for the probability density function for threat communication path loss
and the median, the lower half standard devigtion, and the upper half standard
deviation for the probability density function for jammer~ path loss includes

avaluating an squation using thesse paramelsrs,

IMTT  Inone esmbodiment, using the probability density function includes
integrating the probability density function for the difference between jammer path
loss and threat communication path loss from -= 1o & predefermined valus o

determine a jammer sffectivenass probability,

0018 in one smbodiment, the predetermined value s calculated based on g

mathematical relationghip that is intended o rasult in effective jamming.

3191 In one embodiment, the mathematical relationship includes the

inegquality:

{(Jammer BIRP + Bandwidih Ratio ~ JPL) ~ {Communication Link EIRP ~ CPL) »
Required J/S

where Jammer BIRF s the Jammer Effective Isotropic Radialed Power,
bandwidth ratio is the ratio of communications bandwidth 1o jamming bandwidth,
JPL is the jarrwmer path loss, communication ink EIRP is the threat ink Effective
isotropic Radiated Power, CPL is the communication path loss, and required B8
is the jammario-signal ratio nesded o effectively jam.

00201 In accordance with vat another aspect of the concapts, systems, circuits
and techniques describad herein, 2 system for predicting jamming effectivensss
for a jamming transmitter that Is intendead o disgrupt communications batween 8
threat fransmitter and a threat recsiver, cCoMprises: OnNg OF MONe PrOCesSsors o
caloulate a2 median, 8 bwer half standard deviation, and an upper half standard
deavigtion for a probability density function for communication path loss using &
first propagation moda! for 8 plurality of threat communication ink ranges, wherain
a threat communication nk range is 8 range behween the threat ransmitier and

8
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the threat receiver; caloulate & madian, 8 lower half standard deviation, and an
upper half stendard deviation for a8 probability density function for jlamming path
koss using the first propagation moda! for one or more jamming link anges,
whersin 8 lamming link rangs i 3 rangs behveen the jamming transmitter and the
threat recaiver; ganarate a probability density funclion for a difference batween
jammer path loss and threat communication path loss using the median, the lower
half standard deviation, and the upper half standard deviation for the probability
density function for threat communication path loss and the meadian, the lower half
standard deviation, and the upper half standard deviation for the probability
densily funclion for jammer path loss for each desired range combination, wherain
& rangs combination is & combination of 3 threat communication ink range and 8
jamming nk range; and for sach desired ranges combination, uss the
corresponding probability density funclion for the diference bebween jammer path
loss and threat communication path loss {0 determine a jammer effectiveness
probability; and & memory 1o slors genarsted probability density functions.

00211 In one embodiment, the one or more procassors caloulates the median,
the lower half standard deviation, and the upper half standard devigtion for the
orobability density function for communication path loss by evaluating a Longley-
Rice propagation mode! for a number of diferent combinations of a time retiability
nercentile, a location reliabilily percentiie, and a confidence percentiie and using
results of the svaluations {0 calculate the madian, the lower hall standard
deviation, and the upper half standard deviation for the probabiiity density function

for cormmunication path loss.

00221 Inone embodiment, the ong or morg processors calouiates the median,
the lower half standard deviation, and the upper half standard devigtion for the
probabiity density funclion for amming path loss by svaluating the Longley-Rice
propagation modst for a number of different combinations of 8 time relighility
peroentiie, a location reliability percentiie, and a confidence percentile and using
rasults of the svaluations {0 calcuiate the median, the lower hall standard
deviation, and the upper half standard deviation for the probability density function

for jamming path loss.

v
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0231 In one embaodimeant, the one or mors procassors caloulates the
probability density function for the difference betweean fammer path loss and thraat
gommunication path loss using the median, the lower half standard devigtion, and
the upper half standard deviation for the probability density function for threst
commutication path loss and the median, the lower half standard deviation, and
the upper half standard deviation for the probability density function for jammaear
path loss by evaluating an sguation using thess paramsters,

00241 In one embodimant, the one or more processors use the probabiiity
dansity funclion by integrating the probability density function from ~={o a
pradeterminad vaiue {o detarmine a jammer affactiveness probability,

GO28]  In one smbodiment, the pradetermined value is calculated based on g
mathematical relationship that s intended o resull in effactive jamming.

{00281 Inone embodimeant, the mathematical relationship includes the

ineguatity

{Jammer BIRF + Bandwidth Ratio ~ JPL) ~ (Communication Link BIRF « CPLY »

©3 o x Riey
R T T R A T A
RO O3

where Jammer EIRP is the Jammer Effective isotropic Radiated Powaer,
bandwidth ratio is the ratio of communications bandwidth to jamming bandwidth,
JPL s the jsmmer path loss, communication nk EIRP i the threat ink Effective
isotropic Radiated Power, CPL is the communication path loss, and required IS
is the jammaero-signal ratio needed to effactively jam.

BRIEF DESCRIFTION OF THE DRAWINGS

GOZ7T The foregoing features may be more fully understood from the following
dascription of the drawings in which:

G028 Fig. 1 s s block diagram Hlustrating an ssample computing system

architecturs that may be used In ong or mors implementations;

[G028] Fig. 2 is a block diggram Hlustraling an example jJamming scenario that

may be simulated using the principles and concepts described harelry;
8
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{00301 Figs. 3 and 4 are portions of a flow diagram showing an example
orocess for use in predicting lammer effacthvenass in accordance with an

implameaniation;

00311 Fig. 5 is a block diagram Hustrating an sxample analysis system for

simulating/ pradicting amming effectiveness in accondancs with an embodiment;

IN0321  Fig. 8 is a soreen shot of a GUH screen that may be used in connection

with radio mode! application in accordance with an implamentation;

IO033]  Fig. 7 is & soreen shot of an sxample GUT screen thal may be usad in
connection with antenna model application in accordancs with an implementation;

D034 Flg. 8 is 2 soreen shot of an example GUI screen that may be used in
gonnaction with a receive RFD datase! application in accordance with an

implamentationy;

{00381 Fig. 8 is & soraen shot of an sxample GUT sorsen that may be used in
comection with a ransmit detasels application in accordance with an

implamentation;

0381 Fig. 10 is 2 soreen shot of an example GUI soreen that may be used in
connection with a channe! paramsters application in accordance with an

implementation;

03T Fig. 11 is a soresn shot of an exampls GUT screan that may be used in
connaction with & propagation mode! application in accordance with an

implemeaniation;

{00381 Fig. 12 is & soresn shot of an example GUI screen that may be used in
commection with a platform mods! application in accordancs with an

implemaniation;

00381 Fig. 13 is 2 screen shot of an example GUH soreen that may be used in
connection with & Mult-Flatform Scenario application In accordance with an

implementation;

00401 Fig. 14 is 2 screen shot of an sxample GU sorean that may be usad in
connection with a Range/Bearing Sweap Analysis application in accordance with

an implementation;
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fransmitier platform modsl, the threal ransmifter platform modal, the recelver
platform model, and the propagation models. The results of the interfersnce
analyses may then bs comparad o resulls achieved when no jammming was
apacified fo determine the effectivensss of the jamming. The effectiveness

information may then be plotted for a userg

G471 In another approach, probability based techniques may be used {o
pradict jamming effectivensss for 2 system. in this approach, probabilily density
functions {pdfs) are determined for a differences bebwesn & lammer path loss (JPL)
and & threat communication path loss {CPL) for 8 number of different jammer
range and threat rangs combinations. The pdfs may then be integrated over
specific ranges o delerming jamming effscliveness probability data. The specific
integration ranges may be determinad based on, for axampls, conditions known or
balievad to produce an effective jam. The jamming sffectiveness probabiiity dala

may be plotted and displayed o a usern

00481 Fig. 1 is a blook diagram Hustrating an sxamples computing systam
architecturg 10 that may be used In ons or more implemeantations.  As llustralsd,
the compuling system architecture 10 may include: one or mors digal processors
12, & mamary 14, and & user inferface 18, A bus 18 andfor other structurs(s) may
be provided for sstablishing interconnsclions betwesan various componants of
computing system archifecturs 14, In some implemantations, one of more wired
or wiralass networks may be provided to support communication betwesn
slemeants of computing system 10, Digitat processon{s) 12 may inciude one or
more digital processing devices that ars capable of exscuting programs or
procadures 1o provids funclions andfor services Tor g user. Memory 14 may
includs one or mors digital data storage systams, devices, and/or components
that may be usad o store data andfor programs for use by other slaments of
architecturs 10, User interface 18 may include any type of device, componant, or
subsystem for providing an interface between a user and system 140,

00d4s] Digital processorn(s}) 12 may include, for exampls, ons of more general
purposs microprocessors, digital signals processors (DEPs), controliars,
microcontroliars, application specific integrated drcults (ASICs), Held

th
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programmable gate arrays (FPGAs), programmabie logie arrays (PLAs),
programmable logic devices (PLDs), reduced instruction set computers (RISGs),
andfor other procassing devicas or systems, including combinations of the abovs,
Lighal provessor{s) 12 may be used {o, for example, exsculs an operating system
andior one or more application programs.  in addition, digital processor(s) 12 may
be used o implement, sither parlially or fully, one or more of the analysis

processas of technigues described hersin in some implementations.

S0 Memory 14 may include any type of systam, devics, or component, or
combination thereof, that is capable of storing digital information {e8.g., digital datla,
computar executable instructions andfor programs, efe.) for access by a
processing device or other component, This may includs, for sxample,
semiconductor memories, magnetic data slorage devices, dise based slorage
devices, optical slorags devices, read only memornies (ROMs), random access
mamories {R&Ms}, non-volatile mamories, flash memories, USE drivaes, compact
dise read only memoriss {CO-ROMs), DVDs, Blu-Ray disks, magneto-optical
disks, srasable programmabls ROMs (EPROMs), electrically srasable
programmable ROMs (EEPROMs), magnetic or optical cards, andfor other digtal
storage suitable for storing elsctronic instructions andfor data. In some
implementations, mamory 14 may store one or mors pragrams for execution by
processon(s) 12 to implament analysis processes or technigues desoribad hersin,
Memory 14 may alse store ong or more databases or litvaries of modsl data for

use during various analyses.

00811 User interface 16 may include one or more inputioutput davices {e.g., &
display, 8 mouse, a8 rackball, a kevhoard, 8 numerical keypad, speakers, a
microphonsg, o) to allow users o Interact with computing system architecturs 10,
User inferface 18 may also include axeculable software and a processor that is
capable of soflicting input from a user for use in the performance of various
analyses andior other processas. In al least ong implamantation, user interface
18 includes a graphical user interface {(GUE). Although user inferface 18 1s
fHustrated as a soparate unil, | should be understood that, in some
implemantations, soms or all of the user interface functions may be performed

within processon{s) 12,
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00821 As will be described in greater detall, in some implementations, a user
will be able to define & jamming efectiveness analysis o be performed via user
interface 18, One or more processes may then be executed within processors 12
to cary out the jamming effectivenass analysis. The results of an analysis {e.g.,
data, a plot, oo} may be presenied {0 a user via user interface 18 andfor saved to
mamory 14, During the performancs of the analysis, one or mone databases or
Hbraries stored within memory 14 may be accessed {o provide maodels andior
othar data Tor use in the analysis.

IROS3T K oshould be appreciated that the computing system architecture 10 of
g, 1 repressents ong sxample of an architecture that mwy be usad nan
implementation. Other architsctures may alternatively be used. | should be
appraciated that sl or part of the various davices, processes, or methads
described herein may be implemented using any combination of hardware,
firmwars, andfor softwara.

IN0E4]  Fig. 2 is a blogk diagram Hustrating an exampls jamming scenario 20
that may be simulated using the principles and concepts describad hareln, As
shown, & threat fransmitter 22 is communicating through & wirsless ink 28 with a
threat receiver 24, A jamming transmitter 28 associated with an adverse entity
may desire o disrupt the communication between threat transmitter 22 and threat
racaivar 24. To do this, jJamming ransmilter 28 may transmit 8 wireless jamming
signal toward threat receiver 24 through a wirsless channel 28, I the signal level
of the jarmming signal is high enough at the threal receiver location, Twill
compromise the threat receiver's ability to reliably recefve and decode signals
from thraat tranamiffer 22, In various implementations discussad herain,
technigues and systems are described that allow the sffectivensss of a jamming
transmitter at disrupting threat communications {0 be predicied for a given
operational scenario, evan before an actual jamming fransmifter olreuit s buiil

INOBS] Figs. 3 and 4 are portions of a flow disgram showing an axample
nrocess for use in predicting lammer effectivensess in accordance with an
implamsaniation.

0881 The rectangular elements in Figs 3 and 4 (ypified by slement 32 in Fig.

3}, and in other Sow diagrams hersin, are denoted “processing bocks” and may
13
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raprasent computer sofiware Instructions or groups of instructions, i should be
noted that the flow disgram of Figs. 3 and 4 represents ong axemplary
ambodimant of a design described harein and variations in such a diagram, which
generally follow the process outlined, are considerad 1o be within the scops of the

concepts, sysiems, and techniques dascribad and clalmed herein.

0087 Alternatively, the processing blocks may represent operations
parformead by functionally equivalent clreults, such a9 a dightal signal processor
oircult, an application specific integrated ciroult {ASIE), or a fleld programmabis
gate array (FPGA)L Some processing blocks may be manually performed while
other processing blocks may be parformed by a processor. The flow diagram
does not deplct the syrlax of any particular programming language. Rather, the
flow diagram Husirates the functional information one of ordinary skilt in the art
may require to fabricate circuits andior fo generate computer softwars 1o perform
the procassing required of the particular apparatus. | should be noted that many
routing program slements, such as inftialization of loops and variables and the use
of temparary variables may not be shown. It will be appreciated by those of
ordinary skilf in the arnt that unless otherwise indicated hersin, the particutar
sequence described is Hustrative only and can be varled without departing from
the spirit of the concepts desoribed andfor claimed herain, Thus, unless otherwise
statad, the processes described below are unordered meaning that, when
possible, the sequences shown in Figs. 3 and 4 and other flow diagrams harsin

can be performed in any convenient or desirable order.

0881 Tuming now to Figs. 3 and 4, an sxample method 30 for predicting
fammer effectivensss for a given operational scenario will be described. User
input information is first recelved that speciiies a jamming ransmitter plalform
modal o be used for & jammer effectiveness analysis (block 32} The jamming
fransmitter platform modsel is a model of a platform that includes the jamming
transmiter that will attempt to disrupt threat communication operations, The user
may select the jamming transmitter platform meodet from a plurality of platform
madels storad i a made! Bbrary or database. User input information may also be
recaived that specifies a threat recabver platform modst {o be usad for the amming
affactiveness analysis {block 34). The threat receiver platform muodel s a model

14
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of a platform that includes the threat receiver that will receive snergy transmitted
from a threat fransmitier,  User input information may also be recsived that
spacifies a threat transmitter platform model {0 be usead for the jammer
gffectiveness analysis (block 38). The threa! ransmilter platform model is a
modeal of 2 platform that includes the threat transmitter communicating with the
threat recelver. As with the jamming fransmitter platform model, the user may
salect the threat recshver platform mode! and the threat ransmitter platform modsd
from, for exampls, models stored in a mods! brary in some implementations,
User input Information may also be recelvad that specifiss channe! propagation
models {0 use to characterize radio frequency propagation. A first channet
propagation mods! may be specified for uss in a channe! betwean the jamming
fransmitter platform and the threat recelver platform (block 38). A second channel
propagation mods! may be specified for use It a8 channst between the threat
fransmitter platform and the threat receiver platform (hlock 40).

MOS8 Tuming now fo Fig. 4, user input information may also be received that
spaciiies a numbar of threal transmilter locations o use iIn performing the jamming
affactiveness analysis {(block 42). The threat transmitter locations may be
specified in any known manner. Siglionary locations may be specified for the
jamming ransmitter and the threat recelver. After the input information has been
collectad and the modsis have been generated or retrieved, a first serlas of
interfarance analysis operations may be parformed for the specified threat
fransmitter locations using the jamming ransmifter platform model, the threat
recaiver platform mods, the threat fransmitter platform model, and the first and
second propagation modals {block 44). Duwring the interference analyses, the
ocation of the threat transmitier platform may be swept through the specified
lncations and resulling receive metrics may be calcuiaied and stored for the threat
recaiver {8.q., carrerlo-noise ratio (ONR), ste.), Any inderferance analysis
fechniqus or program may be used {o perform the interference analyses, inat
lnast one embodiment, 8 COMSET interfersnce analysis tool developed and
ownad by Rayvthson Corporation is used fo perform the Interferancs analyses.
The COMSET interference analysis tool is describad iy UL.E. Patent No. 8,088,187
fo Davis of sl which is co~-owned with the present application and is heraby

incorporatad by reference in s entirety. A second setles of interference analysis
18
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where Jew s the jamming effectiveness, Fis the maxdmum threat communication

rangs with the jammer on, and Ry 18 the maximum communication rangs with

the jammer off. The resulls from the firs! series of interference analysis

oparations may be processed {o determine K, That is, the results may be

analyzad to determing which threat communication range produces a minimum

ONR value {or other metric value) required for reliable signal detaction when

jamming is used, Similarly, the resulls of the sscond series of interference

analysis operations may be procsssed 10 determine e That g, these results

may be analyzed o determine which threat communication rangs producss &
minimum CNR valus {or other mebrie value) required for reliable signal detection

when jamming is not used. After R and R have been found, Jyr may be

calculated using the above squation. In diferent implementations, jamming

gffactivencess valuss may be calculated for ong direction or various different

directions from the threat recaiver location.

Fig. § is a block disgram Hustrating an example analysis systam 80 for

{0081}

soordance with an embodimeant,

veness in g

§

simuiating/ predicting jamming effect

i at least one implementation, the system 50 may be part of, for example, a sults

of system analysis ools for analyzing various aspects of a system design. One

such suite of tools is the COMSET analysis system developed and owned by

nclude: 2 platform mode! application 52, a receiver radio frequency distribution

Raytheon Corporation. With reference to Fig. §, the analysis system 50 may

{RFD) datasets application 84, 8 ransmit datasels application 58, an antenna

18
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model application 88, a radio mode! application 80, a propagation model
application 82, a channe! paramsters application 84, & multi-platiorm scenario
application 88, a ranga/bearing sweep analysis application 68, and an inter-
platform coupling application 74. The applications 52, 54, 88, 58, 80, 82, 84, 88,
8%, 74 in Fig. § may repraseant, for axample, individual applications sxecuting in a
procassor {8.4., processor{s) 12 of computing system architecturs 10 of Fig. 1)
Some or all of the blocks 52, 54, 56, 58, 80, 82, 84, 88, 68, 74 may also, In soms
implamentations, include a graphical user interface (GLUHY o faciiitate antry of
information by a user. Analysis system 50 may also includs & madel
libraryidatabase 72 to stors models oreated by the varipus components. Moded
fibrary 72 may be stored within memory of system 80 {e.g., memary 14 of
compuding system architecture 10 of Fig. 1)

00821 As will be described in greater delall, receive RFD datassts application
&4, transmit datasets appiication &4, antenna model application 88, radio modet
application 80, propagation mods! application 82, and channe! paramsiers
application 84, may sach be used {o create andfor modify modeals and datassls for
use In jJammaer effectiveness analyses andior other analyses. Platform modeal
application 2 is operative for generating platform modeds for use during lammer
gffectivensss analyses using models and datasets generated by the other
applications 54, §8§, 58, 80, 82, and 84, Mulib-Platform Scenario application 88
allows a user o speclfy mutltiple platform models & be used during a jammer
gffactivensss analysis. Range-bearing sweep analysis application 88 is operative
for performing the caloulations required to generate jammer effectiveness
information for a given scenario. Range-bearing sweeap analysis application 68
may allow a user o specify, among other things, a8 propagation modsd o use for
the channal betwean the threal transmitter platform and the threat recalver
platform during a jammer effectiveness analysis. Range-bearing swesp analysis
application 88 may also allow a user o spacify 8 typs of plot {0 use o plot resulls
of & jammer effectivensss analysis. Inter-platform coupling application T4 is
gparative for allowing a user to specify a propagation mode! to use for the channet
hetween the amming ransmitter platform and the threat recelver platform,
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00837 Radio mods! application 80 of Fig. 8 may be used {o craate or modify
radio models in ong or more embodiments. Fig. 8§ is & screen shot of 8 GU
sorean 80 that may be usad In connection with radio model application 80 in
accordancs with an implementation. A radio model containg data charactenzing
an axciter and receivers performance. Mowever, this model does not contain alf
data for an entire fransmitter and recelver system. For the transmitler system, a
powsr amplifier, filter, coax, st may be added to the exciter parformancs, but the
final fransmitter performance data may be generated in Agilent’s Advanced
Dasign System (ADS) {or some other slechronio design automation software), For
the recelvar, a low nolse ampiifier, filter, coax, ofc. may be added {o the radio |
{receiver) modsl, whers the data for just thess components is simulated in ADS.
These components can be referred o as the Radio Frequency Distribution {RFD).

0084]  After the radio moda! has been crealed, an ADS exciter model may be
automatically generated. The ADS exciter model is craated from the modulation,
ohase nolse, thermal noise, power, and reverss 3% arder intercept data in the
radio modsel, This axclier modsl, along with other components that may be
included {s.g., power amplifier, e}, is simulated in ADRS o create a transmit
datasel. The dals oreated includes output power as & function of fregusnoy,
thermal and phase noise powsr speciral density as & function of freguenaey and
offset frequency, selscthvily after power amplifisr, and reverse 3 order intercept
nowsr. The receiver RFD components are also simulated in ADS and
characterized for nolse figurs 85 a function of frequency, selectivity as a function
of frequency and offsst frequency, and 3™ order intercept power as a function of
fraquency and offset frequency. The oulput from this simudation is the recebe
RFD datasel. The data imported inlo radio model application 80 can be
thaoretical, simulated, andfor measured, Once a radio model has been created
using radio mode! application 80, it can stored In and accessed from modet ibrary
72 of Fig. 5.

00881 Antenna models can be created in antenna mode! application 58 of Fig.
& in accordance with some embodiments. Flg. 7 is a soresn shot of an example
GUT soresn 80 that may be used in connection with antenna modsal application 58
in accordance with an implementation. In at least ong implementation, antenna

18
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model application 58 may sllow & user v create theoretical antenna paltemns {8.g.,
dipole, monopole, and directional) for use in antenna models for jamming
sffectiveness simulations. Arenna modsl application 58 may also, or
alternatively, allow a user {o import data from slectromagnetic (EM) simudator
programs {8.g., C8T Microwave Studio, st} for use In anterna maodels for
jamming effectivensss simulations. In soms implementations, antenna model
application 58 may also aflow a user to import measured antenna data for use In
anenna models for lamming sffectiveness simulations. This application may also
ncludes functionality to provide the complex orthogonal components of directivity
{i.a., directivity theta and phi and thelr phase) in spherical coordinates. Onos an
antenna madel has been created using antenna mode! application 88, canbe

stored in and accessed from mods! Bbrary 72 of Fig. &

0S8  Recsive RFD dataset application 84 of Fig. § may be usad o add
andfor modify storad RFD datasets. Fig. 8 is a screen shot of an example GU
scraen 100 that may be used in connection with recelve RFD dataset application
84 In accordance with an implamentation. As Hustrated, GUI screen 100 includes
a pull-down manu 102 that may be used by a user to add one or mors RED
datasels o a platform modsal. Transmit datasels application 58 of Fig. 5 may be
usad to add andfor mody stored fransmit datasets. Fig. 8 is a sersen shatof an
axample GUI scrasn 110 that may be usad i connection with transmit daiasels
applcation 58 in accordance with an implementation. As Hlustrated, GU screen
110 includes a pulbdown menu 112 for use it adding ong or more fransmit

datasets to a platform modsl

(60871 The chamnsl parameters application 84 of Fig. 8 may be used to name
and define radio channsis by selecling an RFD dala sel, & recsiver modsl, 8
receive mode, 3 recaive antenna, a ransmit data sef, andfor a transmit antenna
for the channel, Fig. 10 is a soreen shot of an example GU soresen 120 that may
be used in connection with channe! paramsters application 84 In accordance with

an implemsantation.

D068 Propagation models may be orested and/or modified in propagation
mode! application 82 of Fig. § In some implamentations. Fig. 11 is a sorean shot
of an exampls GUI screen 130 that may be used in connection with propagation

e
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model application 82 in accordance with an implementation. The propagation
mode! application 82 may be usad to define a specific propagation modsl and
snvironmental characteristios that will be used for a8 ghven channel. Some
propagation model algorithms that may be available includs, for example:
Longley-Rice, Johnson-Glerhart, Z-ray Multipath, Olkumura-Hata, VOACAR, and
GRWAVE. The Longley-Rice mode! may be ussed, for axample, in area or point-
to-point modes. In a pointdo-point mode, Digital Terrain Elevation Data (DTED)
data is used. In this case, propagation dals is dependent on the specific location

of the transmitter and the recelver on Earth.

[0088]  As described abovs, platform model application 53 of Fig. § may be
used o generate platform models for use dwing jamming effectivenass
simulations. A platform moded is a data structure that includes data characterizing
the performance of one or mors radio channels. A radio channel may be
comprised of radio equipment such as antennas, transmitters, receivers, coax,
filters, amplifiers, couplers, andfor other components. To generate a platform
model, platform mode! application 52 may require input from one or move of!
receive RFD datasets application 54, fransmit datasels application 58, antenna
mode! application 58, radio modal application 8¢, propagation mods! application
82, andfor channel parameters application 84 in some implemantations,

IOT0L Fig. 12 is 2 screen shot of an example GUI screen 140 that may b
used in connaction with platform mods! application §2 in accordance with an
implementation. As Hustrated, GUI screen 140 includes a text box 142 thal can
ha used o enter a name for a corresponding plaetform. A puli-down menu 144
may also be provided that allows a user to specify an anterna coupling modsd to
use for the platform, GUI screen 180 may also include an "R RFD bulton 146
for use in importing receive RFD data sets inte platform model application 82,
Selection of the “RYX RFDY button 148 opens GU screen 100 of Fig. § associated
with receive RFD dataset application 84, GUI screen 140 may further include a
“Transmit® button 148 for use in importing ransmitier data sels inte platform
mode! application 52. Selection of the "Transmit” button 148 apens GUI soreen
110 of Fig. 8 associated with fransmit datasst application 58, In addition 1o the
above, GUI screen 140 may also includs an "Edit” button 150 that may be used o
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import channs! parameter information inte platform model application &2.
Seloction of the “Edit” button 150 opens GUI soraen 120 of Fig. 10 assoclated with
chamel parameters application 84, The recsive RFD delasel, recelver modad
{from radio modal), and transmit dataset are selected from GUINY 20, Tha receiver
model {radic model) is selected from a pull-down menu 122, The receiver mods,
which determines the specific set of data used in the radio modsl, is selecled from
s pull-down menu 124, The receive RFD data (simulated in ADS) is selectad from
a pull-down menu 128, Ths ransmitter datasstis salectad from a pull-down meny
127,

OTH] For a selected recelve RFD dataset, a user is able {0 select a receive
amenna and location using a receive antenna location/nams pull-down menu 128.
Eor a selected transmit dataset, & user is ables to select 8 bansmit anfenna and
iocation using a transmit antenna location/name pull-down menu 128, In this
manner, channels may be defined by a spacific sef of equipment as well as by &

spacific opersting mode,

0072 As deswribed above, Mult-Platform Scenario application 88 of Fig. §
may aliow a user 1o selsct multiple platforms foruse ina iamming affectivenass
analysis. Fig. 13 is 2 screen shot of an example GUI screen 180 that may be
used in connaction with Mult-Platform Scenario application 88 in accordance with
an implementation. As Hlustrated, GUI screen 180 may include an “analysis
name” text box 182 to allow & user to enter 8 name for a given analysis.
Platforms may be added fo the analysis from a “platforms” puil-down menu 184,
An “analysis channsis” section 168 of GUI screen 180 may list a number of radio
charmals that can be added to & platform for analysis. Radio channels can be
included or excluded using an Includelexclude pull-down meny 188 associated
with the radio channal, Bach platform can have one or more radio channels
associated with it For & jamming effectivenass analysis, sach plationm will
typicafly have only a single channel

0073] As described previously, for a immming effectiveness analysis, fwo of
more selected platform models will contain a radio transmitter (Le., 1o represent
the jamming ransmitter and the threat transmitter) and at leasi one platform
modal will contain a radio recsiver (L., o represent the threat receiver). After the
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platforms have been specified In GU soreen 180, an "Edi” bulton 172 may be
pressaed o activate infer-platform coupling application T4 of Fig. 8. Fig. 151is s
soreen shot of 8 GUI screen 240 that may be used in connection with inter-
olatform coupling application 74 in accordance with an implementation. As
Hiustrated in Fig. 18, GUI soreen 240 may allow a different propagation model to
ba selectad for aach combination of platforms in an analysis. A drop down menu
{e.g., drop down menu 242, atc.) of GUH screan 240 may be used o select a
propagation model for use in the chamns! betwesn the jammer platform and the
threat recebver platform. As will be described in greater detall, a propagation
modsl may be selecied for use in the channe! betwesn the threal transmitler
platform and the thraat recelver platform in Range/Bearing Sweep Analvsis

application 88,

{G074]  As desoribad praviousiy, to perform a jamming sWfectivensess analysis,
the location of the threat! transmitler {e.q., rangs and bearing, ste.) may be variad
fo colisct signal leved Information at the threat receiver from both transmitter
platforms. Range/Bearing Swesp Analysis application 88 of Fig. § may be used to
swaep through the various locations of the threat ransmitter during collection of
the received signal level information. GUI soreen 180 of Fig. 13 associated with
Multi-Platform Scenario application 88 may include an "RIB Sweep” bullon 170 {0
aliow a user {0 activate Range/Bearing Sweep Analysis application 88,

BOTS] Fig. 14 is g scroen shot of an sxampls GUI sorsen 200 that may be
usad in connection with Range/Bearing Sweaep Analysis application 88 in
accordancs with an implementation.  As shown in Fig. 14, GUI soreen 200 may
alfiow 8 user o lInk a receive channe! 1o 8 fransmit channa! by selecting the
fransmil chamnne! from a puli-down meny 202 under a "Linked Channel” category
204, A propagation modeal may also be selectad for & channel betwesan the
receive channe! and the transmil channe! using a puli-down meny 208, To
parform a jamming effectivensss analysis, the threat transmitier channst and the
threat recsiver channal are enfered using Range/Bearing Sweep Analysis
application 88, Pull-down menu 206 is then used to specify the propagation
model behwean the threal trangmitter channe! and the thrasat recsiver channel,
For sach of the listed channels, a corresponding activity {Le,, ihactive, fransmit, or
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racehva) may be selected from a pull-down menu 208, An operating frequengy

may also be entered in a text box 10

Q0781 For each specified piatform, a platform location {8.g., lalltude, longitude,
and alfitude) and attitude {8.g., heading, pitch, and roll} may be entered in
gorresponding flelds 212 of GUI 200, A reference platform may be selecled using
a refersnce platform pull-down menu 214 and a variable platform may be seleciad
using a varable platform pull-down menu 218, The referencs platform will remain
stationary during the sweep analysis and the varfable platform will be moved
during the sweep analysis. During a jamming sffectiveness analysis, the
reference platform will ba the threat recaiver and the variable platform will be the

threat fransmittsr,

[BOFFT  The specifics of the sweaep to be parformad for the jamming
sffectivenass analysis may naxt be enterad by the user. in general, any type of
information may be specified {o define the threat ransmitter locations for use
during the analysis, In G sorgen 200 of Fig. 14, for axample, text baxes 218 are
provided for entering a minkmum rangs, 8 maximum range, a rangs incramert, a
mrirdmum bearing, 8 maximum bearing, and a bearing incramant. & puli-down
menu 220 may alse be providad 1o allow a user o spacify the unils of the range

information.

{00781 GUI soreen 200 of Fig. 14 also includes a display section 242 to allow a
user fo define information fo be plotted, As Hlustrated, display section 232 may
include a recelve channs! puli-down menu 224 to define 8 type of receive channel
1o use in the analysis and 2 Z-Axds pull down menu 224 to defing the parameter o
plot on the z-axis on the resulting graph. For g jamming efectiveness analysis,
the z-axis may be selectad to be, for exampls, “Interferance to Bignal® or "carrier
o-noise ratio (ONR)YT A Plot Type” pulbdown menu 2286 may slso be provided to
affow a user o spacify a type of plot {o be generated. For s amming
affectiveness analysis, & contour plot may be selected as a plot type. After the
analysis information has besn specifiad by the user, the "Analyze” button 230 of
GUI soreen 200 may be pressad o initiate the simulation, Al each threat
fransmitter location {s.g., ranges and Dearing) during the simulation, a signabto-
interferencs ratio {SIR) and a jamdo-signal ratio (U8R} may be caloulated and
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stored. As described previously, in &t least one embodiment, the COMBET
intarference analvsis ool may be used to perform this function.

INO78]  As described above, fo perform a jamming sffectiveness analysis, two
platform models nead o be selscled that include ransmitter channels. When s
fransmitter channe! is selected for a platform in the Range/Bearing Sweep
Analysis application 88, s transmitter model provides an oulput power spectral
density for the transmitier channe! and an antenna mode! provides a 3-
dimensional gain pattem, including polarization charactaristics, for the channel,
The transmitier channel may includs data &t afl operating freguencies in some
implemantations. The orlentation of the transmit antenna may be sel relative to
the platform orisntation by, for sxample, Range/Bearing Sweep Analysis
application 88. This may be accomplished by rofating the antenna gain pattem
and polarization about the X, v, and z axes using 8 3-dimensional rotation matix.
Rotation of the antenna gain pattem may be accoemplished, for example, by
applying the following series of eguations. For rotation about the z-axis in the x-y

plane:

X = x o cos{a,) + v sinla,)

v, = —x 0 sinfog) Sy - cos{a )
for rolation about the v axds in the k-2 plans:

Xy = Xy cos{ay ) — 2 - sin{a, )

Zy = X, csin{ay) & eos{gy }, and

for rotation about the x axis v the w2 plane:

Ve = ¥y o cos{ig) b 2y - sinfeg)

By =~y o Fin{ag ) b 5y cos{ay )

whers o is the angular rotation in radians. Ths same eguations may be spplied to

the polarization rofation sfter converting the complex orthogonal directivities from

g
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spherical coordinates to Cartesian coordinates. The data provided from this
platform, which includes a transmit channsl, may clude an Effective sotropic
Radiated Power (EIRPL The EIRF may be caloulsted using the following
asquation:

BIRP(x,y,2) = 6,(%,7,2) j PAAF) - SAF

where Gx .z} is the ransmit antenna gain at sach receiver location (unitiess)
and P is the transmit powsr speetral density (WHZ) The above may be

performed for each platform moded that Includes a tfransmitter channel {Le, the
iamming transmitter platform model and the threat ransmitter platform moded).

INORGT  As with the ransmitter platform models disoussed above, when a
racalver channel is selected for a platform in the Range/Baaring Swesp Analysis
application 88, an orentation of 2 recelve antenna may be sef relative fo the
coresponding platform orlentation. The orentation of the recsive antanna may be
set using, for sxample, the same rotation squations used for the tranamit antenna
griantation.

OR8] As desoribed above, 1o parform a jamming sffectiveness analysis, the
variation of the location {s.q., range and bearing) of the thraatl ransmitter platform
may be input fo the Range/Bearing Sweep Analysis application 88, 200. The
“Analyre” button 230 {Fig. 14) may then be pressed to begin the simulation.
During the simulation, the power level at the recelve antenna oulput of the threat
racelvar platform resulting from ransmissions from the threat ransmitler plathorm
may be caloulated and slored In mamory as a function of threat transmiller
location. The powsy isvel af the recaive antenna output of the threatl receiver
platform resulting from transmissions from the jamming transmitter platform may
alsn be caloulated and storad in memory. This powar level information may then
be enterad into an interfersnce analysis program or system o determing the
jamming effectivenass,

0821 in at loast ong implementation, recelved power level from a ransmilier

olatform may be caloulalsd using the following squation:

-
)
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giﬁp{x; ¥ g}{;? i:xﬁ Y E} - Pi‘ﬁi'{xr ¥ g}{?ﬁ” {X; ¥ Z‘f}
Loy, 3P nyz) Loy, e)P (e y.z)

Bix,v.2)} =

whare SIRFOLy.2) is the Effective isotropic Radiated Power at a recaiver location
{Watls}, Lyfx 1.2} is the propagation loss at the recelbver location (unitless),

(v, v, 2} s the polarization loss at the recelver location {unitless), G{xy.gl s the
racelve antenna gain &t the recelver location (unitless), M is the transmit power
{Watts), and Gyx, .2} is the fransmit antenna gain at the recaiver location

{unitless). The polarization ioss may be calculated using the following equation:

whare PaPw is the great circle angle between the wave polarization and antenna
polarization on a Poincare’ Sphers given as

PaPw = cos Meos @y doos(Zyy) + sin(Bydsin(Zydcos(fe — 8,01

o

whers vy I8 the transmited wave veclor angle at the recebve antenna for the
arthogonal componeants of the slectric field, 8 is the phase diference betwesn
orthogonal components of the ransmitted wave at the receive andanna, v is the
racelve antenna veclor angls for the orthogonal components of the electric fleld,
and & Is the phase difference batweaen the orthogonal components of the receive

antenna.

00831 In ancther approach, probabilistic techniques may be ussd o analyze
iamming effectiveness. In this sapproach, the effectiveness of a jamming operation
may be expressed as a probabifity that a jammerdo-signal ratio (JER) at the
receiver lncation is adequats o effectively disrupt weat communications.
Frohability density functions (pdfs) may first be determnined for a jammer path loss
and a threat communication path loss. Thess pdfs may then be used o
determing a pdf for & diference bebtween jammer path loss and communication
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nath foss. The pdf for the difference may then be analyzad to determine the
jamming effectiveness probability,

(0084]  Fig. 18 Is & flow diagram Hustrating an example method 260 for
determining Jammer sffectiveness using probabilistic techniques in accordancs
with an implementation. For a plurality of threat communication ink ranges, a
propagation model s used to caloulate a median, & lower half standard deviation,
and an upper half standard deviation for a probability density function {pdf) for
cormmunication path loss {block 282} In at least ong implementation, the
Longieye-Rics modal is used as the propagstion model. For ons of more jammer
fink rangss, the propagation mode! is again used o caloulate 2 median, a lower
half standard deviation, and an upper half standarnd denviation for a probability
density function {pdf) for jammer path loss (block 2684). For each desired range
combination, a pdf may then be caloulated for the difference betwaen the jammer
path loss and the communication path loss {block 268). For sach desired rangs
combination, the pdf caloulated for the difference betwesn the jammer path loss
and the communication path loss may then be analyzed to determing jammer

affectivensss probability (block 288}

D088 To caloulate the madian, the lower half stendard deviation, and the
uppar half standard deviation for the probability density function {pdf) for
scommunication path loss using the Longley-Rice model, the model may beruna
number of imes for different combinations of associated analysis paramsters.
The Longley-Rice model uses three diferent analysis paramsters to characlenze
a propagation channel namely, a time reliabliity percentiie, a location radiability
percentiie, and a confidence percentile. The fime reliability percentile accounts for
aftenuation variations due to, for sxample, changes in atmospheric conditions.
The location reliability percentiie accounts for variations that ocour betwsaen paths
dus o, for example, varying terrain and other environmental factors. The
confidence percentiie accounts for variations in other unspenified or hiddsn
factors. Table 1 below shows seven combinations of these different analysis
parameters that may be used to defenmine the median, he lower half standard
deviation, and the upper half standard deviation for the commurnication path loss
ndf. The Longlew-Rice mode! may be run for each of the seven combinations, and
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Table 1

parameaters are sat at 50%. This combination of parameters may be used o
determine the median for the communication path loss. In sach of the next six
combinations in Table 1, one paramsier is set {o sither 10% or 80%, whils the
other two are kept at 80%. The 10% and 80% values are used o determing a
fower standard devigtion for sach analysis parameter. The 50% and 80% values
are used fo determing an uppsr standard deviation for sach analysis paramater.
The standard daviations for the three paramesters are then combinad to form a
single pair of upper and lower standard daviations for the communication path

ioss.

OR8] The above-described process may then be repeated for each of the
specified threat communication ink ranges. The same process may then be usad
to determing the madian, the lower half standard deviation, and the upper half
standand deviation for the pdf for lammaer path loss for the one or morg jammaer
fink ranges.

00871 As described above, a pdf may next be generated for the difference
hatwaen the jammer path loss and the communication path loss for each desired
range combination. Each rangs combination will include one commurtdoeation link
range and one jammer nk range. Fig. 17 Hustrates an squalion 270 that may be
used to generate a pdf for the difference betweaen a jarmmer path loss and a

communication path loss for a particular range combination in accordance with an
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smbodiment, in squation 270, ye denctes the communication ink median, scl
denotes the communication link lower half standard deviation, sof denotes the
communication link upper half standard deviation, ¢f denotas the jammaer link
meadian, i denoctes the jammer iink lower half standard deviation, i denotes
the jlammaer fink upper half standard deviation, and { denoles the difference
betwesn jammer path loss and communication path loss.

0881 Fig. 18 is a plot Hlustrating an example pdf 280 that may be generaled
for the differencs between the jammaer path loss and the communication path loss
for a particudar range combination. The pdf 280 may be generated using, for
sxample, egquation 270 of Fig. 17. As lHustraled, the pdf 280 is for a jJammer path
oss pdf having a median of 8, a lower hall standard deviation of 1, and an upper
haif standard deviation of 8 and a communication path loss pdf having a median
of §, a lower half standard deviation of 4, and an upper half standard devialion of
2. A similar pdf may be generated for gach desired rangs combination. The
generated pdfs may be stored in a memory of the corresponding system {8.g.,
memaory 14 of Fig. 1) The resulting pdfs may then be used fo detemineg jammer
effectiveness probabiiiies as a function of communication range and/or jlammaer
range. 1he jammer effectivensss probabilities may then be plolted.

00881 To determine a jammer affactivenass probabliity using a pdf {e.g., pdf
280 of Fig. 18, elc.), the pdi may be inlegrated from -~ {0 & difference valus that is
selected based on a pradalermingd effectiveness condition. In order 1o jam
gffectively, the following relationship must be satisfied:

{Jammaer EIRP + Bandwidth Ratio — JPL) ~ {Communication Link BIRP ~ OPL} »
Reguired NS

where Jammer EIRP is the Jammer Effective isotropic Radialed Fowar,

bandwidth ratio is the ratio of communications bandwidth to jamming bandwidih,
JPL s the jammer path loss, communication link EIRP s the threat link Effective
isotropic Radiated Powsr, CPL I8 the communication path loss, and required S
is the jammerdo-signal ratio nesded o effectively jam. Table 2 lists a number of

variable values Tor an example scenario for which jamming
28
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Jammer EIRP 75 dBm

Communication Link EIRP 30 dBm
Reguired I8 O dB

Jamming Bandwidih 28 MHz

Communications Bandwidth 200 kK

Sandwidth Ratio ~21.1384 aR
Jammer Fath Loss Jpd
Communication Link Path Loss opl
Table &

offectiveness information may be desirsd. Substituting the values from the table
into the above egquation and solving for JPL ~ GPL resuits e

23,8608 » JPL-CPL

This valus for the diference batween JPL and OPL may then be used as the
uppsy bound of the integration rangs for the differsnce pdf {a.g., pdf 280 of Fig.
18, etc.). That is, to get the jamming sffectivensss probabiity, the diference pdf
may be integrated from - fo 23.8808. This procass may then be repeated for
other range combinations o determine probabiiities for those combinations. The
resulting probabilities may then ba plofted on a contour graph,

N0S0] Fig. 19 is 8 soreen shot of a GUI soreen 280 that may be used as part
of a probability based jamming effectiveness application in accordance with an
implementation. As llustrated, GUI screen 280 Includes a number of text boxes
and drop down menus that may be used to enter the jammer and communication
radio parameters, including the parameters neaded by the Longley-Rics
propagation model, This information may include, for exampls, antanna heights,
bandwidths, transmitter FIRP, jammer and threat communication ranges, threat
raceiver sensitivity, and jam-o-signal ratio, The specifics of the Longley-Rice
sropagation model are well known in the art. In some alternative ambodiments,
radio modeals that include some or all of this information may be specified by a
user instead of using the divect entry method discussed above. The radio models
may be stored within, for example, 2 mods! database or library within the system.
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OS] GLH screen 280 may also includs input fisldsidrop down menus for use
in specifying perameters for use in displaying resulls of the analysis, For
axample, an “‘analysis type” drop down menu 282 may be provided for selecling &
tvpe of analysis to plot. A %v-axds” drop down menu 284 may be provided for
selecting a parameater 1o plot on the y-axds of the plot. An “-auds” drop down
menu 288 may be provided for selecting a parameter to plot on the x-axds of the
plot. A “probability values™ text box 288 may be provided o enter probabiiity
values fo plot when a contour piot is being generated. For a jammer sffactiveness
analysis, “Jam Probabiliy” may be selected as an analysis typs in drop down
menu 282, § "Jam Probabiilly” is selected as the analysis type, the y-auds of the
plot may be automatically sat fo “threat communication rangs.” Drop down meny
296 may then be used fo select the paramster for the x-axis of the plet. As shown
in Fig. 18, one possibility for the waxds paramster is ‘jammer rangs.” This will
rasult in a plot {e.gq., plot 230) whers threat communication rangs is plotted against
jammer rangs. The plot 230 may ncluds a number of curves, whers sach owve
corresporids o a particutar probabiity. The values speciiied in the "probability
valuas” texd box 288 will defineg the probabilities that are plolted as cwves. In plot
230 of Fig. 18, for exampls, curves are plotted for probability values of QU1 QU5
0.9, 0.85, and 0.88. In another type of jammaer probability piot, threat
communication rangs may be plotled on the y-axis and jammer effectiveness
arobability may be plotied on the x-axds for a single jammer rangs value, Other

plot types may also be available,

02l Inthe descoription above, various GUH soreens are desaribed that may
ha usad to facilitate the entry of user sslections, specifications, andior input data
from a user in cormection with an analysis o be performed. | should be
undarsiood that these specific screens are not meant {o be limiting and other
alternative information entry technigues andfor structures may be used in other
implemeantations. These other techniques and struciures may nclude both G

hasaed and non-GLH hased approaches,

00831 Having deswribed exemplary embodiments of the invention, it will now
hacome apparent to one of ordinary skill in the art that other smbodiments
incorporating thelr concepls may also be used. The embodiments contained
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hersin should not be imited {o disclosed embodiments but rather should be imitad
anly by the spirit and scops of the appended claims. Al publications and
references cited hereln are axpressly incorporated herein by reference in their
antirely.
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comprising:
raceiving inpuwt information specifying a threat recsiver platform modst

desoribing a threat racsiver;

racaiving input information specifying a threat transmitter platform modet

describing a threat transmitter,

recaiving input information speclying & jamming transmitter platform model
describing a jamming ransmitten;

recalving nput nformation speciving a first channe! propagation model for
a channe! batwaen the threat tranamitier and the threat recaiver,

receiving input specifving a second channe! propagation model for a

channs! between the jamming transmitter and the threat receiver,

receiving input information specifying 8 number of threat ransmittar
locations; and

parforming a first serdes of interference analyses coresponding to the
number of threat transmitter locations using the threat! recelver platform modsl, the
threat ransmitter platform mods, the jamming transmitter platform modsl, the first
channel propagation modsl, and the second channel propagation modsd, each of
the first series of interferance gnalyses resulting In a recabver performancs metliic
value, wherein the first series of inferference analyses hold the location of the
jamming transmitier and the threa! receiver constant.

2. The mathod of claim 1, further comprising:

parforming a second sedes of interfarencs analyses coresponding to the
number of threat ranamitier ncations using the thraat recsiver platform muodel, the
threat ransmitter platform model, and the first channe! propagation mode! with no
iamming, sach of the second serles of inferference analyses resulting in a recelver
parformance metric valug, whareln the second series of interference analyses
hold the location of the jamming fransmitter and the threat recelver constant; and
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recelve input information specifyving 8 threat receiver platform moded

describing a thraal receiver;

receive input information specifying & threatl ransmitler platform

mode! describing 8 threat transmitter;

receive input information spacifiing & jamming transmitier platform
model desonbing 8 jamming transmitier;

receive input information specifiving a first channe! propagation
model for a channe! bebween the threat ransmilter and the threat racebeer,

receive input specifving a second channel propagation model for a
channe! betwean the amming transmitter and the threat receivern

rageive input information specifying a number of threat transmitier

focations; and

parform a first serles of interference analysss corresponding o the
number of threat ransmitier locations using the threat receiver platform
mode!, the threat ransmitter platform modal, the jamming transmitter
platform model, the first channe! propagation madsl, and the sacond
channs! propagation model, sach of the first series of interferance analyses
resulting in 8 recalver parformance metric value, whensin the first serles of
interfersnce analyses hold the location of the jamming ransmitter and the
threal receiver constant; and
a mamory o store a library of ransmitter models, receiver models, antenna
models, propagation modsls, and channe! paramster models for use In genarating

platform models.

7. Tha system of claim 8, wherein the ong or more processars includes a
processor o

parform a second series of interference analyses corresponding to the
number of threat transmitter locations using the threat recelver platform maodsl, the
threat transmitter platform moded, and the first channe! propagation model with no
iamming, aach of the second serles of interference analyses resulling i 8 recelver
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8. The system of olaim 7, whersin

the processor is configured to compars resulls from the first and second
series of interference analyses o determine jammer sffectivensss by detarmining
a maximum communication range with jamming using results of the first serles of
interference analysas, determining 8 maximum communication rangs withowt
famming using resulis of the second series of interference analyses, and
cxiculating a ratio between the maximum communication range with jamming and

the maximum comsnunication range without jamming.

8. The system of clalm 8, whevain

the processor is configured fo compars results from the first and second
saries of interferance analyses o determine jammer effectivensss by evaluating
the following squation:

By

Jogr = {1 = 57) X 100%.

B Wax

whers Jer 18 the lamming effectiveness, & is the maximum sommunication range
with lamming determined using results of the first series of interference analyses,
and Fne 18 the maximum commundoation rangs without jamming determined

using results of the second series of interference analyses.

10, A machine implemented method for analyzing lamming sffectivensss for a
famming fransmiiter that is intended to disrupt communications betwasn a threat

fransmitter and a threal recebver, comprising:
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for & pluraiity of threat communication link ranges, calculating a median, a
iowsr half standard deviation, and an uppsr half standard deviation fora
probability density function for communication path loss using 8 first propagation
madal, wherein a threat communication link rangs is a range between the threat

fransmilter and the treat recaivear;

for one or Mo jamming link ranges, calouating a madian, a ower half
standard deviation, and an upper half standand deviation for a probability densily
function for jamming path loss using the first propagation modsl, whersin g
jamming ink range is 8 rangs between the jamming fransmitter and the thraat

recaiver;

for sach dasired range combination, generating & probability density
function for a difference betwean jammer path loss and threat communication path
loss using the madian, the lower half standard deviation, and the upper half
standard deviation for the probability density function for threat communication
path inss and the madian, the lowsr half standand deviation, and the upper half
standard deviation for the probabiiity density function Tor jammer path oss,
wherain & range combination is a combination of a threal communication iink

rangs and a jamming link rangs; and

for each desirad rangs combination, using the probabiity density function
for the diference betwesn jammaer path loss and threat commurication path loss

o determineg a jammer effectivensss probability.

11, The msthod of claim 18, whereilre

the first propagation modsl is 8 Longley-Rice propagation model.

12, The method of claim 11, whersin:

calculating & median, a lower half standard deviation, and an upper half
standard devigtion for 8 prohability density function for communication path loss
using the firs! propagation modal includes svaluating the Longley-Rics
propagation mods! for a number of different combinations of a ime reliabiiity
nercantiie, a location rellabifity percentile, and a confidence percentiie and using

results of the svaluations to calculate the meadian, the lower half standard
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13. The method of claim 12, wherain:

calculating 8 median, a lowsr half standard deviation, and an uppsr halt
standard deviation for & probability density function for jamming path loss using
tha first propagation mode! includes svaluating the Longley-Rice propagation
model for 8 number of different combinations of a Ums reliability percentils, &
location reliability percentile, and a confidence percentiie and using resulis of the
svaluations {o caloulate the median, the lower hall standard deviation, and the
upper half standard devigtion for the probability density function for jamming path

0SS,

14, The method of claim 10, wherein:

genarating a probability density function for a difference batween fammar
nath loss and threat communication path loss using the median, the lower half
standard devigtion, and the upper half standard deviation for the probability
densily function for threat communication path loss and the median, the lower half
standard deviation, and the upper hall standard daviation for the probability
density function for jammer path loss ncludes evaluating an egquation using thess

parameslers.

18, The method of claim 10, whersin:

using the probability density function includes integrating the probabiiity
densily function for the difference between jammer path loss and threst
communication path loss from «= {o 8 predeterminaed value to detsrmine a jammer

sffectivenass probability.

18, The method of claim 185, whersin:
the predeterminad value s calculated based on a mathematics! relationship
that is intended to resull in effective jamming.

S
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17, The method of claim 18, wheraine

the mathematical relationship includes the inequality:

{Jammer BIRP + Bandwidth Ratio ~ JPL} ~ {Communication Link EIRP ~ CPL} >
Reqguired &

whers Jammer BIRP is the Jammer Effective Isotropie Radisted Power,

handwidih ratio is the ratio of communications bandwidth to jamming bandwidih,
JPL is the jammer path loss, communication link EIRP is the threat link Efective
isotropic Radiated Power, OPL is the communication path loss, and required 38

is the jarwnesto-signal ratio needed o affectively jJam.

18, A system for predicting jlamming effectivensess for a jamming transmitier
that is infendead {o disrupt communications betwsen a threat ransmitier and a

threat receiver, comprising:
ONS OF MO Procassors

calcuiate a median, a lowear half standard deviation, and an upper
half standard deviation for 8 probability density function for communication
path loss using a first propagation model for a plurality of threat
sommunication fink ranges, wherain & threat communication link range is a
range batween the threat fransmitter and the threat recaiven

caloulate a meadian, & lower half standard deviation, and an upper
half standard deviation for a probability density funclion for jamming path
inss using the first propagation modsd for one or more jamming nk ranges,
wherein a lamming link range is a range bebwean the jamming ransmitter
and the threat recaiver;

generate a probability density funclion for a difference batwesn
jammer path loss and threat communication path loss using the median,
the lower half standard deviation, and the upper half standard deviation for
the probability density function for threat communication path loss and the
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madian, the lower half standard deviation, and the upper half slandard
deviation for the probability density function for jJammer path foss for sach
dasired range combination, wharein a rangs combination is a combination
of & threat communication iink range and a jJamming ink range; and

for each desired range combination, use the corresponding
probabiiity density function for the diference batween jammer path loss
and threat communication path loss o delermine a jammer aeffectivensss
probability; and

a mamory o store generated probability density funclions.

189, The system of olaim 18, whersin

the one or more processors calculates the median, the lowser half standard
deaviglion, and the upper half standard deviation for the probabiiity density function
for communication path loss by svaluating a Longley-Rics propagation modsl fora
number of different combinations of a time reliability percentile, a location
refiabiiity percantiie, and & confidence percentiie and using results of the
avaiuations o calculate the median, the lower half standard deviation, and the
upper half standard deviation for the probabiiity density function for
communication path loss.

20, The system of clalm 18, wheraln:

the one or mors processors calcuiates the madian, the lower half standard
daviation, and the upper half standard deviation for the probability density function
for jamming path loss by evaluating the Longley-Rice propagation muodsl fora
nuiriber of diferent combinations of a time reliability percentile, a location
raliability percentile, and a confidencs percentile and using results of the
gvaiugtions to caloulale the median, the lower hall standard deviation, and the
upper hall standard devistion for the probabiiity density function for lamming path

I08s.
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the one or more processors caloulates the probability density function for
the differance bhetween jammer path loss and threat communication path loss
using the meadian, the lower half standard deviation, and the upper hall standard
devigtion for the probability density function for threat communication path loss
and the madian, the lower half standard devigtion, and the uppsr haif standard
deviation for the probability density funciion for jammaer path lose by evaluating an

aguation using thase parameters,

24, The system of claim 18, wherein

the one or more processors uss the probability density function by
integrating the probability density function from -+ {0 a predetermined valus to
determing & jammer sffectivensass probability,

23, The syslem of claim 22, wheraln:

the predetermined value Is calcuiated based on 8 mathematical relationship
that is intended o result in effective jamming.

24, The system of claim 23, whereln:

the mathamatica! relationship includes the hequality

{Jammer EIRF + Bandwidth Ratio ~ JPL) ~ {Communication Link EIRP - CPLY »
Reguired J/&

where Jammer EIRP is the Jammer Effective Isotropic Radiated Powar,
handwidth ratio is the ratio of communications bandwidth 10 jamming bandwidih,
JPL s the jammaer path ss, communication ink EIRP s the threat link Effective
isotropic Radiated Power, CPL is the communication path loss, and required WS
is the ammerto-signal ratio needed o effectively lam,
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