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(57) Abstract: This disclosure relates to generating shares of secret data represented by secret data elements based on a first
threshold for the number of shares that allow determining the secret data. The shares are determined based on the secret data, one or
more random data elements added to the secret data and coefficients of a systematic maximum distance separable (MDS) code. The
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"Generating shares of secret data"

Cross-Reference to Related Applications

The present application claims priority from Australian Provisional Application No
2014902987 filed on 1 August 2014 the contents of which are incorporated herein by

reference.

The present application also claims priority from Australian Provisional Application
No 2014904567 filed on 13 November 2014 the contents of which are incorporated

herein by reference.

Technical Field

This disclosure relates to generating shares of secret data. In particular, but not limited

to, it relates to systems, software and methods for generating shares of secret data.

Background Art

Data from both individuals and businesses is increasingly collected, aggregated and
analysed to provide new services. There is a corresponding desire to enable both
storage and processing of such data in a secure and privacy-preserving way, in line with
the increasing public concerns and strict regulatory requirements for the protection of
such data. Secure Multi-Party Computation (MPC) is a mechanism by which a number
of parties can collaborate to compute an agreed function of their inputs, ensuring both
confidentiality of the data and the integrity of the resulting output. Private
computations over distributed data are applicable in many scenarios, allowing multiple
organizations to jointly utilize their private or business confidential data to provide a
service (e.g., Internet Service Providers troubleshooting network outages), and enabling

processing of personal data stored on individuals' mobile devices.

MPC may be based on secret sharing or garbled circuits. In secret sharing, each peer
distributes shares that are cryptographically constructed from confidential data (i.e., the

secrets), such that only a pre-determined subset of parties can reconstruct the secrets.

Some secret sharing schemes are threshold-based, requiring access to a minimum of ¢
shares to recover the secret, where ¢ is a predetermined threshold. Shamir secret
sharing is a threshold scheme that provides perfect secrecy, i.e., no information is

leaked by any subset of fewer than ¢ shares. However, the size of each share is at least
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the size of the secret. Consequently, the use of secret sharing in services that rely on

large amounts of data can be severely limited.

This has motivated the study of ramp secret sharing schemes, which allow a controlled
leakage of information about the secret when the number of available shares is below ¢
but above a second threshold 7— L. The benefit of the relaxed security guarantee is a
lower share size, reduced by a factor of L compared to Shamir or other threshold
schemes with perfect secrecy. Strong ramp schemes increase the security of generic
ramp schemes, by placing the same condition on leakage of any part of the secret, while

maintaining the reduced communication overhead.

Despite the promise of strong ramp schemes, there is limited prior work on

construction methods for such schemes.

Any discussion of documents, acts, materials, devices, articles or the like which has
been included in the present specification is not to be taken as an admission that any or
all of these matters form part of the prior art base or were common general knowledge
in the field relevant to the present disclosure as it existed before the priority date of

each claim of this application.

Throughout this specification the word "comprise”, or variations such as "comprises” or
"comprising”, will be understood to imply the inclusion of a stated element, integer or
step, or group of elements, integers or steps, but not the exclusion of any other element,

integer or step, or group of elements, integers or steps.

Disclosure of Invention

There is provided a computer implemented method for generating shares of secret data
represented by secret data elements based on a first threshold for the number of shares
that allow determining the secret data, the method comprising:
determining the shares of secret data based on

the secret data elements,

one or more random data elements added to the secret data elements, and

coefficients of a systematic maximum distance separable (MDS) code,
wherein the MDS code has a number of input data elements that is equal to the first
threshold and that is also equal to the number of secret data elements plus the number

of the one or more random data elements.
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Adding the random data elements results in a ramp sharing scheme with a second
threshold. Any number of shares below the second threshold does not provide any

information about the secret.

By adjusting the number of random data elements the second threshold can be adjusted
such that the number of shares for which the entropy equals the entropy of secret data is
increased. A larger second threshold provides additional value in many applications as

it provides an added security guarantee.

Further, the method allows controlled reduction of the entropy of the secret data, while
not reducing the entropy of any individual secret data element, when a number of

shares is less than the first threshold but greater than the second threshold.

Since the shares of the secret data are determined based on a selectable amount of
random data, the method is flexible as it can be adjusted to different second thresholds

and different number of shares.

Other methods provide a security guarantee only for the first threshold that allows the
recovery of the secret data and no guaranteed protection when a number of shares is
less than the first threshold but greater than a second threshold. Therefore, it is an
advantage that the proposed method provides a broader range of applications and is

more secure that the other methods.

In particular, by adding the random data, the number of shares needed to determine the
secret data elements can be increased. Other systems may be secure against a small
number of attackers. But when a large number of attackers exist, these systems can be
broken and the attackers may learn the secrets. However, when using the above method
the system can withstand a large number of attackers and still protect individual secret
data elements. This applies to both direct secret sharing and to secure (MPC)

computing.

Random data added to the secret data may comprise random data appended to the

secret data.
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Determining the shares may comprise determining code words of the MDS code as

shares such that each of the shares is different to any part of the secret data.

Software, when installed on a computer, causes the computer to perform the above
method.

There is further provided a computer system for generating shares of secret data based
on a first threshold for the number of shares that allow determining the secret data, the
computer system comprising:
an input port to receive the secret data;
a processor to determine the shares of secret data based on
the secret data,
random data added to the secret data, and
coefficients of a systematic maximum distance separable (MDS) code,
wherein the MDS code has a number of input data elements that is equal to the first
threshold and that is also equal to the number of secret data elements plus the number
of random data elements; and

an output port to send each of the shares to a recipient computer system.

There is further provided a computer implemented method for generating multiple
shares of secret data represented by secret data elements based on a first threshold for
the number of shares that allow determining the secret data, the method comprising:

determining multiple shares based on the multiple secret data elements and
based on one or more random data elements, wherein

determining the multiple shares comprises for each of the multiple shares
determining a linear combination of the multiple secret data elements and the random
data elements based on one of multiple sets of coefficients,

the multiple sets of coefficients are linearly independent,

the distance between each of the multiple sets of coefficients is maximal,

each of the multiple sets of coefficients comprises exactly the first threshold
number of coefficients and comprises exactly the number of secret data elements plus

the number of random data elements.

Each of the multiple sets of coefficients may be representative of a row or column of a

code generator matrix.
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The multiple sets of coefficients may be coefficients of a generator matrix of a

systematic maximum distance separable code.

Determining the multiple shares may comprise determining the multiple shares such
that L secret data elements can be determined based on a threshold number t of the
multiple shares, and determining the multiple shares may comprise determining the

multiple shares based on t — L random data elements.

Determining the multiple shares may comprise determining n shares and at least n — t +

L sets of coefficients may comprise at least two coefficients greater than zero.

The method may further comprise:

receiving configuration data indicative of the threshold number t, a value n
indicative of how many shares are to be determined and a value L indicative of how
many shares are required to allow a reduction of uncertainty in relation to the multiple
secret data elements; and

determining a measure of redundancy based on t, n and L.

Determining the measure of redundancy may comprise calculating n —t + L.

The method may further comprise determining at least part of a generator matrix for a

maximum distance separable code with t input values and n + L output values.

The method may further comprise determining a number of random data elements to be
added to the multiple secret data elements based on t and L. Determining the number

of random data elements may comprise calculating t — L.

Software, when installed on a computer, causes the computer to perform the above

method for generating shares of secret data.

There is further provided a computer system for generating shares of secret data
represented by secret data elements based on a first threshold for the number of shares
that allow determining the secret data, the system comprising:

an input port to receive the multiple secret data elements;
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a processor to determine multiple shares based on the multiple secret data
elements and based on one or more random data elements; and

an output port to send each of the multiple shares to a receiving computer
system,
wherein

determining the multiple shares comprises for each of the multiple shares
determining a linear combination of the multiple secret data elements and the random
data elements based on one of multiple sets of coefficients,

the multiple sets of coefficients are linearly independent,

the distance between each of the multiple sets of coefficients is maximal, and

each of the multiple sets of coefficients comprises exactly the first threshold
number of coefficients and comprises exactly the number of secret data elements plus

the number of random data elements.

There is further provided a computer implemented method for performing an operation
between first secret data and second secret data, the method comprising:

performing the above method for generating shares of secret data to determine
first shares of the first secret data;

performing the above method for generating shares of secret data to determine
second shares of the second secret data;

generating multiple pairs, each of the multiple pairs comprising a first element
based on the first shares and a second element based on the second shares to allow
performing the operation between the first secret data with second secret data based on

distributed processing of each of the multiple pairs.

The operation may be a multiplication of the first secret data with the second secret
data.

The first element may be one of the first shares and the second element may be one of
the second shares, and generating the multiple pairs of shares may comprise generating

all possible combinations of the first shares with the second shares.

The first element may be based on a sum of two first shares and the second element

may be based on a sum of two second shares.

Generating the multiple pairs may be according to:
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where E! is an i-th first share and EJ2 is an j-th second share.

The method may further comprise:

combining the first element with the second element of each pair to obtain
combination result for each pair;

determining multiple combination values for each pair based on the
combination result and a vector of distribution values;

determining shares of the multiple combination values by performing the
above method for generating shares of secret data based on the multiple combination
values for each pair; and

distributing the multiple shares to multiple processing peers to allow
performing the operation between the first secret data with second secret data based on

distributed processing of each of the shares of the multiple combination values.

Software, when installed on a computer causes the computer to perform the above

method for performing an operation between first secret data and second secret data.

There is further provided a computer system for performing an operation between first
secret data and second secret data. The computer system comprises:
an input port to receive the first secret data and the second secret data;
a processor to
perform the method of claim 1 to determine first shares of the first secret
data;
perform the method of claim 1 to determine second shares of the second
secret data;
generate multiple pairs, each of the multiple pairs comprising a first
element based on the first shares and a second element based on the second shares to
allow performing the operation between the first secret data with second secret data

based on distributed processing of each of the multiple pairs; and
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an output port to send the multiple pairs to one or more receiving computer

systems.
Optional features described of any aspect of method, computer readable medium,
software or computer system, where appropriate, similarly apply to the other aspects

also described here.

Brief Description of Drawings

An example will be described with reference to

Fig. 1 illustrates a computer system for sharing multiple secret data elements.

Fig. 2 illustrates a method for sharing multiple secret data elements.

Fig. 3 illustrates an example of a data processing system for sharing multiple
secret data elements.

Fig. 4 illustrates another example of a data processing system for sharing
multiple secret data elements.

Fig. 5 illustrates an algorithm that describes how a processor uses a generator
matrix G, , of a (¢,N) systematic MDS code stored on data memory to generate
shares from a secret vector.

Fig. 6 summarises the links between different schemes.

Fig. 7 illustrates an algorithm that summarises the process in which n shares are
created.

Fig. 8 illustrates functional building blocks and corresponding API elements of a
modified SEPIA library.

Fig. 9 illustrates an example of a data processing system for performing a
multiplication between two sets of secret data.

Fig. 10a illustrates the association between privacy peers and matrix elements.

Figs. 10b and 10c illustrate two ways to construct a distribution matrix.

Fig. 11 schematically illustrates an iterative computation of a complex
expression by a computer network.

Figs. 12a and 12b illustrate the difference in entropy between ramp sharing with
random data elements (12a) and without random data elements (12b) over the number

of available shares.

Best Mode for Carrying Out the Invention

Fig. 1 illustrates a computer system 100 for sharing multiple secret data elements. The

computer system 100 comprises a processor 102 connected to a program memory 104,
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a data memory 106, a communication port 108 and a user port 110. The program
memory 104 is a non-transitory computer readable medium, such as a hard drive, a
solid state disk or CD-ROM. Software, that is, an executable program stored on
program memory 104 causes the processor 102 to perform the method in Fig. 2, that is,
processor 102 determines a linear combination of the secret data elements and random
data elements based on multiple sets of coefficient. This linear combination may be
formulated as a multiplication of the secret data elements in a vector with a generator

matrix of a systematic maximum distance separable code.

The processor 102 may then store the result, that is, data elements that represent

multiple shares, on data store 106, such as on RAM or a processor register.

Fig. 1 further illustrates multiple participant computer systems 120, 130, 140, 150 and
160, which are referred to as ‘participants’ in this disclosure. Processor 102 may send
the determined shares via communication port 108 to the participants 120, 130, 140,
150 and 160. As shown in relation to example participant 120 and similar to computer
system 100, each participant comprises a processor 122, a program memory 124, and a

data memory 126.

The processor 102 may receive data, such as secret input data, from data memory 106
as well as from the communications port 108 and the user port 110, which is connected
to a display 112 that shows a visual representation 114 of the secret data to a user116.
In one example, the processor 102 receives secret data from a storage server (not
shown) via communications port 108, such as by using a Wi-Fi network according to
IEEE 802.11. The Wi-Fi network may be a decentralised ad-hoc network, such that no
dedicated management infrastructure, such as a router, is required or a centralised

network with a router or access point managing the network.

In one example, the processor 102 receives and processes the secret data in real time.
This means that the processor 102 determines the shares every time secret data is
received from the storage server and completes this calculation before the storage
server sends the next secret data update. The secret data may comprise an electronic
text document, a media file, such as video or audio, a cryptographic key, personal

information, medical data, internet connection data or any other sensitive information.



10

15

20

25

30

35

WO 2016/015105 PCT/AU2015/050431

10

Although communications port 108 and user port 110 are shown as distinct entities, it is
to be understood that any kind of data port may be used to receive data, such as a
network connection, a memory interface, a pin of the chip package of processor 102, or
logical ports, such as IP sockets or parameters of functions stored on program memory
104 and executed by processor 102. These parameters may be stored on data memory
106 and may be handled by-value or by-reference, that is, as a pointer, in the source

code.

The processor 102 may receive data through all these interfaces, which includes
memory access of volatile memory, such as cache or RAM, or non-volatile memory,
such as an optical disk drive, hard disk drive, storage server or cloud storage. The
computer system 100 may further be implemented within a cloud computing
environment, such as a managed group of interconnected servers hosting a dynamic
number of virtual machines. In one example, the participants 120, 130, 140, 150 and

160 are virtual machines in a cloud computing environment.

It is to be understood that any receiving step may be preceded by the processor 102
determining or computing the data that is later received. For example, the processor
102 determines secret data and stores the secret data in data memory 106, such as RAM
or a processor register. The processor 102 then requests the secret data from the data
memory 106, such as by providing a read signal together with a memory address. The
data memory 106 provides the data as a voltage signal on a physical bit line and the

processor 102 receives the secret via a memory interface.

Fig. 2 illustrates a method 200 as performed by processor 102 for sharing multiple
secret data elements. The method comprises determining 202 multiple second data
elements referred to as ‘shares’ based on the multiple first data elements such that the
multiple secret data elements can be determined based on a threshold number of the
multiple shares according to a threshold secret sharing scheme. For example, if the
threshold number t is three and processor 102 determines five shares for the five
participants 120, 130, 140, 150 and 160, then three shares are sufficient to determine
the secret, that is, the multiple first data elements. For example, if participants 130, 140

and 150 collude and exchange their shares they are able to determine the secret.

As will be described in more detail below, determining the multiple shares comprises

for each of the multiple shares determining 204 a linear combination of the multiple
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secret data elements and random data elements based on one of multiple sets of
coefficients, such as rows of a matrix. It is to be understood that while some examples
relate to rows of a matrix, the same applies to columns because the matrix may simply

be transposed.

The multiple sets of coefficients, that is, the rows of the matrix, are 206 linearly
independent, the distance between each of the rows is maximal according to a
maximum distance separable code and each of the multiple sets of coefficients

comprises exactly the threshold number of coefficients.

The distance between two sets of coefficients may be defined as the number of
elements that are different. For example, each set may have four coefficients and a first
set may be 0000 and a second set may be 0011. In this example, the first set differs
from the second set by two coefficients and therefore, the distance between the two sets

s two.

Linearity guarantees that the minimum Hamming distance d between a codeword cO
and any of the other codewords ¢ # cO is independent of c0. For example, the
Hamming code is a linear binary code which represents 4-bit messages using 7-bit
codewords. Two distinct codewords differ in at least three bits. As a consequence, up
to two errors per codeword can be detected while a single error can be corrected. This

code contains 2*=16 codewords.

Fig. 3 illustrates an example of a data processing system 300 for sharing multiple secret
data elements 302 in an example where six input values are shared (L=6) and the
threshold number is also six (t=6). The system 300 comprises a code generator 304
that comprises a generator matrix 306 according to an systematic MDS code. The
generator matrix 306 comprises an identity sub-matrix 308, which is also referred to as
the ‘systematic’ part and a non-identity sub-matrix 310 also referred to as the ‘non-
systematic’ part of generator matrix 306. In a coding scheme, the non-identity sub-
matrix 310 is used to generate redundancy, while the identity matrix 308 simply copies

the input 302 in plain text.

The generator 304 generates an output vector 312 comprising a first section 314 and a
second section 316. Since the first section 314 is determined by multiplying the input
302 with the identity matrix 308, the first section 314 is exactly the input 314 and the
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first section 314 is also referred to as the clear text output 314. The second section 316
is the redundancy generated by multiplying the input 302 by the non-systematic sub-
matrix 310 and the second section 316 is also referred to as the redundancy output 316.
The rows of the non-systematic sub-matrix 310 are linearly independent, which allows
to reconstruct the input 302 based on six elements of the second section 316. This re-
construction is analogous to solving a linear system of equations for six unknowns

when six results are known.

Sending part of the clear text output 314 to a participant would disclose the secret input
302 in plain text, which is undesirable. Therefore, a selector 318 splits the output 312
and selects the redundancy output 316. In some examples, the plain text output 314 is
not computed since it is not shared and readily available as the input 302. In those

examples, the selector may not be present.

The determined redundancy output 316 is then provided to a distributor 320 that sends

each of the individual elements of the redundancy output to a participant.

In one example, each square in Fig. 3, that is, each data element, is a bit that has one of
the values ‘0" and ‘1’. In other example, each square represents a string or other data

element.

Fig. 4 illustrates another example of a data processing system 400 for sharing multiple
secret data elements 401. In this example, only L=3 secret data elements are to be
shared and the system 400 is to generate 13 shares. The secret data elements 401 are
received by a random data generator 402 that adds three random symbols to the secret
data 401 resulting in intermediate data vector 403 comprising the three secret data
elements and three random data elements. The intermediate data vector 403 is now
provided to the generator 404. As described above with reference to Fig. 3, the
generator comprises identity matrix 408 and redundancy matrix 410. Accordingly, the
output vector 412 comprises the three secret data element 414 in plain text, the three
random symbols 415 in plain text as generated by the random data generator 402 and

ten redundancy symbols 416.

It is noted here that some redundancy symbols may be the same as in Fig. 3 while some
redundancy symbols change because of the random numbers added to the system. This

depends on the last three columns of the generator matrix 406. If the coefficients of
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row i of the last three columns are all zero, then the random numbers have no influence
on the i-th share and therefore, the share does not change if the last three secret data

elements change to a random value.

A splitter 418 discards the plain text secret data 414 and selects the random elements
415 and the redundancy elements 416, which results in 13 shares in this example. A

distributor 420 distributes the 13 shares to 13 participants.

If six participants collude and combine their shares, they can determine the secret data
401. If five, four or three participants combine their shares, they can derive some
information about the secret 401. In other words, the entropy given five, four our three
shares is less than the entropy if less than three shares are given. In the example of
binary information, the reduction of entropy by one bit reduces the number of guesses
of a brute force attach by 50%. So as a result, the third, fourth and fifth share each
reduce the number of guesses for a brute force attack but no not allow the direct

calculation of the secret, which is possible with six shares.

Secret sharing is an important primitive in many protocols for Secure Multi-Party
Computation (MPC), and Shamir secret sharing scheme is one scheme used in MPC.
However, Shamir scheme introduces a significant communication overhead, which may
limit its applicability in MPC scenarios involving large volumes of data. Strong ramp
schemes, which have been proposed to alleviate the overhead issue, present a

compromise between efficiency and the level of security.

This disclosure describes a novel construction method for strong ramp schemes, by
demonstrating that the shares of a strong ramp scheme can be directly extracted from
the encoded packets of a systematic Maximum Distance Separable (MDS) code. This
construction allows a large number of existing efficient implementations of MDS codes

to be leveraged towards secret sharing and MPC applications.

We also propose an additional construction method based on Shamir secret sharing. We
then evaluate the performance benefits of strong ramp schemes in MPC by
implementing two of these schemes in the SEPIA MPC framework, and comparing
them with the Shamir secret sharing scheme. We show that in a network outage

monitoring scenario with 20 MPC input peers and 20 privacy peers, the processing time
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can be reduced by a factor of 10, and the communication overhead can be lowered by

20 times, compared to MPC using the Shamir scheme.
Threshold Secret Sharing Schemes

In a threshold secret sharing scheme, a dealer computer 100 securely shares a secret §
with a group of n participants, such as participant computers 120, 130, 140, 150 and
160, by generating n shares E,,...,E and distributing them to the participants. The
secret can be recovered by aggregating a subset of ¢ or more shares, where 1 < is a
predetermined threshold, and the secret remains protected if a lower number of shares

is available. Formally:

Definition 1 (Threshold Secret Sharing Scheme) Let S be a secret and E,,...,E,
shares. A (t,n) threshold secret sharing scheme satisfies the following property: for
any set of indices i,...,i_, where x is the number of available shares:
H(S), if x<t
H(SIE ,..,E )= ) ) 4 .
1 X 0, if t<x<n

H (S) denotes the Shannon entropy function of a random variable S, with values from

a finite non empty set F :
H(S)=—-) P(S = 5)-log,(P(S = 9)).

seF

P(S =s) is the probability of § having a specific value s e F, therefore the entropy

measures the uncertainty related to the expected value of S. H(S|E) denotes the

conditional entropy, measuring the uncertainty of § when E is known.

An advantage of linear schemes (constructed from a linear combination of finite field
elements) is that the linear properties facilitate share-based secure computations. An

example linear threshold scheme is the Shamir scheme.

In the Shamir scheme, operations are based on a selected Galois (finite) field GF .
Given a chosen threshold ¢, the processor 102 of the dealer computer 100 constructs a
polynomial Q(x) of degree t—1, Q(x)=3S +Zz;irixi , where the coefficients #,...r,,

are chosen randomly from GF . The shares E

>+, £ are then constructed as values of

Q(x), for n non-zero values, x,..,x,, 1le., E =(x,0(x)). A secret can be
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reconstructed by any participant who is in possession of ¢ or more shares, by using the

X;
Lagrange interpolation polynomials, with S = Q(0) = Zt]_ Qx;. )Hl j—’
- Y X —x

lj il

We note that the size of each share in the Shamir scheme is identical to the size of the

secret, resulting in a large communication overhead when the secret is large.

Security

There are two types of attacks commonly considered in secret sharing: a collusion
attack, where the attackers are honest but curious (they follow the protocol) and a
malicious attack, where some parties could also distort their shares, or deviate from the

secret sharing protocol.

A threshold (z,n) secret sharing scheme is resilient to up to #—1 honest but curious

attackers as, by Definition 1, any subset of fewer than ¢ shares does not provide any

information about the secret.

Ramp Schemes
Ramp schemes enable secret sharing with a lower communication overhead. A (¢, L,n)
ramp scheme includes an additional parameter L, which differentiates between the
security guarantee and the number of shares ¢ required to reconstruct the secret. In
ramp schemes, having more than #—L (but less than ¢) available shares will leak
partial information about the secret. The lower bound for the size of each share is the
size of the secret divided by L. A ramp scheme is said to be optimal when the share
size is equal to the lower bound. In this disclosure the ramp schemes are linear.
Formally:
Definition 2 (Linear Ramp Secret Sharing Scheme) Let S be a secret and E,, ..., E,
shares. A (t,L,n) linear ramp secret sharing scheme satisfies the following properties,
for any set of indices i,,...,i_, where x is the number of available shares:

H(S), if x<t-L

H(SIE, ...E, )= t_TxH(S), if 1-L<x<t

0, if t<x<n
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We note that with L =1, the scheme becomes a threshold (z,7n) secret sharing scheme.

As they result in a lower communication cost, ramp schemes are well suited to sharing

large secrets, or multiple secrets. In either scenario, the secret S can be represented as
S S 1S
a vector §=(S,,...,5;)", where each element of S is of equal size T and the

5 elements S, are random independent values or can be made so by a randomization pre-

processing technique [14].

The definition of ramp schemes provides a bound on the information leakage for the
whole secret, rather than for any subset of the secret vector S.In fact, the dealer could

10 share (directly) any single element of S and still satisfy the conditions for a ramp
scheme in which L=¢. E.g., if §, is revealed, and assuming equal entropy for all

elements in 5, H(§IS1):t—_1H(.§).
t

Strong ramp schemes address this deficency and provide a stronger security guarantee.
15 In this disclosur, we focus on the ramp schemes based on linear operations on GF .

These are defined as follows:

Definition 3 (Strong Linear Ramp Scheme) Ler S = (S,---,S,)" be a vector secret
and E,,....E  shares. A (t,L,n) strong linear ramp scheme satisfies the following

n

20  properties, for any set of indices 1i,,...,i_, where x is the number of available shares:

H(SIE, ... E, )
H(S), if x<t—L
r—x =
_JH(S,, Sy VBB ) =—=H(S),

if t—L<x<t forany set of indices j,,...,Jj, .
0, if t<x<n

25  The definition of strong ramp scheme requires that the entropy of any subset of secret

(vector) elements (rather than just the secret as a whole) is bounded to a specific value

of t_TxH (S), which maximizes the uncertainty provided by such a scheme.
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Security
A (t,L,n) strong ramp scheme is resilient to up to r—1 colluding attackers assuming a

less stringent security requirement, where the attackers may obtain some knowledge
about vector elements of the secret vector (see Definition 3). For a requirement that the
attackers obtain no knowledge of the secret, the scheme is resilient to 7— L colluding

attackers.

MDS Codes

Error correction codes may be used to recover information in lossy environments.
Linear codes are constructed using a linear combination of information elements. In a
(t,N) code, a vector S of ¢ information elements (packets) is encoded into a vector

(codeword) of N >t packets using a generator matrix G of size N xt; the codeword is
obtained via C=G-S .

A Maximum Distance Separable (MDS) code is a (¢, N) linear code that achieves the

Singleton bound [25], with properties that ensure the maximum utilization of
redundancy. Consequently, it can correct up to (N —¢)/?2 errors or (N —¢) erasures.

An alternative definition is as follows.

Definition 4 (MDS Code) A (r,N) code is MDS if any square sub-matrix of size t

derived from its generator matrix G, is non-singular.

We note that coding operations are defined on a Galois field GF, based either on a
prime number p,ie., GF(p), or a power of a prime GF(p?), where ¢ is an integer.

Reed-Solomon (RS) codes are MDS codes, with a generator matrix that can be based

on either Vandermonde or Cauchy matrices [26], [24].

Definition 5 (Systematic MDS Code) A (z,N) MDS code is systematic if every

codeword of N elements includes the (non-transformed) t elements comprising the

vector S. lLe., the identity matrix of size t, 1, is a submatrix of the generator matrix

G.
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All MDS codes based on a Cauchy matrix are systematic. We note that MDS codes
based on a Vandermonde matrix are not always systematic, however, non-systematic

codes can be transformed into a systematic variant.

Theorem 1 Let A be a txt matrix of rank t and B a (N —t)xt matrix of rank

min(N —t,t) such that any square submatrix of size t from (2) has a rank equal to t

(i.e., (2) generates a MDS code). Then the matrix (B‘Ih,l) generates a (t,N)

systematic MDS code.

Secure Multi-Party Computation (MPC)

MPC enables secure computation based on private input data. Given input data from m
parties (input peers), MPC is a cryptographic protocol that enables n distributed parties
(privacy peers) to jointly compute functions, while providing formal guarantees on the
confidentiality of the input data and on the correctness of the computation result. A

party can have one or both roles in the MPC protocol.

Some MPC methods may use secret sharing such as the Shamir scheme [3]. To perform
a secure computation, the input peers generate shares of their data, and distribute them
to the privacy peers (typically one share per peer). The privacy peers compute the
required operation and collaboratively reconstruct the final computation result, which is

finally returned to input peers.

Table 1: Notations used to describe the ramp schemes and MDS codes

Notation Description

n Number of shares generated by a secret sharing scheme,

equivalent to the number of privacy peers

~

Security threshold for secret sharing schemes, equivalent to the

minimum number of packets required to decode an erasure code

L t — L being the second security threshold for ramp schemes
N Codeword size (number of packets) for an erasure code
Gy, Generator matrix of a (¢, N) MDS code.

S = (S;5--»8,)" | Secret, a vector of L elements (packets)

Vector of n encoded elements (packets), or a vector of n shares
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E= (E,....E,)" | generated by a secret sharing scheme
V= (8;5---»8;, | Vector secret padded with random elements (used in the process
Fiperns¥ )T of generating the shares)
M o) The submatrix of any matrix M built from its rows i,,...,i :
Sy
1, Identity matrix of size ¢
0., Zero matrix of size ix j

Links between Ramp Schemes and MDS Codes

We provide proofs for the links between ramp schemes and MDS codes. One goal is to
to enable the practical use of strong ramp schemes in MPC, by providing construction
methods that utilize the systematic MDS codes and their (available) efficient
implementations. We also derive a method to construct a strong ramp scheme from

Shamir scheme.
Deriving a Strong Ramp Scheme from a Systematic MDS Code

We will prove that strong ramp schemes can be derived from systematic MDS codes.
To do so, we will first describe how processor 102 uses a generator matrix G,,, of a

systematic (¢, N) MDS code to generate n= N — L shares out of L secrets. According
to Definition 5, we can assume without loss of generality that the matrix G is of the

form G= (1’4), where [, is the fx¢ identity matrix. We will then prove that this

construction defines a strong ramp scheme. In what follows we will use 0, , to denote

a mxn zero matrix, and M, to denote the i'th row of a matrix M .

Fig. 5 illustrates an algorithm 500 that describes how processor 102 uses a generator

matrix G, , of a (¢, N) systematic MDS code stored on data memory 106 to generate

shares from a secret vector (S,,...,S;), where L <min(t,N—t). Algorithm 500 is
implemented as software in source code and stored on program memory 104 in
compiled or un-compiled (script) form.

To this end, a submatrix Ry 1y

is obtained by taking the last N —L rows of G . Then,
the secret vector S is extended to a vector V of length ¢ by appending to it 7—L
random values. Finally, the result of R .V is a vector that constitutes the N —L shares,

where each share is associated with the respective row of R that generated it (i.e.,
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E =R, -V). The matrix R and the assignment of rows R, to participants and their

shares are assumed to be public knowledge.

Any subset E = {Ei1 ,...,E, } of t shares, associated with a subset of the rows of R, is
t

sufficient to reconstruct the vector V : The rows R i)

- R, form a square matrix R,
t

which is guaranteed to be non-singular since it is a submatrix of G, a generator matrix

of MDS code. Therefore, there is only a single solution to R'- X = E',and since V isa

valid solution, necessarily X=V , and the first L elements of this vector are the

recovered shared secrets.

Theorem 2 Let G be a generator matrix of a (t,N) systematic MDS code. Then, for
any L<min(t,N —t), the share generation algorithm SRS(G,-) (Algorithm 500) is a
(t,L,N — L) strong ramp scheme.

We note that the addition of #— L random values to the vector V matches the lower

bound for the randomness that is used to obtain a ramp scheme.

Proof. Let S = (S;,...,5,)" be a vector consisting of L secrets to share. Algorithm 500

extracts from the matrix G the submatrix R :(OfL,L A

IIL). Recall that
V =(S,,--,S,. k..., )" . Therefore, the computation E=R-V in line 1 results in
N — L shares of the form E = (E,....E ,,&g,....,&y )", where E =r, and ;= Am V.

We will next show that the described scheme maintains the three conditions of

Definition 3.

1. For any x<r-L, H(glEil,...,Eix):H(E): According to entropy properties,
H(S”IEil,...,Eix)SH(S‘) always holds. We will show that for x=¢-L,
H(SIE,,...E,_)=H(S).Since forany x<t-L,

HSIE, ,....E )2H(SIE,,...E, )

(adding known information can only reduce entropy), this will also prove
H(§IEi1,...,Ei Y= H(S).
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To prove H(§ I Eil,...,Ei L) = H(§) , we will show that any possible set of secrets S’
-

is consistent with the ¢ — L shares, i.e., we will find a vector V' that extends S’ such
that E, =R, -V holds for all the provided shares. To find this vector, we construct a

square matrix B as a submatrix of G, in the following way: the first L rows of B will
be the first rows of G, which are of the form (/, 10,_, ;). The remaining ¢— L rows of

B will be the rows of R corresponding to the given shares, i.e., R{il}"“’R{i—L}. To

summarize, the matrix B is of the form:

1,10,
B=|_ """ (1)
Ry
Next, consider the following problem:
B-)?:(Sl',...,SL,EI.I,...,EKL)T. 2)

Since matrix B is a square submatrix of size ¢ of G, it is non-singular, and therefore
there exists one and only one solution for X , which we will denote V'. The selection

of the first rows of B ensures that the first elements in V' are Sls-.8], 80 V' extends

S’ . The selection of the remaining rows of B ensures that V' is also consistent with
the shares: for example, for the share El.1 (and any of the other given shares), there is a

row j in B such that B, = R

(;,y» and therefore R, .V'=B

n V= E, as required. To
summarize, we showed that any vector of secrets is consistent with a subset of
x =t—L shares, so the entropy of the secret vector is not reduced given the shares.

This extends also to any smaller subset of shares.

2.Forany r—L<x<t, H(EIEil,...,Ei )=

H(S S |E ,...,E ):I_TXH(g) for any set of indices j,..., j,_ : Since all the

VR |
clements of the vector S are independent,

H(E):ZL:H(Si):L-H(Sj) forany je[l,L). (3)
I—x

Therefore, H(S i eeesd i )= TH (.§ ). In addition, because of arguments similar to

those used to show
H(SIE,,....E, )=H(S) in the first part of the proof, it follows that
H(S, ,osS; VE o E)=H(S, ..., )

nt Iy Ji—x
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and therefore H(Sfl"” S. |E ,...,E ):I_TXH(g).

’ '][*X Ll lX
It remains to show that H(.S_;IEH,...,Ei ):I_TXH(.S:). Based on the properties of

conditional entropy:
HSIE .. E)=H(S,S, NE, ... E, )

4
+H(S, .5, IEl.l,...,El. eSS, L)
We have shown that
H(S,. .S, \E - E )= H(S).
4 X L
Consider the matrix B:[Ik"lo”‘”) It is a square submatrix of G of size ¢, and
(i}

therefore non-singular. Consequently, the linear system
B-X =(Sp-0sS, By e B )T —0.5em

has the unique solution X =V, ie., the set S, e

HC,Eﬁ,...,Eix , SO

SSE, s E, LSS, ) =0,

.,S, can be reconstructed with a
probability of 1 given §,...,S
H(S

t—x+1°° "

We can finally conclude that H(.§ I Eﬁ A E I_TXH(.S:).

3. For any x>t, H (S| Eil,...,Ei )=0: This follows immediately from the property
that any subset E = {E’i""’E’}} of ¢ shares is sufficient to reconstruct the vector V

with probability 1.

Corollary 1 More generally, from any (¢t,N) systematic MDS code, a (t,L,n) strong

ramp scheme can be derived with n=N — L and L<min(t,N —t).

Additional Links between Ramp Schemes and MDS Codes

Any MDS code can be used to derive a systematic MDS Code: according to
Theorem 1, if G is a generator matrix of a (¢, N) MDS code, and G, ,, is the
submatrix built from the first ¢ rows of G, then the matrix G':G-G{Lm’l}*1 is a
generator matrix of a (¢z,N) systematic MDS code. Combining this with the

construction described in the previous section leads to the following corollary:
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Corollary 2 A (¢,L,n) strong ramp scheme with n=N —L and L<min(t,N —t) can
be constructed from any (t, N) MDS code.

Any strong ramp scheme is, by definition, a ramp scheme. In addition, setting L=t for
a (¢,L,n) linear ramp scheme results in a (r, N) MDS code, as any ¢ or more non-
corrupted encoded elements (shares) allow recovery of the information elements
(secrets). These observations, together with the former results, allow the construction of
any of the schemes starting from any other reference point. For example, based on the

previous results, it is easy to show that:

Corollary 3 A (¢, N) systematic MDS code with N =n can be derived from a (t,L,n)

strong ramp scheme with L=t.

Corollary 4 A (¢t,L',n") strong ramp scheme with n' =n—L' and L' <min(t,n—t) can

be derived from a (t,L,n) ramp scheme with L=t.

Fig. 6 summarises the links between the different schemes using the construction
methods. The relation between ramp schemes and MDS codes: (generic) MDS codes
can be used to construct systematic codes; these, in turn, can be used as a basis to

construct strong ramp schemes.

Deriving a Strong Ramp Scheme from Shamir Scheme

We present an additional method to construct a strong ramp scheme, starting from
Shamir secret sharing. As we will show in the next section, this scheme enables
additional computation capabilities, in line with Shamir scheme (i.e., not limited by

Galois Field GF(29) operations that are most commonly used for Reed Solomon

codes).

We start by observing a different construction method for Shamir secret sharing, which
is equivalent to the one presented above. A polynomial of degree 7—1 can be uniquely
defined by its ¢ coefficients, but it can also be uniquely defined by ¢ of its points. In
Shamir's scheme, only one secret is shared, thus only the constant coefficient, which is
also the point of polynomial at the abscissa 0, is fixed. The other coefficients are then
chosen randomly. But a ramp scheme based on a polynomial defined by its coefficients

is not a strong ramp scheme. Thus in the following we will explain the steps to
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construct a strong ramp scheme using a polynomial defined by its points (rather than its

coefficients), and we will prove that it is a strong ramp scheme.

Let §=(S1,...,SL)T be the secret vector to share and let #,...,7,_, be f—L random

values. The polynomial Q of degree r—1 is defined uniquely by the ¢ points
(xoa Q(xo) = S] )a rees (fol’ Q(fol) = SL)’ (XL’ Q(-XL) = I’i), "t
(x,,,0(x,_)=r_,), where x,,...,x, , are all distinct. From these ¢ points, the value of

)C—)Cj

the polynomial Q can be interpolated for any x: Q(x) = th:)Q(xi)Hj A . Then,
i= ES) X —X.

L J
as in Shamir's scheme, shares are derived from the polynomial by computing new

points.

Fig. 7 illustrates an algorithm 700 that summarises the process in which n shares are
created. Given any subset of ¢ of these shares, the polynomial Q can be reconstructed

and the secret vector is given by Q(x,),...,0(x; ,).

The property that the scheme described in Algorithm 700 is a strong ramp scheme
follows from Theorem 2: the linear scheme defined by the points (x,, O( x, )

= Sl), T (fol ’ Q(fol) = SL)’ (-XL’ Q(XL ))a veey (x,HLf]a Q(x,HLq )) iS a
(t, N) systematic MDS code with N =n+ L, since the polynomial can be interpolated
from any ¢ points, and the original information packets are the first points Q(x,),---,

Q(x, ). Thus, puncturing (i.e. removing) the L elements related to the secrets

generates a strong ramp scheme.
MPC with Strong Ramp Schemes

Linear secret sharing schemes can be used for secure evaluation of both arithmetic
operations (e.g., addition, multiplication, etc.) and logical operations like comparison.
Examples of practical MPC implementations based on Shamir secret sharing include
SEPIA [6] and VIFF [11].

Strong ramp schemes theoretically have the same computational capabilities as the
Shamir scheme, as both belong to the large family of linear schemes. We stress that
ramp schemes share multiple secrets simultaneously, i.e., the resulting shares relate to a

(block of) L secrets. Consequently, MPC computing based on ramp-generated shares
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is applicable to pairwise operations on the vector elements shared by input peers. Such
operations are common in a number of scenarios, like e.g., rating services that
aggregate user input on a number of items or vendors. This disclosure presents an
example application of strong ramp-based MPC to troubleshooting unreachable

network destinations.

There are two examples of strong ramp schemes: the first based on the Shamir scheme
and the second based on Reed-Solomon MDS codes. Both may be bespoke
implementations in Java, with operations on GF(p). They can be used as stand-alone,
and have also been integrated into SEPIA [6], an efficient MPC library written in Java.
It is optimised for parallel execution and specifically designed to aggregate network

events and statistics from multiple domains.

Fig. 8 illustrates functional building blocks and corresponding API elements of the

modified SEPIA library; modified components are highlighted.

SEPIA assumes a semi-honest adversary model, and uses a fully distributed
architecture. Figure 8 shows the functional building blocks and the most important API
hooks.

The SEPIA components may be modified as highlighted in Figure 8. Within SEPIA,
the mpc library package contains an implementation of the Shamir secret sharing
scheme and the corresponding operations. We extended the mpc library by integrating
the Shamir and RS code based strong ramp schemes. Furthermore, we have added the
implementation of the valid operations (addition) using the respective new secret
sharing schemes in mpc.protocolPrimitives.operations and the states of the operations
in mpec.protocolPrimitives.operationStates packages. Finally, we also added new
Primitives classes, corresponding to the additional secret sharing scheme, and the

abstract classes defining the MPC peer and protocol.

We also implemented the randomization pre-processing mechanism (in Randomization
class) that ensures that the (multiple) secrets are mutually independent; this is a
necessary condition for the entropy based security guarantee of the ramp schemes. This
is done by adding a (locally generated) random sequence to the secrets on the input
peer side and by removing the combination of random data after the result is returned to

the (destination) input peers. The MPC system is used to compute the random data
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combination and share this information with all input peers, while keeping it private

from other parties.

In one example, there are m =20 input peers, n =20 privacy peers and secret sharing
threshold 7 =20.
In one example, MPC is applied to a network outage detection scenario where Internet
service providers (ISPs) perform traffic data aggregation in a privacy-preserving way,
to obtain additional information that can help determine the root cause of outages [13].
In MPC, such aggregation can be done using the multiset union operation, based on a
Counting Bloom Filter (CBF) [12]. The process involves m ISPs (input peers) and n
privacy peers, and proceeds as follows:

1. The input of each ISP (an input MPC peer) consists of a number of unreachable
IP addresses.

2. The ISP creates a CBF based on the unreachable destinations, which will be the
input for MPC.

3. The ISP generates n shares of the CBF and distributes them to the privacy peers.

4. Each privacy peer performs the multiset union by adding the shares of
corresponding array elements of the CBF; it sends the combined share to all the other
peers.

5. Each privacy peer reconstructs the aggregated CBF from the combined shares,
and sends it to input peers.

6. Each input peer can check the resulting CBF locations with original data, and

deduce whether the respective outage is local or global.

The proposed methods may be performed on an OpenStack cloud that includes six
workers, with each worker being allocated 12 CPU cores of Intel Xeon X5650
2.67GHz processor and a Gigabit LAN connection. Only ten virtual machines (VMs)
may be used, where each machine has 2GB memory and one virtual CPU based on
KVM virtualization. Each machine runs Ubuntu 12.10 clouding amd64. The input
peers and privacy peers are installed on these virtual machines and their operation is

distributed uniformly across the ten machines.

In one example, each input peer shares 2,114 unreachable IP addresses; this

corresponds to the highest number of unreachable IP addresses collected in the
SWITCH network (http://www.switch.ch) during Hurricane Sandy. This input data is
then converted to a CBF of size 131,072 with 4B elements (around 1.05MB of data).
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Constructing a CBF from IP addresses and extracting the aggregate numbers of
unreachable IP addresses from the result may take around 40msec. Generating and
adding random values and removing the randomization, after receiving the computation
result is, combined, around 7 times faster, taking 5.8msec. We note that for other
applications that may not require CBF-type processing, the average amount of time for

both randomization steps is (considering there are 131,072 CBF elements), 0.04usec

and could be considered a minor addition to the MPC processing time.
Communication Overhead

We now address the communication overhead of the various schemes. We define this
cost as the average volume of data downloaded and uploaded by each peer. Let C!

denote the average volume of data uploaded (sent) from all input privacy peers and C)

denote the average volume of data received by the same peers. Similarly, we denote the

average volume of data uploaded and downloaded by privacy peers, respectively, as
C!? and C?.

For each of the m input peers, theoretically, C! = %n , where | §'1 is the size of the

input secret (all participants share secrets of the same size). The download data volume
is given by C) =l S|-n, assuming (as is the case in SEPIA) that each of the n privacy
peers communicates the result back to all input peers. Each privacy peer sends

Cr = %(n—l)ﬂ S1-m, as they communicate both with the input peers and all other

privacy peers. They receive C7 :%-erliLl-(n—l), comprising the computed

shares they need to aggregate (from other privacy peers) and data from the input peers.

. o . 1 . .
The decrease in communication cost may be proportional to 7 with a small practical

difference of 7kB on average (the input data being 1.05MB in our scenario), which
may be due to peer synchronization. The privacy peer upload volume is lower bounded
by 21MB, as each peer needs to forward the result back to input peers; this is

obviously not impacted by L. We note that the download volumes C’, and C? are

similarly close to the theoretical estimates.
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Security Trade-Off

Increasing the value of L may be beneficial for reducing both the computation and
communication overhead. On the other hand, as per Definition 3, strong ramp schemes
provide reduced security compared to the Shamir scheme, while they increase the

security of (general) ramp schemes.

To explore the practical aspects of this reduced security, we consider a scenario where
the input peers share L secrets, with a threshold ¢ and the attacker has (r—1) shares.
When utilizing the Shamir scheme, each of the secrets is shared separately and, by the
entropy-based definition of the security of this scheme, the overall entropy of the set of
L secrets, assuming independent and random variables, would equal the sum of
individual entropy values. For strong ramp schemes, under the same conditions the
entropy of the set would equal the entropy of a single secret; both schemes protect

individual secrets (note the generic ramp scheme does not provide this guarantee).

Therefore, e.g. sharing a large set of secrets with strong ramp schemes could
significantly reduce the uncertainty (entropy) of the set as a whole. This would directly
impact the ability of an attacker to successfully complete a brute force attack, and
consequently having larger size secrets would alleviate the security risks of applying
strong ramp schemes. As a rule of thumb for the acceptable security (entropy) level of
protection against a brute force attack on a secret (share), we consider the NIST
recommendation [7] for a minimum (Level 2) password entropy of 10 bits; i.e., the L
and ¢ values should be chosen to result in the entropy of the shared set of secrets in line
with this value. The sensitivity of data used for specific secure computations may be

the deciding factor in choosing the appropriate secret sharing scheme.

Applicability of Strong Ramp Schemes

Computing based on ramp schemes may applicable to pairwise operations on vector
elements. There is a range of scenarios involving data aggregation of heterogeneous
(multiple) items that would benefit from the improvements brought by these schemes
and could arguably tolerate a reduced security level. Rating services aggregate user
input on a number of items or vendors; personalization, either using simpler
mechanisms like collaborative filtering [27] or more complex schemes including
variations of Matrix Factorization [30] may also be good candidate applications for

ramp schemes. As shown above, operations on network data are also feasible.
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The Choice of Strong Ramp Scheme

When comparing the merits of Shamir and RS based strong ramp schemes, we consider
a broader range of computing platforms and applications. We argue that mobile devices
e.g., smartphones would be a good candidate for input peers, as a large volume of
mobile generated data is currently shared and processed. Using secret sharing and MPC
would enable the confidentiality of such data when computing various data aggregates,
or when securely storing the data on e.g., multiple storage platforms in personal clouds.
RS-based schemes have a significant advantage in lower CPU use for generating shares
and would therefore be a good choice in mobile data sharing and computing scenarios.
This assumes that the privacy peers are based on more capable, e.g., cloud computing,

platforms.

Overall, strong ramp schemes have a potential to provide significant benefits in regards
to both communication costs and complexity and could be well suited to MPC
applications in the emerging mobile network services that rely on private data. This
disclosure proposes two construction methods for such schemes and experimentally
evaluates their performance in a practical setting, using our implementation of ramp
schemes within the MPC framework. In future work, we plan to extend this work to

mobile device based MPC applications.

Both approaches are integrated into the SEPIA MPC framework [6]. We consider a
realistic setting with 20 input and 20 privacy peers processing Internet Service Provider
(ISP) outage monitoring data, and show that strong ramp schemes can reduce the
computation overhead (measured by CPU time) by around 10 times and the
communication cost per MPC input peer by 20 times, compared to the performance of

the baseline Shamir scheme.

The following description provides more detailed information on MPC and in
particular, to the multiplication of secret data where there are m input peers sharing L
secrets each (using a specific secret sharing scheme) and 7 privacy peers that perform

secure computing (MPC).

Fig. 9 illustrates an example 900 comprising a first input peer and a second input peer.
First input peer provides first secret data 902 and second input peer provides second
secret data 904.
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As described above, MPC operations using ramp schemes can be performed on vector
elements, where the elements of the resulting vector equal the result of the selected
operation performed on the corresponding elements of input secrets. E.g., for two secret
vectors of L elements, S' =(S!,---,S!)" (902 in Fig. 9) and S = (S2,---,82)" (904 in
Fig. 9), MPC addition using a ramp scheme results in S% = ((511 + 512 ),---,(Sz + Si N .

While secure addition is an operation that can be achieved by locally adding the
corresponding shares generated with a linear secret sharing scheme and subsequently
reconstructing the resulting shares, secure multiplication, even for the most commonly
used Shamir's scheme comprises two steps. The shares from e.g., two input peers are
first multiplied locally, where each privacy peer multiplies corresponding shares from
the two input peers; in the second step, re-sharing and degree reduction is performed by

all privacy peers.

Specifically, when multiplication is done using Shamir scheme with a threshold ¢, the
resulting polynomial is increased from a degree of (r—1) to 2-(z—1). Re-sharing and

degree reduction reduces the polynomial degree to (r—1) and enables subsequent
operations on shares corresponding to the multiplication result. Degree reduction is
done using Lagrange interpolation, in line with the reconstruction mechanism for

Shamir scheme.

Following a similar approach, it is possible to also perform multiplication using a MDS
code based strong ramp scheme, however re-sharing and degree reduction are not
achieved using the mechanisms that are customised for Shamir scheme, as the MDS

based ramp scheme is based on matrix operations.
Multiplication

The aim is to produce a pairwise product of the corresponding elements of secret
vectors S' 902 and S* 904, §'0S°. To generate shares using a MDS code based strong
ramp scheme, we use vectors V! and V? , where the first L elements of each vector

are, respectively, the elements of S' and S? and the remaining (r—L) elements are
random numbers. For the sake of simplicity, we denote % =(Vll,---,V[1)T and

V2= (Vlz,---,Vlz)T and the pairwise product of vector elements



10

15

20

25

WO 2016/015105 PCT/AU2015/050431

31

VIov? = (V'V7?,---,V'V*)", noting that only the first L elements are relevant to the

multiplication result.

Each of the two input peers generates n shares from the inputs (represented by arrows

903 and 905) and as described earlier with reference to Figs. 2,3 and 4, namely
E :(Ell’...’Erll)T o

- ., (906in Fig. 9)

= ([Sl]la""[Sl]n)

and
E‘Z :(Elza"'an)T
=(S,],,--[S,1)"

using the MDS code generator matrix G .

(908 in Fig. 9)

For MPC multiplication, a distributor 910 distributes the shares to 7 privacy peers.

The distributor may be a computer system that routes the shares according to a

predefined routing pattern to the different peers.

We note that, for Shamir (and the Shamir based ramp) scheme, n =7, while this may

not hold for the MDS ramp scheme. Similarly as for Shamir's scheme, where
reconstruction assumes the availability of a recombination polynomial, decoding for an
MDS based ramp scheme can be associated with a set of L recombination vectors

— . 1 _ n 1 . .
a,,---a, of size n (e.g., V —ZkzlaikxEk). These recombination vectors can be

derived from the generator matrix G and are used to reconstruct the L secrets.

Therefore, we can show that the product of two vector elements V,' and V>, for all
i=1,---,L, can be calculated as follows.
1 2 - 1 - 2
vi.-vi = (Zaikl B )'(Zaik2 'Ekz)
k=1 ky=1

o (M
_ )
= Zzaikl it Ekl Ek2

k1 :1k2 =1

This can be further transformed by considering, separately, values of k, and k,, with
k, =k, and k, >k, as:
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Vvt = a0, R ELE)
=1k, >k,
+ Z:(aik1 )? E,ilE,fl
@)
= Z Z Lig, i, ((Elil + Eliz ): (Ezfl + E/fz ))

k1:1k2 >k1

+ 21(2(aﬂc1 ) - Zaiklaik )E,i1 E,fl
k=1 k=1

It can be observed from Equation 1 that, in order to reconstruct the result of
multiplication, multiples of shares with selected indexes (received from input peers) are
available to reconstruct the multiplication result. Similarly, equation 2 indicates that
multiples of specific combinations of shares can also be utilised for reconstruction. We
thus introduce a Distribution matrix D, that determines the allocation of shares to
specific privacy peers for MDS code based ramp scheme. Data that is indicative of the
distribution matrix is stored on data memory of a computer system and available to all

processing peers, such as on a cloud storage system.

Fig. 10a illustrates the association between privacy peers (also referred to as

‘processing peers’ or simply ‘peers’) and matrix elements where peers are denoted
correspondingly (to elements of D), with P, ;, where i, j=1,---,n. In Figs. 9 and 10,

an example peer P ; is referenced by numeral 912.

Note that for Shamir secret sharing, there is no need for D as each privacy peer has a
single index and receives a corresponding share (with the same index) from the input

peers.

Figs. 10b and 10c illustrate two ways to construct D: first, a naive method (Fig. 10b),
in line with Equation 1, and a composite method (Fig. 10c), that follows Equation 2.

For the naive method in Fig. 10b, each privacy peer L where k;, k, take values

between =1,---,n, is allocated shares (E. ,Ekzz) .
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In the composite method in Fig. 10c, shares are allocated such that peer Bk receives
(E, ,Ekzz) for k, =k, and (E,lcl +E,12), (E,fl +Ek22) for k, >k, . In Fig. 9, the peers with
k, <k, are not used under the composite method and are drawn as boxes with a dash-

dotted lines.

Distributor 910 may be implemented as a module, such as a function of software block,
having two inputs for the share data and two inputs for the share index. More
generally, distributor 910 may represent the matrix D in a linear form and may have a
single input for the share data, a single input for the share index and a further input for

the input index. The code of the distributor according to Fig. 10b may be:

if (input_index = 1) {
for i=1 to number_of shares {

send_share_data_to_privacy_peer(share_index.i);

}
}
elseif (input_index = 2) {
}
for i=1 to number_of shares {
send_share_data_to_privacy_peer(i, share_index);
}
}

The code above shows that distributor 910 can operate on a single input only and can
distribute shares provided with only the first input index or only the second input index,
which will be utilised further below.

We now outline the steps for multiplication as performed by processors of distributor
910 and peers, such as peer 912. Each privacy peer Pkl’k2 , such as peer 912, first

performs the local multiplication of received shares (or share combinations), as per
Equations 1 and 2. We refer to the resulting values as Fkl,k2 for simplicity, where

Fow = E,lq E,f2 from the Equation 1 and following the naive distribution method and for
1 . — 2 — b - _ (! 1 2 2
the composite method: b, = BBy for k, =k;; Fw = (Ek1 +E )(E,q +Ek2) for

k, >k, , as per Equation 2. The resulting value determined by peer 912 is labelled by

reference numeral 914 in Fig. 9.
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Similarly, we denote the values of recombination elements from the same equations,
required to reconstruct the L secrets, as Cit, &y * where Cit ey = it ity from Equation 1

and from Equation 2: Cit ky = it ity for k, >k, ; Cit, &, :2(aik1 )z—zzzlaiklaik for
k,=k,.

We note that, for either distribution method, having a local (to each privacy peer)
product of shares or share combinations is not equivalent to having shares of the
product of two secrets. To enable subsequent use of the shares of the computing result
(e.g., for subsequent addition or multiplication with another secret vector), resharing

and degree reduction have to be performed by the privacy peers.

For degree reduction, each peer computes ¢, , F, , forall i=1,---,L vector elements
172 "2
(note Cy 5, ATC constants known to the peers and cF can be computed directly from the

Fkl’k2 values). In the example of Fig. 9 L=3 and the three product values for cF for

peer 912 are labelled as 915.

In subsequent resharing, each peer generates n shares of the computed product, using
the share generating mechanism and the generator matrix G . This generation of shares
is represented by arrow 916. This procedure is basically identical to the generation step
represented by arrows 903 and 905 and again generates for shares for each peer, such
as four shares 917 for peer 912.

The shares [cllq,k2 .Fkl’kz’”"chl’kz -F,q,k2 ]j for j=1,---,n are distributed to all privacy

peers B(lhkzr by distributor 918 following the selected distribution method. That is, the

distributor 918 is identical to distributor 910 but shown separately in Fig. 9 to illustrates
the sequence of steps performed by the distributor 910. In this step, distributor 918
receives the four shares 917 on the first input, that is, associated with input_index=1.
As a result, distributor 918 distributes the first of the four shares 917 to all peers in the
first column of D, the second of the four shares 917 to all peers in the second column of
D and so on. Since each peer has generated four shares and distributor 918 makes four
copies of each share, each peer receives 16 shares from the distributor 918. For

example, peer 920 (which is the same peer as 912) receives 16 shares 922.
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In one example, distributor 918 is not a separate module but each peer is programmed
to distribute their shares 917 to the appropriate peers together with the respective share

index.

Thus after the distribution, each peer Pk,l’k,2 possesses a share from every other peer,

[cl,q,k2 Fi > Crig iy 'qu,kz]k‘l,k'z forall k, and k, in 1,---,n.

In the final step of degree reduction, each peer locally sums all the available (77) shares

922. This results in a final share 924:

n n
c -F s C F Lo =
Z Z[ ks " kg 2t YLk ey Tl ]kl,k2

k=l ko=l
1 2
3
n n n n
C -F ZZC F R
[ZZ ks kR Liy dey Tl ky ]kl,k2
k1=1k2=1 k1=1k2=1

This is equivalent to each peer having the shares of the multiplication result
v'-v2,. v v li, ., (note the equivalence with terms of Equations 1 and 2, as F,

and Cix x, WETE originally defined by those equations). In order to reconstruct the result

of the product, an aggregator 926 collects the shares from the peers and reconstructs the
product of the secret data by applying the reconstruction operation according to
generator matrix G. In one example, the aggregator 926 only collects shares from the
peers in the diagonal of distribution matrix D, that is, peers P;; where i=j. While this
allows the reconstruction of the secret product, it may be an advantage to collect more
shares or even all shares in order to check the shares against the final result to identify

peers that operate incorrectly.

Security

We note that the security of the (m,7) scheme is preserved for both distribution

methods: no combination of less than ¢ privacy peers will result in ¢ available shares.

For a vector secret S and the corresponding n shares E,,....,E , a (¢,L,n) strong

linear ramp scheme satisfies the following properties, for any set of indices i,...,i

x ?

where x is the number of available shares:
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H(S), if x<t—L
. H(S., .S IE ...E)=""*H(S),
H(SI Ei1 ""’Eix) = A hex Th N L 4)
if t—L<x<t forany set of indices j,,...,J
0, if t<x<n

The definition of strong ramp scheme requires that the entropy H(«) of any subset of

secret (vector) elements (rather than just the secret as a whole) is bounded to a specific

value of t—Tx H(S), which maximizes the uncertainty provided by such a scheme.

Considering the naive method, the properties of the secret sharing scheme are preserved
directly, i.e., by their definition, as each peer can only have a single unique share and
the combination of shares from (r—1) privacy peers can result in at most (r—1) unique
shares. In the composite method, the peers receive either unique shares, or a sum of
(two) such shares. As the shares are independent and uniformly distributed random

variables, the sum on a finite field of two such variables is also normally distributed. In
factif E, and E, are two independent and uniformly distributed random variables over

GF(p),forall z in GF(p), P(E +E, =Z)=l:P(E1 =x)=P(E, =y) forall x and
p

y in GF(p), as per the following:
P(E,+E,=z) = Y PE=xE=z-x)

xeGF (p)

= > P(E,=x)P(E,=z-x) &)

xeGF (p)

Thus for all z and for all x in GF(p), y such that x+y =2z exists and is unique
(equal to z—x). It follows that H(E,+E,)=H(E )= H(E,). It also follows that
H(EI|E +E,) =H(E,E +E,)-H(E +E,)
=H(E +E,|E)+H(E)-H(E +E))
= H(E,)+ H(E,) - H(E,)
=H(E).

(6)

Consequently, receiving a share (E, +E,) does not provide any information about
cither E, or E,. Furthermore, H(E +E,|E,E,)=0, as knowing E, and E, is
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sufficient to reconstruct E, +E,. With these observations, we can easily show that

Equation 4 becomes 7, therefore preserving the security properties of the strong ramp

schemes.

H(S), if x<t—L

H(S Y

Jy_

r—x =
¢ ; b )2 ——
H(SlEil""’Ei )Z ]1’ xlEl], ,Elx) L H(S),
if t—L<x<t forany set of indices j,,...,J

0, if t<x<n

(7

Multiplication introduces a larger number of privacy peers (to enable reconstruction),
than what is used for addition. We can view this increased number of privacy peers as a
direct overhead (in the communication costs), therefore we aim to minimise this
number. We note that input peers and privacy peers incur a communication cost for
distributing shares, while the privacy peers need to communicate for re-sharing as part

of the reduction process.

Although the basic matrix of privacy peers includes n*> elements, all of them are non-0
only in the naive distribution method of Fig. 10b. Therefore, for this method 7 = n’

peers need to receive the n shares related to each set of L secrets. This number is
reduced to 7 =n-(n+1)/2 peers using the composite method of Fig. 10c, with the

corresponding savings in communication costs between both input peers and privacy

peers (for share distribution), and the privacy peers (for re-sharing and size reduction).

The second and equally important advantage of the composite method is the
symmetrical nature of the Distribution matrix (in regards to the way the individual

input peers distribute their shares). We note that a share with the same index from all
input peers will be allocated to any privacy peer Pkl Ky This enables direct use of such

shares for subsequent addition, or another multiplication. E.g., using the composite
method, the addition of shares from two input peers, distributed to Pkl’k2 , can involve

the following options. For k, =k, , P’<1»’<2 has the shares (E,;,E,z); the corresponding

shares for k, >k, are (E; +E, ),(E, +E_ ). It can be shown that the shares resulting
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from addition, for k, =k,, can be used for further operations. For k, >k, , addition

results in

(E}q +E,12)+(E,§ +E,32) = (E;1 +E,§)+(E,12 +E,32) (8)

which follow the same distribution as required for multiplication. This is another

advantage of the composite method over the naive method.

Considering the system complexity, both input and privacy peers maintain knowledge
of the Distribution matrix. We note that in the composite method input peers generate
(additional) composite shares, however this is arguably of a minimal complexity

increase, as it only involves Galois Field addition.

Other construction methods for the Distribution matrix that satisfy the requirement of

re-sharing and reconstruction may also be feasible.

In one example, the privacy peers, such as 912/920 perform a further step of
multiplication, such as determining A*B*C after determining A*B as described with
reference to Fig. 9. In that case, peer 912/920 stores result 924 on data memory and the
distributor 910 receives the shares related to the third secret data C at the second input
port or associated with input_index=2. Accordingly, distributor 910 distributes the
second shares related to the third secret data to the peers, such as peer 912. As a result,
the first element of the pair received by peer 912 is the result 924 and the second
element is a share of the third secret data. This process can be performed iteratively for
multiple steps of addition and multiplication to perform a complex operation on secret

data without disclosing the data to the processing peers, such as 912/920.

Fig. 11 schematically illustrates this iterative computation by a computer network 1100
comprising a cloud 1102 of 16 processing peers. Of course, the number of processing
peers may be different and may depend on the distribution scheme and the number of
shares as described earlier. A controller 1104 is connected to each of the peers in cloud
1102 and controls the distribution of shares. The controller has a first input port 1106
and a second input port 1108. The controller 1104 as well as the peers 1102 comprise

processors, data memories and program memories as described with reference to Fig. 1.
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In the first iteration, controller 1104 receives first shares of first secret data at first input
port 1106 and second shares of second secret data on second input port 1108. The
controller 1104 then distributes the shares as described above to the peers of cloud
1102. The peers 1102 process the shares to determine a product of shares and each
peer feeds its product of shares back to the second port 1108 (indicated by arrow 1110).
As a result, this feedback is performed 16 times for 16 peers. Controller 1104
distributes these shares as described above and each of the peers 1102 receives 16
shares stores them on data memory. Then, each of the peers 1102 sums the received

shares to determine a share of the product (rather than a product of shares).

Each of the peers 1102 stores its share of the product as one element of its pair.
Controller 1104 receives third secret data on first input port 1106 and distributes the
shares of that data to the processing peers 1102 such that each peer receives one share
as the second element of its pair of shares. The process can then be repeated multiple
times until finally, the controller 1104 can collect the shares from the peers 1102 to
reconstruct the result as described above. This way, a complex operation, such as
(A*B)+(C*D) can be computed.

Fig. 12a illustrates a graph 1200 of the entropy H(S) over the number of available
shares in the case of added random data as described with reference to Fig. 4. Graph
1200 shows that the entropy remains constant up to the second threshold 1202 and then
linearly decreases to the first threshold 1204 where the entropy is zero, which means

the secret data can be readily determined.

Fig. 12b illustrates a graph 1250 of the entropy H(S) over the number of available
shares in the case without added random data as described with reference to Fig. 3.
Unlike the graph in Fig. 12a, the second threshold 1252 is at zero, which means that the
entropy decreases with the first available share. Since the entropy is a measure of
security of the secret data, the secret is less secure in Fig. 12b. Especially over the
range where graph 1200 is constant the graphs 1200 and 1250 show that the addition of

random data increases the security of the secret data.

It will be appreciated by persons skilled in the art that numerous variations and/or
modifications may be made to the specific embodiments without departing from the

scope as defined in the claims.
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It should be understood that the techniques of the present disclosure might be
implemented using a variety of technologies. For example, the methods described
herein may be implemented by a series of computer executable instructions residing on
a suitable computer readable medium. Suitable computer readable media may include
volatile (e.g. RAM) and/or non-volatile (e.g. ROM, disk) memory, carrier waves and
transmission media. Exemplary carrier waves may take the form of electrical,
electromagnetic or optical signals conveying digital data steams along a local network

or a publically accessible network such as the internet.

It should also be understood that, unless specifically stated otherwise as apparent {from
the following discussion, it is appreciated that throughout the description, discussions
utilizing terms such as "estimating" or "processing" or "computing" or "calculating”,
"optimizing" or "determining" or "displaying" or “maximising” or the like, refer to the
action and processes of a computer system, or similar electronic computing device, that
processes and transforms data represented as physical (electronic) quantities within the
computer system's registers and memories into other data similarly represented as
physical quantities within the computer system memories or registers or other such

information storage, transmission or display devices.

The present embodiments are, therefore, to be considered in all respects as illustrative

and not restrictive.
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CLAIMS:
1. A computer implemented method for generating shares of secret data
represented by secret data elements based on a first threshold for the number of shares
that allow determining the secret data, the method comprising:
determining the shares of secret data based on

the secret data elements,

one or more random data elements added to the secret data elements, and

coefficients of a systematic maximum distance separable (MDS) code,
wherein the MDS code has a number of input data elements that is equal to the first
threshold and that is also equal to the number of secret data elements plus the number

of the one or more random data elements.

2. The method of claim 1, wherein

determining the shares of secret data comprises determining the shares of secret
data such that L secret data elements can be determined based on a first threshold
number t of the shares, and

determining the shares of secret data comprises determining the shares of secret

data based on t — L random data elements added to the secret data elements.

3. The method of claim 2, wherein the number of input data elements of the MDS
code is t and the number of output elements is n+L, wherein n represents the number of

shares.

4. The method of any one of the preceding claims, wherein determining the
shares comprises determining code words of the MDS code as shares such that each of

the shares is different to any part of the secret data.

5. Software, that when installed on a computer causes the computer to perform the

method of claim 1 or 4.

6. A computer system for generating shares of secret data based on a first
threshold for the number of shares that allow determining the secret data, the computer
system comprising:

an input port to receive the secret data;

a processor to determine the shares of secret data based on

the secret data,
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random data added to the secret data, and

coefficients of a systematic maximum distance separable (MDS) code,
wherein the MDS code has a number of input data elements that is equal to the first
threshold and that is also equal to the number of secret data elements plus the number
of random data elements; and

an output port to send each of the shares to a recipient computer system.

7. A computer implemented method for generating multiple shares of secret data
represented by secret data elements based on a first threshold for the number of shares
that allow determining the secret data, the method comprising:

determining multiple shares based on the multiple secret data elements and
based on one or more random data elements, wherein

determining the multiple shares comprises for each of the multiple shares
determining a linear combination of the multiple secret data elements and the random
data elements based on one of multiple sets of coefficients,

the multiple sets of coefficients are linearly independent,

the distance between each of the multiple sets of coefficients is maximal,

each of the multiple sets of coefficients comprises exactly the first threshold
number of coefficients and comprises exactly the number of secret data elements plus

the number of random data elements.

8. The method of claim 7, wherein each of the multiple sets of coefficients is

representative of a row or column of a code generator matrix.

9. The method of claim 7 or 8, wherein the multiple sets of coefficients are

coefficients of a generator matrix of a systematic maximum distance separable code.

10.  The method of any one of claims 7 to 9, wherein

determining the multiple shares comprises determining the multiple shares such
that L secret data elements can be determined based on a first threshold number t of the
multiple shares, and

determining the multiple shares comprises determining the multiple shares based

ont — L random data elements.

11. The method of claim 10, wherein

determining the multiple shares comprises determining n shares, and
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at least n — t + L sets of coefficients comprise at least two coefficients greater

than zero.

12. The method of any one of claims 7 to 11, further comprising:

receiving configuration data indicative of the threshold number t, a value n
indicative of how many shares are to be determined and a value L indicative of how
many shares are required to allow a reduction of uncertainty in relation to the multiple
secret data elements; and

determining a measure of redundancy based on t, n and L.

13. The method of claim 12, wherein determining the measure of redundancy

comprises calculating n —t + L.

14. The method of claim 12 or 13, further comprising determining at least part of a
generator matrix for a maximum distance separable code with t input values and n + L

output values.

15. The method of any one of claims 12 to 14, further comprising determining a
number of random data elements to be added to the multiple secret data elements based
ontand L.

16. The method of claim 15, wherein determining the number of random data

elements comprises calculating t — L.

17.  Software, that when installed on a computer causes the computer to perform the

method of any one of claims 7 to 16.

18. A computer system for generating shares of secret data represented by secret
data elements based on a first threshold for the number of shares that allow determining
the secret data, the system comprising:

an input port to receive the multiple secret data elements;

a processor to determine multiple shares based on the multiple secret data
elements and based on one or more random data elements; and

an output port to send each of the multiple shares to a receiving computer
system,

wherein



10

15

20

25

30

WO 2016/015105 PCT/AU2015/050431

48

determining the multiple shares comprises for each of the multiple shares
determining a linear combination of the multiple secret data elements and the random
data elements based on one of multiple sets of coefficients,

the multiple sets of coefficients are linearly independent,

the distance between each of the multiple sets of coefficients is maximal, and

each of the multiple sets of coefficients comprises exactly the first threshold
number of coefficients and comprises exactly the number of secret data elements plus

the number of random data elements.

19. A computer implemented method for performing an operation between first
secret data and second secret data, the method comprising:

performing the method of claim 1 to determine first shares of the first secret
data;

performing the method of claim 1 to determine second shares of the second
secret data;

generating multiple pairs, each of the multiple pairs comprising a first element
based on the first shares and a second element based on the second shares to allow
performing the operation between the first secret data with second secret data based on

distributed processing of each of the multiple pairs.

20. The method of claim 21, wherein the operation is multiplication of the first

secret data with the second secret data.

21. The method of claim 19 or 20, wherein

the first element is one of the first shares and the second element is one of the
second shares, and

generating the multiple pairs of shares comprises generating all possible

combinations of the first shares with the second shares.

22. The method of claim 19 or 20, wherein the first element is based on a sum of

two first shares and the second element is based on a sum of two second shares.

23. The method of claim 22, wherein generating the multiple pairs is according to:



10

15

20

25

30

WO 2016/015105 PCT/AU2015/050431

49
EE] 0 ... 0
El +ELE+E] :

: 0
E +E E’+E’ -.-E E’

where E! is an i-th first share and EJ2 is an j-th second share.

24. The method of any one of claims 19 to 23 further comprising:

combining the first element with the second element of each pair to obtain
combination result for each pair;

determining multiple combination values for each pair based on the
combination result and a vector of distribution values;

determining shares of the multiple combination values by performing the
method of claim 1 based on the multiple combination values for each pair; and

distributing the multiple shares to multiple processing peers to allow
performing the operation between the first secret data with second secret data based on

distributed processing of each of the shares of the multiple combination values.

25.  Software, that when installed on a computer causes the computer to perform the

method of any one of claims 29 to 24.

26. A computer system for performing an operation between first secret data and
second secret data, the computer system comprising:
an input port to receive the first secret data and the second secret data;
a processor to
perform the method of claim 1 to determine first shares of the first secret
data;
perform the method of claim 1 to determine second shares of the second
secret data;
generate multiple pairs, each of the multiple pairs comprising a first
element based on the first shares and a second element based on the second shares to
allow performing the operation between the first secret data with second secret data
based on distributed processing of each of the multiple pairs; and
an output port to send the multiple pairs to one or more receiving computer

systems.
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