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(57) Abstract: Examples associated with printer authentication are
described. One example print container includes a space for a supply
of print material and an interface for delivering the print material to
a printer to which the print container is connected. An authentication
module provides an authentication signal to a decrypted module em-
bedded in firmware of the printer. The decrypted firmware module
is kept in an encrypted state until decrypted by a decryption module
embedded in the firmware of the printer. The decrypted module is
decrypted after the decryption module receives a decryption key af-
ter release of the printer.
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PRINTER AUTHENTICATION

CROSS REFERENCE TO RELATED APPLICATIONS

[0001] The subject matier of this application is related 1o that of copending
patent application Ser. No. ______ filed concurrently herewith by M. Nelson et al. for
FIRMWARE MODULE ENCRYPTION (Atty. Docket No. 84460067} and assigned to a
common assignee, The disclosure of application Ser, No. _____is incorporated
herein by reference.

[0002] The subject matter of this application is related to that of copending
patent application Ser. No. ___ filed concurrently herewith by M. Nelson et al. for
PRINTER FIRMWARE ENCRYPTION {Alty. Docket No. 84460072} and assigned fo
a common assignee. The disclosure of application Ser. No. __ is incorporaled
herein by reference.

BACKGROUND

{0003] Printers of all shapes, sizes, and types consume print materials to
create their desired oulput, whether that culput is a printed page, a photograph, a
poster, a box to hold a product, a 3D printed model, and so forth. The print materials
are often delivered fo the printers in containers that are inserted or otherwise
connected to the printers so that the printer does not have {o be replaced when it runs
out of a print material. Some print containers contain electronic mechanisms that
communicate with the printer for a variety of purposes including, for example, security,
racking remaining materials, the printing process itself, and so forth.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] The present application may be more fully appreciated in connection
with the following detailed description taken in conjunction with the accompanying
drawings.

[0005] FIG. 1 dHlusirales an example printer frmware associated with printer
authentication.
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[0008] FIG. 2 Hlustrates an example print container associated with printer

authentication.

[0007] FIG. 3 Hustrates a flowchart of example operations associated with
printer authentication.

[0008] FIG. 4 Hlustrates another flowchart of example operations associated
with printer authentication.

[0009] FIG. 5 illustrates an example printer associated with printer
authentication.

[0010] FIG. 6 illustrates an example printer in which example systems, and
methods, and equivalents, may operate.

DETAILED DESCRIPTION

[0011] Systems, methods, and equivalents associated with printer
authenticalion are described. When a manufacturer sells printers, the manufacturer
often also sells aftermarket printing supplies as a secondary market {o the printer. In
some cases, the manufacturer may make more money selling the printing supplies
than selling the printers themselves. The manufacturer may even sell printers at or
below the cost of producing the printers, with the expectation of recouping losses on
the aflermarket supplies. This business model may lead to competifors that operates
solely in the supply industry to undercut the printer manufacturer on the printing
supplies. The competitors may employ a varisty of {echniques including producing
their own supplies, refilling supply conlainers originally supplied by the printer
manufacturer, and so forth. Supplies produced by the competitors may be inferior o
those provided by the manufacturer o allow the competitor to further undercut the
manufacturer. Sometimes, the inferior supplies may be damaging fo the original
winter andfor reduce s effective life time, which may cause the manufacturer or
consumers fo incur unnecessary service andfor printer replacement costs. In other
exampies, competitors may illegally counterfeit supplies by, for example, infringing



WO 2017/204824 PCT/US2016/034642

inteltectual property rghts owned by the manufacturer in the printer andior the
supplies. Competitors may also encourage cost cutling consumers of the printers fo
breach service confracts with the manufaclurer, causing the consumer and/or the

manufacturer to incur additional costs related to the contract.

[0012] To hinder usage of counterfeil or otherwise unauthorized aflermarket
printer supplies, a printer manufacturer may embed a series of encrypted firmware
modules within a printer that perform a varlely of authentication techniques. The
encrypted firmware modules may be periodically activated over time, corresponding
{0 a release schedule for print supplies. Print supplies manufactured over the course
of the release schedule may be designed to respond o authentication technigues that
have been recently activated within the printer. This may make it more difficult for
counterfeiters to keep up with authentication techniques used by printers and newly
rejeased cartridges. Additionally, the new authentication techniques may be activated
without updating the firmware of the printer allowing the authentication techniques o
be activaled in the printer without access to the printer afler the printer has been
distributed.

[0013] Figure 1 Hlustrales an example printer firmware 100 associated with
printer authentication. it should be appreciated that the ilems depicted in figure 1 are
itlustrative examples, and many different systems, devices, and so forth, may operate
in accordance with various examples.

[0014] Figure 1 Hlustrales an example printer firmware 100 associated with
printer authentication. Printer firmware 100 may be embedded in a printer (not shown ).
The printer may perform g variely of funclions, some of which may be controlled by
other uniliusirated portions of printer firmware 100, Printer firmware 110 includes a
set of authentication modules including first authentication module 100, second
authentication module 112, and Nth authentication module 114, Though three
authentication modules are shown, printer firmware 100 may include any number of
authentication modules based on, for example, firmware space available, or other
technical or business concerns. The authentication modules may reside within prinfer
firmware 100 in an encrypted state, The encrypted state may prevent activation of the
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auythentication modules unless respective decryption keys are also available to the

printer firmware.

[0015] For consistency in explanation, the authentication modules will be
described herein based on thelr activation order. Consequently, for description
purposes, first authentication modude 110 may be activated at a first point in ime,
second authentication module 112 may be activated at a second point of time later
than the first point in time, and so forth. However, a printer firmware 110 having N
authentication modules may have the N authentication modules aclivated in a variety
of orders depending on which order decryption keys for authentication modules are
made available fo printer firmware 100, By way of illustration, a set schedule may
resull in decryplion keys being received in an order known prior to the eventual
activation of the authentication modules. Encryption keys heing released on a sel
schedude may occur when, for example, encryption keys are stored securely within a
printer via a technology that is difficult to modify once the printer has been sold. in
other examples, decryption Keys may be provided in an order determined over time.
Providing decryplion keys over time may be possible whan, for example, there is a
high likelihood that the printer will have network access allowing decryption keys fo be
provided via the network. The technique used for decryption key delivery may depend
on, for example, whether there is a set schedule for decryption key delivery, a
likebhood a printer will have access o a network, and so forth,

[0016] When decrypted and activated, authentication modules may
authenticate print supplies as print supplies that are authorized for use by the printer
in which printer firmware 100 is embedded. Though print supplies 120, 122, and 124
are flustrated as single items, the print supplies may actually represent sets of print
supplies. In other examples, components of printers other than print supplies may
also be authenticated by decrypted authentication modules. For example, it may also
be desirable {o authenticate replacement parts, printer peripherals, and so forth,

{00171 Achivaling an authentication module may be performed using a varniety
of techniques. Inone example, authentication modules may operate independently of
one another and be capable of executing perpetually once decrypled unless otherwise
maodified at a later point. {n other examples, aclivation of an authentication module
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may prevent a previously aclive authentication module from running, sffectively
causing authentication modules to replace one another once decrypted. In another
example, authentication modules may be run once and modify another portion of
firmware, updating the firmware o authenticate a new print supply. Other activation
techniques may also be possible.

[0018] In varicous examples, different authentication modules may
authenticate different print supplies. By way of llustration, first authentication module
110 may authenlicate a first print supply 120, second authentication module 112 may
authenticalion second print supply 122, and Nth authenlication module may
authenticate an Nth print supply 124, In other examples, authentication modules may
authenticate sets of print supplies based, for example, on their activation order. By
way of Hustration, second authentication module 112 may authenticate first print
supply 120 and second print supply 122, and Nth authentication module 114 may
authenticate first print supply 120, second print supply 122, Nth print supply 124, and
any other print supplies. In other examples, authenlication modules may be
configured fo authenticate known sets of print supplies, and so forth. In another
alternative, different authenfication modules may be configwred fo attempl o
authenticate print supplies using unique techniques, and print supplies may be

configured 1o respond to different sets of the unique technigques.

{0019] How authentication modules authenticate print supplies may depend
oy the sophistication of the print supplies.  In some examples where print suppliss
merely deliver materials to a printer, authentication may be achieved by an
authentication module causing a memory embedded in a print supply to be read for,
for example, an authentication code. in other examples, print supplies may be
engingered {0 be capable of communicating various information to a printer when
connected and provided power. in these examples, the print supplies may generate
a response to a signal received from an authentication module to prove the print

supplies are authorized.

{0020] As discussed above, authentication modules may initially reside within
printer firmware 100 in an encrypted state and be inactive while encrypted. To decrypt
the authentication modules, printer firmware 100 may include a decryption module
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130. Decryplion module 130 may receive decryplion keys thal correspond o
authentication modules from a key provider 199, thereby causing decryption module
130 to decrypt and activate the authentication modules. In various examples, key
provider 199 may reside within another component of the printer in which printer
firmware 100 is embedded. By way of illustration a secure application spedific
integrated circult built into the printer may act as key provider 199 and provide
decryption keys to firmware decryption module 130 based on certain known events.
These events may be, for example, based on the passage of time. This may be
desirable when a release schedule for batches of print supplies is known at a time of
production of the printer so that authentication modules can be decrypted at times
corresponding to release of the baiches of print supplies. In other examples, key
provider 198 may be external 1o the printer conlaining printer firmware 160, An
enternal kKey provider 189 may be, for example, a remole server cannected 1o the
printer over a network, a user, another device to which the printer is connecled; and
so forth.

[0021] Ut is appreciated that, in the following description, nurmerous specific
details are set forth to provide a thorough undersianding of the examples. However,
it is appreciated that the examples may be pracliced without fimitation to these specific
details. In other instances, methods and structures may not be described in detail fo
avoid unnecessarily obscuring the description of the examples. Also, the examples
may be used in combination with each other.

[0022] "Module”, as used herein, includes but is not limited fo instructions
stored on a computer-readable medium or in execution on a machine that perform a
funclion{s) or an action{s), and/or to cause a function or action from another module,
method, and/or systam.  Where multiple logical modules are described, it may be
possible {0 incorporate the multiple logical modules into one logical module. Similarly,
where a single logical module is described, it may be possible to distribule that single

logical module bebween multiple logical modudes.

[0023] Figure 2 illustrates an example print container 200 associated with
printer authentication. Print container 200 includes a supply of print material 210
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Supply of print matedal 210 may be stored in a space, cavity, hallow, and so forth built

into print container 200.

[0024] Print container 200 also includes an interface 220. interface 220 may
deliver print material from supply of print matenal 210 {o a printer 299 {o which print
container 200 is connected. Thus, printer 289 may consume printer malerial itself as
it completes print jobs. in other examples, printer 288 may control print container 200
to eject print material o complete jobs. Printer 289 may be, for example, a desktop
printer, a shared office printer, an industrial printer, a 3D printer, and so forth. In
varicus examples, print container 200 may be inserted inte a receptacie of printer 299
that is designed to receive print containers 200, In other exxamples, inferface 220 may
connect print container 200 and printer 289 via a hose or other print matenial delivery

mechanism.

[0025] Print container 200 also includes an authentication module 230,
Authentication module 230 may provide an authentication signal fo a decrypled
module 290 embedded in a firmware of printer 299, in various examplaes, decrypted
firmware module 290 may be kept in an encrypled state in the firmware of printer 299
until the firmware is decrypted by a decryption maodule 295, A decryption module 295
may also be embedded in the firmware of printer 289, Decryption module 285 may
decrypt decrypted module 280 upon receiving a decryption key that corresponds fo
decryption module 280, The decryption key may be received by decryption module
285 after release of the printer.

[0026] In some examples, authentication module 230 may respond with the
authentication signal fo a request received from printer 289 (e.g., from decrypted
module 280}). in other examples, authentication module 230 may be a memory
embedded in print container 200. Consequently, decrypted module 290 may access
the memory when print container 200 is connected to printer 288, This may be
achieved by, for example, building the memory into print container 200 such that an
operable connection exists between the memory and decrypted module 200 via
interface 220.
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[0027] Figure 3 lustrates a3 method 300 associated with printer authentication,
Method 300 may be embodied on a non-transitory processor-readable medium storing
processor-executable instructions. The instructions, when executed by a processor,

may cause the processor {o perform method 300,

[0028] Method 300 includes embedding a set of encrypled modules in a
firmware of a printer at 310. The set of encrypted modules may be decrypted and
activated upon receiving members of a sef of decryption keys. The decryption keys
may correspond o specific members of the set of encrypled modules. The encrypted
modules may facilitale delivering additional funclionality {o and/or modifying
authentication techniques used by the printer after the printer has been distributed,

without having access the printer {2.qg., physical access, network access).

[0029] Method 300 also includes embedding a first authentication module in g
first print container at 320, The first authentication module may provide a first
authentication signal to the prinfer into which encrypled modules were embedded at
action 310. The first authentication signal may contral a first encrypted module to
accept the first print confainer as an approved print container. An approved container
of print material may be, for example, a print container that has been designed and

manufactured for the printer and is not a counterfeit print container.

[G030] Method 300 also includes embedding a second authentication module
in a second print container al 330. The second authentication module may provide a
second authentication signal {o the printer. The second authentication signal may
contral a second encrypted module 1o accept the second print container as an
approved print container. Additionally, the second authentication signal may not
control the first encrypted module {0 accept the second print container as an approved
print container.

[0031] In some examples, the first authentication module and the second
authentication module may be memaries embedded in print containers that are
accessed by the printer to obtain the respective authentication signals. In other

examples, the first authentication module and the second authentication module may
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respond o requesis received from encrypted modules with the respeciive

authentication signals.

[0032] Figure 4 illustrates a method 480 associated with printer authentication.
Meathod 400 includes several actions similar {0 those described above with reference
to method 300 {figure 3). For example, method 400 includes embedding a set of
encrypied modules in a printer firmware at 410, embedding a first authentication
module in a first print container at 420, and embedding a second authentication
maodule in a second print container at 430.

[0033] Method 400 also includes controfling delivery of members of the set of
decryption keys to the printer at 440. Conirolling delivery of the members of the set of
decryption keys to the printer may include embedding a secure application specific
integrated circuit (ASIC) into the printer. In other examples, delivery of the members
of the sei of decryption keys may be achieved by providing the decryption keys fo the
printer via a network connection, providing the decryption keys {0 a user with access
to the printer, and so forth. The secure ASIC may supply members of the set of
decryption keys upon occurrences of predefined events. The predefined events may
relate o, for example, specific dates and tmes, usage of the printer, maintenance

events associated with the printer, and so forth.

[0034] Figure 5 flustrates a printer 500 associated with printer authentication.
Printer 500 includes a component receptacie 510. Component receptacie 510 may
receive a printer component 589, The component may be, for example, a container
that delivers a supply of print material {o the printer, a replacement part for the printer,
and so forth.

{0035] Printer 500 also includes a set of encrypled firmware modules 520.
Encrypled Hrmware modules 520 may authenticate printer components 589 inseried
into component recepiaclte 510, Encrypted firmware modules 520 may employ a set
of authentication techniques to authenticate printer components 598, In some
examples, a first authentication technique may authenticate a first set of printer

components and a second authentication fechnigue may authenticate a second set of
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printer components. Here, the first sel of printer components may be a subset of the

second set of printer components.

[0036] Printer 500 also includes a firmware decryption module 530, Firmware
decryption module 530 may perodically decrypt a member of the set of encrypted
firmware modules 520, Firmware decryption module 830 may decrypt the member of
the set of encrypted firmware modules 520 upon receiving a decryption key that
corresponds 1o the member of the set of encrypled firmware modules 520.

{00371 In some examples, printer 500 may include a secure storage module
{not shown). The secure storage module may periodically release decryption keys fo
firmware decryplion module 530. The decryplion keys may be released based on a
schedule of evenis generated prior 1o the production of the printer. The events may
be based on, printer usage, usage of components of the printer, passage of ime, and
so forth,

[0038] Figure 6 #llusirates an example printer in which example systems and
methods, and equivalents, may operate. The example printer may be a printer 800
that includes a processor 610 and a memory 620 connected by a bus 630, Printer
600 includes a printer authentication module 640. Printer authentication moduie 640
may perform, alone or in combingtion, various funclions described above with
reference to the example devices, methods, and so forth.  In different examples,
printer authentication module 640 may be implemented as a non-transitory computer-

readable medium storing processor-execulable instructions,

[6039] The instructions may also be presented o device 600 as dala 650
andior process 660 that are temporanly stored in memory 820 and then executed by
processor 810, The processor 810 may be a variety of processors including dual
microprocessor and other mulli-processor architectures. Memory 620 may includs
non-volatile memory {e.g., read only memory} andfor volatile memary {e.q.. random
access memary). Memory 620 may also be, for example, a magnetic disk drive, a
solid state disk drive, a floppy disk drive, a tape drive, a flash memory card, an optical
disk, and so on. Thus, memory 620 may store process 8660 and/or data 850. Device
600 may also be associated with other devices including other computers, devices,

A0~
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peripherals, and so forth in numerous configurations (nof shown). itis appreciated that
the previous description of the disclosed examples is provided {o enable any person
skilled in the art to make or use the present disclosure. Various modifications to these
examples will be readily apparent to those skilled in the art, and the generic principles
defined herein may be applied {o other examples without depariing from the spirit or
scope of the disclosure. Thus, the present disclosure is not intended to be limited o
the examples shown herein butis to be accorded the widest scope consistent with the

principles and novel features disclosed hersin.

41
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WHAT 1S CLAIMEDR 15;

1. A print container, comprising:

a space for a supply of print materiat;

an interface for delivering the print material to a printer to which the print
container is connecied; and

an authentication module to provide an authentication signal 1o a decrypted
module embedded in firmware of the printer;

where the decrypted firmware module is kept in an encrypted state until
decrypted by a decryption module embedded in the firmware of the printer upon
receipt of a decryption key, where the decryption key is received by the decryption
miodule after release of the printer.

2. The print confainer of claim 1, where the authentication module is a
memory embedded in the print container that is accessed by the decrypted module

when the print container is connected {o the printer.

3. The print container of ¢laim 1, where the authentication module
responds to a request received from the printer with the authentication signal.

4, A method, comprising:

ambedding in the firmware of g printer, a set of encrypted modules that are
decrypted and aclivated upon receiving members of a set of decryplion keys that
correspond o members of the set of enarypted modules;

embedding in a first print container, a first authentication module that provides
a first authentication signal to the printer, where the first authentication signal
contrals a first encrypled module 1o accept the first print container as an approved
print container; and

embedding in a second print container, a second authentication module that
provides a second authentication signat {o the printer, where the second

authentication signal controls a second encrypted module 1o accept the second print

-42-
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container as an approved print container, and where the second authentication
signat does not control the first encrypted module o accept the second print

container as an approved print container.

B, The method of claim 4, comprising controlling delivery of the members
of the set of decryption keys to the printer.

6. The method of claim 5, where controlling delivery of the members of
the set of decryption keys fo the printer comprises embedding a secure application
specific integrated circuil info the printer that supplies the members of the set of
decryption keys upon occurrences of predefined svents.

7. The methad of claim 4, where the first authentication module and the
second authentication module are memaories that are accessed by the printer fo

obtain respective authentication signals.

8. The method of claim 4, where the first authentivation module and the
second authentication module respond with respective authentication signals to
requests received from encrypted modules.

8. A printer, comprising:

a receplacie for a printer component 1o receive a printer compaonent;

a set of encrypled firmware modules thal authenticate printer components
insarted into the receptacle using a set of authentication techniques;

a firmware decryption module to penodically decrypt a member of the set of
encrypied firmware modules upon receiving a decryption key that corresponds o the
member of the set of encrypled firmware modules.,

10, The printer of claim 8, where a first authentication lechnique
authenticates a first set of printer components, where a second authentication
fechnique authenticates a second set of printer components, and where the first set
of printer components is a subset of the second set of printer components.
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1. The printer of claim B, comprising a secure storage module to

periodically release decryption keys to the firmware decryption module.

12, The printer of claim 11, where the decryption keys are released based
on a schedude of events generated prior (o the production of the mrinter.

13.  The printer of claim 12, where the evenls are based on one of, printer

usage, usage of components of the printer, and passage of time.

14.  The printer of claim 8, where the printer component is a confainer that

delivers a supply of print material {o the printer.

158, The printer of claim 8, where the printer component is & replacement

part for the printer.

-t
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