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BACKGROUND

[0004] Use of a utility such as water, electricity, natural gas or other utility or

energy is conventionally by the demand of a user. The user may use as much or as little

as is desired, paying as the energy is used, and perhaps paying at a prevailing market

rate which may vary according to a schedule or current demand. This may be

undesirable because the price of a utility and especially energy may fluctuate according

to schedule and/or demand and it may be that certain times are more cost effective. This

may be true from either the standpoint of a control device or the standpoint of a user if

the user is exposed to knowledge of wholesale pricing of the energy.

[0005] Where a user is exposed to costs, the user may find it undesirable to, for

example, consume a resource or operate an appliance such as dishwasher swimming

pool filter or other appliance at peak pricing. It may be more cost effective to operate

the dishwasher to clean dinner or the day's dishes at, for example, 3 am because of a

low demand and associated lower energy pricing where clean dishes are still available in

the morning. The same may be true for operating other energy consuming appliances

and for off-peak charging of electric vehicle batteries from a residential source or when

such charging such vehicle batteries becomes more widespread.

[0006] Even if some users are willing to be subject to some or full control of their

utility or energy use, other users may not be willing to turn over full control. Such users

may have a desire to allow a control device to have influence over their utility or energy

use decisions, but may not want the centralized control to have complete control.

[0007] Other users may desire that a centralized management system have no

control over their utility or energy use, but may still be willing to receive messages

pertaining to the cost effectiveness of energy usage at various times. They would then

be in a better position to make their own informed decisions relative to utility or energy

usage.

[0008] What is needed is a system and method for controlling utility and/or energy

usage so that energy consumption is, at times, limited.

[0009] The foregoing examples of the related art and limitations related therewith

are intended to be illustrative and not exclusive. Other limitations of the related art will



become apparent to those of skill in the art upon a reading of the specification and a

study of the drawings.

SUMMARY

[0010] The following embodiments and aspects thereof are described and illustrated

in conjunction with systems, tools, and methods that are meant to be exemplary and

illustrative, not limiting in scope. In various embodiments, one or more of the above

described problems have been reduced or eliminated, while other embodiments are

directed to other improvements.

[0011] In one non-limiting aspect there may be provided a system comprising: a

request interface receiving an instruction to control energy use; a scheduler coupled to

the request interface identifying one or more devices to provide commands to control

energy use; and a command provider creating messages for the one or more identified

devices to limit energy use.

[0012] In another non-limiting aspect there may be provided a method comprising:

receiving a request to control energy use; providing the request to a scheduler; creating

a message for a device subject to the request; and providing the request to the device.

[0013] In another non-limiting aspect there may be provided a method comprising:

receiving a request to control energy use; authenticating the request to control energy

use; removing message headers; and providing a table request.

[0014] In another non-limiting aspect there may be provided a device comprising: a

radio coupled to a communications logic unit; an external energy using component

coupled to the communications logic unit; and a memory storing tables, the memory

including instructions for disabling the external energy using component coupled to the

communications logic unit.

[0015] In another non-limiting aspect there may be provided a system comprising:

means for receiving an instruction to disable an external energy using device; means for

generating a message to the external energy using device to instruct the external energy



using device to cease energy consumption; and means for providing the message to the

external energy using device.

[0016] In another non-limiting aspect there may be provided a computer program

stored in a computer readable form for execution in a processor and a processor coupled

memory to implement a method comprising: receiving a request to control energy use;

providing the request to a scheduler; creating a message for a device subject to the

request; and providing the request to the device.

[0017] In another non-limiting aspect there may be provided a computer program

stored in a computer readable form for execution in a processor and a processor coupled

memory to implement a method comprising: receiving a request to control energy use;

authenticating the request to control energy use; removing message headers; and

providing a table request.

[0018] This Summary introduces concepts in a simplified form that are described

more fully below in the Detailed Description. This Summary is not intended to identify

key or essential features of the claimed subject matter, nor is it intended to be used to

limit the scope of the claimed subject matter.

BRIEF DESCRIPTION OF THE DRAWINGS

[0019] FIG. 1 depicts a diagram of an exemplary system including a control device

and a target device.

[0020] FIG. 2 depicts a diagram of an exemplary system for controlling energy use.

[0021] FIG. 3 depicts components included in an exemplary head end system.

[0022] FIG. 4 depicts a flowchart of a non-limiting example of a method for

controlling energy consumption of a demand response device.

[0023] FIG. 5 depicts a diagram of an exemplary energy control device.

[0024] FIG. 6 depicts a flowchart of a non-limiting example of a method for

controlling energy consumption.



[0025] FIG. 7 depicts a system for providing a message from a NAN-WAN gate to

a target device on a home area network (HAN).

[0026] FIG. 8 depicts a flowchart of an exemplary method for providing a message

to a target device in the ZigBee protocol.

[0027] FIG. 9 depicts a non-limiting example of an exemplary system for

controlling energy use of a pool pump.

[0028] FIG. 10 depicts an exemplary configuration having a plurality of devices on

an automated metering infrastructure (AMI) network.

DETAILED DESCRIPTION

[0029] In the following description, several specific details are presented to provide

a thorough understanding. One skilled in the relevant art will recognize, however, that

the concepts and techniques disclosed herein can be practiced without one or more of

the specific details, or in combination with other components, etc. In other instances,

well-known implementations or operations are not shown or described in detail to avoid

obscuring aspects of various examples disclosed herein.

[0030] FIG. 1 depicts a diagram of an exemplary system 100 including a control

device 102 and a target device 104.

[0031] The control device 102 could be a head end unit, or one of many distributed

control devices such as a network gate. For example, the gate may be a NAN- WAN

gate (neighborhood area network - wide area network gate). The control device 102

may include a radio. The control device 102 may communicate by wired or wireless

communications.

[0032] The target device 104 may be any device that consumes, controls, or

otherwise uses a utility such as energy. For brevity of description, references to energy

will imply a reference to other utilities and is used because energy is a primary utility to

be consumed, controlled, or otherwise used in this manner. By way of example, and not

limitation, an energy using device could be an electricity meter, an electrically operated

dishwasher, an electric pool pump, a high wattage or amperage switch or circuit breaker



controlling electrical energy for a home, or any other device that consumes, controls, or

otherwise uses energy. The device may optionally include nonvolatile storage for

recording energy consumption readings. The energy using device or energy consuming

device may be a part of the system or may be a device that is external to the system but

connected or coupled to it.

[0033] The target device 104 may include a radio and a communications logic

board. The target device 104 may be a demand response device, a load control device,

or any device known or convenient. The radio may communicate using any known or

convenient radio communications protocol. In a non-limiting example, the American

National Standards Institute (ANSI) C12.22 standard in effect as of the date of filing of

this application or an enhancement or extension of this standard governs the

communications.

[0034] FIG. 2 depicts a diagram of an exemplary system 200 for controlling energy

use. FIG. 2 includes request provider 202, head end 204, neighborhood area network to

wide area network (NAN-WAN) gate 206, a gateway such as home gateway 208, and

target device 210.

[0035] The request provider 202 may be a web based interface, an interface based

on the simple object access protocol (SOAP), or any known or convenient interface or

manner of communicating a request to control energy use.

[0036] The head end 204 may be a server, cluster of servers, or other known or

convenient request processing system. As used herein, a server may be a software

application executing as one or more instances on one or more hardware units. A

plurality of servers may include one or more hardware units executing one or more

instances of a software application. Each hardware unit may include a processor and

memory storing one or more instances of the software application providing instructions

for execution by the processor.

[0037] The optional NAN- WAN gate 206 may be a mesh gate, multi radio device or

other device able to communicate on a mesh network as well as a wide area network

such as one communicating via TCP-IP or another known or convenient

communications protocol. In a non-limiting example, the NAN-WAN gate provides



communications via multiple protocol stacks, including a stack dedicated to the Trilliant

mesh network, and a stack dedicated to wide area communications such as the TCP/IP

stack. A Trilliant mesh network may for example be or conform to networks and

network architectures of Trilliant Networks, Inc. or Redwood City, California.

[0038] The optional home gateway 208 may include multiple radios and processing

logic designed for a ZigBee network as well as a mesh network. The processing logic

of the home gateway 206 may enable translation of messages from the Trilliant mesh

network to a ZigBee network. A ZigBee network is a network that complies with the

ZigBee Alliance and uses ZigBee features and protocols, as well as to enhancements

and extensions thereto. ZigBee protocols and standards as promulgated at the date of

filing of this patent application are hereby incorporated by reference.

[0039] The ZigBee Alliance is an association of companies working to enable

reliable, cost-effective, low-power, wirelessly networked, monitoring and control

products based on an open global standard. The ZigBee Alliance focuses on defining

the network, security, and application software layers, providing interoperability and

conformance testing specifications, promoting the ZigBee brand globally to build

market awareness, and managing the evolution of the technology. Further information

about the ZigBee Alliance may be obtained at www.zigbee.org/en/about/.

[0040] The target device 210 may be an energy using device such as a load control

device, or demand response device. A load control device is a device which allows a

user to override centralized control when a command is issued to cease energy

consumption at the load control device. A demand response device may receive a

command to cease energy use and a user may not usually be able to override the

command, though exceptions may be permitted.

[0041] In the example of FIG. 2, in operation, the request provider 202 provides a

request to the head end 204 to cause one or more devices to cease energy use for a

duration of time to begin at a specified time. The request may be varied, and for a

group of target devices, the request may or may not specify individual devices;

optionally a class of target devices may be specified and the head end 204 may

determine individual devices to target. The head end or head end server 204 receives



the request from the request provider 202 and identifies one or more target devices 210

using the request. One or more messages are created including a message instructing

the target device 210 to cease energy consumption. Absent either an optional NAN-

WAN gate 206, and a home gateway 208, the message is provided directly to the target

device 210.

[0042] Where a NAN-WAN gate 206 provides connectivity between the head end

204 and the target device 210, the message is provided to the NAN-WAN gate 206 via a

wide area communications protocol, and the NAN-WAN gate 206 provides the message

to the target device 210.

[0043] Where a home gateway 208 provides connectivity between the NAN-WAN

gate 206 and the target device 210, the home gateway may use a protocol such as the

ZigBee protocol or another known or convenient protocol for providing a home area

network to provide the message from the NAN-WAN gate 206 to the target device 210.

[0044] FIG. 3 depicts components included in an exemplary head end system 300.

FIG. 3 includes request interface 306, scheduler 308, and command provider 310. An

message re-broadcaster 312 may optionally be provided.

[0045] The request interface 306 may be designed for any known or convenient

protocol. In a non-limiting example, the simple object access protocol (SOAP) is used.

The protocol may provide the requests to a framework, where a framework may govern

communications between devices on a network. Any known or convenient framework

may be used, such as for example, a framework available from Trilliant Networks of

Redwood City, California. Security may be used to protect the contents of requests

transferred. In a non-limiting example, a secure hypertext transfer protocol (HTTPS)

may be used to provide SOAP protocol requests to the request interface 306 in a secure

manner. A web based interface may be used to provide requests, or alternatively a

software application may provide requests to the request interface 306.

[0046] A request may specify a class of devices to target for a particular energy use

control request. Classes may be used to identify devices based on criteria such as the

purpose, energy consumption, time of use, or other known or convenient criteria for

controlling energy use.



[0047] The scheduler 308 may include a message creation engine operable to target

one or more devices based on a request. A message may be created for each device to

be targeted. The message may specify energy use criteria to a target device to cause the

target device to operate or not operate in a particular manner, such as for example, to

cease energy use at a specified time and/or for a specified duration of time. In some

cases, the target device may be permitted to operate in a standby manner wherein it

consumes some minimal energy to maintain settings, stored information, or to be able to

wake up and transition to a higher energy consumption mode. For a class of devices the

scheduler 308 may create one or more messages.

[0048] The command provider 310 may include one or more hardware units

executing one or more servers to provide one or more messages to one or more devices.

The command provider 310 may access a message created by the scheduler 308 as well

as one or more devices. The devices may be accessible via a network such as for

example including a wide area network (WAN), optionally a neighborhood area

network (NAN), and optionally a home area network (HAN).

[0049] The optional message re-broadcaster 312 may include a message replication

unit and a target device identification unit. The message replication unit may take an

existing message and create a second message targeting a device identified by the target

device identification unit. A plurality of messages may be created for a plurality of

target devices.

[0050] In the example of FIG. 3 in operation, the request interface 306 may receive

a request to limit energy use for a class of target devices according to a set of criteria.

The scheduler 308 may create one or more messages to control energy consumption of

one or more specified devices, one message per device. The command provider 310

may provide each message created to a network for transmission to the target device

associated with the message.

[0051] In the example of FIG. 3, in operation, the optional message re-broadcaster

312 may be used to identify target devices to which to provide messages. If the

message re-broadcaster is used then the scheduler may create one message per message

re-broadcaster. A plurality of message re-broadcasters may be used. Advantageously,



the scheduler 308 need not create a message for each and every target device, thus

distributing work to the message re-broadcaster 312. The message re-broadcaster 312

may create a message for each target device from the message provided to the message

re-broadcaster 312.

[0052] FlG. 4 depicts a flowchart of a non-limiting example of a method 400 for

controlling energy consumption of a demand response device. The method is organized

as a sequence of modules or steps in the flowchart. However, it should be understood

that these and modules associated with other methods described herein may be

reordered for parallel execution or into different sequences of modules.

[0053] In the example of FIG. 4, the method starts at module or step 402 with

receiving a request to control energy use. This request to control energy use may be

partial or complete. A device may be instructed to cease energy consumption entirely.

A time and duration may be specified. The request may specify a class of devices, or

alternatively a specific device. The request may be received in a secure format via a

network. In a non-limiting example, the simple object access protocol (SOAP) is used

in conjunction with the secure hypertext transfer protocol (HTTPS) to provide the

request.

[0054] In the example of FIG. 4, the flowchart continues to module or step 404 with

providing the request to the scheduler. The request may be re-transmitted from an

interface originally receiving the message to the scheduler via an internal network.

[0055] In the example of FIG. 4, the flowchart continues to module or step 406 with

creating a message for a device subject to the request. The device may be explicitly

identified in the request to control energy use, or alternatively may be identified by

criteria out of a pool of devices. In a non-limiting example, device class, time of use,

amount of energy used, or other known or convenient criteria may be used.

[0056] In the example of FIG. 4, the flowchart continues to module or step 408 with

providing the request to the device. The request may be transmitted directly to the

device, or may be retransmitted by one or more intermediate devices via one or more

networks. Where multiple networks are used multiple protocols may be used requiring



translation between the multiple protocols. Having transmitted a message confirming

the decrease of energy consumption, the flowchart terminates.

[0057] FIG. 5 depicts a diagram of an exemplary energy control device 500. The

exemplary energy control device depicted in FIG. 5 includes radio 506, energy using

component 508, processor 510, memory 512, optional display device 514, and optional

user input 516. Energy using component 508 may be external to the energy control

device 500, such as a commercial or residential appliance that is connected to or

coupled with the energy control device.

[0058] The energy control device 500 may be a load control device or a demand

response device. The load control device may be instructed to cease energy use,

however, a user may override the instruction when desirable. The demand response

device may receive a command to cease energy use and a user may not override the

command.

[0059] The radio 506 may be any known or convenient combination of electronic

components, e.g. transistors, resistors, inductors and other known or convenient

electronic components to perform a radio or communication function. The radio 506

may operate using one or more protocols. In a non-limiting example, a mesh network

protocol may be used by the radio 506 to communicate with other devices coupled or

coupleable to the mesh network.

[0060] The energy using component 508 may implement the function of the device;

in a non-limiting example, the energy using component 508 could be a dishwasher, a

pool pump, a light, or any known or convenient device using electricity. The energy

using component may be part of the system but is frequently an external component

separate from the system and coupled to the system in a manner that its energy use may

be controlled by the system.

[0061] The processor 510 may execute instructions found or stored in the memory

512 for communication, enabling and disabling the energy using component 508, and

performing other known or convenient tasks. The clock 518 may provide a current time

for the energy using device.



[0062] The memory 512 may include data structure such as a table structure

formatted to a format, such as for example to the ANSI C 12. 19 format. A table may be

specified for instructions to control energy use. The ANSI C 12. 19 table format is

described in ANSI C12 documents and standards that are in effect as of the date of

filing of this patent application and which documents and standards are herein

incorporated by reference.

[0063] The optional display device 514 may be coupled to an optional user input

516 for displaying information about the status of the energy using component 508.

The optional display device 514 may generate or produce messages or warnings that the

energy using component 508 will be disabled. For a load control device, the user input

516 may allow the user to prevent the disabling of the energy using component 508.

[0064] In the example of FIG. 5 in operation, the radio receives a message

instructing the processor 510 to disable the energy. The message may be provided

according to the table structure for the ANSI C 12. 19 format. In a non-limiting example,

the energy using component 508 is to be disabled between specified times, such as

between 5 pm and 10 pm. At the time specified by the clock 518, instructions stored in

the memory 512 executed by the processor 510 cause energy using component 508 to

cease energy consumption at the specified stop time (e.g., 5pm) and to prevent the

energy consumption from resuming until after the specified resume time (e.g., 10pm). If

the energy control device is a demand response device, the instruction may not be

overridden; however, if the energy control device is a load control device, the

instruction may be overridden by a command through the optional user input 516.

Emergency override may optionally be provided for demand response device.

[0065] FIG. 6 depicts a flowchart of a non-limiting example of a method 600 for

controlling energy consumption. The method 600 is organized as a sequence of

modules or steps in the flowchart. However, it should be understood that these and

modules associated with other methods described herein may be reordered for parallel

execution or into different sequences of modules.

[0066] In the example of FIG. 6, the method starts at module or step 602 with a

demand response device or load control device receiving a request to control energy



use. The request may be received via a radio, or via a wired connection. The request

may be structured as a table conforming to the ANSI C12.19 format.

[0067] In the example of FIG. 6, the method continues to module or step 604 with

authenticating the request. The request may be encrypted, such as by using a key.

Using the key, the device may decrypt the message. An inability to decrypt the message

because of an incorrect key may indicate that the request was not designed for the

device receiving the request.

[0100] In the example of FIG. 6, the method continues to module 606 with

removing message headers. Separating the request from the headers may yield the

request itself.

[0068] In the example of FIG. 6, the method continues to module or step 608 with

providing a table request to a host. The table request may be stored in memory

according to a table structure for the device. Storing the request in memory may make

the request accessible to a processor for further action.

[0069] FIG. 7 depicts a system 700 for providing a message from a NAN-WAN

gate to a target device on a home area network (HAN). FIG. 7 includes NAN-WAN

gate 702, home gateway 704, and ZigBee target device 714. The NAN-WAN gate 702

may communicate on a wide area network and via a mesh network. Additional

information about the ZigBee device, message translator and format is described in the

Zigbee Smart Energy Profile Specification which is incorporated herein by reference,

provided by the Zigbee Standards Organization and available through the world-wide

web.

[0070] The home gateway 704 includes a mesh radio 706, a mesh protocol

translator 708, and a ZigBee message translator 710.

[0071] The mesh radio 706 may communicate over a mesh network with the NAN-

WAN gate 702. The mesh radio 706 may receive messages intended for the ZigBee

target device 714. The mesh protocol translator 708 may receive a message formatted

for the mesh protocol and reduce it to an intermediate format. In a non-limiting

example, the mesh protocol translator 708 converts the mesh format to a plain text

formatted table structure.



[0072] The ZigBee message translator 710 may receive an intermediate format and

translate the format to the ZigBee format. In a non-limiting example a message in plain

text is formatted as a message in the ZigBee format. The ZigBee radio 712 provides

messages to devices in range of the ZigBee radio 712.

[0073] The ZigBee target device 714, may be any energy using device able to

receive messages via the ZigBee protocol. The ZigBee target device 714 may be one of

a plurality of ZigBee devices on a home area network (HAN).

[0074] In the example of FIG. 7 in operation, the NAN-WAN gate 702 provides a

message to the mesh radio 706. The mesh protocol translator 708 translates the

message from a mesh format to an intermediate format. The ZigBee message translator

710 translates the message from the intermediate format to the ZigBee format. The

ZigBee radio 712 then re-transmits the message from the home gateway 704 to the

ZigBee target device 714.

[0075] FIG. 8 depicts a flowchart of a method 800 for providing a message to a

target device in the ZigBee protocol. The method 800 is organized as a sequence of

modules or steps in the flowchart. However, it should be understood that these and

modules associated with other methods described herein may be reordered for parallel

execution or into different sequences of modules.

[0076] In the example of FIG. 8, the method starts at module or step 802 with

receiving a message formatted for a mesh protocol. The request may be received via a

radio, or via a wired connection. The request may be structured as a table to the ANSI

C12. 19 format.

[0077] In the example of FIG. 8, the method continues to module 804 with

translating the message from the mesh format to an intermediate format. In a non-

limiting example the intermediate format may be plain text or another known or

convenient format to translate to the ZigBee format.

[0078] In the example of FIG. 8, the method continues to module or step 806 with

translating the message from the intermediate format, such as a plain text message, to

the ZigBee protocol.



[0079] In the example of FIG. 8, the method continues to module or step 808 with

providing the message to the target device in the ZigBee format. The message may be

transmitted via a radio or wired connection to the target device.

[0080] FIG. 9 depicts a non-limiting example of a system 900 for controlling energy

use of a pool pump, where a pool pump is just an example of a type of energy

consuming device that may have a relatively high energy consumption but whose

operation is not usually time critical. FIG. 9 includes a request provider 902, a head end

904, a NAN-WAN gate 906, and a target device (pool pump) 922.

[0081] In the example of FIG. 9, the request provider transmits a request to disable

all pool pumps at lpm for one hour in a given neighborhood because of decreased

energy availability at lpm for the one hour period. The head end 904 identifies a

plurality of pool pumps in the area specified by the request. Messages identifying each

of the pool pumps including the pool pump 922 are generated instructing the devices to

cease energy consumption for an hour (or for some other duration of time or according

to some other condition, rule, or policy). The message identifying the target device 922

is transmitted to NAN- WAN gate 906, the direct route to the target device 922. The

NAN-WAN gate 906 then retransmits the message to the target device 922. The

message is received and stored in the target device 922 memory. At lpm the target

device 922 is disabled, and energy consumption ceases. After an hour, the target device

922 is allowed to resume energy consumption.

[0082] FIG. 10 depicts an exemplary configuration having a plurality of devices on

an automated metering infrastructure (AMI) network 1000. FIG. 10 includes head end

1002, wide area network (WAN) 1004, NAN- WAN gate 1006, neighborhood area

network (NAN) 1008, node 1010-1, node 1010-2, node 1010-n (collectively nodes

1010), microportal 1016, home area network (HAN) 1018 (sometimes referred to as a

premise area network (PAN)), node 1020-1, node 1020-2, node 1020-n (collectively

nodes 1020).

[0083] The head end 1002, sometimes referred to as the back end, server, or head

end server can include a suite of applications including functionality for an acquisition

system, real-time data access, device management, network management, and other



known or convenient functionality. The head end 1002 can include one or more

computing devices coupled or otherwise networked together.

[0084] The WAN 1004 can be, for example, metropolitan area network (MAN),

global area network such as the Internet, any combination of such networks, or any

other known convenient medium for communicating data. The WAN 1004 can include

routers, switches and/or other networking hardware elements coupled together to

provide communications to systems or within systems and devices coupled to the

network 1004.

[0085] The NAN- WAN gate 1006, sometimes referred to as a mesh gate / collector,

can include an IEEE 802.15.4 PAN Coordinator, an ANSI C12.22 Relay, a device

collecting messages from multiple units on the NAN and a firewall. An IEEE 802.15.4

PAN Coordinator may be a device that is responsible for communication between

devices on a NAN and complies with the IEEE 802.15.4 standard for transmission of

data that is in effect as of the date of filing of this patent application. An ANSI C12.22

Relay may be a device that is responsible for communication between devices on a

NAN and complies with the ANSI C12.22 standard for transmission of data that is in

effect as of the date of filing of this patent application. An access point operable to

perform many functions including, for example, but not limited to, one or any

combination of: relaying information from the head end server to the nodes, routing

information, aggregating information from the nodes and micro portals within its sub¬

network for transmission to the head end server, acting as a HAN coordinator,

transmitting mass firmware upgrades, and multicasting messages. A NAN- WAN gate

1006 may also be referred to as a collector because it collects information from the

nodes 1010 and micro portal 1016 in its sub-network.

[0086] The NAN 1008, can be a wireless, wired, or mixed wireless and wired

network. The NAN 1008 can transmit and receive signals using a protocol, for

example, the IEEE 802.15.4 standard for transmission of data that is in effect as of the

date of filing of this patent application can be used for wireless transmission. Similarly

for wired transmission, the Ethernet / IEEE 802.3 interface standard could be used.



[0087] The nodes 1010 can be devices operable to collect metering information and

transmit and receive signals via the NAN using any known or convenient protocol.

Examples of nodes 1010 could be a meter, a thermostat, a remote appliance controller

(RAC), in home display, or any known or convenient NAN device. Each of the nodes

1010 could potentially serve as a NAN-WAN gate by the addition of a WAN radio or

wired device allowing communication over the WAN 1004.

[0088] The microportal 1016, sometimes referred to as a micro access portal or

home gateway, may be a gateway in the sense that a protocol used by devices connected

to the gateway use a different protocol than the gateway uses to connect to the nodes

1020. In a non-limiting example, ZigBee, Z-Wave, or X-4 may be used by the nodes

1020 to connect to the microportal 1016 whereas the microportal 1016 uses the Trilliant

transport protocol to connect to the NAN-WAN gate 1006.

[0089] The HAN 1018 can be a wireless, wired, or mixed wireless and wired

network. The NAN 1008 can transmit and receive signals using a protocol, by way of

example and not limitation, the ZigBee, Z-Wave, or X-4 standard for transmission of

data that is in effect as of the date of filing of this patent application can be used for

wireless transmission. Similarly for wired transmission, the Ethernet / IEEE 802.3

interface standard could be used as well as other known or convenient wired interfaces.

[0090] The nodes 1020 can be devices operable to collect metering information and

transmit and receive signals via the HAN 1018 using any known or convenient protocol.

Examples of nodes 1020 could be a meter, a thermostat, a remote appliance controller

(RAC), in home display, or any known or convenient NAN device. Each of the nodes

1010 could potentially serve as a microportal by the addition of a NAN radio or wired

device allowing communication over the NAN 1008. Each of the nodes 1020 may

include a radio and a processor coupled to a memory storing instructions. The nodes

1020, may each communicate using the ZigBee protocol, the Z-Wave protocol, X-10 or

another known or convenient protocol.

[0091] It will be appreciated to those skilled in the art that the preceding examples

and embodiments are exemplary and not limiting in scope. It is intended that all

permutations, enhancements, equivalents, and improvements thereto that are apparent to



those skilled in the art upon a reading of the specification and a study of the drawings

are included within the true spirit and scope of these teachings. It is therefore intended

that the following appended claims include all such modifications, permutations, and

equivalents as fall within the true spirit and scope of these teachings.



CLAIMS

What is claimed is:

1. A system comprising:

a request interface receiving an instruction to control energy use;

a scheduler coupled to the request interface identifying one or more devices to

provide commands to control energy use; and

a command provider creating messages for the one or more identified devices to

limit energy use.

2 . The system of claim 1, further comprising a network gate relaying message from

the command provider to the one or more identified devices.

3. The system of claim 1, wherein the network gate comprises a NAN-WAN gate.

4 . The system of claim 1, wherein a message includes a command to limit energy

usage, and the command may be overridden.

5. The system of claim 1, wherein the messages includes a command to limit

energy usage, and the command may not be overridden.

6. A method comprising:

receiving a request to control energy use;

providing the request to a scheduler;

creating a message for a device subject to the request; and

providing the request to the device.

7. The method of claim 6, wherein the request is received via the simple object

access protocol (SOAP).

8. The method of claim 6, wherein the message is created along with a plurality of

other messages to control a plurality of devices along with the device.



9. A method comprising:

receiving a request to control energy use;

authenticating the request to control energy use;

removing message headers; and

providing a table request.

10. The method of claim 9, wherein the table request is formatted for an ANSI

C 12. 19 table.

11. The method of claim 9, wherein the request is carried as a message formatted to

the ANSI C 12.22 format.

12. A device comprising:

a radio coupled to a communications logic unit;

an external energy using component coupled to the communications

logic unit; and

a memory storing tables, the memory including instructions for disabling

the external energy using component coupled to the communications logic unit.

13. The device of claim 12, further comprising the external energy using component.

14. The device of claim 12, wherein the tables include instructions to limit energy

use by disabling the external energy using component.

15. The device of claim 12, wherein an instruction in the memory disabling the

external energy using component may be overridden.

16. The device of claim 12, wherein an instruction in the memory requires disabling

the external energy using component, the instruction may not be overridden.



17. The device of claim 12, further comprising an override switch, wherein, in

operation, a user enables the switch to prevent the control device to cease operation or

energy consumption.

18. The device of claim 12, further comprising a text display, wherein in operation,

the text display provides a message received via a signal to the radio to request that a

user cease energy usage.

19. The device of claim 12, further comprising a user accessible control enabling the

user to disable and enable energy usage.

20. A system comprising:

means for receiving an instruction to disable an external energy using

device;

means for generating a message to the external energy using device to

instruct the external energy using device to cease energy consumption; and

means for providing the message to the external energy using device.

2 1. The system of claim 20, wherein the message may be overridden.

22. The system of claim 20, wherein the message may not be overridden.

23. The system of claim 20, further comprising the external energy using device.

24. The system of claim 20, wherein the energy using device is selected from the set

consisting of: a pool pump, a washing machine, a dishwasher, a battery charger, an

electric or hybrid gas-electric vehicle, an energy consuming device that consumes

energy above a high predetermined or dynamically determined threshold rate.

25. A computer program stored in a computer readable form for execution in a

processor and a processor coupled memory to implement a method comprising:

receiving a request to control energy use;



providing the request to a scheduler;

creating a message for a device subject to the request; and

providing the request to the device.

26, A computer program stored in a computer readable form for execution in a

processor and a processor coupled memory to implement a method comprising:

receiving a request to control energy use;

authenticating the request to control energy use;

removing message headers; and

providing a table request.
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