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(57) ABSTRACT 
A user purchases a prepaid card (or optical disc 9), entering 
to a client terminal apparatus an SC-ID, which is a unique 
identification number assigned thereto. The client terminal 
Sends to a network-based master Server apparatus a unique 
client ID of the client terminal apparatus and a unique 
MC-ID of a memory card together with the SC-ID. The 
master Server apparatus Stores as a combination of the 
MC-ID and client ID a prepaid amount that corresponds to 
the SC-ID. Then, in order to provide services, identifies from 
the MC-ID and client ID the user that receives the services, 
carrying out a charge proceSS on an amount that is in 
accordance with the to-be-provided Services in response to 
that user's prepaid amount, which allows for provision of 
Services. Accordingly, shifting to a Secure device the paying 
function of a medium that is used for paying enables 
network-based electronic Settlement. 
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ELECTRONIC SETTLEMENT SYSTEM 
ALLOWING FOR NETWORK-BASED 

ELECTRONIC SETTLEMENT 

0001. This application is related to Japanese Patent 
Application No. 2001-44357 filed on Feb. 20, 2001, and No. 
2002-42264 filed on Feb. 19, 2002, based on which this 
application claims priority under the Paris Convention and 
the contents of which are incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

0002) 1. Field of the Invention 
0003. The present invention relates to an electronic settle 
ment system and method thereof, which are suitable for 
applying to net businesses that utilize, for example, a 
network Such as the Internet. 

0004 2. Description of the Related Art 
0005 Presently, net business sites, whereat users, for 
example, purchase desired products, contents or the like by 
accessing retail Sites via a network Such as the Internet, have 
been popularized. 
0006 There are many cases where settlements at such net 
busineSS Sites are normally carried out using a credit card the 
user possesses. Specifically, in the case of conducting a 
Settlement by credit card, the user Selects the desired prod 
ucts, contents or the like upon a Screen for Selecting prod 
ucts, content or the like as well as enters the card number of 
his/her possessing credit card and the name and the like 
thereof upon a Screen for entering payment information. 
Accordingly, the products Selected by the user are Sent later 
by mail or contents are downloadable on the spot; the bill 
will be paid in the manner of withdrawing from the bank 
account of the registered name corresponding to the card 
number the user enters. 

0007. However, presently, users that are able to possess 
credit cards are limited to economically independent users, 
whereby children and the like that do nor have paying 
capability cannot possess credit cards. Therefore, there is a 
problem where userS Such as children that cannot possess 
credit cards have difficulty in utilizing net busineSS Sites. 

SUMMARY OF THE INVENTION 

0008. The present invention aims to provide an electronic 
Settlement System and method thereof Such that network 
based electronic Settlement is available for anyone without 
limiting the user. 
0009. According to the present invention, when at least a 
unique medium identification number assigned to a medium 
and a unique device identification number assigned to a 
device are Sent to a management apparatus from a terminal 
apparatus, the management apparatus, based upon the device 
identification number Sent from the terminal apparatus, 
carries out management of paying money, which is possible 
with a medium having the medium identification number. 
0.010 Namely, on the management apparatus side, the 
medium identification number of the medium the user 
possesses is managed in the manner of corresponding it with 
the device identification number of the device the user 
possesses So as to carry out management of paying money, 
which is possible with the medium that user possesses. 
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0011 Then, using, for example, a prepaid card and the 
like of a prepaid method as this medium allows users that 
cannot possess credit cards to utilize net busineSS Sites. 

BRIEF DESCRIPTION OF DRAWINGS 

0012. The above and other features will be better under 
stood from the exemplary embodiments described below, 
taken together with the drawings, of which: 
0013 FIG 1 is a block diagram of an electronic settle 
ment system of a first embodiment to which the present 
invention is applied; 
0014 FIG. 2 is a diagram schematically showing infor 
mation that is Stored in a first database of a master Server 
apparatus, which configures the electronic Settlement Sys 
tem, 

0015 FIG. 3 is a diagram schematically showing infor 
mation that is Stored in a Second database of the master 
Server apparatus, which configures the electronic Settlement 
System; 

0016 FIG. 4 is a flowchart for describing the payment 
procedure when using a prepaid card; 
0017 FIG. 5 is a flowchart for describing the payment 
procedure when using an optical disc, 
0018 FIG. 6 is a flowchart for describing the steps of a 
charge proceSS in the electronic Settlement System; 
0019 FIG. 7 is a block diagram of an electronic settle 
ment System of a second embodiment to which the present 
invention is applied; 
0020 FIG. 8 is a flowchart for describing a charge 
process with a paying method that combines payment by 
pre-payment and payment by credit card. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

0021 Preferred embodiments of the present invention are 
described in detail below, with references made to relevant 
accompanying drawings. 

0022. The present invention may be applied to an elec 
tronic Settlement System which allows for pre-payment with, 
for example, a prepaid card or prepaid disc, and carries out 
distributing services of contents and the like within the 
limits of this paid amount. 
0023. With such electronic settlement system, the system 
may be structured by using a “public key encryption 
method” or a “commonkey encryption method (“private key 
encryption method”)” or the like. 
0024. The “public key encryption method” is an encryp 
tion method for performing the encryption and decryption of 
to-be-Sent/received information using two different keys 
comprised of a public key and private key. 
0025 The “common key encryption method” is an 
encryption method for the Sending Side and receiving Side to 
perform the encryption and decryption of to-be-Sent/re 
ceived information using a common private key. 
0026. In the following, representative of both types, this 
electronic Settlement System will be described as in the case 
where the former “public key” is applied thereto. 
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0027. It is noted that transmission/reception of informa 
tion described in the following explanation is performed 
with an encryption method such as SSL (Secure Sockets 
Layer) and the like as long as it is not specified. 

First Embodiment 

0028 System Configuration of Electronic Settlement 
System 
0029 FIG 1 is a block diagram of an electronic settle 
ment System, which is the first embodiment of the present 
invention, using the “public key encryption method”. AS can 
be understood from FIG. 1, the electronic settlement system 
of the first embodiment includes a client terminal apparatus 
1 Such as a Video game machine with a network-linking 
function and a video game executing function or a personal 
computer with a network-linking function. 
0030) Furthermore, this electronic settlement system 
includes a master Server apparatus 2, which manages the 
electronic Settlement System, and a contents Server apparatus 
3, which performs distribution Services of digital contents 
Such as game contents of Video games, movie contents, 
music contents and the like. 

0031. This electronic settlement system is configured 
with the client terminal apparatus 1, master Server apparatus 
2, and contents Server apparatuS 3, which are mutually 
linked to one another via a predetermined network Such as 
Internet 4 and the like. 

0.032 Configuration of Client Terminal Apparatus 
0033) A unique identification number (client ID) different 
for every respective client terminal apparatus is assigned to 
the client terminal apparatus 1. This client ID is Stored in a 
semiconductor memory such as a MASK ROM and the like. 
This client ID is read out from the MASK ROM by the CPU 
of the client terminal apparatuS 1 when communication is 
established between master Server apparatus 2 later 
described and the client terminal apparatus 1. The CPU 
encrypts this client ID based on a predetermined private key 
Stored in a memory card 6 described below So as to Send it 
to the master Server apparatus 2. 
0034. The memory card 6 is configured of, for example, 
several to tens of MB flash memory, and is made to be 
loaded into client terminal apparatuS 1. This memory card 6, 
Similarly to the aforementioned client terminal apparatus 1, 
is assigned with an identification number (MC-ID) that is 
different for every respective memory card. 
0035) Furthermore, of the public key and private key, 
which allow for the “public key” encryption method, the 
“private key (or public key)" is stored in this memory card 
6. The client terminal apparatuS 1 encrypts information by 
using the private key Stored within the memory card 6 and 
Sends it to the master Server apparatus 2. 
0.036 Furthermore, an operating section 7 is connected to 
this client terminal apparatuS 1. The operating Section 7, in 
the case where the client terminal apparatus 1 is a video 
game machine, is equivalent to a controller that performs 
manipulation of characters and the like in the Video games. 
0037. Furthermore, in the case where the client terminal 
apparatuS 1 is a personal computer, it is one equivalent to an 
input device Such as a keyboard or mouse that performs 
letter input and the like. 
0.038. In the case of this electronic settlement system, the 
fact that the user purchases a prepaid card 8 or a recording 
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medium used for pre-payment (in this example, it as optical 
disc 9; however, it may also be a Semiconductor memory or 
magnetic disc.) means that payment to this electronic Settle 
ment System is carried out. 
0039 The Prepaid card 8 is printed with an assigned 
unique identification number (SC-ID) that is different for 
every respective prepaid card. A numeral (e.g., pp2pki34567 
in the example shown in FIG.1) obtained by encrypting, for 
example, the Serial number of each prepaid card 8 with the 
public key (or private key) that the master server apparatus 
2 has, may be printed as such SC-ID. Furthermore, the 
prepaid card 8 is structured Such that at least the printed 
portion of this SC-ID is coated with a coating material So as 
for the printed SC-ID not to be visible. 
0040. The coating material that coats this SC-ID may be 
Scratched off with a hard Substance Such as a nail, coin, or 
the like. The user that purchased the prepaid card 8 Scratches 
off the coating material by Scratching the portion of that 
prepaid card 8 coated with the coating material with a hard 
Substance Such as a nail, coin or the like. Accordingly, the 
SC-ID that had been coated by the coating material becomes 
visible. 

0041. This SC-ID is to be entered by the user operating 
the is operating Section 7. The client terminal apparatus 1 
encrypts the SC-ID, which is entered via the operating 
section 7, with the private key stored in the memory card 6 
So as to Send it to the master Server apparatuS2. Accordingly, 
payment is completed using the prepaid card 8 in this 
electronic Settlement System. 
0042. It is noted that confidentiality is maintained by 
coating with a coating material the SC-ID, which is printed 
on the prepaid card 8, Such that it is not visible under normal 
conditions. However, this may be Such that, for example, the 
SC-ID is magnetically recorded (or it maybe optically 
recorded, magneto-optic recorded or the like), whereby this 
magnetically recorded SC-ID can be read out by, for 
example, a card reader and the like on the user's Side. 
Accordingly, Since the SC-ID is magnetically recorded, the 
SC-ID is not visible, and the troublesome task of scratching 
off the coating material or manually entering the SC-ID by 
operating the operating Section 7 may be omitted. 
0043. An optical disc 9 is, for example, a CD-ROM or 
DVD-ROM or the like, which is recorded with payment 
information and a unique identification number (MID) that 
is different for every respective optical disc and the like. The 
MID is formed by encrypting, for example, the serial 
number of each optical disc 9 with the public key (or private 
key), which the master Server apparatus 2 owns. 
0044) The client terminal apparatus 1 is provided with a 
disc drive. When the optical disc 9 is loaded therein, the 
client terminal apparatus 1 plays back the MID and the like 
that is recorded on the optical disc 9 by this disc drive. Then, 
the client terminal apparatus 1 encrypts this MID and the 
like with the private key, which is recorded on the memory 
card 6, So as to Send it to the master Server apparatus 2. 
Accordingly, in this electronic Settlement System, payment is 
completed using the optical disc 9. 
0045 Configuration of Master Server Apparatus 
0046. In this electronic settlement system, all or a portion 
of the purchased amount for the prepaid card 8 or the optical 
disc 9 purchased by the user is registered (=paid) as a 
prepaid amount in the master Server apparatus 2. The master 
Server apparatus 2 manages this registered prepaid amount 
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with the MC-ID of that user's memory card 6 (or client ID 
of the client terminal apparatus 1. The master Server appa 
ratus 2 has first database 10 and second database 11 as 
shown in FIG. 1 for allowing such management. 
0047. The “serial numbers” of the prepaid cards 8 or the 
optical discs 9 and “used attributes”, which indicate whether 
or not that the prepaid card 8 or the optical disc 9 has been 
used in the past, are stored within first database 10. 
0048. As previously stated, the SC-ID or MID of the 
number, which is obtained by encrypting the Serial number 
of that medium with the public key (or private key) that the 
master Server apparatus 2 owns, is printed or Stored on each 
prepaid card 8 and each optical disc 9. The serial number 
before this encryption is performed (it may also be a serial 
number with encrypted numbers) is stored in the first 
database 10 as the above-mentioned “serial number'. 

0049. An example of the “serial numbers” and “used 
attributes' that are stored in the first database 10 are shown 
in FIG. 2. AS can be understood from FIG. 2, the serial 
numbers of the prepaid cards 8 or optical discs 9, which are 
manufactured on the System manager's Side, are Stored in 
order, for example, No. 10000, No. 10001, No. 10002 . . . 
and the like in the first database 10. 

0050. Furthermore, corresponding to each serial number, 
the used attributes indicating whether or not the prepaid card 
8 or optical disc 9 of that serial number has been utilized in 
the past are Stored in this first database 10 has, for example, 
0, 1, 0 . . . and the like. 

0051) When this used attribute is stored as “0”, it indi 
cates that the prepaid card 2 or optical disc 9 of that Serial 
number is unused. When this used attribute is stored as “1”, 
it indicates that the prepaid card 8 or optical disc 9 of that 
Serial number is used. 

0.052 For example, in the case of the example shown in 
FIG. 2, since the used attribute of the prepaid card 8 or 
optical disc 9 of serial number No. 10000 is “0”, it is 
indicated as unused. Since the used attribute of the prepaid 
card 8 or optical disc 9 of serial number No. 10001 is “1”, 
it is indicated as used. Since the used attribute of the prepaid 
card 8 or optical disc 9 of serial number No. 10002 is “0”, 
it is indicated as unused. 

0.053 As will be described in detail later, during the 
procedures for the user's payment, the master Server appa 
ratus 2 distinguishes the used attribute or that Serial num 
ber's prepaid card 8 or optical disc 9. In the care of where 
the used attribute is “0”, which indicates that it is unused, the 
master Server apparatus 2 judges the payment procedures to 
be correct, carrying out the payment process, as well as 
updates in correspondence with that Serial number the used 
attribute from “0”, which indicates that it is unused, to “1”, 
which indicates that it is used. 

0054. On the contrary, when the used attribution is “1”, 
that prepaid card 8 or optical disc 9 is indicated as used. 
Thus, the master Server apparatus 2 judges that the presently 
carried out payment procedure is incorrect, not carrying out 
the payment process. 

0055) Next, the MC-ID of each memory card 6, the client 
ID of the client terminal apparatus 1 that utilizes each 
memory card 6, the charge amount (balance) of the user that 
utilizes that memory card 6 and client terminal apparatus 1, 
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and the public key corresponding to the private key Stored in 
each memory card 6 are Stored in the Second database 11 of 
the master Server apparatus 2. 

0056. An example of the “MC-IDs”, “client IDS”, “bal 
ances” and “public keys” that are stored in this second 
database 11 is shown in FIG. 3. AS can be understood from 
FIG. 3, the MC-IDs or the memory cards 6, which are 
manufactured on the manager's Side, are Stored in order, for 
example, No. 20000, No. 20001, No. 20002, No. 20003... 
and the like in the second database 11. 

0057. As will be described later, when the SC-ID and 
MID are sent from the client terminal apparatus 1 to the 
master Server apparatuS2, the client ID of the client terminal 
apparatus 1, which performs that transmission, and the 
MC-ID of memory card 6, which is being utilized by that 
client terminal apparatus 1, are also sent. Thus, the master 
Server apparatuS 2 registers the client ID corresponding to 
the MC-ID of the memory card 6. 

0058 For example, in the case of the example shown an 
FIG. 3, in relation to the memory card 6 having the MC-ID 
No. 20000, the client terminal apparatus 1 having the client 
ID No. 30000 is registered. Furthermore, in relation to the 
memory card 6 having the MC-ID No. 20001, the client 
terminal apparatus 1 having the client ID No. 29601 is 
registered. Furthermore, in relation to the memory card 6 
having the MC-ID No. 20003, the client terminal apparatus 
1 having the client ID No. 56901 is registered. 

0059. It is noted that in relation to the memory card 6 
having the MC-ID No. 20002, the client ID No. 0 is 
registered. This means that there is no client terminal 
apparatus 1 registered in relation to the memory card 6 
having the MC-ID No. 20002. 

0060 Namely, the memory card 6 having this MC-ID No. 
20002 has not yet been sold to a user, indicating that it has 
not been utilized. As a result, the client terminal apparatus 1, 
which utilizes the memory card 6 having this MD-ID No. 
20002, consequently does not exist. 

0061 Next, the user's charge amount (balance) is man 
aged by a combination of the MC-ID of the memory card 6 
and the client ID of the client terminal apparatus 1 of each 
USC. 

0062 For example, in the case of the example shown in 
FIG. 3, by the combination of the memory card 6 having the 
MC-ID No. 20000 and the client terminal apparatus 1 having 
the client ID No. 30000, the balance for the user utilizing 
this electronic settlement system is “5000 yen. By the 
combination of the memory card 6 having the MC-ID No. 
20001 and the client terminal apparatus 1 having the client 
ID No. 29601, the balance for the user utilizing this elec 
tronic settlement system is “1000 yen. By the combination 
of the memory card 6 having the MC-ID No. 20003 and the 
client terminal apparatus 1 having the client ID No. 56901, 
the balance for the user utilizing this electronic Settlement 
system is “0 yen (no balance)”. 
0063. In this manner, the prepaid amount, which is pre 
paid by the user, is managed on the master Server apparatus 
2 side with the MC-ID, which is a unique identification 
number assigned to the memory card 6 (and the client 
number of the client terminal apparatus 1). 
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0064. Next, the second database 11 is constructed to store 
the public key (or private key) corresponding to the private 
key (or public key) Stored in the memory card 6 and the 
MC-ID of the memory card 6 in a state of being associated 
with each other. 

0065. The public key corresponding to the private key 
Stored in each memory card 6 is Stored in the Second 
database 11. FIG.3 shows the example of where each of the 
public keys, for example, PKI0, PKI1, PKI2, PKI3 . . . 
corresponding to the private keys of each memory card 6 
having the MC-IDs No. 20000, No. 20001, No. 20002, No. 
20003 ... are respectively stored in the second database 11. 

0.066. It is noted that since the electronic settlement 
System of this embodiment employs Such aforementioned 
“public key”, the “public key” is stored in this second 
database 11. However, in the case where the “common key” 
is employed to this electronic Settlement System, in 
eXchange for the “public key’, the same “common key” as 
that which is Stored in each memory card 6 comes to be 
Stored in the Second database 11. 

0067. The private key (or public key) is pre-stored in the 
memory card 6, however, it may happen that acceSS is made 
from the client terminal apparatus 1 connected with the 
memory card 6 in which the private key (or public key) is not 
Stored. In this case, the master Server apparatus 2 generates 
the private key and public key to send the private key (or 
public key) to the client terminal apparatus 1. Besides, the 
master Server apparatus 2 Stores in the Second database 11 
the public key (or private key) generated in relation with the 
MC-ID of the memory card 6, thereby the system being 
available. 

0068. In this manner, in this electronic settlement system, 
the prepaid amount, which is prepaid by the user, is managed 
with the MC-ID, which is a unique identification number 
assigned to the memory card 6 (and the client number of the 
client terminal apparatus 1). Looking from the user's Side, 
this is the same as the prepaid amount being Stored in the 
memory card 6, which means the memory card 6 in itself is 
the user's wallet. 

0069. Here, when a monetary value is added to the 
memory card 6 itself in this manner, unauthorized use of the 
memory card 6 becomes a problem. Namely, monetary loSS 
for the user caused by losing or being robbed of the memory 
card 6 may be anticipated. 

0070 However, in the case of this electronic settlement 
System, the problem of causing monetary loSS for the user 
may be prevented for the following reasons. 

0071 Namely, in the case of this electronic settlement 
System, the prepaid amount that is Stored in master Server 
apparatus 2 is managed with the MC-ID of the memory card 
6 and the client ID of the client terminal apparatus 1 of that 
USC. 

0.072 AS previously stated, the MC-ID and client ID are 
respectively unique identification numbers. Accordingly, 
there are no two combinations like the combination of the 
MC-ID and client ID, which is the combination of these 
unique identification numbers. Therefore, the combination 
of the MC-ID and client ID is a combination that sufficiently 
authenticates the user utilizing the memory card 6. 
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0073. In the case where another user illicitly utilizes the 
actual user's memory card 6, this actual user's memory card 
6 will be utilized at another user's client terminal apparatus 
1. The client ID of another user's client terminal apparatus 
1 differs from the client ID of the actual user pre-registered 
in the master Server apparatuS 2. As a result, another user 
that carries out Such unauthorized usage cannot utilize this 
electronic Settlement System by using that actual user's 
memory card 6. Accordingly, the actual user's prepaid 
amount will not Suffer damages. 
0074. In this manner, this electronic settlement system 
Structures an extremely Secure System based on both unique 
IDs of the MC-ID and client ID. 

0075 Brief Description of Payment Procedure 
0076) Next, how to pay with such electronic settlement 
System is described. Schematically, the user purchases the 
prepaid card 8 or the optical disc 9 that is issued from the 
manager's Side of this System, registering in the master 
server apparatus 2 the SC-ID printed on the prepaid card 8 
or the MID assigned to the optical disc 9. The master server 
apparatuS2 registers, as a prepaid amount, in the database all 
(or a portion) of the purchased amount for the prepaid card 
8 or optical disc 9 purchased by the user. Accordingly, 
payment with this electronic Settlement System is completed. 
0.077 Payment Using a Prepaid Card 
0078. The flow of a payment procedure using the prepaid 
card 8 is shown in the flowchart of FIG. 4. In the case of 
paying with the prepaid card 8, the user purchases the 
prepaid card 8, and activates the client terminal apparatus 1 
in the condition with the memory card 6 loaded therein. 
Then, links his/her own client terminal apparatus 1 with the 
master Server apparatus 2 Via Internet 4. 

0079 The master server apparatus 2 sends information of 
the input Screen for payment with one prepaid card 8 when 
one link with the client terminal apparatuS 1 is established. 
Accordingly, the input Screen for payment that is Sent from 
the master Server apparatus 2 side is displayed upon a 
monitor device Such as a television receiver and the like, 
which is connected to the user's client terminal apparatus 1. 

0080. The flowchart shown in FIG. 4 starts at the timing 
of when this input Screen for payment is displayed upon the 
monitor device. 

0081. The user, based on the input screen for payment 
displayed upon the monitor Screen, operates the operating 
section 7 So as to enter the SC-ID of prepaid card 8 he/she 
bought, specifying the transmission of this entered SC-ID. In 
step S1, the client terminal apparatus 1 detects the SC-ID of 
the prepaid card 8 that is entered by this user. Accordingly, 
the payment procedure using this prepaid card 8 proceeds to 
step S2. 

0082 In step S2, the client terminal apparatus 1 that is 
specified by the user to send the SC-ID reads out the private 
key Stored in the memory card 6, and by using this private 
key, encrypts the SC-ID of the prepaid card 8, the MC-ID of 
the memory card 6, and client ID of the client terminal 
apparatuS 1 So as to Send them together with an non 
encrypted MC-ID to the master Server apparatus 2. Accord 
ingly, the payment procedure using this prepaid card 8 
proceeds to Step S3. 
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0.083. In step S3, the master server apparatus 2 receives 
the information Sent from the client apparatuS 1 side. The 
master Server apparatuS 2 retrieves from the Second database 
11, the public key that corresponds to the private key used 
when encrypting the SC-ID, the MC-ID, and the client ID, 
according to the non-encrypted MC-ID. The master server 
apparatus 2, with the retrieved public key, decodes the 
SC-ID, the MC-ID, and the client ID, which are encrypted 
and Sent from the client terminal apparatuS 1 side. 
0084. It is noted that comparison between the decoded 
MC-ID and the received non-encrypted MC-ID may be 
performed So as to check whether or not a proper memory 
card 6 is used. 

0085 Specifically, to describe using the example of FIG. 
3, in the case where, for example, the MC-ID of the memory 
card 6 that is Sent from the client terminal apparatus 1 side 
is No. 20000, the public key corresponding to the private key 
that is stored in the memory card 6 having this MC-ID is 
“PKIO'. As a result, the master server apparatus 2 performs 
the decoding of the SC-ID, MC-ID, and client ID with this 
public key “PKIO”. 
0.086 Similarly, for example, in the case where the MC 
ID of the memory card 6 that is sent from the client terminal 
apparatus 1 side is No. 20003, the public key corresponding 
to the private key that is Stored in the memory card 6 having 
this MC-ID is “PKI3”. As a result, the master server appa 
ratus 2 performs the decoding of the SC-ID, MC-ID and, 
client ID with this public key “PKI3”. 
0087 When such decoding of the SC-ID, MC-ID and, 
client ID is completed, the payment procedure using this 
prepaid card 8 proceeds to Step S4. 
0088. In step S4, by distinguishing whether or not the 
combination of the MC-ID and client ID sent from the client 
terminal apparatuS 1 side matches the combination of the 
MC-ID and client ID registered in the second database 11, 
the master Server apparatus 2 distinguishes whether or not 
that acceSS is valid. 

0089. Then, when both sides match, since that access is 
a valid access, the payment procedure using this prepaid 
card 8 proceeds to step S5. 
0090. On the contrary, when both sides do not match, 
Since it is conceivable for, for example, third parties other 
than the actual user to illicitly utilize the memory card 6, the 
master Server apparatus 2 distinguishes that acceSS as 
invalid, whereby the payment procedure using this prepaid 
card 8 proceeds to step S9. 
0091. It is noted that the master server apparatus 2 may 
register the MC-ID of the memory card 6 and client ID of the 
client terminal apparatus 1 in the case where the memory 
card 6 is not associated with any one of client terminal 
apparatuses 1. 

0092. In step 9, since the combination of the MC-ID and 
client ID Sent from the client terminal apparatus 1 side is a 
combination that does not match with the combination of the 
MC-ID and client ID registered within the second database 
11, the master Server apparatus 2 Sends to the user's client 
terminal apparatus 1 side a notice invalidating the payment 
procedure, for example, “This memory card cannot be used 
for payment' and the like, ending the payment procedure 
using this prepaid card 8. 
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0093. On the other hand, when a match between the 
combination of the MC-ID and client ID sent from the client 
terminal apparatus 1 side and the combination of the MC-ID 
and client ID registered within the second database 11 is 
detected and this acceSS is judged as a valid access, the 
payment procedure using this prepaid card 8 proceeds to 
step S5. 
0094) In step S5, by decoding the SC-ID with the public 
key that corresponds to the private key used when encrypt 
ing the SC-ID, the master Server apparatus 2 decodes the 
SC-ID. Accordingly, the payment procedure using this pre 
paid card 8 proceeds to step S6. 
0.095 As described above, in this example, the SC-ID is 
the serial number of the prepaid card 8. Therefore in step S6, 
the master Server apparatus 2 checks the decoded Serial 
number of the prepaid card 8 against the Serial number of 
prepaid card 8 stored in the first database 10. Then, if the 
used attribute of this serial number is detected and found to 
be “0”, since that prepaid card 8 is unused and valid, the 
payment procedure using this prepaid card 8 proceeds to 
step S7. 
0096. On the contrary, if the used attribute is found to be 
“1”, Since that prepaid card 8 is a used and invalid prepaid 
card 8, in Step 10, the master Server apparatus 2 Sends to the 
user's client terminal apparatuS 1 side a notice invalidating 
the payment procedure, for example, “This is a used prepaid 
card” and the like, ending the payment procedure using this 
prepaid card 8. 
0097 Specifically, to describe based on the example 
shown in FIG. 2, in the case where the serial number of that 
prepaid card 8 is, for example, No. 10000, since the used 
attribute is “0” and indicates it being unused, the payment 
procedure using this prepaid card 8 proceeds to Step S7. 
0098. On the contrary, if the serial number of that prepaid 
card 8 is No. 10001, since the used attribute is “1” and 
indicates it being used, the payment procedure using this 
prepaid card 8 proceeds to step S10 and the aforementioned 
invalid notice is Sent to the user. 

0099 Next, in step S7, the master server apparatus 2 
updates the used attribute of the prepaid card 8 of that serial 
number, which is registered in the first database 10, from “0” 
indicating unused to “1” indicating used. Accordingly, the 
prepaid card 8 of that Serial number, from that point on, is 
treated as a used prepaid card 8 in this electronic Settlement 
System. 

0100 Next, in step S8, the master server apparatus 2 adds 
the amount of money that corresponds to the prepaid card 8 
to the balance in hand Stored in the Second database 11. AS 
a result, the payment procedure using this prepaid card 8 
formally ends, whereby from that point on, distribution of 
desired contents and the like may be received within the 
limits of this balance. 

0101 Payment Using an Optical Disc 
0102) Next, the flowchart of FIG. 5 shows the flow of 
payment using the optical disc 9. When payment is carried 
out using the optical disc 9, the user activates the client 
terminal apparatuS 1. Then, links his/her own the client 
terminal apparatuS 1 with the master Server apparatus 2 Via 
Internet 4 and loads the purchased optical disc 9 into the disc 
drive. 
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0103) The flowchart shown in FIG. 5 starts with loading 
optical disc 9 into the disc drive of this client terminal 
apparatus 1. 

0104. In step S11, the client terminal apparatus 1 reads 
out the payment application program Stored on the optical 
disc 9 and initiates the payment procedure based on this 
payment application program. Accordingly, the payment 
procedure using this optical disc 9 proceeds to Step S12. 

0105. In step S12, the client terminal apparatus 1, based 
on the payment application program, reads out the private 
key that is Stored in the memory card 6, and with this private 
key, encrypts the MID, which a unique identification number 
stored on the optical disc 9, the MC-ID of the memory card 
6, and the client ID of the client terminal apparatus 1. Then, 
sends these encrypted MID, MC-ID, and client ID to the 
master Server apparatus 2. Accordingly, the payment proce 
dure using this optical disc 9 proceeds to step S13. 
0106. In step S13, the master server apparatus 2 retrieves 
from the Second database 11 the public key corresponding to 
the private key that is Stored in the memory card 6, and with 
this retrieved public key, decodes the MID, MC-ID, and 
client ID that are encrypted and Sent from the client terminal 
apparatus 1 side. When such decoding of the MID, MC-ID, 
and client ID is completed, the payment procedure using this 
optical disc 9 proceeds to step S14. 
0107. In step S14, by distinguishing whether or not the 
combination of the MC-ID and client ID sent from the client 
terminal apparatuS 1 side matches the combination of the 
MC-ID and client ID registered in the second database 11, 
the master Server apparatus 2 distinguishes whether or not 
that acceSS is valid. 

0108. Then, if both sides match, since that access is a 
valid access, the payment procedure using this optical disc 
9 proceeds to step S15. On the contrary, if both sides do not 
match, Since it is conceivable for, for example, third parties 
other than the actual user to illicitly utilize the memory card 
6, the master Server apparatus 2 distinguishes that access as 
invalid, whereby the payment procedure using this optical 
disc 9 proceeds to step S18. 

0109) In step S18, since the MC-IDs and client IDs do not 
match, the master Server apparatus 2 Sends to the user's 
client terminal apparatuS 1 Side a notice invalidating the 
payment procedure, for example, “This memory card cannot 
be used for payment' and the like, ending the payment 
procedure using this optical disc 9. 

0110. On the other hand, if a match between MC-IDs and 
client IDS is detected, that acceSS is judged as a valid access, 
and the payment procedure using this optical disc 9 proceeds 
to step S15; by decoding the MID with the public key that 
corresponds to the private key used when encrypting the 
MID, the master server apparatus 2 decode 3 the serial 
number of the optical disc 9 to which thin MID is assigned. 
Then, the serial number of this decoded optical disc 9 is 
checked with the serial number of the optical disc 9 stored 
in the first database 10 So as to detect the used attribute of 
the serial number; when the used attribute is “0”, since that 
optical disc 9 is unused and valid, the payment procedure 
using optical disc 9 proceeds to Step S16. 

0111. On the contrary, when the used attribute is “1”, 
since that optical disc 9 is used and invalid, in step S19, the 
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master Server apparatus 2 Sends to the user's client terminal 
apparatus 1 side a notice invalidating the payment proce 
dure, for example, “This is a used optical disc' and the like, 
ending the payment procedure using this optical disc 9. 
0112 Next, in step S16, the master server apparatus 2 
updates the used attribute of the optical disc 9 of that serial 
number that is registered in the first database 10 from “0” 
indicating unused to “1” indicating used. Accordingly, the 
optical disc 9 of that serial number, from that point on, is 
treated as a used optical disc 9 in this electronic Settlement 
System. 

0113. Next, in step S17, the master server apparatus 2 
adds the amount of money that corresponds to optical disc 
9 to the balance in hand stored in the second database 11. 
Accordingly, the payment procedure using this optical disc 
9 formally ends, whereby from that point on, distribution of 
desired contents and the like may be received within the 
limits of this balance. 

0114. In the aforemetioned case where payment was 
carried out with the prepaid card 8, it was necessary to enter 
the SC-ID by operating the operating section 7. However, in 
the case where payment is carried out with optical disc 9, 
just by loading the optical disc 9 into the client terminal 
apparatus 1, the client terminal apparatus 1 can automati 
cally read out the MID and send it to the master server 
apparatus 2 side. Thus, the task of entering the MID may be 
omitted. 

0115 Charge Process 
0.116) Next, when such payment process is completed, 
within the limits of his/her own balance registered in the 
master Server apparatus 2, the user is able to purchase 
products or download desired contents, for example, music 
contents, game contents, movie contents and the like, that 
are stored in contents database 12 shown in FIG. 1. The 
master Server apparatus 2 carries out the charge process for 
the contents downloaded by the user or products purchased 
by the user. 
0117. A flowchart showing the flow of a charge process 
in this electronic settlement system is shown in FIG. 6. This 
flowchart shown in FIG. 6 starts at a timing of when the user 
proposes to download desired contents or purchase products, 
and the contents Server apparatus 3 detects an occurrence of 
a charge event for the user. 
0118. To begin with, the user that proposed downloading 
contents or purchasing products operates his/her own client 
terminal apparatus 1, instructing transmission of the client 
ID and MC-ID of memory card 6, which is loaded into this 
client terminal apparatus 1. 
0119). In step S21, the client terminal apparatus 1 encrypts 
the client ID and MC-ID with the private key, which is 
Stored in the memory card 6, Sending them to the contents 
Server apparatus 3. Accordingly, the progression of this 
charge proceSS proceeds to Step S22. 

0120 In step S22, the contents server apparatus 3 adds to 
the client ID and MC-ID, which are sent from the user's 
client terminal apparatus 1, information (charging informa 
tion) that indicates the charge amount for the contents or 
products the user desires, Sending them to the master Server 
apparatuS 2. Accordingly, the progression of this charge 
process proceeds to Step S23. 
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0121. In step S23, the master server apparatus 2 retrieves 
from the Second database 11 the public key that corresponds 
to the private key that is Stored in the user's memory card 6. 
Then, with this public key, decodes the client ID and MC-ID 
that are Sent from contents Server apparatus 3. Accordingly, 
the progression of this charge process proceeds to Step S24. 

0122) In step S24, by distinguishing whether or not the 
combination of the decoded MC-ID and client ID matches 
the combination of the MC-ID and client ID registered in the 
Second database 11, the master Server apparatus 2 distin 
guishes whether or not that access is valid. 
0123 Then, if both sides match, the master server appa 
ratus 2 judges that access as a valid access. Accordingly, the 
progression of this charge proceSS proceeds to Step S25. 

0.124. On the contrary, if both sides do not match, since 
it is conceivable for, for example, third parties other than the 
actual user to illicitly utilize the memory card 6, the master 
Server apparatus 2 judges that acceSS as invalid. In this case, 
the progression of this charge process proceeds to Step S29. 

0125 Instep S29, since the MC-IDs and client IDs do not 
match, the master Server apparatus 2 Sends a notice indicat 
ing an invalid access to the contents Server apparatus 3. The 
contents Server apparatus 3, corresponding to this notice, 
Sends to the user's client terminal apparatus 1 an invalid 
notice, for example, “Services can not be provided with this 
memory card' and the like. Accordingly, this charge proce 
dure ends. 

0126 On the other hand, if a match between MC-IDs and 
client IDS is detected and the progression of this charge 
proceSS proceeds to Step S25, the master Server apparatus 2 
compares the charge amount (the price of the contents or 
products that the user wishes to purchase), which indicates 
the charging information Sent from the contents Server 
apparatus 3, to that user's prepaid amount (balance), which 
is stored in the second database 11. Then, in step S26, it is 
distinguished whether or not the charge amount is the same 
as the balance or the charge amount is less than the balance 
(charge amounts balance). 
0127. When the charge amount is greater than the bal 
ance, Since that user cannot pay for the contents and the like, 
the progression of this charge process proceeds to Step S30. 

0128. On the contrary, when the charge amount is the 
Same as or less than the balance, Since that user is able to pay 
for the contents and the like, the progression of this charge 
proceSS proceeds to Step S27. 

0129. For example, to describe using the example shown 
in FIG. 3, the balance of the user having memory card 6 of 
the MC-ID No. 20001 is 1000 yen. In this case, it is possible 
to charge up to 1000 yen, but not 1001 yen or more. Thus, 
if this user wishes to purchase contents and the like of 1000 
yen or less, Since it is a payable amount, the progression of 
this charge process proceeds to Step S27. On the contrary, if 
the user wishes to purchase contents and the like of 1001 yen 
or more, Since it is not a payable amount, the progression of 
this charge proceSS proceeds to Step S30. 

0130. In step S30, the master server apparatus 2 sends to 
the user's client terminal apparatus 1 an invalid notice Such 
as “Services cannot be provided due to insufficient funds. 
Please make a deposit.” and the like. Accordingly, this 
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charge procedure ends. In this case, the user is not able to 
receive desired Services due to insufficient funds. 

0131 Next, in step S27, since that user's balance is either 
the Same amount or greater than the charge amount, the 
master Sever apparatus 2 updates that user's balance to the 
amount with the charge amount deducted therefrom. Fur 
thermore, the master Server apparatus 2 Sends to the contents 
Server apparatus 3 the information (charge completion 
notice) indicating that charging has ended. Accordingly, the 
progression of this charge proceSS proceeds to Step S28. 
0.132. In step S28, the contents server apparatus that 
received this charge completion notice provides the Services 
of Shipping the user's desired products or distributing the 
user's desired contents or the like. Accordingly, the com 
plete cycle of this charge proceSS is concluded. 
0133) Results of the First Embodiment 
0.134. As evident from the above description, in the 
electronic Settlement System of this first embodiment, the 
user purchases the prepaid card 8 or optical disc 9. The user 
operates his/her own client terminal apparatuS 1 So as to 
register in the master server apparatus 2 the SC-ID or MID, 
which is a unique ID assigned to this prepaid card 8 or 
optical disc 9. Furthermore, the user registers in the master 
server apparatus 2 the client ID of his/her own client 
terminal apparatus 1 and MC-ID of the memory card, which 
is utilized by this client terminal apparatus 1. 
0135). After the master server apparatus 2 identifies the 
user from the combination of the client ID of the client 
terminal apparatus 1 and MC-ID of the memory card 6, it 
Stores as the prepaid amount the amount information corre 
sponding to the prepaid card 8 or optical disc 9 purchased by 
that user. 

0.136 Then, when the user receives services such as 
distribution of contents and delivery of products from the 
contents Server apparatus 3, the master Server apparatus 2 
carries out a charge proceSS upon the Sum, which is the price 
for the Services, from that user's prepaid amount. 
0.137 In other words, according to this electronic settle 
ment System, purchase of prepaid card 8 or optical disc 9 
allows for a shift in the paying function to memory card 6, 
which is available to anyone; and with this memory card 6, 
the electronic Settlement can be carried out within the limits 
of the prepaid amount of the prepaid card 8 or optical disc 
9. 

0.138 Accordingly, even users such as children who 
cannot possess credit cards can utilize the network-based 
electronic Settlement System. Furthermore, it can be made 
easier for users Such as children who cannot possess credit 
cards to utilize net busineSS sizes. 

Second Embodiment 

0.139 Next, the second embodiment of an electronic 
Settlement System, according to the present invention, is 
described. The electronic settlement system of the above 
first embodiment is one that conducts Settlement in a prepaid 
format with prepaid card 8 or optical disc 9. On the contrary, 
the electronic Settlement System of this Second embodiment 
is one that conducts Settlement by a combination of payment 
in a prepaid format with prepaid card 8 or optical disc 9 and 
payment in a format of withdrawing from a bank account by 
a credit card. 
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0140. It is noted that only in this respect does this second 
embodiment differ from the above first embodiment. As a 
result, only description of the differences between this 
Second embodiment and the above first embodiment will be 
carried out in the following description, where with duplicate 
descriptions will be omitted. 
0141 System Configuration of Electronic Settlement 
System 

0142 FIG. 7 is a block diagram of the second embodi 
ment of an electronic Settlement System, according to the 
present invention. As can be understood from FIG. 7, 
additional to each apparatus configuring the electronic 
settlement system of the above first embodiment, the elec 
tronic Settlement System of this Second embodiment has 
management Server apparatus 50, which the credit card 
company manageS. 

0143. This management server apparatus 50 has user 
information database 51, which is stored with user informa 
tion Such as a bank account number, the name of the bank 
account holder and the card number of the credit card each 
user possesses. 

0144) Combination with Credit Card 
0145 The electronic settlement system of the above first 
embodiment is configured Such that Services within the 
limits of the user's prepaid amount that is Stored in the 
Second database 11 of the master Server apparatus 2 can be 
provided, and that an invalid notice is sent (refer to step S30 
of FIG. 6) when the charge amount exceeds the prepaid 
amount; therefore, the user cannot receive Services. 

0146) However, with the electronic settlement system of 
this Second embodiment, when the charge amount exceeds 
the prepaid amount, it is possible to pay that exceeded 
amount by credit card. As a result, even when the prepaid 
amount is lacking in funds, the user may receive the provi 
Sion of Services. 

0147 The flow of the charge process for combination 
with this credit card is shown in the flowchart of FIG 8. The 
flowchart of FIG. 8 is a flowchart of a Subroutine of the 
charge process flowchart shown in FIG. 6; and in step S26 
of FIG. 6, starts with the case where it is judged by the 
master Server apparatus 2 that the prepaid amount exceeds 
the charge amount (in the case of No). 
0.148. In step S31, since the prepaid amount exceeds the 
charge amount, the master Server apparatus 2 Sends to the 
client terminal apparatus 1 side a message Suggesting com 
bination with a credit card, for example, “Insufficient funds. 
Would you like to combine with a credit card?” and the like. 
Accordingly, progression of this charge process proceeds to 
step S32. 
014.9 The user, in response to this message, selects 
yes/no for combination with a credit card, notifying the 
master Server apparatus 2 side of the resulting Selection. In 
Step S32, the master Server apparatus 2 distinguishes 
whether or not the user has requested combination with a 
credit card. 

0150. If the user does not request combination with a 
credit card, the master Server apparatus 2, in Step S30 of the 
flowchart shown in FIG. 6, sends an invalid notice to the 
user as in the foregoing, concluding this charge process. 
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0151. On the contrary, If the user does request combina 
tion with a credit card, the progression of this charge process 
proceeds to step S33. 

0152. In step S33, the master server apparatus 2 sends to 
client terminal apparatus 1 the information for the input 
Screen, whereupon the user enters the necessary items of the 
credit card in possession. Accordingly, the progression of 
this charge process proceeds to Step S34. 

0153. In step S34, the user operates the operating section 
7, which is connected to the client terminal apparatus 1, 
entering, for example, the credit card company name, card 
number, the cardholder's name and the like of the credit card 
upon this input Screen. The client terminal apparatus 1 Sends 
to the master Server apparatus 2 each piece of information 
entered by this user. Accordingly, the progression of this 
charge proceSS proceeds to Step S35. 

0154) In step S35, the master server apparatus 2 inquires 
the credit card company based on the information Sent back 
from the user, distinguishing whether or not that user's credit 
card is valid. 

O155 Specifically, the master server apparatus 2 exhibits 
the card number, cardholder's name and the like of the credit 
card to the management Server apparatus 50 of the credit 
card company, the name of which is designated by the user, 
So as to inquire it. The management Server apparatuS 50 
retrieves from user information database 51 the user infor 
mation of the user inquired thereupon. Then, the manage 
ment server apparatus 50 distinguishes whether or not the 
credit card that user possesses is valid, Sending this answer 
to the master Server apparatus 2. 

0156 When the master server apparatus 2 obtains an 
answer indicating that credit card as being valid from the 
management Server apparatuS 50 of the credit card company, 
the progression of this charge proceSS proceeds to Step S36. 

O157. On the contrary, when the master server apparatus 
50 obtains an answer indicating that credit card as being 
invalid from the management server apparatus 50 of the 
credit card company, the progression of this charge process 
proceeds to step S37. 

0158. In step S37, since the credit card may not be used 
in addition to the prepaid amount being insufficient, the 
master Server apparatus 2 Sends to the client terminal 
apparatus 1 side a message indicating that the credit card is 
unusable, Such as “This credit card cannot be used’ and the 
like. Accordingly, progression of this charge proceSS is 
concluded. 

0159. On the other hand, in step S36, since the credit card 
is valid, the master Server apparatus 2 communicates with 
management Server apparatus 50 of the credit card company 
So as to carry out the charge process upon the charge amount 
of that user Such that payment of the amount exceeding the 
prepaid amount is paid with a credit card. 
0160 Specifically, in the case where the charge amount 
of the user is 1000 yen and the balance of that user's prepaid 
amount is 600 yen, them master Server apparatus 2 carries 
out the charge proceSS by communicating with the manage 
ment server apparatus 50 such that the deficient portion of 
the prepaid amount of this charge amount, which is equal to 
400 yen, is paid with a credit card. 
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0.161 When charge processing for this credit card is 
carried out, the progression of the charge proceSS proceeds 
to step S27 of the flowchart shown in FIG. 6. In step S27, 
the master Server apparatus 2 deducts from the user's 
prepaid amount, the resulting amount from the amount paid 
by credit card deducted from the charge amount, Sending to 
the contents Server apparatuS3 a notice of charge completion 
as in the above manner. 

0162 Namely, in the case of the aforementioned 
example, since 400 yen of the user's charge amount of 1000 
yen is paid with a credit card, the master Server apparatus 2 
deducts the remaining 600 yen from that user's prepaid 
amount, completing the charge process. As a result, the 
user's prepaid amount comes to be 0 yen; furthermore, the 
user will later receive a bill for the amount paid by the credit 
card from the credit card company. 
0163. It is noted that in response to the reception of a 
notice of charge completion from the master Server appara 
tus 2 by contents Server apparatus 3, the contents Server 
apparatus 3 provides Services Such as distribution of con 
tents or delivery of products for the user, as in the foregoing 
(step S28). 
0164 Results of the Second Embodiment 
0.165. As evident from the above description, according 
to the electronic Settlement System of this Second embodi 
ment allowing for combination of a payment by pre-pay 
ment and payment by credit card, even if the user's prepaid 
amount is insufficient, compensation for the insufficient 
portion can be made by paying with a credit card. As a result, 
the electronic Settlement System of this Second embodiment 
enables provision of Services to the user even when the 
prepaid amount is insufficient. 
0166 Payment Using Only Credit Card 
0167. It is noted that this second embodiment is one that 
carries out a charge process combining payment by credit 
card and a prepaid method of payment with prepaid card 8 
or optical disc 9, however, a charge process using only a 
credit card may also be carried out. 
0168 As described in the second embodiment, in the case 
of payment using a credit card, the master Server apparatus 
2 Stores in the Second database 11 the card number, card 
holder's name and the like of the credit card in the form in 
correspondence with the MC-ID of the user's memory card 
6 (and client ID). Accordingly, the paying function of the 
credit card can be shifted to the user's memory card 6. 
0169. Then, when providing services, the master server 
apparatus 2 identifies the user to which the Service is 
provided based upon the MC-ID (and client ID), commu 
nication with the management Server apparatuS 50 of the 
credit card company based on the card number, cardholder's 
name and the like of the identified user's credit card So as to 
carry out the charge process. 

0170 Accordingly, providing services within the limits 
of the available amount of money of the credit card the user 
possesses is possible, and inconveniences where provision 
of Services becomes impossible depending on insufficient 
funds in the user's prepaid amount may be nearly prevented. 

0171 The technical spirit of the present invention allows 
for electronic Settlement by shifting the paying function of 
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media, which have the paying functions of prepaid card 8, 
optical disc 9, a credit card or the like to, for example, 
memory card 6, which is a Secure device easily available to 
anyone. 

0172. As a result, in the above description of each 
embodiment, examples of prepaid card 8, optical disc 9 and 
a credit card as media having paying functions have been 
given for descriptive purposes, however, the media having 
paying functions are not limited to prepaid card 8, optical 
disc 9 and credit cards, whereby other media having paying 
functions may also be used. Furthermore, the paying func 
tion of the media is shifted to, for example, memory card 6, 
however, it may also be shifted to another Secure device. 
0173 Then, it should be added that even with other 
alterations, various modifications thereto according to 
design of choice and Such can be made without deviating 
from the technical Spirit and Scope of the present invention. 

What is claimed is: 
1. An electronic Settlement System comprising: 

medium, which is assigned a unique medium identifica 
tion number; 

a device, which is assigned a unique device identification 
number; 

a terminal apparatus, which Sends at least the medium 
identification number of the medium and the device 
identification number of the device; and 

a management apparatus, which includes a database 
Stored with user information that corresponds to at least 
each device identification number, user identifying 
means for identifying a user by referencing the data 
base based upon the device identification number that 
is Sent from the terminal apparatus, and charge means 
for carrying out a charge process that is possible with 
a medium having the medium identification number for 
the user identified by the user identifying means. 

2. The electronic Settlement System according to claim 1, 
wherein 

the terminal apparatus has a unique terminal identification 
number, and sends the terminal identification number 
together with the medium identification number and the 
device identification number to the management appa 
ratus, and 

the management apparatus has a database, which is Stored 
with user information that corresponds to at least each 
device identification number and each terminal identi 
fication number, identifies a user through the user 
identifying means with referencing the database based 
upon the device identification number and the terminal 
identification number Sent from the terminal apparatus, 
and carries out a charge process, which is possible with 
a medium having the medium identification number, 
for this identified user through the charge means. 

3. The electronic Settlement System according to claim 1, 
wherein 

the medium is a prepaid medium, which is purchased by 
a uSer, 
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the terminal apparatus Sends to the management apparatus 
at least the medium identification number of the pre 
paid medium and the device identification number of 
the device; 

the database of the management apparatus is Stored with 
a prepaid amount, which corresponds to the medium 
identification number of the prepaid medium, by cor 
responding to the user identified by the device identi 
fication number Sent from the terminal apparatus, and 

the charge means of the management apparatus carries out 
a charge process on the identified user's prepaid 
amount, which is Stored in the database. 

4. The electronic Settlement System according to claim 3, 
wherein 

the prepaid medium is coated with a coating material, 
which coats So that a printed portion of at least the 
medium identification number can be Scratched off and 
that at least the printed portion of the medium identi 
fication number before being Scratched off can be in a 
non-visible State, and 

the terminal apparatus Sends to the management apparatus 
the medium identification number, which is entered by 
the user, together with at least the device identification 
number. 

5. The electronic Settlement System according to claim 3, 
wherein 

the prepaid medium is a recording medium that is Stored 
with the medium identification number; and 

the terminal apparatus plays back the medium identifica 
tion number, which is Stored on the recording medium, 
and Sends the played back medium identification num 
ber together with at least the device identification 
number to the management apparatus. 

6. The electronic Settlement System according to claim 1, 
wherein 

the terminal apparatus encrypts at least the medium 
identification number of the medium and the device 
identification number of the device with a private key, 
which is Stored in the device, based upon a public key 
encryption method or a common key encryption 
method So as to Send to the management apparatus. 

7. An electronic Settlement method comprising the Steps 
of: 

Sending from a terminal apparatus at least a unique 
medium identification number assigned to a medium 
and a unique device identification number assigned to 
a device; and 

With a management apparatus, 

identifying a user by referencing a database, which is 
Stored with user information that corresponds to at least 
each device identification number, based upon the 
device identification number sent from the terminal 
apparatus, and 

carrying out a charge proceSS which is possible with a 
medium having the medium identification number, for 
the identified user. 

8. The electronic settlement method according to claim 7, 
wherein 
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the Step of Sending identification numbers comprises a 
Step of Sending to the management apparatus a unique 
terminal identification number, which is assigned to the 
terminal apparatus, together with the medium identifi 
cation number and the device identification number; 
and 

the management apparatus identifies a user by referencing 
a database, which is Stored with user information that 
corresponds to at least each device identification num 
ber and each terminal identification number, based 
upon the device identification number and the terminal 
identification number Sent from the terminal apparatus 
So as to carry out a charge process. 

9. The electronic settlement method according to claim 7, 
wherein, 

the medium is a prepaid medium, which is purchased by 
a uSer, 

the terminal apparatus Sends to the management apparatus 
at least the medium identification number of the pre 
paid medium and the device identification number of 
the device; and 

the management apparatus Stores in the database a prepaid 
amount that corresponds to the medium identification 
number of the prepaid medium, by corresponding to the 
user identified by the device identification number sent 
from the terminal apparatus, and carries out a charge 
process on the identified user's prepaid amount, which 
is Stored in the database. 

10. The electronic settlement method according to claim 
9, wherein 

the prepaid medium is coated with a coating material, 
which coats So that a printed portion of at least the 
medium identification number can be Scratched off and 
that at least the printed portion of the medium identi 
fication number before being Scratched off can be in a 
non-visible State, and 

the terminal apparatus Sends to the management apparatus 
the medium identification number, which is entered by 
the user, together with at least the device identification 
number. 

11. The electronic Settlement method according to claim 
9, wherein 

the prepaid medium is a recording medium that is Stored 
with the medium identification number; and 

the terminal apparatus plays back the medium identifica 
tion number, which is Stored on the recording medium, 
and Sends the played back medium identification num 
ber together with at least the device identification 
number to the management apparatus. 

12. The electronic Settlement method according to claim 
7, further comprising the Step of: 

encrypting at least the medium identification number of 
the medium and the device identification number of the 
device with a private key, which is Stored in the device, 
based upon a public key encryption method or a 
common key encryption method So as to Send to the 
management apparatus from the terminal apparatus. 

13. A computer-readable recording medium on which an 
information processing program for a terminal apparatus is 
recorded, the information processing program comprising: 
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a Step of reading out a medium identification number from 
a medium, which is assigned a unique medium identi 
fication number; 

a step of reading out a device identification number from 
a device, which is assigned a unique device identifica 
tion number; and 

a Step of Sending to a management apparatus which 
carries out a charge process based upon the medium 
identification number, at least the medium identifica 
tion number of the medium and the device identifica 
tion number of the device for a user identified based on 
the device identification number. 

14. The computer-readable recording medium on which 
an information processing program for a terminal apparatus 
is recorded, according to claim 13, the information proceSS 
ing program further comprising: 

a Step of reading out a unique terminal identification 
number assigned to the main body of a terminal appa 
ratus, 

wherein the Step of Sending identification numbers has a 
Step of Sending to the management apparatus the ter 
minal identification number together with at least the 
medium identification number of the medium and the 
device identification number of the device. 

15. The computer-readable recording medium on which 
an information processing program for a terminal apparatus 
is recorded, according to claim 13, wherein 

the medium is a prepaid medium, which is purchased by 
a user; and 

the terminal apparatus Sends to the management apparatus 
at least the medium identification number of the pre 
paid medium and the device identification number of 
the device. 

16. The computer-readable recording medium on which 
an information processing program for a terminal apparatus 
is recorded, according to claim 15, wherein 

the prepaid medium is a prepaid medium that is coated 
with a coating material, which coats So that a printed 
portion of at least the medium identification number 
can be Scratched off and that at least the printed portion 
of the medium identification number before being 
Scratched off can be in a non-visible State; and 

the terminal apparatus Sends to the management apparatus 
the medium identification number which is entered by 
the user, and the device identification number. 

17. The computer-readable recording medium on which 
an information processing program for the terminal appara 
tus is recorded, according to claim 15, wherein 

the prepaid medium is a recording medium, which is 
stored with the medium identification number; and 

the terminal apparatus plays back at least the medium 
identification number, which is Stored on the recording 
medium, and Sends the played back medium identifi 
cation number together with the device identification 
number to the management apparatus. 

18. The computer-readable recording medium on which 
an information processing program for a terminal apparatus 
is recorded, according to claim 13, further comprising the 
Step of 
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encrypting at least the medium identification number of 
the medium and the device identification number of the 
device with a private key, which is Stored in the device, 
based upon a public key encryption method or a 
common key encryption method. 

19. A computer-readable recording medium on which an 
information processing program for a management appara 
tus is recorded, the information processing program com 
prising: 

a step of receiving at least a medium identification num 
ber that is uniquely assigned to a medium, and a device 
identification number that is uniquely assigned to a 
device, which are to be Sent to a terminal apparatus, 

a step of identifying a user by referencing a database that 
is Stored with user information, which corresponds to at 
least each device identification number, based upon the 
device identification number sent from the terminal 
apparatus, and 

a step of carrying out a charge process which is possible 
with a medium having the medium identification num 
ber, for the identified user. 

20. The computer-readable recording medium on which 
an information processing program for a management appa 
ratus is recorded, according to claim 19, wherein 

the Step of receiving identification numbers comprises a 
Step of receiving a terminal identification number, 
which is uniquely assigned to the main body of a 
terminal apparatus, together with the medium identifi 
cation number and the device identification number; 
and 

the Step of identifying a user comprises a step of identi 
fying a user by referencing a database that is Stored 
with user information, which corresponds to at least 
each device identification number and terminal identi 
fication number, based upon the device identification 
number and the terminal identification number. 

21. The computer-readable recording medium on which 
an information processing program for a management appa 
ratus is recorded, according to claim 19, wherein 

the medium is a prepaid medium, which is purchased by 
a uSer, 

the Step of receiving the identification numbers receives at 
least the medium identification number of the prepaid 
medium and the device identification number of the 
device, and controls the Storage of a prepaid amount, 
which corresponds to the medium identification num 
ber of the prepaid medium, in the database by corre 
sponding to the user identified by the device identifi 
cation number Sent from the terminal apparatus, and 

the Step of carrying out a charge process comprises a step 
of carrying out a charge process on the identified user's 
prepaid amount, which is Stored in the database. 

22. The computer-readable recording medium on which 
an information processing program for a management appa 
ratus is recorded, according to claim 19, the information 
processing program further comprising the Step of: 

decoding at least the medium identification number of the 
medium and the device identification number of the 
device, which are encryped based upon a public key 
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encryption method or a common key encryption 
method and Sent from the terminal apparatus. 

23. An information processing program for a terminal 
apparatus comprising: 

a Step of reading out a medium identification number from 
a medium, which is assigned a unique medium identi 
fication number; 

a step of reading out a device identification number from 
a device, which is assigned a unique device identifica 
tion number; and 

a Step of Sending to a management apparatus, which 
carries out a charge process based upon the medium 
identification number, at least the medium identifica 
tion number of the medium and the device identifica 
tion number of the device for a user identified based on 
the device identification number. 

24. The information processing program for a terminal 
apparatus, according to claim 23, further comprising: 

a Step of reading out a unique terminal identification 
number assigned to the main body of a terminal appa 
ratus, 

wherein the Step of Sending identification numbers has a 
Step of Sending to the management apparatus the ter 
minal identification number together with at least the 
medium identification number of the medium and the 
device identification number of the device. 

25. An information processing program for a management 
apparatus comprising: 
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a step of receiving at least a medium identification num 
ber, which is uniquely assigned to a medium, and a 
device identification number, which is uniquely 
assigned to a device, that are to be sent to a terminal 
apparatus, 

a step of identifying a user by referencing a database that 
is Stored with user information, which corresponds to at 
least each device identification number, based upon the 
device identification number sent from the terminal 
apparatus, and 

a step of carrying out a charge process which is possible 
with a medium having the medium identification num 
ber for the identified user. 

26. The information processing program of a management 
apparatus according to claim 25, wherein 

the Step of receiving the identification numbers comprises 
a step of receiving a terminal identification number, 
which is uniquely assigned to the main body of a 
terminal apparatus, together with the medium identifi 
cation number and the device identification number; 
and 

the Step of identifying a user comprises a step of identi 
fying a user by referencing a database that is Stored 
with user information, which corresponds to at least 
each device identification number and terminal identi 
fication number, based upon the device identification 
number and the terminal identification number. 
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