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FROMFIG. 7A
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FROMFIG. 7B

724~

GENERATE, BY THE COMPUTER, USING THE INGRESS CONTROLLER
EXTENSION, A SECOND TEMPORARY INGRESS CONTROLLER CONFIGURATION
FOR EACH RESPECTIVE COMBINATION OF INGRESS CONFIGURATION CHANGE
SETS IN THE SET OF INGRESS CONFIGURATION CHANGE SETS REMAINING IN

THE INGRESS CONFIGURATION CHANGE SET DISPATCHER QUEUE AFTER
PERFORMING THE PRE-VERIFICATION OF TEMPORARY INGRESS CONTROLLER
CONFIGURATIONS FOR PARALLEL VERIFICATION OF THE TEMPORARY INGRESS
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STORE, BY THE COMPUTER, USING THE INGRESS CONTROLLER EXTENSION, THE
SECOND TEMPORARY INGRESS CONTROLLER CONFIGURATION
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™  EXTENSION, A SECOND HEALTH CHECK ON EACH RESPECTIVE SECOND
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MAP INTO THE THIRD TEMPORARY INGRESS CONTROLLER OF THE THIRD
TEMPORARY INGRESS CONTROLLER POD GENERATED ON THE COMPUTER

Y

748 |

RUN, BY THE COMPUTER, THE THIRD TEMPORARY INGRESS
CONTROLLER POD HAVING THE THIRD TEMPORARY INGRESS
CONTROLLER LOADED WITH THE THIRD TEMPORARY INGRESS
CONTROLLER CONFIGURATION ON THE COMPUTER

Y

750 -

PERFORM, BY THE COMPUTER, USING THE INGRESS CONTROLLER
EXTENSION, A THIRD HEALTH CHECK ON THE THIRD TEMPORARY
INGRESS CONTROLLER POD RUNNING ON THE COMPUTER

Y

9

FIG. 7E TOFIG. 7TF
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FROMFIG. 7E

752

WAS RUNNING
THE THIRD TEMPORARY
INGRESS CONTROLLER POD
HAVING THE THIRD TEMPORARY INGRESS

CONTROLLER LOADED WITH THE THIRD TEMPORARY
INGRESS CONTROLLER CONFIGURATION ON 754
THE COMPUTER SUCCESSFUL BASED v /
ON THECTI_ll-IEIFC%E?HEALTH SEND, BY THE
COMPUTER, USING THE
INGRESS CONTROLLER
EXTENSION, AN ERROR
MESSAGE TO THE USER

PROMOTE, BY THE COMPUTER, USING THE INGRESS CONTROLLER
EXTENSION, THE TEMPORARY CONFIGURATION MAP CONTAINING
THE THIRD TEMPORARY INGRESS CONTROLLER CONFIGURATION

756" CORRESPONDING TO THE VALID INGRESS CONFIGURATION

CHANGE SETS TO A FINAL CONFIGURATION MAP CONTAINING

A FINAL INGRESS CONTROLLER CONFIGURATION

!

READ, BY THE COMPUTER, THE FINAL INGRESS CONTROLLER
758-"1 CONFIGURATION CONTAINED IN THE FINAL CONFIGURATION MAP

!

LOAD, BY THE COMPUTER, THE FINAL INGRESS CONTROLLER
7601 CONFIGURATION INTO AN INGRESS CONTROLLER LOCATED IN
AN INGRESS CONTROLLER POD OF THE COMPUTER

\

C END )
FIG. 7F
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( START )

Y

GENERATE, BY A COMPUTER, A TEMPORARY INGRESS
CONTROLLER CONFIGURATION FOR AN INGRESS

802~ CONFIGURATION CHANGE SET CONTAINED IN AN INGRESS
CONFIGURATION CHANGE SET DISPATCHER QUEUE OF AN
INGRESS CONTROLLER POD LOCATED ON THE COMPUTER
Y
LOAD, BY THE COMPUTER, THE TEMPORARY INGRESS
804 | CONTROLLER CONFIGURATION CORRESPONDING TO THE

INGRESS CONFIGURATION CHANGE SET INTO A
TEMPORARY INGRESS CONTROLLER LOCATED IN A
TEMPORARY INGRESS CONTROLLER POD OF THE COMPUTER

Y

PERFORM, BY THE COMPUTER, A HEALTH CHECK ON THE

TEMPORARY INGRESS CONTROLLER POD RUNNING THE

806 -1 TEMPORARY INGRESS CONTROLLER WITH THE TEMPORARY

INGRESS CONTROLLER CONFIGURATION CORRESPONDING
TO THE INGRESS CONFIGURATION CHANGE SET

Y

USE, BY THE COMPUTER, THE TEMPORARY INGRESS
CONTROLLER CONFIGURATION AS A CONFIGURATION FOR AN
INGRESS CONTROLLER LOCATED IN THE INGRESS
CONTROLLER POD OF THE COMPUTER BASED ON THE HEALTH

808 - CHECK INDICATING THAT THE TEMPORARY INGRESS
CONTROLLER POD DID NOT CRASH WHILE RUNNING THE
TEMPORARY INGRESS CONTROLLER WITH THE TEMPORARY
INGRESS CONTROLLER CONFIGURATION CORRESPONDING TO
THE INGRESS CONFIGURATION CHANGE SET

Y

C END )
FIG. &



US 11,809,880 B2

1
DYNAMICALLY VERIFYING INGRESS
CONFIGURATION CHANGES

BACKGROUND
1. Field

The disclosure relates generally to orchestration platforms
and more specifically to dynamically verifying whether
incoming ingress configuration changes to a running orches-
tration platform are valid based on performing pre-verifica-
tion, parallel verification, and final verification processes on
temporary ingress controller configurations that correspond
to different incoming ingress configuration changes using
temporary ingress controller pods on a worker node of the
running orchestration platform.

2. Description of the Related Art

An orchestration platform, such as, for example, Kuber-
netes® (a registered trademark of the Linux Foundation of
San Francisco, California), provides an architecture for
automating deployment, scaling, and operations of applica-
tion workloads across clusters of worker nodes. Many cloud
services offer an orchestration platform as a service (e.g.,
Platform-as-a-Service, Infrastructure-as-a-Service, or the
like).

SUMMARY

According to one illustrative embodiment, a computer-
implemented method for dynamically verifying ingress con-
figuration changes is provided. A computer generates a
temporary ingress controller configuration for an ingress
configuration change set contained in an ingress configura-
tion change set dispatcher queue of an ingress controller pod
located on the computer. The computer loads the temporary
ingress controller configuration corresponding to the ingress
configuration change set into a temporary ingress controller
located in a temporary ingress controller pod of the com-
puter. The computer performs a health check on the tempo-
rary ingress controller pod running the temporary ingress
controller with the temporary ingress controller configura-
tion corresponding to the ingress configuration change set.
The computer uses the temporary ingress controller con-
figuration as a configuration for an ingress controller located
in the ingress controller pod of the computer based on the
health check indicating that the temporary ingress controller
pod did not crash while running the temporary ingress
controller with the temporary ingress controller configura-
tion corresponding to the ingress configuration change set.
According to other illustrative embodiments, a computer
system and computer program product for dynamically
verifying ingress configuration changes are provided.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a pictorial representation of an orchestration
platform in which illustrative embodiments may be imple-
mented;

FIG. 2 is a diagram of a data processing system in which
illustrative embodiments may be implemented;

FIGS. 3A-3B are a diagram illustrating an example of an
ingress controller configuration verification system in accor-
dance with an illustrative embodiment;
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FIGS. 4A-4B are a diagram illustrating an example of a
pre-verification process in accordance with an illustrative
embodiment;

FIGS. 5A-5B are a diagram illustrating an example of a
parallel verification process in accordance with an illustra-
tive embodiment;

FIGS. 6A-6B are a diagram illustrating an example of a
final verification process in accordance with an illustrative
embodiment;

FIGS. 7A-7F are a flowchart illustrating a process for
dynamically verifying ingress configuration changes in a
running orchestration platform in accordance with an illus-
trative embodiment; and

FIG. 8 is a flowchart illustrating a process for verifying a
temporary ingress controller configuration corresponding to
an ingress configuration change set in accordance with an
illustrative embodiment.

DETAILED DESCRIPTION

The present invention may be a system, a method, and/or
a computer program product at any possible technical detail
level of integration. The computer program product may
include a computer-readable storage medium (or media)
having computer-readable program instructions thereon for
causing a processor to carry out aspects of the present
invention.

The computer-readable storage medium can be a tangible
device that can retain and store instructions for use by an
instruction execution device. The computer-readable storage
medium may be, for example, but is not limited to, an
electronic storage device, a magnetic storage device, an
optical storage device, an electromagnetic storage device, a
semiconductor storage device, or any suitable combination
of the foregoing. A non-exhaustive list of more specific
examples of the computer-readable storage medium includes
the following: a portable computer diskette, a hard disk, a
random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory
(EPROM or Flash memory), a static random access memory
(SRAM), a portable compact disc read-only memory (CD-
ROM), a digital versatile disk (DVD), a memory stick, a
floppy disk, a mechanically encoded device such as punch-
cards or raised structures in a groove having instructions
recorded thereon, and any suitable combination of the fore-
going. A computer-readable storage medium, as used herein,
is not to be construed as being transitory signals per se, such
as radio waves or other freely propagating electromagnetic
waves, electromagnetic waves propagating through a wave-
guide or other transmission media (e.g., light pulses passing
through a fiber-optic cable), or electrical signals transmitted
through a wire.

Computer-readable program instructions described herein
can be downloaded to respective computing/processing
devices from a computer-readable storage medium or to an
external computer or external storage device via a network,
for example, the Internet, a local area network, a wide area
network and/or a wireless network. The network may com-
prise copper transmission cables, optical transmission fibers,
wireless transmission, routers, firewalls, switches, gateway
computers and/or edge servers. A network adapter card or
network interface in each computing/processing device
receives computer-readable program instructions from the
network and forwards the computer-readable program
instructions for storage in a computer-readable storage
medium within the respective computing/processing device.
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Computer-readable program instructions for carrying out
operations of the present invention may be assembler
instructions, instruction-set-architecture (ISA) instructions,
machine instructions, machine dependent instructions,
microcode, firmware instructions, state-setting data, con-
figuration data for integrated circuitry, or either source code
or object code written in any combination of one or more
programming languages, including an object oriented pro-
gramming language such as Smalltalk, C++, or the like, and
procedural programming languages, such as the “C” pro-
gramming language or similar programming languages. The
computer-readable program instructions may execute
entirely on the user’s computer, partly on the user’s com-
puter, as a stand-alone software package, partly on the user’s
computer and partly on a remote computer or entirely on the
remote computer or server. In the latter scenario, the remote
computer may be connected to the user’s computer through
any type of network, including a local area network (LAN)
or a wide area network (WAN), or the connection may be
made to an external computer (for example, through the
Internet using an Internet Service Provider). In some
embodiments, electronic circuitry including, for example,
programmable logic circuitry, field-programmable gate
arrays (FPGA), or programmable logic arrays (PLA) may
execute the computer-readable program instructions by uti-
lizing state information of the computer-readable program
instructions to personalize the electronic circuitry, in order to
perform aspects of the present invention.

Aspects of the present invention are described herein with
reference to flowchart illustrations and/or block diagrams of
methods, apparatus (systems), and computer program prod-
ucts according to embodiments of the invention. It will be
understood that each block of the flowchart illustrations
and/or block diagrams, and combinations of blocks in the
flowchart illustrations and/or block diagrams, can be imple-
mented by computer-readable program instructions.

These computer-readable program instructions may be
provided to a processor of a computer, or other program-
mable data processing apparatus to produce a machine, such
that the instructions, which execute via the processor of the
computer or other programmable data processing apparatus,
create means for implementing the functions/acts specified
in the flowchart and/or block diagram block or blocks. These
computer-readable program instructions may also be stored
in a computer-readable storage medium that can direct a
computer, a programmable data processing apparatus, and/
or other devices to function in a particular manner, such that
the computer-readable storage medium having instructions
stored therein comprises an article of manufacture including
instructions which implement aspects of the function/act
specified in the flowchart and/or block diagram block or
blocks.

The computer-readable program instructions may also be
loaded onto a computer, other programmable data process-
ing apparatus, or other device to cause a series of operational
steps to be performed on the computer, other programmable
apparatus or other device to produce a computer imple-
mented process, such that the instructions which execute on
the computer, other programmable apparatus, or other
device implement the functions/acts specified in the flow-
chart and/or block diagram block or blocks.

The flowchart and block diagrams in the Figures illustrate
the architecture, functionality, and operation of possible
implementations of systems, methods, and computer pro-
gram products according to various embodiments of the
present invention. In this regard, each block in the flowchart
or block diagrams may represent a module, segment, or
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portion of instructions, which comprises one or more
executable instructions for implementing the specified logi-
cal function(s). In some alternative implementations, the
functions noted in the blocks may occur out of the order
noted in the Figures. For example, two blocks shown in
succession may, in fact, be accomplished as one step,
executed concurrently, substantially concurrently, in a par-
tially or wholly temporally overlapping manner, or the
blocks may sometimes be executed in the reverse order,
depending upon the functionality involved. It will also be
noted that each block of the block diagrams and/or flowchart
illustration, and combinations of blocks in the block dia-
grams and/or flowchart illustration, can be implemented by
special purpose hardware-based systems that perform the
specified functions or acts or carry out combinations of
special purpose hardware and computer instructions.

With reference now to the figures, and in particular, with
reference to FIGS. 1-3, diagrams of data processing envi-
ronments are provided in which illustrative embodiments
may be implemented. It should be appreciated that FIGS.
1-3 are only meant as examples and are not intended to
assert or imply any limitation with regard to the environ-
ments in which different embodiments may be implemented.
Many modifications to the depicted environments may be
made.

FIG. 1 depicts a pictorial representation of an orchestra-
tion platform in which illustrative embodiments may be
implemented. Orchestration platform 100 is a network of
computers, data processing systems, and other devices in
which the illustrative embodiments may be implemented.
Orchestration platform 100 provides automatic deployment,
scaling, and operations of application workloads corre-
sponding to a set of services hosted by orchestration plat-
form 100.

Orchestration platform 100 may be, for example, a Kuber-
netes platform. However, Kubernetes is intended as an
example only and not as a limitation on illustrative embodi-
ments. In other words, illustrative embodiments may be
implemented in any type of orchestration platform, infra-
structure, or environment.

Orchestration platform 100 includes network 102, which
is the medium used to provide communications links
between the computers, data processing systems, and other
devices connected together within orchestration platform
100. Network 102 may include connections, such as, for
example, wire communication links, wireless communica-
tion links, fiber optic cables, and the like.

In the depicted example, orchestration platform 100
includes controller node 104 and worker node 106, along
with storage 108. Controller node 104 and worker node 106
may be, for example, server computers with high-speed
connections to network 102. In addition, controller node 104
and worker node 106 may each represent a cluster of server
computers in one or more data centers. Alternatively, con-
troller node 104 and worker node 106 may each represent
multiple computing nodes in one or more cloud environ-
ments. Further, controller node 104 and worker node 106
may each include a set of virtual machines.

Controller node 104 is a main controlling unit for a cluster
of worker nodes, which is represented by worker node 106,
by managing the cluster’s workload and directing commu-
nication across the cluster. Controller node 104 receives
requests from users to perform application workloads cor-
responding to the set of services hosted by orchestration
platform 100. Worker node 106 is a machine, either physical
or virtual, where an application workload, which corre-
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sponds to a service, is deployed. Worker node 106 hosts the
components of the application workload.

Client 110, client 112, and client 114 also connect to
network 102. Clients 110, 112, and 114 are clients of
controller node 104 and worker node 106. In this example,
clients 110, 112, and 114 are shown as desktop or personal
computers with wire communication links to network 102.
However, it should be noted that clients 110, 112, and 114
are examples only and may represent other types of data
processing systems, such as, for example, network comput-
ers, laptop computers, handheld computers, smart phones,
smart televisions, and the like, with wire or wireless com-
munication links to network 102.

Users of clients 110, 112, and 114 may utilize clients 110,
112, and 114 to submit requests to perform the application
workloads corresponding to the set of services hosted by
orchestration platform 100. An application workload may be
any type of workload, such as, for example, data processing,
image processing, transaction processing, sensor monitor-
ing, scientific calculations, forecasts, predictions, or the like.
It should be noted that client device users may also include,
for example, application developers who provide the appli-
cations for the set of services hosted by orchestration
platform 100. The application developers may submit, for
example, ingress configuration changes for modifying how
an ingress controller manages service requests.

Storage 108 is a network storage device capable of storing
any type of data in a structured format or an unstructured
format. In addition, storage 108 may represent a plurality of
network storage devices. Further, storage 108 may store
identifiers and network addresses for a plurality of server
computers, identifiers and network addresses for a plurality
of client devices, identifiers for a plurality of client device
users, a plurality of different ingress configuration change
sets, configuration maps, and the like. Furthermore, storage
108 may store other types of data, such as authentication or
credential data that may include usernames, passwords, and
the like associated with client device users, for example.

In addition, it should be noted that orchestration platform
100 may include any number of additional controller nodes,
worker nodes, client devices, storage devices, and other
devices not shown. Program code located in orchestration
platform 100 may be stored on a computer-readable storage
medium or a set of computer-readable storage media and
downloaded to a computer or other data processing device
for use. For example, program code may be stored on a
computer-readable storage medium on controller node 104
and downloaded to worker node 106 over network 102 for
use on worker node 106.

In the depicted example, orchestration platform 100 may
be implemented as a number of different types of commu-
nication networks, such as, for example, an internet, an
intranet, a wide area network, a local area network, a
telecommunications network, or any combination thereof.
FIG. 1 is intended as an example only, and not as an
architectural limitation for the different illustrative embodi-
ments.

As used herein, when used with reference to items, “a
number of”” means one or more of the items. For example,
“a number of different types of communication networks™ is
one or more different types of communication networks.
Similarly, “a set of,” when used with reference to items,
means one or more of the items.

Further, the term “at least one of,” when used with a list
of items, means different combinations of one or more of the
listed items may be used, and only one of each item in the
list may be needed. In other words, “at least one of” means
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any combination of items and number of items may be used
from the list, but not all of the items in the list are required.
The item may be a particular object, a thing, or a category.

For example, without limitation, “at least one of item A,
item B, or item C” may include item A, item A and item B,
or item B. This example may also include item A, item B,
and item C or item B and item C. Of course, any combina-
tions of these items may be present. In some illustrative
examples, “at least one of” may be, for example, without
limitation, two of item A; one of item B; and ten of item C;
four of item B and seven of item C; or other suitable
combinations.

With reference now to FIG. 2, a diagram of a data
processing system is depicted in accordance with an illus-
trative embodiment. Data processing system 200 is an
example of a computer, such as, for example, worker node
106 in FIG. 1, in which computer-readable program code or
instructions implementing the ingress configuration change
verification processes of illustrative embodiments may be
located. In this example, data processing system 200
includes communications fabric 202, which provides com-
munications between processor unit 204, memory 206,
persistent storage 208, communications unit 210, input/
output (I/O) unit 212, and display 214.

Processor unit 204 serves to execute instructions for
software applications and programs that may be loaded into
memory 206. Processor unit 204 may be a set of one or more
hardware processor devices or may be a multi-core proces-
sor, depending on the particular implementation.

Memory 206 and persistent storage 208 are examples of
storage devices 216. As used herein, a computer-readable
storage device or a computer-readable storage medium is
any piece of hardware that is capable of storing information,
such as, for example, without limitation, data, computer-
readable program code in functional form, and/or other
suitable information either on a transient basis or a persistent
basis. Further, a computer-readable storage device or a
computer-readable storage medium excludes a propagation
medium, such as transitory signals. Furthermore, a com-
puter-readable storage device or a computer-readable stor-
age medium may represent a set of computer-readable
storage devices or a set of computer-readable storage media.
Memory 206, in these examples, may be, for example, a
random-access memory (RAM), or any other suitable vola-
tile or non-volatile storage device, such as a flash memory.
Persistent storage 208 may take various forms, depending on
the particular implementation. For example, persistent stor-
age 208 may contain one or more devices. For example,
persistent storage 208 may be a disk drive, a solid-state
drive, a rewritable optical disk, a rewritable magnetic tape,
or some combination of the above. The media used by
persistent storage 208 may be removable. For example, a
removable hard drive may be used for persistent storage 208.

In this example, persistent storage 208 stores ingress
controller extension 218. However, it should be noted that
even though ingress controller extension 218 is illustrated as
residing in persistent storage 208, in an alternative illustra-
tive embodiment, ingress controller extension 218 may be a
separate component of data processing system 200. For
example, ingress controller extension 218 may be a hard-
ware component coupled to communication fabric 202 or a
combination of hardware and software components.

Ingress controller extension 218 controls the process of
dynamically verifying whether incoming ingress configura-
tion changes, which are submitted by a set of users, are valid
based on performing pre-verification, parallel verification,
and final verification processes on temporary ingress con-
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troller configurations that correspond to the different incom-
ing ingress configuration changes using temporary ingress
controller pods generated on data processing system 200. As
a result, data processing system 200 operates as a special
purpose computer system in which ingress controller exten-
sion 218 in data processing system 200 enables verification
of new incoming ingress configuration changes to prevent
failure of an ingress controller pod running on data process-
ing system 200. In particular, ingress controller extension
218 transforms data processing system 200 into a special
purpose computer system as compared to currently available
general computer systems that do not have ingress controller
extension 218.

Communications unit 210, in this example, provides for
communication with other computers, data processing sys-
tems, and devices via a network, such as network 102 in
FIG. 1. Communications unit 210 may provide communi-
cations through the use of both physical and wireless com-
munications links. The physical communications link may
utilize, for example, a wire, cable, universal serial bus, or
any other physical technology to establish a physical com-
munications link for data processing system 200. The wire-
less communications link may utilize, for example, short-
wave, high frequency, ultrahigh frequency, microwave,
wireless fidelity (Wi-Fi), Bluetooth® technology, global
system for mobile communications (GSM), code division
multiple access (CDMA), second-generation (2G), third-
generation (3G), fourth-generation (4G), 4G Long Term
Evolution (LTE), LTE Advanced, fifth-generation (5G), or
any other wireless communication technology or standard to
establish a wireless communications link for data processing
system 200.

Input/output unit 212 allows for the input and output of
data with other devices that may be connected to data
processing system 200. For example, input/output unit 212
may provide a connection for user input through a keypad,
a keyboard, a mouse, a microphone, and/or some other
suitable input device. Display 214 provides a mechanism to
display information to a user and may include touch screen
capabilities to allow the user to make on-screen selections
through user interfaces or input data, for example.

Instructions for the operating system, applications, and/or
programs may be located in storage devices 216, which are
in communication with processor unit 204 through commu-
nications fabric 202. In this illustrative example, the instruc-
tions are in a functional form on persistent storage 208.
These instructions may be loaded into memory 206 for
running by processor unit 204. The processes of the different
embodiments may be performed by processor unit 204 using
computer-implemented instructions, which may be located
in a memory, such as memory 206. These program instruc-
tions are referred to as program code, computer usable
program code, or computer-readable program code that may
be read and run by a processor in processor unit 204. The
program instructions, in the different embodiments, may be
embodied on different physical computer-readable storage
devices, such as memory 206 or persistent storage 208.

Program code 220 is located in a functional form on
computer-readable media 222 that is selectively removable
and may be loaded onto or transferred to data processing
system 200 for running by processor unit 204. Program code
220 and computer-readable media 222 form computer pro-
gram product 224. In one example, computer-readable
media 222 may be computer-readable storage media 226 or
computer-readable signal media 228.

In these illustrative examples, computer-readable storage
media 226 is a physical or tangible storage device used to

20

40

45

55

65

8

store program code 220 rather than a medium that propa-
gates or transmits program code 220. Computer-readable
storage media 226 may include, for example, an optical or
magnetic disc that is inserted or placed into a drive or other
device that is part of persistent storage 208 for transfer onto
a storage device, such as a hard drive, that is part of
persistent storage 208. Computer-readable storage media
226 also may take the form of a persistent storage, such as
a hard drive, a thumb drive, or a flash memory that is
connected to data processing system 200.

Alternatively, program code 220 may be transferred to
data processing system 200 using computer-readable signal
media 228. Computer-readable signal media 228 may be, for
example, a propagated data signal containing program code
220. For example, computer-readable signal media 228 may
be an electromagnetic signal, an optical signal, or any other
suitable type of signal. These signals may be transmitted
over communication links, such as wireless communication
links, an optical fiber cable, a coaxial cable, a wire, or any
other suitable type of communications link.

Further, as used herein, “computer-readable media 222
can be singular or plural. For example, program code 220
can be located in computer-readable media 222 in the form
of a single storage device or system. In another example,
program code 220 can be located in computer-readable
media 222 that is distributed in multiple data processing
systems. In other words, some instructions in program code
220 can be located in one data processing system while other
instructions in program code 220 can be located in one or
more other data processing systems. For example, a portion
of program code 220 can be located in computer-readable
media 222 in a server computer while another portion of
program code 220 can be located in computer-readable
media 222 located in a set of client computers.

The different components illustrated for data processing
system 200 are not meant to provide architectural limitations
to the manner in which different embodiments can be
implemented. In some illustrative examples, one or more of
the components may be incorporated in or otherwise form a
portion of, another component. For example, memory 206,
or portions thereof, may be incorporated in processor unit
204 in some illustrative examples. The different illustrative
embodiments can be implemented in a data processing
system including components in addition to or in place of
those illustrated for data processing system 200. Other
components shown in FIG. 2 can be varied from the illus-
trative examples shown. The different embodiments can be
implemented using any hardware device or system capable
of running program code 220.

In another example, a bus system may be used to imple-
ment communications fabric 202 and may be comprised of
one or more buses, such as a system bus or an input/output
bus. Of course, the bus system may be implemented using
any suitable type of architecture that provides for a transfer
of data between different components or devices attached to
the bus system.

Ingress is API object that manages external access to
services hosted in an orchestration platform cluster, typically
HTTP. In other words, ingress is an API object that provides
routing rules to manage external users’ access to services in
a cluster of worker nodes in the orchestration platform.
Ingress exposes HT'TP and HTTPS routes from outside the
cluster to services within the cluster. Traffic routing is
controlled by the routing rules defined on the ingress
resource.

Each ingress has a set of configuration annotations or
values. Typically, incoming ingress configurations are com-
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bined into a configuration for an ingress controller. The
ingress controller is responsible for fulfilling an ingress.
Typically, the ingress controller includes a load balancer for
routing external traffic to the cluster.

If an incoming ingress, which corresponds to a hosted
service, includes an invalid configuration annotation and is
merged with the configuration of the ingress controller, then
the entire ingress controller pod will crash or fail to start due
to the invalid configuration. Another failure of the ingress
controller pod may be caused by two incoming ingress
configurations that conflict. For example, if two ingress
configurations are correct, but both configurations include
an annotation pointing to the same redirect rule, then the
entire ingress controller pod will crash or fail to start due to
the conflicting ingress configurations.

Tlustrative embodiments enhance the ingress controller
refresh mechanism to avoid ingress controller failures or
outages. For example, illustrative embodiments add new
components (e.g., an incoming ingress configuration change
dispatcher queue and an ingress controller extension) to the
ingress controller to monitor for and verify incoming ingress
configuration changes. The incoming ingress configuration
change dispatcher queue may be, for example, a first in/first
out depth queue. Illustrative embodiments generate and
deploy a temporary ingress controller pod with a temporary
ingress controller having a temporary ingress controller
configuration corresponding to a new incoming ingress
configuration change.

Tlustrative embodiments verify that the temporary ingress
controller having the temporary ingress controller configu-
ration corresponding to the new incoming ingress configu-
ration change running on the temporary ingress controller
pod is working correctly by performing a health check on the
temporary ingress controller pod. In response to verifying
that the temporary ingress controller works using the tem-
porary ingress controller configuration corresponding to the
new incoming ingress configuration change, illustrative
embodiments remove the current configuration of the
ingress controller and use the temporary ingress controller
configuration as a final configuration for the ingress con-
troller. In response to determining that the temporary ingress
controller does not work (e.g., failed, crashed, or the like)
using the temporary ingress controller configuration corre-
sponding to the new incoming ingress configuration change
because the new incoming ingress configuration change is
invalid, illustrative embodiments notify a user, such as, for
example, an application developer, regarding the invalid
ingress configuration change.

Thus, illustrative embodiments avoid single ingress con-
figuration error crashes of the entire ingress controller pod in
a running orchestration platform by preventing any invalid
incoming ingress configuration changes to be merged with
the configuration of the ingress controller. Consequently,
illustrative embodiments prevent negative impact on current
services hosted by the orchestration platform that may be
caused by invalid or conflicting ingress configuration
changes. Therefore, performance of the running orchestra-
tion platform is maintained by preventing failures or crashes
of the ingress controller pod.

Accordingly, illustrative embodiments provide one or
more technical solutions that overcome a technical problem
with merging new incoming ingress configuration changes
with a configuration of an ingress controller in a running
orchestration platform. As a result, these one or more
technical solutions provide a technical effect and practical
application in the field of orchestration platforms.
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With reference now to FIGS. 3A-3B are, a diagram
illustrating an example of an ingress controller configuration
verification system is depicted in accordance with an illus-
trative embodiment. Ingress controller configuration verifi-
cation system 300 may be implemented in a network of data
processing systems, such as orchestration platform 100 in
FIG. 1. Ingress controller configuration verification system
300 is a system of hardware and software components for
dynamically verifying whether incoming ingress configura-
tion changes are valid prior to merging any of the incoming
ingress configuration changes with a configuration of an
ingress controller to prevent failure of the ingress controller
and, therefore, failure of one or more services hosted by the
orchestration platform.

In this example, ingress controller configuration verifica-
tion system 300 includes controller node 302, worker node
304, and client device 306, such as, for example, controller
node 104, worker node 106, and client 110 in FIG. 1.
However, it should be noted that ingress controller configu-
ration verification system 300 is intended as an example
only and not as a limitation on illustrative embodiments. For
example, ingress controller configuration verification sys-
tem 300 may include any number of controller nodes,
worker nodes, and client devices, and other devices and
components not shown.

At 308, user 310 utilizes client device 306 to submit an
ingress configuration change set to controller node 302 via
application programming interface (API) server 312. While
the term API server is generally used in the Kubernetes
paradigm, the term as used herein is not limited to that
environment but rather refers to any type of component that
can provide both internal and external interfaces for an
orchestration platform and deploy application workloads
corresponding to services hosted on worker nodes of the
orchestration platform. The orchestration platform may be,
for example, orchestration platform 100 in FIG. 1. User 310
may be, for example, an application developer who created
an application that corresponds to a service hosted on
worker node 304. API server 312 stores the ingress configu-
ration change set in data store 314.

At 316, API server 312 reads the ingress configuration
change set to depth queue 318. In this example, depth queue
318 stores ingress configuration change set 1 (CS_1) and
ingress configuration change set 2 (CS_2). Depth queue 318
is a component of persistent ingress controller pod 320 and
may be, for example, a first in/first out ingress configuration
change set dispatcher queue. Persistent ingress controller
pod 320 also includes persistent ingress controller 322,
ingress controller extension 324, persistent pod server 326,
and persistent ingress controller (IC) configuration 328.
Persistent ingress controller configuration 328 is a base or
current configuration for persistent ingress controller 322.
Each of ingress configuration change set 1 and ingress
configuration change set 2 in depth queue 318 represent a set
of modifications or alterations to persistent ingress controller
configuration 328.

Ingress controller extension 324 may be, for example,
ingress controller extension 218 in FIG. 2. Ingress controller
extension 324 performs pre-verification process 330, paral-
lel verification process 332, and final verification process
334 on temporary ingress controller configurations corre-
sponding to incoming ingress configuration changes (e.g.,
ingress configuration change set 1 and ingress configuration
change set 2).

At 336, ingress controller extension 324 generates and
writes a temporary ingress controller configuration for each
respective ingress configuration change set (e.g., ingress
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configuration change set 1 and ingress configuration change
set 2) to a temporary configuration map in data store 314. In
addition, ingress controller extension 324 invokes API
server 312 to generate a separate temporary ingress control-
ler pod for each of the ingress configuration change sets
(e.g., ingress configuration change set 1 and ingress con-
figuration change set 2).

At 338, API server 312 generates the temporary ingress
controller pod, such as temporary ingress controller pod for
ingress configuration change set 1 340 and temporary
ingress controller pod for ingress configuration change set 2
342, for temporary ingress controller configuration verifi-
cation. Temporary ingress controller pod for ingress con-
figuration change set 1 340 includes temporary ingress
controller 344, temporary pod server 346, and temporary
ingress controller configuration 348. Temporary ingress con-
troller pod for ingress configuration change set 2 342
includes temporary ingress controller 350, temporary pod
server 352, and temporary ingress controller configuration
354.

Also at 338, API server 312 reads the temporary ingress
controller configurations from the temporary configuration
map to worker node 304. Worker node 304, using ingress
controller extension 324, loads the temporary ingress con-
troller configurations, such as temporary ingress controller
configuration 348 and temporary ingress controller configu-
ration 354, into temporary ingress controller pod for ingress
configuration change set 1 340 and temporary ingress con-
troller pod for ingress configuration change set 2 342,
respectively.

At 356, ingress controller extension 324 performs a health
check on temporary ingress controller pod for ingress con-
figuration change set 1 340 and temporary ingress controller
pod for ingress configuration change set 2 342 to determine
whether temporary ingress controller pod for ingress con-
figuration change set 1 340 and temporary ingress controller
pod for ingress configuration change set 2 342 are running
correctly or are crashed due to using temporary ingress
controller configuration 348, which corresponds to ingress
configuration change set 1, and temporary ingress controller
configuration 354, which corresponds to ingress configura-
tion change set 2.

At 358, in response to detecting a crash or failure in either
temporary ingress controller pod for ingress configuration
change set 1 340 or temporary ingress controller pod for
ingress configuration change set 2 342 during the health
check, ingress controller extension 324 invokes API server
312 to remove the invalid temporary ingress controller
configuration from the temporary configuration map. Fur-
thermore, ingress controller extension 324 notifies user 310
of the particular ingress configuration change set that caused
the invalid temporary ingress controller configuration.

At 360, in response to determining that at least one of
temporary ingress controller pod for ingress configuration
change set 1 340 or temporary ingress controller pod for
ingress configuration change set 2 342 are running correctly
with a valid temporary ingress controller configuration dur-
ing the health check, ingress controller extension 324 uses
the valid temporary ingress controller configuration as a
final ingress controller configuration and directs persistent
pod server 326 to load the final ingress controller configu-
ration into persistent ingress controller configuration 328.

With reference now to FIGS. 4A-4B, a diagram illustrat-
ing an example of a pre-verification process is depicted in
accordance with an illustrative embodiment. Pre-verification
process 400 may be implemented in an ingress controller
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extension, such as, for example, pre-verification process 330
implemented in ingress controller extension 324 in FIG. 3A.

In this example, pre-verification process 400 includes
controller node 402 and worker node 404, such as, for
example, controller node 302 and worker node 304 in FIGS.
3A-3B. Worker node 404 includes persistent ingress con-
troller pod 406, such as, for example, persistent ingress
controller pod 320 in FIG. 3A. Persistent ingress controller
pod 406 includes depth queue 408, persistent ingress con-
troller 410, and ingress controller extension 412, such as, for
example, depth queue 318, persistent ingress controller 322,
and ingress controller extension 324 in FIG. 3A.

At 414, ingress controller extension 412 utilizes pre-
verification process 416 to generate a temporary ingress
controller configuration for each ingress configuration
change set (e.g., ingress configuration change set 1 (CS_1),
ingress configuration change set 2 (CS_2), ingress configu-
ration change set 3 (CS_3), and ingress configuration change
set 4 (CS_4)) contained in depth queue 408. It should be
noted that each of ingress configuration change set 1, ingress
configuration change set 2, ingress configuration change set
3, and ingress configuration change set 4 only represent a set
of changes to the base or currently existing configuration of
persistent ingress controller 410. Pre-verification process
416 generates each of temporary ingress controller configu-
ration corresponding to ingress configuration change set 1
(CS_1 Conf) 418, temporary ingress controller configuration
corresponding to ingress configuration change set 2 (CS_2
Conf) 420, temporary ingress controller configuration cor-
responding to ingress configuration change set 3 (CS_3
Conf) 422, and temporary ingress controller configuration
corresponding to ingress configuration change set 4 (CS_4
Conf) 424 based on the existing configuration of persistent
ingress controller 410.

At 426, ingress controller extension 412 writes the tem-
porary ingress controller configurations corresponding to
each of the different ingress configuration change sets (e.g.,
temporary ingress controller configuration corresponding to
ingress configuration change set 1 418, temporary ingress
controller configuration corresponding to ingress configu-
ration change set 2 420, temporary ingress controller con-
figuration corresponding to ingress configuration change set
3 422, and temporary ingress controller configuration cor-
responding to ingress configuration change set 4 424) to a
temporary configuration map and invokes API server 428 to
generate a temporary ingress controller pod for each of the
different ingress configuration change sets. At 430, API
server 312 generates a temporary ingress controller pod for
each respective ingress configuration change set (e.g., tem-
porary ingress controller pod for ingress configuration
change set 1 432, temporary ingress controller pod for
ingress configuration change set 2 434, temporary ingress
controller pod for ingress configuration change set 3 436,
and temporary ingress controller pod for ingress configura-
tion change set 4 438) for temporary ingress controller
configuration verification.

Also at 430, API server 428 reads the temporary ingress
controller configurations from the temporary configuration
map to worker node 404. Worker node 404, using ingress
controller extension 412, loads a particular temporary
ingress controller configuration into a certain temporary
ingress controller corresponding to particular ingress con-
figuration change set.

At 440, ingress controller extension 412 performs a health
check on temporary ingress controller pod for ingress con-
figuration change set 1 432, temporary ingress controller
pod for ingress configuration change set 2 434, temporary
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ingress controller pod for ingress configuration change set 3
436, and temporary ingress controller pod for ingress con-
figuration change set 4 438 to determine whether a particular
temporary ingress controller pod is crashed due to a tem-
porary ingress controller having an invalid configuration that
corresponds to a particular ingress configuration change set.
In this example, the health check determined that temporary
ingress controller pod for ingress configuration change set 1
432 crashed and is not working because temporary ingress
controller 442 has an invalid configuration, which corre-
sponds to ingress configuration change set 1.

At 444, in response to detecting the crash of temporary
ingress controller pod for ingress configuration change set 1
432, ingress controller extension 412 removes ingress con-
figuration change set 1 (CS_1) from depth queue 408 and
invokes API server 428 to remove the invalid temporary
ingress controller configuration, which corresponds to
ingress configuration change set 1, from the temporary
configuration map. Furthermore, ingress controller exten-
sion 412 notifies user 446 that ingress configuration change
set 1 created the invalid configuration for temporary ingress
controller 442.

With reference now to FIGS. 5A-5B, a diagram illustrat-
ing an example of a parallel verification process is depicted
in accordance with an illustrative embodiment. Parallel
verification process 500 may be implemented in an ingress
controller extension, such as, for example, parallel verifica-
tion process 332 implemented in ingress controller extension
324 in FIG. 3A.

In this example, parallel verification process 500 includes
controller node 502 and worker node 504, such as, for
example, controller node 402 and worker node 404 in FIGS.
4A-4B. Worker node 504 includes persistent ingress con-
troller pod 506, such as, for example, persistent ingress
controller pod 406 in FIGS. 4A-4B. Persistent ingress con-
troller pod 506 includes depth queue 508, persistent ingress
controller 510, and ingress controller extension 512, such as,
for example, depth queue 408, persistent ingress controller
410, and ingress controller extension 412 in FIGS. 4A-4B.

At 514, ingress controller extension 512 utilizes parallel
verification process 516 to generate a temporary ingress
controller configuration for each combination of ingress
configuration change sets remaining in depth queue 508
(e.g., ingress configuration change set 2 (CS_2), ingress
configuration change set 3 (CS_3), and ingress configuration
change set 4 (CS_4)) after removing any invalid ingress
configuration change set (e.g., ingress configuration change
set 1 (CS_1) during pre-verification process 400 in FIGS.
4A-4B. Parallel verification process 516 generates tempo-
rary ingress controller configuration for combination of
ingress configuration change sets 2+3 (CS_2 Conf, CS_3
Conf) 518, temporary ingress controller configuration for
combination of ingress configuration change sets 3+4 (CS_3
Conf, CS_4 Conf) 520, and temporary ingress controller
configuration for combination of ingress configuration
change sets 2+4 (CS_2 Conf, CS_4 Conf) 522 based on the
base or currently existing configuration of persistent ingress
controller 510.

At 524, ingress controller extension 512 writes the tem-
porary ingress controller configurations corresponding to
each of the different combinations of ingress configuration
change sets (e.g., temporary ingress controller configuration
for combination of ingress configuration change sets 2+3
518, temporary ingress controller configuration for combi-
nation of ingress configuration change sets 3+4 520, and
temporary ingress controller configuration for combination
of'ingress configuration change sets 2+4 522) to a temporary
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configuration map and invokes API server 526 to generate a
temporary ingress controller pod for each of the different
combinations of ingress configuration change sets. At 528,
API server 526 generates each respective temporary ingress
controller pod (e.g., temporary ingress controller pod for
combination of ingress configuration change sets 2+3 530,
temporary ingress controller pod for combination of ingress
configuration change sets 2+4 532, and temporary ingress
controller pod for combination of ingress configuration
change sets 3+4 534) for temporary ingress controller con-
figuration verification.

Also at 528, API server 526 reads the temporary ingress
controller configurations from the temporary configuration
map to worker node 504. Worker node 504, using ingress
controller extension 512, loads the temporary ingress con-
troller configurations into corresponding temporary ingress
controllers that correspond to particular combinations of
ingress configuration change sets.

At 536, ingress controller extension 512 performs a health
check on temporary ingress controller pod for combination
of ingress configuration change sets 2+3 530, temporary
ingress controller pod for combination of ingress configu-
ration change sets 2+4 532, and temporary ingress controller
pod for combination of ingress configuration change sets
3+4 534 to determine whether at least one temporary ingress
controller pod is crashed due to a temporary ingress con-
troller having an invalid configuration, which corresponds to
aparticular combination of ingress configuration change sets
having conflicting configuration changes. In this example,
the health check determined that temporary ingress control-
ler pod for combination of ingress configuration change sets
3+4 534 crashed and is not working because temporary
ingress controller 538 has an invalid configuration, which
corresponds to the combination of ingress configuration
change sets 3+4 having conflicting ingress configuration
changes.

At 540, in response to detecting the crash of temporary
ingress controller pod for combination of ingress configu-
ration change sets 3+4 534, ingress controller extension 512
invokes API server 526 to remove the temporary ingress
controller configuration, which corresponds to ingress con-
figuration change set 4 causing the conflict, from the tem-
porary configuration map. It should be noted that ingress
configuration change set 4 is selected to be removed rather
than ingress configuration change set 3 because ingress
configuration change set 4 has a later timestamp (e.g.,
ingress configuration change set 4 was submitted and read
into the depth queue after ingress configuration change set
3). Furthermore, ingress controller extension 512 notifies
user 542 that ingress configuration change set 4 created the
conflict causing temporary ingress controller pod for com-
bination of ingress configuration change sets 3+4 534 to
crash.

With reference now to FIGS. 6A-6B, a diagram illustrat-
ing an example of a final verification process is depicted in
accordance with an illustrative embodiment. Final verifica-
tion process 600 may be implemented in an ingress control-
ler extension, such as, for example, final verification process
334 implemented in ingress controller extension 324 in FIG.
3A.

In this example, final verification process 600 includes
controller node 602 and worker node 604, such as, for
example, controller node 502 and worker node 504 in FIGS.
5A-5B. Worker node 604 includes persistent ingress con-
troller pod 606, such as, for example, persistent ingress
controller pod 506 in FIGS. 5A-5B. Persistent ingress con-
troller pod 606 includes depth queue 608, persistent ingress
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controller 610, and ingress controller extension 612, such as,
for example, depth queue 508, persistent ingress controller
510, and ingress controller extension 512 in FIGS. 5A-5B.

At 614, ingress controller extension 612 utilizes final
verification process 616 to generate a temporary ingress
controller configuration for all valid ingress configuration
change sets remaining in depth queue 608 (e.g., ingress
configuration change set 2 (CS_2) and ingress configuration
change set 3 (CS_3)) after performing parallel verification
process 500 in FIGS. 5A-5B. It should be noted that illus-
trative embodiments, removed ingress configuration change
set 4 (CS_4) from the depth queue after preforming parallel
verification and removed ingress configuration change set 1
(CS_1) from the depth queue after performing pre-verifica-
tion. Final verification process 616 generates temporary
ingress controller configuration corresponding to combina-
tion of ingress configuration change sets 2+3 (CS_2 Conf,
CS_3 Conf) 618 based on the base or currently existing
configuration of persistent ingress controller 610.

At 620, ingress controller extension 612 writes the tem-
porary ingress controller configuration corresponding to all
remaining valid ingress configuration change sets (e.g.,
temporary ingress controller configuration corresponding to
combination of ingress configuration change sets 2+3 618)
to a temporary configuration map and invokes API server
622 to generate a temporary ingress controller pod for all of
the valid ingress configuration change sets remaining in
depth queue 608. At 624, API server 622 generates the
temporary ingress controller pod (e.g., temporary ingress
controller pod for ingress configuration change sets 2+3
626) for temporary ingress controller configuration verifi-
cation.

Also at 624, API server 622 reads the temporary ingress
controller configuration from the temporary configuration
map to worker node 604. Worker node 604, using ingress
controller extension 612, loads the temporary ingress con-
troller configuration into the temporary ingress controller
corresponding to the temporary ingress controller pod for
remaining valid ingress configuration change sets 2+3.

At 628, ingress controller extension 612 performs a health
check on temporary ingress controller pod for ingress con-
figuration change sets 2+3 626 to determine whether tem-
porary ingress controller pod for ingress configuration
change sets 2+3 626 is running correctly (e.g., not crashed).
At 630, in response to determining that final verification
process 616 was successful, ingress controller extension 612
invokes API server 622 to promote the temporary configu-
ration map containing the temporary ingress controller con-
figuration corresponding to ingress configuration change
sets 2+3 to a final configuration map. It should be noted that
ingress controller extension 612 uses the temporary ingress
controller configuration corresponding to ingress configu-
ration change sets 2+3 as a final configuration for persistent
ingress controller 610 and loads the final configuration into
persistent ingress controller 610.

With reference now to FIGS. 7A-7F, a flowchart illustrat-
ing a process for dynamically verifying ingress configura-
tion changes in a running orchestration platform is shown in
accordance with an illustrative embodiment. The process
shown in FIGS. 7A-7F may be implemented in a computer,
such as, for example, worker node 106 in FIG. 1 or data
processing system 200 in FIG. 2. For example, the process
shown in FIGS. 7A-7F may be implemented in ingress
controller extension 218 in FIG. 2.

The process begins when the computer receives a set of
ingress configuration change sets from an API server of a
controller node in a running orchestration platform via a
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network (step 702). The computer reads the set of ingress
configuration change sets to an ingress configuration change
set dispatcher queue (step 704).

The computer, using an ingress controller extension of the
computer, generates a first temporary ingress controller
configuration for each respective ingress configuration
change set in the set of ingress configuration change sets
contained in the ingress configuration change set dispatcher
queue at expiration of a defined time interval for pre-
verification of temporary ingress controller configurations
(step 706). The computer, using the ingress controller exten-
sion, stores the first temporary ingress controller configura-
tion corresponding to each respective ingress configuration
change set contained in the ingress configuration change set
dispatcher queue in a temporary configuration map (step
708).

The computer, using the ingress controller extension,
invokes the API server to generate a separate first temporary
ingress controller pod having a separate first ingress con-
troller for each respective ingress configuration change set
on the computer to verify the temporary ingress controller
configurations corresponding to respective ingress configu-
ration change sets (step 710). The computer loads a corre-
sponding first temporary ingress controller configuration
that was read from the temporary configuration map into
each respective first temporary ingress controller of each
respective first temporary ingress controller pod generated
on the computer (step 712).

The computer runs each respective first temporary ingress
controller pod having a respective first temporary ingress
controller loaded with a corresponding first temporary
ingress controller configuration on the computer (step 714).
The computer, using the ingress controller extension, per-
forms a first health check on each respective first temporary
ingress controller pod running on the computer (step 716).

The computer makes a determination as to whether a
particular first temporary ingress controller failed on the
computer due to an invalid ingress configuration change set
based on the first health check (step 718). If the computer
determines that no first temporary ingress controller failed
on the computer due to an invalid ingress configuration
change set based on the first health check, no output of step
718, then the process proceeds to step 722. If the computer
determines that a particular first temporary ingress controller
did fail on the computer due to an invalid ingress configu-
ration change set based on the first health check, yes output
of step 718, then the computer, using the ingress controller
extension, removes a particular first temporary ingress con-
troller configuration that corresponds to the invalid ingress
configuration change set from the temporary configuration
map, removes the invalid ingress configuration change set
from the ingress configuration change set dispatcher queue,
and notifies a user of the invalid ingress configuration
change set (step 720).

Afterward, the computer, using the ingress controller
extension, generates combinations of ingress configuration
change sets in the set of ingress configuration change sets
remaining in the ingress configuration change set dispatcher
queue after performing the pre-verification of temporary
ingress controller configurations (step 722). The computer,
using the ingress controller extension, generates a second
temporary ingress controller configuration for each respec-
tive combination of ingress configuration change sets in the
set of ingress configuration change sets remaining in the
ingress configuration change set dispatcher queue after
performing the pre-verification of temporary ingress con-
troller configurations for parallel verification of the tempo-
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rary ingress controller configurations (step 724). The com-
puter, using the ingress controller extension, stores the
second temporary ingress controller configuration corre-
sponding to each respective combination of ingress configu-
ration change sets in the temporary configuration map (step
726).

The computer, using the ingress controller extension,
invokes the API server to generate a separate second tem-
porary ingress controller pod having a separate second
ingress controller for each respective combination of ingress
configuration change sets on the computer to verify the
temporary ingress controller configurations corresponding
to respective combinations of ingress configuration change
sets (step 728). The computer loads a corresponding second
temporary ingress controller configuration that was read
from the temporary configuration map into each respective
second temporary ingress controller of each respective sec-
ond temporary ingress controller pod generated on the
computer (step 730).

The computer runs each respective second temporary
ingress controller pod having a respective second temporary
ingress controller loaded with a corresponding second tem-
porary ingress controller configuration on the computer (step
732). The computer, using the ingress controller extension,
performs a second health check on each respective second
temporary ingress controller pod running on the computer
(step 734).

The computer makes a determination as to whether a
particular second temporary ingress controller failed on the
computer due to a conflicting combination of ingress con-
figuration change sets based on the second health check
(step 736). If the computer determines that no second
temporary ingress controller failed on the computer due to a
conflicting combination of ingress configuration change sets
based on the second health check, no output of step 736, then
the process proceeds to step 740. If the computer determines
that a particular second temporary ingress controller failed
on the computer due to a conflicting combination of ingress
configuration change sets based on the second health check,
yes output of step 736, then the computer, using the ingress
controller extension, removes a certain temporary ingress
controller configuration that corresponds to the conflicting
combination of ingress configuration change sets from the
temporary configuration map, removes a certain ingress
configuration change set of the conflicting combination of
ingress configuration change sets having a later timestamp
from the ingress configuration change set dispatcher queue,
and notifies the user of the conflicting combination of
ingress configuration change sets (step 738).

Subsequently, the computer, using the ingress controller
extension, generates a third temporary ingress controller
configuration for all valid ingress configuration change sets
in the set of ingress configuration change sets remaining in
the ingress configuration change set dispatcher queue after
performing the parallel verification of the temporary ingress
controller configurations for a final verification of the tem-
porary ingress controller configurations (step 740). The
computer, using the ingress controller extension, stores the
third temporary ingress controller configuration correspond-
ing to the valid ingress configuration change sets in the
temporary configuration map (step 742).

The computer, using the ingress controller extension,
invokes the API server to generate a third temporary ingress
controller pod having a third ingress controller for the valid
ingress configuration change sets on the computer to verify
a temporary ingress controller configuration corresponding
to the valid ingress configuration change sets (step 744). The
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computer loads the third temporary ingress controller con-
figuration that was read from the temporary configuration
mayp into the third temporary ingress controller of the third
temporary ingress controller pod generated on the computer
(step 746).

The computer runs the third temporary ingress controller
pod having the third temporary ingress controller loaded
with the third temporary ingress controller configuration on
the computer (step 748). The computer, using the ingress
controller extension, performs a third health check on the
third temporary ingress controller pod running on the com-
puter (step 750).

The computer makes a determination as to whether run-
ning the third temporary ingress controller pod having the
third temporary ingress controller loaded with the third
temporary ingress controller configuration on the computer
was successful based on the third health check (step 752). If
the computer determines that running the third temporary
ingress controller pod having the third temporary ingress
controller loaded with the third temporary ingress controller
configuration on the computer was not successful based on
the third health check, no output of step 752, then the
computer, using the ingress controller extension, sends an
error message to the user (step 754). If the computer
determines that running the third temporary ingress control-
ler pod having the third temporary ingress controller loaded
with the third temporary ingress controller configuration on
the computer was successful based on the third health check,
yes output of step 752, then the computer, using the ingress
controller extension, promotes the temporary configuration
map containing the third temporary ingress controller con-
figuration corresponding to the valid ingress configuration
change sets to a final configuration map containing a final
ingress controller configuration (step 756).

The computer reads the final ingress controller configu-
ration contained in the final configuration map (step 758).
The computer loads the final ingress controller configuration
into an ingress controller located in an ingress controller pod
of the computer (step 760). Thereafter, the process termi-
nates.

With reference now to FIG. 8, a flowchart illustrating a
process for verifying a temporary ingress controller con-
figuration corresponding to an ingress configuration change
set is shown in accordance with an illustrative embodiment.
The process shown in FIG. 8 may be implemented in a
computer, such as, for example, worker node 106 in FIG. 1
or data processing system 200 in FIG. 2. For example, the
process shown in FIG. 8 may be implemented in ingress
controller extension 218 in FIG. 2.

The process begins when the computer generates a tem-
porary ingress controller configuration for an ingress con-
figuration change set contained in an ingress configuration
change set dispatcher queue of an ingress controller pod
located on the computer (step 802). The computer loads the
temporary ingress controller configuration corresponding to
the ingress configuration change set into a temporary ingress
controller located in a temporary ingress controller pod of
the computer (step 804). The computer performs a health
check on the temporary ingress controller pod running the
temporary ingress controller with the temporary ingress
controller configuration corresponding to the ingress con-
figuration change set (step 806). The computer uses the
temporary ingress controller configuration as a configuration
for an ingress controller located in the ingress controller pod
of'the computer based on the health check indicating that the
temporary ingress controller pod did not crash while running
the temporary ingress controller with the temporary ingress
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controller configuration corresponding to the ingress con-
figuration change set (step 808). Thereafter, the process
terminates.

Thus, illustrative embodiments of the present invention
provide a computer-implemented method, computer system,
and computer program product for dynamically verifying
whether incoming ingress configuration changes to a run-
ning orchestration platform are valid based on performing
pre-verification, parallel verification, and final verification
processes on temporary ingress controller configurations
that correspond to different incoming ingress configuration
changes using temporary ingress controller pods on a worker
node of the running orchestration platform. The descriptions
of the various embodiments of the present invention have
been presented for purposes of illustration, but are not
intended to be exhaustive or limited to the embodiments
disclosed. Many modifications and variations will be appar-
ent to those of ordinary skill in the art without departing
from the scope and spirit of the described embodiments. The
terminology used herein was chosen to best explain the
principles of the embodiments, the practical application or
technical improvement over technologies found in the mar-
ketplace, or to enable others of ordinary skill in the art to
understand the embodiments disclosed herein.

What is claimed is:

1. A computer-implemented method for dynamically veri-
fying ingress configuration changes, the computer-imple-
mented method comprising:

generating, by a computer, a temporary ingress controller

configuration for an ingress configuration change set
contained in an ingress configuration change set dis-
patcher queue of an ingress controller pod located on
the computer;

loading, by the computer, the temporary ingress controller

configuration corresponding to the ingress configura-
tion change set into a temporary ingress controller
located in a temporary ingress controller pod of the
computer for verifying the ingress configuration
change before merging the ingress configuration
change to the ingress controller pod located on the
computer,

performing, by the computer, a health check on the

temporary ingress controller pod running the temporary
ingress controller with the temporary ingress controller
configuration corresponding to the ingress configura-
tion change set; and

using, by the computer, the temporary ingress controller

configuration as a configuration for an ingress control-
ler located in the ingress controller pod of the computer
based on the health check indicating that the temporary
ingress controller pod did not crash while running the
temporary ingress controller with the temporary ingress
controller configuration corresponding to the ingress
configuration change set.

2. The computer-implemented method of claim 1 further
comprising:

receiving, by the computer, a set of ingress configuration

change sets from an application programming interface
(API) server of a controller node in a running orches-
tration platform via a network;

reading, by the computer, the set of ingress configuration

change sets to the ingress configuration change set
dispatcher queue; and

generating, by the computer, using an ingress controller

extension of the computer, a first temporary ingress
controller configuration for each respective ingress
configuration change set in the set of ingress configu-
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ration change sets contained in the ingress configura-
tion change set dispatcher queue at expiration of a
defined time interval for pre-verification of temporary
ingress controller configurations.

3. The computer-implemented method of claim 2 further

comprising:

storing, by the computer, using the ingress controller
extension, the first temporary ingress controller con-
figuration corresponding to each respective ingress
configuration change set contained in the ingress con-
figuration change set dispatcher queue in a temporary
configuration map;

invoking, by the computer, using the ingress controller
extension, the API server to generate a separate first
temporary ingress controller pod having a separate first
ingress controller for each respective ingress configu-
ration change set on the computer to verify temporary
ingress controller configurations corresponding to
respective ingress configuration change sets; and

loading, by the computer, a corresponding first temporary
ingress controller configuration that was read from the
temporary configuration map into each respective first
temporary ingress controller of each respective first
temporary ingress controller pod generated on the
computer.

4. The computer-implemented method of claim 3 further

comprising:

running, by the computer, each respective first temporary
ingress controller pod having a respective first tempo-
rary ingress controller loaded with a corresponding first
temporary ingress controller configuration on the com-
puter;

performing, by the computer, using the ingress controller
extension, a first health check on each respective first
temporary ingress controller pod running on the com-
puter;

determining, by the computer, whether a particular first
temporary ingress controller failed on the computer due
to an invalid ingress configuration change set based on
the first health check; and

removing, by the computer, using the ingress controller
extension, a particular first temporary ingress controller
configuration that corresponds to the invalid ingress
configuration change set from the temporary configu-
ration map, removing the invalid ingress configuration
change set from the ingress configuration change set
dispatcher queue, and notifying a user of the invalid
ingress configuration change set in response to the
computer determining that the particular first tempo-
rary ingress controller failed on the computer due to an
invalid ingress configuration change set based on the
first health check.

5. The computer-implemented method of claim 4 further

comprising:
generating, by the computer, using the ingress controller
extension, combinations of ingress configuration

change sets remaining in the ingress configuration
change set dispatcher queue after performing the pre-
verification of temporary ingress controller configura-
tions;

generating, by the computer, using the ingress controller
extension, a second temporary ingress controller con-
figuration for each respective combination of ingress
configuration change sets remaining in the ingress
configuration change set dispatcher queue after per-
forming the pre-verification of temporary ingress con-
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troller configurations for parallel verification of tem-
porary ingress controller configurations;

storing, by the computer, using the ingress controller
extension, the second temporary ingress controller con-
figuration corresponding to each respective combina-
tion of ingress configuration change sets in the tempo-
rary configuration map;

invoking, by the computer, using the ingress controller
extension, the API server to generate a separate second
temporary ingress controller pod having a separate
second ingress controller for each respective combina-
tion of ingress configuration change sets on the com-
puter to verify temporary ingress controller configura-
tions corresponding to respective combinations of
ingress configuration change sets; and

loading, by the computer, a corresponding second tem-
porary ingress controller configuration that was read
from the temporary configuration map into each respec-
tive second temporary ingress controller of each
respective second temporary ingress controller pod
generated on the computer.

6. The computer-implemented method of claim 5 further

comprising:

running, by the computer, each respective second tempo-
rary ingress controller pod having a respective second
temporary ingress controller loaded with a correspond-
ing second temporary ingress controller configuration
on the computer;

performing, by the computer, using the ingress controller
extension, a second health check on each respective
second temporary ingress controller pod running on the
computer,

determining, by the computer, whether a particular second
temporary ingress controller failed on the computer due
to a conflicting combination of ingress configuration
change sets based on the second health check; and

removing, by the computer, using the ingress controller
extension, a certain temporary ingress controller con-
figuration that corresponds to the conflicting combina-
tion of ingress configuration change sets from the
temporary configuration map, removing a certain
ingress configuration change set of the conflicting
combination of ingress configuration change sets hav-
ing a later timestamp from the ingress configuration
change set dispatcher queue, and notifying the user of
the conflicting combination of ingress configuration
change sets in response to the computer determining
that the particular second temporary ingress controller
failed on the computer due to a conflicting combination
of ingress configuration change sets based on the
second health check.

7. The computer-implemented method of claim 6 further

comprising:

generating, by the computer, using the ingress controller
extension, a third temporary ingress controller configu-
ration for all valid ingress configuration change sets
remaining in the ingress configuration change set dis-
patcher queue after performing the parallel verification
of temporary ingress controller configurations for a
final verification of temporary ingress controller con-
figurations;

storing, by the computer, using the ingress controller
extension, the third temporary ingress controller con-
figuration corresponding to the valid ingress configu-
ration change sets in the temporary configuration map;

invoking, by the computer, using the ingress controller
extension, the API server to generate a third temporary
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ingress controller pod having a third ingress controller
for the valid ingress configuration change sets on the
computer to verify a temporary ingress controller con-
figuration corresponding to the valid ingress configu-
ration change sets; and
loading, by the computer, the third temporary ingress
controller configuration that was read from the tempo-
rary configuration map into the third temporary ingress
controller of the third temporary ingress controller pod
generated on the computer.
8. The computer-implemented method of claim 7 further
comprising:
running, by the computer, the third temporary ingress
controller pod having the third temporary ingress con-
troller loaded with the third temporary ingress control-
ler configuration on the computer;
performing, by the computer, using the ingress controller
extension, a third health check on the third temporary
ingress controller pod running on the computer;
determining, by the computer, whether running the third
temporary ingress controller pod having the third tem-
porary ingress controller loaded with the third tempo-
rary ingress controller configuration on the computer
was successful based on the third health check;
promoting, by the computer, using the ingress controller
extension, the temporary configuration map containing
the third temporary ingress controller configuration
corresponding to the valid ingress configuration change
sets to a final configuration map containing a final
ingress controller configuration in response to the com-
puter determining that running the third temporary
ingress controller pod having the third temporary
ingress controller loaded with the third temporary
ingress controller configuration on the computer was
successful based on the third health check;
reading, by the computer, the final ingress controller
configuration contained in the final configuration map;
and
loading, by the computer, the final ingress controller
configuration into the ingress controller located in the
ingress controller pod of the computer.
9. The computer-implemented method of claim 8 further
comprising:
sending, by the computer, using the ingress controller
extension, an error message to the user in response to
the computer determining that running the third tem-
porary ingress controller pod having the third tempo-
rary ingress controller loaded with the third temporary
ingress controller configuration on the computer was
not successful based on the third health check.
10. A computer system for dynamically verifying ingress
configuration changes, the computer system comprising:
a bus system;
a storage device connected to the bus system, wherein the
storage device stores program instructions; and
a processor connected to the bus system, wherein the
processor executes the program instructions to:
generate a temporary ingress controller configuration
for an ingress configuration change set contained in
an ingress configuration change set dispatcher queue
of an ingress controller pod located on the computer
system,
load the temporary ingress controller configuration
corresponding to the ingress configuration change
set into a temporary ingress controller located in a
temporary ingress controller pod of the computer
system for verifying the ingress configuration
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change before merging the ingress configuration
change to the ingress controller pod located on the
computer;
perform a health check on the temporary ingress con-
troller pod running the temporary ingress controller
with the temporary ingress controller configuration
corresponding to the ingress configuration change
set; and
use the temporary ingress controller configuration as a
configuration for an ingress controller located in the
ingress controller pod of the computer system based
on the health check indicating that the temporary
ingress controller pod did not crash while running
the temporary ingress controller with the temporary
ingress controller configuration corresponding to the
ingress configuration change set.
11. The computer system of claim 10, wherein the pro-
cessor further executes the program instructions to:
receive a set of ingress configuration change sets from an
application programming interface (API) server of a
controller node in a running orchestration platform via
a network;
read the set of ingress configuration change sets to the
ingress configuration change set dispatcher queue; and
generate, using an ingress controller extension of the
computer system, a first temporary ingress controller
configuration for each respective ingress configuration
change set in the set of ingress configuration change
sets contained in the ingress configuration change set
dispatcher queue at expiration of a defined time interval
for pre-verification of temporary ingress controller con-
figurations.
12. The computer system of claim 11, wherein the pro-
cessor further executes the program instructions to:
store, using the ingress controller extension, the first
temporary ingress controller configuration correspond-
ing to each respective ingress configuration change set
contained in the ingress configuration change set dis-
patcher queue in a temporary configuration map;
invoke, using the ingress controller extension, the API
server to generate a separate first temporary ingress
controller pod having a separate first ingress controller
for each respective ingress configuration change set on
the computer to verify temporary ingress controller
configurations corresponding to respective ingress con-
figuration change sets; and
load a corresponding first temporary ingress controller
configuration that was read from the temporary con-
figuration map into each respective first temporary
ingress controller of each respective first temporary
ingress controller pod generated on the computer sys-
tem.
13. The computer system of claim 12, wherein the pro-
cessor further executes the program instructions to:
run each respective first temporary ingress controller pod
having a respective first temporary ingress controller
loaded with a corresponding first temporary ingress
controller configuration on the computer system;
perform, using the ingress controller extension, a first
health check on each respective first temporary ingress
controller pod running on the computer system;
determine whether a particular first temporary ingress
controller failed on the computer due to an invalid
ingress configuration change set based on the first
health check; and
remove, using the ingress controller extension, a particu-
lar first temporary ingress controller configuration that
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corresponds to the invalid ingress configuration change
set from the temporary configuration map, remove the
invalid ingress configuration change set from the
ingress configuration change set dispatcher queue, and
notify a user of the invalid ingress configuration change
set in response to determining that the particular first
temporary ingress controller failed on the computer
system due to an invalid ingress configuration change
set based on the first health check.
14. The computer system of claim 13, wherein the pro-
cessor further executes the program instructions to:
generate, using the ingress controller extension, combi-
nations of ingress configuration change sets remaining
in the ingress configuration change set dispatcher queue
after performing the pre-verification of temporary
ingress controller configurations;
generate, using the ingress controller extension, a second
temporary ingress controller configuration for each
respective combination of ingress configuration change
sets remaining in the ingress configuration change set
dispatcher queue after performing the pre-verification
of temporary ingress controller configurations for par-
allel verification of temporary ingress controller con-
figurations;
store, using the ingress controller extension, the second
temporary ingress controller configuration correspond-
ing to each respective combination of ingress configu-
ration change sets in the temporary configuration map;

invoke, using the ingress controller extension, the API
server to generate a separate second temporary ingress
controller pod having a separate second ingress con-
troller for each respective combination of ingress con-
figuration change sets on the computer system to verify
temporary ingress controller configurations corre-
sponding to respective combinations of ingress con-
figuration change sets; and

load a corresponding second temporary ingress controller

configuration that was read from the temporary con-
figuration map into each respective second temporary
ingress controller of each respective second temporary
ingress controller pod generated on the computer sys-
tem.

15. A computer program product for dynamically verify-
ing ingress configuration changes, the computer program
product comprising a computer-readable storage medium
having program instructions embodied therewith, the pro-
gram instructions executable by a computer to cause the
computer to perform a method of:

generating, by the computer, a temporary ingress control-

ler configuration for an ingress configuration change set
contained in an ingress configuration change set dis-
patcher queue of an ingress controller pod located on
the computer;

loading, by the computer, the temporary ingress controller

configuration corresponding to the ingress configura-
tion change set into a temporary ingress controller
located in a temporary ingress controller pod of the
computer for verifying the ingress configuration
change before merging the ingress configuration
change to the ingress controller pod located on the
computer,

performing, by the computer, a health check on the

temporary ingress controller pod running the temporary
ingress controller with the temporary ingress controller
configuration corresponding to the ingress configura-
tion change set; and
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using, by the computer, the temporary ingress controller
configuration as a configuration for an ingress control-
ler located in the ingress controller pod of the computer
based on the health check indicating that the temporary
ingress controller pod did not crash while running the
temporary ingress controller with the temporary ingress
controller configuration corresponding to the ingress
configuration change set.
16. The computer program product of claim 15 further
comprising:
receiving, by the computer, a set of ingress configuration
change sets from an application programming interface
(API) server of a controller node in a running orches-
tration platform via a network;
reading, by the computer, the set of ingress configuration
change sets to the ingress configuration change set
dispatcher queue; and
generating, by the computer, using an ingress controller
extension of the computer, a first temporary ingress
controller configuration for each respective ingress
configuration change set in the set of ingress configu-
ration change sets contained in the ingress configura-
tion change set dispatcher queue at expiration of a
defined time interval for pre-verification of temporary
ingress controller configurations.
17. The computer program product of claim 16 further
comprising:
storing, by the computer, using the ingress controller
extension, the first temporary ingress controller con-
figuration corresponding to each respective ingress
configuration change set contained in the ingress con-
figuration change set dispatcher queue in a temporary
configuration map;
invoking, by the computer, using the ingress controller
extension, the API server to generate a separate first
temporary ingress controller pod having a separate first
ingress controller for each respective ingress configu-
ration change set on the computer to verify temporary
ingress controller configurations corresponding to
respective ingress configuration change sets; and
loading, by the computer, a corresponding first temporary
ingress controller configuration that was read from the
temporary configuration map into each respective first
temporary ingress controller of each respective first
temporary ingress controller pod generated on the
computer.
18. The computer program product of claim 17 further
comprising:
running, by the computer, each respective first temporary
ingress controller pod having a respective first tempo-
rary ingress controller loaded with a corresponding first
temporary ingress controller configuration on the com-
puter;
performing, by the computer, using the ingress controller
extension, a first health check on each respective first
temporary ingress controller pod running on the com-
puter;
determining, by the computer, whether a particular first
temporary ingress controller failed on the computer due
to an invalid ingress configuration change set based on
the first health check; and
removing, by the computer, using the ingress controller
extension, a particular first temporary ingress controller
configuration that corresponds to the invalid ingress
configuration change set from the temporary configu-
ration map, removing the invalid ingress configuration
change set from the ingress configuration change set
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dispatcher queue, and notifying a user of the invalid
ingress configuration change set in response to the
computer determining that the particular first tempo-
rary ingress controller failed on the computer due to an
invalid ingress configuration change set based on the
first health check.

19. The computer program product of claim 18 further

comprising:
generating, by the computer, using the ingress controller
extension, combinations of ingress configuration

change sets remaining in the ingress configuration
change set dispatcher queue after performing the pre-
verification of temporary ingress controller configura-
tions;

generating, by the computer, using the ingress controller
extension, a second temporary ingress controller con-
figuration for each respective combination of ingress
configuration change sets remaining in the ingress
configuration change set dispatcher queue after per-
forming the pre-verification of temporary ingress con-
troller configurations for parallel verification of tem-
porary ingress controller configurations;

storing, by the computer, using the ingress controller
extension, the second temporary ingress controller con-
figuration corresponding to each respective combina-
tion of ingress configuration change sets in the tempo-
rary configuration map;

invoking, by the computer, using the ingress controller
extension, the API server to generate a separate second
temporary ingress controller pod having a separate
second ingress controller for each respective combina-
tion of ingress configuration change sets on the com-
puter to verify temporary ingress controller configura-
tions corresponding to respective combinations of
ingress configuration change sets; and

loading, by the computer, a corresponding second tem-
porary ingress controller configuration that was read
from the temporary configuration map into each respec-
tive second temporary ingress controller of each
respective second temporary ingress controller pod
generated on the computer.

20. The computer program product of claim 19 further

comprising:

running, by the computer, each respective second tempo-
rary ingress controller pod having a respective second
temporary ingress controller loaded with a correspond-
ing second temporary ingress controller configuration
on the computer;

performing, by the computer, using the ingress controller
extension, a second health check on each respective
second temporary ingress controller pod running on the
computer,

determining, by the computer, whether a particular second
temporary ingress controller failed on the computer due
to a conflicting combination of ingress configuration
change sets based on the second health check; and

removing, by the computer, using the ingress controller
extension, a certain temporary ingress controller con-
figuration that corresponds to the conflicting combina-
tion of ingress configuration change sets from the
temporary configuration map, removing a certain
ingress configuration change set of the conflicting
combination of ingress configuration change sets hav-
ing a later timestamp from the ingress configuration
change set dispatcher queue, and notifying the user of
the conflicting combination of ingress configuration
change sets in response to the computer determining
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that the particular second temporary ingress controller
failed on the computer due to a conflicting combination

of ingress configuration change sets based on the
second health check.
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