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LAYER 2 RELAY TO SUPPORT COVERAGE AMND RESOURCE-
CONSTRAINED BEVICES IN WIRELESS NETWUORKS

TECHNICAL FIELD

The present invention relates generally to the field of wireless communications,

wn

and, more particularly, but not exclusively, to methods and apparatus aseful for

communications among emergency service providers or public safety personnel.

BACKGROUND
This section introduces aspects that may be helpful to facilitate a better
understanding of the inventions. Accordingly, the statements of this section are to be
10 read i this light and are 5ot to be understood as admissions about what is in the prior
art or what is not in the prior art. Any technigues or schemes described herein as existing
or possible are presented as background for the present invention, but no admission is
made therchy that these techniques and schemes were heretofore comumercialized, or

known to others besides the mnventors.

(%4

In wircless networks (for cxample LTE), there arc many instances where a
particular UE may be out of the coverage arca of hase station (eNB), may not have the
appropriate radio to communicate with the eNB, or may lack sufficient power io
cstablish a divect connection with the ¢eNB, and may thus be considered “remote” to the
eNB or the network served by the eNB. In such situations the remote UE may be unable
20 to directly communicate with the eNB. However, there may be another UE in proxumity
to the remote UE that happens to be within the coverage of the eNB and has appropriaie
radio resources and power to communicate with the network. Such 3 scenario may be
critical, e.g. for public safety personnel for whom direct wireless coverage may be

pnavailable 1n a disaster situation. This scenario may also be encountered for many

W

wireless devices such as “wearables” coming to market, e.g. smart watches and health
monitors, which may have limited radio and power resources, but may be able to use
another regular UE, such as a smart phone, to establish communication with the
network. To provide wireless coverage for such remote UEs which are out of the
coverage arca, or wearables with limited radio capability, relays are typically used to

30 extend connectivity to these devices.
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SUMMARY
The inventor discloses various apparatus and methods that may be bencficially
applied to relaying data to and from a conununications device, e.g. a UE device, outside

of network coverage. While suoch embodiments may be expected to provide

(%4

tmprovements in performance and/or reduction of cost of relative to conventional
approaches, no particular result 15 a requirement of the present invention unless
explicitly recited in a particular claim.

One embodiments provides a mobile communications device, e.g. a User
Equipment device such as a smart phone or tablet computer. The mobile device includes
10 a processor commuinicatively coupled to a transceiver and a memory. The transceiver
is configured to exchange control signals with a network node, e.g an eNB. The
memory contains instructions that when executed by the processor configure the
processor to operate the transceiver to exchange the control signals. The instructions

forther configure the processor to pass a fivst proper subset of the control signals (o a

fama
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remote device without operating according to the control signals, and to operate

according fo conirol signals in a second proper subset of the control signals. The

processor is thercby configured to operate on behalf of a remote communication device

to support communication between the remote communication device and the network

node.

20 In some embodiments the processor is further configured by the instructions to
support two radio links with the network node, with each radio Hak being identified by
a unique identifier.

in some embodiments the first proper subset includes RRC and PDCP control
signals. In some embodiments the second proper subset includes LTE RLC, MAC and

25 PHY control signals.

In some embodiments the instructions further configure the processor to
immplement an E-UTRAN protocol stack divided between the mobile device and the
remote device.

In some cotbodiments the instructions further configure the processor to direct

30 to the remote device an RRC connection setup message that includes a CRNTT identity

of the remote device provided by the network node.
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Some embodiments provide a non-transitory computer-readable data storage
device comprising instructions that when cxecuted configure the processor according

to any of the embodiments described above.

(%4

Various embodiments provide mcthods, e.g. methods of manufacturing a
mobile communications device according to any of the embodiments described above.

Another embodiments provides a remote wircless communications device, e. g
a wearable wireless device. The remote device includes a process communicatively
coupled to a transcciver and a memory. The fransceiver is configured to receive
10 communications protocol control signals via a radio link. The memory contains
instructions that when execoted configure the processor to receive the protocol control
signals from the transceiver. The processor is further configured by the instructions to
derive from the control signals first access stratum security credentials that match

second access stratuim security credentials derived by a network node of a wireless

fama
W

telecommunications network, and to exchange data with a relay communications device

via an air interface, the data encoded using the access stratun security credentials.

In various embodiments the processor is further configured by the instructions
to operate the transceiver to direct a PCS authentication response to the relay
communications device in response to receiving a PCS authentication request.

20 In various embodiments the processor is further configured by the instructions
to establish an RRC connection with a network node in response to receiving from the
relay communications device an RRC connection setup message that includes a Cell
Radio Network Temporary Identificr (CRNTE) assigned by the network node to the
remote wireless communications device.

25 In various embodiments the processor is further configured by the instructions

to direct an access stratum (AS) security mode command complete message to the relay

communications device via a PCS radio link in respouse to receiving an AS security
mode command request from the relay communications device via the PC3 vadio link.

In various embodiments the processor, memory and transceiver are components

30 of a wearable device.

[¥5]
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Various embodiments provide a non-transitory computer-readable data storage
device comprising instructions that when cxecuted configure the processor according
to any of the preceding embodiments of a remote wircless communications device.

Various embodiments provide methods, e.g methods of manufacowing a

(%4

remote wircless communications device according to any of the embodiments described

above.

BRIEF BDESCRIPTION OF THE BRAWIKNGS
A more complete understanding of the present nvention may be obtained by
reference to the following detailed description when taken in conjunction with the

10 accompanying drawings wherein:

FIG. 1 illustrates a conventional approach to providing network access to a
remote {out-of-network) remote device by a relay device;

FIG. 2 illustrates an embodiment including a relay device and eNB configured
to communicate via two radio links 1o provide service to a remote device;

15 FIG. 3 illustrates an embodiment showing additional details of the configuration
of FIG. 2, including a PCS5, or side channel, connection between the remote device and
the relay device, and a remote radio control (RRC) in the eNB meodified to support the
communication link between the remote device and the relay device;

FIG. 4 illustrates additional details, e.g. of an LTE stack, in the remote device,

20 relay device and the eNB of FIG. 2, when configured according to various
cmbodiments;

FIG. § illustrates a method, e.g. a call flow, for initial remote device attach and
authentication according o one embodiment;

FIG. 6 illustrates a method, e.g. a call flow, for remote UE Access Stratum (AS)

25 Security establishment between the remote device and the velay device, according to
one embodiment;
FIG. 7 illustrates a block diagram of a UE suitable for operating as the relay
device in the methods of FIGs. 5 and 6;
FIG. 8 illustrates a block diagram of a UL suitable for operating as the remote
30 device UE in the methods of FIGs. 5 and 6; and



WO 2018/013786

wn

10

15

20

PCT/US2017/041895

FIG. 9 illustrates a block diagram of an eNB suitable for operating as the eNB

in the methods of FIGs. 5 and 6.

DEFINITIONS

In the discussion below, some of the following definitions may apply:

3GPP
AKA
ASME
AS

AV
CRNTI
eNB
EPC
EPS
E-UTRAN
GUTI
HSS

H

Koasme

LTE
MAC
MME
PLMN
PDCP
POW
PHY
RLC
RRC
SGW
TS
UE

3 Generation Partnership Project
Authentication and Key Agreement
Access Sccurity Management Entity
Access Stratum

Authentication Vector

Cell Radio Network Temporary Identifier
Evelved Node-B

Evolved Packet Core

Evolved Packet System

Evolved UTRAN

Globally Unique Temporary Identity
Home Subscriber Server

International Mobile Subscriber Identity
Secret key derived from the result of successful AKA authentication
protocol nin

Long Term Evolution

Medium Access Conirol

Mobility Management Entity

Public Land Mobile Network

Packet Data Convergence Protocol
Packet Data Network Gateway

Physical Layer

Radio Link Control

Radio Resource Control

Serving Gateway

Technical Standard

User Equipment
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UTRAN Universal Terrestrial Radio Access Network

BETAILED DESCRIPTION
Various embodiments are now described with reference to the drawings,

wherein like reference numerals are used to refer to like clements throughout. In the
following description, for purposes of explanation, numerous specific details are set
forth in order to provide a thorough understanding of one or more embodiments. It may
be evident, however, that such embodiment(s) may be practiced without these specific
details. In other instances, well-known structures and devices are shown in block
diagram form in order to facilitate describing one or more embodiments.

Wearable devices are a new segment of devices which may depend on relays.
As used herein and in the claims, “wearable device” refers to a member of a class of
clectromic devices that can be worn on the body as an accessory or an implant, such as
smart watches, fitness devices, so-called fashion electronics, and medical devices such
as hearing aids. Such devices may also be regarded as remote user equipment (“remote
UE”) or “remwote devices”, and may referred to as such in this discussion. Such devices
are often powered by a small battery, and are thevefore typically Hmited in power and
radio resources. Such devices may also have a different type of radio interface from a
wide-area wireless network, such as Wil or Bluetooth, which may not be directly
compatible with the macro networks, e.g. E-UTRAN. Therefore, a remote UE may use
a nearby device such as a smart phone, tablet or laptop computer as a relay UE to
cstablish an “indirect-direct” communication fink with a network. When such a relay
device is not available in the vicinity, the wearable device may then form a “direct”
connection to the network if suitably configured.

Conventional approaches to providing relay services to a remote UE include 1)
a relay node (RN) as defined in 3GPP 36.216, incorporated herein by reference, and 2)
a Proximity Services (ProSe) UE-to-network relay as described by 3GPP TS 23.303
incorporated herein by reference, including a security solution defined in 3GPP TS
33.303, incorporated herein by reference.

First addressing the relay node, this 1s typically a low-power base station that
provides enhanced coverage and capacity at a cell edge for a remote UE that is out of

network coverage. A relay node appears as a regular eNB 1o a remote UE that (s outside
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direct network coverage. The relay node is connected via a Un radio interface to a
special eNB sometimes referred to as a Donor eNB (DeNB). The Un radio interface is
a modification of the E-UTRAN Uu air interface. Hence in a donor cell the radio

resources are shared between remote UHs served divectly by the DeNB and the Relay

(%4

Nodes. Hence the DeNB provides Uu and Un types of interfaces. The MME is also
aware of the nature of the cNB it is connecting to, e.g. whether the ¢NB is a regular
eNB or a DeNB.

Considering next the ProSe UE-to-network relay, FIG. 1 illustrates a
conventional example of such a system, designated 100, configured to provide network
10 access to a remote UE 110 that is outside network coverage by a relay device 120. In
the ilfustrated conventional approach, the relay device 120 1s a ProSe-to-network relay.
The remote UE 110 and the relay device 120 comynunicate via a PCS interface. The
relay device 120 in turn communicates via a Uu interface with an eNB 130, which

communicates with the evolved packet core (EPC) 140. Lastly, the EPC 140

fama
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communicates with a public safety application server (AS) 150. Aspects of the system

100 are described by 3GPP TS 23.303, T5 33.303, 3GPP 36.216, and 3GPP SP 160231,

cach of which is incorporated by refercnce in its entivety. This data relay provided by

the system 100 is a ProSe feature-specific scheme, relaying information on the ProSe

PCS mterface (sometimes referred to as the “side channel” or “side link™) to the LTE

20 Un interface towards the eNB 130. This relay operates to relay P traffic via protocol
fayer 3 over PCS to the vemote UE 110. The network elements eNB 130, and EPC nodes
such as the MME, SGW, PGW, etc. (not shown in FIG. 1) recognize only the ProSe
UE-to-network Relay, but the remote UE 110 is not directly recognized by these
network elements.

25 These two relay solutions may not be sufficient. In the case of the relay node
described first above the reclay is not really behaving as a relay to carry any
communication packet, but is instead replicating the air interface and behaving as a
normal eNB as any UE would normally see. Hence the relay node (RN) behaves as a
normal ¢NB to the remote UE, but behaves differently to other eNBs since it is not a

30 veal UE. Hence the relay node can only connect to a donor eNB. Furthermore, the MME

{not shown) also needs to know whether the relay node is attached to a regular eNB or

a Donor elNB. This makes the relay node complicated {o irmplement and difficult to

N
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deploy. In the case of the ProSe relay discussed second above, the solution is specific
to ProSe applications, in which layer-3 [P packets are terminated at the ProSe relay
device 120. Thus, from the viewpoint of the network elements eNB, MME, SGW,
PGW, etc., the relay device 120 is the termination point for IP packets, not the remote
UE 110. This compromises the confidentiality of the remote UE 118, because all the
data and signaling that is passing through the relay device 120 can be seen by it.

Embodiments described below are expected to address deficiencies in such
conventional approaches by, e.g., relaying data to and from a remote mobile device,
e.g. a remote UE or wearable device, via a layer-2 radio level interface. Such
embodiments are expected to provide secure commmunications between a network node
and the remote mobile device. In particular, various embodiments support such
communication while preventing the relay device from decoding or deciphering the
relayed data. Thus the security of the data is enbanced relative to conventional
approaches.

FIG. 2 illustrates an embodiment, e.g. a systern 200, that implements a relay
link between a remote communication device 210 and a relay device 220, e.g. a relay
UE. The remote device 210 may be, e.g., another UE or a wearable device. The relay
device 220 is configured to provide two operating modes to communicate with a
network node 230, ¢.g. an eNB, and the network node 230 is in turn configured to
cooperate with the relay device 220 to support those modes of operation. A first
function set 221 of the relay device 220 provides “normal” functionality. For example,
if the relay device 220 is a smart phone, the function set 221 provides the functions
needed to communicate with the network node 230 via a first Uu interface to implement
operation typically associated with smart phone functionality, e.g. send and receive
phone calls and text messages, and connect with the internet. The relay device 220 also
includes a second set 222 of functions, referred to as “relay functions”. The function
set 222 provides the necessary functions to support establishing and maintaining a relay
connection with the remote device 210, and to communicate with the network node 230
via a second Uu interface to pass the relay data between the remote device 210 and the
network node 230. The system 200 is also shown inclading an AS 250 that may provide
more general services to any type of devices, such as wearables, in addition to or

alternatively to the public safety AS 150 of FIG. 1.
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in an exampie embodiment, the relay device 220 may be a smart phone, and the
remote device 210 may be a wearable device, which may be out of network coverage
or lacking an appropriate radio. The remote device 210 may request over the side link

PC35 to establish communication to the network. The relay device 220 has a preexisting

(%4

Uu atr interface connection with the network node 230 using the normal functions 221,
using a CRNTI identifier, The relay device 220 requests the network node 230 to
provide a second air interface connection reserved for the remote device 210, The
network node 230 assigns a new identifier, e.g. CRNTI-R, for the reserved connection
to the remote device. Hence the network node 230 is made aware that the relay device
10 220 has two Uu air interface connections with the relay device 220, one for
comrmunicating with the relay device 220 and another for communicating with the
remote device 210, The relay device 220 is configured fo support fwo or more air
interface connections simultancousky cither by including two or more moders, ot by
being configured to support two streams of data, each data stream being associated with

a different CRNTI (e.g. CRNTI and CRNTI-R) and being directed to the relay device

fama
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220 or the remote device 210. For example, such functions may provide the relay device
220 with the capability to map the Uu interface data based on the CRNTI and CRNTI-
R, thereby signaling to itself or to the remote device 210 connected on the PCS side
link. While only a single remote device 210 is explicitly shown in FIG. 2, this scheme

20 may be extended to support multiple remote devices, each being assigned its own
unigque CRNTI-R.

In some embodiments, the relay device 220 and one or more remote devices
may be serviced by the network node 230 via a single Uu air interface. In such
embodiments {(not explicitly shown n FIG. 2.), each entity supported via the air interface

25 via the network node 230 may be identified by its unique identificr, e.g. the CRNTI (or
CRNTIE-R} assigned to that entity. In such cmbodiments the network node 230 may be
configured to extract, e.g. demultiplex, data reccived by the relay device 220, and
combine, e.g. multiplex, data directed from the velay device 220, using an adaption
layer to map data from the single air interface to and from a data stream mapped to cach

30 of the relay device and one or more remote devices. Those skilled in the art are familiar
with adaptation layers, and are able to fashion a suitable adaptation layer for such

embodiments without undue cxperimentation.
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FIG. 3 illustrates a view of the remote device 210, relay device 220 and network
node 230, focusing on the communication between the remote device 210 and relay
device 220 via the PCS5 air interface. While the PCS interface is shown, in other
embodiments the air interface may be provided by another suitable radio link, 2. g. LTE,
Wi, Bluetooth, or any other suitable technology. The relay device 220 is assumed to
support an LTE radio stack. Each of the remote device 210 and the relay device 220
inchides a PCS functional block that inchides the program steps needed to tnplement
the PCS air interface. Such steps are included in the embodiments of methods 500 and
600, described below. The network node 230 includes nonconventional RRC functions
to support the assignment of multiple CRNTIs to communications with the relay device
22( as described in greater detail below.

FIG. 4 illustrates a view of the remote device 210, relay device 220 and network
node 230, showing an expanded view of various LTE E-UTRAN parameters exchanged
between these entitics, according to various embodiments. Those skilled in the pertinent
art will appreciate that an E-UTRAN protocol stack includes RRC (radio resources
control), PDCP (packet data convergence protocol), RLC (radio link control), MAC
{media access control} and PHY (physical} layvers, the last (PHY) layer being referred
to as the LTE Uu air link, or LTE radio interface. In the illustrated embodiment, the
network node 230 includes the various functional blocks that are used in the Uu air link,
e.g. RRC, PDCP, RLC, MAC and PHY. In this manner, the relay device 220 may act
on behalf of the remote device 210 with respect to these functional blocks when the
remote device is unable to communicate directly with the network node 230, while
allowing the remote device 210 to maintain control over those functions needed to
maintain privacy of the comumumications between the remote device 210 and the
network node 230, In other embodiments that implement a different side link air
interface, e.g. Wiki or Bluetooth, different protocol layers may be used. Those skilled
in the pertinent art are famiiar with such interfaces and related protocol layers, and are
able implement such alternative embodiments without undoe experimentation.

in a conventional Uu air link, each of these blocks would be matched by a
complementary function Umnplemented by the relay device 220. However, in the
tilustrated embodiment, only a first proper subset, the RLC, MAC and PHY blocks are

watched by complementary functional blocks in the relay device 220, while a second

10
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proper subset, the RRC and PDCP blocks, are matched by complementary blocks in the
remote device 210. (The reader will appreciate that a proper subset includes some, but
not all, of the members of the set of which it is a part.) The PDCP block provides
ciphering and integrity protection, and the proper CRNTI is needed to identify the data.
With the independent identification of the remote device, separate from the relay device
226, derivation of complete EPS key hierarchy Keng, Krroimt, Krreene, Kupene and Kupim
described in clause 6.2 of 3GPP TS 33.401c clause 6.2 becomes possible. 3GPP TS
33.401 is incorporated herein in its entirety. Using these keys the signaling messages
between remote device 210 and setwork node 230 can be integrity protected and user
data can be encrypted. In particular, the relay device 220 derives its own AS security
keys that match its AS security keys separately derived by the network node 230. As a
result, the relay device 220 is not able to decode or decipher the data directed by the
remote device 210 to the network node 230, or from the network node 230 to the remote
device 210, and only the remote device 210 and network node 230 possess the
credentials to do so. The CRNTI and the CRNTI-R parameters used in the messages
exchanged between the network node 230 and relay device 220 will indicate whether
the messages are meant for the relay device 220 or remote device 210 and map the

wessages to the appropriate receiver relay device 228 or remote device 216 via the PCS
interface. The receiving entity will further map the received messages to its protocol
stack e.g. PDCP block and PDCP context parameters to identify the radio bearer
established and decode the message to the correct incoming stream.

Therctore the relay device 220 may act as a relay between the network node 230
and the remote device 210, which may be beyond network coverage or lacking
appropriate radio resources, without the relay device 220 being able to decode or
otherwise interpret the data that is being relayed. Thus the security of the data being
relayed is enhanced relative to conventional approaches to relaying data between the
network and a remote device.

FIG. 5 illustrates a method 500, e.g. an embodiment that implements initial
attach and authentication of a remote UE, e.g. the remote device 210 of FIG. 2. FI(G. 5
includes signaling between the remote device 210, the relay device 220 and the network
node 230, as well as an MME 510 and HSS 520, not explicitly showsn in FIG. 2. In the

following description of FIG. 5, the steps are enumerated as Steps | through 19.

11
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Step 1: The remote device 210 discovers the relay device 220 for relay operation
over PC3 (defined in Rel 13) and requests to make a connection to an eNB of the
given PLMNId, e.g. the network node 230.

Step 2: The relay device 220 makes a RRC Connection Request on behalf of the
remote device 210. There are two cases, a) the relay device 220 and the remote
device 210 belong to same PLMN, with the relay device 220 already connected to
the network, and b} the relay device 220 belongs to a different PLMN and is not yet
connected to network. In the first case, the relay device 220 makes a direct ‘RRC
Connection Request’ to the network node 230 it is connected to. In the second case,
the relay device 220 executes a random access procedure, and receives on behalf of
the remote device 210 a CRNTI-R for connection by the remote device 210 to the
PLMN. The CRNTI of the remote device 210 is referred to herein as CRNTI-R.
The relay device 220 then makes the ‘RRC Connection Request’. In both cases the
network node 230 recognizes that the connection is an indirect connection with the
remote device 210 through the relay device 220.

Step 3: The network node 230 returns an ‘RRC Connection Sewup’ message and
assigns the CRNT-R to identify the indirect connection,

Step 4: The relay device 220 forwards ‘RRC Connection Sewp’ from the network
node 23{ to the remote device 210 over PCS. Hereafter the relay device 220 will
maintain a scparate conncction with the network node 230 identified by the
CRNTI-R allocated for the remote device 210. The relay device 220 may also
maintain a simuitaneous separate connection with the network node 230 identified
by a CRNTI allocated to the relay device 220. The relay device 220 may operate as
a relay for multiple remote devices based on the resource capability of the radio
layer of the relay device 220. In such cases, each remote device will be identified
by a separate CRNTI-R allocated by the network node 230.

Step 5: The remote device 210 responds with ‘RRC Connection Request Complete’,
message may contain a piggy-backed Attach Request. The message will indicate
the CRNTI-R allocated to the remote device 210. The Attach Request will contain
the IMSI of the remote device 210 and the UE capability of the remote device 210,

as is done for a normal direct connection by a conventional UE.

12
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Step 6: The relay device 220 forwards ‘RRC Connection Request Complete +
Attach Request’ from the remote device 210 to the network node 230 using the
CRNTI-R allocated for remote device 2140,

Step 7: The network node 230 forwards the attach request message from the remote
device 210 to the MME 510 for Authentication of remote device 210 and nitial
attach. “Attach Request” will contain the IMSI if the remote device 210 as for
conventional attach requests.

Step 8: The MME 510 initiates Authentication of remote device 210, by sending
‘Authentication Data Request’ to the HSS 520. This message also includes the IMSI
of the remote device 210

Step 9: The HSS 520 generates authentication vectors {AVs) for the remote device
210 identified by the IMS1L

Step 10: The HSS 520 responds to the MME 510 with Authentication Vectors for
the remote device 2140.

Step 11: The MME 510 stores the Authentication vectors received from the HSS
S20. The MME 520 selects a particular Vector AV{i] for the authentication for the
current instance.

Step 12: The MME 510 divects to the network node 230 an Authentication Request
with {RANDI, AUTNi} as parameters of the message.

Step 13: The network node 230 forwards the Authentication Request with {RANDiI,
AUTNI} using the CRNTI-R allocated for the remote device 210. The relay device
220 receives this message since the CRNTI-R 15 mapped to it because of the relay
function performed by the relay device 220

Step 14: The relay device 220 forwards the Authentication Reguest message to the
remote device 210 via the PCS3 side link.

Step 15: The remote device 210 derives RES, AUTN, non-access stratum {NAS)
integrity key 1K, and NAS ciphering key CK from the received parameters RANDI
and AUTNI. The remote device also calculates Kasme based on the received

RANDi, AUTNL

13
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e Step 16: The remote device 210 responds via the PC% interface with a “User
Authentication Response’ message that includes a response value RES in the event
that the AUTN verification is successful.

e Step 17: The relay device 220 forwards RES to the network node 230 via the Un
interface identified by the CRNTI-R allocated for the remote device 210.

#  Step 18: The network node 230 forwards RES to the MME 510.

& Step 19: The MME 510 authenticates the remote device 210 on the condition that
the RES sent by the remote device 210 is equal to an expected response value
XRES. The MME 510 begins a NAS context for the remote device 210 and assigns
an identified GUTI (Globally Unique Temporary 1), NAS keys {Knas-enc, Knas-
int} are setup in the MME 5310 and the remote device 210 for protecting NAS
messages. Further keys (EeNB) are derived based on Kasume.

Turning now to FIG. 6, a method 600 is dlustrated, e.g. an embodiment that
establishes UE Access Stratumn (AS) Security for a remote device, e.g. the remote
device 210, while accessing over a relay device, e.g. the relay device 220. FIG. 6
includes signaling between the same entities as shown in FIG. 5. In the following
description, the steps are enumerated as Steps 1 through 15, Some of the procedures
described with respect to FIG. 6 may be adapted from pottions of 3GPP TS5 24.301,
which is incorporated by reference in its entirety.

e Step 1: The remote device 210 divects an Attach Request message via the PCS fink
to the relay device 220. The message includes an identifier of the remote device
2168, e.g. an IMISE

e  Step 2: The relay device 220 divects a second Attach Request message to the
network node 230 on behalf of the remote device 210. This Attach Request message
inciudes the identifier, e.g. IMSI, of the remote device 210, and an alternate
identifier of the remote device 214, e.g. the CRNTI-R previously allocated to the
remote device 210 by the network node 230 based on the IMSI of the rernote device
210. The receipt of the CRNTI-R alerts the network node 230 to the presence of the
remote device 210 so that the network node 230 may operate appropriately, e.g.
encoding data directed to the remote device 210 using the CRNTIE-R assigned to the

remote device 210 instead of the CRNTI assigned to the relay node 220.

14
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e Step 3: The network nede 230 directs a third Attach Request message to the MME
510 on behalf of the remote device 210, This message includes the IMSI of the
remote device 210, but not the CRNTI-R.

e Step 4: The MME 510 directs an Authentication Data Request message to the HSS

wn

520 requesting authentication data for the remote device 210. This message includes
the IMSI of the remote device 210.

e  Step 5: The HSS 520 generates the authentication data, e. g. an authentication vector,
corresponding to the requesting remote device 210. The vector may include a
random number RAND, an authentication key AUTN, an expected response XRES,

10 and a Kasme. This authentication vector, represented as AVa, is specific to the

particalar remote device 210 that is requesting attachroent, and may thus be
subscripted to denote each of multiple remote devices that the MME 510 may scrve,
e.g. AV, AV),... depending on the number of remote devices being supported.

#  Step 6: The HSS 520 directs the AV to the MME 510 in an Authentication Data

15 Response message.

& Step 7. The MME 510 stores the AV received from the MME 510. Because the
MME may serve multiple remote devices, the MME 310 may store a table of
vectors, AV, AVa... with cach vector component similarly indexed, e.g. RAND:,
RAND:....

20 & Step 8: The MME 510 validates the UE 210 and generates Kenp.

¢ Step 9: The MME 510 directs to the network node 230 an Attach Accept message
for initial context setup of the remote device 210 in the network node 230,
corresponding to the Attach Request message the network node 230 received from
the UE 210 in Step 2. The message includes operating capability of the UE 210 and

25 the Kaur, which is typically part of the subscription data received by the MME 310

from HSS 520 for the remote device 210.

e Step 1(: The network node 230 identifies the remote device 210 from the validation
credentials and inttiates a UE context. The network node 230 further selects security
integrity and encryption algorithros for the remote device 210, based on the UE

30 capability information received from the MME 510. The network node 230 dertves

security keys Kupene (User-plane encryption key), Kupin (user-plane integrity kev),

15
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Krreene (RRC encryption kev), and Krecime (RRC integrity key) for the remote
device 210 based on the Keng received from the MME 510 in Step 9.

® Step 11: The network node 230 directs an AS Security Mode Comunand toward the
remote relay device 220 to initiate security at the remote device 210 and establish
the access stratum (AS). The message includes a cipbering algorithio and an
integrity algorithm selected by the network node 230 consistent with the capability
of the remote device 210. For integrity protection of the message the network node
230 calculates a MAC-I (message authentication code-integrity) and includes this
parameter with the message. The network node 230 sends this message using the
CRNTI-R.

e Step 12: The relay device 220 receives the security mode command, including the
CRNTI-R. The relay device 220 then forwards the security mode command towards
the remote device 210 using a PCS interface side link channel. Thus the relay device
220 behaves as a transparent fayer-2 pipe on behalf of the remote device 210.

e Step 13: Upon receiving the security mode commmand, the remote device 210 ases
the Kenp {caiculated during the NAS procedure at Step 9) and derives the additional
AS kevs Kupener Kupine KRRCae and KRR The remote device 210 then
calculates XMAC-T to verify the integrity code MAC-L

¢ Step 14: On the condition that MAC-I is successfully verified, the remote device
210 responds via the PC5 link to the relay device 220 with a verification message
{AS Security Mode Complete). The message also inclades the verified MAC-L

¢ Step 15: The relay device 220 directs the verification message received from the
remoie device 210 in step 14 to the network node 230 using the CRNTI-R allocated
to the remote device 210,

When Step 15 is complete, the remote device 210, relay device 220 and network node

230 are configured such that the remote device 210 and the network node 230 may

communicate via the relay device 220. However, because the communication between

the remote device 210 and the network node 230 is secured based on the CRNTI-R, the
relay device 216 is unable to decode the communication, and the comimunication take
place securely.

Embodiments within the scope of this application provide significant new and

beneficial functionality to conventional 3GPP standards by, e.g. providing a technically
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simpie way to umplement a layer 2 relay instead of a layer 3 relay. A laver 2 relay
solution is expected to be of great interest and benefit to the Public Safety coramunity
and also 10T (internet of things) devices and wearables.

The new laver 2 relay solution helps to identify the remote UE uniquely, hence
this helps in at least these arcas: 1) providing security and confidentiality to remote UE
while connecting over any relay; 2) because the remote UE is identified, accounting
can be provided precisely for the remote UE for all the resources used by it; and 3)
during mobility events session continuity can be provided when the remote UE moves
from indirect connection to direct connection and vice-versa.

FIG. 7 illustrates a block diagram of a relay device 700, such as may implernent
the remote device relay device 220 in various embodiments. A processor 710 is
configured to communicate with a non-transitory memory 720 and a transmitter 730.
The processor 710 is configured 1o read from the memory 720 prograrm instructions that
when executed by the processor 710 configure the processor 710 to implement a method
according to various embodiments described herein, e.g. one of the method 300 or 666
as viewed from the relay device 220. The processor 710 is furtber configwred 1o
cooperate with one or more moderns 730 to communicate via an antenna 740 any of the
varicus messages shown in the methods 500 or 600 as being received by or sourced
from the relay UE 210 or the remote relay device 220, as appropriate. In embodiments
in which multiple modems 730 are used, a switch 740 may be controlled by the
processor 710 to connect the proper modem 730 to the antenna 740.

FIG. & illustrates a block diagram of a relay device 806, such as may implement
the remote device 210 and the relay device 220 in various embodiments. A processor
310 1s configured to communicate with a non-transitory memory 820 and a transmitter
830. The processor 810 is configured to read from the memory 820 program
instructions that when executed by the processor 810 configure the processor 810 to
implement a method according to various embodiments described herein, e.g. one of
the method 300 or 600 as viewed from the remote device 210 or the relay device 220},
The processor 81( is further configured to cooperate with a transmitter 830 to transmit
viz an antenna 844 any of the various messages shown in the methods 500 or 600 as
being received by or sourced from the relay UE 210 or the remote relay device 220, as

appropriate.

—
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FIG. 9 tllustrates a block diagram of an eNB device 900, such as may implement
the network node 230 in various embodiments. A processor 910 is configured to
communicate with a non-transitory memory 920, a database 930 and a transmitter 940.
The processor 318 is configured to read from the memory 920 program instructions that
when executed by the processor 910 configure the processor 810 to implement a method
according to various embodiments described herein, e.g. one of the method 500 or 600
as viewed fromn the network node 230. The processor 910 is further configured to
cooperate with the database 930 to store parameters that allow the processor 910 to
communicate with one or more instances of the remote device 210 to toplement one or
more of the methods 300/600. The processor 910 is still further configured to cooperate
with a transmitter 940 to transmit via an antenna 950 any of the various messages shown
in the methods 500 or 600 as being received by or sourced from the network node 230.

Unless explicitly stated otherwise, cach numerical value and range should be
interpreted as being approximate as if the word “about” or “approximately” preceded
the value of the value or range.

it will be further understood that various changes in the details, materials, and
arrangements of the parts which have been described and llastrated in order to explain
the nature of this invention may be made by those skilled in the art without departing
from the scope of the invention as expressed in the following claims.

The use of figure numbers and/or figure reference labels in the claims is
intended to identify one or more possible embodiments of the claimed subject matter in
order to facilitate the interpretation of the claims. Such use is not to be construed as
necessarily limiting the scope of those claims to the embodiments shown in the
corresponding figures.

Although the clements in the following method claims, if any, are recited in a
particular scquence with corresponding labeling, unless the claim recitations otherwise
imaply a particular sequence for implementing some or all of those elements, those
clements are not necessarily intended to be limited to being implemented in that
particular sequence.

Reference herein to “one embodiment” or “an embodiment” means that a
particular feature, strocture, or characteristic described in comnection with the

embodiment can be included in at least one embodiment of the invention. The
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appearances of the phrase “in one embodiment” in various places in the specification
are not necessarily all referring to the same embodiment, nor are separate or alternative
embodiments necessarily mutually exclusive of other embodiments. The same applies
to the term “implementation.”

13

Also for purposes of this description, the terms “‘couple,” “coupling,”

29 46

“coupled,” “connect,” “connccting,” or “connected” refer to any manner known in the
art or later developed in which energy is allowed to be transferred between two or more
clements, and the interposition of one or more additional elements is contemplated,
although not required. Conversely, the terms “directly coupled,” “directly connected,”
etc.., imply the absence of such additional clements.

The embodimenis covered by the claims in this application are himited to
ermbodiments that (1) are enabled by this specification and (2) correspond to statutory
subject matter. Non-enabled entbodiments and embodiments that correspond o non-
statutory subject matter ave exphicitly disclaimed even if they formally fall within the
scope of the claims.

The description and drawings merely illustrate the principles of the invention.
It will thus be appreciated that those of ordinary skill in the art will be able to devise
various arrangeraents that, although not explicitly described or shown herein, embody
the principles of the invention and are included within its spirit and scope. Furthermore,
all exaroples recited herein are principally intended expressly to be only for pedagogical
purposes to aid the reader in understanding the principles of the invendon and the
concepts contributed by the inventor(s) to furthering the art, and are to be construed as
being without limitation to such specifically recited cxarmples and conditions.
Moreover, all statements herein reciting principles, aspects, and embodiments of the
invention, as well as specific examples thereof, are tntended to encompass equivalents
thereof,

The functions of the various clements shown in the figures, including any
fonctional blocks labeled as “processors,” may be provided through the use of dedicated
hardwarc as well as hardware capable of executing software in association with
appropriate software. When provided by a processor, the functions may be provided by
a single dedicated processor, by a single shared processor, or by a plurality of individual

processors, some of which may be sharcd. Morcover, explicit use of the term
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“processor” or “controller” should not be construed to refer exclusively to hardware
capable of executing software, and may implicitly include, without limitation, digital
signal processor {DSP) hardware, application specific integrated circuit (ASIC), field
programmable gate array (FPGA), read only memory (ROM) for storing software,
random access memory {(RAM), and non-volatile storage. Other hardware,
conventional and/or custom, may also be included. Similarly, any switches shown in
the figures are conceptual only. Their function may be carvied out through the operation
of program logic, through dedicated logic, through the interaction of program control
and dedicated logic, in conjunction with the appropriate computer hardware, the
particular technique being sclectable by the tmplementer as more specifically
understood from the context.

It should be appreciated by those of ordinary skill in the art that any block
diagrams herein represent conceptual views of illustrative circuitry embodying the
principles of the invention. Similarly, it will be appreciated that any flow charts, flow
diagrams, state wansition diagrams, pseudo code, and the like represent various
processes which may be substantially represented in computer readable medivm and so
executed by a computer or processor, whether or not such computer or processor is
explicitly shown.

Although multiple embodiments of the present invention have been illustrated
in the accompanying Drawings and described in the foregoing Detailed Description, it
shovld be understood that the present invention i3 not limited to the disclosed
cmbodiments, but is capable of numerous rcarrangements, maodifications and
substitutions withowt departing from the invention as se¢t forth and defined by the

following claims.
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CLAIMS:

1. A mobile communications relay device, comprising:

a transcetver configured to exchange control signals with a network node;

a processor; and

a memory coupled to said processor and containing instructions that configure
the processor to operate the transeeiver to exchange said control signals,

wherein said instructions further configure the processor to pass a first proper
subset of said control signals to a remote device without operating according to said
control signals, and to operate according to control signals in a second proper subset of
said control signals thereby operating on hehalf of a remote communication device o
support conununication hetween said remote convnunication device and said network

nade,

2. The device as recited in Claim 1, wherein said processor is further configured by said
instructions to support or morve radio links with said network node, each radio link being

identified by a unique identificr.

3. The device as recited in Claim 1, wherein said first proper subset includes LTE RRC
and PDCP signals, and said second proper subset includes LTE RLC, MAC and PHY

signals.

4. The device as recited in Claim 1, wherein said instructions further configure said
processor to implement an EUTRAN protocol stack divided between said mobile

device and said remote device.

5. The device as recited in Claim 1, wherein said instructions further configure said
processor to direct to said remote device an RRC connection sctup message that

includes a CRNTY identity of said remeote device provided by said network node.

6. A computer-readable data storage device comprising instructions that when executed

configure the processor according to any of Claims 1-5.
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7. A method, comprising configuring a processor, a memory and a fransceiver

according to any of Claims 1-5

8. A remote wireless communications device, comprising:

a transceiver configured 10 receive communications protocol control signals;

a processor; and

a memory coupled to said processor and containing instructions that when
executed configure the processor to receive said protocol control signals,

wherein said processor is further configured by said instructions to derive from
said control signals first access stratum sccurity credentials that match second access
stratuin security  credentials  derived by a  network node of a  wircless
telecoromunications network, and to exchange data with a relay communications device

via an air interface, the data encoded using the access stratum security credentials.

8. The device as recited in Claim 8, wherein said processor is further configured by said
instrictions o operate the transceiver to direct a PCS authentication response to said

relay communications device in response to receiving a PCS aunthentication request.

10. The device as recited in Claim 8, wherein said processor is further configured by
said instructions to establish an RRC counection with a network node in response to
receiving from said relay communications device an RRC connection setup message
that includes a Cell Radio Network Temporary Identifier (CRNTT) assigned by said

network node to said remote wireless communications device.

11. The device as recited in Claim 8, wherein said processor is further configured by
said instructions to direct an access stratim (AS) security mode conunand complete
message to said relay communications device via a PCS radio link in response to
receiving an AS security mode command request from said relay communications

device via said PCS radio link.

12. The device as recited in Claim 8, wherein said processor, memory and transceiver

are components of a wearable device.

J
58]
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13. A non-transitory computer-readable data storage device comprising instructions

that when execuifed configure the processor according to any of Claims 8-12.

14. A method, comprising configuring a processor, a memory and a transceiver

according to any of Claims 8-12.
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