woO 2023/045504 A1 |0 0000 KA1 000 0 0 00

(12) RBEFSIEF AR 2R ERBRIE
(19) tH SR ENIR F=ALLR 2R = 00O 0O

5 : _ o
:Bﬁi/jﬁ ; :ﬁ( 10) EfR A S
43) E PR
2023 ££3 § 30 H (30.03.2023) WIPOIPCT WO 2023/045504 Al
(5 FEfrEFHES: (72) XA A: #t 12 (DU, Jian); P E W1 VL A b T
GOGF 16/2458 (2019.01) GOG6F 21/62 (2013.01) 74 9 X 75 VR % 556 5 8 /2 B Bt 801-11, Zhejiang
Q1) EFRRES PCT/CN2022/105053 310000 (CN). 3K % 5 (ZHANG, Ben Yu); 'ft
S WF T 4 B TP B P R B 556 5 8 /2 B
(22) EFREIEH: 2022 %7 B 12 H (12.07.2022) E£801-11, Zhejiang 310000 (CN).
25 HIFES: X HREBEA ERZB@AENARESE R (L
(26) NEEES: Hhr B & fA) (E-TONE INTELLECTUAL PROPERTY
300 45 FIRM (GENERAL PARTNERSHIP)); 1 [E 4k 57 il
(30) f£5EAL: i X R e M % e WD 3 B B 707,

2021111104682 202149 H23H (23.09.2021) CN Beijing 100190 (CN).

D FBA = (& G M) 5 B 5% A B @) sgem @ namm, Exe—mRpmms
fR 4% T (ALIPAY (HANGZHOU) INFORMATION {2457 : AE AG. AL, AM. AO. AT, AU. AZ BA. BB, BG
TECHNOLOGY CO., LTD,) [CN/CNJ; 1 [ Hf /L BIH, BN, BR, BW, BY, BZ, CA. CH, CL. CN, CO, CR, CU,
AL TP B 7 R 556 5 8 2 B B CV. CZ. DE, DJ, DK, DM, DO, DZ, EC, EE, EG, ES, FI,

801-11, Zhejiang 310000 (CN)- GB. GD, GE, GH, GM, GT, HN, HR, HU, ID, IL, IN, 1Q,
IR, IS, IT, JM. JO, JP, KE, KG, KH, KN, KP, KR, KW, KZ,

(54) Title: QUERY PROCESSING METHOD AND APPARATUS
(54) RRARIR: U R E

W4 FF

AA  Terminal

BB  Query request Q1

CC  Actual returned result R1"
DD  Query request QL

EE  Actual returned result RL'
FF  Service platform

GG Query type CQ1

HH  Query type CQL

- N 1 Target data set
(BB R (4 N N cc JJ Original query result R1
Bl BRI PP Npymynpry KK Query sensitivity SQ1
s T NN M%;g/rmmmj,,, LL  Origin query result RL
= % NI ra—— # LS =
| i) £ My | | T A A S +‘—+ R 7 Py |—_’ RR MM Query sensitivity SQL
GG ; KK : : : NN Noise power PQ1
DD LL H ™ H aa : e]e} No?se power F_'QL
| SamAa | | BT %RLI » 5 A R PP No!se d!str!but!on DQ1
t t 00 a‘%,—;ﬁ}mmj_,, e QQ  Noise distribution DQL
[z kg || | eo&dis. H{ #Fa8Pa A RR  Sampling noise NQ1
\_HH Y, \MM J Y, 88  Sampling noise NQL

) B

(57) Abstract: Embodiments of the present description provide a query processing method and apparatus. The method comprises: first,
determining respective query types of L queries for querying a target data set, the target data set recording data of a service object; then
determining the query sensitivity of each query type for the target data set; and then, on the basis of the query sensitivity corresponding
to each query and a privacy budget parameter preset for the total set of the L queries, determining the noise power allocated for each
query. On this basis, for any target query in the L queries, an actual returned result thereof may be determined as an original query
result superimposed with target noise sampled from target noise distribution of differential privacy, and the target noise distribution
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is determined on the basis of the noise power allocated by the target query. In this way, privacy protection for the target data set can
be implemented.
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