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1. 

METHOD FOR SERVER-SIDE LOGGING OF 
CLIENT BROWSER STATE THROUGH 

MARKUPLANGUAGE 

CROSS REFERENCE TO RELATED 

APPLICATION(S) 

The present application is a continuation application of 
U.S. patent application Ser. No. 12/350,324, filed Jan. 8, 
2009, entitled “METHOD FOR SERVER-SIDE LOGGING 
OF CLIENT BROWSER STATE THROUGH MARKUP 
LANGUAGE’ which is hereby incorporated by reference in 
its entirety. 

FIELD OF THE INVENTION 

The present invention generally relates to data tracking and 
storage operations involving web servers and client browser 
interfaces. The present invention more specifically relates to 
an operation which enables logging and server-side access for 
data obtained from a client browser. 

BACKGROUND OF THE INVENTION 

Many of today's user interfaces are websites, requiring the 
use of a browser to access the interface content. However, 
different browsers may display the same content differently 
to the client users. For example, Microsoft Internet Explorer 
and Mozilla FireFox each implement the XML DOM (Docu 
ment Object Model) differently. In addition, through use of 
dynamic web page technologies such as JavaScript or AJAX. 
the content that the user is currently viewing may have been 
modified from its original state as provided by the server. 
Accordingly, it is often difficult to determine exactly what a 
client is doing and how the content is being displayed to the 
client, because the client code is executing on a different 
system than the web server. This can make problem determi 
nation particularly difficult, especially when trying to under 
stand errors or other unexpected behavior that is occurring on 
the client end. 

In order to provide a robust problem determination solution 
in existing systems, browser-side logging must be imple 
mented on the client computer to record exactly what the user 
is seeing and doing. This typically involves recording all 
values that the user might have input into controls, and track 
ing every change that scripts have made to the displayed 
content. There is currently no system for efficiently recording 
comprehensive client-side browser display information at a 
point in time and conveying this information back to the 
server or another third party for analysis. 

BRIEF SUMMARY OF THE INVENTION 

One aspect of the present invention includes enhanced 
operations which enable server-side logging of a client 
browser State. In one embodiment, by traversing and record 
ing the contents of the DOM (Document Object Model), the 
complete current state of a webpage as accessed by a client 
user can be written to a string of characters. This includes any 
data entered into input widgets, and any modifications made 
to the page by Scripting. This string containing data repre 
senting the state of the webpage can be then passed to the 
server, and logged using standard logging methods. Accord 
ingly, the logged information can be parsed and analyzed to 
recreate the state of the client browser as existing at the time 
of logging. 
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2 
The use of the presently disclosed logging operations 

enable a content provider to know exactly what a user was 
doing, and what was being displayed to the user, at any given 
point in time. Therefore, the disclosed logging operations 
enable: debugging of content-generating Script code; identi 
fication of rendering issues occurring in a particular browser 
or version of a browser; determination of values entered into 
a webpage if some non-validated input results in unexpected 
behavior; identification of "cache' problems, such as where 
client-side scripting files are out-of-date and need to be 
refreshed (or served with content-no-cache); and overall 
auditing of the content being rendered to the user. Further, the 
presently disclosed embodiments enable troubleshooters and 
Support personnel to exactly recreate a scenario that the user 
was in, without needing access to the web server or its data 
bases. 

In one embodiment, an operation for performing server 
side logging of a client browser state is performed for a 
browser operating on a client computer system after webpage 
content is received from a web server. After this webpage 
content is displayed in the browser, a state of the webpage as 
displayed within the browser is captured. 
Upon capture, the operating environment of the browser is 

compiled into a string. Additionally, a string representing 
each DOM element of the captured state of the webpage is 
created by traversing each DOM element of the page and 
compiling each DOM element and its associated data into a 
string. In a further embodiment, the State of the webpage as 
displayed within the browser includes input values that were 
provided by a user into input fields. 
The metadata and DOM string data is then sent to the web 

server. In a further embodiment, this string is sent within a 
HTTP request. Once the web server has received the string, it 
can then process it as necessary. Such as logging the metadata 
and DOM information into a data store accessible by the web 
SeVe. 

In further embodiments, the state of the webpage is cap 
tured at different times or in response to specific events. For 
example, the webpage capture may occur: immediately after 
webpage content is displayed in the browser, responsive to an 
execution of a script by the client browser; responsive to 
receiving a signal from a user that the State of the webpage 
should be logged (such as through a button or menu-driven 
command by the user); or alternatively from Scripting 
executed within the webpage which determines when to cap 
ture the state of the webpage. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG.1 illustrates an example web client/server architecture 
as existing in the prior art; 

FIG. 2 illustrates an example web client/server architecture 
implementing logging of a client browser state in accordance 
with one embodiment of the present invention; and 

FIG. 3 illustrates a flowchart of an example method for 
performing the server-side logging of a client browser state in 
accordance with one embodiment of the present invention. 

DETAILED DESCRIPTION OF THE INVENTION 

One aspect of the present invention involves the logging of 
a client browser State and the transmission of this logged 
browser state data to a web server for analysis and use with 
problem determination, Support, and testing purposes. In one 
embodiment, the client browser state is captured into a string 
comprising metadata and HTML. The HTML captured 
within the logged data represents the “run-time.” dynamically 
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generated HTML of a page rather than the “source HTML 
that was originally served to the client. The metadata may 
include data Such as the browser name, browser version, 
window size, and operating system. After the client browser 
state and metadata is captured into a string, this string is 
transmitted to the web server and/or a third party location. 

With use of the captured browser state information, support 
teams can exactly reproduce the state of a user interface as 
experienced by the user at the moment the browser state was 
logged. For example, this may include user-entered values of 
webpage input fields, or the state of a content display that was 
dynamically changed within the browser. The logging opera 
tion may be triggered manually by a user command. Such as 
with a “log browser state' button, or may be triggered at 
pre-defined intervals defined in a script. In a further embodi 
ment, conditions may be applied during the capture of the 
client browser state to prevent logging of sensitive data on the 
client webpage, such as user-entered password fields. 

Standard logging practices within the prior art are not 
capable of easily logging a comprehensive state of the client 
and its browser, particularly when attempting to monitor the 
display of a webpage that is rendered differently to numerous 
types of browsers and browser platforms. One of the advan 
tages of the present invention is that logging and problem 
determination may be deployed and/or coordinated for both 
server- and client-side state data. Moreover, the embodiments 
of the present invention allow capturing of the exact rendered 
HTML regardless of whether the content was generated 
server- or client-side. 

Additionally, in one embodiment of the present invention, 
an administrator is able to analyze logging for data that the 
user has entered into input widgets of the page, even if this 
data has not yet been submitted to the server. Unlike existing 
systems that use screen captures, this embodiment does not 
store pixel-data. Instead, the markup is stored as text, which 
saves space and is more conducive to examination. Conceiv 
ably, a markup "screenshot' could even be captured for every 
user action performed. Because the scripting system could be 
configured to save the State of the page at regular intervals, 
this would enable “video-like' playback of client use with 
significantly reduced overhead versus saving actual video 
data. 
By capturing the display as the webpage is rendered on the 

client, the various embodiments of the present invention may 
be executed upon a wide variety of client platforms which 
utilize basic web browsing activities. This includes com 
monly used browsers operating on a desktop computer, in 
addition to other browsers operating on phones, mobile 
devices, and portable electronic computing devices. Thus, the 
logging of data may be uniformly performed and collected 
from the client whether the client browser is Firefox, Internet 
Explorer, Safari, Google Chrome, etc. 
As illustrated by an example web server architecture exist 

ing in the prior art in FIG. 1, dynamic web applications are 
typically structured as follows. When the URL of the browser 
110 is pointed at the server 120, it forms an initial request 130 
which the server 120 processes in a request handler 121. The 
server's response 131 that is created from the application 
logic 122 and the response generators 123 of the web server 
constitutes the initial load of the page. Generally the response 
takes the form of providing an HTML page for display 113, 
but the response theoretically could provide any type of file 
represented by a document object model (DOM). 
Once the page is loaded, the browser 110 begins executing 

any scripts 111 associated with the page. These scripts can 
perform a number of tasks, such as animating contents of the 
page, monitoring and responding to user input, or making 
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4 
additional requests to the server for more data. In the latter 
case, a script may form a request which is sent to the server, 
processed, and a dynamic response 132 is sent directly back 
to the page's Script via a callback function. 
Any of these actions may result in the Script 111 updating 

the DOM 112. Additionally, user input 114 modifies the 
DOM as well. Thus, with a typical client/web server configu 
ration, there is no obvious way for the server to know the exact 
state of a rendered page at a given time. The only data which 
may be easily captured on the server-side in a logging data 
store 140 would be data requests or responses as communi 
cated through the server 120. 

FIG. 2 illustrates a similar web client/server architecture 
that implements server-side logging of a client browser State 
in accordance with one embodiment of the present invention. 
The following operation provides one example of a method 
which captures client data and transmits the client data to the 
server for logging on the server side. 

First, the logging operation is started within the client side 
browser 110 to capture the displayed webpage DOM. The 
logging operation may be initiated in numerous ways, such as 
by having the browser user signal that the state of the display 
should be logged. This signal could be performed, for 
example, by clicking a button within the browser 110. Alter 
natively, the logging may be triggered by Scripting 111 
executing within the page which determines that the state of 
the page should be logged, based on a pre-defined interval or 
predicate. 

Additionally, as part of capturing the state of the client 
browser, the Scripting system 111 also determines meta-in 
formation relevant to the display of the webpage. Such as the 
current browser version, screen resolution, operating system 
version, and the like. This metadata information is captured 
and represented in a string. 

Next, the scripting system 111 visits each DOM element of 
the webpage. For each element within the DOM 112, HTML 
is written to a string that represents the element. For example, 
if a table element is encountered within the DOM, a <table> 
tag is written. The data contained in each element is written to 
the string as well. In further embodiments, if the element is 
considered “sensitive.” such as a password field, then the field 
will not be read to prevent the sensitive data from being 
logged. As shown in operation 201, the String containing a 
combination of the metadata information and the browser 
DOM HTML is then sent to the server via a request that 
indicates a browser state save. 

After processing the request within the request handler 121 
at the server, logic within a metadata logging function 202 
further processes the client state-saved metadata and HTML 
for storage in within a logging data store 140 in operation203. 
Subsequently, any user with access to the server's logging 
data store 140 can open the saved data, and, by using a 
browser version indicated within the metadata, view exactly 
what the user was viewing at the time of the state save. 
One skilled in the art would recognize that the browser 

state logging and data collection techniques within the scope 
of the present invention may be accomplished within numer 
ous server-side environments, such as either the simple web 
server depicted in FIG. 2, or may be combined with a large 
combination of advanced data storage, retrieval, and analysis 
technologies. Particularly, the logging operations may be 
accomplished to produce data that is stored within a managed 
storage environment, such as a storage area network (SAN), 
network attached storage (NAS) devices, backup utilities and 
appliances, and other storage resources. 

Additionally, the data that is collected from the client-side 
browsers may be selected, launched, recreated, and utilized 
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within the operation of automated testing environments, a 
hypervisor, or other virtual environments. For example, the 
logging may be retrieved and reconstructed within a remote 
virtual machine client to provide a realistic simulation of the 
client’s browser experience within a virtual setting. 
Two non-limiting examples follow which demonstrate 

additional applications and uses of the previously described 
logging operation. As a first example, the browser state log 
ging operation may be executed immediately after serving a 
PHP or JSP page from the web server. This would allow for 
exact analysis of server-generated HTML as received by the 
client, and enable verification that the server-side logic and 
Scripts are operating in an intended fashion. 
As a second example, the browser state logging operation 

may be executed after a JavaScript eventhas been triggered or 
Some specific JavaScript code has been executed. One reason 
to trigger a logging operation upon the occurrence an event is 
to obtain an accurate Snapshot of currently selected radio 
buttons, form values, and the like. This would assist trouble 
shooting in the event that any of the webpage inputs are 
causing an error or unexpected behavior. 

FIG. 3 illustrates a flowchart of an example operation for 
performing server-side logging of a client browser State 
through markup language in accordance with one embodi 
ment of the present invention. First, as in step 301, the logging 
operation is initiated. The logging operation may be manually 
initiated by a user, may be automatically initiated at Some 
defined time period, or in response to the execution of pre 
defined logic Such as in a script. 

Next, as in step 302, the scripting system determines rel 
evant metadata information about the webpage and the client 
display environment. Such as the current browser, Screen 
resolution, and operating system. This information is com 
piled and stored in a textual format. 

Next, as in step 303, the scripting system traverses each 
DOM element of the displayed webpage. As in step 304, for 
each DOM element, HTML is compiled into a string that 
represents the element and its data. For example, if a table 
element is encountered, a <table> tag is written, and the text 
or any other data contained the element is written to the String. 
Rules may also be defined to exclude the collection of data 
from elements such as password fields. 
As in step 305, the string representing a browser state 

containing the client display environment metadata informa 
tion, and the compiled string containing a representation of 
the webpage DOM in HTML, is transmitted to the server via 
a HTTP request. As in step 306, the server logs, through 
whatever storage method is configured for the data, the state 
saved metadata and HTML strings into its configured data 
StOre. 

Finally, as in step 307, the metadata and HTML strings may 
be accessed for further analysis. For example, the browser 
indicated by the metadata may be deployed to view exactly 
what the user was viewing at the time of the state save. The 
appropriate analysis, testing, and/or development changes 
may be performed to remedy unexpected or unintended 
webpage behavior. 
As will be appreciated by one skilled in the art, the present 

invention may be embodied as a system, method, or computer 
program product. Accordingly, the present invention may 
take the form of an entirely hardware embodiment, an entirely 
Software embodiment (including firmware, resident Software, 
micro-code, etc.) or an embodiment combining Software and 
hardware aspects that may all generally be referred to herein 
as a “circuit,” “module' or “system.” Furthermore, the 
present invention may take the form of a computer program 
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6 
product embodied in any tangible medium of expression hav 
ing computer usable program code embodied in the medium. 
Any combination of one or more computer usable or com 

puter readable medium(s) may be utilized. The computer 
usable or computer-readable medium may be, for example 
but not limited to, an electronic, magnetic, optical, electro 
magnetic, infrared, or semiconductor system, apparatus, 
device, or propagation medium. More specific examples (a 
non-exhaustive list) of the computer-readable medium would 
include the following: an electrical connection having one or 
more wires, a portable computer diskette, a hard disk, a ran 
dom access memory (RAM), a read-only memory (ROM), an 
erasable programmable read-only memory (EPROM or Flash 
memory), an optical fiber, a portable compact disc read-only 
memory (CDROM), an optical storage device, a transmission 
media Such as those Supporting the Internet or an intranet, or 
a magnetic storage device. Note that the computer-usable or 
computer-readable medium could even be paper or another 
Suitable medium upon which the program is printed, as the 
program can be electronically captured, via, for instance, 
optical scanning of the paper or other medium, then com 
piled, interpreted, or otherwise processed in a Suitable man 
ner, if necessary, and then stored in a computer memory. In the 
context of this document, a computer-usable or computer 
readable medium may be any medium that can contain, Store, 
communicate, propagate, or transport the program for use by 
or in connection with the instruction execution system, appa 
ratus, or device. The computer-usable medium may include a 
propagated data signal with the computer-usable program 
code embodied therewith, either in baseband or as part of a 
carrier wave. The computer usable program code may be 
transmitted using any appropriate medium, including but not 
limited to wireless, wireline, optical fiber cable, RF, etc. 
Computer program code for carrying out operations of the 

present invention may be written in any combination of one or 
more programming languages, including an object oriented 
programming language such as Java, Smalltalk, C++ or the 
like and conventional procedural programming languages, 
Such as the “C” programming language or similar program 
ming languages. The program code may execute entirely on 
the user's computer, partly on the users computer, as a stand 
alone software package, partly on the user's computer and 
partly on a remote computer or entirely on the remote com 
puter or server. In the latter scenario, the remote computer 
may be connected to the user's computer through any type of 
network, including a local area network (LAN) or a wide area 
network (WAN), or the connection may be made to an exter 
nal computer (for example, through the Internet using an 
Internet Service Provider). 

Although various representative embodiments of this 
invention have been described above with a certain degree of 
particularity, those skilled in the art could make numerous 
alterations to the disclosed embodiments without departing 
from the spirit or scope of the inventive subject matter set 
forth in the specification and claims. 

What is claimed is: 
1. A method for performing logging of a browser state, 

comprising: 
receiving, within a browser, webpage content from a web 

server; 
displaying the webpage content in the browser; 
producing a webpage document representing a state of the 
webpage as displayed within the browser; 

compiling a metadata string having metadata defining 
specifications of an identified operating environment of 
the browser; 
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traversing each document element provided in the 
webpage document; 

compiling a document elements string representing each 
document element and data associated with each docu 
ment element from the webpage document; 

sending the metadata string and the document elements 
string to the web server; 

logging the metadata string and document elements string 
within a data store accessible by the web server; and 

recreating a simulation of the captured State of the webpage 
from the document elements string based on the speci 
fications of the identified operating environment defined 
in the metadata string. 

2. The method of claim 1, wherein the state of the webpage 
is captured within the webpage document responsive to 
webpage content being displayed in the browser. 

3. The method of claim 1, wherein the state of the webpage 
is captured within the webpage document responsive to an 
execution of a script by the browser. 

4. The method of claim 1, wherein the state of the webpage 
is captured within the webpage document responsive to 
receiving a signal from a user that the State of the webpage 
should be logged. 

5. The method of claim 1, wherein scripting executed 
within the webpage determines when to capture the state of 
the webpage. 

6. The method of claim 1, wherein the state of the webpage 
as displayed within the browser includes input values pro 
vided by a user. 

7. The method of claim 1, wherein the metadata string and 
document elements string are sent to the web server within a 
HTTP request, and wherein the metadata includes specifica 
tions of the identified operating environment including one or 
more of browser version, Screen resolution, and operating 
system version. 

8. A system, comprising: 
at least one processor; and 
at least one memory which stores instructions operable 

with the at least one processor for performing logging of 
a browser state, the instructions being executed for: 

receiving, within a browser, webpage content from a web 
server; 

displaying the webpage content in the browser; 
producing a webpage document representing a state of the 
webpage as displayed within the browser; 

compiling a metadata string having metadata defining 
specifications of an identified operating environment of 
the browser; 

traversing each document element provided in the 
webpage document; 

compiling a document elements string representing each 
document element and data associated with each docu 
ment element from the webpage document; 

sending the metadata string and the document elements 
string to the web server; 

logging the metadata string and document elements string 
within a data store accessible by the web server; and 

recreating a simulation of the captured State of the webpage 
from the document elements string based on the speci 
fications of the identified operating environment defined 
in the metadata string. 

9. The system of claim 8, wherein the state of the webpage 
is captured within the webpage document responsive to 
webpage content being displayed in the browser. 

10. The system of claim8, wherein the state of the webpage 
is captured within the webpage document responsive to an 
execution of a script by the browser. 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

8 
11. The system of claim8, wherein the state of the webpage 

is captured within the webpage document responsive to 
receiving a signal from a user that the State of the webpage 
should be logged. 

12. The system of claim 8, wherein scripting executed 
within the webpage determines when to capture the state of 
the webpage. 

13. The system of claim8, wherein the state of the webpage 
as displayed within the browser includes input values pro 
vided by a user. 

14. The system of claim 8, wherein the metadata string and 
document elements string are sent to the web server within a 
HTTP request, and wherein the metadata includes specifica 
tions of the identified operating environment including one or 
more of browser version, Screen resolution, and operating 
system version. 

15. A computer program product comprising a non-transi 
tory computer useable medium having a computer readable 
program for performing logging of a browser state, wherein 
the computer readable program when executed on a computer 
causes the computer to: 

receive, within a browser, webpage content from a web 
server; 

display the webpage content in the browser; 
produce a webpage document representing a state of the 
webpage as displayed within the browser; 

compile a metadata string having metadata defining speci 
fications of an identified operating environment of the 
browser; 

traverse each document element provided in the webpage 
document; 

compile a document elements string representing each 
document element and data associated with each docu 
ment element from the webpage document; 

send the metadata string and the document elements string 
to the web server; 

log the metadata string and document elements string 
within a data store accessible by the web server; and 

recreate a simulation of the captured State of the webpage 
from the document elements string based on the speci 
fications of the identified operating environment defined 
in the metadata string. 

16. The computer program of claim 15, wherein the state of 
the webpage is captured within the webpage document 
responsive to webpage content being displayed in the 
browser. 

17. The computer program of claim 15, wherein the state of 
the webpage is captured within the webpage document 
responsive to an execution of a script by the browser. 

18. The computer program of claim 15, wherein the state of 
the webpage is captured within the webpage document 
responsive to receiving a signal from a user that the state of the 
webpage should be logged. 

19. The computer program of claim 15, whereinscripting 
executed within the webpage determines when to capture the 
state of the webpage. 

20. The computer program of claim 15, wherein the state of 
the webpage as displayed within the browser includes input 
values provided by a user. 

21. The computer program of claim 15, wherein the meta 
data string and document elements string are sent to the web 
server within a HTTP request, and wherein the metadata 
includes specifications of the identified operating environ 
ment including one or more of browser version, Screen reso 
lution, and operating system version. 

k k k k k 


