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CRYPTOGRAPHY ON A SIMPLIFIED 
ELLIPTICAL CURVE 

PRIORITY CLAIM 

0001. This application is a continuation of U.S. applica 
tion for patent Ser. No. 13/377,381 filed Dec. 9, 2011, which 
is a 371 filing from PCT/FR2010/051191 (published as WO 
2010/146303) filed Jun. 15, 2010 which claims the benefit of 
French Application for Patent No. 09-54043 filed Jun. 16, 
2009, the disclosures of which are hereby incorporated by 
reference. 

TECHNICAL FIELD 

0002 The present invention relates to message cryptogra 
phy based on the use of points on an elliptical curve, and more 
particularly said cryptography of a deterministic nature. 

BACKGROUND 

0003. In order to apply a cryptographic calculation to a 
message, conventionally algorithms are employed for insert 
ing arbitrary values into mathematical structures. For this 
purpose, the elliptical curves are mathematical structures that 
are able to facilitate the application of Such cryptographic 
calculations and at the same time save space in memory 
relative to the use of other cryptographic calculations. 
0004. However, efficient algorithms for inserting arbitrary 
values using elliptical curves are probabilistic. Consequently, 
the application time of these algorithms is not constant, it 
depends on the message to be encoded. Thus, if an attacker 
determines different application times of the algorithm 
applied, he can obtain information about the coded message. 
0005. In order to mask the time taken by a probabilistic 
insertion algorithm, it is possible to provide the addition of 
unnecessary steps in this algorithm so that its application 
always extends over a period of time of identical length, 
regardless of the message processed. 
0006 A point P of an elliptical curve is defined by its 
abscissa X and its ordinate Y,X and Ysatisfying the following 
equation: 

0007 where f(X) is the polynomial f(X)=X+aX+b 
0008 A family of polynomials is known, which satisfy 
Skalba’s equality which makes it possible to determine such 
a point on an elliptical curve, as defined in the document 
Construction of Rational Points on Elliptic curves over finite 
fields by Andrew Shalue and Christiaan van de Woestijne. 
0009 Polynomials X(t), X(t), X(t) and U(t) satisfy 
Skalba’s equality if they satisfy the following equation: 

0010 where f is the function that defines the elliptical 
curve under consideration, and 

0011 where t is a parameter. 
0012. The polynomials that satisfy Skalba’s equality can 
take two parameters u and t. In this case, Skalba’s equality is 
written: 

0013 Equations of this type can be used with two param 
eters u and t. However, in the proposed applications, we can 
advantageously envisage settingu, or alternatively settingt, at 
any value. Thus, the value of a single parameter remains to be 
chosen. 
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0014) Given selected parameters t and u, it is noted that 
X=X (t,u), XX(t,u), XX(t,u), U=U(t,u), where X, 
X2, X, and U are elements of F. This equation (2) signifies 
that at least one of the values f(X), f(X) and f(X) corre 
sponds to a squared term in the finite field F. 
10015. Then, once the squared term in F. f(X), is identi 
fied, we can then obtain a point on the elliptical curve PCX, 
Vf(X). 
10016) Calculation of Vf(X) can be performed by means 
of an exponentiation calculation when the characteristic q of 
the field F, satisfies: 

q=3 mod 4 

0017. In this case, it is known that: 
Vf(x)=f(x)(a+1)4 (3) 

0018. In order to determine a point on the elliptical curve 
(1), it is therefore necessary to determine which value among 
the three values f(X), f(X) and f(X) corresponds to a 
squared term in the finite field F. For this purpose we could 
envisage checking firstly whether the term f(X) is a squared 
term in the finite field F, then, if it is not the case, apply this 
same check to the term f(X), and finally if this is still not so, 
check the term f(X) similarly. However, following this pro 
cedure, determination of a point on the elliptical curve does 
not always take the same time, since this determination is 
executed more quickly if the first term tested is a squared term 
than if only the third term is a squared term. 
0019. A potential attacker could make use of this differ 
ence in elapsed time to determine a point on the elliptical 
curve for breaking the secret linked to the parameter that 
enabled this point to be generated. Now, in the field of cryp 
tography, these parameters must remain secret. 
0020. These parameters can in particular correspond to 
passwords. Thus, it is important that determination of these 
points does not in itself supply information that makes it 
possible to break the secret of the parameter, and accordingly, 
attacks based on an analysis of the elapsed time for determin 
ing a point on the curve are to be avoided. 
0021. To overcome this disadvantage, it would be possible 
to check the three terms f(X) systematically for i in the range 
from 1 to 3. Thus, the time for determining a point on the 
curve would no longer be a function of the point determined. 
0022. However, checking whether a term of equation (2) is 
a squared term in the finite field F, is a complex operation in 
particular employing an exponentiation, which is costly in 
execution time. In the case when we wish to determine a point 
on an elliptical curve on the basis of Skalba’s equalities, while 
performing these determinations in a constant time, four 
operations of exponentiation are required in the case 
described above, one exponentiation per check of each of the 
terms of Skalba’s equation (2) and one exponentiation for 
calculating the square root, as described in equation (3). 
0023 The present invention aims to improve this situation. 

SUMMARY 

0024. A first aspect of the present invention proposes a 
method of execution of a cryptographic calculation in an 
electronic component comprising a step of obtaining a point 
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PCX,Y) starting from at least one parameter t, on an elliptical 
curve satisfying the equation: 

starting from polynomials X(t), X(t), and U(t) satisfying the 
following equality: 

(0025 in the finite field F, regardless of the parameter t, 
q satisfying the equation q3 mod 4: 

said method comprising the following steps: 
0026 /1/ obtain a value of the parameter t. 
0027 /2/ determine point P by executing the following 
Substeps: 

0028 /i/ calculate X=X(t), XX(t), and U=U(t) 
0029 fi/test whether the term f(X) is a squared term in 
the finite field F, and in this case, calculate the square 
root of the term f(X), point Phaving X as abscissa and 
the square root of the term f(X) as ordinate; 

0030 fiv/ otherwise, calculate the square root of the 
term f(X), point Phaving X as abscissa and the square 
root of the term f(X) as ordinate; 

0031 /3/use said point P in a cryptographic application of 
encryption or hashing or signature or authentication or iden 
tification. 
0032. It should be noted here that the determination of a 
point on an elliptical curve is carried out on the basis of an 
advantageous equation: 

0033. This equation follows from the Skalba equality (2). 
In fact, this equation can be obtained by setting: 

I0034) Now, in the finite field F, with q=3 mod 4, -1 is not 
a squared term. Consequently, only two terms of the equation 
(4) still remain to be checked in order to decide which of the 
two terms corresponds to a squared term in F. 
0035. Thanks to these arrangements, it is possible to deter 
mine a point on an elliptical curve in a manner Suitable for use 
in the field of cryptography, since on the one hand this deter 
mination takes the same time regardless of the input param 
eter t and on the other hand it is efficient as the number of 
demanding operations is reduced. 
0036. This determination takes a constant time that does 
not depend on the input parameter or parameters. In fact, even 
if this method offers different processing options depending 
on the term that corresponds to a squared term in Skalba’s 
equality, the same number of operations of the same type is 
performed regardless of the point on the curve that is deter 
mined. More precisely, regardless of the point on the curve 
that is determined, the following list of operations is 
executed: 

I0037 test for a squared term in F. 
0038 determination of a square root. 

0039. Therefore it is not possible to launch an attack of the 
timing attack type. 
0040. Moreover, this determination is efficient since the 
number of costly operations employed is limited. In fact, 
thanks to equation (4) only two terms instead of three in the 
equation (2) are to be checked in order to determine whether 
they correspond to the squared terms in the finite field F by 
applying a maximum of two exponentiation-type operations. 
0041. This embodiment is general and can easily be 
applied to any family of polynomials satisfying equality (4). 
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0042. In one embodiment of the present invention, it is 
provided at step /2/-/ii/, to carry out the following steps 

0.043 calculate R such that: 

0044) if R is equal to 1, 
0045 decide that the term f(X) is a squared term in 
the field F, and 

0046 calculate 

0047 otherwise calculate 

0048. Here, only two exponentiations are carried out, 
whatever the processing option applied. 
0049. In another embodiment, it is also possible to reduce 
the number of exponentiations, which are the most demand 
ing operations to carry out in this method. In fact, at step 
/2/-fi/, the following steps can be carried out: 

0050 calculate R' such that: 

calculate R such that: 

calculate R such that: 

if R is not equal to 1, at step /2/-/iii/, the square root of f(X) 
is obtained according to the following equation: 

0053 where R satisfies the following equation: 

0054. It should be noted here that, advantageously, one 
exponentiation is carried out in this case during execution of 
a method according to one embodiment of the present inven 
tion 
0055. In fact, ingenious use is made of the fact that we can 
finally recover the square root of f(X) in the case where the 
term f(X) corresponds to a squared term, without however 
implementing an additional exponentiation. In fact, the 
square root of f(X) obtained by: 

0056 where the term Ro is finally obtained by a multipli 
cation operation which is less demanding than the application 
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of an exponentiation. Moreover, only the term U(t) is to be 
calculated in this embodiment, as the term 

0057 is an immediate calculation term. Therefore it is in 
no way useful to pre-calculate this last term and store it in 
memory. Thus memory space can be saved. 
0058. Then, if R is equal to 1, then at step /2/-/iii/ the 
square root of f(X) can be obtained according to the follow 
ing equation: 

0059 
0060. During execution of such calculations according to 
one embodiment of the present invention, the time taken for 
carrying out the operations other than an exponentiation is 
negligible relative to the time taken by the application of an 
exponentiation. Now, owing to the characteristics of the 
present invention, instead of four exponentiations, as 
described previously in a conventional case, two exponentia 
tions are required at most. Such a reduction in the number of 
exponentiations is very advantageous. 
0061. In one embodiment of the present invention, the 
polynomials satisfying equation (4) according to one embodi 
ment of the present invention in X and Y are expressed in 
Jacobian coordinates in X, Y and Z such that: 

This also corresponds to a multiplication. 

and the operations of inversion are transformed into opera 
tions of multiplication. 
0062. The transformation into Jacobian coordinates 
makes it possible to transform the inversions into multiplica 
tions, when the term Z is correctly selected. 
0063. In one embodiment of the present invention, the 
polynomials are expressed in Jacobian coordinates, accord 
ing to which the point PCX,Y) is written PCX,Y,Z) such that: 

where the function f is written f(X) and satisfies: 
f(X)=X+a.X'Z+b.Z. 

with the elliptical curve satisfying the equation: 

in which the polynomials expressed in Jacobian coordinates 
are X(t), X(t), X(t), Z(t) and U"(t) and satisfy the follow 
ing equality in Jacobian coordinates: 

and in which Z(t) is determined in Such a way that the opera 
tions of inversion are transformed into operations of multi 
plication. 
0064. At step /1/, the value of the parameter t can be 
obtained as a function of a password oran identifier. It is thus 
possible to envisage using the password directly or a deriva 
tive of the password as parameter. 
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0065. In one embodiment of the present invention, the 
cryptographic application is an application of authentication 
or identification by a checking entity, and at step / 17, the 
following steps are executed: 

0.066 /a/ generate a random value; 
0067 /b/ obtain an encrypted value by encrypting said 
random value based on an encryption function using an 
encryption key determined from a password or identifier 
corresponding to the parameter, and 

0068 ?c/transmit the encrypted value to the checking 
entity. 

0069. By following this procedure, the checking entity is 
able to obtain the random value as a function of the encrypted 
value received from the password. Then it recovers the value 
of the parameter t by applying a suitable function. 
0070 A second aspect of the present invention proposes 
an electronic device comprising Suitable means for applying 
a method of execution of a cryptographic calculation accord 
ing to the first aspect of the present invention. 
0071. Other aspects, aims and advantages of the invention 
will become clear on reading the description of one of its 
embodiments. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0072. The invention will also be better understood with the 
aid of the following figures: 
0073 FIG. 1 shows the main steps of a method of execu 
tion of a cryptographic calculation according to one embodi 
ment of the present invention; 
0074 FIG. 2 shows a method of execution of a crypto 
graphic calculation in detail according to one embodiment of 
the present invention; and 
0075 FIG. 3 shows a method of execution of a crypto 
graphic calculation in detail according to one embodiment of 
the present invention. 

DETAILED DESCRIPTION OF THE DRAWINGS 

0076 FIG. 1 shows the main steps of a method of execu 
tion of a calculation according to one embodiment of the 
present invention. 
0077. These main steps are suitable for determining a 
point on an elliptical curve with the aim of using said point in 
a cryptographic application. A cryptographic calculation of 
this kind can be executed in an electronic component in a 
secure manner, i.e. without the determination of this point 
giving any information on the point determined and therefore 
on parameter t. 
(0078. This calculation comprises, in a finite field F. 
where q is equal to 3 mod 4, a step of obtaining a point POX,Y) 
on an elliptical curve satisfying the equation: 

(0079 A point P(X,Y) has its abscissa X which corre 
sponds to one of X(t) and X(t), for a value of tobtained. Such 
that: 

-fiX(t)f(X,(t)=U(t) (4) 

0080) in the finite field F. 
I0081. Such polynomials can be a function of two param 
eters u and t. In the context of the present invention, one of the 
parameters can advantageously be set and consequently the 
polynomials satisfying equation (4) are then functions of a 
single parameter t. 
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0082 Generally, in order to determine a point on the curve, 
we try to determine, given input parameters u and t, those 
among the values XX (t,u) and XX(t.u) that correspond 
to a squared term in the finite field F. For this purpose, at a 
step 11, the parametertistaken into account and we calculate: 

X = X(t) for i equal to 1 or 2, 

and 

0083. At a step 12, we decide whether the term f(X) is a 
squared term on the basis of certain calculations. If the term 
f(X) is a squared term then its square root is calculated in 
order to obtain, at step 13, the point P on abscissa X and 
ordinate Y, obtained from the calculation of the previous 
square root. 
0084. In the opposite case, the point P on the abscissa X 
and the ordinate Y are obtained at step 14. To this end we 
envisage calculating the square root of the term f(X). 
0085. It should be noted that reaching steps 13 or 14 for 
obtaining a point on the elliptical curve according to one 
embodiment of the present invention requires similar opera 
tions. Thus, regardless of the input parameter or parameters t 
and u, it is not possible to launch an attack on the basis of the 
time elapsed. 
I0086) The point P(X,Y), for an i equal to 1 or 2, can then 
be used advantageously in a cryptographic application of 
encryption or hashing or signature or authentication or iden 
tification, since its determination has not supplied any ele 
ment that can break its secret. 

I0087. In the field F q corresponding to 3 mod 4, it is 
possible to check whether a term is a squared term in various 
ways. 
0088 FIG. 2 illustrates the application of the method 
according to an embodiment of the present invention. 
I0089. At step 21, we calculate: 

q-l 
R = f(X)2 

0090 Then, the test for checking whether the term f(X) is 
a squared term in F can be carried out, at a step 22, by 
comparing R to 1. In fact, in Fd, if R is equal to 1, then f(X) 
is a squared term. In this case, at Step 24, the square root of this 
term is calculated as follows: 

0091. Otherwise, the term f(X) is a squared term. Then, at 
a step 23, its square root is calculated as follows: 

0092. In this embodiment, it should be noted that the num 
ber and the type of operations carried out for the determina 
tion of a point P is the same whatever the processing option 
taken, i.e. whatever the term which corresponds to a squared 
term in equation (4). 
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0093 FIG. 3 illustrates another embodiment of an execu 
tion method according to one embodiment of the present 
invention in which only one exponentiation is applied. 
0094. Here, advantageously, the number of exponentia 
tions can be further reduced, by not using the same test for a 
squared term 12 of FIG. 1 
0095. In one embodiment of the present invention, when 
trying to determine whether a term A is a squared term in F. 
the following steps can be executed: 

1 q+1 (i) 
W = -1 = Aa-l-‘i. 

A 4 

W = W (ii) 

W = W2. A (iii) 

0096 Finally, if term A is a squared term then: 
0097 W corresponds to the reciprocal of the square 
root of A, i.e. 1/VA, since an exponentiation at (q-1) 
corresponds to an inversion and an exponentiation at 
(q+1)/4 corresponds to a square root in the finite field F: 

0.098 W corresponds to the inverse of A; and 
0099 W corresponds to the value 1. 

0100 Thus, when W is equal to the value 1, it is con 3. C 
cluded from this that the term A is a squared term in the finite 
field F. If A is not a squared term then Wis is not equal to 1. 
0101 The following sections describe an embodiment 
based on this type of test. In one embodiment of the present 
invention, at a step 311, the following multiplication is per 
formed: 

0102 Then it is checked whether this term Ro is a squared 
term as stated previously. Thus in a step 312, we calculate 

0104. Then, we decide whether the term R is equal to 1 at 
step 314. If this is the case, then the following term corre 
sponds to the square root of the term f(X): 

Then in a step 313, we calculate 

0105. If the test 314 is not satisfied, then the term f(X2) is 
a square root in F. The square root of this term is thus 
obtained at step 316 according to the following equation: 

0106 where R satisfies the following equation 

0107. It should be noted that the above equation makes it 
possible to obtain advantageously the square root of f(X) but 
without carrying out an operation of exponentiation Such as 
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that carried out at step 23 or also at step 311. In fact, here it is, 
ingeniously, a matter of performing a multiplication instead 
of an exponentiation. 
0108. We then obtain Ra", which corresponds to the term 
f(X). Thus, a point P on the elliptical curve has been deter 
mined which has X as abscissa and Ra" as ordinate. 
0109. In the embodiment described previously with refer 
ence to FIG. 3, like that described with reference to FIG. 2, 
regardless of the determination of point P, i.e. whether this 
determination is based on the value X or X, similar calcu 
lations are employed, thus ensuring determination of a point 
on the elliptical curve in a constant time. 
0110. In one embodiment of the present invention, it is 
possible to select polynomials that satisfy equation (4) 
according to one embodiment of the present invention, by 
basing it on Ulas polynomials as defined in the document 
“Rational points on certain hyperelliptic curves over finite 
fields” by Macie Ulas, dated 11 Jun. 2007. 
0111. In this document, the polynomials satisfying Skal 
ba's equation (2) are described: 

X 2(1 — 1 (i., ii) = -: * 4 ft) fail 

where f(u)= u + au + b 

I0112 where a and b are elements of F, such that their 
product is not Zero. 

0113. Thus, the equations can be rewritten by setting 
f(u)=-1 

0114 without it being necessary to calculate a value of 
parameter u for which this last equation is satisfied. We then 
obtain 

t 1 
X(t) = - (1 + 1 
X2(t) = -t X1(t), and 

0115 Advantageously, these polynomials satisfy the fol 
lowing equation: 

0116. In one embodiment of the present invention, the use 
of Jacobian coordinates is advantageously envisaged. This 
transformation into Jacobian coordinates makes it possible to 
transform the operations of inversion into operations of mul 
tiplication which are quicker and easier to apply. 
0117 The equation of an elliptical curve: 

X+ax+b=Y? 

0118 can be written in Jacobian coordinates: 
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0119. It should be noted that the coordinates of a point 
(X,Y) can be written in Jacobian coordinates (X,Y,Z) such 
that: 

I0120 We should therefore determine a polynomial Z(t,u) 
in such away that the Jacobian coordinates X,Y and Z can be 
written without inversion. 

I0121. In the following sections, this transformation into 
Jacobian coordinates is applied to a particular case of poly 
nomials as Stated previously. 
I0122. In this context, any operation of inversion is elimi 
nated by taking: 

I0123. In fact, the polynomials can then be written in the 
following form in Jacobian coordinates: 

0.124. It should therefore be noted that there is no longer 
any inversion in Jacobian coordinates. As this operation can 
be as costly as an exponentiation, these coordinates permit a 
significant improvement in calculation time. 
0.125. Then, to obtain the Jacobian coordinate Y, it is 
advisable to calculate U"(t,u), the equivalent of U(t,u) in Jaco 
bian coordinates. 

We can then write in Jacobian coordinates: 

I0127. By way of example only, the equations below make 
it possible to no longer have to carry out inversion operations. 
Under these conditions an execution method is then obtained 
which is more efficient and quick, while ensuring an execu 
tion still in a constant time. 

I0128. The present invention can advantageously be imple 
mented in any type of cryptographic calculation using ellip 
tical curves. It can in particular be advantageous in protocols 
for authentication by password, such as PACE (Password 
Authenticated Connection Establishment). In this case, it 
allows an improvement in calculation performance, while not 
allowing any attack linked to the execution time of the cryp 
tographic calculation. 
I0129. The present invention can also be applied advanta 
geously in the context of privacy protocols, such as those used 
for checking electronic identity documents, such as elec 
tronic passports. 
What is claimed is: 

1. An electronic component configured to execute a cryp 
tographic calculation and obtain a point POX,Y) from at least 
one parameter t, on an elliptical curve that satisfies the equa 
tion: Y=f(X) and from polynomials X(t), X(t), and U(t) 
satisfying the following equality:-f(X(t)).f(X(t))=U(t) in 
the finite field F regardless of the parameter t, q satisfying 
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the equation q3 mod 4, said electronic component config 
ured to: 

obtain a value of the parameter t. 
determine the point P by: 

(i) calculating X=X(t), XX(t) and U=U(t) 
(ii) testing whether the term f(X) is a squared term in the 

finite field F, and in this case calculating the square 
root of the term f(X), point P having X as abscissa 
and the square root of the term f(X) as ordinate Y: 

(iii) otherwise calculating the square root of the term 
f(X), point P having X as abscissa and the square 
root of the term f(X) as ordinate; and 

wherein said electronic component is further configured to 
use said point P in a cryptographic application selected 
from the group consisting of encryption or hashing or 
signature or authentication or identification. 

2. The electronic component according to claim 1, wherein 
in order to determine the point Psaid electronic component is 
further configured to: 

calculate R. Such that: 

if R is equal to 1, 
decide that the term f(X) is a squared term in field F, and 
calculate 

otherwise, calculate 

3. The electronic component according to claim 1, wherein 
in order to determine the point Psaid electronic component is 
further configured to: 

calculate R' such that: 

calculate R such that: 
R.'=R’ 

calculate R such that: 
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if R is not equal to 1, then obtain the square root of f(X) 
according to the following equation: 

where Rosatisfies the following equation: 

4. The electronic component according to claim 3, further 
configured to determine the point P by obtaining the square 
root of f(X) according to the following equation: 

if R is equal to 1. 
5. The electronic component according to claim 1, wherein 

the polynomials are expressed in Jacobian coordinates 
according to which the point PCX,Y) is written POX,Y,Z) 
such that: 

Y-YZ3 

where the function f is written f(X) and satisfies: 
f(X)=X+a.X. Z+b.Z. 

with the elliptical curve satisfying the equation: 
Y2=f(x) 

in which the polynomials expressed in Jacobian coordi 
nates are X" (t), X(t), Z(t) and U"(t) and satisfy the 
equality in Jacobian coordinates: 

and in which Z(t) is determined in such a way that the 
operations of inversion are transformed into operations 
of multiplication. 

6. The electronic component according to claim 1, wherein 
in obtaining the value of the parameter t said electronic com 
ponent is further configured to obtain the value of the param 
eter t as a function of a password or an identifier. 

7. The electronic component according to claim 1, wherein 
the cryptographic application is an application of authentica 
tion or identification by a checking entity, and wherein said 
electronic component in obtaining the value of the parameter 
t is further configured to: 

/a/ generate a random value; 
/b/ obtain an encrypted value by encrypting said random 

value based on an encryption function using an encryp 
tion key determined from a password or identifier cor 
responding to the parameter; and 

/c/transmit the encrypted value to the checking entity. 
k k k k k 


