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(57) Abstract: In some examples, a method includes accessing an orthogonal network policy set that represents a first intent-based
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REDUCED ORTHOGONAL NETWORK POLICY SET SELECTION

BACKGROUND

00017 High spead communication networks form part of the backbone of what
has become indispensable worldwide data connectivity. Within  such
communication networks, varicus network devices including endpoint devices
and switching devices direct network traffic from source ports {o destination ports,
helping to eventually guide a data packet from a source to a destination.
Improvements in the efficiency of these communication networks will increase the

gffectivenass of communicating data.

BRIEF DESCRIPTION OF THE DRAWINGS

(00021 Certain examples are described in the following detailed description and
in reference to the drawings.

100037 Figure 1 shows an example of a system that supports reduced
orthogonal network policy set selection.

100047 Figure 2 shows an example selection of a reduced orthogonal network
policy set by an orthogonal policy reduction engine.

(00057 Figure 3 shows another example selection of a reduced orthogonal
network policy set by the orthogonal policy reduction engine.

{00087 Figure 4 shows an exampile of reduced orthogonal network policy set
selections for different switching devices.

(60077 Figure 5 shows an example of logic that a system or device may
implement to support reduced orthogonal network policy set selection.

[0008] Figure & shows an example of a device that supports reduced orthogonal

network policy set selection.
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DETAILED DESCRIPTION

(00081 The disclosure herein describes systems, methods, devices, and logic
that may support selection of a particular reduced orthogonal network policy set
among multiple different reduced orthogonal network policy sets that each
represent network policies 1o enforce on network traffic communicated across a
commurication network. As described in greater detail below, selection of the
particular reduced orthogonal network policy set may be based on a characteristic
of a target switching device, such as a switching capability of the target swilching
device. The selection fealures described herein may increase network operations
gfficiency and network throughput, such as through selection of a particular
reduced orthogonal network policy set that the farget switching device can
implement with increased efficiency.

00107 Figure 1 shows an example of a system 100 that supports reduced
orthogonal network policy set selection. The system 100 may take the form of a
computing system, including a single or multiple computing devices such as
application servers, switching devices, network controllers, compute nodes,
deskiop or laptop computers, smart phones or other mobile devices, tablet
devices, embedded controllers, and more. The system 100 may be part of a
communication network, and may thus take the form of an endpoint device, a
controlier device that manages switching functions in the communication network,
a swilching device, a router, an edge device, or any other network device that
fransmits, receives, or otherwise controls the routing of data through the
communication network. In some exampies, the communication network is
implemented, controlled, or managed through a software defined networking
(SDN) architecture, and the system 100 may implement an SDN controller in such
an example.

[6011] The sysiem 100 may effectuate intent-based network policies in a
communication network. An intent-based network policy may refer {o or take the
form of any expression of maiching criteria for network traffic and a corresponding

action {o take for network traffic satisfying the matching criteria.  The matching
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criteria of an intent-based network policy may be specified through various policy
dimensions, and the matching criteria may thus include specific dimension values
to match for among network traffic.

00121 As one example, an intent-based network policy may specify a network
policy according to source, destination, classifier, and context dimensions,
wherein network traffic matching the specific dimension values of the policy result
in performing of the corresponding action. The source dimension may include an
indication of a source of network traffic (e.g., a source Internet Protocol (IP)
address of an endpoint device transmitting a packet) and the destination
dimension may include an indication of a destination for the netwaork traffic. The
classifier dimension may refer to a particular type of network traffic, a particular
type of device to or from which the network traffic is routed, or any other type of
identifier by which network traffic can be categorized. For instance, a classifier
can include a combination of logical expressions involving an P protocol, an
sthamet type, an L4 source port, among other types of expressions. The context
dimension may refer to a global condition during which the network policy should
apply (e.g., during a particular timeframe, when network consumption exceeds a
threshold level, or according to any other contextual criteria).

[6013] The system 100 may dentify intent-based network policies from
applications executing on endpoint devices of a communication network. For
example, a particular application may specify a first intent-based networl policy
to “Inspect all traffic sent to the datacenter” and another application may specify
a second intent-based network policy to *Log all 1P traffic from contractors during
Bam-5pm”. When applications within the communication network want to control
the same switching devices in the network (o process network traffic in a particular
way, a conflict may arise between the instructions of one application and the
instructions of another application for a particular switching device. In such
instances, tha system 100 may support detection and resolution of policy conflicts
that arise between different intent-based network policies, e.¢g., which action{s) o
take when network traffic meets the matching criteria {e.g., specified dimeansion

values) of more than one intent-based network policy.
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16014] In particular, the system 100 may transform the mulliple intent-based
network policies into an orthogonal network policy set. An orthogonal network
policy set may refer to a set of multiple network policies (also referred to as
orthogonal network policies) that are orthogonal to one another in that no
orthogonal network policy in the orthogonal network policy set conflicts with any
other orthogonal network policy in the orthogonal network policy set. Put ancther
way, orthogonal network policies may not have any overlapping policy space in
that the dimension values of the orthogonal network policies do not overlap.
Conflict detection and determination of orthogonal network policy sels are
described in further detail below as well as in PCT Application No
US2015/015122, entitled "Network Policy Conflict Detection and Resolution” and
filed on February 10, 2015, which is hereby incorporated by reference in s
entirety. As also described in greater detaill below, the system 100 may further
reduce the orthogonal network policy set into multiple reduced orthogonal
network policy sets and select a particular reduced orthogonal network policy set
to implement on a target switching device, e.g., through translation into a protocol-
specific format supported by the target swilching device.

(00157 As one example, the sysiem 100 shown in Figure 1 includes a conflict
resolution engineg 108 and an orthogonal policy reduction engine 110, The
system 100 may implement the engines 108 and 110 (and components thereof)
in various ways, for example as hardware and programming. The programming
for the engines 108 and 110 may take the form of processor-execuiable
instructions stored on a non-ransitory machine-readable storage medium and the
hardware for the engines 108 and 110 may include a processing resource o
execute those instructions. A processing resource may take the form of single
processor or mulli-processor systems, and in some examples, the system 100
implements multiple engines using the same computing system features or
hardware componeantis {e.¢., a COmmon processing resource).

(00181 As seen in the example shown in Figure 1, the conflict resolution engine
108 may include an engine component to derive an orthogonal network policy set

that represents a first intent-based network policy and a second intent-based
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network policy. As also seen in Figure 1, the orthogonal policy reduction engine
110 may include engine components to determine a first reduced orthogonal
network policy set that combines a pair of orthogonal network policies from the
orthogonal network policy set into a first reduced orthogonal network policy;
determine a second reduced orthogonal network policy set that combines a
different pair of orthogonal network policies from the orthogonal network policy
sel into a second reduced orthogonal network policy; and select the first reduced
orthogonal network policy set, and not the second reduced orthogonal network
policy set, to implement on a target swilching device based on a characteristic of
the target switching device.

[00171 Some example fealures and concrete illustrations relating to reduced
orthogonal network policy set selection are described in greater detail next.
00187 Figure 2 shows an example selection of a reduced orthogonal network
policy set by the orthogonal policy reduction engine 110. The example in Figure
2 includes a switching device 201, which may be any device that communicates
network traffic such as a router, switch, hub, or various other network devices. A
controlier 210 is also shown in Figure 2, which may manage the switching device
201. The coniroller 210 may implement a conflict resclution engine 108,
orthogonal policy reduction engine 110, and any number of other engines o
support conflict resolution and implementation of intent-based network policies in
switching devices of a communication network. As noted above, the engines may
take the form of hardware and programming, for example.

(00181 Insome examples, the controller 210 is an SDN controller. The controller
210 may thus be physically separate from the switching devices managed by the
controlier 210, decoupling the system that makes decisions about where network
traffic is sent (which may be referrad 1o as a control plane) from the underlying
systems that forward then the network iraffic to the selected destination {which
may be referred to as a data plane). The controller 210 may control how data
traverses across the data plane, for example by determining and assigning data
routes in the communication network for traffic flows and configuring the managed

switching devices to route a particular traffic flow (also referred to as a dataflow)
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according o a determined data route. The controller 210 may thus assign
network switching functions to a target switching device, such as the switching
device 201 shown in Figure 2.

(00207 The controller 210 may identify intent-based network policies specified
by various applications, such as applications executing in an application layer of
an SDN architecture. In response, the controller 210 may implement the intent-
based network policies in a managed communication network, particularly by
instructing switching devices which actions to take when network traffic satisfias
the matching criteria (e.g., dimension values) of the intent-based network policies.
For conflicts that arise between multiple intent-based network policies, the
controlier 210 may identify and resolve such corflicts.  In doing s0, the conflict
resolution engine 108 may derive an orthogonal network policy set 220 that
represents multiple intent-based network policies, including in any of the ways
described in PCT Application No. US2015/015122.

[6021] The conflict resolution engine 108 may determine policy overlap between
multiple intent-based policies with the following four dimensions. a source
dimension, a destination dimension, a classifier dimension, and a context
dimension. To illusirate through intent-based network policies "A” and “B”, the
conflict resolution engine 108 may identify orthogonal policy spaces "A and B (or
“A&& B, "Aand not B” (or “A && 1B”), and "not A and B” {or “IA && B"), and do
s0 on a dimension-specific basis. Thus, for the 4-dimensional intent-based
policies “A” and "B", up to a fotal of 81 orthogonal network policies without
overlapping policy spaces are possible. Table 1 below illustrates the 81 possible
orthogonal network policies that the conflict resolution engine 108 may identify for

4-dimensional intent-based network policies “A” and "B”.

Reference | Source Destination | Classifier Context

Number | Sa | Ss Da De Ca Ce Ta Te Valid?
#1 0 1 0 1 0 1 0 1
#2 O 1 0 1 8] 1 1 0 frvalid
#3 0 1 0 1 o 1 1 1
#4 O 1 0 1 1 y; O 1 invalid
#5 0 1 0 1 1 0 1 0 invalid
#E O 1 0 1 1 y; 1 1 invalid
#7 0 1 0 1 1 1 0 1
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#8 O 1 0 1 1 1 1 0 fnvalid
#9 3, 1 0 1 1 1 1 1

#10 G 1 1 0 0 1 G 1 fnvalid
#11 0 1 1 G 0 1 1 0 invalid
#12 G 1 1 0 0 1 1 1 fnvalid
#13 0 1 1 0 1 0 0 1 invalid
#14 0 1 1 o 1 0 1 0 invalid
#15 o 1 1 0 1 0 1 1 invalid
#10 3, 1 1 O 1 1 3, 1 invalid
#17 O 1 1 3, 1 1 1 0 fnvalid
#18 3, 1 1 O 1 1 1 1 invalid
#19 G 1 1 1 0 1 G 1

#20 0 1 1 1 0 1 1 0 invalid
#21 0 1 1 1 0 1 1 1

#i2 0 1 1 1 1 0 0 1 invalid
#23 0 1 1 1 1 0 1 0 invalid
#24 o 1 1 1 1 0 1 1 invalid
#25 0 1 1 1 1 1 0 1

#265 O 1 1 1 1 1 1 0 fnvalid
#27 3, 1 1 1 1 1 1 1

#28 1 0 0 1 0 1 G 1 fnvalid
#29 1 0 0 1 0 1 1 0 invalid
#30 1 0 0 1 0 1 1 1 fnvalid
#31 1 0 0 1 1 0 0 1 invalid
#32 1 0 0 1 1 0 1 0 invalid
#33 1 0 O 1 1 0 1 1 invalid
#34 1 0 0 1 1 1 3, 1 invalid
#35 1 0 0 1 1 1 1 0 fnvalid
#30 1 0 0 1 1 1 1 1 invalid
#37 1 0 1 0 0 1 G 1 fnvalid
#38 1 0 1 G 0 1 1 0 invalid
#39 1 0 1 0 0 1 1 1 invalid
#40 1 0 1 0 1 0 0 1 invalid
#41 1 0 1 o 1 0 1 0

#42 1 0 1 0 1 0 1 1

#43 1 0 1 o 1 1 0 1 invalid
#44 1 0 1 3, 1 1 1 0

#45 1 0 1 O 1 1 1 1

#46 1 0 1 1 0 1 G 1 fnvalid
#47 1 0 1 1 0 1 1 0 invalid
#48 1 0 1 1 0 1 1 1 invalid
#49 1 0 1 1 1 0 0 1 invalid
#50 1 0 1 1 1 0 1 0

#51 1 0 1 1 1 0 1 1

#52 1 0 1 1 1 1 3, 1 invalid
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#53
#54
#55
#56
#57
#58
#59
#60
#61
#o2
#53
#64
#65
#EH
#o7
#68
#09
#70
#71
72
#73
#74
#75
#76
#77
#78
#79
#30
#81

invalid

invalid
invalid
invalid

invalid

invalid
invalid
invalid
invalid

invalid

invalid

invalid

RIS, Ny SRR\ R, ) QRIS N QUSRS N Q. NI (IR N (NN N QR N (U, N QR N (PRI N (R N (NN S (L N QNI S (U, N (NN N . W (U N (NI N (U N U W U N Q. N (. N [ N I N N

PN
PN

Tabile 1: Possible Orthogonal Network Policies for
4-dimensional Infent-Based Network Policies A and B

[00227 As shown above, some of the orthogonal network policies are labeled as
‘invalid”. The conflict resolution engine 108 may identify such invalid orthogonal
network policies, and exclude the invalid orthogonal network policies from the
orthogonal network policy set 220, An invalid orthogonal network policy may refer
to an orthogonal network policy that represents a policy space that exclusively
matches one dimension of the first policy and exclusively matches anocther
dimension of the second policy. Since both policies are excluded in at least one

dimension, neither the matching criteria of the first policy nor the matching criteria
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of the second policy are met. Thus, the entire orthogonal policy does not apply
and can thus be deemed invalid.

(00237 For instance, each of network policies #10-#18 includes (i) only the
source dimension matching criterion of intent-based network policy “B”, and (i)
only the destination dimension matching criterion of intent-based network policy
‘A7 Thus, for each of these network policies #10-#18, the intent-based network
policies ‘A" and “B”, one dimension {the source dimension) of network policy “A”
(s excluded and one dimension of network policy “B” (the destination dimension)
is excluded, regardless of the classifier and context dimensions for these intent-
based network policies. That is, for policies #10-#18, the matching criteria of both
policy “A” and policy "B” are not met, 30 there is no action to perform.  These
policies #10-#18 may therefore be identified as invalid by the conflict resclution
engine 108. The conflict resclution engine 108 may similarly identify other invalid
orthogonal network policies to exclude from the orthogonal network policy set
220.

00247 Table 1 above includes a "Valid?” column indicating invalid orthogonal
network policies that the conflict resclution engine 108 may exclude from the
orthogonal network policy set 220. Table 2 illustrates 31 possible valid orthogonal
network policies that the conflict resclution engine 108 may identify for 4-
dimensional intent-based network policies “A” and “B”, using consistent policy

raference numbers with Table 1.

Reference | Source | Destination | Classifier | Context Action
Number | 8a | Ss Da g Ca Ce | Ta | Ts

#1 o; 1 0 1 0 1 0 1 Actions
#3 0 1 0 1 0 1 1 1 Actions
#7 0 1 o 1 1 1 0 1 Actions
#9 8 1 0 1 1 1 1 1 Actions
#19 0 1 1 1 8 1 0 1 Actions
#21 0 1 1 1 0 1 1 1 Actions
#25 0 1 1 1 1 1 o 1 Actions
#27 o; 1 1 1 1 1 1 1 Actions
#41 1 0 1 0 1 0 1 0 Actiona
#42 1 0 1 0 1 0 1 1 Actiona
#44 1 0 1 0 1 1 1 0 Actiona
#45 1 0 1 0 1 1 1 1 Actiona
#50 1 8 1 1 1 O 1 0 Actiona
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#51 T T 7 TR T Actiona
#53 T i T T 7T T Actiona
454 78T 1 T Actiona
#55 R R T T T o T Actions
457 T T71770 T T o 1T 1T Actions
Ty o 1 T T 17T T Actions
563 T 171 0 1 T 1 1 1 Actions
#58 T R 0 T T T T 0 T Actiona
#50 EREE TN Actiona
#71 R R 0T T TG T Actiona
575 O B 0T T Actiona
573 T T T Actions
#75 R B T T T T T Actions
#77 R T 1 T T T Actionn
478 I I 1 T 170 | 1 | 1 Actiona
579 T 11 1 1 T 1 1 1 0 |1 Actions
#80 N 1 T 1717 11 [0 Actom
481 111 1 1 11 | 1 | ¢ | Actiona+
Actions

Table 2: Possible Valid Orthogonal Network Policies for
4-dimensional Intent-Based Network Policies Aand B

(00257 As seen above, Table 2 above illusirates the corresponding action {o
perform for each of the possible valid orthogonal network policies.  The
corresponding action to perform may be reflective of the intent-based network
policy "A” or “B” that has each of its matching criteria met for a particular
orthogonal network policy. For instance, orthogonal network policy #6869 has a *1”
{or satisfied) value for each of the source, destination, classifier, and context
dimensions for policy “A”, and thus the action for intent-based network policy “B”
is performed (denoted as Actions). For orthogonal network policy #81, the conflict
resolution engine 108 may determine that the corresponding action for both
network policies “A” and “B” are performed, as policy #81 includes a satisfied
value for each of the dimensions for both policies "A” and “B”.

160267 Thus, for the example 4-dimensional intent-based network policies “A”
and “B”, the conflict resolution engine 108 may derive up to 31 orthogonal network
policies o include in orthogonal network policy set 220. However, the exact
number of orthogonal network policies specified included in the orthogonal

network policy set 220 may vary depending on the specific matching criteria (e.q.,

10
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dimension values) of the intent-based network policies “A” and “B". To illustrate,
the intent-based network policies “A” and "B” may have some or no overlapping
policy spaces for a particular policy dimension {e.g., a source dimension). As
such, the conflict resolution engine 108 may determine not to inciude some of the
possible orthogonal network policies lisied above in Table 2 in the orthogonal
network policy set 220, The number of orthogonal network policies included in
the orthogonal network policy set 220 may thus vary according to the degree of
overlap between the intent-based network policies reprasented by the orthogonal
network policy set 220.

[6027] To provide a continuing, concrete ilustration to help explain the features
described herein, the controller 210 may control switching devices in a
communication network (e.q., according to an SDN architecture) to implement an
intent-based network policy P1 to “inspect all traffic sent to the datacenter” and
an intent-based network policy P2 to "Log all IP traffic from contractors during
Bam-5pm”. In this concrete illustration, the controller 210 may identify the intent-
based network policy P1 in a 4-dimensional intent-based network policy

framework as follows:

Sourcepq Destinationes | Classifierss Contextps Actionpq
* Datacenter * * Inspect

Thus, the controlier 210 may identify maiching criteria for the source, destination,
classifier, and context dimensions as well as a coresponding action for network
traffic satisfying the matching criteria. The * matching criteria vaiue in the intent-
based network policy P1 may be a wildcard value representative of any value, an
unspecified value, or a *do not care” value for the source, classifier, and context
dimensions. That is, the * wildcard value may indicate that any value for the
particular dimension will satisfy the matching critena of the network policy. For
the intent-based network policy P2, the controller 210 may identify the intent-

based policy P2 in the 4-dimensional intent-based network policy framework as

follows:
Sourcep: Destinatione:z | Classifiere: Contextp:z Actione:
Contractor * P Sam-5pm Log

1
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From the intent-based network policies P1 and P2, the conflict resolution engine
108 may determine an orthogonal network policy set 220 that includes multiple
orthogonal network policies that together represent the policies P1 and P2 (and
resolving conflicts between overlapping policy spaces).

10028] Thus, applying these concrete network policies P1 and P2 to the valid
orthogonal network policies in Table 2 above, the conflict resolution engine 108
may identify the following dimension values for the valid orthogonal network

policies, shown in Table 3 below (with actions shown):

Rgfemﬁca Source | Destination | Classifier | Context Action

umber
#1 None ‘Datacenter None Never Log
#3 None Datacenter None Bam-5pm Log
#7 None ‘Datacenter P Never Log
#9 None Datacenter P Bam-5pm Log
#19 None Datacenter None Never Log
#21 None Datacenter None Bam-5pm Log
#25 None Datacenter P Never Log
#27 None Datacenier P Bam-5pm Log
#41 {Contractor None HP {Bam-5pm) inspect
#42 IContractor None P Bam-5pm Inspect
#44 {Contractor None 1 H{Bam-5pm) Inspect
#45 IContractor None P Bam-5pm Inspect
#50 IContractor | Datacenter P HBam-5pm) Inspect
#51 IContractor | Datacenter HP 8am-5pm nspect
#53 IContracior | Datacenter P H{8am-5pm) Inspect
#54 IContractor | Datacenter ] Sam-5pm inspect
#55 Contractor | Datacenter None Never Log
#57 Contractor | Datacenter None Bam-5pm Log
#61 Contractor | 'Datacenter P Never Log
#63 Contractor | Datacenter 1 Bam-5pm Log
#68 Contractor None HP HBam-5pm) Inspect
#6569 Contractor None P Bam-&pm Inspect
#71 Contractor None P {Bam-5pm) nspect
#72 Contractor None P Bam-&pm Inspect
#73 Contractor | Datacenter None Never Log
#75 Contractor | Datacenter None Bam-5pm Log
#77 Contractor | Datacenter HP {8am-5pm) inspect
#78 Contractor | Datacenter HP Bam-5pm Inspect
#79 Contractor | Datacenter 1 Nevar Log
#80 Contractor | Datacenter P H{8arm-5pm) Inspect

12




WO 2017/105452 PCT/US2015/066262
+
#81 Contractor | Datacenter P 8am-5pm Ensﬁfgt

Table 3: Dimension Yalues for Example Network Policies P1 and P2

Note that the expression (not ™) or (%), which represents the inverse of an “any”
value, reduces to a "noneg” value for the source, destination, and classifier
dimensions and (o a “never” value for the coniext dimension. Also, the logical
combination of any matching criterion with a "none” or “never’ value reduces
simply to “nong” or “never’. For example, a source dimension expression of
(Contractor && ) reduces to none, because there is no dimension value that
satisfies the expression. Likewise, a context dimension exprassion of {(Sam-5pm
&& 1} reduces o never, as the inverse of an "any” context dimension value {(or
‘unspecified”) is never {or none), and the logical combination of any maiching
criterion with a “never’ value reduces simply to “never’. Also note that the logical
combpination of a wildcard value ™ and a particular dimension value reduces to just
the particular dimension value. For exampie, the source dimension value for
orthogonal natwork policy #50 can be represented as the expression (Sourceps
&& 1Sourcer?). In the concrete illustration, this expression takes the form (* &&
‘Contractor), and reduces to simply {!Contractor} as shown above.

1800297 For orthogonal network policies with a "nong” or “never” value for any
dimension, the conflict resolution engine 108 may exciude, ignore, or prune such
policies from the orthogonal network policy 220. Thus, for this particular concrete
Hiustration, the conflict resolution engine 108 may determine the orthogonal
network policy set 220 to include 9 orthogonal network policies instead of all 31
of the possible orthogonal network policies listed above. In particular, the conflict
resolution engine 108 may dentify the following orthogonal network policies
shown in Table 4 to represent the intent-based network policies P1 and P2 in this

concrete iHustration:

R;;sferem:e Source Destination | Classifier | Context Action
umber
#50 [Contractor | Datacenter e H{8am-5pm) inspect
#51 IContractor | Datacenter HP Bam-5pm Inspeact
#53 IContractor | Datacenter P HBam-5pm) Inspect
#54 IContractor | Datacenter P Bam-5pm Inspeact
#6583 Contractor | Datacenter P Bam-5pm Log

13
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H#77 Contractor | Datacenter HP H8am-5pm) Inspect
#78 Contractor | Datacenter HP Sam-5pm inspect
#80 Contractor | Datacenter P H{Bam-5pm) Inspect
inspect +
#81 Contractor | Datacenter P Bam-5pm Log

Table 4: Example Orthogonal Network Policy Set 220 {with actions)
for example Network Policies P1 and P2

Thus, the conflict resolution engine 108 may determine the orthogonal network
policy set 220 in this concrete illustration to include the 9 orthogonal network
policies above.

(00307 From the orthogonal network policy set 220, the orthogonal policy
reduction engine 110 may determine multiple reduced orthogonal network policy
sets, such as the reduced orthogonal network policy sets 221 and 222 shown in
Figure 2. A reduced orthogonal network policy set may refer to a set of orthogonal
network policies that includes at least one combined orthogonal network policy
that combines two or more orthogonal network policies, e.g., network policies
from the orthogonal network policy set 220 or praviously-combined orthogonal
network policies.  The reduced orthogonal network policy set may be reduced in
the sense that it includes a lesser number of orthogonal network policies than the
original orthogonal network policy set 220.

(00317 The orthogonal policy reduction engine 110 may combine various
orthogonal network policies in an orthogonal network policy set 220 in differing
combinations o generate muitiple, different reduced orthogonal networlc policy
sets. Each of the reduced orthogonal network policy sets may represent the same
intent-based network policies, but do so in different ways. The example in Figure
2 shows two reduced orthogonal network policy sets that the orthogonal policy
reduction engine 110 determines (labeled as the reduced orthogonal network
policy sets 221 and 222 respectively), though the orthogonal policy reduction
engine 110 may determine more reduced orthogonal network policy sets than
two.

[0032] The orthogonal policy reduction engine 110 may combine orthogonal
network policies through a wildcard value {denoted herein as a ~ value). For

instance, the orthogonal policy reduction engine 110 may identify a pair of
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orthogonal network policies that differ in whether a matching criterion of a
particular policy dimension is satisfied, and combine the pair of orthogonal
network policies into a combined orthogonal network policy that utilizes the
wildcard value for the differing dimension value. The pair may be two orthogonal
network policies from the orthogonal network policy set 220, an orthogonal
network policy from the orthogonal network policy set 220 and a previously-
combined orthogonal network policy, or two previously-combined orthogonal
network policies. As an example, the orthogonal policy reduction engine 110 may
determine that the orthogonal network policy set 220 representing a particular set
of intent-based network policias (e.qg., intent-based network policies P1 and P2)
includes the following three orthogonal network policies that correspond to policy
reference numbers #78, #77, and #80 from Tables 1, 2, 3, and 4 above:

Reference Source Destination Classifier Context
Number | Sp1 | Sez Dip Dp2 Cpi
#78 1 L 1 1 1
#77 1 1 1 1 1
#280 1 L 1 1 1

The orthogonal network policies #78, #/77, and #80 may be a subset of the
orthogonal network policy set 220, €.¢., as shown in Table 4 in the context of the
continuing, concrete illustration. As seen above, orthogonal network policies #78
and #77 differ only in whether the matching criterion (or criteria) of the context
dimension of the intent-based network policy P2 is satisfied or not.  Orthogonal
network policies #77 and #80 differ only in whether the matching criterion (or
criteria) of the classifier dimension value of the intent-based network policy P2 is
satisfied or not.

[6033] In the example above, the orthogonal policy reduction engine 110 may
determine a first reduced orthogonal network policy set that includes the
orthogonal policies #78 and #77 combined into the following combined orthogonal

network policy:

Source Destination Classifier Context
Sy Se2 Dpy De2 Cri Crz Tr1 Te2
1 1 1 1 1 O 1 *
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In a consistent manner, the orthogonal policy reduction engine 110 may
determine a second reduced orthogonal network policy set that combinegs a
different pair of orthogonal network policies, such as orthogonal network policies
#77 and #80, which may be combined into the following combined orthogonal

network policy:

Source Destination Classifier Context
Seq Spz Dp1 De2 Cr1 Ce2 Tes Trz
1 1 1 1 1 * 1 0

In this example, the first and second reduced orthogonal network policy sets each
represent the same intent-based network policies, but do so with a different
combination of orthogonal and combined orthogonal naetwork policies.

(00347 To llustrate in the context of the continuing concrete illustration with the
intent-based network policies P1 and P2, the orthogonal policy reduction engine
110 may derive the following three orthogonal network policies as a subset of the

orthogonal network policy set 220 (using consistent reference numbers as Tables

1,2, 3, and 4):
Reference | Source Destination | Classifier | Context Action
#78 Contractor | Datacenter P {Bam-5pm) inspect
#I7 Contractor | Datacenter P H8am-5pm) | Inspect
#80 Contractor | Datacenter o {8am-5pm) | Inspect

The orthogonal policy reduction enging 110 may thus combine policies #78 and
#77 1o determine a first reduced orthogonal network policy set and combine
policies #77 and #78 to determine a second, different orthogonal network policy
sel (and even more beyond these two as well, as illustrated in greater detail
below). Then, the orthogonal policy reduction engine 110 may select a particular
reduced orthogonal network policy set to implement on the target switching
device. A detailed illustration of reduced orthogonal network policy set
determination in the context of the continuing concrete illustration with intent-
hased network policies P1 and P2 is presentad below.

(60357 In some examples, the orthogonal policy reduction engine 110 combines
orthogonal network policies with the same corresponding action, but determines
not o combine orthogonal network policies with different corresponding actions.

For instance, the orthogonal policy reduction engine 110 may determine not {o
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combpine a first orthogonal network policy with a corresponding action (e.g.,
inspect) with a second orthogonal network policy with a different corresponding
action (e.g., log or log+inspect).

(00381 While an example combinations of orthogonal network policies were
described above, the orthogonal policy reduction engine 110 may combine
orthogonal network policies in multiple different ways and for multiple different
dimensions. The orthogonal policy reduction engine 110 may determine reduced
orthogonal network policy sets fteratively, sequentially, or in parallel by further
combining previously-combined orthogonal network  policies  with  other
orthogonal network policies (or other previously-combined orthogonal network
policies) to vield many different combinations. The process by which the
orthogonal policy reduction engine 110 determines reduced orthogonal network
policy sets from the orthogonal network policy set 220 may also be referred to as
reductions of the orthogonal network policy set 220.

[6037] Thus, the orthogonal policy reduction engine 110 may generate multiple
reduced orthogonal network policy sets that each include a single or muitiple
combined orthogonal network policy, the multiple reduced orthogonal network
policy sets resulling from multiple, different combinations of orthogonal network
policies. In some examples, the controller 210 may set a combination limit for the
number of combinations that occur to control resource consumption {e.g., by
fimiting the number of combinations included for a particular combined orthogonal
network policy or in various other ways).

16038] From the multiple reduced orthogonal network policy sets, the orthogonal
policy reduction engine 110 may select a particular reduced orthogonal network
policy set to implement on a target switching device. In Figure 2, the switching
device 201 is the target switching device that the orthogonal policy reduction
engine 110 selects a particular reduced orthogonal network policy set for, e.g,,
from among the reduced orthogonal network policy sets 221 and 222 and any
other reduced orthogonal network policy sets that are determined.

00387 In some implementations, the orthogonal policy reduction engine 110

selects a particular reduced orthogonal network policy set for implementation
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after translating some or all of the multipie reduced orthogonal network policy sets
into a protocol-specific format supported by the target switching device. The
protocol-specific format may refer {6 a configuration message format or switching
configuration format of a protocol used by a swilching device to implement
matching criteria and perform the corresponding action. Example protocols
include the OpenfFlow protocol for SDN architectures or Access Control Lists
(ACLs). Translation of a reduced orthogonal network policy set may thus take
the form of protocol-specific messages (e.g., OpenFiow messages or ACL
messages).

[60407 In the example shown in Figure 2, the orthogonal policy reduction engine
110 passes the reduced orthogonal network policy sets 221 and 222 to the
fransiation engine 230, which may also be part of the controlier 210, The
transiation engine 230 may transiate the reduced orthogonal network policy sets
221 and 222 into a protocol-specific format supported by the switching device
201, including according to any of the ways described in U.S. PCT Application
No. US2015/015122. In this example, the orthogonal policy reduction engine 110
selects the particular reduced orthogonal network policy set to implement on the
switching device 201 from the translated protocol-specific messages 231 and
232. That is, the orthogonal policy reduction engine 110 selects the reduced
orthogonal network policy set 221 in this particular example. In doing so, the
orthogonal policy reduction engine 110 may make the selection based on various
factors or combination of factors, some example of which are presented next.
100417 The orthogonal policy reduction engineg 110 may select a particular
reduced orthogonal network policy set based on a characteristic of the target
switching device. For instance, the orthogonal policy reduction engine 110 may
identify a resource consumption rate, particular switching capability, table
implementation, packet processing characteristic, or any other atiribute of the
target switching device to account for in selecting a particular reduced orthogonal
network policy set to translate. By accounting for a specific characteristic of the
target switching device iself, the orthogonal policy reduction engine 110 may

select a particular reduced orthogonal network policy set that, when transiated
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into a protocol-specific format, supports effectuating the represent intent-based
network policies with increased efficiency, e.g., with reduced resource
consumption or increased network throughput.

00427 In some examples, the characteristic of the target switching device
accounted for in the reduced orthogonal network policy set selection is a wildcard
processing capability for a particular match field in the orthogonal network policy
set 220, A malch field may refer io a particular packet characteristic that
corresponds o a dimension value of the orthogonal netwaork policy set 220, e.q.,
the source IP address of a packet that corresponds to a source dimension value
of the orthogonal network policy set 220, Thus, when the target switching device
suppoerts wildcard processing capabilities for a particular match field, but not other
match fields, the orthogonal policy reduction engine 110 may select a reduced
orthogonal network policy set that includes a wildcard value for the particular
match field {e.g., for the corresponding dimension value).

[0043] As ancther example, the characteristic of the target swilch device
accounted for in the reduced orthogonal network policy set selection may be a
table capability of the target swilch device. A table may refer to any lookup
mechanism or logic by which a switching device parses network traffic, e.g., to
identify network traffic satisfying matching critenia for packet forwarding or
security actions, and the like. Thus, a table capability of the switching device may
refer to any capability with regards to how the switching device processes packet
data. Example table capabilities of the target switching device include a number
of tables implemented by the larget switching device, a table size of a table
implemented by the target switching device, a number, type, or combination of
actions supported by the table implemented by the target switching device, a
particular action that the table implemented by the target switching device
implements with increased efficiency, or any combination thereof.

00447 As another example, the orthogonal policy reduction engine 110 may
select the particular reduced orthogonal network policy set based on the
implementation of a table or other packet processing logic. For instance, the

target switching device may implement a table for a particular action using a
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ternary content addressable memaory (TCAM), for which the orthogonal policy
reduction engine 110 may select, for implementation, a reduced orthogonal
network policy set that matches on multiple fields and has a lesser number of flow
entries {o match for. On the other hand, when the target switching device
implements a tabie for the particular application using a hash table, the orthogonal
policy reduction engine 110 may select a reduced orthogonal network policy set
that may have a larger number of flows eniries, but maiches on a single field
(instead of multiple fislds).

(60457 In accounting for the characteristics of the target switching device, the
orthogonal policy reduction enging 110 may select the reduced orthogonal policy
network set to maintain a particular action distribution among flows tables of the
target switching device. For instance, the target switching device may assign a
high-performance table for a particular action {e.g., duplicate packets) and assign
other low-performance tables for other actions with lesser performance
requirements (e.g., drop packets). A high-performance table may refer to a table
or other packet processing logic that processes network traffic above a threshold
rate or at a rate greater than other tables implemented by a swilching device {(e.q.,
low-performance tables). In this example, the orthogonal policy reduction engine
110 may select a particular reduced orthogonal network policy set that maintains
the action distribution for the high-performance table, the low-performance tables,
or both. The orthogonal policy reduction engine 110 may do s0 by selecting a
particular reduced orthogonal netwaork policy set with a lesser number of flows to
match for the high-performance action, for example.

(00481 In that regard, the orthogonal policy reduction engine 110 may accourt
for a table scale of any number of {ables of the target switching device. Table
scale may refer {0 the used capacity or unused capacity of a particular table of
the swiiching device. The orthogonai policy reduction engine 110 may select the
particular reduced orthogonal network policy set according o particular table
scale criteria, such as increasing the used capacily of a particular low-
performance table above a threshold level (e.g., > 90% used capacity} or not

increasing the used capacity of a high-performance table beyond a threshold
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amount or at all {e.g., implements only 30 additional table entries for a high-
performance table or any other configurable value or metric). Thus, accounting
for table scaie may allow the orthogonal policy reduction engine 110 to specifically
select the reduced orthogonal network policy set {o implement while decreasing
performance impact, e.¢., when the implemented network policies of the reduced
orthogonal network policy set do not include performance-intensive actions,
allowing reservation of high-performance tables for other policies with higher
performance utilization.

(60477 The number of dataflows or table entries to maich for may be a factor
that the orthogonal policy reduction engine 110 accounts for in selecting a
reduced orthogonal network policy set among the multiple reduced orthogonal
network policy sets. A dataflow may refer to a stream of data communicated
between a source and a destination, either of which may be a single or set of
endpoini entities (e.q., devices, IP addresses, eic.). In that regard, a dataflow
may refer to a class of network traffic. A table entry may refer 10 any packet
processing mechanism by which a switching device identifies a dataflow (or set
of dataflows). Thus, a table entry for a switching device may specify specific
matching criteria to identify in network traffic, including as examples a source and
destination IP address, ethertype, packet priority, or various other data fields to
parse from a data packet. In accounting for the number of dataflows or table
entries, the orthogonal policy reduction engine 110 may determine that protocol-
specific messages translated from a particular reduced orthogonal network policy
set result in the least number of table entries to implement in the target switching
device or the least number of dataflows to match for from among protocol-specific
messages that were or would be translated from each of the multiple reduced
orthogonal network policy sets.

(00487 As another example, selecting of the particular reduced orthogonal
network policy set may be based on a number of data values for a particular
maich field in the orthogonal network policy set. To illusirate, a first reduced
orthogonal network policy set may specify matching a classifier dimension value

of “confractor” and wildcard a source dimension value and a second reduced
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orthogonal network policy set may specify matching the source dimension value
for “datacenter” and wildcard the classifier dimension value. In this example, the
number of contractors {e.g., data values mesting the “contractor” dimension
value) and number datacenters (e.g., data values mesting the “datacenter”
dimension value) may be accounted for by the orthogonal policy reduction engine
110, Thus, I there are 200 coniractors but only 2 datacenters accessing the
communication network, the orthogonal policy reduction engine 110 may select
the second reduced orthogonal network policy set for implementation on the
target switching device.

[6049] In some implementations, the orthogonal policy reduction engine 110
accournts for table performance and efficiency of the various tables implemented
in a target switching device. A swilching device may implement different tables
that support the same action, and the different tables may have different
performance characteristics (e.q., higher performance tables may process
packets with a particular action or combination of actions with increased
throughput, speed, or efficiency). in that regard, the orthogonal policy reduction
engine 110 may select a particular reduced orthogonal network policy set that
has more table entries than another reduced orthogonal network policy set, but
can be implemented (partially or wholly) in a higher-performance table in the
switching device. When the higher-performance table does not have an unused
capacity to support all of the table eniries translated from reduced orthogonal
network policy sets, the orthogonal network policy may select a particular reduced
orthogonal network policy set with table entries mapping to dataflows with a
priority level, consumed bandwidth, number of associated end hosts, or any cther
dataflow characteristic that exceeds a predetermined threshold (e.¢g. high-priority,
high level of expected bandwidth consumption, etc.}

(60507 In the example described above, the orthogonal policy reduction engine
110 may select a particular reduced orthogonal network policy set that translates
into a greater number of {able entries to implement or dataflows to match for than
other reduced orthogonal network policy sets determined from the orthogonal

network policy set 220, The orthogonal policy reduction engine 110 may
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nonetheless make such a selection because the particular reduced orthogonal
network policy set may yield better performance {(e.g., throughput, speed, etc.)
despite having a greater number of table entries to implement or dataflows to
match for. Such a scenario may cccur when the orthogonal policy reduction
engine 110 selects a particular reduced orthogonal network policy set with a
wildcard value for a dimension that a higher-performance table (e.g., a TCAM)
has a wildcard processing capability for, but iranslates into a greater number of
table entries or dataflows to match for than another reduced orthogonal network
policy set {e.g., which has a wildcard value for a dimension that the higher-
performance table does not support a wildcard processing capability for).

(00517 Put another way, the orthogonal policy reduction engine 110 may select
a particular reduced orthogonal network policy set even when a different reduced
orthogonal network policy set translates into a lesser number of protocol-specific
messages than the particular reduced orthogonal network policy set. The
orthogonal policy reduction engine 110 may do so because the target switching
device includes a particular table that processes the particular reduced
orthogonal network policy set at a greater speed than the different reduced
orthogonal network policy set. In this example, the particular table (e.q., a high-
performance table) may include a wildcard processing capability for a particular
maich field of the particular reduced orthogonal network policy set but not a
wildcard processing capability of a different match field of the different reduced
orthogonal network policy set.

100527 As yet ancther exampie, the orthogonal policy reduction engine 110 may
select a particular reduced orthogonal network policy set accounting for a
combination of actions that a table in the target switching device supports. Inthe
context of the concrete illustration involving network policies P1 and P2, the
orthogonal policy reduction engine 110 may select a particular reduced
orthogonal network policy set that includes a greater number of entnies that can
be implemented in a table that supports both “iog” and “inspect” actions, which
may thus reduce the number of {able entries that may be duplicated into both a

first table to perform the “log” action and a second table to perform the “inspect”
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action. In that regard, the orthogonal network reduction engine 110 may account
for the richness (e.g., degree of combinations) of actions supported by tables of
the target switching device.

(00831 While some examples of switching device characteristics and other
selection Tactors have been presented above, the orthogonal policy reduction
engine 110 may select the particular reduced orthogonal network policy set o
implement on the target switching device in any number of ways. The orthogonal
policy reduction engine 110 may account for any combination of the factors
described above, and in some examples weights different characteristics
according to configurable or user-spacified weights.

(00547 As described above, the orthogonal policy reduction engine 110 may
account Tor various factors in selecting a reduced orthogonal network policy set
to implement in a target switching device. The orthogonal policy reduction engine
110 may alse apply multiple iterations or instances of orthogonal policy
combpinations to detarmine the reduced orthogonal network policy sets to select
from. Some of these features are illusirated next in the context of the continuing
concrete iflustration involving network policies P1 and P2.

(60557 In particular, three different sets of reductions on the orthogonal network
policy set 220 that the orthogonal policy reduction engine 110 may pearform are
detailed. For each of the reductions, the orthogonal policy reduction engine 110
may start with the orthogonal network policy set 220 for the network policies P1
and P2, shown above in Table 4. The sets of reductions performed by the
orthogonal policy reduction engine 110 in this illustration are referred to as
reductions A, B, and C respectively.

1005687 Forreduction A, the orthogonal policy reduction engine 110 may perform
a first set of reductions by combining orthogonal network policies in the

orthogonal network policy set 220 as shown in Table 5 below:

Reference Source | Destination | Classifier | Context Action
Number
#50+#51 | Contractor | Datacenter HP > inspect
#53+#54 | IContractor | Datacenter I * Inspect
#63 Contractor | Datacenter o Bam-5pm Log
#77+#78 | Contractor | Datacenter HP * Inspect
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#80 Contractor | Datacenter I H{8am-5pm) Inspect
inspect +
#81 Contractor | Datacenter P 8am-Spm Log

Table §: First set of reductions for Reduction A
From the first set of reductions, the orthogonal policy reduction engine 110 may
perform a second set of reductions by further combining the orthogonal netwaork

policies as shown in Table 6 below:

Reference Source | Destination | Classifier | Context Action
Number
(#50+#51)
+ IContractor | Datacenter * * Inspact
(#53+#54)
#63 Contractor | Datacenter P Bam-5pm Log
#77+#78 | Contractor | Datacenter Hi2 * Inspeact
#80 Contractor | Datacenter P H{8arm-5pm) Inspect
#81 Contractor | Datacenter P Bam-5pm irss;i)sgt *

Tabile 6: Second set of reductions for Reduction A

After the second set of reductions shown in Table 8, the orthogonal policy
reduction engine 110 may determine that no further reductions for reduction A
are possible, and may thus identify the orthogonal network policies in Table 6 as
the reduced orthogonal network policy set resulting from performing reduction A
{referred to also as reduced orthogonal network policy set A in the context of this
concrete illustration). Reduced orthogonal network policy set A may thus be
implemented as (e.q., translated into) & table entries, with 2 table entries that are
applied at all times by a target switching device {e.g., with a context dimension
value of *), 2 table entries that is applied from 8am-5pm, and 1 entry that is applied
outside of Bam-5pm. Thus, the reduced orthogonal network policy set A, when
implemented, may require that at least 3 table entries be applied at any given
point in time, with 4 table entries applied from 8am-5pm.

160577 Turning to reduction B, the orthogonal policy reduction engine 110 may

perform a first set of reductions by combining orthogonal network policies in the

orthogonal network policy set 220 as shown in Table 7 below:

Reference Source Destination | Classifier Context Action
Number
#50+#51 | IContractor | Datacenter HP * Inspect
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#53+#54 | IContractor | Datacenter I * Inspect
#63 Contractor | Datacenter o Bam-5pm Log
#77+#80 | Contractor | Datacenter > H{Bam-5pm) Inspect
#78 Contractor | Datacenter HP Bam-5pm inspect
ey o inspect +
ontractor | Datacenter P Bam-5pm Log

Table 7: First set of reductions for Reduction B

Note that the first set of reductions for reductions A and B differ only in that
reduction A combines policies #77 and #78 {(with policy #80 not combined with
another policy) whereas reduction B combines policies #77 and #80 (with policy
#78 not combined insiead). From the first set of reductions for reduction B, the
orthogonal policy reduction engine 110 may perform a second set of reductions

by further combining the orthogonal network policies as shown in Table 8 below:

Reference Source | Destination | Classifier | Context Action
Number
(#H50+#51)
+ IContractor | Datacenter * * Inspect
(#53+#54)
#63 Contractor | IDatacenter P Bam-5pm Log
#77+#80 | Contractor | Datacenter * HBam-5pm) inspect
#78 Contractor | Datacenter Hi2 Bam-5pm Inspeact
#81 o inspect +
ontractor | Datacenter P Bam-5pm Log

Tabile §: Second set of reductions for Reduction B

After the second set of reductions shown in Table 8, the orthogonal policy
reduction engine 110 may determine that no further reductions for reduction B
are possible, and may thus identify the orthogonal network policies in Table 8 as
the reduced orthogonal network policy set that results from performing reduction
B {referred to also as reduced orthogonal network policy set B in the context of
this concrete illustration). Reduced orthogonal network policy set B may thus be
implemented as (e.g., transiated into) 5 table entries, with 1 entry that is applied
at all times by a target switching device {e.g., with a context dimension vaiue of
*}, 3 entries that are applied from 8am-5pm, and 1 entry that is applied outside of
Thus,

implemented, may require that at least 2 table entries be applied at any given

Sam-5pm. the reduced orthogonal network policy set B, when

point in time, with 4 table entries being applied from 8am-5pm.
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[0058] Next, regarding reduction C, the orthogonal policy reduction engine 110

may perform a first set of reductions by combining orthogonal network policies in

the orthogonal network policy set 220 as shown in Table 9 below:

Reference Source | Destination | Classifier | Context Action
Number
#H50+H#77 * Datacenter HP H{8am-5pm) Inspect
#51+#78 * Datacenter HP Bam-5pm inspect
#53+#80 > Datacenter P H{8am-5pm) Inspect
#54 IContractor | Datacenter P Bam-5pm Inspect
#63 Contractor | IDatacenter P Bam-5pm LOg
#81 o inspect +
ontractor | Datacenter P Bam-5pm Log

Table 8: First set of reductions for Reduction C
Note that for reduction G, the orthogonal policy reduction engine 110 does not
perform the policy combinations of (i) #77 and #78 or (i) #77 and #80 that are
performed for reductions A and B respectively. instead, the orthogonal policy
reduction engineg 110 combines the network polices of the orthogonal network
policy set 220 in a different way, while nonetheless representing the network
policies P1 and P2. From the first set of reductions for reduction C, the orthogonal
policy reduction engine 110 may perform a second set of reductions by further

combining the orthogonal network policies as shown in Table 10 below:

Rsference Source | Destination | Classifier | Context Action
umber
(#HE0+H#TT)

+ * Datacenter P * Inspect
(#51+#78)

#53+#80 * Datacenter P H{8am-5pm) Inspect
#54 {Contractor | Datacenter P Bam-5pm Inspect
#63 Contractor | Datacenter P Bam-5pm LOg

inspect +
#81 Contractor | Datacenter P Bam-5pm Log

Table 10: Second set of reductions for Reduction ©
After the second set of reductions shown in Table 10, the orthogonal policy
reduction engine 110 may determine that no further reductions for reduction C
are possible, and may thus identify the orthogonal network policies in Table 10
as the reduced orthogonal network policy set that resulis from performing

reduction G (referred to also as reduced orthogonal network policy set C in the
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context of this concrete illustration). Reduced orthogonal network policy set C
may thus be implemented as {e.g., franslated into) 5 table entries, with 1 entry
that is applied at all times by a target switching device (2.g., with a context
dimension value of *}, 3 entries that are applied from 8am-5pm, and 1 entry that
is applied outside of 8Bam-5pm. Thus, the reduced orthogonal network policy set
C, when implemented, may require that at least 2 table entries be applied at any
given point in time, with 4 {able entries being applied from 8am-Spm.

100587 The orthogonal policy reduction engine 110 may select among the
reduced orthogonal network policy sets A, B, and C to implement on a target
switching device. As noted above, the orthogonal policy reduction engine 110
may account for the number of dataflows to match for or the number of table
entries to implement in evaluating the various reduced orthogonal network policy
sets. For a company with Nc number of contractor endpoints, No number of
datacenter endpoints and Nr total number of endpoints, the orthogonal policy
reduction engine 110 may determineg the reduced orthogonal network policy sets
A, B, and C produce the following number of dataflows to match for, as shown in

Tables 11, 12, and 13 respactively:

Reference Number of Dataflows Context
Number
(#50+#51) + ) N
(#53+854) (Nt-Nc)xNo
#63 Nec X (N7 - Np) Bam-5pm
#IT+HTS Nec x Np *
#80 Nc x Np {Bam-5pm)
#81 Nc x Np 8am-Spm
{{Nv-Nc)x No} +
TOTAL {Nc x {N7-hNojj + dam-Spm
2 {Nc % Np}
TOTAL “N; {Sgi XNN{;‘;} ¥ {8am-5pm)
Table 11: Number of datafiows to maitch for Reduced Orthogonal Network Policy Set A
Reference Number of Dataflows Context
Number
(#50+#51) + ) "
(#53+#54) (N7 - Nc) xNbp
#6563 Nc x (Nt - Np) Sam-dpm
#77+#80 Ne x Np HBam-5pm)
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#78 Nc x Np 8am-5pm
#81 Nc x Np Bam-5pm
{{Nt~Nc)x Np) +
TOTAL {Nocx (Nv-No)} + 8am-S5pm
2 {Nc x No}
{{Nt-Nc)x Np} + | i
TOTAL {Nc x No} H{8am-Spm}
Table 12: Number of datafiows to maich for Reduced Orthogonal Network Policy Set B
Reference Number of Dataflows Context
Number
(#HOOHETT) + N «
(#51+#78) P
#53+#80 Np {Bam-5pm)
#54 (Nt -Nc) xNp Sam-5pm
#63 Nec x (N1 - Np) S8am-5pm
#81 Nc x Np Sam-dpm
{{Nv-Nc)x Np)+
TOTAL (Ne x ﬁ;; Noj) + 8am-5pm
Nc x Np
TOTAL 2 Np {Bam-5pm)

Table 13: Number of datafiows to match for Reduced Orthogonal Network Policy Set C
[0080] To evaluate the reduced orthogonal network policy sets A, B, and C for
selection, the orthogonal policy reduction engine 110 may identify or refer to
specific elements of a communication network, such as making the selection in
reference to a specific set of endpoint devices in the communication network. In
particular, the orthogonal policy reduction engine 110 may track or ideniify the
number of particular network elements in the communication network. To
Hlustrate with definite numbers, a sample communication network may include 10
contractor endpoints, 5 datacenter endpoints, and 100 total endpoints. In this
scenario, the orthogonal policy reduction engine 110 may determine the specific
number of dataflows that the reduced orthogonal network policy sets match for
during the 8am-5pm timeframe and outside of the 8am-5pm timeframe, as shown

in Tables 14 and 15 below:

Reduction Formula Number of Dataflows Savings
((Nt - Nc) x Np) +
A (NC X (NT - NB)) + 1500 -
2 {Nc x Np)
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{({N1~Nc)x Np) +
B (Nc x (Nt - Npj) + 1500 0
2 {Nc x Np)
((N7~Nc)x Np) +

) 45
c (Nc x (Nv - Np)) + 1455
Np + (3% better)
Ne x No

Tabie 14: Number of Dataflows to maich for Reductions A, B, and C during 8am-5pm

Reduction Formula Number of Dataflows Savings
A {{N7-Nc)xNp) +
2 (Nc x No) 550 -
- -50
B {({N7-Nc)x Ng} + 500
{(Nc x Noj) (9% better)
540
C 2 No 10

(5500% better)

Table 15: Number of Dataflows to match for Reductions A, B, and © cutside of 8am-Epm
(00617 In Tables 14 and 15 above, a savings comparison with reference o
Reduction A is also shown. Thus, in this example, the orthogonal policy reduction
engine 110 may select the reduced orthogonal network policy set C to implement
on a target switching device, as doing s0 may resull in the least number of
dataflows to match for or least number of table entries to implement on the target
switching device. In this example, the number of dataflows and savings
comparison are determined assuming that the target switching device includes a
wildcard processing capability for the various wildcard dimension values in the
policies of the reduced orthogonal network policy sets A, B, and C. When the
target switching device includes wildcard processing capabiliies for some, but
not all, dimension values of network policies in the reduced orthogonal network
policy sets A, B, and C, the orthogonal policy reduction engine 110 may determine
the number of dataflows to match for differently, and may select a different
reduced orthogonal network policy set to implement on the target switching
device.

(60627 In some examples, the orthogonal policy reduction engine 110 may

precompute calculations {0 measure the number of table entries or dataflows {o
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match for, and do so prior to referencing a particular set of intent-based network
policies or orthogonal network policy set 220. To explain further, the orthogonal
policy reduction engine 110 may recognize that for a set of intent-based network
policies, there are a certain set of combinations according to whether the
dimension values for each dimension are specified or not {(and when not, may
take the form of a unspecified or wildcard value). As an illustration, the source
dimension of intent-based network policies P1 and P2 may be categorized

according to one of the following combinations:

Sourceps Sourcee:

* Specified
Specified *

Specified Specified

The combinations above thus include when (i) when both the source dimension
value of inteni-based network policy P1 and the source dimension value of intent-
based network policy P2 are unspecified (e.qg., any or wildcard); (il when the
source dimension value of intent-based network policy P1 is unspecified and the
source dimension value of intent-based network policy P2 is specified (e.g., "all
contractors”, ‘with a source address of 192.168.25.7, etc.); (ill) when the source
dimension value of intent-based network policy P1 is specified and the source
dimension value of intent-based network policy P2 is unspecified; and (iv) when
both the source dimension value of intent-based network policy P1 and the source
dimension value of intent-based network policy P2 are specified.

100637 In this example, the orthogonal policy reduction engine 110 may identify
a total set of dimension combinations, which may vary based on the number of
dimensions inciuded in the intent-based network policies. When network policies
1 and P2 are 4-dimensional (e.q., source, destination, classifier, and contaxt),
the orthogonal policy reduction engine 110 may identify 256 dimension
combinations (e.q., 4% number). For each dimension combination in the total set
of dimension combinations, the orthogonal policy reduction engine 110 may
determine the orthogonal network policy set 220 and multiple reduced orthogonal

network policy sets, which may vary according to which dimension values of the
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particular dimension combination include a wildcard value. The orthogonal policy
reduction engine 110 may do 50, as a wildcard value for a particular dimension
may result in a "‘none” or “never’ value for various possible orthogonal network
policies, allowing the orthogonal policy reduction engine 110 to prune such
orthogonal network policies from the orthogonal policy set 220,

00647 To illusirate, one of the dimension combinations that the orthogonal
policy reduction engine 110 may identify is as follows:

intent-Based Network Policy A

Sourcea Destinationa | Classifiera Contexta Action
* Specified > * Actiona

intent-Based Network Policy B:

Sourceg Destinations | Classifiers Contexis Action
Specified * Specified Specified Actions

Note that the above dimension combination corresponds to the intent-based
network policies P1 and P2 in the concrete illustration presented above, and the
orthogonal policy reduction engine 110 may determine this dimension
combination even before receiving the actual intent-based natwork policies P1
and P2 from applications of a communication network.

[6088] As the logical inverse and combinations of a wildcard value may resuit in
‘noneg” or “never” values, the orthogonal policy reduction engine 110 {(or conflict
resolution engine 108) may determine the orthogonal network policy set 220 for
gach dimension combination. That s, even prior to recelving the intent-based
network policies P1 and P2, the orthogonal policy reduction engine 110 may
determine the orthogonal network policy set 220 that would apply {o intent-based
network policies P1 and P2, e.¢., among the orthogonal network policy sets 220
applicable to each of the 256 dimension combinations. The orthogonal policy
reduction engine 110 may do so based on the specific dimensions of each
dimension combination that include the wildcard value.

(006687 For the example dimension combination for inteni-based network
policies A and B specified above (which intent-based network policies P1 and P2

correspond o), the orthogonal policy reduction engine 110 may precompute the
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foliowing orthogonal network policies from possible valid orthogonal network

policies as shown in Table 16:

Reference Source | Destination | Classifier | Context Action
Number

#1 None ‘Deastinationa None Never Actions
#3 None iDestinationa None Contexte Actions
#7 None IDestinationa | Classifiers Never Actions
#9 None iDestinationa | Classifiers | Contexts Actiong
#19 None Destinationa None Never Actione
#21 None Destinationa None Contexts Actions
#25 None Destinationa | Classifiers Never Actions
#27 None Destinationa | Classifiers | Contexis Actions
#41 ISources None [Classifiers | Contexts Actiona
#42 (Sourcee None {Classifiers | Contexis Actiona
#44 ISources None Classifiers | Contexis Actiona
#45 {Sourcee None Classifiers | Contexis Actiona
#50 {Sources | Destinations | IClassifiers | Contexts Actiona
#51 !Sources | Destinationa | IClassifiers | Contexis Actiona
#53 ISources | Destinationa | Classifiers | 1Contexis Actiona
#54 ISources | Destinationa | Classifiers | Contexis Actiona
#55 Sources | |Destinationa None Never Actions
#57 Sources | |Destinationa None Contexte Actions
#61 Sources | IDestinationa | Classifiers Never Actions
#63 Sources | IDestinationa | Classifiers | Contexte Actions
#68 Sources None IClassifiers | {Contexts Actiona
#69 Sources None [Classifiers | Contexts Actiona
#71 Sources None Classifiers | Contexts Actiona
#72 Sources None Classifiers | Contexis Actiona
#73 Sources | Destinationa None Never Actions
#75 Sources | Destinationa None Contextis Actions
#77 Sources | Destingtiona | Classifiers | [Contexis Actiona
#78 Sources | Destinationa | 1Classifiers | Contexis Actiona
#79 Sources | Destinationa | Classifiers Never Actions
#80 Sources | Destinationa | Classifiers | 1Contexts Actiona

#81 Sources | Destinationa | Classifiers | Cortexis Actiqm *
Actions

Table 16: Precomputed Orthogonal Network Policies
for an Exampie Dimension Combination

From the precomputed orthogonal network policies for a particular dimension
combination, the orthogonal policy reduction engine 110 may prune any
orthogonal network polices that include a "never” or “none” dimension value,

which may vield the orthogonal network policy 220 for the dimension combination

33



WO 2017/105452 PCT/US2015/066262

specified according to logical dimension values (e.g., Sources or Destinationa). In
the example above, the orthogonal policy reduction engine 110 may prune
policies #1, #3, #7, #9, #19, #21, #25, #27 #41, #42, #44 #45, #55, #57, #0561,
#G8, #6869, #71, #72, #73, #75, and #79. When the orthogonal policy reduction
engine 110 receives intent-based network policies that match this particular
dimension combination, the orthogonal policy reduction engine 110 {or conflict
engine 108} may determine the orthogonal network policy set 220 by replacing
the logical dimension values with the concrete values of the policies (e.g., replace
Sources with “Contractors” or replace Destinationa with “Datacenter”).

[6087] Foreach dimension combination, the orthogonal policy reduction engine
110 may further perform various reductions to the orthogonal network policy sat
220 expressed with logical values. The orthogonal policy reduction engine 110
may precompute the reductions, even prior o receiving actual intent-based
network policies. As an example using the particular dimension combination
above, the orthogonal policy reduction engine 110 may determine reductions o
the orthogonal network policy set 220 expressed with logical values in a
consistent manner as describad above for reductions A, B, and C, using logical
values instead of concrete policy values. Similar to reduction € described above,
the orthogonal policy reduction engine 110 may precompute the following
reduced orthogonal network policy set for the particular dimension combination,

as shown in Table 17:

Reference Source | Destination Classifier Context Action

Number

(#50+#77)
+ * Destinationa IClassifiers * Actiona
(#51+#78)

#53+#80 * Destinationa Classifiers IContexte Actiona
#54 iSources | Destinationa Classifiers Contexts Actiona
#63 Sources | | Destinationa | Classifiers Corntexis Actions
#81 Sources | Deastinationa Classifiers Corntexts Agggg:;

Table 17: Precomputed reduced orthogonal network
policy set for example dimension combination

34



WO 2017/105452 PCT/US2015/066262

The orthogonal policy reduction engine 110 may thus determine multiple reduced
orthogonal network policy sets expressed with logical values, and do so for each
dimension combination.

00687 Along similar lines, the orthogonal policy reduction engine 110 may
precompute a logical expression indicative of a number of datafiows to match for
or table entries to implement from the determined reduced orthogonal network
policy sets. For instance, the orthogonal network policy reduction engine 110
may include numerical indicators in the logical expression that indicate a logical,
as opposed o a concrete, numerical value. The numerical indicators may
represant a number of endpoints in a communication network, such as a
particular class, type, or set of endpoints. Continuing the particular dimension
combination exampie above, the orthogonal policy reduction engine 110 may
precompute the logical expression for the reduced orthogonal network policy set

shown in Table 17 as the following, as shown in Table 18 below:

Reference Number of Dataflows Context
Number
(HEO+HTT) + Nowr -
(#51*‘#78\) estinationA
#53+#80 Npestinationa IContexis
#54 (N'Tota! - NSoumeB) X Npestinations Contexis
#63 Nsources X (NTOTAL - NDestiﬂati0ﬂA> Contexts
#81 NsourceB X NbDestinationA Contexts
{{NtoraL - Nsourceg} X Nbestinationa} ¥
TOTAL {NsourceB X {;;!TOTAL ." Npestinationa}} * Contexts
DestinationA +
Nc2 X Noestinationa
TOTAL 2 Npestinationa iContexts

Table 18: Precompuied logical expression for example dimension combination

in the exampie above in Table 18, the numerical indicator Nyutat may represent
the total number of endpoints in a communication network, the numerical indicator
Noestinationa May represent the number of endpoints maiching the destination
dimension value of intent-based network policy A, and the numerical indicator
Nsources may represent the number of endpoints matching the source dimension
value of intent-based network policy B. Thus, for each dimension combination,

the orthogonal policy reduction engine 110 may precompute an orthogonal
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network policy set 220, multiple reduced orthogonal network policy sets, and
logical expressions with numerical indicators the multiple reduced orthogonal
policy sets.

[0069] Once a set of intent-based network policies is received, the orthogonal
policy reduction engine 110 may determine the specific dimension values of the
intent-based policies, dentify the particular dimension combination the received
intent-based policies correspond to, and retrieve and populaie (with concrele
values) the orthogonal network policy set 220, reduced orthogonal network policy
sets, the logical expressions, or any combination thereof. Accordingly, the
orthogonal policy reduction engine 110 may compute the number of dataflows {o
match for or table entries to implement according to the concrete numerical
values of the precomputed numerical indicators. Then, the orthogonal policy
reduction engine 110 may select a particular reduced orthogonal network policy
set for implementation on a target switching device, for example based on
replacing the precomputed numerical indicators with concrete values.

(80707 By precomputing the dimension combinations and precomputing, for
gach dimension combination, the orthogonal network policy set 220 (expressed
with logical values), reduced orthogonal network policy sets (also expressed with
logical values), and logical expressions with numerical indicators, the orthogonal
policy reduction engine 110 may increase the speed and efficiency by which a
particular reduced orthogonal network policy set is selected for implementation.
00711 In some instances, the precomputed reduced orthogonal network policy
sets may assume that a target switching device includes a wildcard processing
capability for some or all of the dimensions of a network policy. When the target
switching device does not include a wildcard processing capability for a
dimension in the precomputed reduced orthogonal network policy sets with a
wildcard value, the orthogonal policy reduction engine 110 may determine not to
use the precompuited logical expressions to compare the number of dataflows {o
maich for or fable entries to implement among the multiple reduced orthogonal

network policy sets.
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100727 As described above, the orthogonal policy reduction engine 110 may
select a particular reduced orthogonal network policy set to implement on a target
switching device (e.qg., transmit to a target switching device in a protocol-specific
format) based on a characteristic of the target switching device itself. In doing 50,
the orthogonal policy reduction engine 110 may select a particular reduced
orthogonal network policy set that the target switching device may more efficiently
or guickly effectuate, which may resull in increased network throughput and
ncreased communication speads. Moreover, the reduced orthogonal network
policy set selection features may support increased flexibility for different types of
switching devices, allowing a SDN controller or other management entity to
manage switching functions of a communication network with greater flexibility,
efficiency, and effectiveneass.

(007371 Figure 3 shows ancther example selection of a reduced orthogonal
network policy set by the orthogonal policy reduction engine 110, In the example
shown in Figure 3, the orthogonal policy reduction engine 110 selects a particular
reduced orthogonal network policy set for transmission o a target switching
device prior to policy transiation.  In doing so, the orthogonal policy reduction
engine 110 may utilize previously-identified characteristics of the target switching
device o select the particular reduced orthogonal network policy set for
translation into a protocol-specific format and transmission o the target switching
device.

00747 The orthogonal policy reduction engine 110 may identify device
characteristics of a target swilching device in various ways. In some examples,
the controller 210 receives capability communications from various switching
devices managed by the controller 210. A capability communication may indicate
particular switching characteristics provided by a swilching device, including
packet processing capabilities, wildcard processing capabilities {e.g., specific
packet fields or match fields that the swilching device can wildcard), or table
capabilities, including a number of tables implemented by the target switching
device, a table size of a table implementad by the target switching device, a

number of actions supported by the table implemented by the target switching
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device, a particular action that the table implemented by the target switching
device implements with increased efficiency, or any combination thereof. In the
example shown in Figure 3, the switching device 201 sends a iable capability
communication 310, which may indicate to the controller 210 a switching device
characteristic of the swilching device 201 (including any of the characteristics
described above).

[06751 Using the previously-identified characteristic of a target switching device
(e.q., the switching device 201}, the orthogonal policy reduction engine 110 may
select a particular reduced orthogonal policy network set from among multiple
reduced orthogonal network policy sets, consistently as described herein in
accounting for characteristics of the target switching device. That is, the
orthogonal policy reduction engine 110 may select a particular reduced
orthogonal network policy set for transiation and transmission that the target
switching device can more efficiently process, whether based on a wildcard
processing capability for a particular match field, a particular table or action that
the target switching device can process more efficiently, or according to any other
factor or combination of factors. As seen in Figure 3, the orthogonal policy
reduction enging 110 selects the reduced orthogonal network policy set 221 for
transiation into the protocol-specific format by the translation engine 230 and for
transmission of the protocol-specific messages 231 to the target switching device,
which the switching device 201 may implement more efficiently or effectively than
had the orthogonal policy reduction engine 110 selected the reduced orthogonal
network policy set 222 for translation.

(00761 While the examples in Figures 2 and 3 above depict a single switching
device, the controller 210 may manage communication networks with muitiple
switching devices with differing characteristics, capabilities, resource availability,
network bandwidth, and the like. The orthogonal policy reduction engine 110 may
select a reduced orthogonal network policy set to transmit to some or ali of the
managed switching devices, and perform such a selection individually for each
different switching device. Some of these features are described in greater detail

next in Figure 4.
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160777 Figure 4 shows an example of reduced orthogonal networlk policy set
selections for different switching devices. In Figure 4, the controller 210 manages
the switching device 201 {continuing the examples from Figures 2 and 3), the
switching device 402, and the switching device 403. The swiiching devices 201,
402, and 403 may have differing switching characteristics, e.¢., differing table
capabilities. Thus, a particular reduced orthogonal network policy set may be
more efficiently effeciuated on the switching device 201, but not the switching
devices 402 and 403 and a different reduced orthogonal network policy set may
be more efficiently effectuated on the switching device 403, but not the swiiching
devices 201 and 402. The orthogonal policy reduction engine 110 may select a
particular reduced orthogonal network policy set to transmit to the switching
devices 201, 402, and 403 respectively, and based on the respective
characteristics of the switching devices.

16078] In Figure 4, the orthogonal policy reduction engine 110 transmits the
protocol-specific messages 231 {o the switching device 201 (2.g., as described
above, translated from the reduced orthogonal network policy set 221). For the
switching device 403, the orthogonal policy selection engine 110 selects a
different reduced orthogonal network policy set. That is, when the swiiching
device 403 is the target switching device, the orthogonal policy reduction engine
110 may select the reduced orthogonal network policy set 222 for translation
based on characleristics of the swilching device 403, e.¢g., based on the switching
device 403 including a wildcard processing capability for a match field with a
wildcard value in the reduced orthogonal network policy set 222 but not including
a wildcard processing capability for a different match field with a wildcard value
in the reduced orthogoenal network policy set 221, In this example, the orthogonal
policy reduction engine 110 passes the reduced orthogonal network policy set
222 1o the translation engine 230 for iranslation into the protocol-specific
messages 232, which the controller 210 may transmit 1o the switching device 403
to implement.

1007971 Thus, the orthogonal policy reduction engine 110 may select different

reduced orthogonal network policy sets for different switching devices, which may
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leverage the specific capabilities of the different switching devices. The reduced
orthogonal network policy set selection may thus flexibly provide device-specific
increases in processing efficiency as different switching devices vary in capability,
hardware, and bandwidth.

160807 Figure 5 shows an example of logic 500 that a system or device may
implement to support reduced orthogonal network policy set selection. The
system 100, for instance, may implement the logic 500 as hardware, executable
instructions storad on a machine-readable medium, or as combinations thereof.
In some examples, a system or network coniroller (e.g., the controlier 210)
implements the logic 500 via the orthogonal policy reduction engine 110, through
which the system or network controller may perform the logic 500 as a method or
process to select a particular reduced orthogonal network policy set for translation
into a protocol-specific format for a target switching device.

160817 The logic 500 includes accessing an orthogonal network policy set that
represants a first intent-based network policy and a second intent-based network
policy {(502). The orthogonal network policy set may be derived by a conflict
resolution engine 108, for example. The logic 500 also includes determining
multiple reduced orthogonal network policy sets from the orthogonal network
policy set (504). The multiple reduced orthogonal network policy sets may differ
from one another, but each represent the first and second intent-based network
policies.  The logic 500 may further include selecting a particular reduced
orthogonal network policy set among the multiple reduced orthogonal network
policy sets o transmit to a target swilching device in a protocol-specific format
supported by the target switching device (506), including according to any of the
selection features described herein.

00827 In some examples, selecting the particular reduced orthogonal network
policy set includes translating each of the multiple reduced orthogonal network
policy sets into protocol-spacific massages and determining that the protocol-
specific messages transiated from the particular reduced orthogonal network
policy set has the least number of dataflows to maich for from among the

matching criteria translated from each of the multiple reduced orthogonal netwaork
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policy sets.  As ancther example, selecting of the particular reduced orthogonal
network policy set may be based on a number of data values for a particular
match field in the orthogonal network policy set.

[00831 As vetl ancther example, the logic 500 may further include receiving an
indication of a table capability from the target switching device and selecting the
particular reduced orthogonal network policy based on the table capability. Inthis
example, the table capability may include a wildcard processing capability for a
particular match field in the orthogonal network policy set and selecting the
particular reduced orthogonal network policy set may include determining that the
particular reduced orthogonal network policy includes a wildcard value for the
particular mateh field.

{00847 Regarding performance as a factor to account for in selecting the
particular reduced orthogonal network policy sef, the logic 500 may, in some
exampies, include selecting the particular reduced orthogonal network policy set
gven when a different reduced orthogonal network policy set translates into a
lesser number of protocol-specific messages than the particular reduced
orthogonal network policy set, but the target switching device includes a particular
table that processes the particular reduced orthogonal network policy set at a
greater speed than the different reduced orthogonal network policy set. In this
exampile, the logic 500 may further include determining that the particular table of
the target switching includes a wildcard processing capability for a particular
match field of the particular reduced orthogonal network policy set but not a
wildcard processing capability of a different match field of the different reduced
orthogonal network policy set.

100857 Figure 6 shows an example of a device 600 that supports reduced
orthogonal network policy set selection. The device 600 may include a
processing resource 610, which may take the form of a single or multiple
processors.  The processor(s) may include a central processing unit (CPU),
MHCroprocessor, or any hardware device suitable for executing instructions stored
on a machine-readable medium, such as the machine-readable medium 620

shiown in Figure 6. The machine-readable medium 6820 may take the form of any
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non-transitory electronic, magnetic, optical, or other physical storage device that
stores executable instructions, such as the instructions 622, 624, 626, 628, and
630 shown in Figure 6. As such, the machine-readable medium 620 may be, for
example, Random Access Memory (RAM) such as dynamic RAM (DRAM), flash
memaory, memristor memory, spin-transfer torgue memory, an Electrically-
Erasable Programmable Read-Only Memory (EEPROM), a storage drive, an
optical disk, and the like.

[0088] The device 6800 may execute instructions stored on the machine-
readable medium 620 through the processing rescource 610, Executing the
instructions may cause the device 800 to perform any of the fealures described
herein, including according o any features of the orthogonal network policy
reduction engine 110, For example, execution of the instructions 622, 624, 626,
628, and 630 by the processing rescurce 810 may cause the device 800 to access
an orthogonal neifwork policy set that represents a first intent-based network
policy and a second ntent-based network policy (instructions 622); determine a
first reduced orthogonal network policy set that combines a pair of orthogonal
network policies from the orthogonal network policy set into a first reduced
orthogonal network policy (instructions 624}, determine a second reduced
orthogonal network policy set that combines a different pair of orthogonal network
policies from the orthogonal network policy set into a second reduced orthogonal
network policy {instructions 626); select the first reduced orthogonal network
policy set, and not the second reduced orthogonal network policy set, for
transmission to a first target switching device based on a characteristic of the first
target switching device {e.g., for translation and transmission in a protocol-
specific format) {instructions ©28);, and select the second reduced orthogonal
network policy set, and not the first reduced orthogonal network policy set, for
transmission {0 a second target switching device in the protocol-specific format
based on a characteristic of the second target switching device (e.g., for
translation and fransmission in a protocol-specific format) (instructions 830).
00877 In some examples, the first reduced orthogonal network policy may

include a wildcard value for a particular match field of the first reduced orthogonal
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network policy and the insiructions 628 may be executable by the processing
resource 610 to select the first reduced orthogonal network policy set based on
the first target switching device including a wildcard processing capability for the
particular match field.

10088] The systems, methods, devices, and logic described above, including the
conflict resciution engine 108, orthogonal policy reduction engine 110, translation
engine 220, and controlier 210, may be implemented in many different ways in
many different combinations of hardware, logic, circuitry, and executable
instructions stored on a machine-readable medium. For example, the conflict
resolution engine 108, arthogonal policy reduction engine 110, translation engine
220, controller 210, or any combination thereof, may include circuitry in a
controller, a microprocessor, or an application specific integrated circuit (ASIC),
or may be implemented with discrete logic or components, or a combination of
other types of analog or digital circuitry, combined on a single integrated circuit or
distributed among multiple integrated circuits. A product, such as a computer
program product, may include a storage medium and machine readable
nstructions stored on the medium, which when executed in an endpoint,
computer system, or other device, cause the device to perform operations
according to any of the description above, including according to any features of
the conflict resolution engine 108, orthogonal policy reduction engine 110,
transiation engine 220, controller 210, or any combination thereof.

[00891 The processing capability of the systems, devices, and engines
described herein, including the conflict resolution engine 108, orthogonal policy
reduction engine 110, translation engine 220, controller 210, or any combination
thereof, may be distributed among multiple system components, such as among
multiple processors and memories, optionally including mutltiple distributed
processing systems. Parameters, databases, and other data structures may be
separately stored and managed, may be incorporated into a single memory or
database, may be logically and physicaily organized in many different ways, and
may implemented in many ways, including data structures such as linked lists,

hash tables, or implicit storage mechanisms. Frograms may be parts {(e.g.,
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subroutines) of a single program, separate programs, distributed across several
memories and processors, or implemented in many different ways, such as in a
fibrary (e.q., a shared library).

00807 While various examples have been described above, many more

implementations are possible.
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CLAIMS

1. A system comprising:

a conflict resolution engine to derive an orthogonal network policy set
that represents a first intent-based network policy and a second intent-based
network policy, and

an orthogonal policy reduction engine {o:

determine a first reduced orthogonal network policy set that
combines a pair of orthogonal network policies from the
orthogonal network policy set into a first reduced orthogonal
network policy;

determing a second reduced orthogonal network policy set that
combines a different pair of orthogonal network policies
from the orthogonal network policy set into a second
reduced orthogonal network policy; and

select the first reduced orthogonal network policy set, and not the
second reduced orthogonal network policy set, to
implement on a target switching device based on a

characteristic of the target switching device.

2. The system of claim 1, wherein the first reduced orthogonal network
policy includes a wildcard value for a particular match field of the first reduced
orthogonal network policy; and

wherein the orthogonal policy reduction engineg is to select the first
reduced orthogonal network policy set based on the target switching device

including a wildeard processing capability for the particular maich fieid.

3. The system of claim 1, wherein the second reduced orthogonal network
policy includes a wildcard value for a particular maich field of the second
reduced orthogonal network policy; and

wherein the orthogonal policy reduction engine is to select the first

reduced orthogonal network policy set, and not the second reduced orthogonal
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network policy set, based on the target switching device not including a wildcard
processing capability for the particular match field of the second reduced

orthogonal network policy.

4, The system of claim 1, wherein the orthogonal policy reduction engine is
to select the first reduced orthogonal network policy set based on a table

capability of the target swiiching device.

5. The system of claim 4, wherein the table capability of the target swilching
device comprisas a number of tables implemented by the target swilching
device, a table size of a table implemented by the target switching device, a
number, type, or combination of actions supported by the table implemented by
the target switching device, a particular action that the table implemented by the
target switching device implements with increased efficiency, or any

combination thereof.

8. The system of clam 1, wherein the orthogonal policy reduction engine is
to tfransmit the first reduced orthogonal network policy set in a protocol-specific

format supported by the target swilching device.

7. A method comprising:

accessing an orthogonal network policy set that represents a first intent-
based network policy and a second intent-based network policy;

determining multiple reduced orthogonal network policy sets from the
orthogonal network policy set, the multiple reduced orthogonal network policy
sets differing from one another and each representing the first and second
intent-based network policies; and

selacting a particular reduced orthogonal network policy set among the
multiple reduced orthogonal network policy sets to implement on a targst
switching device in a protocol-specific format supported by the target switching

device.
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8. The method of claim 7, wherein selecting the particular reduced
orthogonal network policy set comprises:

transiating each of the multiple reduced orthogonal network policy sets
into protocol-specific messages; and

determining that the protocol-specific messages translated from the
particular reduced orthogonal network policy set has the least number of
dataflows to match for from among protocol-specific messages transiated from

gach of the multiple reduced orthogonal network policy sets.

Q. The method of claim 7, further comprising receiving an indication of a
table capability from the iarget switching device; and
wherein selecting comprises selecting the particular reduced orthogonal

network policy based on the table capability.

16, The method of claim 9, wherein the table capabiiity comprises wildcard
processing capability for a particular match field in the orthogonal network policy
set: and

wherein selecting the particular reduced orthogonal network policy set
comprises determining that the particular reduced orthogonal network policy

includes a wildcard value for the particular maich field.

1. The method of claim 7, wherein selecting comprises selecting the
particular reduced orthogonal network policy set based on a number of data

values for a particular match field in the orthogonal network policy set.

12, The method of claim 7, comprising selecting the particular reduced

orthogonal network policy set even when a different reduced orthogonal network
policy set translates into a lesser number of protocol-specific messages than the
particular reduced orthogonal network policy set, but the target switching device

includes a particular table that processes the particular reduced orthogonal
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network policy set at a greater speed than the different reduced orthogonal

network policy set.

13. The method of claim 12, further comprising determining that the
particular table of the target switching includes a wildcard processing capability
for a particular match field of the particular reduced orthogonal network policy
set but not a wildcard processing capability of a different maich field of the

different reduced orthogonal network policy set.

14, A non-transitory computer-readable medium comprising instructions
executable by a processing resource to:

access an orthogonal network policy set that represents a first intent-
based network policy and a second intent-based network policy;

determine a first reduced orthogonal network policy set that combines a
pair of orthogonal network policies from the orthogonal network policy set into a
first reduced orthogonal network policy;

determine a second reduced orthogonal network policy set that combines
a different pair of orthogonal network policies from the orthogonal network policy
set into a second reduced orthogonal network policy;

select the first reduced orthogonal network policy set, and not the second
reduced orthogonal network policy set, o implement on a first target switching
device based on a characteristic of the first target switching device; and

select the second reduced orthogonal network policy set, and not the first
reduced orthogonal network policy set, o implement on a second target
switching device based on a characteristic of the second target switching

device.
15, The non-transitory computer-readable medium of clam 14, wherein the

first reduced orthogonal network policy includes a wildcard vaiue for a particular

match field of the first reduced orthogonal network policy; and
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wherein the instructions are executable by the processing resource {o
select the first reduced orthogonal network policy set based on the first target
switching device including a wildcard processing capability for the particular

match field of the first reduced orthogonal network policy.
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