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Description
Technical field

[0001] The present invention relates to the field of
goods transportation and storage. In particular, the
present invention relates to an anti-tampering assembly
and an anti-tampering system for the secure transporta-
tion and storage of goods, such as, for instance, elec-
tronic devices and pharmaceutical products.

Background art

[0002] It is known to trace the transportation of pack-
ages and goods contained therein by tracking their po-
sition and the identity of people (e.g. operators of the
logistics service provider, carriers and the like) who are
in charge of handling them while being transported to
their destination.

[0003] Itis also known to track other information such
as temperature, humidity, acceleration and brightness
inside the package to check the integrity of goods and
possible tampering. Indeed, too high temperature or hu-
midity values may deteriorate the goods, and an unusual
value of acceleration may indicate that the package is
falling down from its position or is being hit. A sudden
increase in the brightness value inside the package may
indicate that the package has been opened: if opening
happens in a not expected position or in a not expected
date and time of the day, it may indicate that the package
is being fraudulently tampered.

[0004] US 2004/0066296 discloses a tamper indicat-
ing label that may include RFID components and a
tamper track coupled to the RFID components. The
tamper track should be constructed from a destructible
conducting path. Additionally, the tamper track can be
formed such that it is damaged when the label is tam-
pered. In one embodiment, adhesion characteristics of
the tamper track are adapted to break apart the tamper
track when the label is tampered, for example, by removal
from an object. The RFID components may retain their
RF capability and detect when the tamper track has been
damaged to indicate that the label has been tampered.
Alternatively, the RFID capability of the RFID compo-
nents may be disabled when the tamper track is dam-
aged, indicating tampering.

[0005] US 2010/0097215 discloses a security material
having a web-like interlaced fabric and insulated, electri-
cally conductive wires integrated therein. Provision is
made for a first wire to be arranged in the longitudinal
direction of the web-like interlaced fabric and for a second
wire to extend in a meandering manner across the width
of the web-like interlaced fabric in the longitudinal direc-
tion thereof.

[0006] US 2013/342394 discloses a combined GPS
and GSM cellular tracking solution for tracking small,
high-value assets, including: a packaging component; in-
duction charging; transmission of information (preferably
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through a local cellular network); and an internet-based
database and website with which users can remotely
track goods.

Summary of the invention

[0007] The Applicant has noticed that the systems and
devices cited above have some drawbacks.

[0008] In particular, known devices capable of tracking
the brightness inside a package and send an alarm if a
sudden change in the brightness value happens typically
comprise rather complex sensors and circuitries. These
devices are hence bulky. They also need to be supplied
with electricity by a battery, whose charge has a limited
duration (usually from one day to a few weeks, according
to the amount of data being transmitted by the radio mod-
ule). Moreover, the devices cited above are costly.
Hence, typically, they are used many times, which may
cause problems in handling the devices by the logistics
service providers: they typically prefer disposable devic-
es in order not to arrange a dedicated transportation for
sending them back to the owners.

[0009] US 2004/0066296 discloses that if a tamper
track is disrupted through the RFID label being tampered,
or if connection between the tamper track and the con-
ducting path on the object is broken, the RFID function
of the label may be modified to indicate tampering, and
this information can be detected by an RFID reader. How-
ever, the Applicant noticed that detection of the tamper-
ing event is provided when the modified RFID label is
read by an RFID reader. This may happen after a certain
time interval has passed from the tampering event and
may not guarantee a timely intervention to prevent vio-
lations. Moreover, data stored in the RFID label of US
2004/0066296 are always readable by an RFID reader,
whether or not the package carrying the RFID label has
been tampered. This may represent a drawback in case
the owner of the transported object wishes to maintain
secrecy about the safety measures caring for the value
of the object during its transportation to destination.
[0010] According to US 2010/0097215, the wires may
be electrically connected to a measurement electronics.
Through analysis of the resistance or of the chronological
variation of the conductivity of the two series-connected
wires it can be established whether the two wires are
intact or have been severed. However, the Applicant has
noticed that using the security material of US
2010/0097215 for packaging goods does not guarantee
a timely intervention against a violation of the goods.
[0011] In view of the above, the Applicant has tackled
the problem of providing an anti-tampering assembly and
an anti-tampering system for the transportation and stor-
age of goods, which allow to overcome at least one of
the drawbacks outlined above. In particular, the Applicant
has tackled the problem of providing an anti-tampering
assembly and an anti-tampering system for the transpor-
tation and storage of goods, which allow monitoring, in
a complete and reliable way, the integrity of the goods’
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package, and which in particular allow to timely generate
an alarm in case a tampering event is detected, without
requiring complex and/or costly circuitries.

[0012] According to the invention, the problem above
is solved by an anti-tampering system providing an anti-
tampering service to users wishing to secure transporta-
tion and storage of goods. The system comprises an anti-
tampering assembly to be put inside the package carry-
ing the goods. In case of a tampering event, the anti-
tampering assembly is capable of detecting itin real time,
and sending an alarm trough a wireless communication
network to a server, the alarm providing information
about when and where the tampering event occurred, so
that this information may be made available to the oper-
ators of a logistics service provider who may take con-
sequent actions.

[0013] In the following description and in the claims,
the expression "logistics service provider" will indicate a
company or entity that manages the shipping of goods
between points of origin to end-use destinations. It typi-
cally handles packaging, inventory, warehousing and
shipping functions for the delivery of the goods. The op-
erators of the logistics service provider are meant to be
the persons in charge of the operations above. In the
following description, the term "carrier" will indicate a
company or entity, and any operator thereof, that trans-
ports the goods by air, land, or sea.

[0014] Accordingto afirstaspect, the presentinvention
provides an anti-tampering assembly for the transporta-
tion and storage of a package, the anti-tampering assem-
bly being configured to be associated with said package,
the anti-tampering assembly comprising:

- atampering detection unit comprising a RFID pas-
sive tag and a tampering track of a conductive ma-
terial configured to be connected to the RFID tag
upon dispatching the package so as to inhibit the
operation of the RFID tag, wherein the tampering
track is configured to be interrupted in case of tam-
pering of the package;

- anactuating unit configured to detect the interruption
of the tampering track in case of tampering of the
package and, upon detection, actuate an alarm unit;
and

- the alarm unit comprising a radio module configured
to, upon actuation of the alarm unit, transmitan alarm
message over a long range wireless communication
network.

[0015] Preferably, the RFID passive tag is a NFC pas-
sive tag.
[0016] Preferably, the package is a box and the tam-

pering track is a conductive track of a conductive ink to
be printed on the inner surfaces of the box.

[0017] Preferably, the RFID passive tag comprises an
antenna and a memory configured to store a unique iden-
tifier associated with the RFID passive tag, wherein the
tampering track is configured to, when the anti-tampering
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assembly is associated with the package, short-circuit
said antenna.

[0018] Preferably, the RFID passive tag of the tamper-
ing detection unit, the actuating unit and the alarm unit
are housed in an anti-tampering device comprising a bat-
tery.

[0019] Preferably, the anti-tampering device is in the
form of a label to be applied on an inner surface of the
box .

[0020] Accordingtoembodiments ofthe presentinven-
tion, the anti-tampering device further comprises two
pairs of Schottky diodes interposed in a bridge configu-
ration between the tampering track and the RFID passive
tag, and connected to the battery.

[0021] Preferably, the actuating unit comprises an N-
MOSFET transistor whose gate is configured to be con-
nected to the tampering track, and an opto-isolator con-
nected to the N-MOSFET transistor and to the radio mod-
ule.

[0022] Preferably, the radio module comprises an in-
tegrated circuit storing an identity number to identify the
anti-tampering assembly over the long range wireless
communication network, and a baseband module con-
figured to store data of at least one pre-defined contact
entity, wherein the radio module is configured to, in case
of tampering of the package, send an alarm message to
the at least one pre-defined contact entity.

[0023] Preferably, the alarm message comprises the
identity number of the radio module, localization data in-
dicating a current location of the package and time data
indicating a date and a time of the day at which the alarm
message is sent.

[0024] Accordingtoembodiments ofthe presentinven-
tion, the anti-tampering assembly further comprises a
tracking label comprising a further RFID passive tag, the
further RFID passive tag being associated with a further
unique identifier.

[0025] Accordingtoembodiments ofthe presentinven-
tion, the package is a fabric bag or pouch, and the tam-
pering track is an electrically conductive thread of the
fabric.

[0026] According to a second aspect, the present in-
vention provides an anti-tampering system for the trans-
portation and storage of a package, the anti-tampering
system comprising an anti-tampering assembly config-
ured to be associated with the package as set forth
above, and a server connected to the anti-tampering as-
sembly over a long range wireless communication net-
work, the server being configured to cooperate with a
database configured to store a shipping record associ-
ated with the transportation and storage of the package,
the system further comprising an anti-tampering applica-
tion configured to be installed on a gateway device able
to connect to the long range wireless communication net-
work for interacting with the server.

[0027] Preferably, the shipping record comprises the
unique identifier associated with the RFID passive tag,
the further unique identifier associated with the further
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RFID passive tag, the identity number of the radio module
and a shipping identifier associated with the package.
[0028] Preferably, the database is configured to store
a list of authorized identity numbers associated with a
number of gateway devices authorized to handle the
transportation and storage of the package.

Brief description of the drawings

[0029] The presentinvention will become clearer from
the following detailed description, given by way of exam-
ple and not of limitation, to be read with reference to the
accompanying drawings, wherein:

- Figure 1 schematically shows an anti-tampering sys-
tem according to embodiments of the present inven-
tion;

- Figure 2 schematically shows a package and an anti-
tampering assembly according to embodiments of
the present invention;

- Figure 3shows acircuitdiagram of an anti-tampering
device according to embodiment of the present in-
vention; and

- Figure 4 is a flowchart of the steps of a procedure
performed by a server of the anti-tampering system
according to the present invention.

Detailed description of preferred embodiments of the
invention

[0030] Figure 1 schematically shows an anti-tampering
system 1 according to embodiments of the present in-
vention. The anti-tampering system 1 preferably provides
to users an anti-tampering service to secure transporta-
tion and storage of goods. Users of the anti-tampering
service according to the present invention may be indi-
viduals whishing to secure shipping of goods, and com-
panies providing transportation and tracking services,
such as logistics service providers and carriers.

[0031] In particular, the anti-tampering system 1 may
be used by a logistics service provider for monitoring the
integrity of a package during transportation and storage,
from a point of origin, where the package is assembled,
to an end-use destination. Moreover, the anti-tampering
system 1 of the present invention may be employed by
a user whishing to secure transportation and storage of
goods, the user being either the sender of the goods or
the goods recipient.

[0032] An exemplary use case in which the system of
the present invention may be employed is for securing
the transportation of goods that a user buys on an e-
commerce website, whose transportation and storage is
managed by a logistics service provider. Both the logis-
tics service provider and the end user shall register to
the anti-tampering service provided by the system 1, as
it will be described herein after.

[0033] Thesystem 1 preferably comprises an anti-tam-
pering assembly configured to be associated with a box
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10 for the goods’ transportation and storage, and a server
20 (e.g., a cloud server), which is able to connect to the
anti-tampering assembly through a long range wireless
communication network 30 (represented in Figure 1 by
abase station, for simplicity, and indicated in the following
description simply as "wireless communication network
30"). The server 20 preferably cooperates with a data-
base configured to store records associated with the
shipping events handled by the logistics service provider
registered to the anti-tampering service. The database
may be physically co-located with a server apparatus or
it may be a distributed (cloud) database.

[0034] The system 1 preferably also comprises a soft-
ware application with a corresponding user interface,
which may be installed on a gateway device 40 (in par-
ticular, a portable device such as, for instance, a smart-
phone, a tablet or the like) able to connect to the wireless
communication network 30 for interacting with the server
20, and also capable to connect to the anti-tampering
assembly via a short-range communication link, as it will
be described herein after. The software application will
be indicated as "anti-tampering application".

[0035] Further, the system 1 may comprise a web ap-
plication with a user interface (e.g. a dashboard) running
in a web browser, which may be accessed and used by
an operator at a logistics control center 50 of the logistics
service provider by means of an apparatus such as a PC,
a tablet, a smartphone, or the like.

[0036] The wireless communication network 30 is pref-
erably a cellular communication network and it may be,
for instance, a GSM (Global System for Mobile Commu-
nications) network, a 3G network, a 4G network, an LTE
(Long Term Evolution) network, etc. The wireless com-
munication network 30 may also be a Wi-Fi network. The
server 20 and the apparatuses on which the web appli-
cation may be used (e.g., the apparatuses of the logistics
control center 50) may be connected by means of wire-
less or wired data links supporting the Internet protocol.
Wired links may be ADSL (Asymmetric Digital Subscriber
Line) links or optic fiber links.

[0037] The anti-tampering assembly, according to the
present invention, comprises an RFID (Radio Frequency
Identification) passive tag storing a unique identifier as-
sociated with the tag (e.g. a unique serial number). More
preferably, the RFID tag of the anti-tampering assembly
is a NFC (Near Field Communication) passive tag.
[0038] A gatewaydevice 40 running the anti-tampering
application according to the present invention preferably
comprises an RFID reader/writer (active or passive),
more preferably an NFC reader/writer. The RFID and
NFC technologies are known and hence they will not be
further described herein after. The anti-tampering device
and the gateway device 40 may be connected by the two-
way radio communication that may be established be-
tween the RFID tag in the anti-tampering device and the
RFID reader/writer in the gateway device 40. The gate-
way device 40 further preferably comprises an integrated
circuit storing an identity number, for instance a SIM card,
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which can be used to identify and authenticate the gate-
way device 40 over the wireless communication network
30.

[0039] Figure 2 schematically shows abox 10 provided
with the anti-tampering assembly according to the
present invention. The box 10 may be a carton box. The
anti-tampering assembly preferably comprises a tamper-
ing detection unit, an actuating unit and an alarm unit.
The tampering detection unit is preferably configured to
detectany tampering ofthe box 10 (including any opening
thereof). The actuating unit is preferably configured to
actuate the alarm unit when a tampering is detected,
while the alarm unit, upon actuation, is configured to gen-
erate an alarm, as it will be described in greater detail
herein below.

[0040] The tampering detection unit preferably com-
prises a first portion and a second portion. The first por-
tion of the tampering detection unit preferably comprises
an RFID passive tag 111, which is more preferably an
NFC passive tag, as already mentioned above. The first
portion of the tampering detection unit, together with the
actuating unit and the alarm unit, are housed in an anti-
tampering device 11 configured to be attached on a wall
of the box 10.

[0041] The anti-tampering device 11 is preferably in
the form of a label to be applied on the inner surface of
the box 10.

[0042] The second portion of the tampering detection
unit comprises a tampering track 12 associated with the
walls of the box and preferably provided on the inner
surface of the box 10.

[0043] The tampering track 12 may comprise a con-
ductive track that is printed with a conductive ink on the
inner surfaces of the box 10, so that it is not visible from
the outside of the box 10. The conductive tampering track
12 may be printed on the inner surfaces of the box 10
according to a pre-defined path, which is determined so
that it topologically extends uniformly inside the box 10
to cover the inner surface of each wall of the box 10.
Preferably, the path is determined in such a way that any
possible (intentional or unintentional) tampering action
applied on the box 10 (such as, for instance, cutting or
tearing the material of the box, opening the box, and the
like) will necessarily damage and interrupt the conductive
tampering track 12. Moreover, the pre-defined path is
also determined so as not to create any short-circuit be-
tween different portions of the conductive tampering track
12.

[0044] When the tampering assembly is assembled in-
side the box 10 before shipping, the tampering track 12
is preferably connected to the RFID tag 111 so that the
operation (namely, the RFID functionalities) of the RFID
tag 111 is inhibited. In particular, in this condition, an
RFID reader can notread the unique identifier of the RFID
tag 111 and any other information stored therein. In par-
ticular, this may be achieved by connecting the tampering
track 12 to the RFID tag 111 so as to form a closed loop
and to inhibit the operation of the antenna comprised in
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the RFID tag 111 by short-circuiting the antenna, as it
will be described herein after. In the following description,
the condition according to which the operation of the
RFID tag 111 is inhibited will also be indicated as "the
tampering track 12 short-circuits the RFID tag 111". The
tampering track 12 may be connected to the RFID tag
111 by means of a conductive glue.

[0045] Accordingtoembodiments ofthe presentinven-
tion, inside the box 10 to be shipped, the tampering track
12 and the RFID tag 111 form a closed path laid entirely
on the inner surfaces of the box 10. The tampering track
12 may be connected to the RFID tag 111 before the box
10 is assembled for transportation. Moreover, the tam-
pering track 12 advantageously covers also the edges
of the box 10 in such a way that any attempt to tamper
or open the box 10 in correspondence of any edge will
inevitably cause the interruption of the tampering track
12. On the edges of the box 10 the tampering track 12
may be covered by an appropriate glue (e.g. a resin) so
as to firmly adhere to the material of the box 10, even
when the walls of the box 10 are folded. The tampering
track 12 may be made to adhere to the box 10 in corre-
spondence of the edges also by using clips or staples or
the like. Using a strong glue to make the tampering track
12 to adhere to the box 10 advantageously determines
that the tampering track 12 is inevitably interrupted when
the box 10 is opened, which allows detecting a tampering
event, as described in detail herein below.

[0046] According to an alternative embodiment, the
path of the conductive tampering track 12 may be de-
signed so that the loop comprising the conductive tam-
pering track 12 and the RFID tag 111 is closed only when
the box 10 is assembled for transportation. In this case,
at least one portion of the tampering track 12 may be
printed on an outer surface of the box 10 and a conductive
contact may be created when the box 10 is closed for
transportation.

[0047] Accordingtoembodiments ofthe presentinven-
tion, the inner surfaces of the box 10 (and hence the
tampering track 12 printed thereon) may be covered by
an isolating film. In this way, the inner surfaces may be
made resistant to scraping. Moreover, the presence of
the isolating film advantageously avoids that short-cir-
cuits are created due to, for instance, the presence of
metallic objects inside the box 10. Finally, the isolating
film may protect the tampering track 12 especially at the
edges of the box 10 when the material is folded.

[0048] Figure 2 also schematically shows the alarm
unit of the anti-tampering assembly, which is housed in
the anti-tampering device 11 and is connected to the first
portion of the tampering detection unit through the actu-
ating unit (not shown in Figure 2). The alarm unit prefer-
ably comprises a radio module 112. The radio module
112 is configured to support a radio technology for con-
necting to the wireless communication network 30. The
radio technology is preferably one of: GSM, UMTS (Uni-
versal Mobile Telecommunications System), LTE, NB-
I0T (Narrowband-Internet of Things).
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[0049] Figure 3 is a detailed circuit diagram of the anti-
tampering assembly according to embodiments of the
present invention.

[0050] Asshown indetail in Figure 3, the RFID tag 111
of the first portion of the tampering detection unit prefer-
ably comprises a resonant circuit 111a and a further cir-
cuitry 111b comprising a memory. The memory of the
RFID tag 111 stores the unique identifier associated with
the RFID tag 111. The resonant circuit 111a comprises
an antenna, e.g. a loop antenna, represented by an in-
ductance L in Figure 3, and a capacitor with capacitance
C, in parallel with the antenna. The resonant frequency
of the LC resonant circuit is the operating frequency of
the RFID tag, and it depends on the values of the induct-
ance L and the capacitance C. For instance, the induct-
ance L may be equal to 2 pH, and the capacitance C
may be equal to 68.9 pF: in this case, the resonant fre-
quency is equal to 13.56 MHz.

[0051] As already mentioned above, when the anti-
tampering assembly is installed in the box 10, the tam-
pering track 12 short-circuits the antenna 111a, as rep-
resented in Figure 3.

[0052] The anti-tampering device 11 preferably further
comprises:

- abattery 113, configured to supply electricity to the
components of the anti-tampering device 11. The
voltage supplied by the battery 113 will be indicated
as Vdd;

- afirst resistance 114 having a first value R1, con-
nected to the battery 113. The first resistance 114
may have a value R1 between about 10 MQ and 100
MQ, for instance equal to about 50 MQ;

- two pairs of Schottky diodes 115 interposed in a
bridge configuration between the tampering track 12
and the antenna of the RFID tag 111a, and connect-
ed to the battery 113 through the first resistance 114,
as represented in Figure 3. The Schottky diodes 115
have preferably very low junction capacitances, for
instance lower than about 1 pF. According to these
embodiments of the present invention, the value of
the junction capacitance of the Schottky diodes 115
is selected so as not to modify the value of the ca-
pacitance C of the resonant circuit 111a, because
otherwise the RFID tag 111 would not operate cor-
rectly. Indeed, the operating frequency of the RFID
tag 111 depends on the value of the capacitance C
and it shall be equal to the operating frequency of
an RFID reader for establishing the proper commu-
nication between the two devices: if the capacitance
of the resonant circuit 111a is altered, the commu-
nication with the RFID reader can not be established
and the RFID tag 111 can not work properly.

[0053] The actuating unit of the anti-tampering device
11 preferably comprises atransistor 116, more preferably
an N-MOSFET transistor, whose gate is connected to
the tampering track 12. The actuating unit further prefer-
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ably comprises an opto-isolator 118 connected to the
transistor 116 through a second resistance 117 having
a second value R2. The opto-isolator 118 is also con-
nected to the radio module 112 of the alarm unit. The
opto-isolator 118 comprises a light-emitting diode (LED).
As it will be clearer from the following description, the
opto-isolator 118 allows a current to pass through only
in case the LED is switched on, which occurs when the
tampering track 12 is interrupted and the transistor 116
starts conducting a current.

[0054] The radio module 112 preferably comprises an
integrated circuit storing an identity number, preferably
a SIM card storing, e.g., the MSISDN number, which can
be used to identify and authenticate the anti-tampering
assembly, in particular the anti-tampering device 11, over
the wireless communication network 30. In the following
description, for simplicity but without limitation, the inte-
grated circuit storing an identity number of the radio mod-
ule 112 will be indicated as "SIM card". The SIM card
may be soldered to the circuit board of the radio module
112 or it may be virtually implemented in a secure inte-
grated circuit. The radio module 112 further comprises a
baseband module (which may comprise a memory), a
transceiver and an antenna. The components of a radio
module capable of connecting to a wireless communica-
tion network, such as a GSM network, are known and
hence they will not be described in greater detail herein
after.

[0055] When the anti-tampering assembly is installed
in the box 10, the radio module 112 is not active. As it
will be described in greater detail herein after, the radio
module 112 is operated only when the box 10 is subject
to tampering or it is opened.

[0056] The memory of the baseband module is prefer-
ably configured to store contact data of pre-defined con-
tact entities that are preferably selected to receive pos-
sible alarms messages from the radio module 112, as it
will be described herein after. The contact data preferably
comprise one or more telephone numbers associated
with the pre-selected entities, which may comprise: a
number ofthe police, one or more numbers ofthe logistics
service provider in charge of transporting or storing the
box 10 (for instance the number of the logistics control
center 50), number(s) pre-selected by the sender and/or
the recipient of the box 10. The contact data may also
be other types of data allowing to contact the pre-selected
entities in case of alarm, such as e-mail addresses.
[0057] The alarm unit in the anti-tampering device 11
may optionally comprise an alarm circuit (not shown in
Figure 3) configured to provide an acoustic alarm. The
optional alarm circuit may be connected in series with
the opto-isolator 118 and in parallel with the radio module
112.

[0058] Further, the alarm unit in the anti-tampering de-
vice 11 may optionally comprise a GPS module config-
ured to provide localization information. The optional
GPS module may be connected in series with the opto-
isolator 118 and in parallel with the radio module 112.
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[0059] Accordingto embodiments of the presentinven-
tion, the anti-tampering assembly also comprises a track-
ing label 13. The tracking label 13 preferably comprises
an RFID tag, more preferably an NFC tag. The RFID tag
of the tracking label 13 is preferably a passive tag. The
RFID tag of the tracking label 13 stores a unique identifier
associated with it. The memory of the RFID tag of the
tracking label 13 is preferably write-protected for improv-
ing security, e.g., password protected. This means that
data can not be written or overwritten in the memory of
the RFID tag of the tracking label 13 without using a pass-
word. The memory of the RFID tag of the tracking label
13 is preferably also password-protected from reading.
[0060] In the following lines, operation of the compo-
nents of the anti-tampering assembly in case of a tam-
pering event will be described.

[0061] In case of tampering of the box 10, the tamper-
ing track 12 of the tampering detection unit is interrupted.
When the tampering track 12 is interrupted, the voltage
Vdd supplied by the battery 113 is applied to the RFID
tag 111. However, the presence of the Schottky diodes
115 avoids that the voltage Vdd supplied by the battery
113 is applied directly on the circuitry of the RFID tag
111, hence avoiding any damages to the RFID tag 111.
[0062] Moreover, the short-circuit over the antenna
111ais removed and the RFID functionalities of the RFID
tag 111 are restored. As a consequence, an RFID reader
can read the unique identifier of the RFID tag 111 and
any other information stored in the memory thereof. Once
interrupted, the tampering track 12 may operate as an
antenna and it may amplify the signal of the RFID reader,
which facilitates reading the data stored in the RFID tag
111.

[0063] Further, when the tampering track 12 is inter-
rupted, a voltage is applied to the transistor 116 of the
actuating unit so that the transistor 116 starts conducting
and activates the alarm unit, which transmits an alarm
message (for instance, in the form of an SMS message).
[0064] More in particular, when the tampering track 12
is interrupted, a voltage is applied to the gate of the tran-
sistor 116 through the first resistance 114, which guar-
antees that the transistor 116 actually starts conducting
a current when the tampering track 12 is interrupted. The
value R1 of the first resistance 114 preferably depends
on the type of transistor 116 and is selected so as to
maximize the time of discharge of the battery 113. The
voltage applied to the gate of the transistor 116 causes
a current to pass trough the transistor 116, thus gener-
ating a voltage on the source terminal of the transistor
116. The voltage on the source terminal of the transistor
116 is supplied to the opto-isolator 118 through the sec-
ond resistance 117 so that the LED is switched on. The
value R2 of the second resistance 117 is preferably cho-
sen so as to provide the opto-isolator 118 with a supply
voltage corresponding to the opto-isolator operating volt-
age. The opto-isolator 118 then supplies a voltage to the
radio module 112, which is hence operated and it may
connect to the wireless communication network 30. In
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particular, the radio module 112 may send the alarm mes-
sage cited above to the entities associated with the con-
tact data that are preferably stored in the baseband mod-
ule of the radio module 112. The alarm message prefer-
ably provides data that may comprise:

- theidentity number of the radio module 112, namely,
the identity number stored in the SIM card (e.g. the
MSISDN number);

- localization data indicating the location of the box 10
when the alarm is raised. Localization data may com-
prise an identifier of the cell of the wireless commu-
nication network 30 inside which the radio module
112 is located, or they may comprise GPS data pro-
vided by the optional GPS module of the alarm unit;
and

- time data indicating the date and the time of the day
at which the alarm is raised.

[0065] Inthe following description, the operation of the
anti-tampering system 1 according to embodiments of
the present invention will be described with reference to
the use case mentioned above, involving the transporta-
tion and storage of goods from a point of origin to an end
use destination.

[0066] According to an embodiment of the present in-
vention, a logistics service provider whishing to use the
anti-tampering system 1 described herein above, shall
register to the anti-tampering service by installing the an-
ti-tampering application on the gateway devices 40 of its
operators and run the user interface of the web applica-
tion on a web browser at the apparatuses of the logistics
control center 50. Moreover, the identity numbers of the
gateway devices 40 of the logistics service provider, as
well as the identity numbers of the gateway devices 40
of carriers that may handle transportation and storage of
the goods, shall be entered into a listof authorized identity
numbers (also referred to as "white list") stored in the
database of the server 20, i.e. a list of identity numbers
stored in the SIM cards (e.g. the MSISDN numbers) of
logistics service providers and carriers authorized to em-
ploy the anti-tampering system 1 for the transportation
and storage of goods.

[0067] Upon registration to the anti-tampering service,
an authentication procedure shall be set up in order to
check the correctness of the authorized identity numbers.
According to the present invention, the so-called "one
time password" authentication procedure may be ap-
plied. This procedure comprises the following steps:

- theserver 20 sends, to the gateway device 40 whose
identity number is comprised in the white list, a mes-
sage (e.g. an SMS message) containing an alpha-
numeric authentication code acting as a one-time
password;

- the gateway device 40 receives the message con-
taining the password and the holder of gateway de-
vice 40 inputs the password in a dedicated form of
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the anti-tampering application to authenticate the
identity of the gateway device 40; and

- theserver20sends to the gateway device 40 a token
that is stored in the gateway device 40 and is asso-
ciated with any further message sent by the gateway
device 40.

[0068] In case of an agreement between the provider
of the anti-tampering service and the mobile network op-
erator providing connection to the wireless communica-
tion network 30, the above procedure is not necessary
because the identity number can be checked any time
the gateway device 40 communicates with the server 20.
Indeed, the gateway device 40, in order to access the
wireless communication network 30 for data communi-
cation, shall authenticate to a RADIUS (Remote Authen-
tication Dial-In User Service) server of the wireless com-
munication network 30, which provides an IP address to
the gateway device 40 according to the RADIUS protocol.
The check indicated above is then performed following
the procedure below:

- the server 20 sends a request to a RADIUS server
of the wireless communication network 30 indicating
the IP address of the gateway device 40;

- the RADIUS server sends to the server 20 a mes-
sage containing the identity number of the gateway
device 40; and

- the server 20 checks whether the identity number of
the gateway device 40 is comprised in the white list.

[0069] In case the communication between the gate-
way device 40 and the server 20 is based on SMS mes-
sages, no authentication procedure is required because
the recipient receives the identity number of the gateway
device 40 of the sender together with the SMS message.
[0070] Referring back to the use case considered in
this description, a user whishing to secure the transpor-
tation and storage of goods through the system 1 shall
register to the anti-tampering service by installing the an-
ti-tampering application on a user gateway device 40 and
send the identity number of the user gateway device 40
to the server 20 in order to put it in the list of authorized
identity numbers stored in the database of the server 20.
An authentication procedure such as the "one time pass-
word" authentication procedure shall be executed upon
registration to the anti-tampering service, as already de-
scribed above.

[0071] Accordingtoembodiments ofthe presentinven-
tion, when a user requests to ship an item from a point
of origin to an end use destination, an operator of the
logistics service provider takes charge of the item and
packages itin a box 10 provided with the anti-tampering
assembly described above. Moreover, the operator pref-
erably uses the web application 50 for creating a shipping
record in the database cooperating with the server 20.
The record is associated with the shipping of the box 10
and comprises data related to the shipping, the data com-
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prising, preferably: the identity of the sender (e.g. name,
surname and/or company name), the sender address
(e.g. street, street number, city, zip code, country), the
identity of the recipient (e.g. name, surname and/or com-
pany name), the destination address (e.g. street, street
number, city, zip code, country), a shipping identifier. The
data stored in the shipping record may also comprise the
type of goods being shipped and a description of the item
being shipped in the box 10. Before dispatching the box
10, the shipping identifier is coded into a shipping code
that is preferably associated with the box 10 (e.g. printed
on paper and glued on the box 10, or printed directly on
the box 10). The shipping code may be an alphanumeric
code, a barcode, a QR code or the like.

[0072] Then, before dispatching the box 10, an oper-
ator uses the anti-tampering application installed on
her/his gateway device 40 to operate the RFID reader of
the gateway device 40 to read the unique identifier as-
sociated with the RFID tag of the tracking label 13 (indi-
cated in the following lines as "first RFID identifier"). The
operator also uses the anti-tampering application in-
stalled on her/his gateway device 40 to operate the RFID
reader of the gateway device 40 to read the unique iden-
tifier associated with the RFID tag 111 of the anti-tam-
pering device 11 (indicated in the following lines as "sec-
ond RFID identifier") in case the RFID tag 111 is readable
before closing the box 10 (i.e. before the tampering track
12 is connected to the RFID tag 111). In case the RFID
tag 111 is not readable before dispatching the box 10
(because, the RFID tag 111 and the tampering track 12
are already connected to form a closed loop before the
box 10 is closed), the second RFID identifier may be ac-
quired for instance by coding the second RFID identifier
into a QR code or a barcode that may be applied on the
anti-tampering device 11 and read by the gateway device
40 by means of a QR code or barcode reader.

[0073] Moreover, the gateway device 40 of the opera-
tor preferably acquires the shipping code. Acquiring the
shipping code by the gateway device 40 may be per-
formed by means of an appropriate reader, such as an
OCR (Optical Character Recognition) reader, a barcode
reader or a QR code reader.

[0074] Finally, before dispatching the box 10, the op-
erator preferably acquires the identity number of the radio
module 112. The identity number of the radio module 112
may be printed on the SIM card or on the anti-tampering
device 11 or on adocument associated with the SIM card
and available to the operator. Hence, also the identity
number of the radio module 112 may be acquired by the
operator by means of an appropriate reader installed on
the operator’s user device or on another dedicated de-
vice, such as an OCR (Optical Character Recognition)
reader, a barcode reader or a QR code reader. Alterna-
tively, the operator may manually input the identity
number of the SIM card of the radio module 112 into
her/his device.

[0075] Then,the operator preferably uses the anti-tam-
pering application on the gateway device 40 to send to



15 EP 3 642 811 B1 16

the server 20 the first RFID identifier, the second RFID
identifier, the identity number of the radio module 112,
and context data that preferably comprise:

- an identifier of the gateway device 40, for instance
the token received by the gateway device 40 from
the server 20 upon authentication, which is associ-
ated with the identity number of the gateway device
40;

- localization data (for instance, identifier of the cell of
the wireless communication network 30 in which the
box 11 is located and/or GPS data);

- date and time of the day indicating when the first
RFID identifier is read; and

- the shipping identifier.

[0076] According to an alternative embodiment of the
present invention, the identifier of the gateway device 40
is the IP address of the gateway device 40 provided to
the gateway device 40 by the RADIUS server of the wire-
less communication network 30.

[0077] The contextdata may also comprise the identity
of the operator of the logistics service provider that as-
sembles the box 10.

[0078] At the reception of the data from the gateway
device 40, the server 20 preferably checks whether the
identifier of the gateway device 40 corresponds to an
identifier comprised in the list of authorized carriers.
[0079] In case the identifier of the gateway device 40
does not correspond to any identity number in the list of
authorized carriers, the server 20 preferably generates
and sends to the gateway device 40 a warning message,
which may trigger the visualization of awarning indication
on the user interface of the anti-tampering application in
the gateway device 40 (as, for instance, a pop-up win-
dow). A warning indication may also be displayed on the
user interface of the web application at the logistics con-
trol center 50. The warning message may be sentthrough
the wireless communication network 30, in the form of,
e.g., an SMS message, or as a notification of the anti-
tampering application.

[0080] In case the identifier of the gateway device 40
corresponds to an identifier in the list of authorized car-
riers, the server 20 preferably stores the data received
by the gateway device 40 in the database and in particular
it associates these data with the shipping record related
to the considered shipping. In this way, the unique iden-
tifier associated with the RFID tag of the tracking label
13, the unique identifier associated with the RDIF tag 111
of the anti-tampering device 11 and the identity number
of the radio module 112 are associated with the context
data, in particular with the shipping identifier.

[0081] Moreover, the server 20 sends to the gateway
device 40 the data contained in the relevant shipping
record. These data may comprise: the identity of the
sender, the sender address, the identity of the recipient,
the destination address, the type of goods, the descrip-
tion of the item(s) being shipped, the shipping identifier.
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[0082] Then,the operator preferably uses the anti-tam-
pering application on her/his gateway device 40 to oper-
ate the RFID writer to write the received data into the
memory of the RFID tag of the tracking label 13. Accord-
ing to this embodiment, together with the data of the ship-
ping record, the server 20 also sends to the gateway
device 40 a password for enabling the gateway device
40 to write data in the memory of the RFID tag of the
tracking label 13. Then, once the data are written in the
memory of the RFID tag of the tracking label 13, the gate-
way device 40 preferably sends a confirmation message
(e.g. in the form of a SMS message) to the server 20.
Sending the confirmation message may be triggered by
the operator using the anti-tampering application (e.g.
pressing a button on the user interface). The server 20
in turn preferably sends an activation message to the
gateway device 40, which may trigger the generation of
an activation indication (e.g. a pop-up window) to be dis-
played on the user interface of the anti-tampering appli-
cation, and this determines activating the shipping of the
box 10.

[0083] Itis to be noticed that writing the received data
(comprising the identity of the recipient and the destina-
tion address) into the memory of the tracking label ad-
vantageously allows to minimize the usage of paper doc-
uments for shipping the box 10.

[0084] According to an alternative embodiment, the
second RFID identifier and the identity number of the
radio module 112 may be stored in the memory of the
RFID tag of the tracking label 13. In this case, before the
tampering track 12 is connected to the RFID tag 111, the
operator may operate the gateway device 40 to read the
first RFID identifier and then to send it to the server 20.
At the reception of the data from the gateway device 40,
the server 20 preferably checks whether the identifier of
the gateway device 40 corresponds to an identifier com-
prised in the list of authorized carriers. If the identifier of
the gateway device 40 corresponds to an identifier in the
list of authorized carriers, upon reception of the first RFID
identifier, the server 20 sends to the gateway device 40
a password for enabling the gateway device 40 to write
data in the memory of the RFID tag of the tracking label
13. Then, the operator preferably uses the anti-tampering
application on the gateway device 40 to operate the RFID
writer to write the second RFID identifier and the identity
number of the radio module 112 (which have been ac-
quired as described above) into the memory of the RFID
tag of the tracking label 13 by using the password re-
ceived from the server 20.

[0085] Then, the operator may operate the gateway
device 40 to read the first RFID identifier, the second
RFID identifier and the identity number of the radio mod-
ule 112 from the memory of the RFID tag of the tracking
label 13 and to send them to the server 20 together with
the context data. At the reception of the data from the
gateway device 40, the server 20 preferably checks again
whether the identifier of the gateway device 40 corre-
sponds to an identifier comprised in the list of authorized
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carriers. In case the identifier of the gateway device 40
corresponds to an identifier in the list of authorized car-
riers, the server 20 preferably stores the data received
by the gateway device 40 in the database and in particular
it associates these data with the shipping record related
to the considered shipping. Then, the operator preferably
uses the anti-tampering application on her/his gateway
device 40 to operate the RFID writer to write the data
sent to the server 20 into the memory of the RFID tag of
the tracking label 13, by using the password received
from the server 20.

[0086] Then, asalready described above, once the da-
ta are writtenin the memory of the RFID tag of the tracking
label 13, the gateway device 40 preferably sends a con-
firmation message (e.g. in the form of a SMS message)
to the server 20. The server 20 in turn preferably sends
an activation message to the gateway device 40, which
may trigger the generation of an activation indication (e.g.
a pop-up window) to be displayed on the user interface
of the anti-tampering application, and this determines ac-
tivating the shipping of the box 10.

[0087] At the activation of the shipping of the box 10,
the box 10 is handed over to a carrier for delivery. Upon
reception of the box 10, the carrier preferably uses the
anti-tampering application and the RFID reader of her/his
gateway device 40 to detect readable RFID tags in the
box 10. If the gateway device 40 of the carrier detects a
single readable RFID tag (i.e. the RFID tag of the tracking
label 13), the carrier determines that the box 10 is intact.
If the gateway device 40 of the carrier detects that both
the RFID tags of the box 10 (i.e. the RFID tag of the
tracking label 13 and the RDIF tag 111 of the anti-tam-
pering device 11) are readable, the carrier determines
that a tampering event occurred. In this case, the carrier
may send a warning message to the server 20 by using
the anti-tampering application of her/his gateway device
40 (e.g. by pressing a button on the application user in-
terface), and a warning indication (e.g. in the form of a
pop-up window) may be displayed on the user interface
of the web application at the logistics control center 50
of the logistics service provider. The warning message
may be sent through the wireless communication net-
work 30, in the form of, e.g., an SMS message, or as a
notification of the web application. The carrier may also
stop the shipping of the box 10.

[0088] Alternatively, the carrier may use the anti-tam-
pering application of her/his gateway device 40 to contact
an operator of the logistics service provider by sending
an SMS message or establishing a phone call.

[0089] Ifthe carrier determines thatthe box 10is intact,
she/he preferably uses the anti-tampering application
and the RFID reader of the gateway device 40 to read
the memory of the RFID tag of the tracking label 13. In
particular, the RFID reader of the gateway device 40
reads the first RFID identifier and the shipping identifier
stored in the memory of the RFID tag of the tracking label
13. Then, the gateway device 40 preferably sends to the
server 20 the data read from the memory of the RFID tag
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of the tracking label 13, and a set of context data com-
prising:

- the identifier of the carrier’'s gateway device 40 (ei-
ther the token associated with the identity number
of the SIM card contained in the gateway device 40
or the IP address of the gateway device 40, as al-
ready described above);

- localization data (for instance, identifier of the cell of
the wireless communication network 30 in which the
gateway device 40 is currently located and/or GPS
data);

- date and time of the day indicating when the first
RFID identifier is read from the memory of the RFID
tag of the tracking label 13.

[0090] The server 20 preferably checks whether the
identifier of the gateway device 40 corresponds to an
identity number in the list of authorized carriers stored in
the database, as already described above. In the nega-
tive, a warning message is sent by the server 20, accord-
ing to the procedure already described above.

[0091] If the identifier of the gateway device 40 corre-
sponds to an identity number in the list of authorized car-
riers, the server 20 preferably uses the shipping identifier
received from the gateway device 40 to interrogate the
database and retrieve the data contained in the shipping
record associated with the shipping identifier. Preferably,
the server 20 compares the first RFID identifier received
from the gateway device 40 with the value of the first
RFID identifier stored in the shipping record (which cor-
responds to the value of the first RFID identifier stored
in the database when the box 10 has been assembled
for shipping and is associated with the shipping identifi-
er). If the first RFID identifier received from the gateway
device 40 does not correspond to the value of the first
RFID identifier stored in the shipping record, the server
20 preferably sends a warning message to the gateway
device 40 of the carrier, which may trigger the visualiza-
tion of a warning indication (e.g. a pop-up window) on
the user interface of the anti-tampering application. The
warning message may be sent through the wireless com-
munication network 30, in the form of, e.g., an SMS mes-
sage, or as a notification of the anti-tampering applica-
tion.

[0092] Ifthe first RFID identifier received from the gate-
way device 40 corresponds to the value of the first RFID
identifier stored in the shipping record, the server 20 pref-
erably sends to the gateway device 40 of the carrier a
confirmation message indicating that the first RFID iden-
tifier read by the gateway device 40 of the carrier is cor-
rectly associated with the shipping identifier. The confir-
mation message may be carried in a SMS message or
it may be delivered to the gateway device 40 of the carrier
in the form of a notification of the anti-tampering applica-
tion.

[0093] Upon reception of the confirmation message,
the carrier takes charge of the box 10 and shipping pro-
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ceeds towards destination.

[0094] The procedures described above performed by
the carrier (with her/his gateway device 40) and the serv-
er 20 are preferably repeated each time the box 10 is
handed over to a different carrier or a different operator
of a same carrier until delivery. The same procedures
may be repeated each time the box 10 is put in storage
in a storage area handled by the carrier or the logistics
service provider and each time the box 10 leaves the
storage area.

[0095] When the box 10 reaches the recipient, the end
user uses the anti-tampering application and the user
gateway device 40 to send a user confirmation message
to the server 20, this message comprising the identifier
of the user gateway device 40 and possibly localization
data (for instance, identifier of the cell of the wireless
communication network 30 in which the gateway device
40 is currently located and/or GPS data). If the end user
does not have a gateway device 40 running the anti-tam-
pering application, the user confirmation message above
may be sent by the gateway device 40 of the carrier that
reached the end user. The server 20 preferably checks
whether the identifier of the user gateway device 40 (or
the identifier of the carrier gateway device, in case the
user is not able to operate a user gateway device) cor-
responds to an identity number in the list of authorized
identity numbers stored in the database, as already de-
scribed above. In the negative, a warning message is
sent by the server 20, according to the procedure already
described above.

[0096] Moreover, the server 20 may check whether the
localization data sent by the gateway device 40 corre-
spond to the destination address stored in the record is
associated with the shipping of the box 10. In the nega-
tive, a warning message may be sent by the server 20
to the user gateway device 40 (or the carrier gateway
device), so that a warning indication may be displayed
through the user interface of the anti-tampering applica-
tion running in the user gateway device 40 (or the carrier
gateway device). A warning indication may also be dis-
played on the user interface of the web application at the
logistics control center 50. In this case, further checks
may be performed and the end user may accept the box
conditionally or delivery may be cancelled. In any case,
the actions to be taken in these cases shall be compliant
with a policy foreseen in a shipping agreement between
the service logistics provider and the end user.

[0097] If the identifier of the gateway device has a cor-
respondence in the list of authorized identity numbers,
the server 20 preferably sends to the gateway device 40
of the carrier that reached the end user an authorization
message authorizing the carrier to deliver the box 10 to
the end user. Finally, both the carrier and the end user,
independently one from the other, may use the anti-tam-
pering application and the respective gateway devices
to send a delivery confirmation message to the server 20
to close shipping. Upon reception of the delivery confir-
mation messages from both the carrier and the end user,
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the server 20 preferably updates the shipping record as-
sociated with the considered delivery with an information
indicating that shipping has been closed by the end user
and the carrier.

[0098] Incasethebox 10is subjecttotampering during
transportation or storage before delivery to the end user,
the anti-tampering device 11 activates, as described
above. The anti-tampering device 11 activates also when
the box 10 is opened by the end user after shipping is
closed. Then, the radio module 112 sends to the server
20 an alarm message. The alarm message preferably
comprises:

- the identity number of the radio module 112 of the
anti-tampering device 11;

- localization data indicating the current location of the
box 10 (e.g. the identifier of the cell of the wireless
communication network 30 where the box 10 is cur-
rently located or GPS data);

- date and time of the day.

[0099] Preferably, when the server 20 receives the
alarm message, it processes the received data in order
to check whether a tampering event has actually oc-
curred. The operations performed by the server 20 will
be described in the following lines with reference to the
flow chart of Figure 4.

[0100] Uponreception of analarm message, the server
20 preferably checks the shipping record of the database
associated with the identity number contained in the
alarm message. Then, the server 20 checks whether
shipping has been closed by the end user and by the
carrier (namely, the carrier who is currently handling the
box 10) (step 401). In the affirmative, the server 20 ig-
nores the alarm message.

[0101] Inthe negative, the server 20 preferably checks
whether shipping has been closed either by the carrier
(step 402) or by the end user (step 403). This situation
may arise in case the end user or the carrier, respectively,
forgot to close shipping after the box 10 has been cor-
rectly delivered to the end user. This check may be per-
formed by the server 20 by checking whether a delivery
confirmation message has been received from the carrier
(step 402) or the end user (step 403). If the checks at
steps 402 and 403 are both negative, the server 20 pref-
erably checks whether the destination address of the box
10, which is stored in the relevant shipping record in the
database, corresponds to the localization data contained
in the alarm message (step 404). In the negative, it pref-
erably generates an alarm (step 405). Then, the server
20 may send the alarm message (forinstance, in the form
of an SMS message) described above to the entities as-
sociated with the contact data that are preferably stored
in the baseband module of the radio module 112. If any
one of the checks at steps 402, 403 or 404 has a positive
outcome, the server 20 may establish a contact with the
carrier (namely, the carrier who is currently handling the
box 10; in case of multiple carriers, this carrier is the last
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one having contacted the server 20) by, e.g. establishing
a call from an operator of the logistics service provider
to the carrier, in order to acquire more information about
the shipping and verify whether the box 10 has correctly
reached the end user.

[0102] It is to be noticed that even if the operation of
the anti-tampering system 1 has been described by mak-
ing reference to the presence of the tracking label 13,
the presence of the tracking label is not essential for im-
plementing the present invention. Indeed, as can be in-
ferred from the description above, the operation of the
components of the anti-tampering assembly (namely, the
tampering detection unit, the actuating unit and the alarm
unit) in case of a tampering event does not depend on
the presence of the tracking label 13, which is hence not
necessary to carry out the invention.

[0103] In the above description, reference has been
made to a nonlimiting exemplary use case involving ship-
ping of goods inside a box 10. As already mentioned,
typically, carton boxes are used. However, according to
otherembodiments of the presentinvention, the anti-tam-
pering assembly may be assembled in a fabric bag or
pouch, which may be used to package valuable items
such as watches, smartphones, tablets, bags or the like.
The fabric may be made of natural and/or synthetic fibers
or by a polymer. In this case, the tampering track may
be made of an electrically conductive thread, whose path
lays inside the fabric such that any tampering action on
the package will inevitably cut the conductive wire. The
ends of the electrically conductive thread are connected
to the anti-tampering device 11 as already described
above. The electrically conductive thread shall lay also
on the edges of the package, wherein a glue may be
applied to firmly fix the wire to the fabric edge. In this
case, in the anti-tampering device 11, the RFID tag 111
may be a woven RFID label.

[0104] Advantageously, the present invention pro-
vides an anti-tampering assembly and an anti-tampering
system for the transportation and storage of goods, which
allow monitoring, in a complete and reliable way, the in-
tegrity of the goods’ package, being the package either
a carton box or a fabric bag. Indeed, the anti-tampering
assembly may be associated with packages of any ma-
terial, provided that the material does not shield the elec-
tromagnetic waves and let the RFID tag inside the pack-
age being read from outside. The present invention in
particular allows to track the position of the package and
getinformation about who is handling the package atany
time between dispatching the package from its point of
origin to delivery of the package to the end user. Tracking
is precise and reliable. Moreover, the present invention
allows to timely generate an alarm in case a tampering
event (attempt to open the package or replacement of
the package) is detected. Indeed, the present invention
allows monitoring the integrity of the original package
(i.e. the package that has been dispatched) thanks to the
factthat a dedicated RFID tag is associated uniquely with
the original package, the dedicated tag having the func-
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tion of detecting any tampering event on the package
itself. The tag also guarantees that the content of the
package is securely transported as it is a passive tag
which is not readable until the package is intact. There-
fore it does not allow to get any information about the
transported items.

[0105] Advantageously, the anti-tampering assembly
is made with simple and reliable circuitries. Moreover, it
does not require a long-life battery as the radio module
activates only when a tampering event is detected and
it shall operate only for a very limited interval of time to
generate the alarm. The usage of simple circuitries and
a short-life battery permits to largely reduce dimensions
and costs with respect to known devices.

Claims

1. An anti-tampering assembly for the transportation
and storage of a package (10), the anti-tampering
assembly being configured to be associated with
said package (10), the anti-tampering assembly
comprising:

- a tampering detection unit (11, 12) comprising
a RFID passive tag (111) and a tampering track
(12) of a conductive material configured to be
connected to said RFID tag (111) upon dispatch-
ing said package (10) so as to inhibit the oper-
ation of the RFID tag (111), wherein the tamper-
ing track (12) is configured to be interrupted in
case of tampering of said package (10);

- an actuating unit (116, 118) configured to de-
tect said interruption of said tampering track (12)
in case of tampering of said package (10) and,
upon said detection, actuate an alarm unit (112);
and

- the alarm unit (112) comprising a radio module
(112) configured to, upon actuation of the alarm
unit, transmit an alarm message over a long
range wireless communication network.

2. The anti-tampering assembly according to claim 1,
wherein said RFID passive tag (111) is a NFC pas-
sive tag.

3. The anti-tampering assembly according to claim 1
or 2, wherein said package (10) is a box and said
tampering track (12) is a conductive track of a con-
ductive ink to be printed on the inner surfaces of said
box.

4. Theanti-tampering assembly according to any of the
preceding claims, wherein the RFID passive tag
(111) comprises an antenna (111a) and a memory
(111b) configured to store a unique identifier asso-
ciated with said RFID passivetag (111), wherein said
tampering track (12) is configured to, when the anti-
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tampering assembly is associated with said package
(10), short-circuit said antenna (111a).

The anti-tampering assembly according to any of the
preceding claims, wherein said RFID passive tag
(111) of said tampering detection unit, said actuating
unit (116, 118) and said alarm unit (112) are housed
in an anti-tampering device (11) comprising a battery
(113).

The anti-tampering assembly according to claims 3
and 5, wherein said anti-tampering device (11) is in
the form of a label to be applied on an inner surface
of said box (10).

The anti-tampering assembly according to claim 5
or 6, wherein said anti-tampering device (11) further
comprises two pairs of Schottky diodes (115) inter-
posed in a bridge configuration between said tam-
pering track (12) and said RFID passive tag (111),
and connected to said battery (113).

The anti-tampering assembly according to any of the
preceding claims, wherein said actuating unit (116,
118) comprises an N-MOSFET transistor (116)
whose gate is configured to be connected to said
tampering track (12), and an opto-isolator (118) con-
nected to said N-MOSFET transistor (116) and to
said radio module (112).

The anti-tampering assembly according to any of the
preceding claims, wherein said radio module (112)
comprises an integrated circuit storing an identity
number to identify the anti-tampering assembly over
said long range wireless communication network,
and a baseband module configured to store data of
at least one pre-defined contact entity, wherein said
radio module (112) is configured to, in case of tam-
pering of said package (10), send an alarm message
to said at least one pre-defined contact entity.

The anti-tampering assembly according to claim 9,
wherein said alarm message comprises said identity
number of said radio module (112), localization data
indicating a current location of said package (10) and
time data indicating a date and a time of the day at
which said alarm message is sent.

The anti-tampering assembly according to any of the
preceding claims, wherein it further comprises a
tracking label (13) comprising a further RFID passive
tag, said further RFID passive tag being associated
with a further unique identifier.

The anti-tampering assembly according to claim 1,
wherein said package (10) is a fabric bag or pouch,
and said tampering track (12) is an electrically con-
ductive thread of said fabric.
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An anti-tampering system (1) for the transportation
and storage of a package (10), the anti-tampering
system (1) comprising an anti-tampering assembly
configured to be associated with said package (10)
according to any one of the preceding claims, and a
server (20) connected to said anti-tampering assem-
bly over a long range wireless communication net-
work (30), said server (20) being configured to co-
operate with a database configured to store a ship-
ping record associated with the transportation and
storage of said package (10), said system further
comprising an anti-tampering application configured
to be installed on a gateway device (40) able to con-
nect to said long range wireless communication net-
work (30) for interacting with said server (20).

The anti-tampering system (1) according to claim 13,
when comprising an anti-tampering assembly ac-
cording to claim 11, when being dependent on claims
9,4 and 1, wherein said shipping record comprises
said unique identifier associated with said RFID pas-
sive tag (111), said further unique identifier associ-
ated with said further RFID passive tag, said identity
number of said radio module (112) and a shipping
identifier associated with said package (10).

The anti-tampering system (1) according to claim 13
or 14, wherein said database is configured to store
a list of authorized identity numbers associated with
a number of gateway devices (40) authorized to han-
dle the transportation and storage of said package
(10).

Patentanspriiche

1.

Manipulationsschutzanordnung fir den Transport
und die Lagerung eines Pakets (10), wobei die Ma-
nipulationsschutzanordnung dazu ausgelegt ist, mit
dem Paket (10) verknipft zu sein, wobei die Mani-
pulationsschutzanordnung Folgendes umfasst:

- eine Manipulationsdetektionseinheit (11, 12),
die ein passives RFID-Tag (111) und eine Ma-
nipulationsbahn (12) aus einem leitfahigen Ma-
terial umfasst, die dazu ausgelegt ist, nach Ab-
schicken des Pakets (10) mit dem RFID-Tag
(111) verbunden zu werden, um die Betatigung
des RFID-Tags (111) zu blockieren, wobei die
Manipulationsbahn (12) dazu ausgelegt ist, in
einem Fall des Manipulierens des Pakets (10)
unterbrochen zu werden;

- eine Betatigungseinheit (116, 118), die dazu
ausgelegt ist, in einem Fall des Manipulierens
des Pakets (10) die Unterbrechung der Manipu-
lationsbahn (12) zu detektieren und nach der
Detektion eine Alarmeinheit (112) zu betétigen;
und
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- wobei die Alarmeinheit (112) ein Funkmodul
(112) umfasst, das dazu ausgelegt ist, nach Be-
tatigung der Alarmeinheit eine Alarmnachricht
Uber ein drahtloses Langstreckenkommunikati-
onswerk zu Ubertragen.

2. Manipulationsschutzanordnung nach Anspruch 1,

wobei das passive RFID-Tag (111) ein passives
NFC-Tag ist.

Manipulationsschutzanordnung nach Anspruch 1
oder 2, wobei das Paket (10) ein Behaltnis ist und
die Manipulationsbahn (12) eine Leiterbahn einer
leitfahigen Tinte ist, die auf die Innenflachen des Be-
haltnisses zu drucken ist.

Manipulationsschutzanordnung nach einem der vor-
hergehenden Anspriiche, wobei das passive RFID-
Tag (111) eine Antenne (lila) und einen Speicher
(llb), der dazu ausgelegt ist, eine eindeutige Ken-
nung, die mit dem passiven RFID-Tag (111) ver-
knipftist, zu speichern, umfasst, wobei die Manipu-
lationsbahn (12) dazu ausgelegt ist, wenn die Mani-
pulationsschutzanordnung mit dem Paket (10) ver-
knupft ist, die Antenne (lila) kurzzuschlieRen.

Manipulationsschutzanordnung nach einem der vor-
hergehenden Anspriiche, wobei das passive RFID-
Tag (111) der Manipulationsdetektionseinheit, die
Betatigungseinheit (116, 118) und die Alarmeinheit
(112) in einer Manipulationsschutzvorrichtung (11),
die eine Batterie (113) umfasst, untergebracht sind.

Manipulationsschutzanordnung nach Anspruch 3
und 5, wobei die Manipulationsschutzvorrichtung
(11) die Form eines Etiketts aufweist, das auf einer
Innenflache des Behaltnisses (10) anzubringen ist.

Manipulationsschutzanordnung nach Anspruch 5
oder 6, wobei die Manipulationsschutzvorrichtung
(11) ferner zwei Paare von Schottky-Dioden (115)
umfasst, die in einer Briickenauslegung zwischen
die Manipulationsbahn (12) und das passive RFID-
Tag (111) geschaltet sind und mit der Batterie (113)
verbunden sind.

Manipulationsschutzanordnung nach einem der vor-
hergehenden Anspriiche, wobei die Betatigungsein-
heit (116, 118) einen N-MOSFET-Transistor (116),
dessen Gate dazu ausgelegt ist, mit der Manipulati-
onsbahn (12) verbunden zu werden, und einen Op-
toisolator (118), der mit dem N-MOSFET-Transistor
(116) und dem Funkmodul (112) verbunden ist, um-
fasst.

Manipulationsschutzanordnung nach einem der vor-
hergehenden Anspriiche, wobei das Funkmodul
(112) eine integrierte Schaltung, die eine Identitats-
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nummer zum Identifizieren der Manipulations-
schutzanordnung tber das drahtlose Langstrecken-
kommunikationsnetzwerk und ein Basisbandmodul,
das dazu ausgelegt ist, Daten von mindestens einer
vordefinierten Kontaktentitat zu speichern, umfasst,
wobei das Funkmodul (112) dazu ausgelegt ist, in
einem Fall des Manipulierens des Pakets (10) eine
Alarmnachricht an die mindestens eine vordefinierte
Kontaktentitat zu senden.

Manipulationsschutzanordnung nach Anspruch 9,
wobei die Alarmnachricht die Identitatsnummer des
Funkmoduls (112), Lokalisierungsdaten, die einen
aktuellen Standort des Pakets (10) anzeigen, und
Zeitdaten, die ein Datum und eine Tageszeit, zu der
die Alarmnachricht gesendet wird, anzeigen, um-
fasst.

Manipulationsschutzanordnung nach einem der vor-
hergehenden Anspriiche, wobei sie ferner ein Ver-
folgungsetikett (13) umfasst, das ein weiteres pas-
sives RFID-Tag umfasst, wobei das weitere passive
RFID-Tag mit einer weiteren eindeutigen Kennung
verknupft ist.

Manipulationsschutzanordnung nach Anspruch 1,
wobei das Paket (10) ein Stoffbeutel oder eine Stoff-
tasche ist und die Manipulationsbahn (12) ein elek-
trisch leitfahiger Faden des Stoffs ist.

Manipulationsschutzsystem (1) fir den Transport
und die Lagerung eines Pakets (10), wobei das Ma-
nipulationsschutzsystem (1) eine Manipulations-
schutzanordnung, die dazu ausgelegt ist, mit dem
Paket (10) verknipft zu sein, nach einem der vor-
hergehenden Anspriiche und einen Server (20), der
Uber ein drahtloses Langstreckenkommunikations-
netzwerk (30) mit der Manipulationsschutzanord-
nung verbunden ist, umfasst, wobei der Server (20)
dazu ausgelegtist, mit einer Datenbank zusammen-
zuwirken, die dazu ausgelegt ist, einen Versandda-
tensatz, der mit dem Transport und der Lagerung
des Pakets (10) verknlpft ist, zu speichern, wobei
das System ferner eine Manipulationsschutzanwen-
dung umfasst, die dazu ausgelegt ist, in einer Gate-
wayvorrichtung (40) installiert zu sein, die sich zum
Interagieren mit dem Server (20) mit dem drahtlosen
Langstreckenkommunikationsnetzwerk (30) verbin-
den kann.

Manipulationsschutzsystem (1) nach Anspruch 13,
wenn es eine Manipulationsschutzanordnung nach
Anspruch 11 umfasst, wenn es von den Anspriichen
9,4 und 1 abhangig ist, wobei der Versanddatensatz
die eindeutige Kennung, die mit dem passiven RFID-
Tag (111) verknipft ist, die weitere eindeutige Ken-
nung, die mit dem weiteren passiven RFID-Tag ver-
knipft ist, die Identitdtsnummer des Funkmoduls
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(112) und eine Versandkennung, die mit dem Paket
(10) verknlpft ist, umfasst.

Manipulationsschutzsystem (1) nach Anspruch 13
oder 14, wobei die Datenbank dazu ausgelegt ist,
eine Liste von autorisierten Identitdtsnummern zu
speichern, die mit einer Anzahl von Gatewayvorrich-
tungen (40) verkniipft sind, die zum Handhaben des
Transports und der Lagerung des Pakets (10) auto-
risiert sind.

Revendications

Ensemble anti-altération pour le transport et le stoc-
kage d’un colis (10), 'ensemble anti-altération étant
configuré de maniere a étre associé audit colis (10),
'ensemble anti-altération comprenant :

- une unité de détection d’altération (11, 12)
comprenant une étiquette RFID passive (111)
et une piste d’altération (12) d’'un matériau con-
ducteur configurée de maniére a étre connectée
a ladite étiquette RFID (111) lors de I'expédition
dudit colis (10) de maniére a inhiber le fonction-
nement de I'étiquette RFID (111), dans lequel
la piste d’altération (12) est configurée de ma-
niere a étre interrompue en cas d’altération dudit
colis (10) ;

- une unité d’actionnement (116, 118) configu-
rée de maniére a détecter ladite interruption de
ladite piste d’altération (12) en cas d’altération
dudit colis (10) et, suite a ladite détection, a ac-
tionner une unité d’alarme (112) ; et

- 'unité d’alarme (112) comprenant un module
radio (112) configuré de maniére a, suite a I'ac-
tionnement de I'unité d’alarme, transmettre un
message d’alarme sur un réseau de communi-
cation sans fil longue portée.

Ensemble anti-altération selon la revendication 1,
dans lequel ladite étiquette RFID passive (111) est
une étiquette NFC passive.

Ensemble anti-altération selon la revendication 1 ou
2, dans lequel ledit colis (10) est une boite, et ladite
piste d’altération (12) est une piste conductrice d’'une
encre conductrice a imprimer sur les surfaces inté-
rieures de ladite boite.

Ensemble anti-altération selon 'une quelconque des
revendications précédentes, dans lequel I'étiquette
RFID passive (111) comprend une antenne (111a),
etune mémoire (111b) configurée de maniére a stoc-
ker un identifiant unique associé a ladite étiquette
RFID passive (111), dans lequel ladite piste d’alté-
ration (12) est configurée de maniére a, lorsque I'en-
semble anti-altération est associé audit colis (10),
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court-circuiter ladite antenne (111a).

Ensemble anti-altération selon 'une quelconque des
revendications précédentes, dans lequel ladite éti-
quette RFID passive (111) de ladite unité de détec-
tion d’altération, ladite unité d’actionnement (116,
118) et ladite unité d’alarme (112) sont logées dans
un dispositif anti-altération (11) comprenantune bat-
terie (113).

Ensemble anti-altération selon les revendications 3
et 5, dans lequel ledit dispositif anti-altération (11)
se présente sous la forme d’une étiquette a appliquer
sur une surface intérieure de ladite boite (10).

Ensemble anti-altération selon la revendication 5 ou
6, dans lequel ledit dispositif anti-altération (11) com-
prend en outre deux paires de diodes Schottky (115)
interposées dans une configuration en pont entre
ladite piste d’altération (12) et ladite étiquette RFID
passive (111), et connectées a ladite batterie (113).

Ensemble anti-altération selon 'une quelconque des
revendications précédentes, dans lequel ladite unité
d’actionnement (116, 118) comprend un transistor a
effet de champ a semi-conducteur a oxyde métalli-
que de type N, N-MOSFET, (116), dont la grille est
configurée de maniére a étre connectée a ladite piste
d’altération (12), et un coupleur optoélectronique
(118) connecté audit transistor N-MOSFET (116) et
audit module radio (112) .

Ensemble anti-altération selon 'une quelconque des
revendications précédentes, dans lequel ledit mo-
dule radio (112) comprend un circuit intégré stockant
un numéro d’identité permettant d’identifier 'ensem-
ble anti-altération sur ledit réseau de communication
sans fil longue portée, et un module de bande de
base configuré de maniére a stocker des données
d’au moins une entité de contact prédéfinie, dans
lequel ledit module radio (112) est configuré de ma-
niere a, en cas d’altération dudit colis (10), envoyer
un message d’alarme a ladite au moins une entité
de contact prédéfinie.

Ensemble anti-altération selon la revendication 9,
dans lequel ledit message d’alarme comprend ledit
numeéro d’identité dudit module radio (112), des don-
nées de localisation indiquant un emplacement en
cours dudit colis (10), et des données temporelles
indiquant une date et une heure du jour auxquelles
ledit message d’alarme est envoyé.

Ensemble anti-altération selon 'une quelconque des
revendications précédentes, dans lequel I'ensemble
anti-altération comprend en outre une étiquette de
suivi (13) comprenant une étiquette RFID passive
supplémentaire, ladite étiquette RFID passive sup-
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plémentaire étant associée a un identifiant unique
supplémentaire.

Ensemble anti-altération selon la revendication 1,
dans lequelledit colis (10) est un sac ou une pochette
entissu, et ladite piste d’altération (12) est un fil élec-
triqguement conducteur dudit tissu.

Systeme anti-altération (1) pour le transport et le
stockage d’un colis (10), le systéme anti-altération
(1) comprenant un ensemble anti-altération configu-
ré de maniere a étre associé audit colis (10) selon
'une quelconque des revendications précédentes,
et un serveur (20) connecté audit ensemble anti-al-
tération sur un réseau de communication sans fil lon-
gue portée (30), ledit serveur (20) étant configuré de
maniere a coopérer avec une base de données con-
figurée de maniére a stocker un enregistrementd’ex-
pédition associé au transport et au stockage dudit
colis (10), ledit systeme comprenant en outre une
application anti-altération configurée de maniere a
étre installée sur un dispositif de passerelle (40) en
mesure de se connecter audit réseau de communi-
cation sans fil longue portée (30) pour interagir avec
ledit serveur (20).

Systeme anti-altération (1) selon larevendication 13,
lorsqu’elle comprend un ensemble anti-altération se-
lon la revendication 11, lorsqu’elle dépend des re-
vendications 9, 4 et 1, dans lequel ledit enregistre-
ment d’expédition comprend ledit identifiant unique
associé a ladite étiquette RFID passive (111), ledit
identifiant unique supplémentaire étant associé a la-
dite étiquette RFID passive supplémentaire, audit
numéro d’identité dudit module radio (112) et a un
identifiant d’expédition associé audit colis (10).

Systeme anti-altération (1) selon la revendication 13
ou 14, dans lequel ladite base de données est con-
figurée de maniere a stocker une liste de numéros
d’identité autorisés associés a un nombre de dispo-
sitifs de passerelle (40) autorisés a gérer le transport
et le stockage dudit colis (10).
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