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(57) Abstract: There are provided a method and a system for detecting
and blocking spam activity in a cloud system. The method can be ex-
ecuted at a server. The method comprises receiving from a first user of
the plurality of users of the cloud service an indication of a first sharing
action for sharing access to the digital object; responsive to the first in-
dication, increment a sharing counter value ot a sharing counter dedic-
ated to the digital object; receiving from a second user of the plurality of
users of the cloud service an indication of a second sharing action for
sharing access to the digital object; responsive to the second indication
further incrementing the sharing counter value of the sharing counter
dedicated to the digital object; responsive to the sharing counter value
reaching a pre-determined threshold value, executing a spam preventive
action associated with the digital object.
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METHOD OF AND SYSTEM FOR DETECTING SPAM ACTIVITY IN A CLOUD
SYSTEM

CROSS-REFERENCE

[0001] The present application claims priority to Russian Patent Application No 2015125965,
filed June 30, 2015, entitled “METHOD OF AND SYSTEM FOR DETECTING SPAM ACTIVITY
IN A CLOUD SYSTEM?” the entirety of which is incorporated herein.

FIELD OF THE TECHNOLOGY

[0002] The present technology relates to cloud services network in general and, specifically, to a

method of and a system for detecting spam activity in a cloud service.
BACKGROUND

[0003] Today, a large percentage of electronic computations and electronic content management
operations are performed by cloud platforms. Cloud platforms deliver computing as a service to one
or more clients. A cloud platform may provide users with a cloud service allowing users to upload,
store, and share files or other electronic content using remote servers. Typically, a user may use a
cloud service to store files for a multitude of purposes, such as data archival, ease of access to the
file irrespective of location, time or electronic device used for accessing the file, sharing of the file
with other users, and the like. A variety of files may be stored on a cloud service, including files
used for personal or professional use, such as data files, portable document format (pdf) files, word
processing files, text files, images, photographs, multimedia content for entertainment purposes, and

the like.

[0004] For example, a user may operate in various contexts, wherein in each of them the user
plays a different role and has different responsibilities. These different roles might relate to the
professional or personal life of the user in the role of employee, contractor, customer, supplier, or
family member, for example. Within these various contexts, a user may use different user electronic
devices (e.g., desktop computers, laptop computers, personal computers, mobile phones, tablets,
etc.) or user electronic devices that utilize remote processing capability (e.g., applications hosted on
a web site or a virtual machine hosted in a data center). Different computing environments might be
installed on user electronic devices with local processing capabilities (e.g., different operating
systems, virtual software environments, Web applications, native applications, containers,

BIOS/APIs, etc.) to interact with a cloud platform.
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[0005] Further, various global or local communications networks (the Internet, the World Wide
Web, local area networks, and the like) offer a user a vast amount of information. The information
includes a multitude of contextual topics, such as but not limited to, news and current affairs, maps,
company information, financial information and resources, traffic information, games and
entertainment-related information. Users use a variety of user electronic devices (desktop
computers, laptop computers, notebooks, smartphones, tablets, and the like) to have access to rich
content (such as images, audio, video, animation, and other multimedia content from such

networks).

[0006] Generally speaking, a given user can access computing services on a cloud platform
regardless of pre-determined hardware/software systems and communications networks in use. A
user can access a cloud platform via a communications network by two principle means. A given
user can access a particular resource directly, either by typing an address of the resource (typically
a Universal Resource Locator (URL), such as www.webpage.com) or by clicking a link in an e-mail

or in another web resource.

[0007] A given user may use a cloud platform for file storage purposes. Typically, a user may use
a cloud storage service to store files for a multitude of purposes, such as data archival, ease of access
to the file irrespective of location or time, sharing of the file with other users, and the like. A variety
of files may be stored on a cloud storage service, including files used for personal or professional
use, such as data files, portable document format (pdf) files, word processing files, text files, images,

photographs, multimedia content for entertainment purposes, and the like.

[0008] In cloud storage services, various problems have to be solved by a cloud service provider.
One of such problems is spam distribution performed by malicious users or malicious software.
Spammers or malicious software may use infrastructure of the cloud storage service to distribute
advertising content, viruses, sniffers, other harmful software, and other types of digital content
deemed to be harmful or unwanted by ordinary users of the cloud storage service or considered such
by the administrators of the cloud storage service. It is important therefore for a cloud storage service
to be able to quickly detect and react to spam attacks and mass distribution of harmful software and

other unwanted digital content items.

SUMMARY

[0009] It is thus an object of the present technology to ameliorate at least some of the inconveniences

present in the prior art.
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[0010] It could be the case that a malicious user or a software program may create multiple fake
accounts in a cloud storage service or fraudulently gain access to multiple accounts of real users of
the cloud storage service in order to use them to upload copies of a spam digital object (file or folder)
into the cloud storage service. The digital object may then be distributed from multiple accounts

among the users via sharing functionality of the cloud storage service.

[0011] Embodiments of the present technology have been developed based on inventors’
appreciation that there is a need for systems and methods for preventing sharing functionality of
personal cloud storage services from being used for distribution of spam, harmful software and other

types of unwanted digital content.

[0012] As such, according to a first broad aspect of the present technology, there is provided a
method of detecting spam activity in a cloud service. The cloud service is hosted on a server which
has a digital object stored thereon. The server is accessible, via a communication network, by a
plurality of users of the cloud service. The method is executable by the server. The method
comprises: receiving from a first user of the plurality of users of the cloud storage service an
indication of a first sharing action for sharing access to the digital object; responsive to the first
indication, incrementing a sharing counter value of a sharing counter dedicated to the digital object;
receiving from a second user of the plurality of users of the cloud storage service an indication of a
second sharing action for sharing access to the digital object; responsive to the second indication
further incrementing the sharing counter value of a sharing counter dedicated to the digital object;
responsive to the sharing counter value reaching a pre-determined threshold value, executing a spam

preventive action associated with the digital object.

[0013] In some implementations of the method, each one of the first user and the second user is

respectively associated with a first user account and a second user account in a cloud service.

[0014] In some implementations of the method, the digital object is one of: a file, a folder

containing at least one file.

[0015] In some implementations of the method, the digital object has been previously uploaded

by at least one of the first user and the second user.

[0016] In some implementations of the method, both the first user and the second user have access

to the digital object.
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[0017] In some implementations of the method, the sharing action includes at least one of:
generating a public link associated with the digital object; sending a public link associated with the
digital object to one or more public users; sending to one or more invited users an invitation to join

a shared access to the digital object.

[0018] In some implementations of the method, the sharing counter is additionally configured to
be incremented responsive to at least one of: (i) an invited user accepting an invitation to join the
shared access to the digital object and (ii) a public user accessing the digital object through the
public link associated with the digital object.

[0019] In some implementations of the method, prior to the receiving from the first user of the
plurality of users of the cloud service the indication of the first sharing action, the method further
comprises: receiving from the first user a first upload action for a first version of the digital object;
receiving from the second user a second upload action for a second version of the digital object;
executing a de-duplication process to store a single instance of the digital object, the single instance

accessible to both the first user and the second user.

[0020] In some implementations of the method, de-duplication process further comprises storing

only the single instance of the digital object on the server.

[0021] In some implementations of the method, de-duplication process comprises: responsive to
determining that the first version of the digital object and the second version of the digital object are
the same, discarding a selected one of the first version of the digital object and the second version

of the digital object, the selected one being a later received version of the digital object.

[0022] In some implementations of the method, during the de-duplication process each of a first
user account associated with the first user and a second user account associated with the second user

are assigned a link pointing to the single instance of the digital object.

[0023] In some implementations of the method, the digital object is a first digital object, and the
sharing counter is a first sharing counter, and the server has a second digital object stored therein,
the second digital object having a second sharing counter associated therewith, and the first sharing
counter and the second sharing counter are incremented independently therebetween in response to

sharing actions associated with their associated first digital object and second digital object.

[0024] In some implementations of the method, the spam preventive action comprises at least one

of: transmitting an indication of the digital object and the associated sharing actions to a human
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assessor; blocking the digital object for sharing; blocking the digital object for access; deleting the
digital object; blocking at least one user account of one of the first user and the second user; sending
a warning notification to one of the first user and the second user; sending a notification indicating
a potential spam distribution to public users; sending a notification indicating a potential spam

distribution to users invited to join a shared access to the digital object.

[0025] In some implementations of the method, the method further comprises, prior to the
executing a spam preventive action associated with the digital object, executing an assessment
routine to determine an individual sharing counter associated with the first user and an individual

sharing counter associated with the second user.

[0026] In some implementations of the method, the sharing counter dedicated to the digital object

is associated with a time parameter.

[0027] In some implementations of the method, the time parameter is indicative of a time taken

to reach the sharing counter value of the sharing counter.

[0028] In some implementations of the method, the time parameter is indicative of an average

incrementing speed of the sharing counter.

[0029] In some implementations of the method, the method further comprises prior to the
executing a spam preventive action associated with the digital object, assessing the time parameter

associated with the sharing counter dedicated to the digital object.

[0030] In some implementations of the method, the step of assessing the time parameter
associated with the sharing counter comprises comparing the time parameter to a time parameter

threshold value.

[0031] In some implementations of the method, the method further comprises executing a spam
preventive action associated with the digital object only responsive to the time parameter exceeding

the time parameter threshold value.

[0032] In some implementations of the method, the method further comprises executing a spam
preventive action associated with the digital object only responsive to the time parameter threshold

value exceeding the time parameter.

[0033] In some implementations of the method, the cloud service is a cloud storage service.
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[0034] In accordance with another broad aspect of the present technology there is provided a
server configured to detect spam activity in a cloud service. The server comprises: a communication
interface for communication with an electronic device via a communication network, the electronic
device being associated with one of a plurality of users of a cloud service provided by the server;
an interface module; a user account module; a storage unit; a processor operationally connected with
the communication interface, the user interface module, the user account module and the storage
unit, the processor configured to cause the memory module to store a digital object, the processor
being further configured to: receive from a first user of the plurality of users of the cloud service an
indication of a first sharing action for sharing access to the digital object; responsive to the first
indication, increment a sharing counter value of a sharing counter dedicated to the digital object;
receive from a second user of the plurality of users of the cloud service an indication of a second
sharing action for sharing access to the digital object; responsive to the second indication further
increment the sharing counter value of the sharing counter dedicated to the digital object; responsive
to the sharing counter value reaching a pre-determined threshold value, execute a spam preventive

action associated with the digital object.

[0035] In some implementations of the server, the processor is further configured to associate
each one of the first user and the second user respectively with a first user account and a second

user account in a cloud service.

[0036] In some implementations of the server, the digital object is one of: a file; a folder

containing at least one file.

[0037] In some implementations of the server, the digital object has been previously uploaded to

the server by at least one of the first user and the second user.

[0038] In some implementations of the server, the processor is further configured to provide both

the first user and the second user with access to the digital object.

[0039] In some implementations of the server, the sharing action includes at least one of:
generating a public link associated with the digital object; sending a public link associated with the
digital object to one or more public users; sending to one or more invited users an invitation to join

a shared access to the digital object.

[0040] In some implementations of the server, the sharing counter is additionally configured to

be incremented responsive to at least one of: an invited user accepting an invitation to join the shared
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access to the digital object; a public user accessing the digital object through the public link

associated with the digital object.

[0041] In some implementations of the server, the processor is further configured to, prior to the
receiving from the first user of the plurality of users of the cloud service the indication of the first
sharing action: receive from the first user a first upload action for a first version of the digital object;
receive from the second user a second upload action for a second version of the digital object;
execute a de-duplication process to store a single instance of the digital object, the single instance

accessible to both the first user and the second user.

[0042] In some implementations of the server, the processor is further configured to store only

the single instance of the digital object on the server during de-duplication process.

[0043] In some implementations of the server, the processor is further configured to execute the
de-duplication process such that: responsive to determining that the first version of the digital object
and the second version of the digital object are the same, discard a selected one of the first version
of the digital object and the second version of the digital object, the selected one being a later

received version of the digital object.

[0044] In some implementations of the server, the processor is further configured to assign a link
pointing to the single instance of the digital object to each of a first user account associated with the
first user and a second user account associated with the second user during the de-duplication

process.

[0045] Insome implementations of the server, the digital object is a first digital object, the sharing
counter is a first sharing counter, and the processor is further configured to store a second digital
object, the second digital object having a second sharing counter associated therewith, and the
processor is further configured to increment the first sharing counter and the second sharing counter
independently therebetween in response to sharing actions associated with their associated first

digital object and second digital object.

[0046] In some implementations of the server, to execute the spam preventive action, the
processor is configured to execute at least one of: transmitting an indication of the digital object and
the associated sharing actions to a human assessor; blocking the digital object for sharing; blocking
the digital object for access; deleting the digital object; blocking at least one user account of one of

the first user and the second user; sending a warning notification to one of the first user and the
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second user; sending a notification indicating a potential spam distribution to public users; sending
a notification indicating a potential spam distribution to users invited to join a shared access to the

digital object.

[0047] In some implementations of the server, the processor is further configured, prior to the
executing a spam preventive action associated with the digital object, to execute a assessment
routine to determine an individual sharing counter associated with the first user and an individual

sharing counter associated with the second user.

[0048] In some implementations of the server, the sharing counter is associated with a time

parameter.

[0049] In some implementations of the server, the time parameter is indicative of a time taken to

reach the sharing counter value of the sharing counter.

[0050] In some implementations of the server, time parameter is indicative of an average

incrementing speed of the sharing counter.

[0051] In some implementations of the server, the processor is further configured to assess the
time parameter associated with the sharing counter dedicated to the digital object prior to executing

a spam preventive action associated with the digital object.

[0052] In some implementations of the server, the processor is further configured to compare the
time parameter to a time parameter threshold value when assessing the time parameter associated

with the sharing counter.

[0053] In some implementations of the server, the processor is further configured to execute a
spam preventive action associated with the digital object only responsive to the time parameter

exceeding the time parameter threshold value.

[0054] In some implementations of the server, the processor is further configured to execute a spam
preventive action associated with the digital object only responsive to the time parameter threshold

value exceeding the time parameter
BRIEF DESCRIPTION OF THE DRAWINGS

[0055] For a better understanding of the present technology, as well as other aspects and

further features thereof, reference is made to the following description which is to be used in
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conjunction with the accompanying drawings, where:

[0056] Figure 1 is a schematic diagram depicting a system, the system being implemented in

accordance with non-limiting embodiments of the present technology.

[0057] Figure 2 is a schematic diagram depicting a server depicted in Figure 1, the server being

implemented in accordance with non-limiting embodiments of the present technology.

[0058] Figure 3 is a block diagram depicting a method, the method being implemented within the
system of Figure 1 and being implemented according with non-limiting embodiments of the present

technology.

[0059] Figure 4 is a block diagram depicting a method , the method being implemented within the
system of Figure 1, the method being implemented in accordance with another non-limiting

embodiment of the present technology.

[0060] Figure 5 depicts a diagram having two example graphs showing changes over time of

counts of a sharing counter.

[0061] Figure 6 depicts a screen shot, the screen shot illustrating an interface for sharing a folder
in a cloud storage service, the interface being implemented in accordance with non-limiting

embodiments of the present technology.
DETAILED DESCRIPTION

[0062] Referring to Figure 1, there is shown a schematic diagram of a system 100, the system 100
being suitable for implementing non-limiting embodiments of the present technology. It is to be
expressly understood that the system 100 as depicted is merely an illustrative implementation of
the present technology. Thus, the description thereof that follows is intended to be only a
description of illustrative examples of the present technology. This description is not intended
to define the scope or set forth the bounds of the present technology. In some cases, what are
believed to be helpful examples of modifications to the system 100 may also be set forth below.
This is done merely as an aid to understanding, and, again, not to define the scope or set forth
the bounds of the present technology. These modifications are not an exhaustive list, and, as a
person skilled in the art would understand, other modifications are likely possible. Further, where

this has not been done (i.e. where no examples of modifications have been set forth), it should
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not be interpreted that no modifications are possible and/or that what is described is the sole
manner of implementing that element of the present technology. As a person skilled in the art would
understand, this is likely not the case. In addition it is to be understood that the system 100 may
provide in certain instances simple implementations of the present technology, and that where such
is the case they have been presented in this manner as an aid to understanding. As persons skilled
in the art would understand, various implementations of the present technology may be of a

greater complexity.

[0063] The general arrangement of the system 100 is well known to those of skill in the art and, as

such, only a high level description thereof will be presented here.

[0064] The system 100 comprises a communication network 101. The communication network
101 is typically associated with a plurality of user electronic devices associated respectively with
a plurality of users. A first user electronic device 102 and a second user electronic device 104,
respectively associated with a first user 103 and a second user 105, are indicated in Figure 1 for
illustrative purposes. It should be noted that the fact that the user electronic devices are associated
with specific users does not need to suggest or imply any mode of operation — such as a need to
log in, a need to be registered or the like. User electronic devices may include but are not limited to
desktop computers, mobile devices (e.g., laptop computers, smartphones, mobile computing
devices, or handheld), wearable electronic devices (smart watches) or other devices capable of

transferring digital objects (e.g. files or folders) over network.

[0065] The communication network 101 is also associated with a server 106. The server 106 hosts
a cloud storage service. The implementation of the server 106 is not particularly limited, but as an
example, the server 106 may be implemented as a single server. Alternatively, the server 106 can
be implemented as a plurality of servers. Within the latter embodiments, each of the plurality of
servers implementing the server 106 may be responsible for storing digital objects from users in a
particular region; or a particular type of users; or a particular type or size of digital objects.
Alternatively, each of the plurality of servers implementing the server 106 may be configured to
store digital objects according to a load-balancing approach executed by a supervisory entity (which

can be one of the plurality of servers).

[0066] The server 106 can be implemented as a conventional computer server. In an example of an
embodiment of the present technology, the server 106 is implemented as a Dell™ PowerEdge™
Server running the Microsoft™ Windows Server™ operating system. It should be understood that

the server 106 can be implemented in any other suitable hardware and/or software and/or firmware
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or a combination thereof.

[0067] The server 106 is coupled to the first user electronic device 102 and the second user
electronic device 104 associated respectively with the first user 103 and the second user 105 via
the communication network 101. In some non-limiting embodiments of the present technology,
the communication network 101 can be implemented as the Internet. In other embodiments of
the present technology, the communication network 101 can be implemented differently,
such as any wide-area communications network, local-area communications network, a private

communications network and the like.

[0068] How the server 106 is coupled to the user electronic devices 102 and 104 via the
communication network 101 is not particularly limited and will vary depending on how the
communication network 101 and the respective user electronic devices 102 and 104 are
implemented. Merely as an example and not as a limitation, in those embodiments of the present
technology where the first user electronic device 102 is implemented as a wireless communication
device (such as a smartphone or a tablet computer), the first user electronic device may be connected
to the communication network via a wireless connection (such as but not limited to, a 3G
communications network connection, a 4G communications network connection, a Wireless
Fidelity, or WiFi® for short, a Bluetooth®, and the like). In those examples, where the first user
electronic device 104 is implemented as a notebook computer, the first user electronic device
102 may be connected to the communication network 101 via either wireless (such as Wireless
Fidelity, or WiFi® for short, Bluetooth® or the like) or wired (such as an Ethernet based)
connection. The same is applicable to the second user electronic device 104. Different user
electronic devices and different types of connection may be implemented independently of each
other. It should be understood therefore that different user electronic devices can be implemented

differently and that connection types will vary accordingly.

[0069] It should be expressly understood that implementations for user electronic devices 102 and
104, connection types and communication network 101 are provided for illustration purposes only.
As such, those skilled in the art will easily appreciate other specific implementational details for
these elements. As such, examples provided herein above are not meant to limit the scope of the

present technology.

[0070] In one embodiment, the first user 103 and the second user 105 interact through the
communication network 101 with the server 106 via the first user electronic device 102 and the

second user electronic device 104. Interactions include, but are not limited to: uploading digital
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objects stored locally on user electronic devices 102 or 104 to the server 106, downloading digital
objects stored locally on the server 106 to user electronic devices 102 or 104, modifying digital
objects stored on the server 106, sharing digital objects or representations thereof stored on the
server 106. The sharing includes but is not limited to: generating and sending a public link associated
with the digital object to one or more public users; sending to one or more users an invitation to join

a shared access to the digital object (to be described in greater detail herein below).

[0071] For further understanding and illustration of the system 100, reference is now made to Figure
6, which depicts a screen shot 600 of a standard interface for uploading, modifying, downloading or
sharing digital objects in a cloud storage service. It should be noted that Figure 6 is for illustration
purposes only to assist in understanding of the cloud storage service. It should also be understood
that Figure 6 contains a multitude of information, only relevant portions of which will be enumerated

and described.

[0072] In the implementation illustrated in Figure 6, the screen shot 600 depicts a user, for example
the first user 103, accessing a cloud storage service with a browser application 610 executed on the
first user electronic device 102. The browser application 610 has a command interface 611. The
browser command interface comprises an address bar 601 to allow the user to type or copy-and-
paste a Unified Resource Locator (URL) or, simply, an address associated with the web resource
the user is looking for. The browser command interface further comprises various control buttons
which include conventionally known buttons for navigating in the browser application 610 or in the
internet, such as a well-known close button 613 for closing the browser application 610 and the
well-known back button 614 for allowing the user to go back to one or more of the previously
viewed web resources. The command interface 611 also contains a plurality of opened tabs
associated with webpages opened by the first user 103, the plurality of opened tabs containing a
currently active tab 612 associated with the opened webpage of the could storage service depicted on

the screen shot 600.

[0073] The screen shot 600 shows a plurality of digital objects (files and folders). One digital object
602 of the plurality of digital objects is selected by the first user 103 of the cloud storage service. The
selected digital object 602 is marked with a checkmark (not specifically numbered). In the depicted
embodiment the selected digital object 602 is a folder containing one or more files. A preview 608
of the digital object 602 is shown on the screen shot 600. The preview 608 contains an image of a
folder with an audio content mark (not specifically numbered), the audio content mark indicative of

the digital object containing audio files. The preview 608 also contains bibliographic information
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for the digital object (not specifically numbered). In alternative embodiments, where the digital
object 602 is a file, the preview 608 may comprise an image of a first page of the document stored
in the file, an icon associated with a software application for managing the file, an image preview of

the information stored in the file and the like.

[0074] There are also shown: a download button 606 for downloading the selected digital object
602 from the server 106 to a user device; an open button 605 for opening the digital object 602, a
delete button 607 for deleting the digital object 602; a share button 603, for inviting other users for
a shared access to the digital object 602; share link button 604 for generating a public link 609 and
controlling the access to the digital object via the public link 609. The interface may further comprise
other buttons (not depicted) such as: rename button for renaming the digital object 602, copy button
for copying the digital object 602, move to folder button for moving the digital object 602 into a
different folder and the like

[0075] The share button 603 is for inviting other users for a shared access to the digital object 602.
The access to digital object 602 may be shared by the first user 103 with two or more users of a
cloud storage service and the digital object 602 may be added to the respective lists of digital objects
in the accounts of the two or more users of the cloud storage service who share access to the digital
object 602 with the first user 103. The first user 103, who initially shared access to the digital object
602 may selectively grant permissions for manipulations with digital object 602 allowed to the users
sharing the access to the digital object 602 with the first user 103. Such permissions may allow the
users sharing the access to the digital object 602 with the first user 103 to perform manipulations
with the digital object 602 such as but not limited to: modifying the digital object 602, viewing the
digital object 602, deleting the digital object 602, inviting other users for a shared access to the
digital object 602 and the like.

[0076] Users who receive the invitation for a shared access to the digital object 602 may be referred
to as “invited users”. As has been mentioned above, invited users may have registered or subscribed

to a cloud storage service, although in some cases they may be not.

[0077] When the first user 103 activates share button 603, the user may be offered to type in or
choose from the suggested list one or more email addresses or logins or other credentials of one or
more users whom the first user 103 is desirous to invite to join the shared access to the digital object
602. This can be executed, for example, in a separate pop-up window (not depicted). After the first
user 103 has entered the credentials of the user to be invited to join the shared access to the digital

object 602, the notification is sent to the invited user, the notification notifying the invited user about
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an invitation to join the shared access to the digital object 602.

[0078] The notification may be sent via e-mail to the e-mail address of the invited user entered by
the first user 103. In some embodiments, if the invited user is registered in the cloud storage service
the notification may be sent to the cloud storage service account associated with the invited user. In
some embodiments, if the invited user is not registered in the cloud storage service the notification

may be sent to the e-mail address of the invited user entered by the first user 103.

[0079] The notification may be configured to allow the invited user to accept or reject an invitation
to join the shared access to the digital object 602. If the invited user is registered in the cloud storage
service and accepts the invitation, the shared digital object 602 is then added to the list of digital
objects in the cloud storage service account of the invited user. If the invited user is not registered
in the cloud storage service and accepts the invitation, the invited user may be offered to register in
the cloud storage service. After the invited user registers in the cloud storage service, the account of
the invited user is created in the cloud storage service and the shared digital object 602 is then added

to the list of digital objects in the cloud storage service account of the invited user.

[0080] In the embodiment illustrated in Figure 6, the share link button 604 is for generating a public
link 609. The public link 609 is generated in a public link field (not specifically numbered). The
public link 609 allows other users (i.e., users other than the first user 103) to access, view, or
download the digital object 602. Other users who receive the public link 609 or access the digital
object 602 via the public link 609 may be referred to as “public users”. In some cases, public users
may have subscribed or registered with a cloud storage service, although typically a public user is

not a registered user or subscriber to the cloud storage service.

[0081] The public link 609 may be sent by the first user 103 to public users via various means of
communication which include but are not limited to: in an e-mail message, in an SMS message, in
a message in an instant messaging application, in a social network message, in a social network
publication, internet forum or any other website suitable for publishing content and the like. Public

users may access the digital object 602 via the public link 609.

[0082] Implementation of the public link 609 is not particularly limited. In some implementations,
the public link 609 is an internet address for the particular file to be loaded (typically an URL or
Universal Resource Locator, such as www.webpage.com or http://yadi.sk/d/tSQaMY -IK89Ks). In
some implementations, the public link 609 is a reference to data composed of a word, a group of

words, a string of text, or an image, that a user can click on to access a document. Implementation
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of the public link 609 is not intended to be limited. It will be appreciated by a person of skill in the

art that other implementations are possible, and any such implementation is intended to be included.

[0083] Referring again to Figure 6, it should be noted that how the cloud storage service is accessed
by the first user 103 is not particularly limited. As one example, as depicted in Figure 6, the first
user 103 may access a web site associated with the server 106. For example, the server 106 can be
accessed by typing in an URL associated with Yandex™ search engine at www.yandex.ru. It should
be expressly understood that server 106 may be accessed using any other commercially available or
proprietary search engines. A browser application 418 may be used as depicted, i.e., a first user
electronic device 102 may be executing the browser application 418, which can be implemented as
a Yandex™ browser application. It should be expressly understood that any other commercially
available or proprietary browser applications can be used for implementing non-limiting
embodiments of the present technology. Further, any other suitable interface for accessing the server

106 can be used.

[0084] It should also be noted that other types of applications may be used to access the cloud
storage service hosted on the server 106. In some embodiments, the first user 103 can access the
cloud storage service using an application specifically dedicated for accessing the cloud storage
service. The first user electronic device 102 may be executing the application. For example, the first
user 103 can access the cloud storage service via Yandex™ Disk application executed on the first
user electronic device 102. Other commercially available or proprietary applications dedicated for
accessing cloud storage services may be used for implementing non-limiting embodiments of the
present technology. In some embodiments, an application specifically dedicated for accessing a
cloud storage service executed on the first user electronic device 102 integrates network-stored
digital objects with the local file system of the user electronic device 102 to enable the first user 103
to manipulate network-stored files through the same user interface (UI) used to manipulate digital
objects on the local file system, e.g., via a file explorer, file finder and the like. It should be noted
that in the foregoing description of non-limiting embodiments of interfaces for accessing the cloud
storage service, reference is made to the first user 103 and the first user electronic device 102 for
illustrative purposes only, and it should be expressly understood that the same may equally apply to
the second user 105 and user electronic device 104 and to other users of the cloud storage service

and their respective user electronic device.

[0085] For further understanding and illustration of the system 100, reference will now be made

to Figure 2, which depicts a schematic illustration of a non-limiting embodiment of the server 106.
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[0086] In the embodiment depicted in Figure 2 the server 106 includes an interface module 201, a
user account module 202, and a storage unit 204. In various embodiments, the server 106 may
include one or more servers that are located in close physical proximity, or some servers may be
locally together and others remote. It should be understood that the depicted functional structure of
the server 106 should not be considered limiting to the scope of the present technology. In other
embodiments, the functional structure of the server 106 may differ as to include functional modules
and units not described in the depicted embodiment, exclude one or more functional modules and
units described in the depicted embodiment or having different functionality of one or more modules

and units described in the depicted embodiment.

[0087] Interface module 201 facilitates access to digital objects, storage of and transfer of digital
objects between the server 106 and user electronic devices 102 and 104. Interface
module 201 receives digital objects from and sends digital objects to user electronic devices 102
and 104. Interface module 201 may act as a counterpart to a user interface of an application
specifically dedicated for accessing a cloud storage service that allows a user to manipulate digital
objects stored on the server 106. As an alternative or an addition to a file explorer interface, interface
module 201 may provide a web interface (e.g. similar to the one depicted in Figure 6) for user
electronic devices 102 and 104 to access (e.g. the via browser application 610) and allow the users
103 and 105 to manipulate digital objects stored on the server 106. In this way, the users 103 and

105 can directly manipulate digital objects stored on the server 106.

[0088] A user account module 202 is configured to maintain one or more accounts associated with
one or more users, such as the first user account 203 and the second user account 205 respectively
associated with the first user 103 and the second user 105. A user having an account in the cloud
storage service hosted on the server 106 can be thought of as a registered user or a “subscriber” to
the remote storage service provided by the server 106. Generally speaking, the term “subscriber”
should not be interpreted to have any particular meaning and, as such, teachings of the present

technology equally apply to both “free” and “paid for” cloud storage services.

[0089] The user account module 202 may track digital objects stored in the storage unit 204 (such
as the digital object 206) and maintain association of digital objects with user accounts. As users
103 and 105 invite other users to join the shared access the digital object 206, the user account
module 202 may update the list of digital objects associated with each user account in the storage
unit 204. The user account module 202 may also track user electronic devices (such as user

electronic devices 102 and 104) that are associated with each user account (e.g a first user account
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203 and the second user account 205). For example, the first user 103 may want to share all his or
her digital objects between the first user electronic device 102 (e.g a desktop computer) and a third
user electronic device (not depicted) associated with the first user 103, which may be a mobile
computing device (e.g., tablet computer, smart phone, etc.). To make such a sharing arrangement
seamless to the first user 103, the first user single account 203 in the cloud storage service hosted
on the server 106 may be associated with each of the first user electronic device 102 and the third
user electronic device (not depicted) by creating a new digital object reference strings associated
with digital objects to be shared for each of the first user electronic device 102 and the third user
electronic device and storing the digital object reference strings in the list of digital objects
associated with the first user 103 and the first user account 203. In this way, cloud storage service
hosted on the server 106 may be able to determine which user electronic device is requesting
retrieval of the file. Additionally, in some embodiments, the user account module 202 may facilitate
synchronization between and among the various user electronic devices and the server 106. In some
embodiments, an application executed on the first user electronic device 102 manages
synchronization of the list of digital objects associated with the first user account stored on the first
user electronic device 102 with the list of digital objects associated with the first user account 203
stored on the server 106 in order to maintain synchronized locally stored digital objects with the

server stored digital objects.

[0090] The storage unit 204 is typically a unit capable of storing digital objects, such as the digital
object 206. The digital object 206 can be a file or a folder containing at least one file or any other
digital content item which can be stored on a computer and transmitted via communication
networks. The digital object 206 stored in the storage unit 204 is shown for illustrative purposes.
Like the server 106, the storage unit 204 may be implemented as a single unit, or alternatively as a

plurality of units.

[0091] Typically, in a cloud storage service, in order to avoid unnecessary use of storage space of
the storage unit 204, administrators of the server 106 try to avoid storing duplicate copies of the
same digital object (e.g. a file). Accordingly, when a user (the first user 103 for example) uploads a
digital object 206 to the server 106, the digital object 206 will undergo a deduplication process, in
which the digital object 206 is checked to determine whether it is duplicative of another digital
object which is already stored by the cloud storage service. If a digital object 206 is found to be
duplicative, then rather than storing a second copy of the same digital object 206, the first user 103
uploading the duplicative copy will simply be associated via a first association link 208 with the

first copy of the digital object 206 which is already stored on the server 106. In some embodiments,
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the first association link 208 may be implemented as an entry in a file-user map mapping user
accounts to digital objects. Thus one physical copy (i.e. a single instance) of the digital object 206
may be linked to accounts of multiple users who uploaded their duplicative copy of the digital
object. For example, one physical copy (i.e. a single instance) of the digital object 206 may be linked
to the first user account 203 and the second user account 205. The first user 103 may be unaware of
the fact that a digital object 206 uploaded by him or her is deduplicated and that the digital object
206 1in his or hers cloud service account 203 is a previously uploaded copy of the digital object 206
uploaded by the second user 105. Deduplication systems are known in the art, such as that described
in U.S. Patent Application Publication No. 2011/0225129. It is intended that any suitable
deduplication system can be used in implementations of the present technology. In one specific

embodiment of the present technology, the deduplication process uses a checksum algorithm.

[0092] Referring again to Figure 2, there is depicted a digital object 206 stored in the storage unit
204. The digital object is associated with the first user account 203 via the first association link 208

and with the second user account 205 via a second association link 207.

[0093] The digital object 206 is further associated with a sharing counter 209. The sharing counter
209 is any suitable counter of total sharing actions associated with the digital object 206 across all
of the user accounts of the cloud storage service such as the first user account 203 and the second
user account 205 which are associated with a digital object 206 via respective association links, such
as but not limited to: the number of times one or more public links associated with the digital object
206 were generated by the first user 103 and the second user 105; the number of times public users
accessed the digital object 206 via a public link associated therewith, the number of times the first
user 103 and the second user 105 invited other users to join the shared access to the digital object
206, the number of times invited users accepted the invitation to join shared access to the digital

object 206 and the like.

[0094] In alternative embodiments the sharing counter 209 or the digital object 206 associated
therewith may be further associated with a first individual sharing counter (not depicted) and a
second individual sharing counter (not depicted) respectively associated with the first user 103 and
the second user 105. The first and the second individual sharing counters may be indicative of the
respective numbers of sharing actions associated respectively with the first user 103 and the second

user 105 and the digital object 206.

[0095] In some embodiments of the method, the server 106 may execute assessment routine to

determine values of the first individual sharing counter (not depicted) and the second individual
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sharing counter (not depicted) respectively associated with the first user 103 and the second user
105. It might be the case that information about sharing actions associated with particular user
account may be useful for later analysis of spam attacks. For example, it may be analysed by the
administrator or the operator associated with the server 106. Accordingly, during the assessment
routine, the server 106 may store values of the first individual sharing counter (not depicted) and
the second individual sharing counter (not depicted) respectively associated with the first user 103
and the second user 105. For example, the values may be stored in a log file associated with the

server 106.

[0096] In some embodiments the sharing counter 209 or the digital object 206 associated therewith

may be further associated with a time parameter (not depicted).

[0097] In some embodiments, the time parameter may be indicative of time taken for the sharing
counter 209 to reach the current sharing counter value. For example, if the sharing counter value of
the sharing counter 209 is 2 counts, and the time parameter value is 60 minutes it should be
interpreted as the number of sharing actions associated with the digital object 206 incremented from
0 to 2 in 60 minutes. In some embodiments the time parameter may track time from the moment the
digital object 206 was initially uploaded to or created on the server 106. In alternative embodiments
the time parameter may be triggered by the first sharing action associated with the digital object 206
and may track time from the moment of first sharing action associated with the digital object

occurring in the cloud storage service.

[0098] In some embodiments, the time parameter may be indicative of an average incrementing
speed of the sharing counter. For example, if the sharing counter value of the sharing counter 209
is 2 counts, and the time parameter value is 1 count per hour it should be interpreted as that on
average 1 sharing action associated with the digital object 206 occurs in the cloud storage service
per one hour. It then may be derived that the time needed for the time parameter to increment value
from O to 2 was one hour. In some embodiments the average incrementing speed of the sharing
counter may be calculated for the time period staring from the moment digital object was initially
uploaded to or created on the server 106. In alternative embodiments the average incrementing speed
of the sharing counter may be calculated for the time period staring from the moment the first sharing

action associated with the digital object 206 and occurred in the cloud storage service.

[0099] The implementation of the time parameter is not particularly limited, and it should be
expressly understood that the time parameter may be implemented using units of time or units of

average incrementing speed other than those described in the exemplary embodiments above. It
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should also be noted that other events may trigger tracking of time or average sharing speed

performed by the time parameter.

[00100] Reference will now be made to Figure 3, which depicts a method 300, the method
300 being implemented within the system 100 of Figure 1 and being implemented according with
non-limiting embodiments of the present technology. The method 300 can be conveniently executed

at the server 106.

[00101] Step 301 - receiving from a first user 103 an indication of a first sharing action

for sharing access to the digital object 206

[00102] The method 300 begins at step 301, where the server 106 receives via the
communication network 101 from the first user electronic device 102 associated with the first user
103 an indication of a first sharing action associated with a digital object 206 stored on the server
106. In some embodiments the first indication may be indicative of the first user 103 generating a
public link associated with the digital object 206. In some embodiments the first indication may be
indicative of the first user 103 sending a public link associated with the digital object 206 to one or
more public users. In alternative embodiments, the first indication may be indicative of the first user
103 of the cloud storage system inviting other users to join the shared access to the digital object

206.

[00103] In some embodiments, the digital object 206 may be associated with the first user
account 203 of the first user 103 via the first association link 208. In some embodiments the digital
object 206 may be previously uploaded to the server 106 by the first user 103 or the second user
105.

[00104] In embodiments of the present technology, both the first user 103 and the second user

105 have access to the digital object 206 via the communication network 101.

[00105] In some non-limiting embodiments of the present technology, the digital object 206
stored on the server 106 is a single instance of the digital object 206 associated with the first user
account 203 and the second user account 205 via respective association links 208 and 207. One or
both of the association links 208 and 207 may be established by the server 106 during a
deduplication process, as has been explained above. The first version of the digital object 206 may
be uploaded to the server 106 by the first user 103 and the second version of digital object 206 may
be uploaded to the server 106 by the second user 105. The server 106 may conduct a deduplication
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process and upon detection that that the first version of the digital object 206 and second version of
digital object 206 are the same, the server 106 may discard a selected one of the first version of the
digital object 206 and the second version of digital object 206. The selected version may be the later
received version of the digital object 206. The server may then establish an association link between
the stored single instance of the digital object 206 and the selected one of or both of the first user

account 203 and the second user account 205.

[00106] Step 302 - responsive to the first indication, incrementing a sharing counter

value of a sharing counter 209 dedicated to the digital object 206

[00107] When the server 106 receives the first indication of the sharing action associated with
a digital object 206, it triggers incrementing of the sharing counter value of the sharing counter 209

associated with a digital object 206.

[00108] The way the sharing counter value is incremented is not particularly limited. In some
embodiments the sharing counter value may count sharing actions associated with the digital object
206, i.e. each sharing action will increase the value of a sharing counter 209 by 1. In alternative
embodiments, sharing actions of different types may increment the value of the sharing counter 209
in different increments. For example, generating a public link associated with the digital object 206
may increment the value of the sharing counter 209 by 1, whereas invitation for a shared access for
the digital object 206 may increment the value of the sharing counter 209 by 2. The increments of
the sharing counter 209 may be same for sharing actions of each type or may be determined
independently by the administrator of the server 106. In some embodiments, sharing counter value
increments per sharing action may be different for different types of digital object 206. For example
generating a public link associated with a digital object 206 which is an image file may increment
the sharing counter 209 associated with the image file by 1, whereas the same generating a public
link associated with a digital object 206 which is a software application may increment the sharing
counter 209 by 2. In various embodiments the values of increments per sharing action may vary,

and any suitable sharing counter increment per sharing action is intended to be included.

[00109] In some embodiments, the sharing counter 209 can be additionally configured to
increment its value responsive to sharing actions associated with the digital object 206 performed
by public users or invited users. In some embodiments, the sharing counter can additionally be
incremented responsive to a public user accessing the digital object 206 via a public link associated
therewith. In some non-limiting embodiments, the sharing counter 209 can additionally be

incremented responsive to an invited user accepting the invitation to have shared access to the digital
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object 206.

[00110] In some embodiments, if the server has a plurality of digital objects stored thereon,
the sharing counter values of each digital object from the plurality of digital objects may be
incremented independently from sharing counters of other digital objects from the plurality of digital

objects.

[00111] Step 303 - receiving from a second user 105 an indication of a second sharing

action for sharing access to the digital object 206

[00112] At step 303 the server 106 receives via a communication network 101 from the
second user electronic device 104 associated with the second user 105 an indication of a second
sharing action associated with the digital object 206 stored on the server 106. In some embodiments
the second indication may be indicative of the second user 105 generating a public link associated
with the digital object 206. In some embodiments the second indication may be indicative of the
second user 105 sending a public link associated with the digital object 206 to one or more public
users. In some implementations of the technology, the first user 103 and the second user 105
send the same public link to public users. However, it should be expressly understood that in other
implementations, the first user 103 and the second user 105 may generate and send different public
links to public users. In other words, public links generated and sent by the first user 103 and the
second user 105 need not be the same, although they might be. In some embodiments, the second
indication may be indicative of the second user 105 inviting other users to join the shared access to
the digital object 206. It should also be noted that the first sharing action and the second sharing
action need not necessarily be of the same kind, although they may be. For example, the first sharing
action can be generating a public link associated with the digital object 206 whereas the second

action can be inviting other users to join the shared access to the digital object 206.

[00113] In some embodiments, the digital object 206 is associated with the second user

account 205 of the second user 105 via the second association link 207.

[00114] Step 304 - responsive to the second indication further incrementing the sharing

counter value of a sharing counter 209 dedicated to the digital object 206

[00115] When the server 106 receives the first indication of the sharing action associated with
a digital object 206, it triggers further incrementing of the sharing counter value of the sharing

counter 209 associated with a digital object 206.
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[00116] Step 305 - responsive to the sharing counter value reaching a pre-determined

threshold value, executing a spam preventive action associated with the digital object 206

[00117] In step 305 of the method 300, a spam preventive action is applied to the digital
object 206, if the sharing counter value of the sharing counter 209 is above a pre-determined

sharing counter threshold.

[00118] In implementations of the technology, a spam preventive action is not particularly
limited. The term “spam preventive action” is intended to include any action which is aimed at
preventing or blocking spam attacks and mass distribution of harmful software and other unwanted
digital content items. In some embodiments spam preventive action may include: transmitting an
indication of the digital object 206 and the sharing actions associated therewith to a human assessor;
blocking the digital object 206 for sharing (i.e. inviting other users to join shared access to the digital
object 206); blocking generation of public links associated with the digital object 206; blocking the
digital object 206 for access; deleting the digital object 206 from the server 106; deleting copies of
the digital object 206 stored locally on user electronic devices 102 and 104 associated with the
digital object 206; preventing copies of the digital object 206 being uploaded to the server 106;
blocking at least one user account of one of the first user 103 and the second user 105; sending a
warning notification to one of the first user 103 and the second user 105; sending a notification
indicating a potential spam distribution to public users; sending a notification indicating a potential
spam distribution to users invited to join the shared access to the digital object 206. A combination
of any of the foregoing may also be used. Many spam preventive actions for preventing or blocking
spam attacks and mass distribution of harmful software are known, and any of such suitable spam

preventive actions are intended to be included.
[00119] In some implementations, a spam preventive action is executed at the server 106.

[00120] In some implementations, applying a spam preventive action includes generating a
trigger by the server 106 and sending, by the server 106, the trigger via the communication network
101 to the user electronic devices 102 and 104; and the trigger causing the user electronic devices
102 and 104 to apply the spam preventive action associated with at least one of: deleting copies of
the digital object 206 stored locally on user electronic devices 102 and 104; displaying a warning
notification to the first user 103 and the second user 105; blocking generation of public links

associated with the digital object 206; blocking the digital object 206 for sharing and the like.
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[00121] A pre-determined threshold value used for the sharing counter value is not
particularly limited. In some embodiments an administrator or operator associated with the server
106 may set the pre-determined threshold based on an empirical review of spam distribution
activities and patterns. Alternatively, an administrator or operator of the server 106 may set the pre-
determined threshold at a certain level and then amend the pre-determined threshold from time to
time, based for example, on user feedback on spam preventive-actions being mistakenly applied to

non-spam digital objects.

[00122] In some embodiments, the pre-determined threshold may be the same for all digital
objects stored on the server 106. In other embodiments, as some types of digital objects are more
likely to be spam then others, different thresholds may be set up for different types of digital objects.
For example, if the digital object 206 is an image file, the threshold applied thereto may be set up
to be 100 sharing actions associated with the digital object 206, whereas if the digital object 206 is
a Microsoft Excel spreadsheet file, the threshold applied thereto may be set up to be 10000 sharing
actions associated with the digital object 206. In some embodiments, lower thresholds may be
applied to digital objects containing spam-marker words or phrases in the title or content of the
digital object. For example, if the digital object 206 contains spam-marker phrase “best offer”, the
threshold applied thereto may be 50 sharing actions associated with the digital object 206, whereas
if the digital object 206 does not contain any spam-marker words or phrases, the threshold applied
thereto may be 100 sharing actions associated with the digital object 206. In some non-limiting
examples of the present technology, the selection of threshold to be applied to the digital object 206
may be based at least in part on metadata associated with the digital object 206 such as information
about when the digital object 206 was created, who created it, when it was last updated, file size of
the digital object 206 and the like. A combination of any of the foregoing is also included. It is

intended that any suitable pre-determined threshold may be set.

[00123] Reference will now be made to Figure 4, which depicts a method 400, the method
400 being implemented within the system 100 of Figure 1 and being implemented according with
non-limiting embodiments of the present technology. The method 400 can be conveniently executed

at the server 106.

[00124] Steps 401, 402, 403, 404 are respectively similar to steps 301, 302, 303, 304 of the
method 300 as described above. In the non-limiting embodiment of method 400 depicted in Figure
4 the sharing counter 209 is associated with a time parameter which is indicative of time taken for

the sharing counter 209 to reach the current sharing counter value. In should be noted, that in
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alternative embodiments of method the time parameter may be indicative of the average
incrementing speed of the sharing counter 209. The method 400 in this case will be changed

accordingly, which will be described in greater detail herein below.

[00125] Step 405 — responsive to the sharing counter value reaching a pre-determined
threshold value, assessing the time parameter associated with the sharing counter 209

dedicated to the digital object 206

[00126] In step 405 of the method 400 the server 106 assesses the time parameter, if the

sharing counter value reached a pre-determined threshold.

[00127] Step 406 — responsive to the time parameter being below a time parameter

threshold value, executing a spam preventive action associated with the digital object 206

[00128] In step 406 of the method 400, a spam preventive action is applied to the digital
object 206, if the time parameter associated with the sharing counter 209 is below a time parameter

threshold value.

[00129] How the time parameter threshold is implemented is not particularly limited. In some
embodiments an administrator or an operator associated with the server 106 may set the time-
parameter threshold based on an empirical review of spam distribution activities and patterns.
Alternatively, an administrator or operator of the server 106 may set the pre-determined threshold
at a certain level and then amend the time parameter threshold from time to time, based for example,

on user feedback on spam preventive-actions being mistakenly applied to non-spam digital objects.

[00130] In some embodiments the time parameter threshold may be the same for all digital
objects stored on the server 106. In other embodiments the selection of the time parameter threshold
may be based at least in part on the type of the digital object 206. In other non-limiting embodiments
the time parameter threshold may be determined based on metadata associated with the digital object
206. In some alternative embodiments the time parameter threshold associated with the sharing
counter 209 may be determined based on the sharing counter value threshold. It is intended that any

suitable time-parameter threshold may be set.

[00131] For a better understanding of step 406 of the method 400 reference is now made to
Figure 5, which depicts two graphs, 502 and 504, which respectively reflect the first and the second
example of changes over time of the counts (i.e. value) of the sharing counter 209 associated with

the digital object 206.
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[00132] On the diagram in Figure 5, T's denotes the pre-determined sharing counter threshold
of the sharing counter 209 associated with the digital object 206; T denotes the time parameter

threshold for the time parameter associated with the sharing counter 209.

[00133] In the first example, the steep graph 502 shows rapid growth of the sharing counter
value, wherein the value of the sharing counter 209 reaches threshold Ts when the value of the time

parameter associated with the sharing counter 209 is t;.

[00134] In the second example, the mildly sloping graph 504 shows slow growth of the
sharing counter value, wherein the value of the sharing counter 209 reaches threshold Ts when the

value of the time parameter associated with the sharing counter 209 is t2.

[00135] In the first example, rapid growth of the sharing counter value may be indicative of
spamming activity associated with the digital object 206, as in this case the value of the time
parameter t; at the moment of the sharing counter 209 reaching the threshold Ts is lower than the
time parameter threshold T:. Accordingly, a spam preventive action will be applied to the digital
object 206 by the server 106 in step 406 of the method 400 responsive to the time parameter value

t1 being below threshold.

[00136] In the second example, although the sharing counter value of the sharing counter 209
reached the threshold Ts, the time taken for that is much longer than in the first example, which
may be indicative of normal sharing activity associated with digital object 206. The time parameter
value t2 at the moment of the sharing counter 209 reaching the threshold T's is lower than the time
parameter threshold T:. Accordingly, a spam preventive action will not be applied to the digital
object 206 by the server 106 in step 406 of the method 400 responsive to the time parameter value

t1 being below threshold.

[00137] Referring again to the method 400 depicted in Figure 4, it should be noted that in
some non-limiting embodiments of the method 400 alternative to the embodiment shown in Figure
4, the time parameter associated with the sharing counter 209 may be indicative of the average
incrementing speed of the sharing counter 209 and, as the average incrementing speed of the sharing
counter is reciprocal to the time taken to reach the sharing counter value, in those alternative
embodiments the step 406 of the method 400 should be modified to execute time spam preventive
action responsive to the time parameter being above a time parameter threshold value. The time
parameter threshold value should be modified accordingly to denote maximum average

incrementing speed of the sharing counter 209.
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[00138] It should be expressly understood that not all technical effects mentioned herein need
to be enjoyed in each and every embodiment of the present technology. For example, embodiments
of the present technology may be implemented without the user enjoying some of these technical
effects, while other embodiments may be implemented with the user enjoying other technical effects

or none at all.

[00139] One skilled in the art will appreciate when the instant description refers to “receiving
data” from a user that the electronic device executing receiving of the data from the user may receive
an electronic (or other) signal from the user. One skilled in the art will further appreciate that
displaying data to the user via a user-graphical interface (such as the screen of the electronic device
and the like) may involve transmitting a signal to the user-graphical interface, the signal containing
data, which data can be manipulated and at least a portion of the data can be displayed to the user

using the user-graphical interface.

[00140] Some of these steps and signal sending-receiving are well known in the art and, as
such, have been omitted in certain portions of this description for the sake of simplicity. The signals
can be sent-received using optical means (such as a fibre-optic connection), electronic means (such
as using wired or wireless connection), and mechanical means (such as pressure-based, temperature

based or any other suitable physical parameter based).

[00141] Modifications and improvements to the above-described implementations of the
present technology may become apparent to those skilled in the art. The foregoing description is
intended to be exemplary rather than limiting. The scope of the present technology is therefore

intended to be limited solely by the scope of the appended claims.

[00142] In should also be noted, that although the above-described implementations have
been described and shown with reference to particular steps performed in a particular order, it will
be understood that these steps may be combined, sub-divided, or re-ordered without departing from
the teachings of the present technology. Accordingly, the order and grouping of the steps is not a

limitation of the present technology.

[00143] As such, the methods and systems implemented in accordance with some non-
limiting embodiments of the present technology can be represented as follows, presented in

numbered clauses.
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[00144] [Clause 1] A method of detecting spam activity in a cloud service, the cloud service
hosted on a server (106), the server (106) having a digital object (206) stored thereon, the server
(106) being accessible, via a communication network (101), by a plurality of users of the cloud

service, the method executable by the server (106), the method comprising:

receiving from a first user (103) of the plurality of users of the cloud storage service an

indication of a first sharing action for sharing access to the digital object (206);

responsive to the first indication, incrementing a sharing counter value of a sharing counter

(209) dedicated to the digital object (206);

receiving from a second user (105) of the plurality of users of the cloud storage service an

indication of a second sharing action for sharing access to the digital object (206);

responsive to the second indication further incrementing the sharing counter value of a

sharing counter (209) dedicated to the digital object (206);

responsive to the sharing counter value reaching a pre-determined threshold value, executing

a spam preventive action associated with the digital object (206).

[00145] [Clause 2] The method of clause 1, wherein each one of the first user (103) and the
second user (105) is respectively associated with a first user account (203) and a second user account

(205) in a cloud service.

[00146] [Clause 3] The method of any one of clauses 1 and 2, wherein the digital object (206)

is one of:

a file,

a folder containing at least one file.

[00147] [Clause 4] The method of any one of clauses 1 to 3, wherein the digital object (206)
has been previously uploaded to the server (106) by at least one of the first user (103) and the second
user (105).

[00148] [Clause 5] The method of any one of clauses 1 to 4, wherein both the first user (103)
and the second user (105) have access to the digital object (206).
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[00149] [Clause 6] The method of any one of clauses 1 to 5, wherein the sharing action

includes at least one of:

generating a public link associated with the digital object (206);

sending a public link associated with the digital object (206) to one or more public users;

sending to one or more invited users an invitation to join a shared access to the digital object

(2006).

[00150] [Clause 7] The method of any one of clauses 1 to 6, wherein the sharing counter

(209) is additionally configured to be incremented responsive to at least one of:

an invited user accepting an invitation to join the shared access to the digital object (206)

a public user accessing the digital object (206) through the public link associated with the
digital object (206).

[00151] [Clause 8] The method of any one of clauses 1 to 7, wherein prior to the receiving
from the first user (103) of the plurality of users of the cloud service the indication of the first sharing

action, the method further comprises:

receiving from a first upload action for a first version of the digital object (206);

receiving from the second user (105) a second upload action for a second version of the

digital object (206);

executing a de-duplication process to store a single instance of the digital object (206), the

single instance accessible to both the first user (103) and the second user (105).

[00152] [Clause 9] The method of clause 8, further comprising storing only the single
instance of the digital object (206) on the server (106).

[00153] [Clause 10] The method of any one of clauses 8 to 9, wherein executing the de-

duplication process comprises:

responsive to determining that the first version of the digital object (206) and the second

version of the digital object (206) are the same, discarding a selected one of the first version
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of the digital object (206) and the second version of the digital object (206), the selected one

being a later received version of the digital object (206).

[00154] [Clause 11] The method of any one of clauses 8 to 10, wherein each of a first user
account (203) associated with the first user (103) and a second user account (205) associated with

the second user (105) are assigned a link pointing to the single instance of the digital object (206).

[00155] [Clause 12] The method of any one of clauses 1 to 11, wherein the digital object
(206) is a first digital object (206), wherein the sharing counter (209) is a first sharing counter, and

wherein:

the server (106) has a second digital object (206) stored therein, the second digital object

(206) having a second sharing counter associated therewith, and wherein

the first sharing counter (209) and the second sharing counter are incremented independently
therebetween in response to sharing actions associated with their associated first digital

object (206) and second digital object (206).

[00156] [Clause 13] The method of any one of clauses 1 to 12, wherein the spam preventive

action comprises at least one of:

transmitting an indication of the digital object (206) and the associated sharing actions to a

human assessor;

blocking the digital object (206) for sharing;

blocking the digital object (206) for access;

deleting the digital object (206);

blocking at least one user account of one of the first user (103) and the second user (105);

sending a warning notification to one of the first user (103) and the second user (105);

sending a notification indicating a potential spam distribution to public users;

sending a notification indicating a potential spam distribution to users invited to join a shared

access to the digital object (206).
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[00157] [Clause 14] The method of any one of clauses 1 to 13, further comprising, prior to
the executing a spam preventive action associated with the digital object (206), executing a
assessment routine to determine an individual sharing counter associated with the first user (103)

and an individual sharing counter associated with the second user (105).

[00158] [Clause 15] The method of any one of clauses 1 to 14, wherein the sharing counter
(209) dedicated to the digital object (206) is associated with a time parameter.

[00159] [Clause 16] The method of clause 15, wherein the time parameter is indicative of a

time taken to reach the sharing counter value of the sharing counter (209).

[00160] [Clause 17] The method of clause 15, wherein the time parameter is indicative of an

average incrementing speed of the sharing counter (209).

[00161] [Clause 18] The method of any one of clauses 15 to 17, further comprising, prior to
the executing a spam preventive action associated with the digital object (206), assessing the time

parameter associated with the sharing counter (209) dedicated to the digital object (206).

[00162] [Clause 19] The method of clause 18, wherein assessing the time parameter
associated with the sharing counter (209) comprises comparing the time parameter to a time

parameter threshold value.

[00163] [Clause 20] The method of clause 19, further comprising executing a spam
preventive action associated with the digital object (206) only responsive to the time parameter

exceeding the time parameter threshold value.

[00164] [Clause 21] The method of clause 19, further comprising executing a spam
preventive action associated with the digital object (206) only responsive to the time parameter

threshold value exceeding the time parameter.

[00165] [Clause 22] The method of any one of clauses 1 to 21, wherein the cloud service is a

cloud storage service

[00166] [Clause 23] A server (106) configured to detect spam activity in a cloud service, the

server (106) comprising:
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a communication interface for communication with an electronic device via a
communication network, the electronic device being associated with one of a plurality of

users of a cloud service provided by the server (106);
an interface module (201);

a user account module (202);

a storage unit (204);

a processor operationally connected with the communication interface, the user interface
module (201), the user account module (202) and the storage unit (204), the processor
configured to cause the memory module to store a digital object (206), the processor being

further configured to:

receive from a first user (103) of the plurality of users of the cloud service an indication of

a first sharing action for sharing access to the digital object (206);

responsive to the first indication, increment a sharing counter value of a sharing counter

(209) dedicated to the digital object (206);

receive from a second user (105) of the plurality of users of the cloud service an indication

of a second sharing action for sharing access to the digital object (206);

responsive to the second indication further increment the sharing counter value of the sharing

counter (209) dedicated to the digital object (206);

responsive to the sharing counter value reaching a pre-determined threshold value, execute

a spam preventive action associated with the digital object (206).

[00167] [Clause 24] The server (106) of clause 23, the processor being further configured to
associate each one of the first user (103) and the second user (105) respectively with a first user

account (203) and a second user account (205) in a cloud service.

[00168] [Clause 25] The server (106) of any one of clauses 23 and 24, wherein the digital
object (206) is one of:

a file,
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a folder containing at least one file.

[00169] [Clause 26] The server (106) of any one of clauses 23 to 25, wherein the digital object
(206) has been previously uploaded to the server (106) by at least one of the first user (103) and the

second user (105).

[00170] [Clause 27] The server (106) of any one of clauses 23 to 26, the processor being
further configured to provide both the first user (103) and the second user (105) with access to the
digital object (206).

[00171] [Clause 28] The server (106) of any one of clauses 23 to 27, wherein the sharing

action includes at least one of:

generating a public link associated with the digital object (206);

sending a public link associated with the digital object (206) to one or more public users;

sending to one or more invited users an invitation to join a shared access to the digital object

(206);

[00172] [Clause 29] The server (106) of any one of clauses 23 to 28, wherein the sharing

counter (209) is additionally configured to be incremented responsive to at least one of:

an invited user accepting an invitation to join the shared access to the digital object (206)

a public user accessing the digital object (206) through the public link associated with the
digital object (206).

[00173] [Clause 30] The server (106) of any one of clauses 23 to 29, the processor being
further configured to, prior to the receiving from the first user (103) of the plurality of users of the

cloud service the indication of the first sharing action:

receive from the first user (103) a first upload action for a first version of the digital object

(206);

receive from the second user (105) a second upload action for a second version of the digital

object (206);
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execute a de-duplication process to store a single instance of the digital object (206), the

single instance accessible to both the first user (103) and the second user (105).

[00174] [Clause 31] The server (106) of clauses 30, the processor being further configured to
store only the single instance of the digital object (206) on the server (106).

[00175] [Clause 32] The server (106) of any one of clauses 30 and 31, the processor being

further configured to execute the de-duplication process such that:

responsive to determining that the first version of the digital object (206) and the second
version of the digital object (206) are the same, discard a selected one of the first version of
the digital object (206) and the second version of the digital object (206), the selected one

being a later received version of the digital object (206).

[00176] [Clause 33] The server (106) of any one of clauses 30 to 32, the processor being
further configured to assign a link pointing to the single instance of the digital object (206) to each
of a first user account (203) associated with the first user (103) and a second user account (205)

associated with the second user (105).

[00177] [Clause 34] The server (106) of any one of clauses 23 to 33, wherein the digital object
(206) is a first digital object (206), wherein the sharing counter (209) is a first sharing counter, and
wherein the processor is further configured to store a second digital object (206), the second digital
object (206) having a second sharing counter associated therewith, and wherein the processor is

further configured:

to increment the first sharing counter (209) and the second sharing counter independently
therebetween in response to sharing actions associated with their associated first digital

object (206) and second digital object (206).

[00178] [Clause 35] The server (106) of any one of clauses 23 to 34, wherein to execute the

spam preventive action, the processor is configured to execute at least one of:

transmitting an indication of the digital object (206) and the associated sharing actions to a

human assessor;

blocking the digital object (206) for sharing;
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blocking the digital object (206) for access;

deleting the digital object (206);

blocking at least one user account of one of the first user (103) and the second user (105);

sending a warning notification to one of the first user (103) and the second user (105);

sending a notification indicating a potential spam distribution to public users,

sending a notification indicating a potential spam distribution to users invited to join a shared

access to the digital object (206).

[00179] [Clause 36] The server (106) of any one of clauses 23 to 35, the processor being
further configured, prior to the executing a spam preventive action associated with the digital object
(206), to execute a assessment routine to determine an individual sharing counter associated with

the first user (103) and an individual sharing counter associated with the second user (105).

[00180] [Clause 37] The server (106) of any one of clauses 23 to 36, wherein the sharing

counter (209) is associated with a time parameter.

[00181] [Clause 38] The server (106) of clause 37, wherein the time parameter is indicative

of a time taken to reach the sharing counter value of the sharing counter (209).

[00182] [Clause 39] The server (106) of clause 37, wherein the time parameter is indicative

of an average incrementing speed of the sharing counter (209).

[00183] [Clause 40] The server (106) of clause 37, the processor being further configured to
assess the time parameter associated with the sharing counter (209) dedicated to the digital object

(206) prior to executing a spam preventive action associated with the digital object (206).

[00184] [Clause 41] The server (106) of clause 40, the processor being further configured to
compare the time parameter to a time parameter threshold value when assessing the time parameter

associated with the sharing counter (209).

[00185] [Clause 42] The server (106) of clause 41, the processor being further configured to
execute a spam preventive action associated with the digital object (206) only responsive to the time

parameter exceeding the time parameter threshold value.
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[00186] [Clause 43] The server (106) of clause 41, the processor being further configured to
execute a spam preventive action associated with the digital object (206) only responsive to the time

parameter threshold value exceeding the time parameter.
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CLAIMS

1. A method of detecting spam activity in a cloud service, the cloud service hosted on a server, the
server having a digital object stored thereon, the server being accessible, via a communication
network, by a plurality of users of the cloud service, the method executable by the server, the method

comprising:

receiving from a first user of the plurality of users of the cloud storage service an indication

of a first sharing action for sharing access to the digital object;

responsive to the first indication, incrementing a sharing counter value of a sharing counter

dedicated to the digital object;

receiving from a second user of the plurality of users of the cloud storage service an

indication of a second sharing action for sharing access to the digital object;

responsive to the second indication further incrementing the sharing counter value of a

sharing counter dedicated to the digital object;

responsive to the sharing counter value reaching a pre-determined threshold value, executing

a spam preventive action associated with the digital object.

2. The method of claim 1, wherein each one of the first user and the second user is respectively

associated with a first user account and a second user account in a cloud service.

3.The method of claim 1, wherein the digital object is one of:

a file,

a folder containing at least one file.

4. The method of claim 1, wherein the digital object has been previously uploaded to the server by

at least one of the first user and the second user.

5. The method of claim 1, wherein both the first user and the second user have access to the digital

object.

6. The method of claim 1, wherein the sharing action includes at least one of:
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generating a public link associated with the digital object;

sending to one or more invited users an invitation to join a shared access to the digital object.

7. The method of claim 6, wherein the sharing counter is additionally configured to be incremented

responsive to at least one of:

an invited user accepting an invitation to join the shared access to the digital object

a public user accessing the digital object through the public link associated with the digital
object.

8. The method of claim 1, wherein prior to the receiving from the first user of the plurality of users

of the cloud service the indication of the first sharing action, the method further comprises:

receiving from the first user a first upload action for a first version of the digital object;

receiving from the second user a second upload action for a second version of the digital

object;

executing a de-duplication process to store a single instance of the digital object, the single

instance accessible to both the first user and the second user.

9. The method of claim 8 further comprising storing only the single instance of the digital object on

the server.

10. The method of claim 8, wherein executing the de-duplication process comprises:

responsive to determining that the first version of the digital object and the second version
of the digital object are the same, discarding a selected one of the first version of the digital
object and the second version of the digital object, the selected one being a later received

version of the digital object.

11. The method of claim 8, wherein each of a first user account associated with the first user and a
second user account associated with the second user are assigned a link pointing to the single

instance of the digital object.
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12. The method of claim 1, wherein the digital object is a first digital object, wherein the sharing

counter is a first sharing counter, and wherein:

the server has a second digital object stored therein, the second digital object having a second

sharing counter associated therewith, and wherein

the first sharing counter and the second sharing counter are incremented independently
therebetween in response to sharing actions associated with their associated first digital

object and second digital object.

13. The method of claim 1, wherein the spam preventive action comprises at least one of:

transmitting an indication of the digital object and the associated sharing actions to a human

dssessor,

blocking the digital object for sharing;

blocking the digital object for access;

deleting the digital object;

blocking at least one user account of one of the first user and the second user;

sending a warning notification to one of the first user and the second user;

sending a notification indicating a potential spam distribution to public users;

sending a notification indicating a potential spam distribution to users invited to join a shared

access to the digital object.

14.The method of claim 1, further comprising, prior to the executing a spam preventive action
associated with the digital object, executing a assessment routine to determine an individual sharing
counter associated with the first user and an individual sharing counter associated with the second

user.

15. The method of claim 1, wherein the sharing counter dedicated to the digital object is associated

with a time parameter.
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16. The method of claim 15, wherein the time parameter is indicative of a time taken to reach the

sharing counter value of the sharing counter.

17. The method of claim 15, wherein the time parameter is indicative of an average incrementing

speed of the sharing counter.

18. The method of claim 15, further comprising, prior to the executing a spam preventive action
associated with the digital object, assessing the time parameter associated with the sharing counter

dedicated to the digital object.

19. The method of claim 18, wherein assessing the time parameter associated with the sharing

counter comprises comparing the time parameter to a time parameter threshold value.

20. The method of claim 19, further comprising executing a spam preventive action associated with
the digital object only responsive to the time parameter exceeding the time parameter threshold

value.

21. The method of claim 19, further comprising executing a spam preventive action associated with
the digital object only responsive to the time parameter threshold value exceeding the time

parameter.
22. The method of claim 1, wherein the cloud service is a cloud storage service

23. A server configured to detect spam activity in a cloud service, the server comprising:

a communication interface for communication with an electronic device via a
communication network, the electronic device being associated with one of a plurality of

users of a cloud service provided by the server;
an interface module;

a user account module;

a storage unit;

a processor operationally connected with the communication interface, the user interface
module, the user account module and the storage unit, the processor configured to cause the

memory module to store a digital object, the processor being further configured to:
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receive from a first user of the plurality of users of the cloud service an indication of a first

sharing action for sharing access to the digital object;

responsive to the first indication, increment a sharing counter value of a sharing counter

dedicated to the digital object;

receive from a second user of the plurality of users of the cloud service an indication of a

second sharing action for sharing access to the digital object;

responsive to the second indication further increment the sharing counter value of the sharing

counter dedicated to the digital object;

responsive to the sharing counter value reaching a pre-determined threshold value, execute

a spam preventive action associated with the digital object.

24.The server of claim 23, the processor being further configured to associate each one of the first
user and the second user respectively with a first user account and a second user account in a cloud

service.

25. The server of claim 23, wherein the digital object is one of:

a file,

a folder containing at least one file.

26. The server of claim 23, wherein the digital object has been previously uploaded to the server by

at least one of the first user and the second user.

27.The server of claim 23, the processor being further configured to provide both the first user and

the second user with access to the digital object.

28. The server of claim 23, wherein the sharing action includes at least one of:

generating a public link associated with the digital object;

sending to one or more invited users an invitation to join a shared access to the digital object;
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30. The server of claim 23, the processor being further configured to, prior to the receiving from the

first user of the plurality of users of the cloud service the indication of the first sharing action:

receive from the first user a first upload action for a first version of the digital object;

receive from the second user a second upload action for a second version of the digital object;

execute a de-duplication process to store a single instance of the digital object, the single

instance accessible to both the first user and the second user.

31. The server of claim 30, the processor being further configured to store only the single instance

of the digital object on the server.

32. The server of claim 30, the processor being further configured to execute the de-duplication

process such that:

responsive to determining that the first version of the digital object and the second version
of the digital object are the same, discard a selected one of the first version of the digital
object and the second version of the digital object, the selected one being a later received

version of the digital object.

33.The server of claim 30, the processor being further configured to assign a link pointing to the
single instance of the digital object to each of a first user account associated with the first user and

a second user account associated with the second user.

34. The server of claim 23, wherein the digital object is a first digital object, wherein the sharing
counter is a first sharing counter, and wherein the processor is further configured to store a second
digital object, the second digital object having a second sharing counter associated therewith, and

wherein the processor is further configured:

to increment the first sharing counter and the second sharing counter independently
therebetween in response to sharing actions associated with their associated first digital

object and second digital object.

35. The server of claim 23, wherein to execute the spam preventive action, the processor is

configured to execute at least one of:
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transmitting an indication of the digital object and the associated sharing actions to a human

dssessor,

blocking the digital object for sharing;

blocking the digital object for access;

deleting the digital object;

blocking at least one user account of one of the first user and the second user;

sending a warning notification to one of the first user and the second user;

sending a notification indicating a potential spam distribution to public users,

sending a notification indicating a potential spam distribution to users invited to join a shared

access to the digital object.

36. The server of claim 23, the processor being further configured, prior to the executing a spam
preventive action associated with the digital object, to execute a assessment routine to determine an
individual sharing counter associated with the first user and an individual sharing counter associated

with the second user.

37. The server of claim 23, wherein the sharing counter is associated with a time parameter.

38. The server of claim 37, wherein the time parameter is indicative of a time taken to reach the

sharing counter value of the sharing counter.

39. The server of claim 37, wherein the time parameter is indicative of an average incrementing

speed of the sharing counter.

40. The server of claim 37, the processor being further configured to assess the time parameter
associated with the sharing counter dedicated to the digital object prior to executing a spam

preventive action associated with the digital object.

41. The server of claim 40, the processor being further configured to compare the time parameter to
a time parameter threshold value when assessing the time parameter associated with the sharing

counter.
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42. The server of claim 41, the processor being further configured to execute a spam preventive
action associated with the digital object only responsive to the time parameter exceeding the time

parameter threshold value.

43. The server of claim 41, the processor being further configured to execute a spam preventive
action associated with the digital object only responsive to the time parameter threshold value

exceeding the time parameter.
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