
USO10928788B2 

( 12 ) United States Patent ( 10 ) Patent No .: US 10,928,788 B2 
( 45 ) Date of Patent : * Feb . 23 , 2021 Rischar et al . 

( 54 ) SYSTEMS AND METHODS FOR 
BALANCING LOADS IN AN INDUSTRIAL 
AUTOMATION SYSTEM 

( 71 ) Applicant : ROCKWELL AUTOMATION 
TECHNOLOGIES , INC . , Milwaukee , 
WI ( US ) 

( 51 ) Int . Cl . 
G05B 15/02 ( 2006.01 ) 
G05B 19/042 ( 2006.01 ) 
G05B 19/418 ( 2006.01 ) 

( 52 ) U.S. Ci . 
CPC G05B 15/02 ( 2013.01 ) ; G05B 19/0421 

( 2013.01 ) ; G05B 19/41865 ( 2013.01 ) ; 
( Continued ) 

( 58 ) Field of Classification Search 
None 
See application file for complete search history . 

( 56 ) References Cited 

( 72 ) Inventors : Charles M. Rischar , Chardon , OH 
( US ) ; William Sinner , Jackson , WI 
( US ) ; Michael Kalan , Highland 
Heights , OH ( US ) ; Haithem Mansouri , 
Beachwood , OH ( US ) ; Subbian 
Govindaraj , Solon , OH ( US ) ; Juergen 
Weinhofer , Chagrin Falls , OH ( US ) ; 
Andrew R. Stump , Mentor , OH ( US ) ; 
Daniel S. De Young , Hudaon , OH ( US ) ; 
Frank Kulaszewicz , Singapore ( SG ) ; 
Edward A. Hill , Chagrin Falls , OH 
( US ) ; Keith Staninger , Aurora , OH 
( US ) ; Matheus Bulho , Bainbridge 
Township , OH ( US ) 

U.S. PATENT DOCUMENTS 

5,345,155 A * 9/1994 Masaki B60L 15/2036 
318 / 400.07 

7,058,712 B1 6/2006 Vasko et al . 
( Continued ) 

FOREIGN PATENT DOCUMENTS 

( 73 ) Assignee : Rockwell Automation Technologies , 
Inc. , Mayfield Heights , OH ( US ) 

CN 
EP 

102117225 
2506098 

7/2011 
10/2012 

( * ) Notice : OTHER PUBLICATIONS Subject to any disclaimer , the term of this 
patent is extended or adjusted under 35 
U.S.C. 154 ( b ) by 63 days . 
This patent is subject to a terminal dis 
claimer . 

EP Partial Search Report dated Oct. 7 , 2015 for EP Application No. 
15165601.4-1807 . 

( Continued ) 

( 21 ) Appl . No .: 15 / 791,030 Primary Examiner Eric C Wai 
( 74 ) Attorney , Agent , or Firm - Fletcher Yoder , P.C. 

( 22 ) Filed : Oct. 23 , 2017 
( 57 ) ABSTRACT 

( 65 ) Prior Publication Data 
US 2018/0101150 A1 Apr. 12 , 2018 An industrial control system may receive processing infor 

mation from at least two control systems associated with at 
least two components within an industrial automation sys 
tem . The processing information may include a processing 
load value for each of the at least two control systems . The 
industrial control system may then distribute processing 

( Continued ) 

Related U.S. Application Data 
( 63 ) Continuation of application No. 14 / 267,594 , filed on 

May 1 , 2014 , now Pat . No. 9,798,303 . 

-14 12 10 

FACTORY FACTORY 

AREA 16 

-22 

CELL 18 INDUSTRIAL 
CONTROL SYSTEM 

COMPONENT 
20 



US 10,928,788 B2 
Page 2 

loads associated with the at least two control systems when 
a total processing load between the at least two control 
systems is unbalanced . 

8,200,591 B2 
8,229,575 B2 
8,606,928 B2 

2003/0014465 A1 * 

6/2012 Govindaraj et al . 
7/2012 Vasko et al . 
12/2013 Vasko et al . 
1/2003 Mugica 

20 Claims , 19 Drawing Sheets 
G05B 19/0421 

718/102 
G06F 11/3409 

718/105 
2006/0150191 A1 * 7/2006 Masuda 

( 52 ) U.S. CI . 
CPC G05B 2219/25232 ( 2013.01 ) ; G05B 

2219/31445 ( 2013.01 ) ; G05B 2219/33333 
( 2013.01 ) ; G05B 2219/33334 ( 2013.01 ) ; YO2P 
80/10 ( 2015.11 ) ; YO2P 90/02 ( 2015.11 ) ; YO2P 

90/80 ( 2015.11 ) 

2008/0208361 Al 
2008/0215846 Al 
2009/0210081 A1 
2009/0300021 A1 
2010/0042586 A1 
2011/0054675 Al 
2012/0004783 A1 
2014/0100670 A1 
2015/0278968 A1 * 

8/2008 Grgic 
9/2008 Aman et al . 
8/2009 Sustaeta et al . 

12/2009 Vasko et al . 
2/2010 Vasko et al . 
3/2011 Kalbavi et al . 
1/2012 Lo et al . 
4/2014 Gosh et al . 
10/2015 Steven G06Q 50/06 

705 / 7.35 

( 56 ) References Cited OTHER PUBLICATIONS 

U.S. PATENT DOCUMENTS EP Search Report dated Mar. 9 , 2020 for EP Application No. 
19205844.4 . 

7,526,794 B2 
7,996,093 B2 

4/2009 Chand et al . 
8/2011 Govindaraj et al . * cited by examiner 



U.S. Patent Feb. 23 , 2021 Sheet 1 of 19 US 10,928,788 B2 

14 12 10 

FACTORY FACTORY 

AREA 16 

-22 

CELL 18 INDUSTRIAL 
CONTROL SYSTEM 

COMPONENT 20 

FIG . 1 

23 
OPERATOR 
INTERFACE 24 

INDUSTRIAL 
CONTROL 
SYSTEM 

I / O MODULE 22 -25 

26 - DRIVE FIG . 2 
MOTOR 27 

CONVEYOR 28 



U.S. Patent Feb. 23 , 2021 Sheet 2 of 19 US 10,928,788 B2 

30 
22 

INDUSTRIAL CONTROL SYSTEM 

32 COMMUNICATION 

34 . PROCESSOR 

36 MEMORY 

38 STORAGE 

40 I / O MODULE 

FIG . 3 



74 

U.S. Patent 

50 

TI 

22 

CELL 3 

09 

72 

6174 

Feb. 23 , 2021 

76 

CELL 2 

76 

CELL 

78 

0 / 

Sheet 3 of 19 

-68 

L 

AREA 1 

66 
76 

CELL 6 

CELL 5 

64 

FIG . 4 

76 

CELL 4 

US 10,928,788 B2 

AREA 2 



12 

-22 

U.S. Patent 

16 

INDUSTRIAL CONTROL SYSTEM 

-18 

18 

AREAT 
COMPONENT 21 i 

1 

20 

COMPONENT 5 

80 

COMPONENT 8 

202 | 

20 

20 

COMPONENT 4 

DATABASE 

COMPONENT 1 

COMPONENT 7 
. 

Feb. 23 , 2021 

20 

CELL 11 

| 20 

CELL 21 

| 20 

CELL 3 

COMPONENT 3 

I COMPONENT 6 

COMPONENT 9 

1 

203 

I AREAI 

COMPONENT 17 || 

2 

COMPONENT 14 
| 

20 

20 

COMPONENT 16 

COMPONENT 13 

20 

CELL 41 

i 20 

CELL 51 

COMPONENT 18 

COMPONENT 15 

Sheet 4 of 19 

203 | 

COMPONENT 11 
203 

COMPONENT 10 
18 

20 

CELL 6 ! 

1 

COMPONENT 12 

I 

16 

18 

US 10,928,788 B2 

FIG . 5 



U.S. Patent Feb. 23 , 2021 Sheet 5 of 19 US 10,928,788 B2 

90 

CONNECT TO INDUSTRIAL 
AUTOMATION NETWORK -92 

BROADCAST IDENTIFICATION 
INFORMATION TO INDUSTRIAL 

AUTOMATION NETWORK 
-94 

FIG . 6 
RECEIVE ACKNOWLEDGEMENT 
MESSAGE ( S ) FROM OTHER 

CONTROL SYSTEMS 
-96 

RECEIVE IDENTIFICATION 
INFORMATION FROM 
OTHER COMPONENTS 

98 

-100 

RECEIVE IDENTIFICATION 
INFORMATION FROM NEWLY 
CONNECTED COMPONENT 

-102 

FIG . 7 
SEND ACKNOWLEDGEMENT 
MESSAGE TO NEWLY 

CONNECTED COMPONENT 
104 

SEND IDENTIFICATION 
INFORMATION TO NEWLY 
CONNECTED COMPONENT 

106 



U.S. Patent Feb. 23 , 2021 Sheet 6 of 19 US 10,928,788 B2 

110 

RECEIVE DATA FROM 
COMPONENTS IN INDUSTRIAL 

AUTOMATION SYSTEM 
-112 

ORGANIZE DATA WITH RESPECT 
TO DIFFERENT SCOPES OF 

INDUSTRIAL AUTOMATION SYSTEM 
-114 

DETERMINING EFFECTUAL RELATIONSHIPS 
BETWEEN COMPONENTS FUNCTIONS 

AND DIFFERENT SCOPES 
-116 

STORE EFFECTUAL 
RELATIONSHIP DATA -118 

FIG . 8 



U.S. Patent Feb. 23 , 2021 Sheet 7 of 19 US 10,928,788 B2 

120 

MONITOR DATA FROM COMPONENTS 
WITH RESPECT TO DIFFERENT SCOPES 
OF INDUSTRIAL AUTOMATION SYSTEM 122 

YES 
IS 

CONTEXTUALIZED 
DATA ACCEPTABLE FOR 

EACH SCOPE 
? 124 

NO 

SEND COMMAND ( S ) TO COMPONENT ( S ) 
TO ADJUST OPERATION ( S ) TO 

MAKE PRODUCTION DATA ACCEPTABLE 126 

FIG . 9 
130 

RECEIVE COMMAND TO ADJUST OPERATION 
TO MAKE CONTEXTUALIZED DATA ACCEPTABLE 132 

DETERMINE ADJUSTMENT ( S ) TO OPERATION ( S ) 
BASED ON EFFECTUAL RELATIONSHIP DATA 134 ? l 

I ADJUST OPERATION ( S ) 136 

SEND COMMAND TO OTHER COMPONENT ( S ) 
IN RESPECTIVE SCOPE TO ADJUST OPERATION ( S ) 138 

FIG . 10 



U.S. Patent Feb. 23 , 2021 Sheet 8 of 19 US 10,928,788 B2 

150 

RECEIVE HIERARCHICAL LEVEL 
DESIGNATED FOR AUTONOMOUS CONTROL 152 

SEND SLAVE - MODE COMMAND TO 
EACH COMPONENT CONTROL SYSTEM 
IN DESIGNATED HIERARCHICAL LEVEL 154 

RECEIVE DATA FROM EACH COMPONENT 
CONTROL SYSTEM IN DESIGNATED 

HIERARCHICAL LEVEL - 156 

RECEIVE INDUSTRIAL AUTOMATION 
SYSTEM PARAMETERS 158 

ANALYZE DATA IN VIEW OF INDUSTRIAL 
AUTOMATION SYSTEM PARAMETERS 160 

SEND COMMANDS TO EACH DEVICE 
IN DESIGNATED HIERARCHICAL LEVEL TO 
ADJUST OPERATIONS BASED ON ANALYSIS - 162 

FIG . 11 



12 

170 

18 

18 

18 

16 

-- + 

-Z 

U.S. Patent 

1 

AREA | ! 

COMPONENT 2 

1 

COMPONENT 5 

20 

20 

COMPONENT 8 
20 

COMPONENT 1 

COMPONENT 4 

COMPONENT 7 

1 

20 

CELL 11 
COMPONENT 3 

i 20 CELL 21 
COMPONENT 6 

i 20 CELL 3 I COMPONENT 9 

Feb. 23 , 2021 

COMPONENT 14 

COMPONENT 11 

20 

20 

AREA 
COMPONENT 17 || 2 

203 
COMPONENT 16 20- CELL 41 178 COMPONENT 18 

Sheet 9 of 19 

COMPONENT 131 20 || CELL 5 ! COMPONENT 15 
172 

COMPONENT 10 | 20 CELL 61 

COMPONENT 12 ! 

18 

-18 

-18 

16 

174 

-176 

US 10,928,788 B2 

FACTORY LEVEL 

COMPONENT LEVEL 

FIG . 12A 



12 

170 

18 

18 

18 

16 
-------- 

-- 

U.S. Patent 

TAREA I COMPONENT 21 COMPONENT 5 

20 

20 

COMPONENT 8 
i 20 

COMPONENT 7 

COMPONENT 1 

COMPONENT 4 

1 

20 CELL 11 COMPONENT 3 

i 20 

CELL 21 COMPONENT 6 6 

i 20 

CELL 31 

I COMPONENT 9 

Feb. 23 , 2021 

AREA 2 

COMPONENT 14 

COMPONENT 17 
203 

COMPONENT 16 

20 

i 20 

Sheet 10 of 19 

172 

COMPONENT 11 
2031 

COMPONENT 10 20 CELL 6 ! COMPONENT 12 

207 

COMPONENT 13 20 CELL 51 COMPONENT 15 

CELL 41 
COMPONENT 18 

178 
J 

18 

-18 

18 

16 

174 

176 

US 10,928,788 B2 

FACTORY LEVEL 

AREA LEVEL 

CELL LEVEL 

COMPONENT LEVEL 

FIG . 12B 



12 

170 

18 

18 

18 

16 

U.S. Patent 

- 
- 

1 

COMPONENT 2 
AREA 1 

COMPONENT 5 

COMPONENT 8 

20 

20 

20 

I 

COMPONENT 1 

COMPONENT 4 

1 

20 

CELL 11 

20 

CELL 21 

| 20 

COMPONENT 7 
CELL 31 

COMPONENT 9 

Feb. 23 , 2021 

1 

COMPONENT 3 

COMPONENT 6 COMPONENT 14 
20 

AREA I 

COMPONENT 17 2 

20 

COMPONENT 16 
20 

CELL 41 
COMPONENT 18 

COMPONENT 11 
| 20 

| 

-172 

COMPONENT 10 i 20 CELL 61 COMPONENT 12 

Sheet 11 of 19 

COMPONENT 13 
20 

CELL 51 
COMPONENT 15 

1 

178 

18 

-18 

-18 

16 

174 

176 

US 10,928,788 B2 

FACTORY LEVEL 

AREA LEVEL 

CELL LEVEL 

COMPONENT LEVEL 

FIG . 120 



U.S. Patent Feb. 23 , 2021 Sheet 12 of 19 US 10,928,788 B2 

190 

RECEIVE USER CREDENTIALS 192 

DETERMINE HIERARCHICAL LEVEL ACCESS 
ASSOCIATED WITH USER CREDENTIALS 194 

PRESENT AVAILABLE CONTROL FUNCTIONS 
BASED ON HIERARCHICAL LEVEL ACCESS 196 

FIG . 13 
210 

SEND REQUEST FOR PROCESSING 
INFORMATION FROM EACH COMMUNICATIVELY 

COUPLED CONTROL SYSTEM 212 

RECEIVE PROCESSING INFORMATION 
FROM EACH CONTROL SYSTEM 214 

YES 

IS 
PROCESSING 

LOAD BETWEEN EACH 
COMMUNICATIVELY COUPLED 

CONTROL SYSTEM 
BALANCED 216 

? 

NO 

DISTRIBUTE PROCESSING WORK LOADS 
BASED ON PROCESSING INFORMATION 218 

FIG . 14 



U.S. Patent 

230 

CELL 1 

232 

CELL 2 

CELL 3 

Feb. 23 , 2021 

234 

234 

CONTROL SYSTEM 
5 

CONTROL SYSTEM 2 

CONTROL SYSTEM 81 

22 

232 

232 

1 

CONTROL SYSTEM 1 

INDUSTRIAL CONTROL SYSTEM ( CONTROL SYSTEM 4 ) 

CONTROL SYSTEM 7 

1 

234 

234 

/ I CONTROL SYSTEM 9 

Sheet 13 of 19 

232 

í 

CONTROL SYSTEM 31 

CONTROL SYSTEM 6 FIG . 15 

US 10,928,788 B2 



U.S. Patent Feb. 23 , 2021 Sheet 14 of 19 US 10,928,788 B2 

240 

RECEIVE PROCESSING INFORMATION 
FROM EACH CONTROL SYSTEM 242 

STORE PROCESSING INFORMATION 244 

RECEIVE PROCESSING INFORMATION 
AFTER AMOUNT OF TIME EXPIRES 246 

NO 

IS 
PERCENTAGE OF 

PROCESSING LOAD CHANGE 
GREATER THAN 
THRESHOLD 

? 248 

YES 

DISTRIBUTE PROCESSING WORK LOADS 
BASED ON PROCESSING INFORMATION 250 

FIG . 16 



U.S. Patent Feb. 23 , 2021 Sheet 15 of 19 US 10,928,788 B2 

260 

RECEIVE POWER CONSUMPTION DATA 
FOR EACH HIERARCHICAL LEVEL 262 

YES 

IS 
POWER 

CONSUMPTION DATA 
OF EACH HIERARCHICAL 

LEVEL BALANCED 
? 264 

NO 

SEND COMMANDS TO COMPONENTS TO 
ADJUST OPERATIONS TO ACHIEVE POWER 

BALANCED HIERARCHICAL LEVELS 266 

FIG . 17 



270 

U.S. Patent 

274 

CLOUD COMPUTING DEVICE 

272 

80 

Feb. 23 , 2021 

DATABASE 

22 

Sheet 16 of 19 

FACTORY B DATA 

1 I 

FACTORY C DATA 

INDUSTRIAL CONTROL SYSTEM FACTORY A 

-276 

12 

FACTORY D DATA : 

FIG . 18 

US 10,928,788 B2 



U.S. Patent Feb. 23 , 2021 Sheet 17 of 19 US 10,928,788 B2 

280 

RECEIVE FIRST SET OF DATA ASSOCIATED WITH INDUSTRIAL 
AUTOMATION COMPONENTS IN FIRST FACTORY 282 

RECEIVE SECOND SET OF DATA ASSOCIATED WITH INDUSTRIAL 
AUTOMATION COMPONENTS IN ONE OR MORE OTHER FACTORIES 284 

IDENTIFY SIMILAR PATTERNS IN FIRST 
AND SECOND SETS OF DATA 286 

PERFORM VARIOUS ANALYSES ON SIMILAR PATTERNS 288 

DETERMINE OPERATION ADJUSTMENTS FOR INDUSTRIAL 
AUTOMATION COMPONENTS IN FIRST FACTORY 290 

SEND COMMANDS TO IMPLEMENT OPERATION ADJUSTMENTS 292 

FIG . 19 

300 FROM 286 288 

COMPARE ENERGY CONSUMPTION DATA BETWEEN 
FIRST AND SECOND SETS OF DATA 302 

COMPARE PRODUCTIVITY DATA BETWEEN 
FIRST AND SECOND SETS OF DATA -304 

COMAPARE MAINTENANCE DATA BETWEEN 
FIRST AND SECOND SETS OF DATA 306 

TO 290 

FIG . 20 



U.S. Patent Feb. 23 , 2021 Sheet 18 of 19 US 10,928,788 B2 

310 - 
312 

RECEIVE DATA FROM INDUSTRIAL AUTOMATION COMPONENT 

314 
IS DATA 

NO ASSOCIATED WITH A 
DATA TAG 

? 
YES 320 

BROADCAST DATA IN DATA FEED CHANNEL WITH DATA TAG 
316 

SEND REQUEST FOR DATA TAG TO 
ASSOCIATE WITH RECEIVED DATA 

318 

NO YES RECEIVE DATA TAG 
? 

FIG . 21 
330 332 332 

DATA FEED CHANNEL 
BUFFERING CONVEYOR SECTION 62 

-334 500 WATTS CONSUMED PER HOUR 
#ENERGY # CELL4 MARCH 24 , 10:00 AM 

STERILIZATION STATION 64 
-336 300 UNITS PRODUCED PER HOUR 

#PRODUCTION MARCH 24 , 9:00 AM 

: 
FIG . 22 



U.S. Patent Feb. 23 , 2021 Sheet 19 of 19 US 10,928,788 B2 

340 

RECEIVE REQUESTED SUBSCRIBE TO DATA FEED CHANNEL -342 

VERIFY REQUEST IS FROM 
AUTHORIZED INDUSTRIAL CONTROL SYSTEM 344 

ENABLE REQUESTING INDUSTRIAL CONTROL 
SYSTEM TO VIEW DATA FEED CHANNEL 346 

FIG . 23 

350 

RECEIVE REQUEST TO DISPLAY ALL SIMILARLY 
TAGGED DATA OF DATA FEED CHANNEL 352 

IDENTIFY DATA IN DATA WITH SIMILAR DATA TAGS 354 

DISPLAY IDENTIFIED DATA -356 

FIG . 24 

360– 

RECEIVE DATA WITH SIMILAR DATA TAGS 362 

ANALYZE DATA WITH SIMILAR DATA TAGS -364 

SEND RECOMMENDATION TO RESPECTIVE 
INDUSTRIAL CONTROL SYSTEM BASED ON ANALYSIS 366 

FIG . 25 



5 

US 10,928,788 B2 
1 2 

SYSTEMS AND METHODS FOR DRAWINGS 
BALANCING LOADS IN AN INDUSTRIAL 

AUTOMATION SYSTEM These and other features , aspects , and advantages of the 
present invention will become better understood when the 

CROSS REFERENCE TO RELATED following detailed description is read with reference to the 
APPLICATION accompanying drawings in which like characters represent 

like parts throughout the drawings , wherein : 
This application is a continuation of and claims priority to FIG . 1 illustrates a block diagram representing example 

U.S. application Ser . No. 14 / 267,594 , entitled “ SYSTEMS hierarchical levels of an industrial automation system , in 
AND METHODS FOR BALANCING LOADS IN AN 10 accordance with an embodiment presented herein ; 
INDUSTRIAL AUTOMATION SYSTEM , ” filed May 1 , FIG . 2 illustrates a block diagram of an example control 2014 , which is herein incorporated by reference in its system that may be employed within the industrial automa entirety . tion system of FIG . 1 , in accordance with an embodiment 

BACKGROUND 15 presented herein ; 
FIG . 3 illustrates a block diagram of components within 

The present disclosure generally relates to enabling the industrial control system of the industrial automation 
devices within an industrial automation system to become system of FIG . 1 , in accordance with an embodiment 
aware of certain attributes pertaining to the industrial auto- presented herein ; 
mation system or a part of the industrial automation system , 20 FIG . 4 illustrates an example of the industrial automation 
in which the devices are located . More specifically , the system of FIG . 1 , in accordance with an embodiment 
present disclosure relates to systems and methods for indus- presented herein ; 
trial automation devices to analyze its received data with FIG . 5 illustrates a block diagram that depicts hierarchical 
respect to various parts of the industrial automation system levels of the example industrial automation system of FIG . 
or the industrial automation system as a whole . 25 4 , in accordance with an embodiment presented herein ; 

FIG . 6 illustrates a flowchart of a method for establishing 
BRIEF DESCRIPTION a presence of an industrial control system in an industrial 

automation network associated with the industrial automa 
In one embodiment , an industrial control system may tion system of FIG . 1 , in accordance with an embodiment receive processing information from at least two control 30 presented herein ; systems associated at least two components within an indus FIG . 7 illustrates a flowchart of a method for recognizing trial automation system . The processing information may 

include a processing load value for each of the at least two a presence of an industrial control system in an industrial 
automation network associated with the industrial automa control systems . The industrial control system may then distribute processing loads associated with the at least two 35 tion system of FIG . 1 , in accordance with an embodiment 

control systems between the at least two control systems presented herein ; 
when a total processing load between the at least two control FIG . 8 illustrates a flowchart of a method for determining 
systems is unbalanced . relationship information between components in the indus 

In another embodiment , a controller may receive a first set trial automation system of FIG . 1 , in accordance with an 
of processing data at a first time from at least two control 40 embodiment presented herein ; 
systems associated with at least two components within an FIG . 9 illustrates a flowchart of a method for controlling 
industrial automation system . The controller may then operations of industrial automation components based on the 
receive a second set of processing data at a second time from relationship information between components in the indus 
the at least two control systems . The first set of processing trial automation system of FIG . 1 , in accordance with an 
data may include a first processing load value for each of the 45 embodiment presented herein ; 
at least two control systems , and the second set of processing FIG . 10 illustrates a flowchart of a method for adjusting 
data may include a second processing load value for each of operations of industrial automation components after receiv the at least two control systems . The processor may then ing a command from at least one of the components in the distribute processing loads associated with at least a portion industrial automation system of FIG . 1 , in accordance with of the at least two control systems when a difference 50 an embodiment presented herein ; between the first processing load value for each of the at FIG . 11 illustrates a flowchart of a method for providing least two control systems and the second processing load an industrial control system a level of autonomous control value for each of the at least two control systems exceeds a 
threshold . over a portion of the industrial automation system of FIG . 1 , 

In yet another embodiment , a non - transitory computer- 55 in accordance with an embodiment presented herein ; 
readable medium may include computer - executable instruc FIGS . 12A , 12B , and 12C illustrate block diagrams that 
tions that may receive a first set of power consumption data depict different selections of a slider visualization that may 
associated with at least one hierarchical level within an be used to select a scope of hierarchical levels of the 
industrial automation system . The industrial control system example industrial automation system of FIG . 4 that an 
may then send a first set of commands to at least one control 60 industrial control system may be designated to have autono 
system that operates at least one component in the at least mous control over , in accordance with an embodiment 
one hierarchical level when the first set of power consump- presented herein ; 
tion data indicates that a power consumption associated with FIG . 13 illustrates a flowchart of a method for modifying 
the at least one hierarchical level is above a threshold . The control functions of the industrial control system with 
first set of commands may adjust the operations of the at 65 respect to various hierarchical levels of the industrial auto 
least one component to achieve a power consumption below mation system of FIG . 1 based on a user's credentials , in 
the threshold . accordance with an embodiment presented herein : 
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FIG . 14 illustrates a flowchart of a method for balancing elements . The terms “ comprising , ” “ including , ” and “ hav 
processing workloads of control systems in the industrial ing ” are intended to be inclusive and mean that there may be 
automation system of FIG . 1 , in accordance with an embodi- additional elements other than the listed elements . 
ment presented herein ; Embodiments of the present disclosure are generally 

FIG . 15 illustrates a block diagram of an example com 5 directed towards an industrial automation system that may 
munication network available to a control system in the employ a number of industrial automation components to 
industrial automation system of FIG . 1 , in accordance with perform various industrial processes . In one embodiment , 
an embodiment presented herein ; each of the industrial automation components may be 
FIG . 16 illustrates a flow chart of a method for balancing capable of connecting to an industrial automation network 

processing workloads of control systems in the industrial 10 that may facilitate communication between each of the 
automation system of FIG . 1 based on predicted workloads connected industrial automation components . The industrial 
for the control systems , in accordance with an embodiment automation network may include any wired or wireless 
presented herein ; network that may be implemented as a local area network 

FIG . 17 illustrates a flow chart of a method for power ( LAN ) , a wide area network ( WAN ) , and the like . As such , 
balancing the operations of the industrial automation system 15 an industrial automation component may include properties 
of FIG . 1 , in accordance with an embodiment presented that enable the industrial automation component to be rec 
herein ; ognized once the industrial automation component is con 
FIG . 18 illustrates a block diagram of a data analysis nected to the industrial automation network . Moreover , each 

system that may be employed in the industrial automation industrial automation component already connected to the 
system of FIG . 1 , in accordance with an embodiment 20 industrial automation system may be able to recognize other 
presented herein ; industrial automation components as they connect to the 

FIG . 19 illustrates a flow chart of a method for controlling industrial automation network . By providing the ability to be 
the operations of one or more components in the industrial recognized by industrial automation components and to 
automation system of FIG . 1 based on big data analysis , in recognize other industrial automation components , the 
accordance with an embodiment presented herein ; 25 devices and controllers employed in the industrial automa 
FIG . 20 illustrates a flow chart of a method for performing tion system that correspond to the connected industrial 

various types of analysis after similar patterns of data has automation components may become aware of the industrial 
been identified during the method for controlling operations automation environment in which they exist . Using this 
of components of FIG . 19 ; awareness information , the devices and controllers may 

FIG . 21 illustrates a flow chart of a method for broad- 30 more efficiently control the operations of the industrial 
casting data and data tags in the industrial automation automation system by communicating with other industrial 
system of FIG . 1 , in accordance with an embodiment automation components and altering certain operations of 
presented herein ; the devices and controllers to maximize the efficiency of the 

FIG . 22 illustrates an example block diagram of a data energy used in the industrial automation system , the pro 
feed channel that output by the method of FIG . 21 , in 35 duction of the industrial automation system , or any combi 
accordance with an embodiment presented herein ; nation thereof . 
FIG . 23 illustrates a flow chart of a method 330 for In certain situations , once the industrial automation com 

enabling a remote control system to subscribe to a data feed ponents recognize each other and begin communicating with 
channel of a particular control system , in accordance with an each other via the industrial automation network , each 
embodiment presented herein ; 40 industrial automation component may become aware of 
FIG . 24 illustrates a flow chart of a method for organizing various attributes pertaining to other industrial automation 

data published in a data feed channel , in accordance with an components in the industrial automation system via the 
embodiment presented herein ; and industrial automation network . As such , each industrial 
FIG . 25 illustrates a flow chart of a method for analyzing automation component may optimize their respective opera 

data published in a data feed channel in accordance with an 45 tions within the industrial automation system with respect to 
embodiment presented herein . the attributes of the other industrial automation components . 

For example , an industrial automation component may 
DETAILED DESCRIPTION receive data from other components that may be in a same 

or different part of the industrial automation system . The 
One or more specific embodiments will be described 50 data may include system configurations for the other com 

below . In an effort to provide a concise description of these ponents , maintenance schedules for the other components , 
embodiments , not all features of an actual implementation system design modifications for the other components , user 
are described in the specification . It should be appreciated preferences for the components , and any other data that may 
that in the development of any such actual implementation , be stored in or acquired by the other components . 
as in any engineering or design project , numerous imple- 55 In one embodiment , after receiving the data from the other 
mentation - specific decisions must be made to achieve the components , the respective industrial automation compo 
developers ' specific goals , such as compliance with system- nent may then contextualize the received data with respect 
related and business - related constraints , which may vary to different scopes or hierarchical levels of the industrial 
from one implementation to another . Moreover , it should be automation system . That is , the respective industrial auto 
appreciated that such a development effort might be com- 60 mation component may associate the received data to a 
plex and time consuming , but would nevertheless be a scope or hierarchical level of the industrial automation 
routine undertaking of design , fabrication , and manufacture system . By analyzing the received data with respect to the 
for those of ordinary skill having the benefit of this disclo- different scopes of the industrial automation system , the 

respective industrial automation component may adjust its 
When introducing elements of various embodiments of 65 operations and send commands to adjust the operations of 

the present invention , the articles “ a , " " an , ” “ the , " and other components to more effectively and efficiently control 
" said ” are intended to mean that there are one or more of the the operation of the overall industrial automation system . 

sure . 
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Moreover , the ability of the respective industrial automation differently in different industries or the like . For instance , the 
component to contextualize data with respect to different groupings may be termed as units , areas , sites , and the like . 
scopes of the industrial automation system may improve a The components 20 may also be related to various indus 
user experience in operating and maintaining an entire trial equipment such as mixers , machine conveyors , tanks , 
industrial automation system or various parts of the indus- 5 skids , specialized original equipment manufacturer 
trial automation system . machines , and the like . The components 20 may also be 
By way of introduction , FIG . 1 depicts a block diagram of associated with devices used by the equipment such as an example of hierarchical levels that may represent an scanners , gauges , valves , flow meters , and the like . In one industrial automation system 10. The industrial automation embodiment , every aspect of the component 20 may be system 10 may be any system in the material handling , 10 

packaging industries , manufacturing , processing , batch pro controlled or operated by a single controller ( e.g. , control 
cessing , or any technical field that employs the use of one or system ) . In another embodiment , the control and operation 
more industrial automation components . In one embodi of each aspect of the component 20 may be distributed via 
ment , the industrial automation system 10 may include a multiple controllers ( e.g. , control system ) . 
factory 12 that may encompass part of the entire industrial 15 The components 20 may be used within the corresponding 
automation system 10. As such , the industrial automation cell 18 , area 16 , or factory 12 to perform various operations 
system 10 may include additional factories 14 that may be for the respective cell 18 , area 16 , or factory 12. In certain 
employed with the factory 12 to perform an industrial embodiments , the components 20 may be communicatively 
automation process or the like . coupled to each other , to an industrial control system 22 , or 

Each factory 12 ( or factory 14 ) may be divided into a 20 the like . Additionally , the industrial control system 22 may 
number of areas 16 , which may , for example , include also be communicatively coupled to one or more control 
different production processes that use different types of systems that may monitor and / or control the operations of 
industrial automation components . In one example , one area each respective cell 18 , area 16 , or factory 12 . 
16 may include a sub - assembly production process and As such , the industrial control system 22 may be a 
another area 16 may include a core production process . In 25 computing device that may include communication abilities , 
another example , each area 16 may be related to a different processing abilities , and the like . For example , the industrial 
operation being performed in the manufacturing process . control system 22 may be a controller , such as a program 
For instance , in a jelly bean manufacturing system , the areas mable logic controller ( PLC ) , a programmable automation 16 may include a jelly bean making area , a packaging area , controller ( PAC ) , or any other controller that may monitor , a water filtration area , and the like . In yet another example , 30 control , and operate an industrial automation device or the area may include a production line in which a particular component . The industrial control system 22 may be incor industrial process may be performed . Referring back to the 
jelly bean manufacturing system example , the production porated into any physical device ( e.g. , the industrial auto 
line may include a cooking line in which the jelly beans may mation components 20 ) or may be implemented as a stand 
be created , a sorting line where the jelly beans may be sorted 35 alone computing device ( e.g. , general purpose computer ) , 
according to a respective flavor , and a packaging line where such as a desktop computer , a laptop computer , a tablet 
the sorted jelly beans may be packaged into boxes or the computer , a mobile device computing device , or the like . 
like . In certain embodiments , the industrial control system 22 

The area 16 may also be associated with physical loca- may be implemented within devices that enable industrial 
tions of a number of components 20 with respect to the 40 automation components 20 to connect and communicate 
industrial automation system 10. The areas 16 may also be with each other . For instance , the industrial control system 
related to different discipline areas of the industrial automa- 22 may be implemented within network routers and / or 
tion system 10 , such as batch operation areas , continuous switches . In this manner , the network routers and / or 
operation areas , discrete operation areas , inventory opera- switches may host the industrial control system 22 that may 
tion areas , and the like . 45 be used to control and operate the industrial control com 

The areas 16 may be subdivided into smaller units , or ponents 20 that may be communicatively coupled to the 
cells 18 , which may be further subdivided into components respective network router and / or switch . Since network 
20. Using the example described above , the sub - assembly routers and / or switches may serve as a hub for data transfers 
production process area 16 may be subdivided into cells 18 between the industrial automation components 20 , the 
that may denote a particular group of industrial automation 50 industrial control system 22 embedded within the routers / 
components 20 that may be used to perform one aspect of and or switches may be strategically positioned within a data 
the sub - assembly production process . As such , the cell 18 network to have access or receive data associated with 
may include a portion of the area 16 such as first part of a various industrial automation components 20. As such , the 
production line . The cell 18 may also different parts of a industrial control system 22 may perform various types of 
particular procedure . 55 analyses on the received data and may then control and 

These cells 18 may then be further subdivided into operate the respective industrial automation components 20 
components 20 , which may correspond to individual indus- more efficiently or effectively based on the results of the 
trial automation components , such as controllers , input / analyses . 
output ( I / O ) modules , motor control centers , motors , human In addition to the physical devices mentioned above , the 
machine interfaces ( HMIS ) , operator interfaces , contactors , 60 industrial control system 22 may include a software - based 
starters , sensors , drives , relays , protection devices , switch- emulation of any of the aforementioned physical devices . 
gear , compressors , network switches ( e.g. , Ethernet For example , the industrial control system 22 may be 
switches , modular - managed , fixed - managed , service - router , implemented as software modules that may perform similar 
industrial , unmanaged , etc. ) and the like . Although the operations as certain hardware controllers , devices , and the 
factory 12 , the factories 14 , the areas 16 , and the cells 18 are 65 like . As such , the industrial control system 22 may create 
termed as factories , areas , and cells , it should be noted that virtual instances of the hardware components ( e.g. , control 
in various industries these groupings may be referred to lers , I / O modules ) . These virtual instances may provide 
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more flexible ways in which the industrial control system 22 to become aware of the environment in which the industrial 
may be implemented to monitor and control the industrial control system 22 may be operating . 
automation components 20 . Generally , the industrial control system 22 may also be 

In one embodiment , the industrial control system 22 may communicatively coupled to a certain device that may be 
be implemented virtually in a cloud - accessible platform 5 used to control or manage the operation of the industrial 
( i.e. , cloud - computing system ) , one or more servers , in automation system . For instance , in one embodiment , the 
various computing devices ( e.g. , general purpose comput industrial control system 22 may be coupled to a drive 26 . 
ers ) , and the like . As such , the industrial control system 22 The drive 26 may be an electrical drive that may convert an 
may operate as a soft controller or as a control engine input alternating current ( AC ) voltage into a controllable AC 

10 voltage using a rectifier circuit and an inverter circuit . The running in the cloud - computing system . By virtually imple industrial control system 22 , in one embodiment , may be a menting the industrial control system 22 in a cloud - com controller that may control the operation of the drive 26. The puting system , the industrial control system may use a drive 26 may be coupled to a motor 27 , which may operate distributed computing architecture to perform various analy a component such as a conveyor 28 or the like . In one ses and control operations . As more data associated with the 15 embodiment , the industrial control system 22 may be com industrial automation components 20 , the cells 18 , the areas municatively coupled to the operator interface 24 , the I / O 
16 , and the factories 14 become available , the distributed module 25 , the drive 26 , or the like via a communication 
computing architecture in the cloud - computing system may network such as EtherNet / IP , ControlNet , DeviceNet , or any 
enable data analysis to be performed more efficiently . That other industrial communication network protocol . 
is , since the cloud computing system may incorporate 20 Keeping the example control system 23 in mind and 
numerous computing systems and processors to perform the referring to FIG . 1 , the drive 26 , the motor 27 , and the 
data analysis , the results of the analysis may be available conveyor 28 may each be considered to be a single compo 
more quickly . In this way , the respective operations of the nent 20. However , the drive 26 , the motor 27 , and the 
industrial automation components 20 , the cells 18 , the areas conveyor 28 may also be considered to be a part of a 
16 , and the factories 14 may be controlled in real - time or 25 particular cell 18 , area 16 , and factory 12. Accordingly , the 
near real - time . industrial control system 22 may have the ability to adjust 

Keeping the foregoing in mind , it should be understood the operation of the component 20 , the cell 18 , the area 16 , 
that the industrial control system 22 , as mentioned through- and the factory 12. For example , by adjusting the operation 
out this disclosure , may be implemented as physical com- of the drive 26 , the industrial control system 22 may adjust 
ponents and / or virtual components ( i.e. , software - based ) 30 the operation of the motor 27 and the conveyor 28. Conse 
used to monitor and / or operate the industrial automation quently , the industrial control system 22 may adjust the 
components 20 , the cells 18 , the areas 16 , and the factories operation of the cell 18 , the area 16 , and the factory 12 
14. Moreover , by providing the ability to incorporate the having the conveyor 28 as a component . By understanding 
industrial control system 22 into various types of environ- how each component 20 may be related to the industrial 
ments , the industrial automation system 10 may be well 35 automation system 10 with respect to each area 16 , each cell 
suited to expand and grow with the addition of new indus- 18 , and each component 20 , the industrial control system 22 
trial automation components 20 . may begin to become capable to manage the operations ( e.g. , 
FIG . 2 illustrates an example control system 23 that may production , energy usage , equipment lifecycle ) of the indus 

be employed with the industrial control system 22. As shown trial automation system 10 more efficiently . 
in FIG . 2 , the industrial control system 22 may be commu- 40 As mentioned above , the industrial control system 22 may 
nicatively coupled to an operator interface 24 , which may be be a controller or any computing device that may include 
used to modify and / or view the settings and operations of the communication abilities , processing abilities , and the like . 
industrial control system 22. The operator interface 24 may FIG . 3 illustrates a detailed block diagram 30 of components 
be a user interface that may include a display and an input in the industrial control system 22 that may be used to 
device used to communicate with the industrial control 45 perform the techniques described herein . Referring now to 
system 22. The display may be used to display various FIG . 3 , the industrial control system 22 may include a 
images generated by industrial control system 22 , such as a communication component 32 , a processor 34 , a memory 
graphical user interface ( GUI ) for operating the industrial 36 , a storage 38 , input / output ( I / O ) ports 40 , and the like . 
control system 22. The display may be any suitable type of The communication component 32 may be a wireless or 
display , such as a liquid crystal display ( LCD ) , plasma 50 wired communication component that may facilitate com 
display , or an organic light emitting diode ( OLED ) display , munication between the industrial automation components 
for example . Additionally , in one embodiment , the display 20 , the control systems for the factory 12 , the area 16 , the 
may be provided in conjunction with a touch - sensitive cell 18 , and the like . The processor 34 may be any type of 
mechanism ( e.g. , a touch screen ) that may function as part computer processor or microprocessor capable of executing 
of a control interface for the industrial control system 22. In 55 computer - executable code . The processor 34 may also 
some embodiments , the operator interface 24 may be char- include multiple processors that may perform the operations 
acterized as a human - machine interface , a human - interface described below . The memory 36 and the storage 38 may be 
machine , or the like . any suitable articles of manufacture that can serve as media 

The industrial control system 22 may also be communi- to store processor - executable code , data , or the like . These 
catively coupled to input / output ( 1/0 ) modules 25. The 1/0 60 articles of manufacture may represent computer - readable 
modules 25 may enable the industrial control system 22 to media ( i.e. , any suitable form of memory or storage ) that 
communicate with various devices in the industrial automa- may store the processor - executable code used by the pro 
tion system . Moreover , the I / O modules 25 may enable the cessor 34 to perform the presently disclosed techniques . The 
industrial control system 22 to receive information from the memory 36 and the storage 38 may also be used to store the 
various devices , such that the information may provide 65 data , analysis of the data , and the like . The memory 36 and 
reference points and other details regarding the industrial the storage 38 may represent non - transitory computer - read 
automation system to assist the industrial control system 22 able media ( i.e. , any suitable form of memory or storage ) 
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that may store the processor - executable code used by the could be part of and used in certain cells 18 while smaller 
processor 34 to perform various techniques described drives are used in other cells 18 ) , and so forth . 
herein . It should be noted that non - transitory merely indi- In any case , after analyzing the data associated with each 
cates that the media is tangible and not a signal . component 20 , the control system of the first component 20 

The I / O ports 40 may be interfaces that may couple to the 5 may determine its relationship with other components 20 of 
I / O modules 25 discussed above . Although the block dia the industrial automation system with respect to the various 
gram 30 is depicted with respect to the industrial control scopes or hierarchical levels of the industrial automation 
system 22 , it should be noted that the control system for the system 10. By understanding the relationship to other com 
factory 12 , the area 16 , the cell 18 , and the like may also ponents 20 with respect to various scopes of the industrial 
include the same components to perform the various tech- 10 automation system 10 , the control system of the first com 
niques described herein . ponent 20 may become aware of conditions occurring in 

processes , areas 16 , or cells 18 that may directly or indirectly Keeping the foregoing in mind , the industrial control affect the operations of the first component 20. As such , the system 22 may use the communication component 32 to control system of the first component 20 may adjust its communicatively couple to one or more control systems . 15 operations and send commands to other components 20 to 
The industrial control system 22 may also monitor and / or adjust their respective operations to compensate or minimize 
control the operations of each respective component 20 , cell negative consequences that may occur due to the conditions 
18 , area 16 , or factory 12. For example , the control system in the areas 16 , the cells 18 , or the like . For example , 
22 may receive data received from assets , controllers , and production capacity of upstream or downstream cells being 
the like ( e.g. , the components 20 ) that may be located in the 20 automatically adjusted by control systems in the respective 
factory 12 , the areas 16 , or the cells 18. In one embodiment , cells by monitoring production levels of the cells adjacent to 
the industrial control system 22 or a control system for each or related to the respective control system . As a result , the 
area 16 , cell 18 , or component 20 may receive information control systems may optimize production of the industrial 
related to how the industrial automation system 10 may be automation system 10 by reducing the effects of bottlenecks 
subdivided , how each area 16 , cell 18 , and component 20 25 cells that may lead to over or under production . In another 
may interact with each other , which components 20 are part example , sections of a conveyor used to transport materials 
of each factory 12 , area 16 , or cell 18 , or the like . For may start adjusting their respective speeds based on other 
example , each area 16 may be related to a particular process sections of the conveyor or production variances associated 
of a manufacturing process . As such , the information with the area 16 , the cells 18 , or the entire factory 12. In yet 
received by the respective control system may detail which 30 another example , the control system of the first component 
processes performed in certain areas 16 may depend on 20 may take into account energy consumption data associ 
other processes being completed in other areas 16 . ated with a second component to adjust the operation of the 

In certain embodiments , the respective control system first component 20 ( e.g. go to a lower energy consumption 
may determine how each component 20 may relate to a mode to maintain overall consumption constant , etc. ) . Addi 
respective cell 18 or area 16 based on data received from 35 tionally , after each component 20 becomes aware of the 
each respective component 20. For instance , a control sys- presence or existence of another component 20 , some of the 
tem of a first component 20 may receive data from multiple components 20 may negotiate and determine an optimal 
other components 20 , such as a motor for a conveyer belt production rates for each component 20 based on pre 
and a compressor for some industrial automation device . determined criteria such as energy consumption / rates , pro 
Upon receiving the data from a second component 20 that 40 duction mix , production levels , and the like . Keeping the 
corresponds to the motor for the conveyer belt , the control foregoing in mind , an example industrial automation system 
system of the first component 20 may determine that the 10 of a packaging factory 50 and how the packaging factory 
second component 20 is associated with some cell 18 , which 50 may be divided and sub - divided into areas 16 and cells 
may be part of some area 16 , based on a speed in which the 18 are depicted in FIG . 4. As illustrated in FIG . 4 , the 
motor may be operating . That is , the control system of the 45 packaging factory 50 may represent an exemplary high 
first component 20 may refer to information , such as system speed packaging line that may be employed in the food and 
design parameters for the industrial automation system 10 , beverage industry that may process beverage containers 
and determine where the motor is located by identifying a ( i.e. , a beverage line ) . As such , the packaging factory 50 may 
motor with operating parameters , as specified by the system include industrial automation components that , for example , 
design parameters , having a substantially similar speed as 50 may enable machine components to fill , label , package , or 
the received speed . In certain embodiments , the speed at palletize containers . The packaging factory 50 may also 
which the motor may be operating may not be sufficient to include one or more conveyor sections that may transport , 
identify a particular motor if other motors in the industrial align , or buffer containers between the machine components . 
automation system 10 are operating at the same speed . As Although FIG . 4 illustrates a packaging factory , it should be 
such , the control system may identify a motor by monitoring 55 noted that the embodiments described herein are not limited 
a speed profile ( i.e. , speed curve over time ) of each motor in for use with a packaging factory . Instead , it should be 
the industrial automation system 10. Additional ways in understood that the embodiments described herein may be 
which a control system may identify particular components employed in any industrial automation environment . 
20 may include monitoring an operating mode ( e.g. , run- As illustrated in FIG . 4 , the packaging factory 50 may 
ning / stopped / paused ) of each component 20 , examining 60 include machine components configured to conduct a par 
network related information ( e.g. IP addresses , MAC ticular function with respect the beverage packaging pro 
addresses , sub - net masks , or a combination of any of these , cess . For example , the beverage packaging process begins at 
etc. ) associated with each component 20 , monitoring oper- a loading station 52 , where pallets of empty cans or bottles 
ating temperatures of each component 20 if available ( e.g. , to be filled are fed into packaging factory 50 via a conveyor 
components 20 in certain cells 18 are exposed to more 65 section 54. The conveyor section 54 transports the empty 
heat / cold than others cells 18 ) , monitoring energy consump- cans from the loading station 52 to a washing station 56 , 
tion data associated with each component ( e.g. , larger drives where the empty cans and bottles are washed and prepared 
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for filling . As the washed cans and bottles exit the washing The power component 78 may include a control system 
station 56 , the conveyor section 54 may gradually transition that may monitor and control the operations of the respective 
into an aligning conveyor section 58 , such that the washed power component 78. As such , the power component 78 
cans and bottles enter a filling and sealing station 60 in a may correspond to the component 20 described above with 
single - file line . 5 respect to FIG . 1. Referring back to the example above , the 

The filling and sealing station 60 may function at an control system of the power component 78 , such as the drive 
optimal rate when the washed cans and bottles enter the used to control the motor rotating the conveyor section 54 , 
filling and sealing station 60 in a steady , uniform stream . may monitor a voltage provided to the motor and may 
However , if the transition between the conveyor section 54 determine the speed at which the conveyor section 54 may 
and the aligning conveyor section 58 is erratic or faster than 10 be moving . In one embodiment , the control system of the 
desired , the filling and sealing station 60 may not function power component 78 may send the data related to the speed 
at an optimal rate . As such , optimizing performance param- at which the conveyor section 54 may be moving to the 
eters ( e.g. , speed , size , function , position / arrangement or industrial control system 22 or to other control systems that 
quantity ) of the conveyor sections ( i.e. , conveyor section 54 may control other components 20. In this manner , the 
or aligning conveyor section 58 ) may be beneficial to the 15 industrial control system 22 or other control systems may be 
efficiency of the packaging factory 50 . aware of the operations of the power component 78 and may 
As the sealed cans exit the filling and sealing station 60 , account for these operations when determining how its 

a buffering conveyor section 62 may hold the sealed cans to respective component should operate . 
delay their entry into the next station . In addition , the Keeping the packaging factory 50 of FIG . 4 in mind , the 
buffering conveyor section 62 may transport the sealed cans 20 industrial control system 22 may receive data from multiple 
in a single - file line so that the sealed cans arrive at a power components 78 dispersed throughout the packaging 
sterilization station 64 or a labeling station 66 at a desired factory 50. The industrial control system 22 may then 
time with the desired quantity of cans . Similar to the filling contextualize the received data with respect to different 
and sealing station 60 , the packaging station 64 or the scopes or hierarchical levels as described above with refer 
labeling station 66 functions efficiently when the buffering 25 ence to FIG . 1. For example , FIG . 8 illustrates how the 
conveyor section 62 operates at optimal performance param- power components 78 of the packaging factory 50 may be 
eters ( e.g. , optimal speed , size , function , position / arrange- categorized into different scopes . 
ment or quantity ) . After the cans and bottles have been In one embodiment , the scopes of the packaging factory 
sterilized and / or labeled , they are packaged into cases ( e.g. , 50 may be categorized based on functions of the components 
6 - pack , 24 - pack , etc. ) at a packaging station 68 , before they 30 20 and the cells 18 of the packaging factory 50. For instance , 
are palletized for transport at station 70 or stored in a referring to both FIGS . 4 and 5 , the loading station 52 may 
warehouse 72. Clearly , for other applications , the particular be categorized as cell 1 , the washing station 56 may be 
system components , the conveyors and their function will be categorized as cell 2 , the sealing station 60 may be catego 
different and specially adapted to the application . rized as cell 3 , the sterilization station 64 may be categorized 

The packaging factory 50 may also include the industrial 35 as cell 4 , the labeling station may be categorized as cell 5 
control system 22 , which may be located in a control room and the packaging station 68 may be categorized as cell 6 . 
74 or the like . The industrial control system 22 may be As shown in FIG . 5 , each component 20 may correspond to 
coupled to one or more sensors 76 , which may monitor a particular cell 18. That is , each component 20 that may be 
various aspects of the machine components or conveyor used by the respective station may be categorized as part of 
sections of the packaging factory 50. The sensors 76 may 40 the respective cell 18 . 
include any type of sensor , such as a pressure sensor , an In the same manner , the areas 16 may be categorized 
accelerometer , a heat sensor , a motion sensor , a voltage based on functions of the cells 18 of the packaging factory 
sensor , and the like . The sensors 76 may be located in 50. For instance , cells 1-3 of the packaging factory 50 may 
various positions within the packaging factory 50 , and may correspond to a preparation process and cells 4-6 of the 
measure a parameter value of interest relating to the bever- 45 packaging factory 50 may correspond to a packaging pro 
age packaging process during the operation of the packaging cess . As such , cells 1-3 may be categorized as area 1 and 
factory 50. For example , in certain embodiments , the sen- cells 4-6 may be categorized as area 2 . 
sors 76 may include sensors configured to measure the rate In one embodiment , the industrial control system 22 may 
of bottles or containers per minute ( BPM ) entering or determine the categories or scopes of the industrial automa 
leaving a machine component ( i.e. , stations 54 , 56 , 58 , 64 , 50 tion system 10 based on a factory diagram or specification 
66 , 68 or 70 ) , or the rate of accumulation of bottles on a that describes the various processes employed by the indus 
portion of a conveyor section ( e.g. , conveyor section 54 or trial automation system 10 and the components 20 used for 
62 ) . In general , any sensors 76 capable of measuring a the respective processes . In another embodiment , each con 
parameter value of interest relating the beverage packag- trol system for each component 20 may include information 
ing process of the packaging factory 50 ( e.g. , rate , pressure , 55 indicating the function of the component 20 , a location of 
speed , accumulation , density , distance , position / arrange- the component 20 with respect to the industrial automation 
ment , quantity , size , and so forth ) may be used . system 10 , a part of a manufacturing process that the 

In some embodiments , the packaging factory 50 may component 20 is associated with , or the like . Here , each 
include a number of industrial automation power compo- respective control system of each respective component 20 
nents 78 that may be used to control power used by various 60 may send this information to the industrial control system 22 
machine components in the packaging factory 50. The or to other control systems of nearby components 20. The 
power components 78 may include devices , such as drives , control system that receives the information may then deter 
motors , inverters , switch gear , and the like , which may be mine how the component 20 that transmitted the information 
used to operate a corresponding machine component . For may relate to the various scopes of the industrial automation 
example , the conveyor section 54 may rotate using a motor , 65 system 10 , how the component 20 that received the infor 
which may be controlled via a power component 78 , such as mation may be related to the component 20 that transmitted 
a variable frequency drive . the information with respect to the various scopes of the 



US 10,928,788 B2 
13 14 

industrial automation system 10 , and the like . In certain and / or operated by the control system 22. As such , the data 
embodiments , each control system may send information may include information related to certain capabilities of the 
related to the scopes of the industrial automation system 10 , industrial control system 22. That is , the information may 
information detailing a relationship between each scope of provide details concerning how the industrial control system 
the industrial automation system 10 , information detailing a 5 22 may be capable of operating certain components 20 and 
relationship between each component 20 in the industrial its ability to affect certain operations in the cell 18 , the area 
automation system with respect to each scope of the indus- 16 , or the factory 12 of the industrial automation system 10 . 
trial automation system 10 , and the like to a database 80 , In addition to sending identification information , the 
which may be accessible by each control system as a industrial control system 22 may also send contextual data 
centralized database or a database distributed between a 10 related to how the component 20 , the cell 18 , the area 16 , or 
number of machines , computers , or the like . the factory 12 associated with the industrial control system 

Keeping the foregoing in mind , to share data between 22 may be related to each other . For example , the industrial 
control systems , in one embodiment , each industrial control control system 22 may send information related to how the 
system 22 may first connect to an industrial automation industrial automation system 10 may be subdivided , how 
network . The industrial automation network may include a 15 each area 16 , cell 18 , and component 20 may interact with 
telecommunications network that may allow the industrial each other , which components 20 are part of each factory 12 , 
control system 22 to exchange data as described above . As area 16 , or cell 18 , or the like , how operations of each 
such , the industrial automation network may include any component 20 associated with the industrial control system 
type of communicative network including a cloud - based 22 may relate to a respective cell 18 or area 16 , system 
network and the like . The industrial automation network 20 design parameters for the industrial automation system 10 , 
may be present in the industrial automation system 10 and how the industrial control system 22 is related to other 
may serve as a way in which to communicate to various components 20 of the industrial automation system 10 with 
devices within the industrial automation system 10. The respect to the various scopes or hierarchical levels of the 
industrial control system 22 may connect to the industrial industrial automation system 10 , or the like . 
automation network via a wired or wireless connection via 25 The industrial control system 22 may also send a notifi 
its communication component 32 . cation or message that lists all of the artifacts or documents 
When the industrial control system 22 connects to the that specify operating procedures associated with a respec 

industrial automation network , the industrial control system tive component 20 , cell 18 , or area 16. The industrial control 
22 may provide certain information via the industrial auto- system 22 may also send a notification or message that 
mation network to enable other control systems already 30 provides a physical description or a list of physical proper 
present or communicatively coupled to the industrial auto- ties of various components 20 associated with the industrial 
mation network to recognize the industrial control system control system 22. As such , an operator may identify various 
22. For example , FIG . 6 illustrates a flowchart of a method components 20 by their respective physical properties . 
90 that the industrial control system 22 may employ to The industrial control system 22 may also send informa 
establish or indicate a presence in an industrial automation 35 tion related to a type of material that a respective component 
network that corresponds to the industrial automation sys- 20 , a respective cell 18 , and a respective area 16 may be 
tem 10 . using or is expecting to perform work or processing opera 

Referring now to FIG . 6 , at block 92 , the industrial control tions on . In another example , the industrial control system 
system 22 may connect to the industrial automation net- 22 may also send information related to a geographical 
work . In one embodiment , the industrial control system 22 40 location associated with the respective component 20 , 
may connect to the industrial automation network using respective cell 18 , or respective area 16 or a physical 
certain verification codes or security parameters that enable location associated with the respective component 20 , 
the industrial control system 22 to connect to the industrial respective cell 18 , or respective area 16 with respect to the 
automation network . industrial automation system 10. Additionally , the informa 

After the industrial control system 22 establishes a con- 45 tion may include a geographical reference that indicates a 
nection to the industrial automation network , at block 94 , the region ( e.g. , North America , Asia ) in which the respective 
industrial control system 22 may broadcast data , such as component 20 , respective cell 18 , or respective area 16 may 
identification information , to the industrial automation net- be placed into service . 
work . In one embodiment , the industrial control system 22 After broadcasting the identification information , at block 
may push the data automatically after the connection to the 50 96 , the industrial control system 20 may receive one or more 
industrial automation network is established . When broad- acknowledgement messages from other control systems or 
casting the data , the industrial control system 22 may send controllers that were previously connected to the industrial 
a notification or message to each device or control system automation network . The acknowledgement message may 
communicatively coupled to the industrial automation net- serve as a notice to the industrial control system 22 that its 
work indicating that the industrial control system 22 has 55 presence has been recognized by the corresponding control 
connected to the industrial automation network . system . 

The data or identification information broadcast to the In one embodiment , at block 98 , the industrial control 
industrial automation network may include certain details system 22 may receive identification information associated 
associated with the industrial control system 22. For with the control system that sent the acknowledgement 
example , the data may include a serial number , a product 60 message . The identification information may correspond to 
name , a product class , a type of data output , a list of services the information described above with reference to block 94 . 
provided by the industrial control system 22 , and the like By receiving the identification information corresponding to 
that may enable other control systems on the industrial each component 20 joining the industrial automation net 
automation network to recognize the type of industrial work , the control system of the newly added component 20 
control system 22 that is now present on the industrial 65 may determine its operating parameters based on the loca 
automation network . The data may also include information tion of the component 20 with respect to the surrounding 
related to a device or component 20 that may be controlled components 20 and the types of devices correspond to the 
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surrounding components 20. For instance , if a new loading connected to the industrial automation network . As such , 
station 52 and a new washing station 56 is added to the each control system coupled to the industrial automation 
packaging factory 50 , the control system associated with the network may become aware of the presence and capabilities 
buffering conveyor section 62 may determine that it may of each component available in the industrial automation 
receive two times as many bottles as it may have previously 5 system 10 . 
received since the input mechanisms for the bottles has In general , when the control systems described herein 
doubled . As such , the control system for the buffering become aware of each other , each control system generally 
conveyor section 62 may double the speed at which it recognizes the presence of the respective control systems in 
operates to increase the production capacity of the packag- the industrial automation network and their respective capa 
ing factory 50 . 10 bilities and relationships within the industrial automation 

In certain embodiments , the industrial control system 22 system . As such , an aware control system may make opera 
may include a database of drivers or other software tools that tional decisions that account for the effects of the decisions 
may be used to establish a communication link with and with respect to the operations of the other control systems on 
connect to the industrial control system 22 to various the industrial automation network . By consciously making 
components 20 , including components that may not be 15 operational decisions that account for the operations of other 
manufactured by the same manufacturer of the industrial control systems , the aware control system may efficiently 
control system 22. That is , the industrial control system 22 manage the operation of the entire industrial automation 
may be capable of interacting with and controlling various system 10 . 

components 20 manufactured by various manufac- In one embodiment , the industrial control system 22 may 
turers using the drivers after the industrial control system 20 20 analyze the identification information received from each 
detects the presence of the various types of components 20 control system on the industrial automation network to 
via the industrial automation network . As such , the industrial determine various characteristics of each control system and 
control system may be capable of sending control com- its relationship to the industrial automation system 10. For 
mands to various types of components 20 manufactured by instance , FIG . 8 illustrates a flowchart of a method 110 for 
various manufacturers . In one embodiment , the database of 25 determining relationship information between the compo 
drivers may be stored in the memory 36 or the storage 38 of nents 20 of the industrial automation system 10. The method 
the industrial control system 22. However , it should be noted 110 may be performed by the industrial control system 22 , 
that the database of drivers may also be stored in a cloud but it should be noted that any control system ( i.e. , with 
computing device , server , another control system connected respect to area 16 , cell 18 , or component 20 ) may be used to 
to the industrial automation network and the like . 30 perform the method 110. In one embodiment , the processor 

Generally , the drivers may act as a translator between the 34 of the industrial control system 22 may perform the 
industrial control system 22 and the corresponding control blocks of the method 110 . 
interface or operating system of the corresponding compo- Referring now to FIG . 8 , at block 112 , the industrial 
nent 20. As such , by using the driver associated with a control system 22 may receive data from one or more of the 
particular component 20 , the industrial control system 22 35 components 20 in the industrial automation system 10. The 
may quickly establish a communication link and be capable data may include identifying information that corresponds to 
of controlling the various components 20 without configur- a particular component 20. The data may also include 
ing or adjusting configurations of the industrial control information related to devices being controlled or operated 
system 22. That is , an operator should not have to program by the component , information related to power being 
or alter the configuration of the industrial control system 22 , 40 provided to these devices , information gathered by various 
such that the industrial control system 22 may establish a sensors disposed on the component 20 , and the like . 
communication connection with and / or control the opera- At block 114 , the industrial control system 22 may 
tions of the various types of components 20 . organize the received data with respect to different scopes of 

Keeping the foregoing in mind , FIG . 7 depicts a flowchart the industrial automation system , as described above . That 
of a method 100 that other control systems communicatively 45 is , the industrial control system 22 may contextualize the 
coupled to the industrial automation network may employ received data with respect to various scopes or hierarchical 
when recognizing a newly coupled control system . For levels of the industrial automation system 10 based on a 
example , after the industrial control system 22 establishes a diagram or specification that details the operations of the 
connection to the industrial automation network , the control industrial automation system 10 . 
systems or other devices already coupled to the industrial 50 At block 116 , the industrial control system 22 may 
automation network may employ the method 100 to provide determine effectual relationships between the components 
an indication to the industrial control system 22 that its 20 , from which the industrial control system 22 may receive 
presence has been recognized . data . The effectual relationship may include information 

Referring now to FIG . 7 , at block 102 , a control system indicating how one component 20 may affect the operations 
already connected to the industrial automation network may 55 of a different component 20. For example , referring back to 
receive identification information from the industrial control FIG . 4 , if a load increases on the conveyor section 54 ( e.g. , 
system 22 , which may have recently coupled to the indus- more bottles on the conveyor ) , the motor associated with the 
trial automation network . Upon receiving the identification conveyor section 54 may draw more current from the power 
information from the industrial control system 22 , the con- component 78 to maintain an expected speed at which the 
trol system may , at block 104 , send an acknowledgement 60 conveyor section 54 operates . As such , upon detecting the 
message to the industrial control system 22 . increased load , the industrial control system 22 may increase 

At block 106 , the control system may send identification a power demand from the power component 78 to maintain 
information related to itself and its corresponding operations the speed of the conveyor section 54. Moreover , given the 
to the industrial control system 22. In one embodiment , the load increase , the industrial control system 22 may deter 
control system may send the identification information to the 65 mine that the washing station 56 should wash each container 
newly connected industrial control system 22 automatically more quickly and may increase the speed at which the 
upon recognizing that the industrial control system 22 has washing station 56 operates . As such , the washing station 56 
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may draw additional power from a respective power com- tions of each component 20 in each scope of the industrial 
ponent 78 that may provide power to the washing station 56 . automation system 10 should be adjusted to ensure that the 
In this situation , the industrial control system 22 may contextualized data falls within the acceptable range . After 
determine that the power component 78 associated with the determining how the operations of each component 20 in 
conveyor section 54 may have an effectual relationship with 5 each scope of the industrial automation system 10 should be 
the power component 78 associated with the washing station adjusted , the industrial control system 22 may send corre 
56 . sponding commands to the corresponding components 20 to 

After the industrial control system 22 determines the adjust their respective operations . 
effectual relationship information regarding the components Keeping method 120 in mind , FIG . 10 illustrates a flow 
20 in which it received data from , the industrial control 10 chart of a method 130 for adjusting operations of an indus 
system 22 may , at block 118 , store the effectual relationship trial automation component 20 after receiving a command 
information as effectual relationship data . In one embodi- from another control system . In one embodiment , the 
ment , the industrial control system 22 may store the effectual method 132 may correspond to the method 120 above in that 
relationship data in the memory 36 or storage 38 compo- after the industrial control system 22 sends commands to the 
nents of the industrial control system 22. Alternatively or 15 components at block 126 , the method 130 depicts how the 
additionally , the industrial control system 22 may send the components that receive the commands may adjust its 
effectual relationship data to a control system associated operations . 
with each component 20 or to the database 80 , such that As such , at block 132 , the control system of the compo 
other control systems may access the data and base its nent 20 may receive a command to adjust its operations . In 
operations on the information stored therein . 20 one embodiment , the command may simply indicate that the 

In certain embodiments , the industrial control system 22 control system should adjust the operations of the compo 
may analyze the data received from each component 20 and nent 20 to make the contextualized data fall within an 
adjust the operations of various areas 16 , cells 18 , or acceptable range . 
components 20 based on its analysis . FIG . 9 , for example , At block 134 , the control system of the component 20 
depicts a flowchart of a method 120 for controlling opera- 25 may determine how its operations may be adjusted to make 
tions of the components 20 based on the effectual relation- the contextualized data fall within an acceptable range based 
ship data described above . Like the method 120 above , in on the effectual relationship data . That is , the control system 
one embodiment , the processor 34 of the industrial control may evaluate different adjustments to the operations of its 
system 22 may perform the method 120 . respective component to determine how the adjusted opera 

Referring now to FIG . 9 , at block 122 , the industrial 30 tions may affect the corresponding contextualized data . 
control system 22 may monitor data received from the After determining an adjustment to the operations of its 
components 20 of the industrial automation system 10 with respective component that may assist the contextualized data 
respect to different scopes of the industrial automation to fall within the acceptable range , the control system of the 
system 10. That is , the industrial control system 22 may component 20 may , at block 136 , adjust the operations of the 
receive data from various components 20 , contextualize the 35 component 20 accordingly . 
received data with respect to the factories 14 , areas 16 , and In one embodiment , while determining an adjustment to 
the cells 18 of the industrial automation system 10 . the operations of its respective component that may assist 

After contextualizing the received data , the industrial the contextualized data to fall within the acceptable range , 
control system 22 may , at block 124 , determine whether the the control system of the component 20 may determine 
contextualized data is within an acceptable range for each 40 adjustments that may be made to other components 20 based 
respective scope of the industrial automation system 10. In on the effectual relationship data that may further assist the 
one embodiment , each scope of the industrial automation contextualized data to fall within the acceptable range . As 
system 10 may operate according to certain specifications . such , at block 138 , the control system of the component 20 
For example , each scope may be expected to consume a may send commands to the other components 20 to adjust 
particular range of energy within some period of time . In this 45 their respective operations to assist the contextualized data 
example , based on the contextualized energy data for each to fall within the acceptable range . 
scope of the industrial automation system 10 , the industrial Autonomous Control of Components in Various Hierarchi 
control system 22 may determine whether the energy con- cal Levels 
sumed by each respective scope falls within a respective Generally , the methods discussed above include adjusting 
acceptable range . 50 the operations of components 20 that may be communica 

If , at block 124 , the industrial control system 22 deter- tively coupled to the industrial control system 22. As dis 
mines that the contextualized data does fall within an cussed above , any component 20 may include a respective 
acceptable range , the industrial control system 22 may industrial control system 22 that may control the respective 
return to block 122 and continue monitoring the data operations of the respective component 20. Further , in some 
received from the components 20. If , however , the industrial 55 embodiments , one industrial control system 22 may control 
control system 22 determines that the contextualized data the operations of the components 20 in one or more cells 18 , 
does not fall within an acceptable range , the industrial one or more areas 16 , and the like . As such , the industrial 
control system 22 may proceed to block 126 . control system 22 may be configured to autonomously 

At block 126 , the industrial control system 22 may send control the operations of a single component 20 or a group 
one or more commands to certain components 20 that may 60 of components 20. In certain embodiments , the industrial 
be part of the respective scope of the industrial automation control system 22 may be designated to autonomously 
system that does not include contextualized data within an control one or more components 20 in the industrial auto 
acceptable range . The commands may alter or adjust the mation system 10 with respect to a corresponding hierar 
operations of the respective component 20 receiving the chical level of the one or more components 20 with respect 
commands , such that the contextualized data may fall within 65 to the industrial automation system 10. That is , a user may 
the acceptable range . As such , in one embodiment , the specify a hierarchical level of the industrial automation 
industrial control system 22 may determine how the opera- system 10 , such that the industrial control system 22 may 
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autonomously control the respective operations of the industrial control system 22 to autonomously control will be 
respective components 20 corresponding to the selected provided below with reference to FIGS . 12A - 12C . 
hierarchical level . As a result , the industrial control system At block 154 , the industrial control system 22 may send 
22 may be capable to provide different levels of autonomous a slave - mode command to each control system of each 
control over the industrial automation system 10. In certain 5 component 20 associated with the selected hierarchical 
embodiments , the industrial control system 22 may also level . Upon receiving the slave - mode command , the respec 
provide multiple levels of autonomous control over the tive control system of the respective component 20 may 
industrial automation system 10. Further , the industrial operate as a slave in a master / slave communication configu 

ration . That is , the slave - mode command may cause the control system 22 may provide control to just a portion of 
one or more hierarchical levels of the industrial automation 10 respective control system to defer all or a portion of its control operations for the respective component 20 to the system 10 . 

The industrial control system 22 may be designated as an industrial control system 22. Prior to receiving the slave 
mode command , the respective control system for the autonomous controller for some or all of the components 20 respective component 20 may control all of the operations of that may be communicatively coupled to the industrial 15 the respective component 20. In one embodiment , after 

control system 22. That is , the industrial control system 22 receiving slave - mode command , the respective control sys may independently control some or all of the operations of tem may continue to control all of the operations of the 
certain components 20 in spite of commands or control respective component 20 until the respective control system 
operations of another control system . For example , the receives an operational command from the industrial control 
industrial control system 22 may be communicatively 20 system 22. That is , when the respective control system 
coupled to a first component 20 , which may be operated by receives an operational command from the industrial control 
a first control system , and to a second component 20 , which system 22 that conflicts with a current operation of the 
may be operated by a second control system . When the respective component 20 , the respective control system may 
industrial control system 22 is designated as the autonomous defer to the operational command of the industrial control 
controller for the first component 20 and the second com- 25 system 22 and allow the industrial control system 22 to 
ponent 20 , the industrial control system 22 may control the change the operation of the respective component 20 accord 
operations of the first component 20 and the second com- ing to the operational command . 
ponent 20 in spite of any conflicting operational commands In another embodiment , after receiving the slave - mode 
generated by the first control system or the second control command , the respective control system may defer all of the 
system . 30 operations of the respective component 20 to the industrial 
By autonomously controlling the operations of certain control system 22. As such , the respective control system 

components 20 in a particular hierarchical level of the may forward the operational commands received from the 
industrial automation system 10 , the industrial control sys- industrial control system 22 to the respective component 20 . 
tem 22 may analyze data associated with the certain com- Alternatively , the respective control system may serve as an 
ponents 20 with respect to various parameters associated 35 intermediary or interface that may adjust the operations of 
with the particular hierarchical level that corresponds to the the respective component 20 based on the operational com 
certain components 10. As a result , the industrial control mands received from the industrial control system 22 . 
system 22 may control the operations , energy consumption , At block 156 , the industrial control system 22 may receive 
production , efficiency , and other variables associated with data from each control system of each component 20 in the 
the particular hierarchical level of the industrial automation 40 selected hierarchical level . The data may include raw data 
system 10 . acquired via one or more sensors disposed on the respective 

Keeping the foregoing in mind , FIG . 11 illustrates a flow component 20. The sensors may include rotational sensors , 
chart of a method 150 that the industrial control system 22 speed sensors , weight sensors , voltage sensors , current sen 
may employ to autonomously control one or more compo- sors , and the like . 
nents 20 in the industrial automation system 10 based on a 45 The data may also include analyzed or interpreted data 
corresponding hierarchical level of the industrial automation that may have been processed by a processor of the respec 
system 10. In certain embodiments , the industrial control tive control system of the respective component 20. For 
system 22 may be communicatively coupled to a number of example , the respective control system may receive voltage 
the components 20 that may be disposed at various hierar- and current data from sensors disposed on the respective 
chical levels of the industrial automation system 10 . 50 component 20 and may analyze the voltage and current data 

At block 152 , the industrial control system 22 may receive to determine power consumption properties associated with 
an input from a user that may specify one or more hierar- the respective component 20. In this manner , the industrial 
chical levels in the industrial automation system 10. Refer- control system 22 may receive the analyzed data from the 
ring briefly to FIG . 1 , the hierarchical levels of the industrial respective control system and thus may not analyze or 
automation system 10 may include a factory - level ( 12 ) , a 55 interpret the raw data received from the sensors disposed on 
work area - level ( 16 ) , a cell - level ( 18 ) , or a component - level the respective component 20. As such , the processing power 
( 20 ) . Moreover , the selected hierarchical level may include of the industrial control system 22 and each respective 
one or more of the work areas 16 , one or more of the cells control system may be used efficiently . 
18 , or one or more of the components 20. The industrial At block 158 , the industrial control system 22 may receive 
control system 22 may receive the input indicating the 60 one or more industrial automation system parameters that 
selected hierarchical levels via the I / O ports 40 of the may specify desired properties or characteristics regarding 
industrial control system 22. That is , the user may specify to how the industrial automation system 10 or various hierar 
the industrial control system 22 which hierarchical levels chical levels of the industrial automation system 10 may 
may be selected via input from a keyboard device , a mouse operate . In one embodiment , the industrial automation sys 
device , a touch screen device , or the like . Additional details 65 tem parameters may include a workflow associated with the 
regarding how the user may select the hierarchical level that industrial automation system 10. The workflow may indicate 
includes the components 20 that the user may desire the how each component 20 of the industrial automation system 
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10 may relate to various processes or hierarchical levels of tive component 20 of the selected hierarchical level . For 
the industrial automation system 10. Additionally , the work- instance , if the industrial control system 22 receives data 
flow may indicate how various hierarchical levels of the indicating that a motor operating the filling and sealing 
industrial automation system 10 may relate to each other station 60 suddenly changes its operational speed to 50 % of 
with respect to the industrial automation system 10. For 5 its previous operational speed , the industrial control system 
example , referring to the packaging factory 50 of FIG . 4 , the 22 may analyze the workflow of the packaging factory 50 to 
workflow may provide details indicating that a component determine which components 20 and which hierarchical 
20 ( e.g. , a motor operating the conveyor section 54 ) is part levels may be affected by the change of operation of the 
of cell 2. Moreover , the workflow associated with the filling and sealing station 60. The industrial control system 
packaging factory 50 may also indicate that the operations of 10 22 may then send commands to the control systems asso 
the packaging factory 50 is as follows : cell 1 to cell 2 to cell ciated with the components 20 in the selected hierarchical 
3 to cell 4 to cell 5 to cell 6. The workflow associated with level to adjust their respective operations in light of the 
the packaging factory 50 may also specify which cells 18 are changed operating parameters of the filling and sealing 
part of each work area 16. The workflow may also indicate station 60. If the selected hierarchical level received at block 
how the industrial automation system 10 may be organized . 15 152 includes work area 1 of the packaging factory 50 , the 
For instance , the workflow may indicate that the work area industrial control system 22 may identify the components 20 
1 feeds into the work area 2 . preceding the filling and sealing station 60 ( e.g. , the con 
At block 160 , the industrial control system 22 may veyor section 54 , washing station 56 , aligning conveyor 

analyze the data received at block 156 in view of the section 58 ) and send commands to the control systems that 
industrial automation system parameters received at block 20 correspond to the identified components to change the 
158. As such , the industrial control system 22 may deter- respective operations of the identified components to accom 
mine whether each component 20 , cell 18 , and work area 16 modate or match the current operational speed of the filling 
may be operating according to the industrial automation and sealing station 60 . 
system parameters . In one embodiment , the industrial con- By autonomously controlling the operations of the com 
trol system 22 may aggregate all of the like data from each 25 ponents 20 associated with a particular hierarchical level , the 
component 20 in the selected hierarchical level . The indus- industrial control system 22 may enable the industrial auto 
trial control system 22 may then analyze the aggregated data mation system 10 to be controlled more efficiently . In one 
for the selected hierarchical level with respect to the indus- embodiment , different hierarchical levels of the industrial 
trial automation system parameters . For example , the indus- automation system 10 may be controlled separately by a 
trial control system 22 may aggregate all of the energy 30 respective industrial control system 22. As such , the indus 
consumption data received from the respective components trial automation system 10 may be controlled or operated 
20 of the selected hierarchical level . The industrial control according to a decentralized control manner . That is , each 
system 22 may then compare the aggregated energy con- autonomous control system may control its respective com 
sumption data to an expected energy consumption value for ponents 20 of its respective hierarchical level without regard 
the corresponding hierarchical level , as specified by the 35 to the operations of other control systems . As such , each 
industrial automation system parameters . The industrial con- respective control system may make distributed decisions 
trol system 22 may generate certain commands for the for different hierarchical levels of the industrial automation 
respective control systems of the respective components 20 system 10 and how the respective decisions may affect the 
of the selected hierarchical level based on the comparison . operations or various properties ( e.g. , energy consumption , 

At block 162 , the industrial control system 22 may send 40 production time , efficiency , etc. ) of the components 20 of the 
commands to the respective control systems associated with corresponding hierarchical level . 
the respective components 20 that correspond to the respec- Although the industrial automation system 10 is described 
tive hierarchical level received at block 152 to adjust their above as being controlled in a decentralized manner , it 
operations based on the analysis performed at block 160 . should be noted that the selected hierarchical level for the 
That is , if the received data associated with the components 45 industrial control system 22 may include the entire factory 
20 of the selected hierarchical level indicates that certain 12. As such , the industrial control system 22 may provide for 
hierarchical levels in the industrial automation system 10 are a centralized control system . That is , the industrial control 
not operating according to the industrial automation system system 22 may control the operation of each component 20 
parameters , the industrial control system 22 may send com- in the factory 12. In certain embodiments , even when the 
mands to the respective control systems associated with the 50 industrial control system 22 operates as the central control 
respective components 20 of the selected hierarchical level system for all of the components in the industrial automation 
to change its operations . The modified operations of the system 10 , the industrial automation system parameters 
respective components 20 may cause the hierarchical levels received at block 158 may include specifications or operat 
in the industrial automation system 10 to operate according ing specifications for various hierarchical levels of the 
to the industrial automation system parameters . 55 industrial automation system 10. Here , the industrial control 

In certain embodiments , the industrial control system 22 system 22 may operate in a centralized manner and control 
may determine the commands to provide to the respective the operations of each component 20 of the industrial 
control systems associated with the selected hierarchical automation system 10 to meet the industrial automation 
level based on the workflow of the industrial automation system parameters for the various hierarchical levels . 
system 10. By evaluating the workflow of the industrial 60 Whether the industrial control system 22 operates in a 
automation system 10 , the industrial control system 22 may centralized or decentralized manner , in certain embodi 
become more aware or cognizant of how the components 20 ments , the industrial control system 22 may not be able to 
may affect the operations of the various hierarchical levels , accommodate or meet all of the industrial automation sys 
including the selected hierarchical level , in the industrial tem parameters for the selected hierarchical level ( s ) of the 
automation system 10. As such , the industrial control system 65 industrial automation system 10. In this case , the industrial 
22 may account for the effects to the industrial automation control system 22 may prioritize or determine a priority 
system 10 when determining any command for any respec- value for each of the industrial automation system param 
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eters . In one embodiment , the industrial control system 22 user in either direction of the slider visualization 174. In one 
may establish a priority for each industrial automation embodiment , the position of the selector 176 along the slider 
parameter based on the workflow that corresponds to the visualization 174 may indicate to the industrial control 
industrial automation system 10. That is , the industrial system 22 a selection of a hierarchical level or a number of 
control system 22 may determine an importance of each 5 hierarchical levels that the user may designate as being 
hierarchical level or part of the industrial automation system autonomously controlled by the industrial control system 22 . 
10 and may determine which of the industrial automation As shown in FIG . 12A , for example , the selector 176 is 
system parameters to accommodate when the accommoda- positioned at the component level end of the slider visual 
tion of two or more of the industrial automation system ization 174. As such , the GUI 170 may provide a visual 
parameters is not possible . In certain embodiments , the user 10 indication 178 of the scope or hierarchical level that corre 
may specify to the industrial control system 22 the priority sponds to what the industrial control system 22 may autono 
value of each of the industrial automation system param- mously control . In one embodiment , the visual indication 
eters . Alternatively , the user may provide a priority value for 178 shown in FIG . 12A may include a thick or highlighted 
each hierarchical level of the industrial automation system border around the hierarchical level that corresponds to the 
10. As such , the industrial control system 22 may determine 15 location of the selector 176 along the slider visualization 
which of the industrial automation system parameters to 174. However , it should be noted that other visualization 
accommodate when the accommodation of two or more of effects may be applied to the hierarchical level that corre 
the industrial automation system parameters is not possible sponds to the location of the selector 176 along the slider 
based on the priority value provided by the user . visualization 178 to indicate that the respective hierarchical 

Referring back to block 152 , the industrial control system 20 level is selected . Referring again to in FIG . 12A , the visual 
22 may receive the hierarchical level designated for autono- indication 178 indicates that the hierarchical level that the 
mous control in a number of ways . In one embodiment , the industrial control system 22 may exert autonomous control 
industrial control system 22 may include a graphical user over may include the component 20 ( i.e. , component 13 ) , 
interface ( GUI ) that may depict certain visualizations that which may correspond to the location of the industrial 
represent the hierarchical levels of the industrial automation 25 control system 22 or the component 20 that may be directly 
system 10. For instance , referring to the example industrial coupled to industrial control system 22 . 
automation system depicted in FIG . 4 , the GUI may depict In certain embodiments , as the selector 176 moves across 
the packaging factory 50 according to the hierarchical levels the slider visualization 174 , the scope or hierarchical levels 
that correspond to the packaging plant 50 as shown in FIG . of the industrial automation system 10 selected for autono 
12A . 30 mous control may change . For example , FIG . 12B illustrates 

Referring now to FIG . 12A , in one embodiment , visual- the GUI 170 as shown in FIG . 12A ; however , the selector 
izations depicted in a GUI 170 may include a graphical 176 depicted in FIG . 12B is moved towards the opposite end 
indication 172 of a respective location of the industrial of the slider visualization 174 , as compared to FIG . 12A . As 
control system 22. For example , as shown in FIG . 12A , the such , the visual indication 178 may highlight or encompass 
GUI 170 may indicate that component 13 may correspond to 35 a larger scope of the industrial automation system 10 as 
the location of the industrial control system 22 by providing compared to FIG . 12A . As shown in FIG . 12B , the selector 
the graphical indication 172 that resembles a star graphic in 176 may be positioned at a location along the slider visu 
the block that is designated as component 13. Although the alization 174 that corresponds to a cell level of the factory 
graphical indication 172 is depicted in FIG . 12A as a star 12. As such , the visual indication 178 of FIG . 12B encom 
graphic , it should be noted that the graphical indication 172 40 passes cell 5 and cell 6 of the factory 12. If the selector 176 
may be any type of graphical or visual effect that may enable moves toward the component level of the slider visualization 
the user to identify the part of the industrial automation 174 , the visual indication 178 may encompass just cell 5 . 
system 10 that may be directly coupled to the industrial Moreover , if the selector 176 moves even closer toward the 
control system 22 . component level of the slider visualization 174 , the visual 

In addition to the graphical indicator 172 described above , 45 indication 178 may encompass just two components ( e.g. , 
the GUI 170 may also include a slider visualization 174. The components 13 and 14 or components 13 and 15 ) . 
slider visualization 174 may provide the user with an ability Referring now to FIG . 12C , if the selector 176 moves 
to select a hierarchical level of the industrial automation toward the factory level of the slider visualization 174 , the 
system 10 that the user may desire that the industrial control visual indication 178 may encompass cell 4 , cell 5 , and cell 
system 22 may autonomously control . As such , the slider 50 6. As a result , the visual indication 178 may encompass area 
visualization 174 may provide selections for more granular 2 of the factory 12. In the same manner , if the selector 176 
hierarchical levels of the industrial automation system 10 on moves further toward the factory level of the slider visual 
one end of the slider visualization 174 and may provide ization 174 , the visual indication 178 may encompass area 
selections for broader hierarchical levels of the industrial 2 of the factory 12 and one component 20 ( e.g. , component 
automation system 10 on another end of the slider visual- 557 ) of area 1. As the selector 176 continues to move toward 
ization 174. For example , as shown in FIG . 12A , one end of the factory level , the visual indication 178 may encompass 
the slider visualization 174 may correspond to a component additional components 20 , cells 18 , and areas 16 ( e.g. , area 
level of the hierarchical levels and the other end may 1 ) until it encompasses the entire factory 12 . 
correspond to a factory level of the hierarchical levels . That In addition to specifying various hierarchical levels that 
is , in one embodiment , the most granular hierarchical level 60 the industrial control system 22 may exert autonomous 
of the industrial automation system 10 may correspond to a control over , the industrial control system 22 may provide 
particular component in the industrial automation system 10 , different control options or operational functions based on 
while the broadest hierarchical level of the industrial auto- the user providing the input to the industrial control system 
mation system 10 may correspond to the entire factory 12 of 22. That is , the industrial control system 22 may provide 
the industrial automation system 10 . 65 different operating options to the user via the GUI 170 based 

Keeping the foregoing in mind , the slider visualization on certain credentials of the user . The credentials of the user 
174 may include a selector 176 that may be moved by the may be determined based on a user identification or log in 
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information provided to the industrial control system 22. In its processing tasks to various control systems in the indus 
one embodiment , the user credentials may indicate to the trial automation system 10. In other words , if the industrial 
industrial control system 22 the role of the user with respect controls system 22 determines that it may not be capable to 
to the industrial automation system 10. For example , certain analyze the data associated with each component 20 in a 
users may be part of an operational or maintenance team , 5 designated hierarchical level of the industrial automation 
while other users may be part of a supervisory or manage- system 10 to adequately operate the various components 20 
ment team . As such , the industrial control system 22 may in real - time or near real - time , the industrial control system 
provide the respective user different control options based 22 may send a request or command to other control systems 
on the corresponding role of the user . in the industrial automation system 10 to perform various 

For example , FIG . 13 illustrates a method 190 for modi- 10 calculations or data analysis processes to better enable the 
fying control functions of the industrial control system 22 industrial control system 22 to more effectively operate the 
based on a user's credentials . At block 192 , the industrial components 20 of the industrial automation system 10. As 
control system 22 may receive user credentials associated such , in addition to being aware of the operations of each 
with the user operating the industrial control system 22. In component 20 , the industrial control system 22 may also be 
one embodiment , the user credentials may be linked to a user 15 aware of the processing properties and capabilities of each 
identification number or log in information provided to the control system in the industrial automation system 10 , such 
industrial control system 22 . that the industrial control system 22 may employ various 

At block 194 , the industrial control system 22 may processing load balancing techniques to ensure that process 
determine a list of hierarchical levels of the industrial ing power being used by each control component in the 
automation system 10 that the respective user may be 20 industrial automation system 10 is being used efficiently . 
approved to access or control . In certain embodiments , Keeping the foregoing in mind , FIG . 14 illustrates a 
lower level users ( e.g. , maintenance operational personnel ) flowchart of a method 210 for distributing processing work 
may be limited to using control functions that may control loads to various control systems in the industrial automation 
the operation of the component 20 directly coupled to the system 10. In one embodiment , the method 210 may be 
industrial control system 22 or the operation of lower 25 performed by the industrial control system 22 that may be 
granular hierarchical levels available . Alternatively , higher designated as an autonomous controller for various compo 
level users ( e.g. , supervisors / managers ) may be provided nents 20 in the industrial automation system 10. However , it 
access to additional control functions that may control the should be understood that any control system in the indus 
operation of the components 20 that may be part of broader trial automation system 10 may employ the method 210 to 
hierarchical levels of the industrial automation system 10. In 30 distribute its respective processing workload among other 
this manner , the higher level users may have greater control control systems . 
of the industrial automation system 10. At block 196 , the For the purpose of facilitating the discussion related to the 
industrial control system 22 may present the control func- method 210 , FIG . 15 depicts an example communication 
tions available to the respective user determined at block network 230 that may correspond to the work area 1 of FIG . 
194 . 35 5. In one embodiment , each component 20 in the work area 

Referring back to the method 150 of FIG . 11 , in certain 1 may include a respective control system that may include 
embodiments , after receiving the hierarchical level designa- the communication component 32 , the processor 34 , the 
tion at block 152 , the industrial control system 22 may memory 36 , the storage 38 , and the I / O ports 40 as described 
employ the method 190 to ensure that the operations of above with reference to FIG . 3. As such , each respective 
various hierarchical levels of the industrial automation sys- 40 control system may include a processor that has certain 
tem 10 are not modified by mistake or accident . That is , processing capabilities . In addition to possessing certain 
since a considerable amount of control of the entire indus- processing capabilities , each respective control system may 
trial automation system 10 may be available via a single include certain processing or data analysis tools , which may 
industrial control system 22 , the user credentials verification be stored in the memory 36 or the storage 38. The processing 
process provided by the method 190 may help ensure that 45 or data analysis tools may be designed to perform specific 
the proper personnel has access to various parts of the tasks or data analysis operations to interpret data acquired by 
industrial automation system 10 . sensors disposed on the component 20 and the like . 
Load Balancing As shown in FIG . 15 , the industrial control system 22 may 

In addition to autonomously controlling different compo- correspond to the control system associated with the com 
nents 20 in the industrial automation system 10 and provid- 50 ponent 4 of FIG . 5. However , it should be noted that 
ing different levels of autonomous control options to user , industrial control system 22 may be associated with any 
the industrial control system 22 may also employ various component 20 in the industrial automation system 10 or may 
load balancing protocols or algorithms to balance the com- be a stand - alone computing device as depicted in FIG . 5. In 
putational processing loads between various control systems one embodiment , the industrial control system 22 depicted 
in the industrial automation system 10. That is , as more 55 in FIG . 15 may be directly communicatively coupled to 
sensors are added to the component 20 or as the amount of control system 1 , control system 5 , control system 6 , and 
data associated with each component 20 , cell 18 , work area control system 7 ( i.e. , directly - coupled control systems 232 ) , 
16 , factory 12 , and industrial automation system 10 becomes which may correspond to the control systems for the com 
available , the processing demands associated with the indus- ponent 1 , the component 5 , the component 6 , and the 
trial control system 22 may also increase . As with any 60 component 7 of FIG . 5 , respectively . Each of the directly 
processor , the processor 34 of the industrial control system coupled control systems 232 may establish a direct commu 
22 may include a limited amount of processing power ( e.g. , nication link via a wired or a wireless connection , such that 
3.2 gigahertz processor ) . communication between the directly coupled control system 

In this manner , to effectively control how the components 232 and the industrial control system 22 may not include any 
20 of various hierarchical levels of the industrial automation 65 intermediary systems or components . 
system 10 operate in real - time or near real - time , the pro- Additionally , although the industrial control system 22 
cessor 34 of the industrial control system 22 may distribute may not be directly coupled to all of the control systems of 
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the work area 1 , the industrial control system 22 may ment , the industrial control system 22 may determine 
establish an indirect communication link with other control whether the processing load of each respective control 
systems via the directly coupled control systems 232. As system is within some percentage or range ( e.g. , 5-10 % ) of 
such , the industrial control system 22 may communicate an average processing load of all of the control systems 
with indirectly coupled control systems 234 via the directly 5 ( including the processing load of the industrial control 
coupled control systems 232. That is , the directly coupled system 22 ) in the selected hierarchical level . 
control system 232 may relay requests , commands , and data If , at block 216 , the industrial control system 22 deter 
between the industrial control system 22 and the indirectly mines that the processing loads between each of the respec 
coupled control systems 234. In this way , the industrial tive control systems of the selected hierarchical level is 
control system 22 may further control the operations of the 10 balanced , the industrial control system 22 may return to 
components 20 that may not be directly communicatively block 214 and continue to receive the processing informa 
coupled to the industrial control system 22. Moreover , by tion from each respective control system . If , however , at 
establishing a communication means between the industrial block 216 , the industrial control system 22 determines that 
control system 22 and the indirectly coupled control systems the processing loads between each of the respective control 
234 , the industrial control system 22 may further distribute 15 systems of the selected hierarchical level is not balanced , the 
the processing work load of the industrial control system 22 industrial control system 22 may proceed to block 218 . 
to the directly coupled control systems 232 and the indi- At block 218 , the industrial control system 22 may 
rectly coupled control systems 234 . distribute the processing loads of each respective control 

Keeping the communication network 230 of FIG . 15 in system based on the received processing information . That 
mind and referring back to the method 210 of FIG . 14 , at 20 is , the industrial control system 22 may first identify certain 
block 212 , the industrial control system 22 may send a control systems that may be have a processing load that is 
request to each control system in a particular hierarchical lower than the average processing load between the respec 
level . The request may be a request to provide processing tive control systems . The industrial control system 22 may 
information related to each respective control system . In one then identify certain processing operations being performed 
embodiment , the industrial control system 22 may send the 25 by other control systems 22 that may have processing loads 
request to each directly coupled control system 232 via the that may be higher than the average processing load and may 
direct communication link between the industrial automa- distribute some of the processing operations of the control 
tion system 22 and the directly coupled control systems 232 . systems having the above - average processing load to the 

If the selected hierarchical level includes other indirectly control systems having the below - average processing load . 
coupled control systems 234 , upon receiving the request 30 In certain embodiments , at block 218 , the control system 
from the industrial control system 22 , the directly coupled 22 may send recommendations to each respective control 
control systems 232 may forward the request to the control system indicating how the processing loads of each respec 
systems directly communicatively coupled to the directly tive control system may be distributed . In this manner , the 
coupled control systems 232. For example , control system 1 user of the control system 22 may provide an input to 
and control system 7 , which are directly coupled control 35 proceed adjusting the processing loads of each respective 
systems 232 with respect to the industrial control system 22 , control system , as opposed to the processing loads being 
may forward a request received from the industrial control automatically adjusted . 
system 22 to the control system 2 , control system 3 , control After distributing some of the processing load between 
system 8 , and the control system 9 of FIG . 15. As such , the control systems at block 218 , the industrial control system 
industrial control system 22 may send a request for process- 40 22 may return to block 214 and receive updated processing 
ing information to the indirectly coupled control systems information from each respective control system . As such , 
234 . the industrial control system 22 may again determine 

The processing information may include various details or whether the processing load between each respective control 
properties regarding the communication component 32 , the system is balanced at block 216 and may further distribute 
processor 34 , the memory 36 , and the storage 38 of each 45 the processing loads between each control system at block 
respective control system . For instance , the processing infor- 218 . 
mation may include a list of capabilities of the respective In certain embodiments , the industrial control system 22 
control system , such as a bandwidth of the communication may distribute the processing loads between the control 
component 32 , a processing speed of the processor 34 , systems based on various properties associated with each 
amount of memory available in the memory 36 , a list of 50 control system . For example , certain control systems may 
programs and / or data processing tools that may be stored in include specific data analysis tools while other control 
the storage 38 , and the like . The processing information may systems may not . As such , when distributing processing 
also include some indication detailing how much of the loads between the control systems , the industrial control 
processing power of the processor 34 of the respective system 22 may identify a control system that has the data 
control system is being used . In one embodiment , the 55 analysis tools stored thereon before requesting that a par 
processing information may provide a percentage value to ticular control system performs the respective processing 
represent how much of the total processing power of the operations . 
processor 34 of the respective control system is being used Additionally , to better achieve processing load balancing 
to perform the various processes of the respective control between the control systems of the selected hierarchical 
system . The percentage value may thus correspond to a 60 level , the industrial control system 22 may determine which 
processing load of the processor 34 . of its processing operations may be more efficiently per 

At block 214 , the industrial control system 22 may receive formed by other control systems . For example , if the indus 
the processing information from each respective control trial control system 22 calculates the power consumption 
system . Upon receiving the processing information , at block properties of each cell 18 , the industrial control system 22 
216 , the industrial control system 22 may determine whether 65 may receive power consumption data from each control 
the processing load between each respective control system system in each cell 18 and may then aggregate the power 
in the selected hierarchical level is balanced . In one embodi- consumption data with respect to each cell 18. In one 

an 
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embodiment , instead of performing the aggregation calcu- store the processing load of each respective control system 
lations using the processor 34 of the industrial control in a look up table that may be indexed according to a time 
system 22 , the industrial control system 22 may send a at which the processing information was received . 
command to one control system in each cell 18 to determine After storing the processing information , the industrial 
the power consumption data for the respective cell 18. Each 5 control system 22 may wait for some amount of time to 
respective control system designated to determine the power expire . The amount of time that the industrial control system 
consumption data for the respective cell 18 may then send 22 may wait may correspond to an input received from a 
the aggregated power consumption data for the respective user . As such , the user may specify to the industrial control 
cell 18 to the industrial control system 22. For example , system 22 a frequency at which the industrial control system 
referring to FIG . 15 , the industrial control system 22 may 10 22 may evaluate the processing information received from 
send a command to the control system 7 to determine the the respective control systems . After the amount of time 
power consumption data for the corresponding cell 18 ( cell expires , at block 246 , the industrial control system 22 may 
3 ) . As such , the control system 7 may receive power again start receiving the processing information from the 
consumption data from the control system 8 and the control respective control systems . 
system 9 and aggregate the received power consumption 15 At block 248 , the industrial control system 22 may 
data with the power consumption data that the control compare the processing information stored at block 244 to 
system 7 has attributed to its respective component ( i.e. , the processing information received at block 246. In one 
component 7 ) . As a result , the control system 7 may deter- embodiment , if a change between the processing load stored 
mine the power consumption data for the cell 3 and may at block 244 and the processing load received at block 246 
send the power consumption data to the industrial control 20 is not greater than the threshold , the industrial control 
system 22 , thereby preserving some of the processing power system 22 may return to block 244 and store the recently 
of the industrial control system 22 that previously would received processing information or the processing load . If , 
have been used to aggregate the received data from each however , the change between the processing load stored at 
control system in cell 3 . block 244 and the processing load received at block 246 is 

In one embodiment , the industrial control system 22 may 25 greater than some threshold , the industrial control system 22 
preserve its processing power for various decision making may proceed to block 250. At block 250 , the industrial 
processes regarding the control of various operations of the control system 22 may distribute the processing workloads 
components 20 in various hierarchical levels of the indus- between the respective control systems as described above 
trial automation system 10. As such , the industrial control with reference to block 218 of FIG . 14 . 
system 22 may identify different control systems in the 30 The method 240 illustrates one example in which the 
industrial automation system 10 that may be capable of industrial control system 22 may predict whether the pro 
performing various intermediate processing tasks that may cessing work loads between the control systems of some 
result in data that may determine how the components 20 hierarchical level of the industrial automation system 10 
should operate . may become unbalanced in the future . That is , if the change 

In yet another embodiment , the industrial control system 35 in the processing load determined at block 248 exceeds the 
may distribute the processing loads between control systems threshold , the industrial control system 22 may determine 
by designating one or more control systems of a particular that the processing load between the respective control 
hierarchical level as responsible for performing various systems may become unbalanced at some time in the future . 
calculations and data analysis associated with the compo- As such , the industrial control system 22 may preemptively 
nents 20 of the particular hierarchical level . That is , one or 40 distribute the processing work loads between the respective 
more control systems that are part of a particular hierarchical control systems before the processing work loads become 
level may perform all of the data analysis operations for the unbalanced . 
components 20 of the particular hierarchical level . The one In certain embodiments , the industrial control system 22 
or more control systems may then forward the results of the may also predict whether the processing work loads may 
data analysis operations to the industrial control system 22 , 45 become unbalanced by evaluating data processing opera 
such that the industrial control system 22 may operate the tions of each respective control system or the industrial 
industrial automation system 10 in view of the data analysis control system 22 over some amount of time . That is , the 
results . user may specify to the industrial control system 22 an 

In addition to monitoring the balance of the processing amount of time to analyze the processing load of one or 
loads in real time , the industrial control system 22 may 50 more control systems in the industrial automation system 10 . 
predict whether the processing loads of the control systems The industrial control system 22 may then evaluate or 
being monitored may become unbalanced . Keeping this in monitor the processing load of the respective control system , 
mind , FIG . 16 illustrates a flowchart of a method 240 for which could include the processing load of the industrial 
balancing processing workloads of control systems in the control system 22 , itself . If the industrial control system 22 
industrial automation system of FIG . 1 based on predicted 55 determines that the processing load of the respective control 
workloads for the control systems . system over the amount of time is greater than some 

At block 242 , the industrial control system 22 may receive threshold , the industrial control system 22 may distribute the 
processing information from each control system ( i.e. , processing work loads between various control systems as 
directly coupled and indirectly coupled ) as described above described above . Here , the threshold may be represented as 
with reference to block 214 of FIG . 14. In one embodiment , 60 a load over time curve . 
the industrial control system 22 may identify the processing In addition to balancing processing loads between various 
load of a corresponding control system from the processing control systems , the industrial control system 22 may also 
information . dynamically balance power loads between areas 16 , cells 18 , 
At block 244 , the industrial control system 22 may store and the like . For example , FIG . 17 illustrates a flow chart of 

the processing information or the processing load of each 65 a method 260 for power balancing operations of the indus 
respective control system in the memory 36 or the storage trial automation system 10. Power balancing the operations 
38. In one embodiment , the industrial control system 22 may of the industrial automation system 10 may generally 
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include monitoring the power consumption properties asso- particular hierarchical level in the industrial automation 
ciated with various hierarchical levels of the industrial system 10 or more reducing a cost of energy used to produce 
automation system 10 and adjusting the operations of vari- products . To reduce the cost of energy used to produce 
ous components 20 to ensure that the power consumption products or operate the industrial automation system 10 ( or 
loads between each hierarchical level of the industrial auto- 5 various hierarchical levels in the industrial automation sys 
mation system 10 may be balanced . The method 260 is tem 10 ) , the control system 22 may , as described below , 
described below as being performed by the industrial control analyze historical data associated with the power consumed 
system 22 , but it should be understood that any control by the components 20 that correspond to the data received 
system or multiple control systems may employ the method by the control system 22 , operating relationships between 
260 . 10 the respective components 20 , relationships to functions 

At block 262 , the industrial control system 22 may receive being performed by the industrial automation system 10 and 
power consumption data associated with each hierarchical the components related to those functions , an energy cost 
level of the industrial automation system 10. In one embodi- schedule , and the like . Based on the analysis of this data , the 
ment , the industrial control system 22 may receive an input control system 22 may determine operations and / or adjust 
from a user that specifies one or more hierarchical levels in 15 operations of various components 20 to meet the power 
the industrial automation system 10. In this case , the indus- management object . 
trial control system 22 may receive the power consumption By way of example , the control system 22 may received 
data associated with the selected hierarchical level . In cer- data related to discovered energy relationships between 
tain embodiments , the industrial control system 22 may components 20 , a schedule of energy costs , a forward 
receive the power consumption data from a particular con- 20 looking production schedule , and a known relationships 
trol system designated to determine the power consumption between components 20 involved in the production sched 
data for a respective hierarchical level as mentioned above . ule . The control system 22 may then identify certain times 
Alternatively , the industrial control system 22 may receive at which different operations for different components 20 
the raw power consumption data from each control system should be performed to minimize total energy cost , while 
in each hierarchical level and calculate the power consump- 25 also meeting the production schedule . That is , the control 
tion data associated with each hierarchical level . system 22 may receive an energy cost schedule that indicates 

After receiving the power consumption data of each a price for energy at various times during the day , week , 
hierarchical level ( or the selected hierarchical levels ) , at year , etc. The control system 22 may then perform opera 
block 264 , the industrial control system 22 may determine tions for components 20 that use significant energy at times 
whether the power load of each hierarchical level is bal- 30 when energy costs are lower than peak demand times . 
anced . Determining that the power load of each hierarchical If the power consumption data indicates that the power 
level is balanced may include determining that the power between various parts of one or more hierarchical levels is 
consumed in certain hierarchical levels or areas within one bala operating under a respective threshold , or is 
or more hierarchical levels are below a certain threshold for efficiently consuming energy , the industrial control system 
each hierarchical level . That is , the industrial control system 35 22 may return to block 262. If , however , the power con 
22 may determine whether the power load of each respective sumption data indicates that the power between various parts 
hierarchical level is within some percentage or range ( e.g. , of one or more hierarchical levels is unbalanced , operating 
5-10 % ) of a respective power load threshold associated with over a respective threshold , or is not efficiently consuming 
each hierarchical level . energy , the industrial control system 22 may proceed to 

In one embodiment , the power consumption data may 40 block 266 . 
include information related to an amount of energy con- At block 266 , the industrial control system 22 may send 
sumed by one or more components 20 in the component- commands to certain components 20 or to control systems 
level , cell - level , area - level , or factory - level of the hierarchi- that correspond to the certain components 20 to alter or 
cal levels . The information related to the amount of energy adjust its operations . The adjusted operations may cause the 
consumed by the components 20 may include data related to 45 components 20 to adjust their operations , such that the 
the amount of energy consumed when the respective com- power balance between each part of a respective hierarchical 
ponents 20 are powered off , operating at reduced energy level may remain balanced or operating under a respective 
levels ( e.g. , sleep mode ) , and powered back on again . In threshold . For example , the industrial control system may 
addition to the power consumption data , the industrial determine that the power drawn from a particular area 16 is 
control system 22 may also receive historical data associated 50 above a certain threshold . If one particular cell 18 ( e.g. , cell 
with an expected amount of idle time for each respective 1 ) of an area 16 is drawing more power than another cell 18 
component 20. Upon receiving the power consumption data ( e.g. , cell 2 ) in the same area 16 , the industrial control 
and the historical idle time data , the control system 22 system 22 may adjust the operations of the components 20 
determine an amount of energy consumed by the respective in cell 1 to consume less power to reduce the overall power 
components 20 when powering down during the expected 55 drawn from the area 16. In one embodiment , any changes to 
idle times , operating in a reduced power mode during the the operations of the components 20 may be made after the 
expected idle times , and the like . industrial control system 22 determines whether the changes 

The power consumption data may also include informa- would enable the industrial automation system 10 to con 
tion related to how the change in power modes of certain tinue operating as per certain system design parameters , any 
components 20 may affect the power consumption or 60 specified operating parameters , or the like . 
demand in other components 20. As such , the control system As such , the commands sent to the components 20 may 
22 may recognize that changes to the power operations on include minimizing an amount of power used over some 
one component 20 may imply that there will be a new section of equipment within a respective hierarchical level 
demand in another component 20 . ( i.e. , to stay within some overall threshold ) . As such , the 

Keeping the forgoing in mind , the control system 22 may 65 industrial control system 22 may defer or slow down certain 
also receive an objective for power management that may operations of certain components 20 to keep the respective 
include reducing overall energy / power consumption of a hierarchical level at some threshold associated with the 
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respective hierarchical level or to keep the overall industrial identifying similar patterns between two or more industrial 
automation system 10 under some threshold associated with automation systems , the cloud computing device 274 , the 
the overall industrial automation system 10 . servers 272 , or the industrial control system 22 may diag 

After sending the commands to the components 20 , the nose certain problems in a respective industrial automation 
industrial control system 22 may return to block 262. As 5 system , predict when problems may arise in the respective 
such , the industrial control system 22 may continuously automation system , determine how operations may be monitor the power balancing properties of the industrial adjusted in the respective automation system , and the like . automation system 10 . Keeping the foregoing in mind , the local industrial control Controlling Operations Based on Multiple Data Sources 
As mentioned above , the industrial control system 22 may 10 274 may communicate with each other as shown in FIG . 18 . 

system 22 , the servers 272 , and the cloud - computing device 
use a number of control systems in the industrial automation 
system 10 to perform various data processing tasks . Keeping For the purpose of discussion , the following description of 

the operations and tasks capable of being performed by the this in mind , with the increased amount of data that may be 
collected from the industrial automation system 10 , the local industrial control system 22 , the servers 272 , and the 
control systems may collectively process the voluminous 15 cloud - computing device 274 will be discussed as being 
amount of collected data to identify patterns in the data that performed by the cloud - computing device 274. However , it 
may indicate certain characteristics or prognostics related to should be understood that the local industrial control system 
the industrial automation system 10. That is , the control 22 ( or a number of industrial control systems ) or the servers 
systems may evaluate the collected data to determine dif- 272 may also be used to perform the operations discussed 
ferent manners in which various components in the indus- 20 below . 
trial automation system 10 may be operated to improve As mentioned above , the cloud - computing device 274 
efficiency or effectiveness of the items being produced or may be communicatively coupled to the local industrial 
manufactured via the industrial automation system 10. In control system 22 and the database 80 via the industrial 
certain embodiments , the control systems present in the automation network discussed above . In this manner , the 
industrial control system 22 may not include sufficient 25 local industrial control system 22 may send raw data it 
processing power and / or storage capabilities to process all of acquires via sensors communicatively coupled to the local 
the collected data from the industrial automation system 10 , industrial control system 22 to the cloud computing device 
in addition to analyzing data collected from various other 274. In certain embodiments , the local industrial control 
industrial automation systems . Moreover , the data collected system 22 may perform certain analysis on the raw data . In 
from the industrial automation system 10 may be so large 30 this case , the local industrial control system 22 may also 
and complex that the control systems of the industrial send the results of these analyses to the cloud - computing 
automation system 10 may not be capable of processing all device 274. As such , the cloud - computing device 274 may 
of the data using their collective processors or data process- receive any type of data that may be received by or pro 
ing applications . As such , in one embodiment , the industrial cessed by the local industrial control system 22 . 
control system 22 may be part of a data analysis system 270 , 35 The cloud - computing device 274 may also receive data 
as illustrated in FIG . 18 . from other industrial control systems 22 disposed in the 

Referring now to FIG . 18 , the data analysis system 270 local factory 12. Additionally , the cloud computing device 
may include a local industrial control system 22 ( which may 274 may receive data from other industrial control systems 
be associated with a local factory 12 ) , the database 80 , one 22 that may be disposed in different factories 12. In certain 
or more servers 272 , a cloud computing device 274 , and the 40 embodiments , the different factories 12 may not be related 
like . In certain embodiments , the servers 272 may include a to each other . That is , each factory may be owned and 
computer or a collection of computers that may perform operated by separate entities and may manufacture or pro 
various processing or data analysis operations . duce similar or different products . Moreover , each factory 

The cloud computing device 274 may include a number of may be part of the same or different industries . Nevertheless , 
computers that may be connected through a real - time com- 45 the data received by the cloud - computing device 274 from 
munication network , such as the Internet , EtherNet / IP , Con- each industrial control system 22 in each factory 12 may 
trolNet , or the like . In one embodiment , large - scale analysis include data related to similar components 20 or a group of 
operations may be distributed over the computers that make components 20 ( e.g. , cell 18 or area 16 ) operating together 
up the cloud - computing device 274. Generally , the comput- in a similar manner . As such , the cloud - computing device 
ers or computing devices provided by the cloud - computing 50 274 may analyze the data from each industrial control 
device 274 may be dedicated to performing various types of system 22 and identify patterns within the data that may 
complex and time - consuming analysis that may include indicate how components 20 from two or more different 
analyzing a large amount of data . As a result , the industrial factories may be operating under similar load or operating 
control system 22 or other controllers that may be associated conditions . 
with managing the operations of a respective component 20 , 55 In addition to receiving data from various industrial 
cell 18 , or area 16 , may continue its respective processing control systems 22 , the cloud - computing system 274 may 
operations without performing additional processing or also receive data related to the operations of various com 
analysis operations that may involve analyzing large ponents or group of components 20 from the database 80 . 
amounts of data collected from various industrial control For example , as shown in FIG . 18 , the database 80 may 
systems . 60 include data 276 associated with different factories 12. In 
The large amount of data collected from various control certain embodiments , the data 276 may also include data 

systems associated with various industrial automation sys- from other industrial control systems 22 in the same local 
tems may commonly be referred to as big data . With the factory 12 as the local industrial control system 22. It should 
increased availability of big data due to the communication be noted that the database 80 may also include hierarchy 
abilities of control systems , the big data may be analyzed or 65 information , effectual data information , workflow informa 
used as a reference to identify similar patterns of data tion , and other types of data discussed throughout the 
between two or more industrial automation systems . By present disclosure . 
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The data 276 may also include empirical data provided by ent factory 12 may operate the respective motor component 
various manufacturers and the like . The empirical data may at different respective speeds , the data representative of the 
include historical data associated with the operations of the operating characteristics of each electric drive component 
components 20 by each respective manufacturer over time . and motor component is valuable for determining how to 
As such , the database 80 may include data 276 related to 5 efficiently operate each respective component , diagnosing 
different industries and associated with different periods of problems in each respective component , maintaining each 
time ( e.g. , days , weeks , years ) . respective component , and the like . 

Keeping the foregoing in mind , FIG . 19 illustrates a Referring back to block 284 , in certain embodiments , the 
method 280 that the cloud - computing device 274 may cloud - computing device 274 may receive the second set of 
employ for controlling operations of the components 20 of 10 data via the database 80 , the servers 272 , or the like . As 
the local factory 12 based on big data acquired by the mentioned above , the second set of data may include data 
cloud - computing device 274. As mentioned above , although from different factories 12 as compared to the local factory 
the following description of the method 280 is described as 12 that corresponds to the first set of data . The second set of 
being performed by the cloud computing device 274 , it data may include information regarding the operating 
should be noted that the server 272 , the local industrial 15 parameters of the components 20 , the power consumption of 
control system 22 , or a group of industrial control systems the components 20 , the operating load of the components 20 , 
22 may perform the method 280 described below . the maintenance history of the components 20 , and the like . 

Referring now to FIG . 19 , at block 282 , the cloud- Although it has been noted that the second set of data may 
computing device 274 may receive a first set of data asso- include data from different factories 12 as compared to the 
ciated with the local components 20 of the local factory 12. 20 local factory 12 that corresponds to the first set of data , it 
The first set of data may include raw data and / or processed should be noted that the second set of data may also include 
data associated with the local components 20 of the local data from the same local factory 12 that corresponds to the 
factory 12. In one embodiment , the first set of data may be first set of data . That is , the second set of data may include 
received from one or more local industrial control systems empirical or historical data related to the operations of the 
22 that may be associated or communicatively coupled to 25 components 20 in the respective factory 12 over some 
the local components 20 of the local factory 12 . amount of time ( e.g. , weeks , months , years ) . 

At block 284 , the cloud - computing device 274 may Keeping the foregoing in mind , at block 286 , the cloud 
receive a second set of data associated with other compo- computing device 274 may analyze the first set of data in 
nents 20 of one or more other factories 12. That is , the view of the information related to other components 20 of 
second set of data may include data similar to the local 30 the second set of data . As such , the cloud - computing device 
components 20 of the local factory 12 , even though the other 274 may compare the first and second sets of data to identify 
components 20 may be operating in different factories 12 . patterns of similar data between the two datasets . For 
After receiving the second set of data , in one embodiment , instance , the similar patterns of data may include similar 
the cloud - computing device 274 may review configuration operating parameters of the components 20 from the local 
data for other components 20 to identify components 20 in 35 components 20 as compared to the other components 20 , 
the second set of data that are configured ( i.e. , arranged ) and similar power consumption characteristics between the local 
used similar to the local components 20. The cloud - com- components and the other components 20 , similar mainte 
puting device 274 may then analyze and / or compare the nance operations performed on the local components 20 and 
operational and configuration data between those similar the other components 20 , and the like . In one embodiment , 
components 20 to determine various operational adjust- 40 after receiving data associated with similar components 20 
ments for the local components 20 . as compared to the local components 20 for some amount of 

Keeping this in mind , the components 20 of any factory time ( e.g. , one month ) , the cloud - computing device 274 may 
12 may generally work together to perform various opera- determine various ways in which the production of the local 
tions related to production or processing within the factory factory 12 or the operations of the local components may be 
12. For example , an electric drive component may be used 45 optimized based on trends or other analysis determined 
to control a motor component in a number of different based on the data acquired over time . 
factories 12 , which may be producing or manufacturing Further , instead of analyzing the first and second sets of 
different products . Although each different factory 12 may data , the cloud - computing device 274 may analyze just the 
produce different product , some of the components 20 of second set of data . By analyzing just the second set of data , 
each factory 12 may perform similar functions . 50 the cloud - computing device 274 may still identify patterns 

Referring back to the example presented above , an elec- in the second set of data . The cloud - computing device 274 
tric drive component in a first factory 12 may control a speed may use the identified patterns in the second set of data to 
of a motor component based on various operational param- predict how the local components 20 may perform when 
eters related to producing a first type of product in the first operating under similar circumstances as the identified pat 
factory 12. Although a second factory 12 may produce a 55 terns . 
second type of product , the second factory 12 may use a In any case , upon identifying patterns in the first and / or 
similar electric drive component and a similar motor com- second sets of data , at block 288 , the cloud - computing 
ponent as used in the first factory 12. However , the electric device 274 may perform various types of analyses on the 
drive component and the motor component used in the first first set of data based on the identified patterns . That is , the 
factory 12 may operate differently as compared to the 60 cloud - computing device 274 may analyze the first set of data 
electric drive component and the motor component used in with respect to the identified patterns to determine additional 
the second factory 12. For instance , the electric drive details with regard to the operations or efficiency of the 
component used in the first factory 12 may operate the components 20 of the local factory 12 . 
respective motor component at a first speed , while the In one example , upon analyzing the first set of data with 
electric drive component 20 of the second factory may 65 respect to the identified patterns , the cloud - computing 
operate the respective motor component at a second speed . device 274 may determine certain expected values for 
Even though the electric drive component from each differ- various operating parameters of certain components 20. For 
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instance , after analyzing temperature data for various com- respective component 20 other than temperature . By way of 
ponents 20 operating under different conditions ( e.g. , loads , example , the cloud - computing device 274 may determine 
environments , etc. ) , the cloud - computing device 274 may power characteristics of the respective component based on 
determine an expected temperature value for the local com- the temperature data . In another example , the cloud - com 
ponent 20 operating under its current condition . Moreover , 5 puting device 274 may use power data to infer data related 
the cloud - computing device 274 may determine an expected to production . As such , the cloud - computing device 274 may 
temperature value for the local component 20 when the local use one type of data to infer different types of data related 
component 20 is operated at different conditions . That is , an to the respective component 20 , the respective cell 18 , the 
operator may adjust the operations of the local component respective area 16 , the respective factory 12 , and the like . 
20 and may use the expected temperature value at the 10 Alternatively , the cloud - computing device 274 may use 
adjusted operation conditions , as determined by the cloud- one type of data to infer different types of data related to a 
computing device 274 , to verify that the local component 20 different component 20 , a different cell 18 , a different area 
is operating correctly . As such , by analyzing the similar data 16 , a different factory 14 , and the like . For example , the 
patterns associated with other components 20 , the cloud- cloud - computing device 274 may receive power data related 
computing device 274 may determine effective operating 15 to a first component 20. Using the power data for the first 
parameters for the local components 20 even though the component 20 , the cloud - computing device 274 may derive 
local components 20 may not have been operated in the or infer temperature data for a second component 20 , which 
same manner in the past . In this manner , the additional may be coupled to or affected by the operations of the first 
analysis determined using the big data associated with the component 20. In this manner , the cloud - computing device 
components 20 may provide better insight and understand- 20 274 may use one type of data associated with one component 
ings as to how to increase the efficiency or the effectiveness 20 to determine another type of data associated with another 
of the production of the local factory 12 . component 20. In one embodiment , the cloud - computing 

Additional examples of the types of analyses that may be device 274 may determine how the two components 20 may 
performed at block 288 are presented in a flow diagram 300 relate with each other based on the effectual relationship 
of FIG . 20. Referring briefly to FIG . 20 , at block 302 , the 25 between the two components 20 , the hierarchical levels in 
cloud - computing device 274 may compare energy consump- which the two components 20 operate , and the like . 
tion data ( e.g. , first set of data ) associated with the local Keeping the foregoing in mind and referring back to FIG . 
components 20 monitored or operated by the local industrial 19 , at block 290 , the cloud computing device 274 may 
control system 22 with energy consumption data ( e.g. , determine operation adjustments for the local components 
second set of data ) associated with other components 20 in 30 20 in the local factory 12 based on the analyses performed 
different factories 12 , as discussed above . The energy con- at block 288. The cloud - computing device 274 may then , at 
sumption data may include information related to amounts block 292 , send one or more commands to the local indus 
of power being consumed by each local component 20 and trial control system 22 to adjust the operations of the local 
each other component 20 while operating under various load components 20 communicatively coupled to the local con 
conditions , operating parameters , or the like . 35 trol system 22 to operate more efficiently , produce more 

At block 304 , the cloud computing device 274 may effectively , conserve energy , or the like . For instance , if the 
compare productivity data between the first set of data and cloud - computing device 274 identifies a pattern of data in 
the second set of data . The productivity data may include a other components 20 that was subsequently followed by 
number of units produced by the respective factory 12 , a implementing an operational change to the other compo 
speed at which certain components 20 may operate , or the 40 nents 20 , the cloud - computing device 274 may send com 
like . At block 306 , the cloud - computing device 274 may mands to the local industrial control system 22 to make the 
compare maintenance data between the first and second sets same operational changes to the similar local components 
of data . The maintenance data may include a list of various 20. In this way , the cloud - computing device 274 may 
maintenance operations that may have been performed on assume that the operator of the local industrial control 
the respective component 20. In one embodiment , the cloud- 45 system 22 may wish to make the same operational changes 
computing device 274 may cross reference the identified as indicated by the pattern of data . 
patterns in the first and second sets of data with the main- However , it should be noted that in other embodiments , 
tenance records for each component associated with the the cloud - computing device 274 , at block 292 , may instead 
identified pattern . In certain cases , some patterns of data send a recommendation to the local industrial control system 
may commonly be associated with a specific maintenance 50 22 ( e.g. , via GUI ) indicating suggested operational changes . 
event . For instance , if a pattern of increased energy con- The recommendation may also include a data report that 
sumption is identified in the second set of data and is details the identified patterns associated with the other 
followed by a maintenance event , such as replacing some components 20 and the subsequent operational changes 
part within a respective component 20 , the cloud - computing implemented with the other components 20. Additionally , 
device 274 may provide a recommendation to replace the 55 the report may include analysis that may interpret the 
same part of the local component 20 when the energy identified patterns as alarm conditions that may be used to 
consumption data of the local component 20 exhibits a determine how the corresponding components 20 may be 
similar energy consumption pattern . maintained . In certain embodiments , the report may also 

In addition to or in lieu of comparing the first set of data indicate the results or effects of making the operational 
and the second set of data , at block 288 , the cloud - comput- 60 change . For example , the operational changes may lead to a 
ing device 274 may derive or predict the behavior of a decrease in energy consumption , thereby operating more 
component 20 that may not be related to the data being efficiently with respect to the energy available to the com 
analyzed . For example , the cloud computing device 274 ponents 20 . 
may receive a first set of data related to the temperature of In addition to sending the recommendations and / or 
a component 20 operating in a particular cell 18. Using the 65 reports to the local industrial control system 22 , the cloud 
first set of data related to temperature , the cloud - computing computing device 274 may also send information related to 
device 274 may derive or determine a characteristic of the the identified patterns to a remote monitoring service , tech 



10 

US 10,928,788 B2 
39 40 

nicians associated with the local industrial automation sys- mines that a particular section of the local factory 12 or one 
tem , technical support staff that may be capable of inter- of the local components 20 may experience a fault or failure 
preting the identified patterns , expert troubleshooters , based on the similar patterns of data identified from other 
consultants associated with the local industrial control sys components 20 , the cloud - computing device 274 may send 
tem , and the like . In this manner , the appropriate personnel 5 commands to the local industrial control system 22 to alter 
may receive data related to the operations of the local the operations of the certain section or components 20 of the industrial automation system immediately . local factory 12 that may feed the problematic section to 

In one embodiment , the cloud - computing device 274 may decrease the load on the problematic section and help observe that another industrial control system 22 may be prevent the fault or failure from occurring . operating similar components 20 under similar conditions as 
the local components 20. The other industrial control system The cloud - computing device 274 may also analyze the 

first and second sets of data with respect to various hierar 22 may be located at a different geographical location as the chical levels of the industrial automation system 10 , as local industrial control system 22 but may be owned and 
operated by or associated with the same entity . As such , each discussed above with respect to FIGS . 9-13 . As such , the 
of these industrial control systems 22 may be producing the 15 cloud - computing device 274 may alter the operations of 
same product even though they may be operating each local components 20 in a particular scope , section , or 
respective component 20 slightly differently . In this case , the hierarchical level of the industrial automation system 10 
cloud computing device 274 may analyze other data asso based on the first and second sets of data collected regarding 
ciated with the respective components 20 with respect to various hierarchical levels of the local industrial automation 
various hierarchical levels of the industrial automation sys- 20 system and various hierarchical levels of other industrial 
tem 10. The cloud - computing device 274 may then deter- automation systems . For example , the control system may 
mine whether some of the components 20 or some of the receive data regarding the power equipment in the local 
hierarchical levels of the industrial automation system 10 factory 12 as well as data regarding the power equipment in 
may be operating more efficiently . The cloud - computing other factories 12. Here , the cloud - computing device 274 
device 274 may then make operational adjustments or 25 may make decisions affecting the power equipment in the 
recommendations to the local industrial control system 22 local factory 12 based on the data regarding the power 
based on the analysis between two similarly operating equipment in the other factories 12 . 
factories . In certain embodiments , the cloud - computing device 274 

In addition to analyzing data related to similar compo- may evaluate the first and second sets of data regarding the 
nents 20 owned and operated by or associated with the same 30 power equipment with respect to various hierarchical levels 
entity , the data 276 may include data associated with sub- in each respective industrial automation system 10. As such , 
industrial automation systems located within the local fac- the cloud - computing device 274 may make decisions affect 
tory 12 , within the same enterprise of the user , within the ing various hierarchical levels of the local factory 12 based 
same industry of the user , in any other industry , and the like . on the data regarding the power equipment operating in 
Here , the cloud - computing device 274 may send recommen- 35 other factories 12 with respect to the operations of the power 
dations to the local industrial control system 22 based on a equipment in various hierarchical levels of the factory 12. In 
portion of the data 276 that includes information related to the same manner , the cloud computing device 274 may also 
components 20 being operated using similar operating evaluate the collected data with respect to a lower hierar 
parameters as the local components 20 . chical level , such that the operations of the components in 

In another embodiment , the cloud - computing device 274 40 the lower hierarchical level may be adjusted according to 
may analyze the first and second sets of data to perform various data analysis results regarding the power equipment 
various types of prognostic analysis that may indicate data . As such , the cloud - computing device 274 may make 
whether certain maintenance procedures or quality checks various types of decisions that affect various hierarchical 
should be performed on a local component 20 based on the levels of the local industrial automation system 10 . 
operational history and the maintenance history of the local 45 When performing the various types of analyses at block 
industrial control system 22. That is , the information col- 288 , the cloud - computing device 274 may determine which 
lected via the second set of data may include information hierarchical level of the industrial automation system 10 to 
indicating the history of maintenances performed on various analyze the received data based on various network factors . 
components 20 in the other factories 12. In this manner , the For instance , the availability of data pertaining to more 
cloud - computing device 274 may analyze whether the local 50 aspects of the industrial automation system may also be used 
components 20 were operated under similar circumstances as a factor for determining the appropriate hierarchical level 
as compared to other components 20 and determine when a to analyze the first and second sets of data . For instance , if 
local component 20 disposed in the local factory 12 may be network latency , capacity , and utilization capabilities asso 
serviced or replaced based on the history of usage and ciated with the cloud - computing device 274 and the col 
maintenance of a similar component used in other factories 55 lected data are low , the cloud - computing device 274 may 
12 . analyze the first and second sets of data with respect to 

In yet another embodiment , at block 292 , the cloud- higher and lower hierarchical levels of the industrial auto 
computing device 274 may send commands to the local mation system 10. However , if , for example , the latency 
industrial control system 22 to take actions to prevent increases or becomes high , the cloud - computing device 274 
various sections or the local components 20 of the local 60 may refrain from analyzing the available data associated 
factory 12 from going offline . That is , the cloud computing with higher hierarchical levels since the processing time to 
device 274 may analyze the first and / or second sets of data analyze such data may not be effective to make real or near 
and determine whether the local industrial automation sys- real - time operational adjustments . As such , the cloud - com 
tem 10 or the local factory 12 may be at risk of stopping puting device 274 may analyze the first and second sets of 
production due to certain problems or potential problems in 65 data with respect to lower hierarchical levels and thus use 
a particular section or component ( s ) 20 of the local factory data acquired from the components 20 or cells 18 when 
12. For example , if the cloud - computing device 274 deter- making its determinations . 
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Broadcasting Data and Data Tags to the respective data . In certain embodiments , the data tags 
As industrial control system 22 , the servers 272 , or the may be pre - defined by users of the industrial automation 

cloud computing device 274 acquires data from various components 20 , defined by an application programmer ( e.g. 
parts of the industrial automation system 10 , it is increas- application programmer - defined tags ) of an industrial con 
ingly apparent that the industrial control system 22 , the 5 trol system 22 , automatically generated by the control sys 
servers 272 , or the cloud - computing device 274 may have tem ( e.g. , system - defined tags ) , and the like . That is , in some 
access to a voluminous amount of data without an efficient instances , a user may specify that a particular type of data 
manner in which to organize or sort through the data . That may be categorized with a particular data tag . The data tag 
is , since each industrial automation component 20 may specification may be stored in the metadata of the respective 
provide data with respect to the cell 18 , the area 16 , the 10 data , and thus may be part of the respective data as the 
factory 12 , and the like , the control system 22 or any other respective data is transmitted and stored . In some embodi 
data processing component ( e.g. , servers 272 , cloud - com- ments , the metadata of the respective data may track the 
puting device 274 ) may have difficulties sorting through all industrial automation components 20 that the respective data 
of the available data for analysis , monitoring , and the like . may have been stored . That is , the metadata may store a 
As such , given the sheer volume of data that may be 15 history of the components 20 in which it may have been 
collected from the awareness - enabled industrial automation previous stored on or transferred to . 
control system 10 , it may be beneficial to incorporate a In one embodiment , the control system may add a tag or 
protocol or classification system that may assist the control information to metadata of the collected data that may be 
system 22 to identify and / or classify the data that it may used to assist the control system in categorizing the collected 
have acquired more effectively . After the control system 22 20 data into one or more searchable categories . The categori 
classifies or categorizes the acquired data , it may be ben- zation of the collected data may enable the control system to 
eficial for the control system 22 or any other data processing identify additional data that may be relevant to a certain set 
component to broadcast the data along with the respective of data being analyzed by the control system . 
categorization to a data feed , in which other industrial If the data is associated with or has an existing data tag 
automation components 20 may be able to track and review . 25 stored in its respective metadata , the control component 22 

Keeping the foregoing in mind , FIG . 21 illustrates a flow may proceed to block 320 and broadcast or display the data 
chart of a method 310 for broadcasting data and data tags in along with the data tag in a data feed channel . The data feed 
the industrial automation system 10. As mentioned above , channel may be implemented using an application program 
each industrial control component 22 may receive data from ming interface ( API ) such as the Representational State 
various sources within the industrial automation system 10. 30 Transfer ( REST ) architecture , which is a collection of net 
In addition to data from different sources , the received data work design principles that define resources and ways to 
may be contextualized with respect to the various hierarchi- address and access data . As such , the data feed channel may 
cal levels discussed above ( e.g. , component - level , cell - level , interface with and may be accessed by various web syndi 
area - level , factory - level , etc. ) . In this manner , the data cation formats like Really Simple Syndication ( RSS ) and 
acquired by the control component 22 may be characterized 35 Atom Syndication Format ( Atom ) . 
in a number of different ways . For instance , the data may be The data feed channel may include a family of standard 
characterized according to the type ( e.g. , energy , communi- web ( e.g. , Internet - based ) feed formats that may publish 
cations , connectivity , processing power , etc. ) of data it may information that may be updated multiple times . As such , the 
be , the device ( e.g. , industrial automation component 20 ) data feed channel may be a Rich Site Summary ( RSS ) 
that may have sent the data , the hierarchical level that 40 document ( e.g. , feed , web feed , or channel ) that may be 
corresponds to the data , and the like . Keeping this in mind , depicted on a display of the control component 22 or may be 
the method 310 provides a manner in which the data accessible by other components 20 or other control systems 
received by a respective control component 22 may broad- 22. The RSS document may include information related to 
cast messages or notifications in a message feed or data feed the data and the data tag mentioned above including full or 
channel , such that other control components 22 may observe 45 summarized text , publishing date , publisher's component 
or become aware of the data received by the respective identification number , and the like . In certain embodiments , 
control component 22 . the RSS document may include a standard Extensible 

Referring now to FIG . 21 , the description of the method Markup Language ( XML ) file format that ensures compat 
310 presented below will be discussed as being performed ibility with many different machines / programs . As such , by 
by the control component 22. However , it should be noted 50 using the RSS document , the control system 22 may syn 
that the method and techniques presented herein may be dicate data automatically , such that other components 20 or 
performed by any data processing component , such as the control systems 22 may be automatically updated of a status 
servers 272 and the cloud - computing device 274 . pertaining to the respective component 20 or respective 
By way of example , at block 312 , the control component control system 22 publishing the respective data . 

22 may receive data from one or more industrial automation 55 Keeping the foregoing in mind , in one embodiment , the 
components 20. As discussed above , the data may be asso- data feed channel may be associated with certain levels 
ciated with a particular component 20 , a group of compo- within the hierarchical levels of the industrial automation 
nents 20 , a hierarchical level , or the like . In one embodi- system 10. For example , the data feed channel may be 
ment , the associations related to the data may be stored associated with a particular component 20 , cell 18 , area 16 , 
within the metadata of the respective data . That is , the 60 factory 14 , or the like of the hierarchical levels of the 
metadata may include information that indicates how the industrial automation system 10. In this case , the data , data 
various relationships or associations may pertain to the tags , and other information may be published in a respective 
respective data . data feed channel that corresponds with the data , data tags , 

Keeping this in mind , at block 314 , the control component or other information . In certain embodiments , different 
22 may determine whether the data is associated with an 65 control systems 22 , components 20 , or users may then 
existing data tag or data categorization . The data tag may subscribe or request access to a respective data feed channel 
define an association or a data category that may correspond and may thus be aware of all of the data , data tags , etc. that 
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may be related to the respective hierarchical level of the may be associated with the data received at block 312 , the 
industrial automation system 10. Although the data feed other device may send the determined data tag to the 
channel has been described with respect to a particular respective control system 22. As such , at block 318 , if the 
component 20 , cell 18 , area 16 , factory 14 , or the like of the control system 22 receives the data tag for the respective 
hierarchical levels of the industrial automation system 10 , it 5 data , the control system 22 may proceed to block 320 and 
should be noted that the data feed channel may correspond broadcast or publish the data along with the corresponding 
to a particular industry . As such , all of the data , data tags , etc. data tag . If however , at block 318 , the control system 22 
associated with the particular industry may be published on does not receive the data tag , the control system 22 may 
one data feed channel associated with the particular industry . return to block 312 and continue receiving data from various 
Moreover , various control systems 22 may subscribe to one 10 industrial automation components 20 . 
or more data feed channels associated with one or more In certain embodiments , the control system 22 may pub 
respective component 20 , cell 18 , area 16 , factory 14 , lish the data using a normalized unit that may have been 
industry , or the like . In one embodiment , when the data feed specified by a user of the control system 22 , an application 
channel is associated with a particular component 20 , cell programmer of the control system 22 , or the like . When 
18 , area 16 , factory 14 , or industry , the data feed channel 15 various control systems 22 receive data from other data feed 
may be managed and / or operated by the cloud - computing channels , the respective control system 22 may convert the 
device 274. As such , the cloud - computing device 274 may data to a unit as specified by the respective user , program 
perform the method 310 described above . However , it mer , or the like . 
should be noted that the techniques described herein may be In addition to or in lieu of sending the request for a data 
performed by a control system 22 , the servers 272 , or the 20 tag to other devices , in one embodiment , the control system 
like . 22 may review various data feed channels that the respective 
FIG . 22 illustrates an example block diagram 330 of a control system 22 may subscribe to and identify a data tag 

data feed channel 332 that may be output using the method that may be associated with the data received at block 312 . 
310 described above . As shown in FIG . 22 , the data feed That is , the respective control system 22 may search the data 
channel 322 may publish data received by a control system 25 feeds that may be available to the respective control system 
22 that may receive data associated with the buffering 22 and identify published data that may be similar to the data 
conveyor section 62 and the sterilization station 64 of the received at block 312. Upon locating these entries in the data 
packaging factory 50 in FIG . 4. The data feed channel 332 feed channel , the respective control system 22 may identify 
may publish messages or entries that may describe the data the data tags used to characterize the published data . The 
being published . For example , entry 334 may publish that 30 respective control system 22 may then use the identified data 
the buffering conveyor section 62 consumed 500 watts of tags to broadcast the received data at block 320 . 
energy per hour , which may be the data received by the FIG . 23 illustrates a flow chart of a method 340 for 
respective control system 22. The data tags associated with enabling a remote control system 22 to subscribe to data 
the consumed energy may include the type of data being feed channel of a particular control system 22. As shown in 
published ( e.g. , energy ) and the hierarchal level that corre- 35 FIG . 23 , at block 342 , the particular control system 22 may 
sponds to the data ( e.g. , cell 4 ) . In certain embodiments , the receive a request to subscribe to a data feed channel asso 
data tag may be distinguished from the data using a symbol , ciated with the particular control system 22 from a remote or 
such as " # " and the like . other control system 22 in the industrial automation system 

In addition to the data and the data tag , the entries 334 , 10 . 
336 may include a date and / or time at which the data was 40 At block 344 , the particular control system 22 may verify 
published , identification information related to the control whether the requesting control system 22 is authorized to 
system 22 or component 20 that published the data , a access the respective data feed channel . That is , the particu 
hierarchical - level associated with the publisher , a physical lar control system 22 may include a list of components 20 or 
location of the publisher , and the like . In certain embodi- other control systems 22 that may be authorized to have 
ments , the entries 334 , 336 may be presented such that the 45 access to the respective data feed channel . In this case , if the 
most recently published data may be atop of the data feed requesting control system 22 is not listed as an authorized 
channel . However , the entries 334 , 336 may also be pre- entity , the particular control system 22 may deny the request 
sented such that the most recently published data may be on to allow the other control system 22 to subscribe to the 
the bottom of the data feed channel depending on the respective data feed channel . 
preference of the subscriber , the respective control system 50 At block 346 , the particular control system 22 may 
22 , the user of the respective control system 22 , or the like . provide the requesting control system 22 access to the 
Further , a subscriber of the data feed channel 332 may scroll respective data feed channel . As such , the remote control 
or search through all of the entries of the data feed channel system 22 may monitor the data and data tags published by 
332 to locate older entries . the particular control system 22. In certain embodiments , 

Referring now back to block 314 , if the data received by 55 instead of a data feed channel , the particular control system 
the control system 22 is not associated with a data tag , the 22 may send electronic mail messages , text messages ( e.g. , 
control system 22 may proceed to block 316. At block 316 , Short Message Service ( SMS ) ) , or other electronic forms of 
the control system 22 may send a request to another control communication ( e.g. , updating an RSS document ) to the 
system 22 , the servers 272 , the cloud - computing device 274 , remote control system 22 to inform the remote control 
or the like to identify a data tag that may be associated with 60 system 22 of the data and data tags received by the particular 
the received data . In certain embodiments , the other device control system 22 . 
may query a database or its local data and identify data that In certain embodiments , each control system 22 may 
may be similar to the data received by the respective control operate a respective data feed channel . In this case , when a 
system 22 at block 312. Upon locating the similar data , the respective control system 22 provides a requesting control 
other device may determine whether the similar data 65 system 22 access to the respective data feed channel , the 
includes a data tag within its metadata that may define the respective control system that may publish the information 
type of data . If the other device determines a data tag that of the respective data feed channel in the data feed channel 
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of the requesting control system 22. In this manner , the 14 , and the like associated with the received data . In one 
requesting control system 22 may monitor the data feed embodiment , the data may be analyzed or compared to a 
channels of a number of control systems 22 that provided the threshold . In certain embodiments , the data analyzed at 
requesting control system 22 access to their respective data block 364 may include data from various different data 
feed channels . As a result , the requesting control system 22 5 channels . That is , the data may include data from all of the 
may monitor or be aware of the data associated with a control systems 22 that the respective control system 22 may 
number of other control systems 22 . be subscribed to . 
By publishing data and data tags received by the particu- Additionally , the control system 22 may analyze the data 

lar control system 22 and by providing other control systems by cross - referencing entries of the respective data feed 
with access to the data feed channel of the particular control 10 channel ( or along with other data feed channels ) with 
system 22 , the particular control system 22 may enable itself historical data associated with a number of other industrial 
and other control systems 22 to sort through data more automation components . The control system 22 may also 
efficiently . For example , any control system 22 having determine whether various relationships exist between the 
access to the data feed channel may sort through the pub- entries . Using these types of analyses , the control system 22 
lished data using a method shown in FIG . 24 . 15 may predict or determine an expected behavior of various 
FIG . 24 illustrates a flow chart of a method 350 for components in the respective industrial automation system 

organizing data published in a data feed channel . The 10 . 
method 350 may be performed by any control system 22 that At block 366 , the control system 22 may send a recom 
may have access to the data feed channel . At block 352 , the mendation to one of the control systems 22 in the industrial 
control system 22 may receive a request to display all 20 automation system 10 based on the analysis . That is , the 
similarly tagged data published in a particular data feed control system 22 may send a recommendation to alter the 
channel . That is , the control system 22 may have access to operations of an industrial automation component 20 that 
a number of different data feed channels that may be corresponds to the respective control system 22 based on the 
associated with a number of different control systems 22. As predicted behavior , the threshold , and the like . 
such , the requesting control system 22 may specify a par- 25 While only certain features of the invention have been 
ticular data feed channel in which the data is being orga- illustrated and described herein , many modifications and 
nized . In certain embodiments , the requesting control system changes will occur to those skilled in the art . It is , therefore , 
22 may specify a number of different data feed channels to to be understood that the appended claims are intended to 
identify data having similar data tags . cover all such modifications and changes as fall within the 

At block 354 , the control system 22 may search each 30 true spirit of the invention . 
specified data feed channel for data tags and generate a list The invention claimed is : 
of entries published by the respective data feed channel 1. An industrial automation control system comprising a 
having the same data tag . In one embod ent , the data tag processor configured to : 
may be denoted by a special character or symbol , thereby send , at a first time , a request to a first control system of 
enabling the control system 22 to locate the data tags more 35 at least two control systems of one hierarchical level of 
efficiently . a plurality of hierarchical levels for a first set of 
Upon identifying the data having the similar data tags , the processing information associated with the at least two 

control system 22 may display the identified data at block control systems , wherein the at least two control sys 
356. In one embodiment , the identified data may be dis tems are associated with at least two components 
played in groups according to the respective data tag . It 40 within an industrial automation system , wherein the 
should be noted that the respective data feed channel being processing information comprises a first processing 
queried may not change its presentation at this time . Instead , load value for each of the at least two control systems , 
a new data feed channel or visualization having the identi- wherein a second control system of the at least two 
fied data may be presented . As such , each respective data control systems is configured to receive the request via 
feed channel being queried may continue to broadcast or 45 the first control system and forward its respective 
publish data in real time . processing information to the first control system in 

Keeping the foregoing in mind , the control system 22 , the response to receiving the request ; 
servers 272 , the cloud - computing devices 274 , or the like receive the first set of processing information via the first 
may use the data and data tags published in the data channel control system ; 
feeds to control the operations of the industrial automation 50 request , at a second time , a second set of processing 
system 10. In certain embodiments , the control system 22 , information associated with the at least two control 
the servers 272 , the cloud - computing devices 274 , or the like systems , wherein the second set of processing infor 
identify patterns in the published data as per the method 280 mation comprises a second processing load value for 
described above in FIG . 19 . each of the at least two control systems ; and 

In the same manner , FIG . 25 illustrates a flow chart of a 55 distribute processing loads associated with the at least two 
method 350 for analyzing data that may be broadcast or control systems when at least one difference between a 
published in the data feed channel . In certain embodiments , respective first processing load value for each of the at 
the method 360 may occur after the method 350 has been least two control systems and a respective second 
performed . Keeping this in mind and referring to FIG . 25 , at processing load value for each of the at least two 
block 362 , the control system 22 may receive data identified 60 control systems exceeds a threshold . 
in one or more data feed channels having similar data tags . 2. The industrial automation control system of claim 1 , 
At block 364 , the control system 22 may analyze the data wherein the processor is configured to : 

received at block 352. In certain embodiments , the data may receive an input that corresponds to a selection of the one 
be analyzed using various techniques described herein . For hierarchical level of the plurality of hierarchical levels 
example , the received data may be analyzed to identify 65 associated with the industrial automation system ; and 
patterns , which may then be used to predict the behavior of receive the first set of processing information or the 
the components 20 , the cells 18 , the areas 16 , the factories second set of processing information from the at least 
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two control systems , wherein the at least two control 10. An industrial automation control system comprising a 
systems are associated with the selection of the one processor configured to : 
hierarchical level of the plurality of hierarchical levels . receive a first set of electric power consumption data 

3. The industrial automation control system of claim 2 , associated with a first hierarchical level of a plurality of 
wherein the plurality of hierarchical levels comprise one or hierarchical levels within an industrial automation sys 
more component - levels , wherein each component - level is tem , wherein in the first hierarchical level comprises a 
associated with at least one industrial automation component first plurality of components configured to output a first 
in the industrial automation system , one or more cell - levels amount of electrical power to one or more first motors , 

wherein the first set of electric power consumption data comprising at least one of the component - levels , one or comprises a total amount of electric power consumed more area - levels comprising at least one of the cell - levels , by the first plurality of components ; and a factory - level comprising the component - levels , the receive a second set of electric power consumption data cell - levels , and the area - levels . associated with a second hierarchical level of the 4. The industrial automation control system of claim 1 , plurality of hierarchical levels , wherein the second wherein the first set of processing information or the second hierarchical level comprises a second plurality of com set of processing information comprises a list of one or more ponents configured to output a second amount of elec 
capabilities of a respective control system of the at least two trical power to one or more second motors ; and 
control systems , a bandwidth of the respective control send a set of commands to at least one control system 
system , a processing speed that corresponds to the respec- configured to operate the first plurality of components 
tive control system , an amount of available memory that in response to the first set of electric power consump 
corresponds to the respective control system , a list of one or tion data indicating that the total amount of electric 
more data processing tools that corresponds to the respective power is above a threshold , wherein the set of com 
control system , or any combination thereof . mands is configured to adjust one or more operations of 

5. The industrial automation control system of claim 1 , the first plurality of components to cause the first 
wherein the processor is configured to distribute the pro- 25 plurality of components to achieve a second total 
cessing loads associated with the at least two control sys- amount of electric power below the threshold , wherein 
tems when a first processing load associated with the first the threshold corresponds to an imbalance between the 
control system of the at least two control systems and a first set of electric power consumption data and the 
second processing load associated with the second control second set of electric power consumption data . 
system of the at least two control systems are outside a range 30 11. The industrial automation control system of claim 10 , 
of processing load values , wherein the range comprises an wherein the processor is configured to determine the set of 
average of the first processing load and the second process- commands based on one or more properties of the first 
ing load . plurality of components and the threshold . 

6. The industrial automation control system of claim 1 , 12. The industrial automation control system of claim 10 , 
wherein the processor is configured to distribute the pro- 35 wherein : 
cessing loads associated with the at least two control sys- the first hierarchical level comprises a plurality of control 
tems by : systems comprising the at least one control system , 

determining a first processing load associated with the wherein the at least one control system comprises a 
first control system of the at least two control systems second processor configured to : 
based on the first set of processing information ; receive raw electric power consumption data associated 

determining a second processing load associated with the with the first plurality of components from the plu 
second control system of the at least two control rality of control systems ; 
systems based on the first set of processing informa- calculate the first set of electric power consumption 
tion ; and data based on the raw electric consumption data ; and 

distributing at least a portion of the first processing load 45 send the first set of electric power consumption data to 
to the second control system when the first processing the processor . 
load exceeds an average of the first processing load and 13. The industrial automation control system of claim 10 , 
the second processing load . wherein the at least one control system comprises a first 

7. The industrial automation control system of claim 6 , control system , a second control system , and a third control 
wherein : 50 system communicatively coupled to the first control system 

the first control system is directly coupled to the industrial and the second control system , wherein the third control 
automation control system ; and system is configured to : 

the second control system is indirectly coupled to the receive a first set of raw electric power consumption data 
industrial automation control system . associated with a first portion of the first plurality of 

8. The industrial automation control system of claim 1 , components from the first control system ; 
wherein the processor is configured to distribute the pro- receive a second set of raw electric power consumption 
cessing loads associated with the at least two control sys- data associated with a second portion of the first 
tems based on one or more data analysis tools associated plurality of components from the first control system ; 
with the at least two control systems . calculate the first set of electric power consumption data 

9. The industrial automation control system of claim 1 , 60 based on the first and second sets of raw electric power 
wherein the processor is configured to distribute the pro consumption data ; and 
cessing loads associated with the at least two control sys- send the first set of electric power consumption data to the 
tems by sending one or more recommendations to at least processor . 
one of the at least two control systems or to an interface of 14. The industrial automation control system of claim 13 , 
the industrial control system , wherein the one or more 65 wherein the first hierarchical level comprises a third hierar 
recommendations comprise instructions to distribute the chical level and a fourth hierarchical level , wherein the third 
processing loads . hierarchical level comprises the first portion of the first 
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plurality of components , wherein the fourth hierarchical ured to adjust one or more operations of the first 
level comprises the second portion of the first plurality of component to achieve a second amount of electric 
components . power below the threshold , wherein the threshold cor 

15. The industrial automation control system of claim 10 , responds to an imbalance between the first set of 
wherein : electric power consumption data and the second set of 

the at least one control system comprises a first control electric power consumption data . 
system and a second control system ; 18. The non - transitory computer - readable medium of the first control system is directly coupled to the industrial claim 17 , wherein the computer - executable instructions are automation control system ; configured to cause the processor to : the second control system is indirectly coupled to the 10 receive a third set of electric power consumption data industrial automation control system and configured to associated with the first hierarchical level , wherein the control a plurality of operations of the first plurality of third set of electric power consumption data comprises components ; and historical data associated with the first hierarchical the first control system is configured to receive the set of level ; commands from the processor and forward the set of 15 
commands to the second control system . receive an energy cost schedule comprising energy costs 

16. The industrial automation control system of claim 15 , at various times ; and 
wherein : send a second set of commands to the at least one control 

the first control system is directly coupled to the industrial system to operate the first component during one or 
automation control system ; and more time periods based on the energy cost schedule . 

the second control system indirectly coupled to the indus 19. The non - transitory computer - readable medium of 
trial automation control system . claim 18 , wherein the computer - executable instructions are 

17. A non - transitory computer - readable medium compris configured to cause the processor to : 
ing computer - executable instructions configured to cause a receive a production schedule associated with the first 
processor to : component ; and 

receive a first set of electric power consumption data send a third set of commands to the at least one control 
associated with a first component in a first hierarchical system to operate the first component during one or 
level of a plurality of hierarchical levels within an more time periods based on the energy cost schedule 
industrial automation system , wherein the first set of and the production schedule . 
electric power consumption data comprises an amount 30 20. The non - transitory computer - readable medium of 
of electric power consumed by the first component , claim 17 , wherein the computer - executable instructions are 
wherein the first component comprises a first drive configured to cause the processor to : 
configured to provide a first amount of electrical power receive a third set of electric power consumption data 
to a first motor ; associated with a third component in the first hierar 

receive a second set of electric power consumption data 35 chical level ; and 
associated with a second component in the first hier send the first set of commands to the at least one control 
archical level , wherein the second component com system in response to the first set of electric power 
prises a second drive configured to provide a second consumption indicating that the amount of electric 
amount electrical power to a second motor ; and power is above the threshold , wherein the threshold 

send a first set of commands to at least one control system 40 corresponds to an imbalance among the first set of 
configured to operate the first component in response electric power consumption data , the second set of 
the first set of electric power consumption data indi electric power consumption data , and the third set of 
cating that the amount of electric power is above a electric power consumption data . 
threshold , wherein the first set of commands is config 
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