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(57) ABSTRACT 

Methods and apparatus for enforcing physical or logical 
boundaries, and targeting specific Subscribers or groups of 
subscribers with particular content, within a network. In an 
exemplary embodiment, the network comprises a cable 
network operating according to a broadcast Switched archi 
tecture (BSA), with a BSA server and a plurality of sub 
scriber premises devices. Individual ones of these devices 
are identified to the server (Such as via a unique identifier), 
and this information is correlated with one or more other 
parameters in order to selectively identify physical or logical 
groups of subscribers within the broader subscriber base. 
These other parameters may comprise, e.g., the postal Zip 
code or telephone area code/exchange where the premises 
device is located, or alternatively relate to anecdotal or 
statistical viewing habits of the subscriber(s). Anonymity of 
the subscriber's identity, and autonomy from other data 
bases or sources of Subscriber information, is maintained 
using this approach as well. 
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METHOD AND APPARATUS FOR 
BOUNDARYBASED NETWORK OPERATION 

BACKGROUND OF THE INVENTION 

0001) 1. Field of Invention 
0002 The present invention relates generally to the field 
of network service and content delivery and utilization, and 
specifically in one aspect to accurately delivering Such 
services and content to particular Subsets or groupings 
within the subscriber base of a cable television network. 

0003 2. Description of Related Technology 
0004 Selective “targeting” and delivery of content to 
subscribers in a cable network is generally well known in the 
prior art. For example, it may be desirable to include certain 
types of advertising at specific demographic or geographic 
segments of an MSOs subscriber base. These prior art 
approaches typically utilize a traditional (i.e., non-Switched 
or cable system architecture. Specifically, in a typical U.S. 
cable system, downstream RF channels used for transmis 
sion each occupy a 6 MHz spectral slot in the available 
bandwidth (i.e., between approximately 54 MHZ and 870 
MHz). As previously noted, deployments of the next-gen 
eration services (e.g., VOD. HD broadcast/simulcast, PVR/ 
DVR) have to share this spectrum with already established 
analog and digital cable television services including SD 
broadcasts. For this reason, the exact RF channel used for a 
given service may differ from plant to plant. However, 
within a given cable plant, all homes that are electrically 
connected to the same cable feed running through a neigh 
borhood will receive the same downstream signal. For the 
purpose of managing services, these homes are grouped into 
logical aggregations or clusters typically called Service 
Groups. Homes belonging to the same Service Group 
receive their services (e.g., broadcast or VOD service) on the 
same set of RF channels. 

0005. This architecture, however, is generally not optimal 
for the delivery of targeted content, or enforcement of 
geographic or logical boundaries, since interalia the level of 
granularity that can be achieved is very low (i.e., there is a 
lack of precision). Geographic boundaries are not precise, 
and often do not overlap well with the network distribution 
configuration. Accordingly, it is often impossible for net 
work operator to draw precise lines of demarcation between 
different Subsets or groups of its viewers. As a simple case, 
consider where an operator wishes to deliver particular 
content to all of the residents of Town X. Depending on 
where Town X is situated in proximity to its neighbors, its 
residents may be served by multiple different distribution 
nodes or hubs of a cable system. Or, certain portions of the 
Town may be serviced by one system operator, and other 
portions by another. This leads to very crude and imprecise 
delivery of content, with a potentially significant rate of 
error (error here being defined as instances where content 
should have been delivered to a particular premises but 
wasn't, or alternatively should not have been delivered but 
was). 
0006 Furthermore, many prior art targeting or boundary 
enforcement techniques are based on the concept of inser 
tion of content rather than Switching. Specifically, an exist 
ing content stream has the desired content spliced into or 
inserted within the stream before delivery to the subscribers. 
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This approach requires significant processing overhead and 
complexity, due largely to the fact that precise timing 
relationships must be known and preserved, lest the Sub 
scriber perceive noticeable discontinuities or inconsistencies 
in programming flow. 
0007. A number of different approaches to geographic/ 
boundary enforcement and targeted content delivery (includ 
ing those described above) are evidenced prior art. For 
example, U.S. Pat. No. 5.988,078 to Levine issued Nov. 23, 
1999 entitled “Method and apparatus for receiving custom 
ized television programming information by transmitting 
geographic location to a service provider through a wide 
area network' discloses a personal computer that assists in 
the selection of television programs to be recorded at future 
times, and controls a video tape recorder to implement the 
selected recordings. An application program allows the 
computer to receive data representing a schedule of future 
programs. The operator can perform database operations on 
the data to obtain listings of programs of particular interest. 
A program to be recorded is selected by moving a cursor into 
position with the display of the program listing on the 
computer. An output device generates infrared signals to 
control the video tape recorder and a cable box to tune and 
record a selected program. 
0008 U.S. Pat. No. 6,029,045 to Picco, et al. issued Feb. 
22, 2000 entitled “System and method for inserting local 
content into programming content discloses a system for 
communicating a programming data stream and a data 
stream containing pieces of local content data that are going 
to be inserted into a local content space in the programming 
data stream at Some predetermined time. The programming 
data stream and the local content digital data stream are 
transmitted to a set-top box in a house of a user, the set-top 
box stores a predetermined portion of the pieces of local 
content databased on predetermined criteria, and the set-top 
box identifies a local content space in the programming data 
stream. The set-top box may also select a particular piece of 
local content from the storing system to insert into the local 
content space in the programming data stream based on a 
plurality of predetermined preferences of the user, retrieve 
that selected piece of local content from said storage means, 
and insert that selected piece of local content into said 
programming data stream at said local content space so that 
individualized local content specific to the user of the set-top 
box is inserted into the programming data stream. 
0009 U.S. Pat. No. 6,052,145 to Macrae, et al. issued 
Apr. 18, 2000 entitled “System and method for controlling 
the broadcast and recording of television programs and for 
distributing information to be displayed on a television 
screen” discloses a system for providing programming and 
other information to television viewers for enabling them to 
control their respective television receivers. A central broad 
casting computer and associated memory gathers and stores 
the information to be provided, and broadcasts it in a 
viewing area. An information receiver positioned in close 
proximity to the television is linked to said central broad 
casting computer to receive signals representing said infor 
mation from said central broadcasting computer. The 
received signals are converted video displays viewable on 
the television receiver's screen, and the user can use the 
displays to control the television receiver and other devices, 
such as video cassette recorders, used with the television 
receiver. 
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0010 U.S. Pat. No. 6,088,722 to Herz, et al. issued Jul. 
11, 2000 entitled “System and method for scheduling broad 
cast of and access to video programs and other data using 
customer profiles' discloses a system and method for Sched 
uling the receipt of desired movies and other forms of data 
from a network, which simultaneously distributes many 
Sources of Such data to many customers, as in a cable 
television system. Customer profiles are developed for the 
recipient describing how important certain characteristics of 
the broadcast video program, movie, or other data are to 
each customer. From these profiles, an "agreement matrix 
is calculated by comparing the recipient's profiles to the 
actual profiles of the characteristics of the available video 
programs, movies, or other data. The agreement matrix thus 
characterizes the attractiveness of each video program, 
movie, or other data to each prospective customer. “Virtual 
channels are generated from the agreement matrix to pro 
duce a series of video or data programming which will 
provide the greatest satisfaction to each customer. Feedback 
paths are also provided so that the customer's profiles and/or 
the profiles of the video programs or other data may be 
modified to reflect actual usage, and so that the data down 
loaded to the customer's set top terminal may be minimized. 
Kiosks are also disclosed which assist customers in the 
selection of videos, music, books, and the like in accordance 
with the customer's objective profiles. See also U.S. Pat. No. 
5,758,257. 
0011 U.S. Pat. No. 6,133,910 to Stinebruner issued Oct. 
17, 2000 entitled "Apparatus and method for integrating a 
plurality of video sources' discloses a video system utilizing 
a “virtual tuner” that integrates signals from multiple video 
sources to provide a plurality of “virtual channels', each of 
which has both a video source and a channel associated with 
it. When a virtual channel is selected, the correct video 
Source is selected and tuned to the correct channel automati 
cally. The virtual tuner may be embodied in a television or 
in a separate electronic component coupled thereto, such as 
a direct broadcast satellite receiver. Alternatively, the video 
system may be embodied in a universal remote control 
which is capable of outputting multiple signals to multiple 
devices in response to a key depression, using either one or 
two signal transmitters. Channel information may also be 
downloaded or obtained from a database, for example, to 
customize an electronic component to receive local broad 
cast channels. 

0012 U.S. Pat. No. 6,252,634 to Yuen, et al. issued Jun. 
26, 2001 entitled “Method and apparatus for transmitting 
and downloading setup information' discloses multiple 
channel maps that are embedded in a television transmis 
Sion. The appropriate channel map corresponding to the 
particular television service used by the viewer is down 
loaded for use with the television receiver. Each channel 
map is accompanied by a channel map identifier which 
identifies the source of the television transmission and 
geographic identifier. The Source of a television transmis 
sion is automatically detected by monitoring the radio 
frequency spectrum allocations of telecast stations. The 
geographic area identifier is determined by comparison with 
a user inputted geographic area identifier. The channel map 
having a channel map identifier corresponding to the 
detected television transmission source and the user input 
geographic area identifier is downloaded and stored for 
future use. See also U.S. Patent Application Publication No. 
2003O213OO1. 

Jan. 25, 2007 

0013 U.S. Pat. No. 6,446.261 to Rosser issued Sep. 3, 
2002 entitled “Set top device for targeted electronic inser 
tion of indicia into video discloses a method of ostensibly 
anonymous targeted insertion of indicia into video broad 
casts. Individual televisions or other video reception devices 
are associated with set-top boxes that monitor the usage and 
viewing habits of the television set or other video reception 
device. A viewer profile derived from data acquired from 
said monitoring is created wherein the viewer profile indi 
cates certain characteristics about the viewer. This profile is 
transmitted to a centralized database, the centralized data 
base being an intermediate link between the origin of the 
video broadcast and the end viewer. The purpose of the 
database is to link specific insertable indicia with matching 
specific viewer profiles. The insertable indicia are encoded 
directly into the broadcast video and re-broadcast to the end 
viewer where the set-top box decodes the broadcast video 
and performs insertion of the indicia. Thus, the system and 
method allow advertisers to target specific ads or indicia to 
specific viewing profiles. 

0014 U.S. Pat. No. 6,463,585 to Hendricks, et al. issued 
Oct. 8, 2002 entitled “Targeted advertisement using televi 
sion delivery systems' discloses a multiple channel archi 
tecture designed to allow targeted advertising directed to 
television terminals connected to an operations center or a 
cable headend. Program channels carry television programs. 
During commercial breaks in the television programs, 
advertisements, which are also broadcast on the program 
channel, are displayed. However, additional feeder channels 
carry alternate advertising that may be better suited for 
certain viewing audiences. The operations center or the 
cable headend generate a group assignment plan that assigns 
the television terminals to groups, based on factors such as 
area of dominant influence and household income. A Switch 
ing plan is then generated that instructs the television 
terminals to remain with the program channel or to Switch to 
one of the alternate feeder channels during the program 
breaks. The television terminals record which channels were 
viewed during the program breaks, and report this informa 
tion to the cable headends and the operations center. 

0015 The reported information is used to generate billing 
for commercial advertisers, and to analyze viewer watching 
habits. The invention uses upstream data reception hard 
ware, databases and processing hardware and Software to 
accomplish these functions. 

0016 U.S. Pat. No. 6,539,548 to Hendricks, et al. issued 
Mar. 25, 2003 entitled “Operations center for a television 
program packaging and delivery system' discloses an 
Operations Center for television entertainment systems that 
provide television programming to consumer homes is dis 
closed. The Operations Center organizes and packages tele 
vision programming and program information for delivery 
to and from consumer homes. The Operations Center 
includes a computerized packaging system for creating a 
program control information signal. 

0017 U.S. Pat. No. 6,728.269 to Godwin, et al. issued 
Apr. 27, 2004 entitled “Device and method for efficient 
delivery of redundant national television signals' discloses 
a method and apparatus of broadcasting that has a geo 
graphic identifier memory, an overlay memory storing an 
overlay, a receiver circuit for receiving a broadcast signal 
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and a control circuit. The control circuit displays the overlay 
on the broadcast signal in response to the geographic iden 
tifier. 

0018 U.S. Pat. No. 6,760,537 to Mankovitz issued Jul. 6, 
2004 entitled “Apparatus and method for television program 
scheduling discloses a method of tuning television pro 
grams using a television tuner involving establishing a 
communications link between a user of a television tuner 
and database of television schedule information. The data 
base is located at a site remote from the user. The user 
communicates program selection criteria to the remote site. 
A database of television schedule information is searched 
based on the program selection criteria and program iden 
tification data is derived from the database, the program 
identification data corresponding to television programs 
meeting the program selection criteria. The program iden 
tification data is transmitted over the communications link to 
a television tuner controller. 

0019 U.S. Pat. No. 6,785,904 to Franken, et al. issued 
Aug. 31, 2004 entitled “Method and system for providing 
household level television programming information' dis 
closes a computer and internet-based system and method for 
providing television and radio programming information 
and channel assignments to users, which is based upon a 
household level determination of a location of the user. 

0020 U.S. Pat. No. RE38,600 to Mankovitz issued Sep. 
28, 2004 entitled “Apparatus and methods for accessing 
information relating to radio television programs an appa 
ratus and method for ordering Supplemental information 
about programs playing at a broadcast receiver. The method 
includes reproducing programs from one of a plurality of 
stations, recording an identification of a station and a time of 
a program, entering this information into one of a plurality 
of terminals, coupling the terminal to a depository and 
identifying a correspondence between the entered station 
identification and time and a program in a station log to 
obtain the desired Supplemental information. 
0021 U.S. Pat. No. 6,799,326 to Boylan, III, et al. issued 
Sep. 28, 2004 entitled “Interactive television program guide 
system with local advertisements' discloses a program guide 
system in which local advertisements may be distributed to 
interactive television program guides implemented on the 
user television equipment associated with a television dis 
tribution facility such as a cable system headend. The local 
advertisements contain information that is directed toward 
the particular users in a local area. The local advertisements 
may be displayed when a user selects a related global 
advertisement. The local advertisements may also be dis 
played automatically by cycling global advertisements and 
local advertisements. Advertisements may be blocked based 
on content or time shifted. Policies regarding advertisement 
usage may be enforced. 
0022 U.S. Patent Application Publication No. 
20020078444 to Krewin, et al. Jun. 20, 2002 entitled “Sys 
tem and method for the scaleable delivery of targeted 
commercials’ discloses a system for the delivery of targeted 
advertising wherein a viewer profiling system distributes 
view profile data to control devices. Insertion orders are 
broadcast to the control devices or and the control devices 
store selected insertion orders based on the profile data. 
Broadcast commercials are displayed according to the acqui 
sition field of the stored insertion orders. 
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0023 U.S. Patent Application Publication No. 
20020087976 to Kaplan, et al. published Jul. 4, 2002 entitled 
“System and method for distributing video with targeted 
advertising using Switched communication networks' dis 
closes a system and method for delivering broadcast-quality 
video with targeted advertising to viewers over the switched 
communication network. According to one embodiment, 
program streams with appropriately inserted splice points 
are transmitted from a network head end node to one or more 
egress nodes via a Switched network. Demographically 
targeted advertising is then inserted into the program 
streams at the egress nodes for Subsequent delivery to 
individual subscribers. More specifically, targeted advertis 
ing is inserted in a program stream using a splicing method 
that employs adaptive synchronization to align splice points 
in the program and advertising streams that are being spliced 
together. Because the Switched network only carries pro 
gram streams while advertising is inserted at the edges of the 
network, programs with demographically-targeted advertis 
ing can be delivered to many different subscribers without 
the need for using the bandwidth of the switched network to 
carry a unique program and advertising stream for each 
demographic group from the head end node. In one embodi 
ment, the mechanism for delivery to the viewer's home or 
corporate office is via existing copper (e.g., twisted pair) or 
fiber-to-the-home (FTTH) using xDSL or Ethernet access 
technologies and the like. 

0024 U.S. Patent Application Publication No. 
20020123928 to Eldering, et al. published Sep. 5, 2002 
entitled “Targeting ads to Subscribers based on privacy 
protected subscriber profiles' discloses the monitoring sub 
scriber viewing interactions, such as television viewing 
interactions, and generating viewing characteristics there 
from. At least one type of subscriber profile is generated 
from at least some subset of subscriber characteristics 
including viewing, purchasing, transactions, statistical, 
deterministic, and demographic. The Subscriber character 
istics may be generated, gathered from at least one source, 
or a combination thereof. Groups of subscribers are formed 
by correlating at least one type of subscriber profile. The 
Subscriber groups may correlate to elements of a content 
delivery system (Such as head-ends, nodes, branches, or set 
top boxes (STBs) within a cable TV system). Advertisement 
profiles are correlated to subscriber/subscriber group pro 
files, and targeted advertisements selected for the subscrib 
erS/subscriber groups based on the correlation. The targeted 
advertisements are inserted in place of default ads in pro 
gram streams somewhere within the content delivery system 
(head-end, node, or STB), and presented to the subscriber/ 
Subscriber group via a television. 

0.025 U.S. Patent Application Publication No. 
20030028888 to Hunter, et al. issued Feb. 6, 2003 entitled 
“Systems and methods for providing consumers with enter 
tainment content and associated periodically updated adver 
tising discloses a player device for generating audio visual 
signals representative of entertainment content with adver 
tisements. The device includes a reader mechanism for 
reading entertainment content pre-recorded on a first 
medium and reading advertisements pre-recorded on a sec 
ond medium, and a processor generating command signals 
inserting advertisements read by the reader mechanism from 
the second medium into entertainment content read by the 
reader mechanism from the first medium. 
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0026 U.S. Patent Application Publication No. 
200301266.11 to Chernock, et al. published Jul. 3, 2003 
entitled “Methods and apparatus for controlling interactive 
television information and commerce services' discloses an 
apparatus for an interactive television commerce environ 
ment, acting as a central point of control and information for 
enabling and facilitating information distribution and trans 
actions in this environment. The apparatus is an element of 
an interactive television (ITV) commerce system, and 
enables the introduction of interactive commerce services in 
cable, satellite, and other broadcast networks. Other services 
provided include interfacing with off-line interactive adver 
tisements, historical review and tracking services for users, 
and providing feedback and ITV ad modification capabilities 
to advertisers. The apparatus, residing at a local head end, 
can also add to or modify ads by inserting content of local 
relevance. 

0027 U.S. Patent Application Publication No. 
20030221191 to Khusheim published Nov. 27, 2003 entitled 
“System and method for directed television and radio adver 
tising discloses a method and a device that selects a 
commercial message for presentation based on user profile 
criteria. A programming content signal is received at a 
customer premises equipment (CPE). A stored commercial 
message is selected for presentation during presentation of 
the programming content signal. The selected commercial 
message contains Summary information related to an infor 
mational content of the selected commercial message, and is 
selected based on the summary information contained by the 
selected commercial message. Each selected commercial 
message is then presented during the programming content 
signal by inserting each selected commercial message into 
the received programming content signal by presenting the 
selected commercial message in place of the programming 
content signal. Information relating to each commercial 
message presented and/or an interaction with a user can be 
recorded and sent to a central location. 

0028 U.S. Patent Application Publication No. 
20040226043 to Mettu, et al. published Nov. 11, 2004 
entitled “Location enabled television' discloses a method, 
apparatus, and article of manufacture that provide the ability 
to display personalized information on a television. A server 
obtains viewer-based information. The server then obtains 
customized information that is customized based on the 
viewer-based information. Audio/video information is then 
multiplexed with the customized information and broadcast 
using a satellite/cable, etc. The broadcast multiplexed infor 
mation is received in a set top box (e.g., by a location logic 
application). The set top box causes the customized infor 
mation to be displayed on a television communicatively 
coupled to the set top box. 
0029. Another significant issue with targeting and bound 
ary enforcement within a subscriber network is the need to 
maintain complete privacy and anonymity for individual 
Subscribers from which the targeting or geographic? demo 
graphic/psychographic information is obtained. Subscribers 
generally demand complete privacy regarding their viewing 
habits, type of content viewed, etc. Hence, any commer 
cially practical system must maintain complete privacy. In 
other types of network paradigms (such as video-on-de 
mand, or VOD), the subscriber's identity and tuner location 
is essential to instantiating and delivering the requested 
content, providing “trick mode” functions, billing the correct 
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subscriber, etc. Furthermore, VOD is not a broadcast para 
digm, and hence individual streams must be instantiated and 
generated for each Subscriber, adding significant infrastruc 
ture and processing overhead. 
0030 Hence, based on the foregoing, there is a distinct 
need for improved apparatus and methods that permit the 
precise and efficient enforcement of geographic, demo 
graphic, psychographic, or other logical boundaries within 
the broadcast subscriber base of a network operator, as well 
as precise targeting of certain content and advertising to 
portions of the subscriber base. Such improved apparatus 
and methods would ideally take advantage of and leverage 
the efficiencies provided by a switched broadcast architec 
ture (in contrast to a narrowband or VOD approaches), 
including bandwidth conservation. Mechanisms to imple 
ment different types of operational and/or business rules 
would also be provided. 

SUMMARY OF THE INVENTION 

0031. The present invention satisfies the foregoing needs 
by providing improved apparatus and methods for targeted 
content delivery and physical and/or logical boundary 
enforcement, such as may be used in a cable or satellite 
network. 

0032. In a first aspect of the invention, a method of 
operating a content-based network is disclosed. In one 
embodiment, the network comprises a broadcast Switched 
architecture (BSA) with at least one server and a plurality of 
consumer premises equipment (CPE) in direct or indirect 
signal communication therewith, and the method comprises: 
providing each of the CPE with a parameter; correlating the 
first parameter with a second parameter; and selectively 
delivering content to individual ones of the CPE based at 
least in part on the act of correlating. 
0033. In one exemplary variant, the first parameter com 
prises an identification value unique to the CPE (or indi 
vidual tuner thereof), and the second parameter comprises a 
postal Zip code, and the act of selectively delivering com 
prises selectively delivering first content to the CPE dis 
posed within a first zip code. The CPE identification com 
prises a MAC address, which is cryptographically hashed so 
as to prevent determining the identity or location of the 
tuner/CPE from the hashed value. 

0034. In another variant, the first parameter comprises an 
identification value unique to the CPE, and the second 
parameter comprises a parameter selected from the group 
consisting of: (i) telephone area code, and (ii) telephone 
exchange, and the act of selectively delivering comprises 
selectively delivering first content to the CPE disposed 
within the area code or exchange. 

0035) In a second aspect of the invention, a method of 
selectively delivering targeted content to individual ones or 
subsets of a plurality of CPE of a selectively switched 
content-based broadcast network comprising at least one 
server disposed at a hub of the network is disclosed. In one 
embodiment, the method comprises: providing each of the 
CPE with an identification parameter; generating a correla 
tion between the identification parameter and a second 
parameter associated with the each CPE or its subscriber; 
disposing the correlation at the server; receiving at the server 
a request from one of the plurality of CPE for content; 
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determining, based at least in part on the correlation, one of 
a plurality of content to be delivered to the requesting one of 
the CPE; and delivering the one content to the requesting 
one of the CPE. 

0036). In a third aspect of the invention, CPE adapted for 
use within a cable network is disclosed. In one embodiment, 
the CPE comprises: an interface configured to receive 
encoded content signals from the network; processing appa 
ratus operatively coupled to the interface and adapted to 
decode the encoded signals received via the interface; and at 
least one computer program running on the CPE, the at least 
one program being adapted to generate an upstream request 
for at least one program channel for transmission to a server 
entity of the network, the upstream request being configured 
to cause the server entity to selectively switch certain 
content to the CPE. The CPE further comprises a unique 
identification parameter, the parameter being at least part of 
the basis for the selective switching by the server entity. 
0037. In one variant, the network comprises a broadcast 
switched architecture (BSA) network, and the computer 
program is downloaded to the CPE at runtime (or pre 
positioned on the CPE and accessed at boot-up). The 
upstream request from the CPE is generated only if the 
requested program channel is not currently being delivered 
to the CPE. The upstream request includes a MAC address, 
which may be passed “in the clear or alternatively crypto 
graphically hashed before it is sent upstream. 
0038. In another variant, the interface comprises an RF 
tuner having wideband tuner apparatus adapted to receive 
the encoded content signals over a plurality of the carriers in 
Substantially simultaneous fashion. 
0039. In a fourth aspect of the invention, a network server 
apparatus for use in a network is disclosed. In one embodi 
ment, the network comprises a cable television network 
having a plurality of CPE, and the apparatus comprises: a 
processor adapted to run at least one computer program 
thereon; a storage device in data communication with the 
processor, the storage device being adapted to store a 
plurality of data relating to individual ones of the CPE; and 
a computer program adapted to selectively Switch one of a 
plurality of content options to groups of ones of the plurality 
of CPE based at least in part on the plurality of data relating 
to individual ones of the CPE. In one variant, the network 
comprises a broadcast Switched architecture, and the selec 
tive switching is based on a correlation between an identifier 
(ID) of each of the CPE and (i) its geographic location, or 
(ii) at least one demographic associated with the Subscriber 
operating the CPE. 
0040. In a fifth aspect of the invention, a method of 
anonymously and selectively providing content to a plurality 
of subscribers of a network is disclosed. In one embodiment, 
the network content-based network comprising at least one 
server and a plurality of consumer premises equipment 
(CPE) in direct or indirect signal communication therewith, 
and the method comprises: providing each of the CPE with 
an identifying parameter, correlating the identifying param 
eter with a second parameter; and selectively delivering 
content to individual ones of the CPE based at least in part 
on the act of correlating. In this embodiment, the identity of 
the subscribers is not utilized (and not discoverable) as part 
of the acts of correlating or delivering. 
0041. In a sixth aspect of the invention, a method of 
enforcing a geographic or logical boundary within a broad 
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cast switched architecture (BSA) network is disclosed. In 
one embodiment, the BSA network comprises at least one 
server and a plurality of consumer premises equipment 
(CPE) in communication therewith, the plurality of CPE 
each having an identification parameter associated there 
with, and the method comprises: correlating the identifica 
tion parameter for at least a portion of the plurality of CPE 
with a second parameter relating to a first geographic 
location of, or a logical relationship between a given CPE 
and others of the at least portion; and selectively delivering 
content to individual ones of the CPE having the geographic 
location or the logical relationship. The method further 
comprises receiving a request from at least one of the 
plurality of CPE to Switch to a given program channel; and 
wherein the act of selectively delivering comprises selec 
tively choosing and delivering one of a plurality of possible 
broadcast content options over the requested program chan 
nel based at least in part on the request and the act of 
correlating. 

0042. In a seventh aspect of the invention, a method of 
doing business within a content-based network is disclosed. 
In one embodiment, the network comprises at least one 
server and a plurality of consumer premises equipment 
(CPE) in direct or indirect signal communication therewith, 
and the method comprises: providing services to a plurality 
of subscribers associated with respective ones of the plural 
ity of CPE; providing each of the CPE with an identifying 
parameter; gathering data relating to the Subscribers or the 
CPE; correlating the identifying parameter with the data; 
selectively choosing broadcast content for delivery to indi 
vidual ones of the CPE based at least in part on the data and 
the identifying parameter, and delivering the chosen content 
to the individual ones of the CPE. The identity of the 
subscribers is optionally not utilized (or discoverable) as 
part of the acts of correlating, choosing, or delivering. 
0043. In an eighth aspect of the invention, a method of 
providing network services to one or more users of a 
content-based network is disclosed. In one embodiment, the 
method comprises: generating data at a first location; trans 
mitting the data in a first direction within the network to a 
network node; replicating at least portions of the data via the 
node; and transmitting at least portions of the replicated data 
to at least one user of the network. In one variant, the 
network comprises a broadcast switched architecture (BSA) 
network having a plurality of hubs, the hubs being utilized 
to selectively switch a subset of all content available on the 
network to the users. Video signals or other sensor data are 
generated at local sites, and passed upstream toward the 
hub(s), which replicate the data and selectively switch it 
back to certain ones of the Subscriber pool using, e.g., the 
boundary enforcement and targeting methods previously 
described. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0044 FIG. 1 is a functional block diagram illustrating an 
exemplary HFC cable network configuration useful with the 
present invention. 
0045 FIG. 1a is a functional block diagram illustrating 
one exemplary HFC cable network head-end configuration 
useful with the present invention. 
0046 FIG. 1b is a functional block diagram illustrating 
one exemplary local service node configuration useful with 
the present invention. 
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0047 FIG. 1c is a functional block diagram illustrating 
one exemplary broadcast switched architecture (BSA) net 
work useful with the present invention. 
0.048 FIG. 1d is a graphical illustration of exemplary 
redundant viewership data associated with a typical imple 
mentation of a broadcast switched architecture (BSA). 
0049 FIG. 2 is a logical flowchart illustrating a first 
embodiment of the boundary enforcement/targeting meth 
odology according to the present invention, in the context of 
the BSA of FIG. 1c. 

0050 FIGS. 2a-2d are graphical representations of exem 
plary source and correlation table data structures useful with 
the present invention. 
0051 FIG. 3 is a graphical representation of the meth 
odology of FIG. 2, showing selective enforcement of bound 
aries to two (2) target groups for both content-based pro 
grams and advertising. 

0.052 FIG. 4 is a functional block representation of an 
exemplary Software architecture including a Boundary 
Enforcement Switching and Targeting (BEST) software 
entity, according to the present invention. 

0053 FIG. 5 is a functional block diagram illustrating an 
exemplary network server device (including BEST entity) 
according to the invention. 

0054 FIG. 6 is a functional block diagram illustrating an 
exemplary CPE device according to the invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

0.055 Reference is now made to the drawings wherein 
like numerals refer to like parts throughout. 

0056. As used herein, the terms “user channel and 
“program channel are all generally synonymous with the 
concept of a perceived stream of information. For example, 
a program/user channel might comprise "Channel 3' which 
carries the content of a given network (e.g., NBC). This is 
to be distinguished from a physical channel, which is used 
to physically carry and distribute the content, which may for 
example comprise one or more QAMs within a given 
portion of the RF spectrum of a cable system. 

0057. As used herein, the term “QAM” refers to modu 
lation schemes used for sending signals over cable networks. 
Such modulation scheme might use any constellation level 
(e.g. QAM-16, QAM-64, QAM-256 etc.) depending on 
details of a cable network. A QAM may also refer to a 
physical channel modulated according to the schemes. 

0.058 As used herein, the term “Service Group” refers to 
either a group of service users (e.g. Subscribers) or the 
resources shared by them in the form of entire cable RF 
signals, only the RF channels used to receive the service or 
otherwise treated as a single logical unit by the network for 
resource assignment. 

0059) As used herein, the terms “MSO or “multiple 
systems operator” refer to a cable, satellite, or terrestrial 
network provider having infrastructure required to deliver 
services including programming and data over those medi 
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0060. As used herein, the terms “network” and “bearer 
network” refer generally to any type of telecommunications 
or data network including, without limitation, hybrid fiber 
coax (HFC) networks, satellite networks, telco networks, 
and data networks (including MANs, WANs, LANs, 
WLANs, internets, and intranets). Such networks or portions 
thereof may utilize any one or more different topologies 
(e.g., ring, bus, star, loop, etc.), transmission media (e.g., 
wired/RF cable, RF wireless, millimeter wave, optical, etc.) 
and/or communications or networking protocols (e.g., 
SONET, DOCSIS, IEEE Std. 802.3, ATM, X.25, Frame 
Relay, 3GPP, 3GPP2, WAP. SIP, UDP, FTP, RTP/RTCP, 
H.323, etc.). 
0061 As used herein, the term “head-end” refers gener 
ally to a networked system controlled by an operator (e.g., 
an MSO) that distributes programming to MSO clientele 
using client devices. Such programming may include liter 
ally any information source/receiver including, inter alia, 
free-to-air TV channels, pay TV channels, interactive TV. 
and the Internet. DSTBs may literally take on any configu 
ration, and can be retail devices meaning that consumers 
may or may not obtain their DSTBs from the MSO exclu 
sively. Accordingly, it is anticipated that MSO networks may 
have client devices from multiple vendors, and these client 
devices will have widely varying hardware capabilities. 
Multiple regional head-ends may be in the same or different 
cities. 

0062. As used herein, the terms “client device' and “end 
user device' include, but are not limited to, personal com 
puters (PCs) and minicomputers, whether desktop, laptop, or 
otherwise, set-top boxes such as the Motorola DCT2XXX/ 
5XXX and Scientific Atlanta Explorer 2XXX/3XXX/ 
4XXX/6XXX/8XXX series digital devices, personal digital 
assistants (PDAs) such as the Apple Newton R, “Palm R” 
family of devices, handheld computers, personal communi 
cators such as the Motorola Accompli or V710, J2ME 
equipped devices, cellular telephones, wireless nodes, or 
literally any other device capable of interchanging data with 
a network. 

0063 Similarly, the terms “Customer Premises Equip 
ment (CPE) and “host device' refer to any type of elec 
tronic equipment located within a customer's or user's 
premises and connected to a network. The term “host 
device' refers generally to a terminal device that has access 
to digital television content via a satellite, cable, or terres 
trial network. The host device functionality may be inte 
grated into a digital television (DTV) set. The term “cus 
tomer premises equipment” (CPE) includes such electronic 
equipment such as set-top boxes, televisions, Digital Video 
Recorders (DVR), gateway storage devices (Furnace), and 
ITV Personal Computers. 
0064. As used herein, the term “network agent” refers to 
any network entity (whether software, firmware, and/or 
hardware based) adapted to perform one or more specific 
purposes. For example, a network agent may comprise a 
computer program running in server belonging to a network 
operator, which is in communication with one or more 
processes on a CPE or other device. 
0065. As used herein, the term “application” refers gen 
erally to a unit of executable software that implements a 
certain functionality or theme. The themes of applications 
vary broadly across any number of disciplines and functions 
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(such as on-demand content management, e-commerce 
transactions, brokerage transactions, home entertainment, 
calculator etc.), and one application may have more than one 
theme. The unit of executable software generally runs in a 
predetermined environment; for example, the unit could 
comprise a downloadable Java XletTM that runs within the 
JavaTM environment. 

0.066 As used herein, the term “computer program' is 
meant to include any sequence or human or machine cog 
nizable steps which perform a function. Such program may 
be rendered in virtually any programming language or 
environment including, for example, C/C++, Fortran, 
COBOL, PASCAL, assembly language, markup languages 
(e.g., HTML, SGML, XML, VoxML), and the like, as well 
as object-oriented environments such as the Common Object 
Request Broker Architecture (CORBA), JavaTM (including 
J2ME, Java Beans, etc.) and the like. 
0067. The term “component' in the context of software 
refers generally to a unit or portion of executable software 
that is based on a related set of functionalities. For example, 
a component could be a single class in JavaTM or C++. 
Similarly, the term “module” refers generally to a loosely 
coupled yet functionally related set of components. 

0068. As used herein, the term “server” refers to any 
computerized component, system or entity regardless of 
form which is adapted to provide data, files, applications, 
content, or other services to one or more other devices or 
entities on a computer network. 

0069. As used herein, the term “boundary” refers to, 
without limitation, any actual, geographic, logical, or virtual 
boundary or implementation rule as specified by one or more 
criteria. For example, a geographic boundary may be speci 
fied by one or more postal Zip codes, telephone area codes/ 
exchanges, or the like. Alternatively, a logical boundary or 
rule may be specified by membership in an organization, 
Subscription to a particular service, or the like. 
Overview 

0070 The present invention comprises, inter alia, meth 
ods and apparatus for selectively enforcing one or more 
“boundary conditions within a network (such as, e.g., a 
cable television network), as well as providing for very 
selective and targeted delivery of content, advertising, and 
data. This enforcement and targeting can advantageously be 
provided in a completely anonymous fashion. 

0071. In one aspect of the invention, a mechanism is 
provided whereby a network entity (e.g., the Switching 
software of a cable network MSO) can determine one or 
more parameters or values associated with individual CPE 
(or groups of CPE), for purposes of inter alia, content 
management and/or bandwidth or channel allocation. In one 
embodiment, the aforementioned determination is per 
formed via a tabular reference table or similar data structure 
composed of a list of cryptographically hashed identifiers for 
CPE (including individual tuners within a given CPE) and 
their classification or logical grouping, as designated by 
specific criteria. For example, certain CPE may be grouped 
according to location, Such as by postal Zip code, School 
district or region, etc. Alternatively, CPE can be identified 
and classified according to demographic or logical group 
ings which may or may not relate to location, such as for 

Jan. 25, 2007 

example membership in certain organizations or Subscrip 
tion services, certain viewing habits, and so forth 
0072 The exemplary software of the invention utilizes 
these values to enable or disable a service stream to that 
particular CPE/tuner (as well as potentially others sharing 
common traits or criteria), and/or provide other functional 
ity. This overcomes the deficiencies in the prior art relating 
to the lack of highly selective delivery of content/services by 
providing a means to deliver select services or content over 
the HFC network to a highly targeted audience based on one 
or more service group parameters, all while maintaining 
complete anonymity of the Subscribers. This anonymity is 
provided in the exemplary embodiment by, interalia, use of 
the aforementioned cryptographic hash, coupled with an 
optional "opaque' variable which carries information relat 
ing to the CPE of the hash with which it is associated. The 
hash and opaque variable frustrate de-encryption or reverse 
engineering of the individual subscriber's identity or specific 
location. 

0073. The present invention also advantageously over 
comes the prior art disability of requiring an association with 
a physical network topology or architecture for providing 
targeted delivery and boundary enforcement; the approach 
of the present invention is Substantially agnostic to the 
network topology, thereby allowing significant flexibility 
and use with multiple different networks. 
0074 The present invention finds particular utility in the 
context of so-called “broadcast Switched architecture” 
(BSA) cable systems, for example allowing for boundary 
based program/service delivery and targeted advertising via 
the installed infrastructure (e.g., hubs) of the BSA system. 
Notably, BSA systems make available to subscribers only 
selected program channels, as opposed to flooding each 
subscriber (and each portion of the network infrastructure) 
with all of the program channels furnished by the system, as 
in prior art content delivery networks. Specifically, the BSA 
network provides program channels on an as-needed basis 
using selective hub-based Switching, these channels being 
selected to serve the subscribers in the same “neighborhood’ 
requesting those channels. This approach allows for signifi 
cant conservation of the finite bandwidth available in the 
network infrastructure. 

0075. The present invention also discloses the concept of 
intrinsic or “autonomous' intelligence within a switched 
network (such as the BSA network previously referenced). 
Specifically, the distribution server(s) used in the network 
can have knowledge of group membership, as well as other 
attributes relating to the group or individual CPE) without 
consulting any external or secondary sources Such as billing 
or Subscriber databases. This autonomous intelligence is 
also advantageously anonymous from the standpoint that the 
server's knowledge of this group membership (and other 
attributes) relies on no such external sources which specifi 
cally identify the subscriber(s). Rather, the only information 
used is the aforementioned hash (and opaque variable), 
neither of which allow personal description of a subscriber 
or their premises on a stored, retrievable basis. 
0076 Improved network server and CPE apparatus 
capable of implementing the aforementioned boundary 
enforcement and targeting methodologies are also described, 
as well as mechanisms to implement operational and/or 
business rules during system operation. 



US 2007/0022.459 A1 

Detailed Description of Exemplary Embodiments 
0.077 Exemplary embodiments of the apparatus and 
methods of the present invention are now described in detail. 
While these exemplary embodiments are described in the 
context of the aforementioned hybrid fiber coax (HFC) cable 
architecture having an multiple systems operator (MSO), 
digital networking capability, and plurality of client devices/ 
CPE, the general principles and advantages of the invention 
may be extended to other types of networks and architec 
tures where boundary enforcement or control (or targeted 
service delivery) is required or desirable. Such other net 
works or architectures may be broadband, wired or wireless, 
content or data, or otherwise. Hence, the following descrip 
tion is merely exemplary in nature. For example, the inven 
tion may be practiced over a fiber-to-the-home (FTTH) or 
fiber-to-the-curb (FTTC) system or over future satellite or 
millimeter wave-based network having two-way capabilities 
similar to today’s digital cable HFC networks. 
0078. It will also be appreciated that while described 
generally in the context of a network providing service to a 
customer or consumer (i.e., residential) end user domain, the 
present invention may be readily adapted to other types of 
environments including, e.g., commercial/enterprise, and 
government/military applications. Myriad other applications 
are possible. 
0079. It is also noted that the present invention may be 
utilized with one or more service levels (e.g., SD or HD, or 
both). Alternatively, it is foreseeable that yet even higher 
levels of definition may be employed in the future (e.g., 
“ultra-high definition' or UHD). As another option, multiple 
levels or rates may be present with one of the aforemen 
tioned service levels, such as where the SD level includes 
levels SD1, SD2, . . . SDn, and/or the HD level similarly 
includes HD1, HD2, ... HDn, with each of these sub-levels 
having different data rates and/or other characteristics. 
Hence, the invention is compatible with multiple bit rates 
and coder-decoders (codecs). 
0080. It is further noted that while described primarily in 
the context of 6 MHz. RF channels, the present invention is 
applicable to literally any frequency/bandwidth, such as for 
example 8 MHZ channels. Furthermore, as referenced 
above, the invention is in no way limited to traditional cable 
system frequencies (i.e., below 1 GHz), and in fact may be 
used with systems that operate above 1 GHz band in center 
frequency or bandwidth, to include without limitation so 
called ultra-wideband systems. 
0081 FIG. 1 illustrates a high-level diagram of a typical 
content-based network configuration with which the bound 
ary enforcement/targeting methodologies of the present 
invention may be used. The various components of the 
network 100 include (i) one or more data and application 
origination points 102; (ii) one or more content or program 
sources 103; (iii) one or more application/data/content dis 
tribution servers 104; (iv) one or more VOD servers 105, and 
(v) consumer premises equipment (CPE) 106. The distribu 
tion server(s) 104, VOD servers 105 and CPE(s) 106 are 
connected via a bearer (e.g., HFC) network 101. A simple 
architecture comprising one of each of the aforementioned 
components 102, 104, 105, 106 is shown in FIG. I for 
simplicity, although it will be recognized that comparable 
architectures with multiple origination points, distribution 
servers, VOD servers, and/or CPE devices (as well as 
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different network topologies) may be utilized consistent with 
the invention. For example, the head-end architecture of 
FIG. 1a (described in greater detail below) may be used. 
0082 The data/application origination point 102 com 
prises any medium that allows data and/or applications (such 
as a VOD-based or “Watch TV application) to be trans 
ferred to a distribution server 104. This can include for 
example a third party data source, application vendor web 
site, CD-ROM, external network interface, mass storage 
device (e.g., RAID system), etc. Such transference may be 
automatic, initiated upon the occurrence of one or more 
specified events (such as the receipt of a request packet or 
ACK), performed manually, or accomplished in any number 
of other modes readily recognized by those of ordinary skill. 
0083. The content source 103 may comprise any indig 
enous (i.e., MSO) or third party provider of content, whether 
direct or indirect. This content may comprise an MPEG 
(e.g., MPEG-2) stream, or otherwise. The content may also 
pass through one or more intermediary nodes or condition 
ing process before transmission over the network 101, as is 
well understood in the art. 

0084. The application distribution server 104 comprises a 
computer system where such applications can enter the 
network system. Distribution servers are well known in the 
networking arts, and accordingly not described further 
herein. 

0085. The VOD server 105 comprises a computer system 
where on-demand content can be received from one or more 
of the aforementioned data sources 102 and enter the net 
work system. These servers may generate the content 
locally, or alternatively act as a gateway or intermediary 
from a distant source. 

0086) The CPE 106 includes any equipment in the “cus 
tomers’ premises” (or other locations, whether local or 
remote to the distribution server 104) that can be accessed by 
a distribution server 104. Such CPES 106 comprise proces 
sors and associated computer memory adapted to store and 
run the downloaded or resident application, as well as 
receive the streamed in-band content. For example, “Watch 
TV' or similar applications or their components (or updates 
thereto) of the type described subsequently herein with 
reference to FIG. 6 can be downloaded to the CPE as 
required. For example, co-owned and co-pending U.S. 
patent application Ser. No. 10/655,655 filed Sep. 5, 2003 and 
entitled “Technique For Updating A Resident Application 
And Associated Parameters. In A User Terminal Through A 
Communications Network”, incorporated herein by refer 
ence in its entirety, describes one exemplary technique and 
architecture for updating applications resident on network 
CPE. 

0087 Referring now to FIG. 1a, one exemplary embodi 
ment of a head-end architecture useful with the present 
invention is described. As shown in FIG. 1a, the head-end 
architecture 150 comprises typical head-end components 
and services including billing module 152, subscriber man 
agement system (SMS) and CPE configuration management 
module 154, cable-modem termination system (CMTS) and 
OOB system 156, as well as LAN(s) 158, 160 placing the 
various components in data communication with one 
another. It will be appreciated that while a bar or bus LAN 
topology is illustrated, any number of other arrangements as 
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previously referenced (e.g., ring, star, etc.) may be used 
consistent with the invention. It will also be appreciated that 
the head-end configuration depicted in FIG. 1a is high-level, 
conceptual architecture and that each MSO may have mul 
tiple head-ends deployed using custom architectures. 
0088. The architecture 150 of FIG. 1a further includes a 
multiplexer/encrypter/modulator (MEM) 162 coupled to the 
HFC network 101 adapted to “condition' content for trans 
mission over the network. The distribution servers 104 are 
coupled to the LAN 160, which provides access to the MEM 
162 and network 101 via one or more file servers 170. The 
VOD servers 105 are coupled to the LAN 160 as well, 
although other architectures may be employed (such as for 
example where the VOD servers are associated with a core 
switching device such as an 802.3Z Gigabit Ethernet device). 
As previously described, information is carried across mul 
tiple channels. Thus, the head-end must be adapted to 
acquire the information for the carried channels from vari 
ous sources. Typically, the channels being delivered from the 
head-end 150 to the CPE 106 (“downstream’) are multi 
plexed together in the head-end and sent to neighborhood 
hubs (FIG. 1b) via a variety of interposed network compo 
nentS. 

0089 Content (e.g., audio, video, etc.) is provided in each 
downstream (in-band) channel associated with the relevant 
service group. To communicate with the head-end or inter 
mediary node (e.g., hub server), the CPE 106 may use the 
out-of-band (OOB) or DOCSIS channels and associated 
protocols. The OCAP 1.0 (and subsequent) specification 
provides for exemplary networking protocols both down 
stream and upstream, although the invention is in no way 
limited to these exemplary approaches. 
0090. In another embodiment, the network infrastructure 
includes one or more on-demand file or "carousel func 
tions. The present invention contemplates that not only will 
more traditional movie (e.g., MPEG) broadcast data be 
delivered though the boundary enforcement/targeting 
mechanisms described herein, but also data for interactive 
applications or other types of applications. 
0091. It will also be recognized that the multiple servers 
(broadcast, VOD, or otherwise) can be used, and disposed at 
two or more different locations if desired, such as being part 
of different server “farms”. These multiple servers can be 
used to feed one service group, or alternatively different 
service groups. In a simple architecture, a single server is 
used to feed one or more service groups. In another variant, 
multiple servers located at the same location are used to feed 
one or more service groups. In yet another variant, multiple 
servers disposed at different location are used to feed one or 
more service groups. 
“Broadcast Switched Networks 

0092 FIGS.2b and 1c illustrate an exemplary “switched” 
network architecture useful with the present invention. 
Switching architectures allow improved efficiency of band 
width use for ordinary digital broadcast programs. Ideally, 
the subscriber will be unaware of any difference between 
programs delivered using a Switched network and ordinary 
streaming broadcast delivery. 

0093 Specifically, as shown in FIG. 1b, the network 101 
of FIGS. 1 and 1a comprises a fiber/coax arrangement 
wherein the output of the MEM162 of FIG. 1a is transferred 
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to the optical domain (such as via an optical transceiver 177 
at the head-end or further downstream). The optical domain 
signals are then distributed to a fiber node 178, which further 
distributes the signals over a distribution network 180 to a 
plurality of local servicing nodes 182. This provides an 
effective 1:N expansion of the network at the local service 
end. 

0094 FIG. 1c shows the implementation details of one 
exemplary embodiment of this switched network architec 
ture. Specifically, the head-end 150 contains switched broad 
cast control and media path functions 190, 192; these 
element cooperating to control and feed, respectively, down 
stream or edge switching devices 194 at the hub site which 
are used to selectively switch broadcast streams to various 
service groups. A BSA server 196 is also disposed at the hub 
site, and implements functions related to Switching and 
bandwidth conservation (in conjunction with a BSA man 
ager entity disposed at the head-end) as discussed Subse 
quently herein. An optical transport ring 197 is utilized to 
distribute the dense wave-division multiplexed (DWDM) 
optical signals to each hub in an efficient fashion. 
0095 Co-owned and co-pending U.S. patent application 
Ser. No. 09/956,688 filed Sep. 20, 2001 and entitled “Tech 
nique For Effectively Providing Program Material In A 
Cable Television System”, incorporated herein by reference 
in its entirety, describes one exemplary Switched architec 
ture useful with the present invention, although it will be 
recognized by those of ordinary skill that other approaches 
and architectures may be substituted. 
0096 BSA programming may comprise, without limita 
tion, simulcasts, interactive pay-per-view (IPPV), live sport 
ing and other events, and other selected offerings. A set-top 
box (STB) or two-way Digital Cable Ready (e.g., Cable 
Card) television is required for viewing. 
0097. In order for the BSA function to be transparent to 
the Subscriber, channel change latencies must be kept to a 
minimum (e.g., 250 ms or less as compared to average linear 
digital broadcast services). Like video-on-demand (VOD) 
systems, BSA programs are streamed to a service group 
(contrast: switch) only when being viewed. Unlike VOD, 
many viewers can view the same stream. Typically, only 
real-time linear programs are included in BSA broadcasts. 
Since there is no storage involved, the “VCR controls (e.g., 
trick mode functions) common to VOD are not available. In 
this regard, BSA is much simpler that VOD. Commercials or 
other programming segments cannot be skipped, and pro 
gram bit rates are treated as in more conventional systems. 
0098. In the context of the aforementioned BSA network, 
there are several metrics or indices which are useful in 
evaluating the performance of the network. Specifically, the 
expression “peak streams' represents the maximum number 
of different program streams that are instantaneously (based 
on specified data intervals) needed as a worst case. Using 
software, CPE tuner addresses can be purposely or randomly 
assigned to service groups, and peak stream requirements 
can be analyzed for each group size. It has been noted by the 
Assignee hereof that generally speaking, as service group 
size is decreased, peak stream needs also decrease. When 
viewed over a Sufficiently short time scale (e.g., two hour 
periods), it is possible to compare the moment-to-moment 
variability in peak stream use. 
0099] It has also been noted that the smaller service 
groups display roughly the same variability as the larger 
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service groups. When considered as a percentage of maxi 
mum stream use, as service group size decreases, variability 
increases, and will impose a limit the amount of concentra 
tion that can be safely implemented within the system. 
Concentration in BSA is defined as a ratio of the total 
bandwidth of the programs offered, to the BSA bandwidth 
provided to the service group. While this is conveniently 
expressed as a ratio of stream counts, in practice streams will 
be of various bit rates; concentration is therefore best 
thought of as the ratio of the bitrates. Concentration gener 
ally (at a given grade of service or blocking frequency) 
trends upwards with decreasing service group size. 

0100 Another useful metric of the value of BSA is yield. 
Yield is a function of concentration and the total number of 
programs included. Yield is important to consider when 
comparing the value of various bandwidth reclamation tech 
niques. 

0101. As verified by actual trials conducted by the 
Assignee hereof, BSA provides significant concentration, 
which results in the ability to vacate significant portions of 
the previously occupied bandwidth (“free” bandwidth 
yield). 

0102 Also of interest is the metric of “redundant view 
ership’. Redundant viewers are those which view otherwise 
unique programs. Generally speaking, the highest number of 
redundant viewers occurs at prime-time or just post prime 
time. This is also the time of greatest total viewership and 
the time of highest peak stream needs. In the exemplary 
graph of FIG. 1d, a design point of 70 streams would provide 
a non-blocking grade of service. However, significant Sur 
plus bandwidth still exists below the 70-stream level. Unfor 
tunately, the greatest Surpluses occur at times when other 
services (e.g., VoD) also have their lowest demands. Edge 
QAM resource sharing with VoD is therefore not expected 
to provide significant interleaving bandwidth gains. How 
ever, the BSA System can be advantageously operated to 
allow this surplus bandwidth to be utilized in other ways, 
Such as for transport of data, video, Voice, or even future 
applications which would require additional bandwidth. 
0103 Gain is a useful parameter for comparison of BSA 
with statistical multiplexing technology. In BSA, percent 
gain is defined as: 

(Concentration-1)x100 Eqn. (1) 

In this context, content that occupies the “freed up' spec 
trum is assumed to operate with the same level of efficiency 
as the content being processed (i.e. switched under the BSA 
architecture, or alternatively statistically multiplexed). 

0104. A primary advantage of the BSA paradigm is 
bandwidth conservation/preservation. Bandwidth for 
unviewed programs is not consumed, and can be re-allo 
cated. Similarly, new programs can be added without adding 
bandwidth. Advantageously, programs with narrow appeal 
can be added in a BSA system with little if any bandwidth 
impact. More popular programs will impact the BSA band 
width, but to a lesser extent than was traditionally the case. 
Multiple bit rates can also be made available for use or sale 
to programmers or advertisers. 

0105 BSA bandwidth efficiencies are at least in part a 
result of over-subscription. Specifically, the selection of 
programming is greater than the bandwidth allocated to the 
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service group. This can result in blocking, the case where a 
viewer is denied access to a requested program. However, 
the aforementioned trials conducted by the Assignee hereof 
demonstrate that when properly configured, blocking events 
are Sufficiently rare, so as to be less common than a network 
outage, thereby providing a sufficient level of service. 
010.6 Additionally, a BSA system must typically gather 
and keep logs or other records of programmer-specific 
viewership data in order to function. These logs or records 
are maintained to allow for well-considered “recapture' of 
non-viewed program streams (i.e., reclamation of band 
width). The server manages bandwidth by removing streams 
based on this activity data. In typical practice, unviewed 
streams will be marked, but not actually removed until the 
bandwidth is needed either because of a client request, or 
based on external resource demands such as VOD overflow. 

0.107. In one exemplary embodiment, the network switch 
194 (FIG. 1c) logs all channel change events and is aware of 
the tuning locations of all tuners, not just those that happen 
to be viewing BSA programs. This provides highly accurate 
and complete viewership data based on actual channel 
changes as contrasted with extrapolations or other estima 
tion techniques. 
0108. It is an important aim of the present invention to 
maintain Subscriber privacy, for both legal and commercial 
reasons. As discussed in greater detail Subsequently herein, 
Subscriber identities are protected by hashing or encryption 
of the tuner address prior to logging and storage. The stored 
address and associated events are therefore not traceable to 
the user account. The resulting obscured tuner address is 
repeatable so the necessary tuning location and user activity 
tracking may be performed while still maintaining complete 
anonymity. 

0.109. In the exemplary embodiment of the present inven 
tion, the edge switch 194 (generally located in the distribu 
tion hub as shown in FIG. 1c) is flooded with all available 
programs. This improves transport efficiency, because a 
simple unidirectional "drop and continue protocol is per 
formed at each hub location on a given optical transport ring 
197. The concept of flooding also simplifies the transport 
network in that no control system is needed; rather a simple 
"deliver everything paradigm is used. This approach also 
advantageously makes this portion of the signal chain more 
robust, since more complex control systems generally lend 
themselves to a higher operational failure rate. 
0110 Because ordinary broadcast programming is Sup 
plied using BSA, the transport network 197 needs to have a 
high degree of availability. In the exemplary embodiment, 
BSA program transport is Supplied through a redundant, 
spatially diverse counter-rotating Ethernet ring topology, 
although other topologies may be utilized with Success. 
Boundary Enforcement and Targeting Methods 
0.111 Referring now to FIGS. 2-3, exemplary methods 
for enforcing one or more boundary constraints, and pro 
viding targeted delivery of content, are described in detail in 
the exemplary context of the BSA architecture previously 
described. The present invention allows for the enforcement 
of “boundary constraints in a completely anonymous and 
transparent fashion. As previously discussed, prior art 
approaches to providing targeted content and imposing 
boundary conditions are generally predicated on having 
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knowledge of a specific user, and/or selective insertion of the 
desired content into the stream(s) being delivered to that 
user. Furthermore, prior art approaches (such as, e.g., the 
“switched digital video” of Eldering described above) relate 
to a narrowband delivery system, in contrast to a broadcast 
based system of the type utilized by the aforementioned 
BSA architecture. 

0112 In contrast, the parametric approach of the present 
invention allows for the ability to enforce one or more 
boundaries without having any specific identifying or per 
Sonal information regarding the Subscriber; rather, the exem 
plary embodiment of the invention only requires knowing 
the CPE identification (which is hashed according to a 
cryptographic algorithm), and a correlation to the Zip code 
of the location of the CPE (or other descriptive information 
relating to the CPE or its subscriber). This maintains sub 
scriber anonymity, and accordingly enhances security from 
the standpoint that personal or sensitive information asso 
ciated with the subscriber's account (such as with a VOD, 
DVR or other similar premium service) need not be distrib 
uted or even accessed in order to provide the boundary 
enforcement/targeting functions. Rather, the boundary con 
dition(s) can be enforced simply by accessing the correlation 
table or comparable data structure (see FIGS. 2a-2d dis 
cussed below), which correlates the identifier of a particular 
CPE with, interalia, its location (Zip code). This information 
is used to provide selective switching of content within the 
aforementioned switched network architecture. 

0113 All mechanisms utilized in the exemplary embodi 
ment maintain viewer (Subscriber) privacy and anonymity, 
since stored data would not be traceable to a specific user 
account. Once the server or other servicing network entity is 
aware of the value of a designated parameter (or of mem 
bership in a group via a server table), then decisions are 
made as to the response to a user program channel selection, 
such as for example the PEG (Public, Educational and 
Government) channel Zoning. This approach can also be 
extended to dynamic membership in an advertising Zone; 
i.e., where a given CPE’s membership in the advertising 
Zone varies as a function of time or the Zone varies as a 
function of time. 

0114. As discussed elsewhere herein, this correlation 
table/mechanism may also be more than one-dimensional 
(e.g., where a table or other data structure of multiple 
boundary parameters is specified), and may be based on 
parameters other than geographic location. For example, 
demographics or even psychographics (i.e., knowledge of 
one or more persons attitudes, actions, behaviors, interests, 
etc.) may also be used as the basis of imposing logical or 
other boundaries and/or delivering targeted advertising. 
0115 For example, two (or more) broadcast channels that 
are Substantially identical from a content perspective may be 
present at a Switch. However, these channels may carry 
different advertising, each of which is more relevant to 
certain geographic, demographic or psychographic seg 
ments of the viewer base. Based on the viewership data 
derived, the selection between these two (or more) channels 
can be made, with delivery of the channel targeted to only 
those areas (or even individual tuners) for which it is 
relevant. Advantageously, each of the two channels can have 
different internal timing relationships if desired, since no 
insertions or splicing of content into the stream(s) is per 
formed under the present invention. 
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0116. As an illustration of the foregoing boundary-based 
functionality, consider two (2) distinct CPE, one located in 
a first zip code (CPEA, located in 92131), and the second 
in a second zip code (CPE B, located in 92.127). Both of 
these CPE (and zip codes) are located in the same distribu 
tion hub site, but have different educational channel Zones 
that are not allowed to overlap. One Such exemplary Zone is 
named “CPCC” (zip 92.131), while the other is named 
“DPCC” (zip 92.127). Both of these program streams would 
be available from the head-end or at the hub for the BEST 
software entity 402 (described below with respect to FIG. 4) 
to selectively enable/disable dependent on usage. When 
CPE A tunes to the educational (program) channel and the 
boundary is enforced, it will only be able to receive “CPCC 
content. Similarly, when STB B tunes to their educational 
program channel with boundary enforcement, it will only be 
able to receive “DPCC” content. This accordingly enforces 
a boundary-based broadcast of the program streams. 
0.117) Furthermore, the exemplary embodiment of the 
invention provides server autonomy as well as Subscriber 
anonymity. Specifically, the CPE identification and targeting 
approach described herein has intrinsic or “autonomous' 
intelligence in that the server can have knowledge of group 
membership and other attributes without consulting any 
external or secondary Sources Such as billing or Subscriber 
databases. This autonomous intelligence is also anonymous, 
from the standpoint that the server's knowledge of this 
group membership (and any other attributes) relies on no 
such external sources which specifically identify the sub 
scriber(s), and the only information used is the aforemen 
tioned hash (and the opaque variable, described below), 
neither of which allow personal description of a subscriber 
or their premises. This is in contrast to many prior art 
approaches of targeting or content delivery (such as VOD), 
wherein the subscriber's identity and the precise premises 
location can in theory be accessed as well, or even must be 
accessed in order to properly deliver and bill the content. 
0118 Advantageously, the techniques and apparatus of 
the present invention can achieve a high degree of granu 
larity. Specifically, an individual CPE 106, and even an 
individual tuner within a device, can be targeted based on the 
use of each device's unique identification (e.g., TUNERID, 
TUNER USE or MAC address). As its name implies, the 
TUNERID variable specifically and uniquely identifies each 
tuner; each CPE may have multiple tuners, and hence this 
variable allows identification on a per-tuner basis (versus 
just a per-CPE basis). TUNER USE comprises a real-time 
variable that is passed upstream to the server (or other 
network entity) every time the tuner is used. The TUNER 
USE variable is specific to a particular viewing event. 
Accordingly, the BSA server or other entity can distinguish 
between individual CPE or tuners (or groups thereof), and 
can group them based on associated attributes (e.g., or 
demographics, geographics, etc.), and can do so without 
specifically identifying any particular device of its precise 
location. 

0119 FIG. 2 illustrates one embodiment of the general 
ized methodology of boundary enforcement/targeting 
according to the invention. Per step 202 of the method 200, 
a small client program or application is first loaded onto the 
CPE 106. The program may be loaded as part of the bootup 
or initiation process, be resident as part of the navigation or 
other such application, or even be part of the CPE firmware. 
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The program can be delivered to the CPE 106 via any 
number of different mechanisms, such as OOB in in-band 
channels, retrieval from a local mass storage device, 
retrieval via an associated IP network connection, or even 
via fixed or temporary media such as a CDROM, DVD, USB 
key, etc. 

0120. Once loaded, the client application operates 
according to the following protocol. When the client appli 
cation receives a request for a program channel to be viewed 
on the CPE 106 (step 204), the client application optionally 
determines whether the requested channel is being delivered 
to the CPE 106 and if so, tunes to this channel (step 206). 
This determination is optional, since a “dumb' approach can 
be used in its place; i.e., where no determination is made, 
and the CPE tuner merely tunes to the requested channel 
knowing that delivery of the channel will occur (whether 
pre-existing or switched by the server, as described below). 
0121. A message is also sent from the requesting CPE 
106 upstream to the switching node (e.g., BSA server 196) 
per step 208. This request is generated by the client appli 
cation (or its designated proxy) in response to the user's 
program channel request entered via the user interface; the 
request is converted into the designated upstream messaging 
format (a join' request in the exemplary embodiment). In 
the exemplary embodiment of the invention, the request 
message is utilized in all instances. Such as to permit various 
functions such as shutting down delivery of a given content 
stream to certain CPE 106 (i.e., the “switched away from 
channel), and/or to monitor tuner behavior and activity. 
However, it will also be recognized that the issuance of the 
upstream request can be made conditional as well. Such as 
where the requested channel is already being delivered to 
that CPE, no upstream message is sent. In such case, no 
upstream message is required (at least for the purposes of 
Switching content streams), and hence the message can be 
obviated to conserve upstream bandwidth. 
0122) The issued request is then routed to and received by 
the responsible network entity (e.g., hub server 196), which 
then issues a confirmation message confirming receipt of 
request per step 210. 

0123) Next, the server 196 determines per step 212 
whether the requested content stream is already being deliv 
ered to the requesting CPE. As described elsewhere herein, 
this determination can be made using any number of mecha 
nisms, including accessing a server-based status table of 
current stream delivery/switching. 

0124 Lastly, the server 196 acts upon the received 
request, and issued signaling to the relevant network Switch 
194 (step 214) to route the requested programming/content 
to the service group (or individual CPE) for display on the 
associated display device(s) if that content is not already 
being switched to the requesting CPE. As described in 
greater detail subsequently herein, the switch 194 is effec 
tively flooded with all available broadcast streams, from 
which it selectively switches the appropriate stream to the 
designated CPE 106 (or group of CPE). 

0125) The server 196 (or CPE 106) can also retain 
historical/anecdotal information regarding the Subscriber's 
viewing habits in a centralized or remote database if desired. 
As previously noted, this information can be stored based on 
a hashed index (e.g., hashed TUNER ID, TUNER USE, or 
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MAC address), and hence individual subscriber anonymity 
can be preserved when the database is accessed. For 
example, an entity accessing the database could only tell that 
X number of CPE within Zip code 12345 tuned to Channel 
A on a given date and time, without being able to reverse the 
hashes to determine who the precise individuals were. 

0.126 In the exemplary embodiment of the invention, the 
BSA architecture is configured such that all switches within 
the network (or at least a substantial portion thereof) have all 
content streams available to them simultaneously. Selective 
switching of these streams to particular CPE (or groups of 
CPE) via the network switch 194 implements the boundary 
enforcement/targeting functionality of the invention. This 
approach avoids the significant disabilities associated with 
prior art “insertion’ based systems, which attempt to pre 
cisely insert targeted content into one or more streams. In 
contrast, the “switched' approach of the present invention 
merely switches the desired content already present at the 
relevant switch(es) to the desired CPE or group, thereby 
obviating any timing analysis associated with insertion. 

0127. It will also be appreciated that two or more bound 
ary conditions or rules can be enforced simultaneously if 
desired. For example, one boundary may comprise a geo 
graphic boundary Such as the aforementioned Zip code 
exemplar. Additionally, within that Zip code, it may be 
desired to Switch in content streams with a high percentage 
of golf advertising/promotions, since it is known that the 
relevant Zip code has a high density of golfers/golf courses. 
It may also be known that golfers are typically golfing in the 
early portion of the day, and hence the targeted advertising 
will be most effective when broadcast into that zip code in 
the latter portions of the day (i.e., late afternoon through 
evening) when the golfers are ostensibly at home. Hence, the 
server 196 (and BEST software entity 402 described sub 
sequently herein) can be programmed to (i) enforce the Zip 
code boundary based on the hashed TUNER ID (and/or 
TUNER USE or MAC address as previously discussed) and 
correlation table maintained at the server by switching the 
targeted Streams only into that Zip code; and (ii) Switch in the 
targeted streams at latter portions of each day (or even 
Subsets of the week, such as Saturdays and Sundays only). 

0128. In the illustrated embodiment, the TUNER ID 
(and/or TUNER USE or MAC address, or a derivation 
thereof) of the CPE 106 or particular constituent tuner 
device, is used as the basis of the CPE identification process, 
although it will be appreciated that other approaches may be 
used. As previously described, the TUNER ID variable 
specifically and uniquely identifies each tuner, while 
TUNER USE comprises a real-time variable that is passed 
upstream to the server (or other network entity) every time 
the tuner is used. The MAC address is also an option for use 
with the present invention in part based on the fact under a 
typical cable network configuration, the MAC address is 
already passed upstream “in the clear” (unencrypted/un 
hashed) for other functions, and hence there is no compro 
mise of security and little additional overhead in sending the 
address upstream for purposes of boundary enforcement/ 
targeting under the present invention. In the exemplary 
embodiment, the MAC address is passed upstream via a 
channel select/join or other message format already existing 
within the system communications protocol(s) (e.g., 
IGMPV.3, the “Channel change protocol, DSM-CC, or 
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specified as part of the BSA), although a custom or dedi 
cated protocol may be used for this purpose. 

0129. When the hub server or other network entity 
receives the TUNERID (or other variable) from the CPE, it 
generates a cryptographic “hash of the TUNER ID. As is 
well known to those of ordinary skill in the cryptographic 
arts, a cryptographic hash comprises a mathematical func 
tion that maps values from one domain into another, and 
generally has the properties of being: (i) “one-way', in that 
it is computationally impractical or impossible to find any 
input which maps to any specified output; and (ii) “collision 
free', in that it is computationally impractical or impossible 
to find any two distinct inputs which map to the same output 
value. In the present context, this means the hash algorithm 
always produces same result with the same input, yet one 
can’t reverse the output to determine input (e.g., TUNER 
ID). 
0130. The present embodiment of the invention also 
generates a so-called "opaque' variable at the hub server 
196 or other network entity. This variable comprises, in one 
variant, a non-specific multi-bit binary coded variable that 
contains intrinsic information relating to the relevant CPE/ 
subscriber. The opaque variable can be parsed if desired, and 
can convey information relating to membership in one or 
more groups. The variable may be generated algorithmically 
(e.g., via a computer program running on a digital proces 
sor), or in hardware or firmware, or combinations thereof. 
The information reflected in the variable may be geographic 
in nature (e.g., relating to postal Zip code, telephone area 
code/exchange, etc.), demographic, psychographic, or oth 
erwise. It may also be related to BSA system on which the 
variable is carried (such as routing information or the like). 
The opaque variable is associated with the cryptographic 
hash previously described (derived from the TUNER ID, 
TUNER USE or MAC address) using any number of mecha 
nisms, such as a table, tuple, or other data structure. In this 
fashion, the variable can convey multiple different types of 
information associated with the hash (the latter uniquely and 
anonymously identifying the originating CPE 106 within the 
network). The variable is considered opaque since it is coded 
(whether encrypted or not), and hence conveys no discern 
able information in isolation; i.e., unless correlated with 
information known to the coding entity (decoding alone is 
not sufficient). It is also not human readable. 
0131. It will also be recognized that the methodology 200 
of FIG. 2 can be practiced on a network where one or more 
physical channels are not broadcast continuously to all CPE, 
but rather established as a function of other events, including 
e.g., a user or CPE-initiated pull or request. The basic 
underlying premise of Such Switched architectures is that the 
differentiated (e.g., targeted) content is not transmitted or 
broadcast onto the network (or to the local node or entity 
servicing a given CPE) until there is a valid request to view 
the content. Such request may comprise, for example, a 
given user's CPE tuning to the UI (program) channel 
carrying the targeted content, or another signal from the CPE 
to the head-end or other servicing network entity. In this 
fashion, the bandwidth of the network is conserved, since 
programming broadcasts or transmissions that no one is 
watching are obviated. 

0132) It will further be appreciated that one or more 
indirect sources may be used to provide the aforementioned 
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upstream channel request information (or alternatively 
downstream channel information for delivery to the CPE 
106), whether through interfacing directly with the CPE, or 
indirectly through another network agent. For example, a 
proxy network entity (e.g., remote server) can be used as an 
intermediary to provide this information via an IP connec 
tion (over the cable network or otherwise) to the CPE 106 or 
BSA server 196. Alternatively, a wireless interface to the 
CPE (such as via an 802.11 WLAN, 802.16 WiMax, 802.15 
PAN, or satellite interface) can be used to deliver or send the 
information. 

0.133 Furthermore, “pre-positioned' information may be 
used, such as where one or more predetermined TUNERID, 
TUNER USE, or MAC address and/or viewership data (or 
other information) are stored within the CPE 106 or a 
connected device, such as an IEEE-1394 appliance, and 
utilized at CPE initialization. 

0.134. It will also be appreciated that the present invention 
may utilize metadata as part of its upstream (or downstream) 
communication protocols. Generally speaking, “metadata' 
comprises extra data not typically found in (or at least not 
visible to the users of) the network. This metadata may be 
validated against relevant specifications if desired. Such as 
those provided by CableLabs. The metadata might specify 
the date, GMT or other start time reference, CPE profile 
data, maintenance and error-related data, viewership data, 
service level (e.g., SD or HD) capabilities, PID/TSID/QAM 
channel(s), etc., and can be rendered in human-readable 
form if desired. It will be recognized that additional and/or 
different metadata content may be used consistent with the 
invention. The metadata information can be packaged in a 
prescribed format Such as a markup language (e.g., XML). 
The metadata (files) may also be encrypted; encryption 
algorithm information of the type well known in the art may 
also be included. 

0.135 The present invention may also be utilized consis 
tent with the bandwidth conservation and channel mapping 
techniques and apparatus disclosed in co-pending and co 
owned U.S. patent application Ser. No. 11/048.348 entitled 
METHOD AND APPARATUS FOR NETWORK BAND 
WIDTH CONSERVATION filed Feb. 1, 2005 and incor 
porated herein by reference in its entirety. For example, the 
aforementioned application discloses improved apparatus 
and methods for reducing channel bandwidth requirements 
in, interalia, a Switched broadcast (e.g., BSA) environment. 
0.136 The switched network approach is further lever 
aged through the use of a distributed network architecture: 
i.e., the use of a plurality of local nodes or servicing entities 
such as that shown in FIG. 1b. Consider the hypothetical 
case of where no local nodes are used, and hence all CPE are 
functionally coupled to a single node (e.g., the head-end). 
Under the aforementioned switched digital approach, the 
first viewer desiring to view the targeted content would 
cause a broadcast session to be initiated, with the content 
being broadcast to the entire network. This is inefficient 
from a bandwidth conservation standpoint, since a signifi 
cant amount of the bandwidth of the entire network is used 
to service as little as one viewer. 

0.137 Conversely, in the limiting case where each sepa 
rate premises had its own dedicated local servicing node 
(and QAMs), each of these nodes could switch the targeted 
broadcast on/off locally, thereby not affecting the operation 
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of the rest of the network. Additional bandwidth for the 
selected channel would only be required within the distri 
bution path from the head-end to that particular servicing 
node. 

0138. As can be appreciated, most practical implemen 
tations of the broadcast switched concept will reside some 
where between these two extremes; i.e., with the network 
having a plurality of local nodes, each node servicing a 
plurality of CPE/premises as shown in FIGS. 1b and 1c. It 
will also be appreciated that the term “local as used herein 
need not refer exclusively to a geographic or spatial frame 
of reference, but may also comprise partitioning in a logical 
sense. Such as where one node services a group of customers 
who are logically proximate (e.g., based on service plan, 
demographics, viewing habits, consumption patterns, etc.). 

0139 FIGS. 2a-2d illustrate exemplary embodiments of 
the aforementioned correlation “table' data structures useful 
with the invention for enforcing boundaries and providing 
targeted (anonymous) content delivery. FIGS. 2a and 2b 
represent exemplary Source tables; i.e., Tuner Usage Infor 
mation (FIG. 2a) and Target ID Information (FIG. 2b). 
FIGS. 2c and 2d represent exemplary cross-reference tables: 
i.e., Unique ID Target Data (FIG.2c) and Conditional Target 
Criteria (FIG. 2d). These tables (or other data structures) can 
be either created manually, such as by manual data entry or 
creation in an authoring environment, or populated and 
accessed automatically. The exemplary Switching Software 
employed within the network utilizes these source and 
cross-reference tables to enable or disable a service stream 
to that particular CPE 106 and others within or outside of the 
designated geographic or logical “boundary'. 

0140 FIG. 3 graphically illustrates the methodology of 
FIG. 2 in the context of the exemplary HFC cable network 
with BSA capability. As shown in FIG. 3, the incoming 
program streams and services 302 include targeted program 
ming 304 and advertising 306. The BSA server 196 (FIG. 
1c), receives the targeted content 304,306, and selectively 
enforces the boundary and targeting rules (routing) such that 
only selected CPE within the network (i.e., those in Target 
Group A310 and Target Group B 312) receive the content 
that they should. As will be described in greater detail below 
with respect to FIG.4, the exemplary embodiment of the 
invention comprises a BEST entity (software) 402 which 
runs on the BSA server 196 and provides the enforcement/ 
targeting functionality. 

0141. It is also noted that while FIG. 3 shows a single 
BSA server 196, the aforementioned BEST entity 402 may 
also (i) comprise a plurality of individual or Substantially 
“stand-alone” processes which enforce the rules for a given 
Sub-portion of the network (e.g., a single hub), or (ii) be 
distributed across multiple platforms as a distributed appli 
cation or process (including communication capabilities 
between the constituent components thereof). 
0142. As a simple example of stand-alone processes 
(item (i)), consider the case wherein a server is disposed at 
each hub site (see FIG. 1c), with a simple boundary/targeting 
engine that enforces Zip code-based location boundaries 
(i.e., by correlating the ID of each CPE with a zip code, and 
then targeting content based thereon). 
0143. As an example of the distributed process approach 
(item (ii)), consider the “stand-alone' case described above, 
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except wherein the individual engines (processes) on each 
hub are in logical communication with one another. Coor 
dination between two or more hubs can then occur, such as 
where the subscribers having a given zip code are distributed 
across two or more hubs, and it is desired to simultaneously 
enforce or target all Such users within the same Zip code with 
a certain service or content. Similarly, such “higher level 
coordination (i.e., between two or more nodes or hubs) can 
be readily accomplished using the centralized BSA server 
architecture of FIG. 3. The present invention further allows 
hybridization of these architectures (e.g., mixtures of the 
distributed, stand-alone and centralized approaches across 
various portions of the network), thereby adding greater 
operational flexibility. 
0144. The boundary enforcement/targeting mechanisms 
described herein may also be used with bandwidth allocation 
and optimization mechanisms, whether in the Switched 
broadcast (BSA) environment or otherwise. For example, 
the methods and apparatus described in co-owned and 
co-pending U.S. patent application Ser. No. 10/881,979 filed 
Jun. 29, 2004 and entitled “METHOD AND APPARATUS 
FOR NETWORK BANDWIDTH ALLOCATION', incor 
porated herein by reference in its entirety, may be used to 
provide enhanced allocation of bandwidth between SD and 
HD sessions across multiple physical channels (QAMs) or 
even logical channels within the network. This allocation 
can be made effectively transparent to the Switching pro 
cesses described herein; i.e., the content delivered to the 
switches, irrespective of HD/SD allocation, is merely treated 
as “content for purposes of boundary enforcement and 
targeting. 
0145 Also, the physical channels provided by the bearer 
network can be comprised of a plurality of constituent 
channels, as is described in co-owned and co-pending U.S. 
patent application Ser. No. 11/013,671 filed Dec. 15, 2004 
and entitled “Method And Apparatus For Wideband Distri 
bution Of Content, incorporated herein by reference in its 
entirety. For example, the content of a given transport stream 
can be multiplexed across a plurality of physical carriers 
using a wideband approach. The multiplexed signal is reas 
sembled at the CPE 106 using a wideband tuner (or a 
plurality of related tuners) and information from the head 
end as to the multiplexing scheme and channels used. 
Hence, for the purposes of the present invention, the aggre 
gation of multiplexed channels acts like a single QAM. 
0146 It will also be recognized that the present invention 
can be configured to use the VC1 (Microsoft Windows 
Media 9 Series) coder-decoder, and in fact still other codecs. 
Furthermore, the invention can utilize the well known Inter 
net protocol (IP) as a transport variable if desired. Other 
such substitutions will be recognized by those of ordinary 
skill provided the present disclosure. 

0.147. It is further noted that two methods can be used by 
the network operator, if desired, to obtain CPE-specific 
identification information, such as to aid in law enforcement 
or other efforts which require identification of a specific CPE 
Or tuner. 

0.148 First, as previously noted, anonymity is provided 
by the present invention on a stored, retrievable basis only. 
Specifically, during the actual time of transmission of data 
from the CPE 106 to the hub server (or head-end), the source 
of such transmissions can be determined using e.g., network 
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analysis equipment of the type well known in the cable 
network arts. Somewhat akin to tracing a telephone call on 
a PSTN while the caller is still on the line, a cable subscrib 
er's CPE can be traced while actively operating and com 
municating with upstream entities. 

0149 Second, a subscriber's CPE 106 can be physically 
confiscated (such as by law enforcement) and the various 
identifying information such as TUNER ID, TUNER USE, 
and MAC address “read back”. Once in possession of this 
information, it can also be run through the hashing algo 
rithm(s) to verify that the hashed information produced 
thereby corresponds to the hashed information identified in 
the server table/database. 

Software Architecture and Business “Rules Engine' 
0150 Referring now to FIG. 4, one exemplary embodi 
ment of the software architecture of the present invention is 
described. While the following discussion is cast in terms of 
one or more Boundary Enforcement, Switching and Target 
ing (BEST) entities resident at the hub site and/or distributed 
over the various components of the network, it will be 
appreciated that other architectures may be used. 

0151. As shown in FIG. 4, the basic BEST architecture 
400 of the invention comprises a BEST software entity 402 
running on the servicing node 404 (e.g., the BSA server of 
FIG. 3), or alternatively the head end 150) which is in 
process communication with the exemplary client applica 
tions running on the CPE 106. The BEST entity 402 operates 
to, inter alia, (i) receive channel requests associated with 
user or program channels from the CPE 106; (ii) determine 
whether that same user channel is being already delivered to 
the CPE 106 (iii) verify that the requested broadcast channel 
is in fact available for switched broadcast; and (iv) transmit 
the requisite Switching information to the relevant Switch to 
cause delivery of the broadcast channel requested to that 
CPE (or a group of CPE). As previously noted, the BSA 
paradigm functions by providing effectively all broadcast 
channels to each switch; hence the BEST entity 402 need 
merely tell the relevant switch to route that channel for 
delivery to the designated CPE tuner(s) via the tuner or CPE 
identifier (e.g., TUNER ID, TUNER USE or MAC address) 
associated therewith. 

0152 Channel requests are received by the BEST 402 
from the CPE via upstream OOB channels (reverse data 
channels) or other pathways, and processed within the BEST 
to, inter alia, extract the required information contained 
therein including, e.g., the TUNER ID, TUNER USE or 
MAC address. Other information may also be included 
within the request and extracted at the BEST 4.02, such as a 
transmission or local timestamp, coding, CRC or encryption 
data, routing information, etc. Any number of different 
protocols can be used for this purpose. Such as for example 
those specified in Part 6 of “MPEG-2: Digital Storage 
Media-Command And Control’ (referred to as DSM-CC) 
defined under the ISO/IEC 13818-6 International Standard, 
IGMPv.3, a Trivial File Transfer Protocol (TFTP), Real 
Time Protocol (RTP/RTCP), TCP/UDP, or Session initiation 
Protocol (SIP). A confirmation message (e.g., DSM-CC) is 
also optionally issued in response to the client request 
message, thereby acknowledging the CPE request. 

0153. In one exemplary embodiment, the mini-carousel 
protocol (MCP) is used to provide a real-time list of avail 

Jan. 25, 2007 

able program streams. Only when a desired or requested 
stream is not present does the BEST entity become involved 
in obtaining this stream for delivery to the requesting CPE. 
The BEST entity knows which streams are being delivered 
(e.g., via a table or similar mechanism typically maintained 
in the network). 
0154 Hence, the determination of which channels or 
streams are currently being delivered to the CPE can be 
made at the server, at the CPE, or at both locations if desired. 
0.155) In the exemplary embodiment, the BEST 402 per 
forms cryptographic hashing of the TUNER ID, TUNER 
USE or MAC address to form a hashed address according to 
any one of a number of well known algorithms (so long as 
the previously described “durability and repeatability’ are 
provided). The request/switching process is completely 
autonomous (self-contained) from the standpoint that the 
cryptographic hash (and optionally any associated informa 
tion passed up from the CPE) and stored data structure(s) 
such as tables maintained at the server 196 can be used as the 
sole basis for determining switching behavior if desired. The 
exemplary embodiment of the BEST 402 uses routing 
information that is maintained in a reference table that is 
composed of a list of (hashed) set-top box identifiers, a 
location designator (Such as Zip, School area, etc), target 
parameter and group criteria (i.e., service group, package 
type, etc), although other formats and data structures may be 
used. 

0156 Consider, for example, the simple case of where the 
CPE 106 passes up its TUNER ID, USE or MAC address in 
the clear, as well as appended Zip code information relating 
to the location of the tuner. The BEST entity 402 hashes this 
value, and associates the hashed value with the Zip code. 
This information is stored within a table or other data 
structure for subsequent use. Accordingly, when the MSO 
wishes to target CPE within a certain zip code, it simply 
accesses the aforementioned table or data structure (e.g., on 
a query identifying all record or entries having the desired 
zip code), and returns all of the hashed identifier for tuners 
within that zip code. The BEST entity 402 can then simply 
instruct the relevant switch to deliver the target content to 
those tuners. 

O157. In another variant, the BEST 402 is given addi 
tional “intelligence' to specifically identify the requesting 
CPE 106 when so instructed, such as when conducting 
maintenance or troubleshooting of specific CPE. The 
TUNER ID, TUNER USE, or MAC address, which may 
also be stored for PPV and other functions, can also be used 
for this purpose. This functionality can be accomplished by 
the BEST 402 by extracting the CPE identifier (e.g., TUNER 
ID, etc.) information from the request message as previously 
described, and storing this in a secondary data structure in a 
non-hashed form. Obviously, this secondary data structure 
should be protected from Surreptitious access or use, since it 
directly correlates specific ID/USE/Address values with 
specific Subscribers, locations, and feasibly viewership data. 
0158) As noted above, the BEST entity 402 may also 
optionally determine whether the requested broadcast con 
tent is in fact available for distribution via a given switch. 
This can be accomplished by, e.g., signaling another process 
within the head-end 150 or hub site, or alternatively peri 
odically evaluating service or status messages issued by a 
content source entity within the head-end. The former 
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approach advantageously reduces network overhead, since 
status messages/signals are only issued when required, as 
opposed to periodically (whether they are needed or not). A 
local table can also be maintained at the server as previously 
described. 

0159. It will be recognized that depending on the specific 
network configuration utilized, individual broadcast pro 
grams may or may not be continuously carried on the same 
frequency or QAM(s). In the latter case, the program will 
change locations with respect to the tuner, and hence map 
ping must be employed to map the same program channel to 
the appropriate QAM at that point in time. In the exemplary 
embodiment, the aforementioned carousel protocol (e.g., 
“Mini Carousel Protocol” or MCP) is used to interface 
between the Broadcast Services Architecture (BSA) Server 
196 and the client program running on the CPE 106. This 
interface provides a method of distribution of tuning infor 
mation from the BSA server to the CPE 106 to enhance 
channel change operation in the BSA. For example, each 
MCP message begins with a 8-byte MCP message header 
formatted as follows: (i) Bytes 0-3: Service Group ID; and 
(ii) Bytes 4-7: IP Address of Active BSA Server. Each active 
service available to the client by tuning (i.e. is in a carrier 
available to the client) is indicated by an entry in the BSA 
MCP message. A 10-byte entry is present in the message for 
each active service. The exemplary format of the entry is as 
follows: (i) Bytes 0-3: Broadcast Program ID; (ii) Byte 4: 
Modulation Index (6=QAM-16, 7=QAM-32, 8=QAM-64, 
12=QAM-128, 16=QAM-256); (iii) Bytes 5-7: Carrier Cen 
ter Frequency/100; (iv) Bytes 8–9: MPEG Program Number. 

0160 It will be appreciated, however, that other protocols 
may be used in place of the MCP described above. 
0161. As will be appreciated by those of ordinary skill in 
the software arts, the BEST 4.02 may comprise a distributed 
application (DA). The server portion of the BEST 4.02 at the 
servicing node (server 196 at the hub site) communicates 
with the client portion(s) at each CPE 106 via in-band or 
OOB physical channels, thereby forming logical channels 
between the servicing node process and the CPE portion. 
The client portion may also communicate with the Watch 
TV, EPG, or other application within the CPE 106 as 
required. 

0162 Furthermore, the aforementioned BEST entity may 
be implemented in a local or global (i.e., network-wide) 
fashion. For example, in one variant, the BEST and associ 
ated rules engine operate at the local service node level, in 
effect treating the local node (hub site) as an entire network 
for purposes of targeting and boundary enforcement. In 
another variant, the BEST engine is applied across multiple 
local service nodes, in communication with one another. In 
yet another variant, the BEST engine is applied globally 
across the entire network (including, e.g., across multiple 
geographic areas and time Zones). 
Server Device 

0163) Referring now to FIG. 5, a first embodiment of the 
improved network server device with BEST capability 
according to the present invention is described. It will be 
appreciated that while described in the context of a central 
ized switching (e.g., BSA) server 196 as shown in FIG. 1c. 
the device may be adapted for use at other locations within 
the network. Furthermore, as previously noted, the server 
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BEST entity 402 may comprise a distributed functionality, 
wherein two or more portions of a distributed application 
(DA) in communication with one another are utilized. 
0164. As shown in FIG. 5, the exemplary server device 
501 generally comprises an OpenCable-compliant network 
server module including a digital processor(s) 504, RAM 
505, mass storage device 506, and a plurality of interfaces 
507 for connection with other network apparatus such as 
LANs, the local service node hardware, IP routers and other 
packet network devices, network management and provi 
Sioning systems, local PCs, etc. Other components which 
may be utilized within the server device 501 (depending on 
where it is employed and how it is physically implemented) 
include RF tuner stages, modulators/demodulators, encryp 
tion/decryption, amplifiers, board level electronic compo 
nents, as well as media processors and other specialized SoC 
or ASIC devices. Support for various processing layers and 
protocols (e.g., 802.3, DOCSIS MAC, OOB channels, 
DHCP, SNMP, UDP, SNMP, H.323/RTP/RTCP, VoIP. SIP, 
etc.) may also be provided as required. 
0.165. The server device 501 of FIG. 5 may take any 
number of physical forms, comprising for example one of a 
plurality of discrete modules or cards within a hub or 
head-end component of the type well known in the art. The 
server may also comprise firmware, either alone or in 
combination with other hardware/software components such 
as those previously described. Alternatively, the server mod 
ule 501 may be a stand-alone device disposed at the hub, 
head-end, or other location. Numerous other configurations 
may be used. The server device 501 may also be integrated 
with other types of components (such as satellite transceiv 
ers, encoders/decoders, etc.) and form factors if desired. 
0166 It can also be appreciated that the methods of the 
present invention may be practiced using any configuration 
or combination of hardware, firmware, or Software, and may 
be disposed within one or any number of different physical 
or logical entities. For example, the BEST functionality 
described above may take the form of one or more computer 
programs running on a single device disposed within the 
network (such as the server module 501). As yet another 
example, portions of the functionality may be rendered as a 
dedicated or application specific IC (ASIC) having code 
running thereon. Myriad different configurations for prac 
ticing the server device of the invention will be recognized 
by those of ordinary skill in the network arts provided the 
present disclosure. 
Exemplary CPE 

0167 FIG. 6 illustrates a first embodiment of the 
improved CPE 106 according to the present invention. As 
shown in the simplified diagram of FIG. 6, the device 106 
generally comprises and OpenCable-compliant embedded 
system (e.g., DSTB) having an RF front end 602 (including 
tuner and demodulator/decryptors) for interface with the 
HFC network 101 of FIGS. 1-1b, digital processor(s) 604, 
storage device 606, and a plurality of interfaces 608 (e.g., 
video/audio interfaces, IEEE-1394 “Firewire', USB, serial/ 
parallel ports, etc.) for interface with other end-user appa 
ratus such as televisions, personal electronics, computers, 
WiFi or other network hubs/routers, etc. Other components 
which may be utilized within the device (deleted from FIG. 
6 for simplicity) various processing layers (e.g., DOCSIS 
MAC or DAVIC OOB channel, MPEG, etc.) as well as 
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media processors and other specialized SoC or ASIC 
devices. The CPE 106 may also comprise an integrated HD 
decoder, thereby relieving any connected monitors or other 
devices from the requirement of having Such a decoder. 
These additional components and functionality are well 
known to those of ordinary skill in the cable and embedded 
system fields, and accordingly not described further herein. 

0168 The CPE 106 of FIG. 6 is also provided with an 
OCAP 1.0-compliant application and Java-based middle 
ware which, inter alia, manages the operation of the device 
and applications running thereon. It will be recognized by 
those of ordinary skill that myriad different device and 
software architectures may be used consistent with the 
tuning and channel request functions of the present inven 
tion, the device of FIG. 6 being merely exemplary. For 
example, different middlewares (e.g., MHP, ARIB, or 
ACAP) may be used in place of the OCAP middleware of 
the illustrated embodiment. 

0169. The exemplary CPE 106 further comprises a con 
ventional “Watch TV” application 406 or the like, which 
services those program or user channels available over the 
network. The Watch TV application, residing in memory, 
provides such functions as channel navigation control, chan 
nel selection in response to a channel change event, etc. In 
another embodiment, the Watch TV application further 
comprises all necessary functionality need to Support both 
the channel request and Subscriberactivity profiling features 
previously described herein (i.e., comprises the client appli 
cation previously described). 
0170 Specifically, regarding channel selection, the appli 
cation is configured to (i) determine if a given requested 
program channel is already being delivered to the CPE 
tuner; and (ii) if not, format and transmit an upstream 
request (e.g., request/join message) which alerts the server 
entity 402 that the program channel has been requested. 

0171 As previously described, the determination of 
whether a given program channel is being delivered to the 
tuner can performed by either the server (BEST), the CPE 
106, or both through, interalia, access to tables maintained 
locally at the server, and communication of such information 
between the CPE and server using the MCP 
0172 In the exemplary embodiment of the invention, the 
request message is utilized in all instances, such as to shut 
down delivery of a given content stream to certain CPE 106, 
and/or to monitor tuner behavior and activity. For example, 
where a request message is issued by a given CPE<the 
receiving entity (e.g., hub server) can know that that tuner 
will not be utilizing the channel from which it is being tuned. 
Also, these request messages can be aggregated over time 
(based on TUNER ID, etc.) to form a historical or anecdotal 
database for viewing habits of that tuner (or CPE). This 
information can be utilized for, inter alia, “shaping of the 
content subsequently delivered to that tuner/CPE. 

0173. In the illustrated embodiment, the client program 
resident on the CPE 106 tracks and reports user activity to 
the relevant server(s) for each CPE. This activity tracking is 
optionally provided with a low latency, since the server 
manages bandwidth consumption (via an algorithm or other 
logical process resident at the server) by removing streams 
that are not being viewed based on user activity data 
received from the various CPE. Hence, timely receipt and 
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analysis if the CPE activity data allows for rapid adjustments 
by the bandwidth management algorithm, thereby increasing 
network bandwidth efficiency. 
0.174. It is also noted that upstream bandwidth consump 
tion by the aforementioned protocol is not significant; the 
size and frequency of messaging by the CPE (even when 
considered in the aggregate) is effectively inconsequential, 
thereby making the processes of the present invention Sub 
stantially transparent in terms of bandwidth consumption. It 
is also noted that in the illustrated embodiment, upstream 
communication is required for viewers to initiate new pro 
grams. However, if a program is already active, the upstream 
is not needed, so not all functionality is lost in the event of 
a loss of upstream communication capability. 
0.175. It will also be recognized that while the foregoing 
methodology and apparatus is described in the context of a 
server-centric targeting and enforcement/targeting paradigm 
(i.e., where a processing entity associated with the hub 
server or other network server performs the CPE identifier 
hash and opaque variable generation), a more CPE-centric 
approach can be utilized, such as where the CPE generates 
its own identifier hash before transmission upstream using a 
local resident hash algorithm. Similarly, generation of the 
opaque variable, and even generation of data structures 
associating the hashed address and the opaque variable(s), 
can be performed at the CPE 106 when properly configured. 
Such an approach effectively distributes much of the pro 
cessing to the individual CPE, which may be desirable under 
certain circumstances such as during maintenance or outage 
conditions, or unusually heavy loading of server assets. 
0176). Furthermore, the CPE 106 can track, via the client 
Software running thereon, the user's viewing habits over 
time and store this information for (i) transmission 
upstream, or (ii) indigenous analysis. It can also be config 
ured to determine which channels it should receive based on 
this analysis (as well as optionally other data provided from 
the server or head-end). Furthermore, the exemplary CPE 
106 can generate a variable (e.g., a content “shaping 
variable) to send upstream for this purpose, or alternatively 
select from a predetermined list of variables. Myriad differ 
ent configurations consistent with the invention will be 
recognized by those of ordinary skill provided the present 
disclosure. 

Operations/Business Rules Engine 

0177. In another aspect of the invention, the aforemen 
tioned BEST entity 402 (e.g., rendered as one or more 
computer programs) includes a so-called "rules' engine. 
This engine comprises, in an exemplary embodiment, a 
series of software routines running on the server device 501 
or other associated hardware/firmware environment adapted 
to control the operation of the BEST algorithms previously 
described. These rules may also be fully integrated within 
the BEST entity 402 itself, and controlled via e.g., a GUI on 
a PC connected to the server 501. In effect, the rules engine 
comprises a Supervisory entity which monitors and selec 
tively controls, via the BEST entity 402, the enforcement 
and targeting functions at a higher level, so as to implement 
desired operational or business rules. The rules engine can 
be considered an overlay of sorts to the BEST entity 
algorithms. For example, the BEST entity 402 may invoke 
certain operational protocols or decision processes based on 
requests received from the CPE, demographic data, geo 
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graphic data, etc. However, these processes may not always 
be compatible with higher level business or operational 
goals, such as maximizing profit or system reliability. 
Hence, when imposed, the business/operational rules can be 
used to dynamically (or manually) control the operation of 
the BEST 402. The rules may be, e.g., operational or 
business-oriented in nature, and may also be applied selec 
tively in terms of time of day, duration, specific local areas, 
or even at the individual user level. 

0178 For example, one rule implemented by the rules 
engine may comprise only providing targeted advertising to 
certain classes of Subscribers (e.g., those at a premium level 
of service, since these subscribers may be considered to have 
the highest revenue potential or likelihood of responding to 
the targeted advertisement). 
0179 Another rule might impose a moratorium on estab 
lishing or allocating new physical channels/QAMs to the 
channel requests until a certain minimum threshold of 
available bandwidth is present, thereby avoiding contention 
for bandwidth resources with “premium’ services such as 
VOD or the like. 

0180. It will also be appreciated that certain broadcast 
channels (e.g., those more heavily promoting "TV-com 
merce' or the like) can be considered a basis for channel 
Switching or targeting decisions. Specifically, channels can 
be allocated to those users which, e.g., based on demograph 
ics, historical patterns, geographic area, etc. will make best 
use of the bandwidth in terms of monetary return, profit, or 
Some other business performance metric. For example, it 
may be know through historical usage or purchase data that 
certain zip codes will tend to respond better to increased 
targeted advertising than other Zip codes (say, due to the 
increased disposable income of residents in that Zip code). 
Hence, an advertiser's budget is most effectively used when 
their advertisements are included in streams which are 
switched into such zip codes. An MSO might also be able to 
charge a premium rate for advertising for Such channels, 
since the advertiser's expected yield is typically higher than 
for channels Switched into other Zip codes. Accordingly, the 
MSO might invoke a business rule that selectively switches 
channels carrying only "premium' advertisements into the 
best Zip codes (or demographic slices), while Switching 
channels with second-tier advertisements into other Zip 
codes or demographic slices. 
0181. As an exemplary advertising-related use of the 
targeted advertising functionality of the invention, consider 
the case where a first CPE (CPEA) is a frequent (heavy) 
tennis or golf channel viewer, and a light video game 
channel viewer. Conversely, a second CPE (CPE B) is a 
infrequent tennis/golf channel viewer and a frequent video 
game channel viewer. Under the present invention, a stream 
containing target “tennis' or 'golf enthusiast advertisement 
or infomercial could be switched to the tennis or golf 
channel, respectively, that is ultimately received by CPEA, 
but not by CPE B. Similarly, and a channel with a target 
“video-game' enthusiast advertisement could be switched to 
CPE B, but not by CPEA. 
0182. It will be appreciated that less “binary” approaches 
than that described above can be utilized consistent with the 
invention, whether in the context of enforcing geographic 
boundaries, targeted advertising, or otherwise. Specifically, 
the foregoing approach to targeted advertising effectively 
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provides one of two states for the stream containing the 
targeted advertisement; i.e., delivered or not delivered. This 
approach has the advantage of simplicity, in that little real 
intelligence is required for implementation. For example, a 
Supervisory process (e.g., algorithm) may comprise a fuZZy 
logic, Bayesian, or similar approach to classify individual 
CPE into one of two categories in terms of a particular 
advertisement context (e.g., "enthusiast' or “non-enthusi 
ast’), which can then be used as the sole (or at least partial) 
basis for delivering or disabling the channel containing the 
advertisement, respectively, for the designated CPE. The 
categorization may be based, for example, on aggregated 
historic (anecdotal) data for that subscriber which is pooled 
irrespective of other considerations (such as, e.g., the day of 
the week, the particular family member viewing, and/or the 
time of day). 
0183 However, this aggregated logic is less optimal 
where the categorization of a given CPE (and hence its 
viewing Subscribers) is less clear-cut. Consider, for example, 
the case where a given CPE/subscriber is an avid tennis or 
golf channel watcher (aka "enthusiast’) on weekends, yet 
during the week (i.e., Monday through Friday) they are not, 
the latter skewing the statistics for that premises/CPE toward 
the “non-enthusiast' categorization. Similarly, one family 
member of a given premises may be a golf or tennis 
enthusiast, while others are not, the latter again skewing the 
statistics. Accordingly, alternative embodiments of the 
BEST/rules software of the invention include algorithms 
comprising additional “intelligence' useful in making more 
precise determinations (and categorizations) of a given CPE 
106 at a given point in time. For example, one Such 
algorithm determines the current date and time (such as from 
any readily available source Such as an SI reference), and 
utilizes this information to access the aforementioned tabu 
lar data (or other data structure) for that CPE in order to 
enforce the proper boundary condition(s) or targeting for 
that point in time. Such proper enforcement/targeting may 
comprise, e.g., Switching of channels containing more or 
less golf- or tennis-related advertising, the availability (or 
lack of availability) of a certain location-specific program, 
etc. This enforcement/targeting may be discrete in nature 
(e.g., where the algorithm Switches between alternative 
enforcement/targeting profiles at a discrete point in time), or 
alternatively more continuous (e.g., where the algorithm 
progressively increases or decreases the percentage of a 
certain type of content/advertising as a function of time). 
0.184 Many other approaches and combinations are 
envisaged consistent with the invention, as will be recog 
nized by those of ordinary skill when provided this disclo 
SUC. 

0185. In another aspect, the present invention can advan 
tageously be utilized to perform “backhauls” to the local hub 
or other network node. For example, a business-class circuit 
backhaul to the local hub is envisioned, such as for “neigh 
borhood camera' applications. In one exemplary embodi 
ment, separate video feeds, which may be analog or digital, 
from one or more cameras (or other sensors) are generated 
and backhauled using the local content-based network dis 
tribution system. These cameras or sensors may be disposed 
in and utilized for any number of different functions, such as 
in a high-rise to monitor various areas for security, at the 
gates of a gated community, in an enterprise or business 
facility, Such as to monitor various inventory storage loca 
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tions or portions of the manufacturing line, by at government 
laboratories or military installations, etc. Specifically, this 
backhaul'approach of the present invention removes the 
downstream bandwidth limitations under prior art 
approaches; rather, the only effective limitations are in the 
upstream direction (since the video or other signals from the 
cameras/sensors are being backhauled to the local hub in the 
upstream direction). Signal replication of the type well 
known in the networking arts is used to efficiently make the 
backhauled content available immediately for transmission 
in the downstream direction. The upstream signals may be 
replicated on a node-by-node basis, and every node can have 
its own cameras/sensors if desired. 

0186. Furthermore, there is advantageously no require 
ment that the cameras or sensors be disposed on same 
physical topology. Specifically, the backhaul of the present 
invention may be wireless, coax, fiber, DDAS (development 
dedicated access services), etc., or any mix thereof. 
0187 Hence, under one exemplary scenario, the back 
hauled signals are delivered to the hub and replicated, and 
then delivered (in the forward or downstream direction) to 
selective subscribers delivered to subscribers in a housing 
complex, etc., such as to be able to view the garage of the 
complex and monitor for theft. 
0188 The signal can also be backhauled further inward 
toward the core, repeated (replicated), and then made avail 
able to multiple different hub servers, the latter being 
disposed closer to the edge of the network. Ideally, the 
length of the backhaul is kept to the minimum, so as to 
reduce the need to deploy additional transport capacity (and 
bandwidth), as well as to reduce latency of the system, and 
increase reliability. 
0189 Furthermore, “neighborhoods” or other geo 
graphic/demographic/psychographic groupings to be moni 
tored (or to which the replicated feeds are delivered) can be 
defined on-the-fly using the approach of present invention, 
all while maintaining the aforementioned attributes of 
Source anonymity and autonomy. 
0190. These services can form the basis of a business 
model within the aforementioned cable system, thereby 
providing an additional revenue stream obtained largely 
from under-utilized bandwidth already existing within the 
system by virtue of the broadcast switched architecture 
(BSA). This adds great flexibility to the network operator, 
and allows for generation of revenue from otherwise unuti 
lized “upstream bandwidth' that is already available in the 
extant network infrastructure. 

0191 It will be recognized that while certain aspects of 
the invention are described in terms of a specific sequence 
of steps of a method, these descriptions are only illustrative 
of the broader methods of the invention, and may be 
modified as required by the particular application. Certain 
steps may be rendered unnecessary or optional under certain 
circumstances. Additionally, certain steps or functionality 
may be added to the disclosed embodiments, or the order of 
performance of two or more steps permuted. All Such 
variations are considered to be encompassed within the 
invention disclosed and claimed herein. 

0192 While the above detailed description has shown, 
described, and pointed out novel features of the invention as 
applied to various embodiments, it will be understood that 
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various omissions, Substitutions, and changes in the form 
and details of the device or process illustrated may be made 
by those skilled in the art without departing from the 
invention. The foregoing description is of the best mode 
presently contemplated of carrying out the invention. This 
description is in no way meant to be limiting, but rather 
should be taken as illustrative of the general principles of the 
invention. The scope of the invention should be determined 
with reference to the claims. 

What is claimed is: 

1. In a selectively switched content-based broadcast net 
work comprising at least one server disposed at a hub of said 
network, and a plurality of consumer premises equipment 
(CPE) in direct or indirect signal communication with said 
server, a method of selectively delivering targeted content to 
individual ones or subsets of said plurality of CPE, the 
method comprising: 

determining an identification parameter for at least a 
portion of said plurality of CPE; 

generating a correlation between said identification 
parameter and a second parameter associated with said 
each CPE or its subscriber; 

disposing said correlation at said server, 

receiving at said server a request from one of said 
plurality of CPE for content; 

determining, based at least in part on said correlation, one 
of a plurality of content to be delivered to said request 
ing one of said CPE; and 

delivering at least said one content to said requesting one 
of said CPE; 

wherein said act of delivering comprises selectively 
switching a subset of all content available at said hub 
to at least said requesting one of said CPE in order to 
conserve bandwidth within said network. 

2. The method of claim 1, wherein said act of generating 
comprises generating a correlation table comprising, for 
each of said plurality of CPE, said identification parameter 
and a postal zip code where said CPE is located. 

3. The method of claim 1, wherein said act of generating 
comprises generating a correlation data structure compris 
ing, for each of said plurality of CPE, said identification 
parameter and at least one of a telephone area code and 
telephone exchange relating to where said CPE is located. 

4. The method of claim 1, wherein said switched network 
comprises a switched digital broadcast (SDB) network. 

5. The method of claim 4, wherein said server comprises 
a central Switching server. 

6. The method of claim 4, wherein said act or receiving a 
request comprises receiving a request for a particular pro 
gram channel which is not at the time of said request being 
delivered to said requesting one of said CPE. 

7. The method of claim 4, wherein said act of delivering 
said at least one content comprises selectively Switching said 
content to said requesting CPE using a local Switching node 
of said network. 
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8. The method of claim 1, wherein method further com 
prises: 

receiving a network address value for said CPE; 
generating said identification parameter based on said 

network address value; and 

generating a variable that is correlated to said identifica 
tion parameter. 

9. The method of claim 1, wherein said act of determining 
an identification parameter comprises: 

receiving a network address value for said CPE; and 
algorithmically converting said address value to another 

value, said another value Substantially frustrating deter 
mination of said address value therefrom; 

wherein said algorithmic conversion further produces 
identical ones of said another value when provided the 
same network address value as an input thereto. 

10. The method of claim 1, wherein act of determining 
comprises evaluating the membership of at least said 
requesting one of said CPE in a geographic, demographic or 
psychographic Zone which varies as a function of time. 

11. A method of operating a Switched broadcast content 
based network comprising at least one server and a plurality 
of consumer premises equipment (CPE) in direct or indirect 
signal communication therewith, comprising: 

providing each of said CPE with a parameter; 
correlating said first parameter with a second parameter; 

and 

selectively delivering content to individual ones of said 
CPE based at least in part on said act of correlating. 

12. The method of claim 11, wherein said first parameter 
comprises an identification value unique to said CPE, and 
said second parameter comprises a postal Zip code, and said 
act of selectively delivering comprises selectively delivering 
first content to said CPE disposed within a first zip code. 

13. The method of claim 11, wherein said first parameter 
comprises an identification value unique to said CPE, and 
said second parameter comprises a parameter selected from 
the group consisting of: (i) telephone area code, and (ii) 
telephone exchange, and said act of selectively delivering 
comprises selectively delivering first content to said CPE 
disposed within said area code or exchange. 

14. The method of claim 11, wherein said at least one 
server comprises a server disposed at a hub node of said 
switched broadcast network. 

15. The method of claim 11, wherein said first parameter 
comprises an identification value unique to said CPE, and 
said second parameter comprises a parameter relating to the 
viewership habits of the subscriber associated with said 
CPE, and said selectively delivered content comprises a 
content stream containing advertising Substantially targeted 
to said Subscriber based at least in part on said second 
parameter. 

16. The method of claim 11, wherein act of selectively 
delivering comprises: 

at least periodically evaluating the membership of at least 
one of said CPE in a at least one of a geographic, 
demographic or psychographic group, said group vary 
ing as a function of time; and 
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based at least in part on said act of evaluating, selectively 
delivering said content when said at least one CPE is a 
member of said varying group. 

17. CPE adapted for use within a cable network, com 
prising: 

an interface configured to receive encoded content signals 
from said network; 

processing apparatus operatively coupled to said interface 
and adapted to decode said encoded signals received 
via said interface; and 

at least one computer program running on said CPE, said 
at least one program being adapted to generate an 
upstream request for at least one program channel for 
transmission to a server entity of said network, said 
upstream request being configured to cause said server 
entity to selectively switch certain broadcast content to 
said CPE; 

wherein said CPE further comprises a unique identifica 
tion parameter, said parameter being directly or indi 
rectly at least part of the basis for said selective 
broadcast Switching by said server entity. 

18. The CPE of claim 17, wherein said interface com 
prises an RF tuner adapted to tune to one or more of a 
plurality of RF carriers present on said network. 

19. The CPE of claim 18, wherein said RF tuner com 
prises a wideband tuner apparatus adapted to receive said 
encoded content signals over a plurality of said carriers in 
Substantially simultaneous fashion. 

20. The CPE of claim 17, wherein said computer program 
is downloaded to said CPE at runtime. 

21. The CPE of claim 17, wherein said upstream request 
is generated only if the requested program channel is not 
currently being delivered to said CPE. 

22. The CPE of claim 17, wherein said basis for switching 
further comprises a second parameter which places said CPE 
within a first subset of all CPE on said network. 

23. The CPE of claim 22, wherein said basis for switching 
further comprises a third parameter which places the CPE 
within a second subset of all CPE on said network. 

24. The CPE of claim 22, wherein said second parameter 
comprises a parameter related to the geographic location of 
Said CPE. 

25. The CPE of claim 17, wherein said unique identifi 
cation parameter is formatted by said CPE and passed 
upstream thereby to said server entity to be used in a 
cryptographic hashing process. 

26. Network server apparatus for use in a switched 
broadcast cable network having a plurality of CPE, com 
prising: 

a processor adapted to run at least one computer program 
thereon; 

a storage device in data communication with said proces 
Sor, said storage device being adapted to store a plu 
rality of data relating to individual ones of said CPE; 
and 

a computer program adapted to selectively switch one of 
a plurality of broadcast content streams to groups of 
ones of said plurality of CPE based at least in part on 
said plurality of data relating to individual ones of said 
CPE. 
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27. The apparatus of claim 26, wherein said selective 
Switching is based on a correlation between an identifier 
(ID) associated with each of said CPE and its geographic 
location. 

28. The apparatus of claim 26, wherein said selective 
Switching is based on a correlation between an identifier 
(ID) associated with each of said CPE and at least one 
demographic associated with the Subscriber operating said 
CPE. 

29. The apparatus of claim 26, wherein said selective 
Switching is based on a correlation between an identifier 
(ID) associated with each of said CPE and at least one 
demographic associated with the Subscriber operating said 
CPE. 

30. A method of anonymously and selectively providing 
content to a plurality of subscribers of a content-based 
network comprising at least one server and a plurality of 
consumer premises equipment (CPE) in direct or indirect 
signal communication therewith, comprising: 

providing each of said CPE with an identifying parameter; 
correlating said identifying parameter with a second 

parameter; and 
selectively delivering content to individual ones of said 
CPE based at least in part on said act of correlating: 

wherein the identity of said subscribers is not utilized as 
part of said acts of correlating or delivering. 

31. The method of claim 30, further comprising algorith 
mically processing said identifying parameter to form a 
secure identifying parameter, said secure identifying param 
eter substantially frustrating the identification of said CPE or 
a subscriber associated therewith. 

32. A method of enforcing a geographic or logical bound 
ary within a broadcast switched allocation (BSA) network 
comprising at least one server and a plurality of consumer 
premises equipment (CPE) in communication therewith, 
said plurality of CPE each having an identification param 
eter associated therewith, the method comprising: 

correlating said identification parameter for at least a 
portion of said plurality of CPE with a second param 
eter relating to a first geographic location of, or a 
logical relationship between a given CPE and others of 
said at least portion; and 

selectively delivering content to individual ones of said 
CPE having said geographic location or said logical 
relationship. 

33. The method of claim 32, further comprising: 
receiving a request from at least one of said plurality of 
CPE to Switch to a given program channel; and 

wherein said act of selectively delivering comprises selec 
tively choosing and delivering one of a plurality of 
possible broadcast content options available at a 
Switching entity within said network over said 
requested program channel based at least in part on said 
request and said act of correlating. 

34. The method of claim 32, wherein said act of corre 
lating said identification parameter is accomplished without 
access to any external source of subscriber information other 
than that derived from said CPE. 

35. A method of doing business within a content-based 
network comprising at least one server and a plurality of 
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consumer premises equipment (CPE) in direct or indirect 
signal communication therewith, the method comprising: 

providing services to a plurality of Subscribers associated 
with respective ones of said plurality of CPE; 

providing each of said CPE with an identifying parameter; 

gathering data relating to said Subscribers or said CPE, 
correlating said identifying parameter with said data; 
selectively choosing content for delivery to individual 

ones of said CPE based at least in part on said data and 
said identifying parameter; and 

delivering said chosen content to said individual ones of 
said CPE; 

wherein the identity of said subscribers is not utilized as 
part of said acts of correlating, choosing, or delivering. 

36. A method of anonymously and selectively operating a 
cable network having a switched broadcast architecture 
comprising at least one Switching node and a plurality of 
consumer premises equipment (CPE), the method compris 
1ng: 

providing a first identifying value associated with a first 
CPE; 

converting said first identifying value to a second identi 
fying value, said second identifying value Substantially 
preventing determination of said first identifying value 
therefrom; 

accessing a correlation between said second identifying 
value and at least one data element, said at least one 
data element being selected from the group consisting 
of: (i) demographic data; (ii) geographic data; and (iii) 
psychographic data; and 

based at least in part on said act of accessing, Switching 
at least one broadcast content option to said first CPE 
using at least said Switching node. 

37. The method of claim 36, wherein said first identifying 
value comprises a TUNER ID, and said act of converting 
comprises generating a cryptographic hash value based at 
least in part on said TUNER ID. 

38. The method of claim 36, wherein said first identifying 
value comprises a TUNER USE, and said act of converting 
comprises generating a cryptographic hash value based at 
least in part on said TUNER USE. 

39. The method of claim 36, wherein said first identifying 
value comprises a MAC address, and said act of converting 
comprises generating a cryptographic hash value based at 
least in part on said MAC address. 

40. A method of providing network services to one or 
more users of a content-based network. comprising: 

generating data at a first location; 
transmitting said data in a first direction within said 

network to a network node; 

replicating at least portions of said data via said node; and 
transmitting at least portions of said replicated data to at 

least one user of said network. 
41. The method of claim 40, wherein said network com 

prises a broadcast switched architecture (BSA) network 
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having a plurality of hubs, said hubs being utilized to 
selectively switch a subset of all content available on said 
network to said users. 

42. The method of claim 41, wherein said act of gener 
ating data comprises generating video signals at said first 
location. 

43. The method of claim 41, wherein said act of trans 
mitting comprises transmitting said data in the upstream 
direction toward a hub of said network. 
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44. The method of claim 41, wherein said act of repli 
cating comprises replicating said data using at least one of 
said hubs. 

45. The method of claim 41, wherein said act of trans 
mitting comprises selectively switching said at least portions 
of said replicated data to CPE of said users in a downstream 
direction. 


