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(57) Abréegée/Abstract:
Disclosed Is a technigue for establishing a secure communi

cation session between a mobile device and a card reader. The

technique can involve using a trusted, remote validation server to validate security information of both the card reader and a POS
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(57) Abrege(suite)/Abstract(continued):

module In the mobile device prior to, and as a precondition of, the card reader and the POS module establishing a secure
communication session with each other. In certain embodiments the POS module sends the security information of both the card
reader and the POS module to the validation server. The security information can include cryptographic keys of the POS module
and the card reader and additional security information related to the POS module and its software environment.
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(34) Title: ESTABLISHMENT OF A SECURE SESSION BETWEEN A CARD READER AND A MOBILE DEVICE

(57) Abstract: Disclosed 1s a technique for establish-
Ing a secure communication session between a mo-
bile device and a card reader. The technique can n-
volve using a trusted, remote validation server to val-
1date security information of both the card reader and
a POS module in the mobile device prior to, and as a
precondition of, the card reader and the POS module
establishing a secure communication session with
cach other. In certain embodiments the POS module
sends the security information of both the card reader
and the POS module to the validation server. The se-
curity information can include cryptographic keys of
the POS module and the card reader and additional
security information related to the POS module and
its software environment.
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ESTABLISHMENT OF ASECURE SESSION BETWEEN A CARD READER AND
A MOBILE DEVICE

CROSS REFERENCE TO RELATED APPLICATION(S

{00011 This application claims priority o U.S. Patent Application No. 14/273,447
filed May &, 2014, which is hereby incorporated by reference in its entirety.

{00028  This applicalion ciaims priority o U.S. Patent Application No. 14/273,449
filed May 8, 2014, which I8 hereby incorporated by reference in its eniiraty.

{0003)  This application ciaims priority 1o U.S. Patent Application No. 14/614,350
filed February 4, 2015, which i1s hereby incorporated by reference in ils entirety.
FELD OF THE INVENTION

{00041 Al least one embodiment of the present invention pertains o

establishment of a secure Session i a payment processing system, ang more
particularly, 1o the establishiment of 3 secure session belween a card reader and a
Moslie device in a mobile payment processing system.

BACKGROUND

Q0050 Technology has developed {0 the point where a merchant can now initiate
a credit card transaction with a customer by using a mobie device, such as a
smaripnone or a {ablet computer (e.4., an Apple iPad or the like). For example,
current technology includes a small ¢card reader that plugs into the audio jack of &
smaripnone or tablet of a merchani, ang point-gi-sale (FOS) soltware ihat execulss
N the mobile gevice, 1o faciiitate a cregi carg payment transaction. The merchant
swipes the customer's credit card througn the card reager, and the ¢card reager
communicates the card's data {0 the FOS software in the mobile device., The POS
sgiiware then confirms the authenticity of the card and communicates with a remots
financial transaction processing system o obtain authorization for the transaction.
{0008) VWhile this type of payment model offers much greater convenience and
ease of use than the traditional POS systems, there are cerfain security reiated
issues that need {0 be addressed. For exampile, data read from the card needs {©
De protected from discovery by unauthorized parties or entities, such as malware
that may axist in the mobiie device. Additionally, the cusiomer may be reguired {0
nput a personal identification number (PIN} info the mobile device as a securnity
measure, before dala from his or her credit card can be read by the card reader or
decrypted by the POS software. PINS are required, for exampie, in debit card-based
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fransactions and in some credit carg-pased transactions, such as ihose assogiated
with the Buropay, MasterCarg and Visa (EMV) standard. In those seenarios, the
PN also needs (o be protecied from discovery by unauthorized parties or enlilies.
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SRIEF DESORIPTION OF THE DRAVWINGS

0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

{00071 One or more embodiments of the present invention are illustrated by way

of example and not limitation in the figures of the accompanying drawings, in which
ike references indicate similar elements.

{0008]  Figure 1 HHustrates an example of a configuration in which a card reader is
coupled o a mobile davice.

{0008} Figure 2 shows a network environment in which a card reader coupled o 8
mobile device can gperate o peartorm validation and a payment transachion.

{00101 Figure 3 Hllustrates an exampie of a process of establishing a secure
session between a card reader and a point-gt-sale (POS) application in a mopiie
device.

{0011} Figure 4 shows a process by which data can pe communicaied betweean a
PUS appication and a card reader {0 reguest authorization for a payment
fransaction.

100128 Figure 5 schematically shows an exampie of a process of validating a carg
reader and a POS application for secure sassion establishment.

{0013] Figure © s 3 flow diagram ilustrating an exampie of a process of validaiing
a card reader and a POS appilication for secure session esiablisnment.

{0014]  Figure 7 18 2 high-level block diagram of a hardware arenitecture of a
processing system hat can be used o implement a vahdation system or a mobile
device.

{0015] Figure 813 a8 high-level plock diagram of a hardware architecture of a card

reader.
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DETAILED DESCORIPTION

000000000000000000000000000000000000000000000000000000000000000000000000000

(00161 In this description, references 10 "an embodiment’, "one embodiment” or
the like, mean that the particuiar feature, funclion, structure or characteristic being
described is included in al ieast one embodiment of the {echnigue introduced here.
Qccurrences of such phrases in this specification do not necessarily ail refer to the
same embodiment. On the other hand, the embodiments reterrad o also are not
necessarily muiuaily exclusive.

{00171 In a payment transaction invoiving a card reader connected (0 a mobile
device, confidential or sensilive data may be communicaled between fhe card
reader and the mobie gevice. For exampie, a cusiomer may input nis PIN into the
mobile device, and thal PIN may be communicaied from the mobile device o the
card reader 1o enable the card reader {0 access giner confidential or sensiiive data
stored on the card, such as the credif card number, expiration dale and carg
verification value {(CVV). I is desirable, therefore, to protect the customer's PIN and
card data from disciosure 1o unauthorized parties or eniilies. Such protection can be
provided by, among ofher things, establishing a secure {&.g., encrypied}
communication session belween the card reader and he mobiie device, However, 3
secure communication session should only be established if i firsi has been verified
that both the card reader and ihe mobile gevice are rustworthy, 1.e., (hal they have
not been affected by malware or other malicious activily.

10018]  Accordingly, infroduced hera 18 a technigue for establishing a secure
cormmunication session belween a mobile device and a card reader. The technigue
N some embodiments Invoives using a trusted, remote vahidation system (o validate
security intormation of both the card reager and a POS moduie in ine mobiie gevice
orior 1o, and as a precondition of, the card reager and the POS mogduie establisiing
a secure communication session with each other. the POS module may be
software, such as a POS application, as hengeiorth assumed in this gesceription {o
tacilitate expianation. Note, however, inat the POS module could altermatively be
dedicated hardware, such as an integrated circuit (10 chip or ¢hipset in the mobile
device, or it could be a combnation of software and gedicated hardware.

(00191 In certain embodiments of the technigue introduced here, the POS moduie
sends the security information of both the card reader and the POS module to a
remote validation server. The securnty information can include cryplographic keys of
the POS moduie and the card reader and additionai security information related 1o
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the POS module and iis software environment. Nole that ithe term "send” or sends’
as used hergin means that the information is communicated either direclly or directly
petween ihe sending entity and the receiving entity. In other words, the sending
eniily sends or transmils the information for delivery 10 {L.e., gestingd for) ihe
receiving entity, although one or more intermediary entities may be present in the
communication path between the sending entity and the receiving entity.

(00208 In certain embodiments, (he card reader and the PQOS appilication each
generaie a separate public cryplographic key (hereinatier simply "public key"), both

of which the POS application may send (o the remote validation server. The POS
application aiso gathers and/or generates additional security information, which can
included a "fingerprint” of a software environment in the mobile device, which the
HOS application also sends (o the validation server. he validation server then
valigates all of thatl security information. Note that "validation” of an enlily, as the
ferm 18 used herein, inciudes authentication of the entity {i.e., determining that the
eniily is who/what it claims to be} or determining that the entity has not been subject
o a security breach, or both. In certain embodiments, the validation server analyzes
the additional security information of the POS application for evidence of possibie
Hailbreaking of the mobile device {i.e., unauthorized enablement of teatures or
functions or disablement of security teatures), operation of a debugger on the mobile
device, the presence of unauthorized software within the mobiie device, or
unauthorized modification of the POS application iiself.

{00217 1T the validation server defermines that ali of the securily reiaied
information s valid {i.e., not indicative of any security breach), the validalion server
Signs [he public key of the POS apphication with its digital signalure and sends the
signed public kKey back o the mobile device., The POS application in the mobile
device then forwards its public key, signed by the validation server, to the card
reader.

100228  Upon receiving the server-signed public key of the POS application, the
card reader knows that the FOG application can be trusted andg, therefore, that &
secure communication session can pe established with the POS apphication.
Likewise, the POS application at this point aiso knows that the card reader can pe
frusted. Accordingly, in that event the card reader and the POS application procesd
{0 eslablish a secure communication session each other. ksiablisnment of tnhe
secure communication session may nvoive the ¢card reager and the mobile device
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each generaling a symmetinc secure session key, which they then use 1o encrypt
and gecrypt data communicated pelween them, such as customer PINS and carg
data.

{0023] Note that while the example of a credif card 18 used throughout this
description for purposes of explanation, the technigque introduced here can aiso be
applied {0 systems and devices thal read other fypes of payment cards, such as
debit cards, automated teller machine (ATM) cards, prepaid gift cards, elc.

Likewise, the technigue introduced here i not imited {0 systems that handie
payment transactions; for exampie, the {echnique could pe applied {0 systems and

devices thatl read other types of cards carrving confidential or sensitive information,
SUCH 88 a drivers license, identity card, securily access card, etc. Additionally, the
ferm “sale’, such as in "point-ogi-gale” (POS) refers to any type of paymeni-orignted
fransaction, ncluding lease, rental or payment for services, 1or example, and is not
imited 10 an actual purchase or transfer of ownership.

10024] Refernow to Figures 1 and 2. Figure 1 illusirales an example of &
contiguration in which a card reader is coupled 10 a mobile device (which in the
Husiraled exampie is a smartphone) belonging to merchant, o faciifale fransactions
with payment cards {&.g., credil cards, debit cards, efc.}. Figure £ shows a nelwork
environment in which these device can operate. The card reader 1 can piug into a
standard connecior of the mobile device 2, such as its audio iack or micro-Ush port.
A payment card 3 and can be read by swiping the card 3 through the card reader 1.
the lerm "swipe” as used herein refers (o any manner of triggering a card reader {0
read data from a card, such as by passing a card into or through a magnetic stripe
card reader, oplical scanner, smartcard (card with an embedded U chip) reader,
radio freguency identification (R reader, or (he like.

{0025} When a new payment transaction s 1o be initiateq, the merchant provigdes
an nput o a user interface of the Mmobile device £ 1o ingicate that fact. In response,
a POS application 21 {(Figure 2) execuling in the mobile device 2 and ¢causes a
dispiay of the mobile device £ (o display a screen 4 1o enable initiation of the
ransaction. In certamn mplementations, before data 18 reag from the card 3, the
merchant is prompied by the user interface 0 have the customer enter his or her
PN, as shown. The user can do 80 by typing the PIN on a touchscreen dispiay of
the mobtie device 2. The POS application 21 then communicales the PiIN o the
card reader 1, which uses the PIN to "uniock” the customer's card in grder {0 read
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{or decrypt) data from the card 3. Onge the card dala has been read from the card
3, 1 i3 passed by the card reader 1 o the PUS application 21, which then forwards
the card dala along with information about the fransaction information (8.9,
fransaction amount, dale and time, and merchant identitication) 1o a remole payment
authorization system 23 10 request authorization of the payment. Detaiis of the
payment authorization system £3 are not germane 1o the lechnique being introduceas
nere. Note, however, that the payment authorization system £3 may inciude mullipie
pusiness entities andg muitipie computers and/or other gevices, For exampig, the
payment authorizalion system 23 may include one or maore panks and/or other
financial instifutions, inCluding a carg issuer, an acquirer, a credit card network {(e.9.,
VISA or MASTERCARLDY, slc.
{0026] As indicated above, it is desirable to protect the confidentiality of the
user's PIN and card data. Therefore, the technigue introduced here enables &

sacure session {0 be established betweaen the card reader 1 and the POS
apphication 21 only atter both the card reader 1 and the POS application 21 have
peen validated by a separate, trusied validation system. In certain embodiments,
the validation is performed, at ieast in part, by a remote vahiidation system 22, which
s of includes one or more server computers coupled via a network 24 1o the mobile

device 2, as shown in Figure 2. The network 24 ¢an be a combination of two or
more networks, which may be different types of networks. For exampie, in the
Hustrated embodiment the network 24 would include a wireless portion and a wired

portion. he wireless portion can pe or include, 1or exampie, a celiular
telecommunications network, a WikvikkR 802,11 compatible network, a8 Bluetooth
connection, or the like, or a combination of such networks/connactions. ne wireg
portion can be or include, for exampie, the internet, a8 Metropolitan Area Network
{(MAN}, a corporate Wide Area Network {(WAN), a wired local area network (LAN), or

the like, or a combination of such networks.

{00271 Figure 3 llustrates an exampie of a process of establishing a secure
session belween the card reader 1 and the POS application 21, according o certain
embodiments of the technique introduced here. As shown, (he card reader 1 and
the POS application 21 independentiy detect that a card reader session has been
nitiated (sieps 301A and 301B); for exampie, they each independently detect that
ihe card reader 1 has been connected o (he mobile device 2. In response o that
deteciion, the card reader 1, the POS application 21 and the vailidation system 22
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ointly execute the vahdation process 302, if the validalion process 302 compieles
succeassiully, the card reader 1 and the POS application 21 then ioinlly establish 2
secure communicalion session wilh each other {step 303}, by generaling a shared
Secure session Key {encryplion Key). The card reader 1 and the FPOS applicalion 27
supsequently use ihe shared secure session key for communication of encrypted
dala {e.g., FIN and carg gata} with each olher. In ¢certain embodiments, the carg
reader 2 and the POS application 21 use the Uiffe-Hellman lechnigue 10 generate
ihe shared secure SEssion keay.

{0028  Figure 4 shows a process by which data can be communicated between
the POGS application 21 and the card reader 1 {0 reguest authorization for a payment
fransaction, afler a secure sSession has been established between them. initially the
HOS application 21 receives a PIN input by the customer on ihe mobile device 2 of
the merchant {(step 401}, The FPOS application 21 then encrypis the PIN (step 402}
with the shared secure session key that was established immedialely following the
validation process 302, and then sends the encrypted PIN {0 the card reader 1. the
card reader 1 receives the encrypted PIN {step 421), decrypls the PIN with iis copy
of the shared secure session key {step 422}, and then uses the PIN {0 access ihe
card data stored on the customer's card 3 {e.9., card number, expiration date, and
OV (step 423).

{00291 The card reader 1 then encrypis the card daia using the shared secure
$ession kKey {step 424) and sends the encrypled card data (o the POS application 21
{step 425). The POS application 21 receives the encrypted card data from the carg
reader 1 {step 404}, decrypis the card data with ifs copy of the shared secure
Session Key {(step 405}, and then uses (he card data to reguest guihorization for the
fransaction (step 400} by sending an authorization requesi message containing the
card data and transaction data {o the payment authorizalion system 23).

100301  The validation process 302 (Figure 3) will now pe desenbed in greater
getal wilh reference 1o Figures 5 ang &, according to at least one embogiment.
nitially, the card reader 1 detects that i has been connectad 16 the mobile device
{(step 601}, and concurrently with that action the POS application 21 detects that the
mobie device Z has been connected {0 the card reader 1 {step 821). Any known or
convenient {echnigue for detecting a connection between two devices can be used
nere. Next, the carg reader 1 generates a public cryptograpnic key, HFUbDreader o0
(step 602}, in certain embodiments, the card readers public-key Pubreager 20 18
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generaled based on a key free &1 that has been stored in a nonvoiatile memory 52
in the card reader £ py the manutacturer of the card reader. The card reader £ then
SIgNS IS pubhic Kay Pubreager 20 with a digital signature unigquely associated with the
card reader 1 {step 603)}.

{0031 Concurrently with the two aforementioned steps (802 and 603}, the POS
application 21 generates iis own public cryplographic Key, Pubpos 54 (siep 624,
Additionally, the PQOS application 21 generates addilional securnity daia, Datapcs 55
{step 623). The addilional securily data Datapos 95 includes information about the
POS application iself and may also inciude information about the sandbox
anvironment 56 in which it operates in the mobiie device 2 {.g., the operating
systemn and/or other software in the mobile device 2). The validation system 22
subseguently uses this additional securily data Datapes 95 10 determine whether the
POs apphication 21 has been subject 1o a security breach, as discussed below
(steps 644, 645).

10032  The reason for ihe generation and use of addifional security data Datapes

55 is that, in at ieast some implementations, the POS application 21 may be viewed
as less trustworthy than the card reader 1. For exampie, the card reader 1 by S
nature does not need 1o be programmabie or configurable by ihe end user. Indeed,
for security reasons it may be desirable that the card reader 1 not be programmable
of configurable at ali once it teaves the factory. Accordgingly, the card reader 1 may
De designed with no post-manufacture programmabiiily or configurability and with
very ropust tamper protection. in contrast, ihe mobile device 2 (which may be a
smaripnone or taniet, for exampie} is designed to De highly programmanble and
configurable by the end user. Therefore, the mobile device £ and the POS
application 21 within it may be considerad o be more vuinerabie 10 malware andg
ialbreaking than the card reader 1. Additionally, the manufacturer of the card reader
1 may be the same entity as, or may be affiiated with, the enlily that operaies (he
validation sysiem 22, which can faciiitate validation of the card reader 1 a5
discussed pelow,

(0033 Relerring again to Figures 5 and 6, atler the card reader 1 generates and
SIgns 18 public key Pubmeader SU {steps 002 ang U3}, i sends s signed pudlic key
Pubreader 20A 10 the POS gpplication 21 {via the physical connection belween the

card reader 1 and the mobile device &) {step 6804}, The FPOS agpplication 21, after
generating s own public Key 54 ang additional security gata Datapos 53, walils o
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receive the signed public key Pubreager 20 0f the card reader 1 {step ©24). After

receiving the signed public key Pubreadger 30 OF the card reader 1 (step 845}, the PO
apphcation Z2isends these three data sets {(or more precisely, causes the mobile
device £ 10 send them} to the remote valigation system 22 (step 62¢). in certain
empodiments, before sending ihese data sets o the remote valigation system £2,
the POS application 21 aiso authenticates ang/or cigitally signs s own public key
PUDpos 54 and/or the addilional security dala Dalapes 55, For exampie, in ong
ampbodiment the POS application 21 authenticates iis public Key Pubpos 24 and the
adgitional security data Datapes 55 by using a symmaetric cryptographic operation {(in
contrast with digital signing, which 18 an asymmetnc operation); this autheniication
operation may encapsuiate the FPOS applicalion’'s public key Pubpps B4 and the
additional security data Dalapes 55 within 8 common contamner, as raprasented by
the dashed box in Fig. 2. In other embodiments, the POS apphication 21 rmight
insiead authenticate its public kKey Publpos 54 bul not the addiional securily gata
LDaldpos 855, or might digilally sign s public kKey Pubpos 54 pul not the additional
secunty gata DUalaecs 55, or mught digitally sign s public Key Pubpas 94 and the
adgitionat security gata Datapos 55.

{00347 Al of the aforementioned data may be transmitied by the mobile device ¢
over a standard cellular communicalions network {e.g., 3G or LTE/4G network) and
then subseguently routed to the validation system 22 via the internet, for exampie.
1 other embodiments, different types of networks and connections may be used {0
convey this information from the mobile device o the validation system 22, such as
a Wik network, Bluetooth or Biuetoolh Low Energy (BLE)} connection, eic.

{0035] The validation system 22 receives these dafa items {siep 641) and then
checks the digital signafure of the signed pubiic Key Pubreader oU of the card reader |
{(step 642}, it can be assumed that the validalion system 22 stores information in iis
internal memory {0 aliow i {0 determine he validity of the digital signature of the
card reader 1. In certain embodiments, the manutacturer of the card reader 1 is the
aeniily that operaies the validation system 22 and may aiso pe the manufacturer of
the POS appilication 21. This scenarno faciiitates he determination of whether the
received securily information is valid. For example, (he manufacturer may have
stored the key tree 51 and digital signature information in the card reader 1 at the
fime of manutfaciure and may aiso have siored nhat information in {or made i
otherwise accessibie {0} the validalion system 22.
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{0036] I the validation system 22 determinegs {step 643} that the signature is not
valid, i is assumed that the card reader 1 has been subject to a securily preach. In
that event, the authentication server causes a validation failure message 10 pe sent
o the POS module (step 648} (e.q., via the reverse route mentioned above), which
then causes an appropriate error message o be output by the mobile device 2 (slep
D28}, In thal case, the validalion process terminates, such that a secure session is

not permitied to be established petween the card reader 1 and the POS module. In

more practical terms, in that event that particular card reader cannot be used with
that particular mobile device. Additionally, the validation system 22 can maintain

knowiedge of this failure, such that the card reader 1 can be prevented from being
used with any other, even if a subseguent attempt with another mobile device
nciudes a vaiid signature of the card reader's public Key PUbDreader 20,

{0371 I the validation system 22 determines {step 643} that the signaiure of the
card reader 1 is valid, the validalion system 22 proceeds (o analyze he additional
security data Datapos 95 provided by the POS application 21 (step 644} to check for
any ingication of a security breach of the PUS appiication 21 {or oiher sofiware in
fhe mobiie device).

(0038  The adgilional securily data Dalapes 95 includes information about the
HOS application 21 and may alsg include intformation about the sandbox
environment 586 in which the POS application 21 operates. Theregiore, the validation
system 22 can use the addiional secunty data Dalapos 52 10 delermine whnether the
POS application 21 has been subject to a8 security breach. In some empodimeants,
the additional securnity data Datapes 55 18 Or inciudes a "ingerprint” of the POS
apphcation 21. he fingerpnnt can aiso be based on the sandbox {(software)
anvironment 56 in whicn the PQOS application 21 operates. The fingerprint ¢an de,
for exampie, a cnecksum, a resull of a cychc redundancy check {CRG) function, a
resuil of a eryplographic nash funclion, or a sampiing of the POS apphicaltion ang/or
ts sandbox environment 56.

{00381 1 he validation system 22 can determine the validily of the fingerprint Dy
comparing it o one or more stored fingerprints. For example, the validation system
22 may compare the received fingerprint to a stored fingerprint previously generated
from a separate copy of the PODS application {(of the same version as the POS
application 21 in the mobile device 2} that is known not {0 have peen subject {o
fampering. Oblaining such a copy would be particularty simple if, for exampie, the
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manufacturer of the POS application 21 18 aiso the entity thal operates the valigation
system 22 or is affilialed wilh that entity.

{00407  Additionally or alternatively, the validation sysiem 22 may use one or more
‘crowd-sourced” fingerprints o check the fingerprint from the mobile device 2. For
example, the validaiion system 22 can store fingerprinis that have been received
from other user devices and can compare the fingerprint received from the mobile
device 2 10 the setl of stored fingerprinis. The siored fingerprints can incluge

fingerprints associated with the POS application and sandbox environment received
from other user devices that are execuling varnious operaling systems. For exampie,
the stored fingerprints might include fingerprints received from each of various
different combinations of a particular smariphone model running a particuiar version
of a particuiar mobile operating system and a corresponding particuiar version of the
POS application {e.g., a Samsung Galaxy phone executing a first version of the
Android operaling sysiem ang a version of the PQOS application associated with the

first version of the Android operating system; a second Samsung Galaxy phone
executing a second version of the Android operating system and a version of the
software application associated with the second version of the Android operating
system; elc.).

{00411 In one embodiment, the validation system 22 stores an association {2.9.,
in a relational database) between an identification code for each user device and the
fingerprint received from thal mobile device. The validation system 22 can computle
a relalive freguency for any particuiar fingerpring, .g9., the number or percentage of
user devices that have a fingerprint thatl is idenficat {0 the parlicular fingerprint.
mince ne fingerprinis are generated pased on the content of the sandboxed
environment, fingerprinis generated from user devices that are the same and are
executing the same operating system and the same version of the POS application
should maich {&.g., fingerprints shouid pe simiiar or igentical}. For exampie, if two
user devices are poth iPhones and are executing the same version of the 105
operating system and the same version of the PUS application, then the fingerprints
associaied with the two user devices should be identical. Since compromisegd
devices represent a very small {or zero) percenfage of the total number of devices,
the Tingerprints associateg with normailly operating devices shouid have 2
significantly higher relative frequency.
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{0042}  Therefore, when the validation system 22 receives a fingerprint from the
mobile device 2, the valigation sysiem 22 can compare the received fingerprint with

its set of stored fingerprints {0 detect any anomalies. For exampie, the validation
system 22 can determine the reiative frequency of the received fingerprint compared
o Tingerprinis received across mobile devices from an install base {.g., across user
devices that are the same and execuling the same operating system and version of

the POS application), and compare the relative freguency 1o a threshold value. i
the reiative freguency 1S above the threshoid value, then the valigation system 24
can determine that the received fingerprint is valid. if the relative frequency is below

the threshold value, then the validation sysiem 22 can determine that the fingerprint

S invalid., The predetermined threshold can be based on the number of stored

fingerprinis, for exampie.

10043]  in cerfain embodiments, the step (644} of analyzing the addilional security
data Datapos 55 includes checking for evidence of any one or more of the following
fypes of security breaches: 1} jaiibreaking of the mobile device; 2} operation of &
debugger on the mobiie device,; 3) presence of unauthorized software within the
mobiie device; or unauthorized modification of the POS applicalion 21. in some
embodiments, the validation system's analysis of the additional security data {step
o044} may primarity or entirely 100K for evidence of security breaches that have
occurred within the sandbox environment 56. However, the analysis may aiso be
abie 1o detect certain types of security breaches that have occurred outside of the
sandbox environment 56 within the mobile device 2. For example, the validation
system 24 Knows that the POS appiication 21 operales in a sandbox environment
50; consequentiy, if the analysis of the additional security data Datapos 85 Indicales
that the POS application 21 has permissions nconsisient with the existence of a
sandbox, that may be interpreted as evidence of jaiibreaking.

{0044  Adaiionally, the POS application 21 normaily will have imiteg visibility of
anvining ouiside of the sandbox environment 56. However, the operaling system of
a typical mobile device can make certain global changes that affect all applications
uUnNINg in the mobile device, and such changes are thereiore visible 1o the POS
apptication 21, in most empodiments there will be relatively Tew dala items that the
POS application 21 ¢an read outside of the sandbox environment 56, and even
fewer data items that the POS application 21 should be able {0 write outside of the
sandbox environment 56. Therelore, it analysis of the additional security data
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Datapos 5D indicates that the POS application 21 can write dala cutside of the
SAandbox envirgnment 56 in an unexpected way, that aiso may be inlerpreted as
evidence of a segurity breach.

{0045]  Referring still 1o Figures & and o, if the validation system 22 delects any
ndication of a secunity preach from the additional security data Dalapos 95 (slep
0435}, the vaiidation system 22 sends a validation falure messages o the POS
apphication 21 {step 648). As noled above, this action in effect preciudes
astablishment of a secure session between the card reader 1 and the POS
apphcation 21. in fhis event, the validation system 22 can mainfain knowledge that
the POS agpplication 21 is suspect.

100481 1T the validation system 24 detecis no indication of a security breach in the
additional security data {step 0645}, it digitally signs the public Key Pubpes 54 of the
HOo appiicalion 21 (step 646) and sends thal signed public Key Pubpes S4A IN &
validation success message (o the POS application 21 {(step 647}, In some
ambodimenis {(not shown}, the validation system 22 aiso aufhenticates {&.g., using &
symimetric cryptographic operatlion) and/or digially signs the public key FubReader
50 of the card reader and sends that {o the POS appilication 21 in siep 647

100478  The POS application 21 receives the validation system £22's response
{step b26). it that response § a validation faliure message, then as noted above,
the POS application 21 causeas an error meassage o pe displaved on the mobile
device £ {step 828}, and the process terminates. On the other hand, if the response
from the vahdation sysiem 22 i3 a vahidalion success message, the POS application
21 extracts iis own public key Pubpos D4A signed by the validation system 22, ang
sends its signed public key Pubpos S4A 10 the card reader 1 {step £28). The ¢ard
reader 1 receives hatl signed key Pubeos 24A (step 605} and checks the gigital
signature of the vaiigation system 24 {step b06). it can De assumed that the carg
reader 1 stores information n {8 nternal memory o allow it to determing the valigity
of the digital signature of the validation syslem £2. In certain embodiments, the
manutacturer of the card reader 118 aiso the entity thal gperates the valigation
system 22, and may aisg be the manutaciturer of the POS application 21, as noteg
above.

{0048]  IT the card reader 1 determines {step 607} that the qigital signature of the
validation system £2 is not valid, it sends a validalion failiure message 1o the POS
application 21 {step 608). l, on the other hand, the card reader 1 determines that
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the digital signature of the validation system 22 is valid, it sends a validalion success
message o the POS application 21 {step 608}, The card reager 1 then cooperaies
with the POS application 21 10 generate a secure session Key, as mentioned above
{step 303, see aiso Figure 3}, In cerfain embogiments, (e secure saession Key is &
symmetric encryption key that is shared by the card reader 1 and the POS
apphication 21, 1.6., (e same secura 3ession key vaiue 1s computed separately by
the card reader 1 and the POS application 21, based on a sequence of
communications between them. In certain embodiments, the card reader 1 and the
POS application Z21use the Diffe-Heliman technigue o generale the shared secure
SESSIoN key.

100481  Hence, the POS application 21 receives the validation failure or success

message {(as the case may be) from the card reader 1 and, i it was a validation
fallure message, causes ihe mobiie device 2 1o oulput an error message (o the user
(step 628). i, however, the message was a vahdation success message {step 630},
the POS apgplication 21 cooperates with the card reader 1 as explained above o
generate (he shared secure session key (step 303}

{00501 Figure 7 Hiustraies at 3 high-level an example of the hardware architeciure
of & processing sysiem that can pe used (o implement the valigation system 22 or
fhe mobiie device 2 (aithough the implementation would be gifferent for either case).
Note that the validation sysiem 22 can comprise muitipie instances of the
architeciure shown in Figure 7 {1.e., multiple computers), which may be coupled to
each other via a nefwork or multipie networks. Furthermore, the compuler sysiem
that implements the validation system 22 may perform funclions other than
valigation.

00511 In the diustrated embodiment, the architecture 700 includes one or more
processors 710, memory 711, ong or more communication device(s) 714, and one
aor more input/output (1/0) devices 713, all coupled 1o each gther through an
rterconnect 714, The interconnedt 714 may be or include ong or more conductive
fraces, buses, point-to-point connections, controliers, adapters and/or other
conventional connection devices. The processor{s) 710 may be or include, for
@xampie, ong or more general-purpose programmaie micrgprocessors,
microcontroliers, application specihic integrated circuits (ASIUS), programmable gale
arrays, or the ke, or a compination of such devices. The processor(s) 710 control
the overall operation of the processing device 700,
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{0052 Memory 711 may be or include one or more physical storage devices,
which may oe in the form of random access memory {(RAM), read-only memaory
(ROM)} {which may be erasable and programmable}, flash memory, miniature harg
disk drive, or other suitable type of siorage device, or a combination of such devices.
Memory 711 may store data and instructions that configure the processor(s) 710 o

axecute operations in accordance with the technigues described above. The
communication devices 712 may de or include, for example, an kthernst adapter,

cable modem, Wi-Hi adapler, celiudar transceiver, Blustooth or BLE fransceiver, or
the like, or a combination thereot. Depending on the specific nature and purpose of

the processing device 700, the VO devices 713 can include devices such as a
dispiay {which may be a touch screen display}, audio speaker, Keyboardg, mouse or
other pointing device, microphone, camera, eic.

100531 In the case of the mobile device £, the communication devices 712 can pe
of include, 1or exampie, a celiuiar teiecommunications transceiver (8.q., 3G or
4G/LTE), Wi-Hi fransceiver, Bluetooth or BLE transceiver, orthe like, or a
combination thereol. in ihe case of the validation system 22, the communication
devices 712 can be or include, for exampile, any of the aforementioned types of
communication devices, a wired kthernet adapter, cabie modem, DSL modem, or
the like, or a combination of such devices. Additionally, the mobiie device 2 includes
a connecior {nol shown) o connect 1o the card reader 1 as described above. The
connector can de, for exampie, a standard audio jack, micro-UsBs connector, or any
oifier known or convenient fype of connector.

{0054]  Figure 8 Hlustrates at a high-level an example of the hardware architecture
of the card reader 1. In the llustrated embodiment, the architecture 800 includes
ONE Or more processors 8140, memaory 811, a card interface 812, communication
device 813, and a connector 814, all coupled {0 each other through an interconnedct
815, The interconnect 815 may pe or inciude ong or more conductive traces, buses,
point-1o-point connections, coniroliers, adapters and/or other conventional
connection devices. The processor(s) 810 may be or inciude, for example, ong or
MOre generai-purpose programimabie microprocessors, microconiroliers, application
specitic integrated circuits (ASIUS), programmable gate arrays, or the like, or a
combination of such gevices. the processor{s) 810 control ihe overall gperation of
the processing device 800.



CA 02948481 2016-11-08

WO 2015/171939 PCT/US2015/029763
17

10055) Memory 811 may be or include one or more physical storage devices,
which may oe in the form of random access memory {(RAM), read-only memaory
(ROM)} {which may be erasable and programmable}, flash memory, miniature harg
disk drive, or other suitable type of storage device, or a combination of such devices.
Memory 811 may siore data and instructions that configure the processor(s) 810 {0
axecute operations in accordance with the technigues describaed above.

{00561 The card interface 812 18 2 mechanism for reading data from a pavment
card and may pe, for exampie, a magnelic stripe reader, smaricard 1O chip reader,
oplical code reader, radio frequency identification (RED) {ag reader, or other similar
device. The connector 814 is for connecting the card reader 1 {0 ihe mobiie device
and can de, for exampie, a standard audio piug, micro-UsE conneclor, or any other
KNnown or convenient type of connector.

10057 Unless contrary 1o physical possibility, it is envisioned that ) the
methods/sieps descrined nerein may be periormed in any sequence ang/or in any
compination, ang hat (i) the components of respective embodimenis may pe
COmbined in any manner.

(00587 The machine-implemented operations described above ¢can be
mplemented Dy programmabie circuitry programmed/configured by software and/or
firmware, or entirely by speciai-purpose circuilry, or by a combination of such forms.
SUCh special-purpose circuitry {f any) can be in the form of, Tor example, one or
more application-speciiic integrated circuiis (ASICS), programmable 0gic devices
(PLLUS), Tield-programmabie gale arrays (FPGAS), elc.

005881 Software (o implement [he techniques introduced here may be stored on a
maching-readable slorage medium and may be exegcuied by one or more general-
PDUFDOSE OF special-purpese programmadle microprocessors. A 'maching-reaganie
medium’, as the term is used herein, inciudeas any mechanism that can store
rformation in a form accessibie by a maching {(a maching may be, for exampie, a
computer, network device, caliular phone, personal gigital assistant (PLUA),
manufacturing (0ol, any device willh one Or more processors, ete.). For exampie, &
maching-accessible meadium includes recordable/non-recordable media (&8.4., read-
onty memory (ROM); random access memory (RAM), magneatlic disk storage media,
aptical storage media; flash memaory gevices; elc.), ete.

{0U06U]  Note that any and all of the empodgiments descnbed above can be
compined with each olher, except to the extent tnat i may pe stated otherwise
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above or {0 the extent thatl any such embogdiments might be mulually exclusive in
funclion and/or struciure.

{0061]  Although the present invention nas been described with reference 1o
specific exemplary embodiments, it will be recognized that the invention 18 not
imited 1o the embodiments descriped, but can be practiced with modification and
alteration within the spirit and scope of the appended claims. Accordingly, the
specification and drawings are {0 be regarded in an Hustrative sense rather than a
restrictive sense.

EXAMPLES

1o summarize, thereiore, the above disclosure includes the following exampies.

1. A method comprising:

getecting, by a point-of-saie (PO} software module that execuiss in a mobile
device, initiation of a session between the POS software module and a card reader
coupied (o the mobile device;

receiving, at the POS software module from the card reader, security related
nformation of the card reader;

causing the security related information of the card reader and securily
refated information of the POS software modulie to be transmitted from the mobile
device for delivery 10 a remole computer system, Tor valigation by the remote
computer system, wherein the security related information of the POS solftware
module includes dala indicative of a software environment of the POS soltware
moduie;

receiving, at the POS software module, an indication thal the security related
information of the POS software moduie and the security related information of the

card reader have been validated py the remote computer system, wherein the
ndication includes a cryptographic key of the POS software module, signed by the
remote computer; and
sending the cryptographic key of the POS software module, signed by the
remote computer, from the POS software module to the card reader, ang
cooperatively generating, with the card reader, a secure Session Key with

which 1o perform encrypied communication between the POS software module and
the card reader.

2. A method as recited in example 1, further comprising, during a financial
fransaction involving a payment card of 3 cusiomer:
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using the secure session key in the POS software module 1o encrypl &
personal ientification number {(PIN} of the customer; and

sending ihe encrypled PIN from the POS software moduie 10 the card reader.
3. A method as reciled in example 1, wherain generating the securg 3ession key
comprises using a biffe-Heliman message exchange {0 generale the segurg session
Key.
4. A method comprising:

sending, by a funcltional software maoduie in a mobie gevice, security related
formation of the funclional module Tor delivery 1o a computer system via a network;

receiving, by the Tunclional moduie, a result of a validation process performed
py the computer system based on the secunty related information of the functionas
moduie; and

estaplishing a secure communication session between the funcltional moduie
and a card reader coupled o (he mobile device only when the resuilt of the vahidation
process indicates that the security related information of the funclional module has
peen determined (o be valid by the compuler system.
5. A meihod as recited in example 4, wherein ihe funclional moduie 18 a point-of-
sale {(POS) software moduie.
6. A method as recited in example 4, further comprising sending the resull of the
vahidation process from the functional moduie (o the card reader prior to, and as &
prereqguisiie of, estabiishing the secure communication session between he
funclional mogule and the card reager.
7. A meihod as recited in example ©, wherein when the result of the validation
process indicales thal the secunty related information of the functional module has
peen determined 1o be valid by ihe computer system, the result includes a
cryptographic key of the functional moguieg, signed by the computer system.
8. A meihod as recited in exampie 4, wherein the security related information of the
funclional moguie comprises a cryptographic kKey of the functional module and
formation ndicative ¢of a8 software environment ¢f the tunctional moduie.
9. A method as recited in example 8, wherein the information indicative of the
sofiware environment of the functional module comprises a fingerprint of data in the
mMobie gevice.
10, A method as regiled i exampie 4, further comprising sending, by the functional
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