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the security module, said security module comprising means to store at least two micro programs and means to receive
aninstruction contained in the security message, for selecting the micro program indicated by the Instruction, for executing the said
micro program with at least the cryptogram as a parameter of execution, this execution allowing the calculation of the control word
to be sent back to the audio/video processing unit.
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(54) Title: SECURITY MODULE FOR AUDIO/VIDEO DATA PROCESSING UNIT
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(57) Abstract: The aim of the present invention 1s to
limit the impact of security breaches, which are the
emulators of the security module.This aim is reached
by a processing unit of audio/video digital condi-
tional access data, encrypted by control words, re-
sponsible for processing security messages contain-
ing at least one cryptogram relative to a control

MP2

MPn

m/

word and one Instruction relative to the control
word, characterised in that it includes means to re-
ceive at least two micro programs by security mes-
sages, executable by the security module, said secu-
rity module comprising means to store at least two
micro programs and means to receive aninstruction
contained in the security message, for selecting the
micro program indicated by the mstruction, for exe-
cuting the said micro program with at least the cryp-
togram as a parameter of execution, this execution
allowing the calculation of the control word to be
sent back to the audio/video processing unit.
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SECURITY MODULE FOR AUDIO/VIDEO DATA PROCESSING UNIT
Introduction

The present invention relates to the field of the protection of conditional access
audio/video data and in particular to the security mechanisms executed in a security

module.
Prior art

Audio/video data protection is well known and has been the object of several
publications among which the "Functional Model of a Conditional Access System”,
EBU technical Review, Winter 1995.

In a well-known embodiment, several streams are broadcast towards a multimedia
unit, for instance a decoder in order to be able to view a Pay-TV event, such as a
fllm, a sports event or an important game. These streams are, in particular, on the
one hand, the file of the event in the form of an encoded data stream and on the
other hand, a control message stream allowing the decryption of the data stream.
The content of the data stream is encoded by reqgularly renewed "control words”
(control words = CW). The second stream is called the ECM stream (entitlement
control message) and can be formed in two different ways. According to a first
method, the control words are encoded by a key, the transmission key TK, which
generally pertains to the transmission system between the management centre and a
security module associated with the receiver/decoder. The control word is obtained

by decrypting the control messages by means of the transmission key TK.

According to a second method, the ECM stream does not directly contain the
encoded control words, but contains data allowing the determining of the control
words. This determining of the control words can be carried out by different
operations, in particular by decryption, this decryption being able to directly lead to
the control word which corresponds to the first method described above, but the
decryption is equally able to lead to one piece of data which contains the control

word, the latter should still have to be extracted from the piece of data.

In particular, the piece of data can contain the control word as well as a value

assoclated with the content to be diffused, and in particular the access conditions to
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this content. Another operation allowing the determining of the control word can use,

for instance, a one-way hashing function of this piece of data in particular.

The security operations are generally executed in a security module associated with
the multimedia unit or the receiver. Such a security module can be realised In

particular according to four distinct forms.

One of the forms IS a microprocessor card, a smart card, or more generally an
electronic module (having the form of a key, of a tag,...). Such a module is generally
of a removable from and connectable to the receiver. The form with electric contacts

IS the most used, but does not exclude a link without contact, for instance of the type
1ISO 14443.

A second known design Is that of an integrated circuit chip placed, generally in a
definitive and irremovable way, in the printed board of the receiver. An alternative is
constituted by a circuit mounted on a base or connector, such as a connector of a
SIM module.

In a third design, the security module is integrated into an integrated circuit chip also
having another function, for instance in a descrambling module of the decoder or the

microprocessor of the decoder.

In a fourth embodiment, the security module is not realised in a hardware form, but
its function is iImplemented in a software form only. This software can be obfuscated

within the main software of the receiver.

Given that in the four cases the function is identical, although the security level
differs, we will refer to the security module in whichever way appropriate to realise its
function or the form that can take this module. In the four designs described above,
the security module has the means for executing a program (CPU) stored in its
memory. This program allows the execution of the security operations, verifying the

rights, effecting a decryption or activating a decryption module efc.

The means implemented by malicious persons for analysing the operation of such a
security module can be significant and can allow these persons to realise imitations
of security modules in which the necessary classified information (the keys or the

serial number) have been loaded. Such a module acts as an authentic module and
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also has a processor and a memory. IThe functionalities of the security module are

emulated in order to reproduce the original operation.

Brief description of the invention

Thus the aim of the present invention is to limit the impact of this type of emulator of

security modules.

This aim Is reached by a security module for the conditional access data by a digital
audio/video processing unit, said conditional access data being encrypted by control
words, said security module being responsible for processing security messages
containing at least one cryptogram relative to a control word and one instruction
relative to the control word, characterised In that it includes means to receive at
least two micro programs by security messages, executable by the security module,
sald security module comprising means to store at least two micro programs and
means to receive an instruction contained in the security message, for selecting the
micro program indicated by the instruction, to execute the said micro program with at
least the cryptogram as a parameter of execution, this execution allowing the

calculation of the control word to be sent back to the audio/video processing unit.

According to the invention, the obtaining of the final control word is subject to the
execution of a program which is not originally present in the security module and

which 1s downloaded Iin the said module.

The emulators of security modules emulate the functions on the basis of another
central unit (CPU) and are not able to directly execute the machine code of the micro

programs.
Brief description of the drawings

The invention will be better understood thanks to the following detailed description In

reference to the enclosed drawings in which:
- Figure 1 shows a first embodiment of the invention,

- Figure 2 shows a second embodiment of the invention including the operation of a

key,

- Figure 3 shows a third embodiment of two levels, the cryptogram operating on both

levels.
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Detailed description

The aim of the present invention is to render the execution of the program code
necessary to obtain the final control word. This code is not Iinitially present in the
module and is sent in a security message. Moreover, several micro programs are
selectable for the production of the control word CW, the security message
comprising, on the one hand, a cryptogram CIG and on the other hand, an

iInstruction in order to select the micro program to be used.

According to a first embodiment disclosed In figure 1, the ECM security message

contains a cryptogram, CTG, and an instruction, IN.

It IS to be noted that this security message Is itself secured, namely its content Is
encrypted by a key, which is also stored in the security module. Once decrypted, the
verification gdata (signature, hash) allows for the verification that its content iIs

authentic and trustworthy.

The instruction IN contained in the ECM security message Is used as a selector In
order to determine which micro program (MP1, MP2, MPn) must be used. This micro
program Is loaded in the execution memory of the processor and can be associated
with other software modules. The cryptogram CTG contained in the security
message Is used as an entry variable of this micro program and the execution of the

sald micro program allows the obtaining of the control word CW.

According to a second embodiment disclosed In figure 2, the micro program MP
selected by the instruction IN receives the cryptogram CTG as a variable and
receives a key Kcw contained in the security module. This key Is preferably sent to
the security module by another security message such as a EMM rights management
message. The micro program MP is thenceforth a particular module of decryption

using the key Kcw as the decryption key on the cryptogram CTG.

According to a third embodiment disclosed In figure 3, the cryptogram is divided into
two parts, a first part CTG1 is used with the micro program MP selected by the
iInstruction IN, the result of the operations executed with the micro program or a part

of the micro program being transmitted to a cryptographic module DEC.

This module also receives the second part CTG2 of the cryptogram as a variable.

The cryptographic operation is executed by the module DEC, on the basis of, on the
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one hand the result of the processing of the first part of the cryptogram CT1G1 by the
micro program MP and on the other hand the second part of the cryptogram CTG2,
allowing to obtain the control word CW. It should be noted that the instruction IN does

not intervene In the latter step.

This cryptographic module DEC can be of the type IDEA, AES, TDES or another
one. The result of the micro program MP can be used as a key or as an input to this
cryptographic module. In the first case, the second part of the cryptogram CT1G2 Is

used as an input and in the second case; it Is used as a key.

As Indicated above, one or more micro programs MP are transmitted from a
management centre to a receiver/decoder to which the security module is connected.
A micro program MP can be sent in a specific security message (EMM), encrypted by
an appropriate key, to the said security module. Thus only this security module will
be able to access its content. According to another embodiment, the micro program
IS iIncluded in the same message as the cryptogram and the instruction. The
processing of this message thus allows the operation of the micro program and its

execution with the cryptogram as a parameter.

According to another embodiment, the micro program is encrypted by a specific key
to the said micro program. The micro program is sent in a security message and, at
the time of its receipt In the security module, it is stored in an encrypted form. The
security message containing the cryptogram will also contain the key to decrypt the

MmICro program.

According to a preferred embodiment of the invention, each micro program is signed
In order to guarantee its authenticity. The micro program is stored in the memory of
the security module in an encrypted form. Before the execution, the micro program is
decrypted with a key, which is either in the secured memory of the security module,
or in the security message having activated this operation. Once decrypteq, it is
authenticated thanks to a signature of the set of data containing the micro program.
For the verification of this signature, a public key from the authority having signed the
data Is required, this authority having used its private and secret key to generate the

signature.

The number of micro programs Is at least two and may be more. They are preferably

stored In a non-executable memory of the security module in an encrypted form.
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Once one of the micro programs Is selected by the instruction IN, this micro program
IS decrypted, authenticated and transferred into an executable zone of the processor
of the security module. Other parts of the processor code can contribute to the
execution of the micro program. It should be noted that without the operations
executed by the micro program, the result of the transformation of the cryptogram

cannot be obtained.

According to one embodiment, the security message contains a group of micro
programs encrypted by a key. This key can either be a key memorised In the security
module at the time of its initialisation, or be updated by security messages. Each
micro program Is encrypted by an appropriate key. At the time of the receipt of the
security message, the security module extracts the micro program block and
decrypts it with the corresponding key. Although the micro program block has been
decrypted in the memory of the security module, each micro program remains
encrypted by its own key. At the time of the arrival of a security message containing a
cryptogram allowing obtaining a control word, this message will also contain the key

to decrypt the micro program indicated by the instruction.

According to one particular embodiment, the security module has a processor at its
disposal on which virtual software is loaded, namely instructions written in a generic
language being executed by this processor via the virtualisation layer. An example of
such a virtualisation layer is known as Java. The micro programs contained in the
security messages are formed by instructions compatible with the virtual layer. They
are executable by the virtualisation layer and can thus be executed by processors of
different types, in as much as each of these processors has such a common

virtualisation layer.

According to another particular embodiment of the invention, the security module
iIncludes a programmable hargdware element such as that of the FPGA family known
as a programmable logic module. These circuits execute a function, which is defined
owing to a configuration program of the internal connections. This program allows the
linking of the different internal elements of the circuit in order to form flip-flops, shift
registers or any other logic functions. Thus a micro program includes such a

configuration program of programmable logic, allowing the modification of the actions
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of this programmable logic module and the execution of particular functions on a

variable, which is in this case the cryptogram.

The result obtained by the different cryptographic operations called "control word"
above can again undergo modifications before being transmitted to the audio/video
digital data processing unit, for example by an encryption or decryption, or even a
simple mixing (XOR) with one register value. It can also be modified by the
audio/video digital data processing unit, for example by a decryption in the decryption

module of the audio/video stream.

According to one embodiment, the above-described method Is executed by a
receiver-decoder, which includes a decoding unit of the audio/video stream and a
processing unit. The latter is responsible for the security operations (receiving and
processing the security messages) as well as for the global management of the
receiver-decoder (EPG, changing of the channel etc.). In the case when the
processor at the heart of the processing unit is not the same as that for which the
micro program has been written, the processing unit will emulate the execution of the

security micro-code.

It is also possible, as described above, for the micro program to be in an advanced

language (JAVA, C for example) and thus executable by the processing unit.
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What is claimed is:

1. A Security Module (SM) for an audio/video digital data processing unit for conditional
access encrypted by control words (CW), responsible for processing security messages
(ECM, EMM) containing at least one cryptogram (CTG) relative to a control word (CW)
and one instruction (IN) relative to the control word, characterised In that it includes
means to receive at least two micro programs (MP) by security messages (ECM, EMM),
said micro programs being executable by the security module, said security module
(SM) comprising means to store at least two micro programs (MP) and means to
receive the instruction (IN) contained in the security message, for selecting the micro
program (MP) indicated by the instruction (IN), to execute said micro program with at
least the cryptogram (CTG) as a parameter of execution, this execution allowing the
calculation of the control word (CW) to be sent back to the audio/video processing unit.

2. The Security Module (SM) according to claim 1, characterised in that the micro
program (MP) is in an encrypted and/or authenticated form in the security message, and

that it includes the means to decrypt and/or authenticate the micro program (MP) before
its execution.

3. The Security Module (SM) according to claim 2, characterised in that the micro
program is contained in a first security message, the decryption means of said micro

program being contained in a second security message.

4. The Security Module (SM) according to claim 1 or 2, comprising a cryptographic
module characterised in that the cryptogram (CTG) includes first (CTG1) and secona

(CTG2) parts, the first part acting on the micro program selected by the instruction (IN),
and the second part acting on the cryptographic module receiving the result obtained by
the selected micro program for producing the control word (CW).

5. The Security Module (SM) according to any one of claims 1 to 4, characterised in that
it includes a processor and virtualisation software allowing the execution of generic

Instructions, said micro program being formed by generic instructions.
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6. The Security Module (SM) according to any one of claims 1 to 4, characterised in that
it includes a programmable logic module, said micro program being a configuration

program of programmable logic.

7. A method for receiving an audio/video content to be processed by a receiver-decoder
comprising a decoding unit and a processing unit, said content being encrypted by
control words CW, a cryptogram (CTB) relative to said control words being received in a
security messages (ECM) also containing at least one instruction (IN), characterised In

that it includes the steps of:

a. receiving at least two micro programs (MP) contained in the security messages

(ECM, EMM), these micro programs being executable by the processing unit,

b. storing said micro programs (MP) in a micro program memory of said

processing unit,

c. receiving a security message (ECM) and extracting the cryptogram (CTG) and
the instruction (IN),

d. selecting one micro program among the micro programs according to the value

of the instruction (IN),

e. executing said micro program selected with at least the cryptogram (CTG) as a
parameter of execution, this execution allowing the calculation of the control word

(CW) to be sent back to the audio/video decoding unit.

8. The method for receiving an audio/video content according to claim 7, characterised
in that the micro program (MP) is in an encrypted and/or authenticated form in the
security message, and that it includes a decryption step and/or authentication of the

micro program (MP) before its execution.

9. The method for receiving an audio/video content according to claim 8, characterised
in that the micro program is encrypted by an encryption key and is received by a first
security message, the encryption key of said micro program being transmitted in a

second security message.
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10. The method for receiving an audio/video content according to claims /7 or 8,
characterised in that the cryptogram (CTG) includes a first (CTG1) and a second
(CTG2) part, the first part acting on the micro program selected by the instruction (IN),
and the second part acting on a cryptographic module receiving the result obtained by

the selected micro program for producing the control word CW.
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