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METHOD AND SYSTEM FOR MITIGATING 
RISK OF FIRAUD IN INTERNET BANKING 

FIELD 

0001 Embodiments described herein relate to a method 
and system for mitigating the risk of fraud in Internet bank 
ing. 

BACKGROUND 

0002 The field of Internet banking services—i.e., services 
that enable banking transactions, bill payments, and the like 
over the Internet through a financial institution's secure web 
site—is growing rapidly. Ease of use and convenience con 
tribute to this rapid growth. Internet banking (also known as 
online banking) allows customers to satisfy their banking 
needs anytime (even when “brick and mortar' branches are 
closed) and anywhere that Internet access is available. In most 
cases no special hardware or software is needed; all that is 
required is a web browser (such as Internet Explorer) and an 
Internet connection. 
0003 Preventing fraud is a matter of paramount concern in 
Internet banking, and proper authentication, the process of 
Verifying the identity of a person or entity, is essential to 
mitigating the risk of fraud. Customer authentication gener 
ally involves checking for things such as (i) something a 
person knows (e.g., a password, Personal Identification Num 
ber, or shared secret), (ii) Something a person has (for 
example, a digital certificate using a Public Key infrastructure 
or a physical device such as an ATM card, a smart card, a USB 
token device or dongle, or a one-time password-generating 
token), and (iii) Something a personis (for example, biometric 
features Such as a fingerprint). 
0004 Internet banking user interfaces typically are secure 
sites (generally employing the https protocol) so that all infor 
mation traffic—including the password is encrypted, mak 
ing it next to impossible for a third party to obtain or modify 
information after it is sent. However, encryption alone does 
not prevent bad actors from misappropriating passwords 
through brute force cracking methods, illicit Surveillance, 
“malware' or other tools to intercept a password as it is 
entered on an insecure computer, pharming (redirecting an 
individual's web request to another location), phishing (the 
act of sending an email to a user falsely claiming to be an 
established enterprise in an attempt to scam the user into 
Surrendering private information), social engineering, or 
unauthorized access to password store facilities. Conse 
quently single-factor authentication, such as the password 
used in many corporate computing environments, is consid 
ered inadequate for highly sensitive banking transactions 
involving access to customer information or the movement of 
funds to other parties, 
0005. The federal banking regulators in the United States 
have directed financial institutions to implement multifactor 
authentication, layered security, or other controls reasonably 
calculated to mitigate the risks of fraud and or malicious 
misappropriation of passwords. Such controls preferably will 
include a multi-factor authentication method and system 
coupled with an intrusion detection system, i.e., a method and 
system for identifying persons attempting to use a misappro 
priated password to access the Internet banking system. 
0006. There are disadvantages associated with use of 
“something the customer has as an authentication factor for 
use in Internet banking transactions. Biometric readers typi 
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cally include specialized equipment which are expensive to 
install, costly to maintain, and tend to limit the consumer's 
choices of where to access the Internet banking services. 
Requiring the customer to use a digital certificate or hardware 
token decreases ease of use and increases installation and 
maintenance costs. All of these disadvantages detract from 
the core benefits of Internet banking, ease of use and conve 
nience. Research confirms that many consumers prefer other 
authentication measures (such as challenge questions) over 
hardware tokens. What is needed is a method and system for 
mitigating the risks of fraud in Internet banking that balances 
the ease of use and convenience advantages of Internet bank 
ing with reasonably effective security precautions. 
0007 An intrusion detection system can be a valuable part 
of any system of controls intended to detect and deter fraudu 
lent use of Internet banking services. Generally speaking, 
intrusion detection systems utilize two major principles: 
anomaly detection, which relies on flagging anomalous or 
abnormal behavior, and signature detection, which flags 
behavior that corresponds to previously-defined pattern sig 
natures of known intrusions. A signature detection system, 
however, may not be able to detect novel intrusion pattern 
signatures. One problem with anomaly detection is that there 
may be a high rate of false positives (i.e., falsely indicating the 
presence of a potential intruder), which require time and 
effort to sort out and may affect the ease and convenience of 
the Internet Banking services. What is needed is an applica 
tion intrusion detection system that that balances the ease of 
use and convenience advantages of Internet banking with 
reasonably effective security precautions. 

SUMMARY 

0008. A method and system are provided for mitigating 
risk of fraud in Internet banking. In an embodiment, an end 
user requests access from a remote site to the host site for the 
Internet banking services of a financial institution and satis 
fies an initial authentication requirement, preferably compris 
ing providing a valid userID and password associated with a 
known customer of the financial institution. The login request 
includes several attributes, including in an embodiment an 
Internet protocol (IP) or other Internet network address for the 
remote site, a browser ID for the user's browser, the time of 
day, and the time since the last log on. The improbability of 
individual attributes of the current login request is calculated, 
and a composite score is created that measures the improb 
ability of several of the attributes. If the composite score 
exceeds a threshold of improbability, an additional authenti 
cation method is required before the user receives access to 
the Internet banking host site. In an alternative embodiment 
the user receives access to the web site, but has to satisfy the 
additional authentication requirement before receiving 
access to particular transaction pages. In an embodiment 
reports are provided to the financial institution to identify 
unusual login activity, on a regular basis (e.g., daily) and in 
real time. 
0009. A method is provided which, in an embodiment, 
comprises the steps of receiving from a remote site a request 
for access to a financial institution's Internet banking site, 
said request having satisfied a first authentication require 
ment associated with a customer of the financial institution 
and said request having two or more attributes, calculating a 
score corresponding to a measure of improbability of the 
occurrence of at least two of the attributes, and conditioning 
approval of the request on satisfaction of a second authenti 
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cation requirement if the score exceeds a configurable thresh 
old. In an alternative embodiment, the method comprises the 
steps of receiving from a remote site a request for access to a 
financial institution's Internet banking site, determining that 
the request is unusual based on the improbability of occur 
rence of a plurality of attributes of the request; and reporting 
the request to the financial institution. 
0010. A system is provided which, in one embodiment 
includes a server and an authentication module that receives a 
request for access to a financial institution's Internet Banking 
site, determines whether the request is unusual based on the 
improbability of occurrence of attributes of the request, and 
reports the unusual request to the financial institution. An 
alternative embodiment of the system comprises a session 
statistics module, which computes an improbability measure 
of attributes of the request, an additional authorization mod 
ule, which requires satisfaction of two or more authentication 
requirements if the improbability measure exceeds a config 
urable threshold, and optionally a reporting module to report 
session attributes and improbability measures to the financial 
institution. Further alternative embodiments include a system 
comprising a server and memory and a computer-readable 
storage medium containing instructions to perform the steps 
of the methods described herein. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0011 FIG. 1 depicts a high level view of an Internet bank 
ing system according to a preferred embodiment of the 
present invention. 
0012 FIG. 2 depicts a high level view of the components 
of a system for implementing intruder detection and multi 
factor authentication in Internet banking according to a pre 
ferred embodiment of the present invention. 
0013 FIG.3 is a flow chart showing the steps of evaluating 
and reacting to a customer login according to a preferred 
embodiment of the present invention. 
0014 FIG. 4 is a flow chart showing the steps of calculat 
ing a composite score of authentication attributes according 
to a preferred embodiment of the present invention. 
0015 FIG. 5 is an image of an exemplar version of an 
immediate or real-time unusual login activity report accord 
ing to a preferred embodiment of the present invention. 
0016 FIG. 6 is an image of an exemplar version of a daily 
unusual login activity report according to a preferred embodi 
ment of the present invention. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENT 

0017. At least three parties will be involved in an Internet 
banking transaction according to an embodiment: a financial 
institution Such as a bank or a credit union, a host entity that 
hosts an Internet banking site for the financial institution, and 
a customer of the financial institution (also referred to as an 
“end user') who uses the financial institution's Internet bank 
ing services. Those of skill in the art will recognize that the 
host entity might host Internet banking sites for multiple 
financial institution simultaneously, or that a financial entity 
could host its own Internet banking site. 
0018. As depicted in FIG. 1 an Internet banking system 
according to an embodiment includes a host site 120 with web 
server 125 and email gateway 127 connected to the Internet 
115 or local area network or other network using routing and 
communication protocols (such as TCP/IP or Ethernet), soft 
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ware and hardware (comprising one or more processors, 
memory, storage devices, routers, and Switchers) familiar to 
those of ordinary skill in the art. An end user accesses the host 
site using browser 108 from a remote site 105 which prefer 
ably is a personal computer with an Internet connection but 
can be any other device capable of remotely accessing host 
site 120, including computer coupled to a local area network, 
a dumb terminal, web appliance, cellphone, Blackberry TM or 
personal digital assistant (PDA). One end user might 
remotely access the host site from more than one different 
remote site; conversely a plurality of different end users may 
use the same remote site to access the Internet banking sys 
tem. The link between remote site 105 and host site 120 
preferably is secured through use of Hypertext Transfer Pro 
tocol (HTTP) interaction over an encrypted Secure Sockets 
Layer or Transport Layer Security transport mechanism (HT 
TPS), although other means of providing a secure connection 
(such as a virtual private network) may also be used. 
0019 Remote terminal 105 is associated with a unique 
network address 110, such as an Internet protocol (IP) 
address, that identifies a high level network associated with 
the address, such as the Class A, B and C networks identified 
in the first octet of an IP address in version 4 of the IP protocol. 
(0020 Browser 108 preferably is an Internet browser (such 
as Microsoft Internet Explorer version 6.0 or greater, 
Netscape Navigator or Safari) or other software that enables 
secure bi-directional communication with a remote site over 
the Internet 115 or other network. Preferably communica 
tions from browser 110 to host site 120 sends unique identi 
fying information (also referred to as a footprint, a browser 
ID, or a user agent string) Such as brand of the browser, its 
version number, or the type of hardware or software platform 
on which the browser runs. 

0021 Host site 120 communicates with the financial insti 
tution 170 through an interface 160. Host site 120 preferably 
includes application server 130, including core Internet bank 
ing module 135 and authentication module 200. The system 
includes other components of the Internet banking system 
140, including a database server 145 containing database 150. 
In an embodiment the components of the application server 
130 are Perl virtual machines. 

0022 FIG. 2 depicts a high level view of the functional 
components of authentication module 200, preferably includ 
ing Session Statistics module 210. Additional Authorization 
module 220, Report module 230, Login/initial authentication 
module 240 and next required page module 250. Session 
Statistics module 210 records an end user login (or other 
initial authentication requirement), records the number of 
clicks in an end user session, computes the score at login (as 
described below in connection with step 306), and formats the 
unusual activity reports. Additional Authorization module 
220 determines which additional authentication, if any, is 
required for an end user (based on institution and customer 
settings and weighted score at login), gathers data for and 
sends an immediate report of unusual login, sends a one-time 
security code to customerthrough emailgateway 127, Verifies 
a customer response (one-time security code or question), and 
determines whether a customer is locked out of additional 
authentication. Report module 230 determines which report 
complexity should be sent, if any, to institution, and gathers 
data for and sends regular reports. Next required page mod 
ule 250 determines whether a given web page request by a 
logged-in end user should be responded to with the requested 
page, or another (“required) page such as an additional 
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authentication prompt or a “nag' page requesting/requiring 
that the end user define an email address and security question 
and answer. Login/additional authentication module 240 
handles the processing of the login request, including verify 
ing that the user ID and passcode are valid and non-disabled 
and conform to a customer of financial institution 170. In an 
embodiment, an Oracle table session to customer associates 
an end user with a string identifying a session when the end 
user enters a correct passcode. The end user's web browser 
holds an encrypted version of the session String, so future 
requests that are part of the same session are associated with 
the end user. The existence of the session string indicates that 
the end user has provided a valid user ID and passcode and 
thus satisfied a first authentication requirement. Those of skill 
in the art will appreciate that there are other ways to establish 
and remember that a user has satisfied a first authentication 
requirement. 
0023. In an embodiment, database 150 is an Oracle SQL 
database that maintains the data required by the Internet 
banking system for each financial institution and each end 
user customer of each financial institution. Data is organized 
in database 150 in logical units called Tables. In an embodi 
ment the tables that are used include tables for customer, 
session statistics, customer properties, high Volume ip 
networks, session statistic formula, and institution proper 
ties. A more detailed description of the data stored in each 
table follows. Those of ordinary skill in the art will under 
stand that the data could be organized in numerous other ways 
and cold be stored in one place or distributed over a network. 
0024. The customer table, in an embodiment, contains 
mandatory information about each end user of each financial 
institution in Internet banking system 100, including email 
address (the end user's email address), Verify challenge (the 
security question), Verify response (the user's response to the 
security question), first access date (i.e., the date the customer 
first accessed the Internet banking system), and a disabled 
status flag (which indicates whether a user ID has been dis 
able, thus preventing access to the Internet banking system). 
0025. The customer properties table, in an embodiment, 
contains customer-level options for each end user including: 
what type of additional authentication method has been 
selected by the customer and flags to indicate whether to 
always require additional authentication from the end user, 
whether to never require additional authentication, or 
whether to Suspend the additional authentication requirement 
for the next login only. 
0026. The high volume ip networks table keeps track of 
the possible large Internet networks that might be associated 
with more than one end-user, and includes identifying infor 
mation for the network (such as the octets of the IP address), 
the CIDR size of the network, a descriptive name for the 
network, and flag data indicating whether the network is 
related to or trusted by the host site. 
0027. The session statistic formula table contains 
weights to be assigned to the 4 subscores for creating the 
composite score described below in connection with step 306 
and configuration data for format of the reports preferred by 
each financial institution, including hour of day, IP address, 
browser, interval, minimum score to be given additional 
authentication, and minimum score for a commercial cus 
tomer to be given additional authentication. In an embodi 
ment the financial institution can create rules that compute 
scores based on different combinations of Sessions statistics, 
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and the session statistic formula table also remembers the 
ordering of the rules on the report and the title of the rule. 
0028. The institution properties table contains options for 
each financial institution that is included in the system, 
including the following: whether to require an additional 
authentication for each login, whether to require the customer 
to have his email address, Verify challenge (security ques 
tion), and Verify response (response to the security question) 
set if the institution Supports additional authentication; 
whether to require additional authentication at login, or 
before proceeding with designated transactional pages Such 
as transfers, cash management, bill pay, or financing; and 
priority ranking of additional authentication methods. For 
each of these the table also indicates whether the option is not 
required (or overridden) for commercial customers of the 
financial institution. This table also includes settings for the 
complexity of the immediate unusual login activity report. 
0029. An embodiment uses session statistics as authenti 
cation attributes to compare attributes of a login by a particu 
lar user ID with previous logins by the same user ID. The 
session statistics table contains pre-login statistics including, 
preferably, login time (date and time of login), browser id 
(browser footprint with a hash of User-Agent string), and IP 
address (the IP address from which the customer accesses the 
Internet banking system, which includes information about 
the network and subnetwork containing the IP address), the 
presence of a persistent cookie (i.e., a cookie that remains on 
the end user's computer from session to session) or other 
device ID, and a referrer ID (the Internet address of a referring 
site) and also, preferably, post-login statistics including last 
time (date/time of logout or last click, which can be used to 
determine the duration of a session), and clicks (number of 
clicks by the end-user within a session). In an embodiment, 
the session statistics table contains the login session history 
for each end user for a configurable number of previous 
transactions, preferably 100. 
0030 Research shows that the statistics maintained in the 
session statistics table correlate reasonably well with pre 
dictable patterns of actual usage of Internet banking services 
and thus can be used with confidence to detect unusual login 
activity. Analysis of data relating to all Internet banking trans 
actions of a particular financial institution, using, for 
example, data mining or other query techniques known to 
those of skill in the art, may reveal that other statistics can be 
reliably associated with valid or invalid logins. 
0031 Those of skill in the art will recognize that other 
embodiments may maintain or use other authentication 
attributes in addition to, or in lieu of some orall of the session 
statistics described herein, including data indicating some 
thing the customer has (Smart cards, tokens, certificates), 
Something the customer is (biometric readers), or other indi 
cia of authentication known to those of skill in the art. 
0032 FIG. 3 depicts a flow chart showing the steps of 
evaluating and reacting to a customer login according to an 
embodiment. The process preferably begins with a login step 
303 in which an end-user, using browser 108 from remote 
terminal 105 at Internet address 110, initiates a session by 
establishing a secure link with web server 125 (preferably 
using HTTPS) and obtains access to Internet banking host site 
120 by satisfying an initial authentication requirement. The 
initial authentication requirement preferably requires provid 
ing a user ID and valid passcode (or password) associated 
with a customer of financial institution 170. In an embodi 
ment passcode digests, which correlate customers of the 
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financial institution with hashed values of user IDs and pass 
words, are maintained in a customer passcode table. Those of 
skill in the art will appreciate that other tests can be used to 
satisfy an initial authentication requirement. At this step the 
system preferably checks to ensure that the user ID is not 
disabled (by, for example, repeated failures to satisfy addi 
tional authentication tests, as described in step 360 below). 
Step 306 is next if the user ID is not disabled. Those of skill in 
the art will perceive that the host site 120 can require satis 
faction of the initial authentication requirement as precondi 
tion of access to the host site 120 or access can be freely 
granted with deferral of the initial authentication require 
ment. 

0033. In step 306 a composite score is computed which 
compares the session statistics of the current login with ses 
sion statistics for previous sessions of the current user ID to 
determine a measure of improbability of the attributes for the 
current session. The detailed steps of creating a composite 
score in step 306 according to an embodiment are shown in 
FIG. 4. 

0034. In step 410 of FIG. 4 a Network Score is calculated 
according to an embodiment. Although some customers will 
access the Internet banking system from a static IP address, 
others will access the Internet banking system from IP 
addresses that are dynamic within a network, although the 
network itself remains static. For example, in a current con 
figuration of the Internet service America Online (AOL), an 
AOL user may be dynamically assigned an IP address within 
several different ranges of subnetworks of network 172.XXX. 
XXX.XXX, but each access request that comes from an AOL 
subscriber comes from IP network 172. Thus the first step in 
calculating the Network Score is identifying the network 
value IPN. The network value IPN is the largest network that 
(i) contains the IP address of the current user and (ii) has 
multiple historical logins (which uses the information about 
high Volume networks maintained in the high Volume login 
IP table). The second step is to compute N(IPN), which is the 
number of times that a historical login originated from IPN 
and can be determined from the IPAddress statistics main 
tained in the session statistics table. The third step is to com 
pute the empirical probability p(IPN) of this network appear 
ing. If SN is the number of historical samples of logins and 
MAX(x,y) refers to the maximum of X and y, P(IPN) prefer 
ably is calculated to be the maximum of /1024 and N(IPN) 
divided by SN: 

0035. In an embodiment, the Network Score is a measure 
of improbability of the IP network observed at login, and is 
calculated as the maximum of 10 and the negative logarithm 
base 2 of p(IPN): 

Network Score=MIN(10,-(log(p(IPN)))) 

0036. In step 420 of FIG. 4 a Browser Score is calculated 
according to an embodiment. The Browser value B is the 
browser ID. First N(B), which is the number of times that a 
previous login by this user ID included the browser id B, is 
computed using the browser ID statistics maintained in the 
session statistics table. The second step is to compute the 
empirical probability p(B) of Browser Bappearing. If S is the 
number of historical samples of logins, P(B) preferably is 
calculated to be the maximum of /1024 and N(B) divided by S: 

Jul. 3, 2008 

0037. In an embodiment, the Browser Score is a measure 
of improbability of the occurrence of the Browser ID 
observed at login, and is calculated as the minimum of 10 and 
the negative logarithm base 2 of p(B): 

Browser Score=MIN(10,-(log2(p(B)))) 

0038. In step 430 of FIG. 4 a Time of Day Score is calcu 
lated according to an embodiment. The calculation starts with 
a determination of the number H, which is the hour of the day 
(0 to 24) of the current session. Then, N(H), which is the 
number of times that a historical login previously occurred at 
hour H. and which can be determined from the login time 
statistics maintained in the Session statistics table, is com 
puted. The empirical probability p(H) of a login occurring at 
hour H is then computed. If S is the number of historical 
samples of logins, P(H) preferably is calculated to be the 
maximum of /1024 and N(H) divided by S: 

0039. In an embodiment, the Time of Day Score is a mea 
sure of improbability of the login time statistic observed at 
login, and is calculated as the maximum of 10 and the nega 
tive logarithm base 2 of p(H): 

Time of Day Score=MIN(10,-(log(p(H)))) 

0040. In step 440 of FIG. 4 a Frequency Score is calculated 
according to an embodiment. The calculation starts with the 
Time Since Last Login statistic D, which refers to the number 
of days since the last login, and can be calculated by calcu 
lating the time elapsed between login time and the last time 
value stored in the session statistics table. The next step is to 
retrieve the number Since Last Mean (SLM) which is calcu 
lated as the statistical mean of the difference between the 
login time and last time statistics stores in the session sta 
tistics table for all previous recorded sessions for this user ID. 
The empirical probability of the Time Since Last Login sta 
tistic (p(D)) preferably is calculated as 1 minus e raised to the 
power of negative D divided by SLM: 

0041. In an embodiment, the Frequency Score is a mea 
sure of improbability of the difference between the login 
time and last time values observed at login. In a preferred 
embodiment of the present invention, this number is calcu 
lated as the minimum of 10 and the negative of the logarithm 
base 2 of the minimum of p(D) and 1-p(D): 

Frequency Score=MIN(10,-(log2(MIN(p(D), 1-p 
(D))))) 

0042. Two simplifying assumptions are used in steps 410, 
420, 430, and 440. The first is that the highest value of the 
improbability measure preferably is capped at 10. Values 
other than 10 can also be used. The second assumption is that, 
although the probability measure used in the intermediate 
step would be zero (0) in steps 410, 420, and 430 if the 
browser ID, IP address, and login time were not found in the 
session statistics for any previous recorded sessions, that 
value should be non-zero to avoid having to take a logarithm 
of Zero in the following step. Consequently, the probability 
value calculated in the intermediate step is preferably calcu 
lated as the higher of /1024 or the actual probability number. 
Probability values other than /1024 can be used. 
0043 Although not depicted in FIG.4, improbability mea 
sures can also be determined for the number of clicks in the 
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session and the duration of the session using statistics pref 
erably stored in the session statistics table. 
0044) To calculate an improbability measure for the num 
ber of clicks C in a session, values for C MEAN (which is the 
mean number of the total clicks observed in all previous 
sessions stored in the session statistics table) and C STD 
DEV (which is the standard deviation from the mean of the 
click values stored in the session statistics table) are deter 
mined. In an embodiment the mean and standard deviation 
values are obtained using the avg () and stddev() functions of 
ORACLE, respectively. Next, find the standard normal cumu 
lative distribution of C, C MEAN and C STDDEV. This can 
be found using the equation NORMSDIST(ABS(C-C 
MEAN)/C STDDEV).2), where the ABS function refers to 
the absolute value. The improbability measure for the number 
of clicks is then calculated as MIN(10,-LOG(1-NORMS 
DIST(ABS(C-C MEAN)/C STDDEV).2)). 
0045. To calculate an improbability measure for the dura 
tion D of a session, values for D MEAN (which is the mean 
value of the duration observed in all previous sessions stored 
in the session statistics table) and D STDDEV (which is the 
standard deviation from the mean of the duration values for all 
sessions stored in the session statistics table) are determined. 
The duration value for a session is determined, in an embodi 
ment, by determining the difference between last time and 
login time for each previous session. In an embodiment the 
mean and standard deviation values are obtained using the 
avg ( ) and stddev() functions of ORACLE, respectively. 
Next, find the standard normal cumulative distribution of D, 
D MEAN and D STDDEV. This can be found using the 
equation NORMSDIST(ABS(D-D MEAN)/D STDDEV), 
2), where the ABS function refers to the absolute value. The 
improbability measure for the duration is then calculated as 
MIN(10,-LOG(1-NORMSDIST(ABS(D-D MEAN)/D 
STDDEV).2)). 
0046 Because the calculations of standard normal cumu 
lative distribution can be computationally intensive, those of 
ordinary skill in the art will appreciate that canned PERL 
modules or pre-computed tables may be used in addition to 
the Oracle Statistics package or other resources. 
0047. In step 450 of FIG. 4 a composite score is calculated. 
The purpose of the composite score is to provide a quantita 
tive measure of how improbable, or anomalous, the user's 
login statistics are from the historical statistics for the user. In 
an embodiment the composite score is preferably calculated 
by taking the average of the Network, Browser, Time of Day 
and Frequency scores. As a first example, if the Network 
score is 10, the Browser score is 10, the Time of Day Score is 
2.3 and the duration score is 1.7, the composite score would 
be 6.0. The same result can be used by multiplying each of the 
scores by a weighting factor of 0.25 and simply adding the 
weighted scores. 
0048 Those of ordinary skill in the art will readily per 
ceive that there are any number of other ways that a composite 
score can be created from the Network, Browser, Time of Day 
and Frequency scores, that other scores can be used in con 
junction with one of more of these scores, and that one or 
more of the scores can be weighted differently than the other 
SCOS. 

0049. In step 460 of FIG. 4 a custom-configured score is 
calculated according to an embodiment. Preferably the finan 
cial institutions can adjust the level of identity risk it is willing 
to tolerate, and this can be adjusted by providing a custom 
configured score. For example, a financial institution could 
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create a custom-configured score based on the average of the 
Network score and the Browser score; other custom-config 
ured scores also can be used based on session statistics or 
other factors. 
0050 Returning to FIG.3, step 320 compares the compos 
ite score computed in step 450 and the custom-configured 
score computed in step 460, if any, to one or more unusual 
activity thresholds. The thresholds can be custom-configured 
to the financial institution's preference to allow the financial 
institution to adjust the amount and types of identity risk it is 
willing to tolerate. In an embodiment the unusual activity 
threshold value is 7.5. A financial institution may use a thresh 
old of 6.0 to trigger additional authentication more often, and 
a financial institution that has been frequently exposed to 
“phishing attacks may use the Unusual Login Activity 
Report to adjust weighted factors to target potential phishing. 
Yet another alternative would be to have a second threshold 
(such as, preferably, when the Browser and Network scores 
are both 10) so that additional authentication is required 
whenever one of the thresholds is exceeded. Those of skill in 
the art will readily perceive that other threshold values, or 
combinations of thresholds, can be used. If the composite 
score calculated in step 450, or the custom-configured score 
calculated in step 460, exceeds any threshold, a Threshold 
Violation Condition is detected and the next step is step 322 in 
FIG. 3. If there is no Threshold Violation Condition detected, 
control passes to step 330 in FIG. 3, discussed below. 
0051 Returning to FIG. 3, step 322 in an embodiment is 
reached after a Threshold Violation Condition. In step 322, a 
report describing Suspicious login activity is generated and 
provided to the financial institution preferably by encrypted 
email and/or online via a website, preferably in real-time. 
Real-time, in this context, means at or about the time the 
condition is detected, as opposed to the daily reports, 
described below, which are prepared and sent to all financial 
institutions on a regular basis. Those of skill in the art will 
appreciate that other methods of alerting Suspicious activity 
can be used, including by way of example cellphone or pager 
alerts. 

0.052 FIG. 5 shows an exemplary version of an immediate 
or real time Unusual Login Activity Report 500 sent to the 
financial institution in the event of a Threshold Violation 
Condition. The Unusual Login Activity Report preferably 
reports the following: access ID; whether or not the end user 
trying to access the system is in temporary DISABLED status 
due to, for example, inability to log in during an additional 
authentication process; phone, email address; first access 
date; Login Time; Login IP; IP Country; Score at Login, 
which is the composite score calculated in step 306; the Time 
of Day Score computed in step 430 as described above; the 
Network score computed in step 410 as described above; the 
Browser score computed in step 420 as described above; and 
the Frequency score computed in step 440 as described above. 
The Unusual Login Activity Report preferably can be config 
ured to show additional information such as a combination of 
scores, including preferably a combination of the Network 
Score and Browser Score. 

0053 Step 324 in FIG. 3 is reached, in an embodiment, 
after a Threshold Violation Condition has been detected. In 
step 324 the customer properties table is queried to deter 
mine whether additional authentication is required in the 
event of a Threshold Violation Condition. If no additional 
authentication is required, in an embodiment the user is 
allowed to proceed beyond the login page and is cleared for 
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full access to host site 120, the Internet Banking (IB) site, as 
shown in step 326. If additional authentication is required, the 
next step is step 328, discussed below, which evaluates the 
timing of the request for additional authentication. 
0054 Step 330 is reached when there is no Threshold 
Violation Condition detected in step 320. In step 330 the 
customer properties table is queried to determine whether 
additional authentication is required even in the absence of a 
Threshold Violation Condition. If additional authentication is 
not required in the absence of a Threshold Violation Condi 
tion, in a preferred embodiment the user is allowed to proceed 
beyond the login page and is cleared for full access to the host 
site 120, as shown in step 332. If additional authentication is 
required, the next step is step 328. 
0055. In step 328 of an embodiment, the institution prop 
erties table is queried to determine whether additional authen 
tication is required at the login page, i.e., before the user is 
granted access to the Internet banking site, or whether the user 
will be granted access to the Internet banking site but addi 
tional authentication will be required only when the user 
seeks access to one or more transaction pages. If additional 
authentication is required at the login page, the next step will 
be step 340. If additional authentication is deferred until the 
user seeks access to a transaction page, the next step will be 
step 370, described below. 
0056. In step 340 the customer properties table is queried 
to determine what kind of additional authentication is 
required. In an embodiment of the present invention the finan 
cial institution can require, as additional authentication meth 
ods, that the user provide an answer to a security question or 
a one-time personal identification number (PIN), or the user 
can be presented (at the additional authentication screen) with 
the option of either providing the one-time PIN or answering 
the security question. Those of ordinary skill in the art will 
readily perceive that other additional authentication options, 
including but not limited to sending a PIN using text or voice 
to a phone number or as a text message to a cellphone or pager 
or in conjunction with a hardware token, can be required or 
presented as an option in this step 340, and that other methods 
are available to determine which additional authentication 
option is required, including random selection, restriction of 
options based on prior failures to satisfy additional authenti 
cation tests, or selection of a particular authentication option 
based on one or more of the Scores calculated in step 306. If 
the security question option is selected, the next step is step 
351, as discussed below. If the one-time PIN option is 
selected, the next step is 342. 
0057. In step 342 of an embodiment, the selected addi 
tional authentication option is a one-time PIN. The customer 
table is queried to see if there is an email address associated 
with the user ID. If not, it is not possible to complete the 
additional authentication, and the user is informed, in step 
346, that an email address and security question are required 
to access the Internet banking system. If there is an email 
address associated with the userID, the next step is step 343 
where, preferably, a one-time PIN is generated using any 
number of techniques known to those of skill in the art and 
e-mailed to the email address associated with the user ID. In 
step 350 the login processing system queries the user for the 
one-time PIN. If the user enters the one-time PIN that was 
sent to the email address associated with the userID, the user 
is allowed to proceed beyond the login page and is cleared for 
full access to the Internet banking site, as shown in step 352. 
If the user is unable to enter the one-time PIN in step 350 the 
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user is not allowed access to the Internet banking system and 
is not allowed to proceed beyond the login page. In an 
embodiment, the system records the date and time of the test 
and the fact that this user ID has failed an additional authen 
tication test. 
0058. The next step is step 360 in which, in an embodi 
ment, the system checks to determine whether the user has 
previously failed an additional authentication test. If there are 
a predetermined number of failures to satisfy an additional 
authentication test within a pre-determined time interval, 
preferably 3 times in a 24 hours, the user ID is disabled for a 
predetermined period of time, preferably 24 hours, and all 
access is denied, as shown in step 362. If not, the user can 
attempt to begin the login sequence at Step 303 again. 
0059. In step 351 of an embodiment of the invention, the 
additional authentication option selected is a security ques 
tion. The Customer Configuration Settings are queried to 
determine whether there is a security question associated with 
this user ID. If there is no security question, it is not possible 
to complete the additional authentication, and the user is 
informed, in step 346, that an email address and security 
question are required to access the Internet banking system. 
Otherwise, the user is presented with an additional authenti 
cation screen that displays the security question associated 
with the user ID. 
0060. If the user answers the security question correctly in 
step 356, the user is allowed to proceed beyond the login page 
and is cleared for full access to the Internet banking site, as 
shown in step 358. Otherwise, the next step preferably is step 
360, as described above. 
0061 Step 370, in an embodiment, comes after step 328, 
and is reached if additional authentication is not required to 
enter the host site but is required to enter a transaction page. 
In step 370, whenever the user attempts to access a transaction 
page, the institution properties table is queried to determine 
whether this particular transaction page requires additional 
authentication. If the transaction page does not require addi 
tional authentication, the user is allowed access to the trans 
action page (shown in step 372), and the next step returns to 
step 370. If the transaction page requires additional authen 
tication, the next step is step 340, described above. In an 
embodiment the financial institution can elect to require addi 
tional authentication before proceeding with some or all of 
these transactions: bill pay, transfer funds, cash management, 
wire transfers for retail customers, finance transactions, user 
account update pages, and security setting modifications. 
Those of ordinary skill in the art will readily appreciate that 
additional authentication can be required for other types of 
transactions or inquiries. 
0062 Also provided, in an embodiment, is regular report 
ing capability for unusual login activity. FIG. 6 shows an 
exemplar version of a regular, preferably daily. Unusual 
Login Activity Report 600. Report 600 lists all users with a 
predetermined minimum number of previous logins, prefer 
ably 20 to 100, who had session activity the previous day. The 
regular Unusual Login Activity Report preferably reports the 
following: access ID; whether or not the person trying to 
access the system is in temporary DISABLED status due to, 
for example, inability to log in during an additional authen 
tication process; phone, email address; first access date; 
Login Time: Login IP; IP Country; Score at Login, which is 
the composite score calculated in step 306; the Time of Day 
Score computed in step 430 as described above; the Network 
score computed in step 410 as described above; the Browser 
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score computed in step 420 as described above; the Fre 
quency score computed in step 440 as described above; a 
Click Score; Duration Score; and whether the user has bill 
paying privileges. The regular Unusual Login Activity Report 
preferably can be configured to show additional information 
Such as a combination of scores, including, by way of 
example only, a combination of the Network Score and 
Browser Score. The report can be emailed to the financial 
institution or posted on a web site or other resource for down 
load or viewing by the financial institution. 
0063. An embodiment is configurable. Configurable 
options preferably include the following: (i) whether to 
require additional authentication never, based on a Threshold 
Condition Violation, or always; (ii) whether to required addi 
tional authentication for particular predetermined transac 
tions; (iii) different thresholds for retail and commercial cus 
tomers; (iv) choice of security question or one-time PIN (or 
option of either) as security questionnaire; (V) customizable 
content to educate or remind customers of security require 
ments or to customize additional authentication pages; (vi) 
fraud-prevention devices such as account number masking 
for reports and online display on the secure website; and (vii) 
custom fields for unusual login activity reports. Those of 
ordinary skill in the art will understand that other configura 
tion options are possible, and that the system could be 
designed so that so, all, or none of the configurations options 
apply to selected user IDs. 
0064. Those of skill will recognize that the techniques of 
the embodiments described herein may be implemented to 
advantage in a variety of sequential orders and that the present 
invention may be generally implemented in magnetic media 
such as disks, tapes and CD-ROMs or other storage media for 
introduction into a system for mitigating the risk of fraud in 
Internet banking. In such cases, instructions for executing the 
steps described herein in an Internet banking system will be 
embedded in the media. 
0065. Although many embodiments have been described 
in detail, it will be apparent to those skilled in the art that 
many embodiments taking a variety of specific forms and 
reflecting changes, Substitutions and alterations can be made. 
The described embodiments illustrate the scope of the claims 
but do not restrict the scope of the claims. 

1. A method for mitigating the risk of fraud in Internet 
banking, comprising: 

receiving from a remote site a request for access to a 
financial institution's Internet banking site, said request 
having satisfied a first authentication requirement asso 
ciated with a customer of the financial institution and 
said request having two or more attributes; 

calculating a score corresponding to a measure of improb 
ability of the occurrence of at least two of the attributes: 
and 

conditioning approval of the request on satisfaction of a 
second authentication requirement if the score exceeds a 
configurable threshold. 

2. The method of claim 1 wherein the two or more 
attributes comprise the following: 
The Internet network address of the remote site; 
The browser footprint of the remote site: 
The time of day of the request; and 
The time since the last Internet banking transaction by the 
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3. The method of claim 2, wherein the request for access 
seeks initial access to the financial institution's Internet bank 
ing site. 

4. The method of claim 2, wherein the request for access 
seeks access to a transaction page within the financial insti 
tution's Internet banking site. 

5. The method of claim 4, wherein the two or more 
attributes further include one or more of the following: 
number of clicks; and 
duration of session. 

6. The method of claim 1 wherein the measure of improb 
ability is based on a plurality of previous Internet banking 
transactions by the customer. 

7. The method of claim 1 further comprising reporting the 
score to the financial institution. 

8. The method of claim 2 wherein the two or more 
attributes further comprise one or more of the following: 

presence of a persistent cookie; and 
referrer ID. 

9. A method of mitigating the risk of fraud in Internet 
banking comprising: 

receiving from a remote site a request for access to a 
financial institution's Internet banking site; 

determining that the request is unusual based on the 
improbability of occurrence of a plurality of attributes of 
the request; and 

reporting the request to the financial institution. 
10. The method of claim 9 wherein the request is reported 

to the financial institution in real time. 
11. The method of claim 9, further comprising refusing 

access until at least two authentication requirements have 
been satisfied. 

12. A system for mitigating the risk of fraud in Internet 
banking, comprising: 

a server comprising an authentication module wherein the 
authentication module includes instructions for: 

receiving from a remote site a request for access to a 
financial institution's Internet banking site; 

determining that the request is unusual based on the 
improbability of occurrence of a plurality of attributes of 
the request; and 

reporting the request to the financial institution. 
13. The system of claim 12 wherein the authentication 

module further includes instructions for denying the request 
unless two or more authentication requirements are met. 

14. A system for mitigating the risk of fraud in Internet 
Banking, comprising: 

a session statistics module that computes an improbability 
measure of session attributes associated with a request 
for access to a financial institution's Internet banking 
web site; and 

an additional authorization module that requires satisfac 
tion of two or more authentication requirements before 
allowing access to the Internet Banking web site when 
the improbability measure of session attributes exceeds 
a configurable threshold. 

15. The system of claim 14 further comprising a reporting 
module that reports a plurality of session attributes and the 
improbability measure to the financial institution. 

16. A system for mitigating the risk of fraud in Internet 
banking, comprising: 
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a server comprising: 
a processor, and 
a memory containing instructions that are executed by 

the processor for: 
receiving from a remote site a request for access to a 

financial institution's Internet banking site, said 
request having satisfied a first authentication 
requirement associated with a customer of the 
financial institution and said request having a plu 
rality of attributes; 

calculating a score corresponding to a measure of 
improbability of the occurrence of the plurality of 
attributes; and 

conditioning approval of the request on satisfaction of 
a second authentication requirement if the score 
exceeds a configurable threshold. 
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18. A computer readable storage medium comprising 
instructions for mitigating the risk of fraud in Internet bank 
ing by: 

receiving from a remote site a request for access to a 
financial institution's Internet banking site, said request 
having satisfied a first authentication requirement asso 
ciated with a customer of the financial institution and 
said request having a plurality of attributes; 

calculating a score corresponding to a measure of improb 
ability of the occurrence of the plurality of attributes: 
and 

conditioning approval of the request on satisfaction of a 
second authentication requirement if the score exceeds a 
configurable threshold. 
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