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DATA BACKUP

Background

[001] Organizations may need to deal with a vast amount of business data these days,
which could range from a few terabytes to multiple petabytes of data. Loss of data
or inability to access data may impact an enterprise in various ways such as loss of

potential business and lower customer satisfaction.

Brief Description of the Drawings

[002] For a better understanding of the solution, embodiments will now be described,

purely by way of example, with reference to the accompanying drawings, in which:

[003] FIG. 1is a diagram of an example system for data backup;

[004] FIG. 2 is a block diagram of an example computing device for data backup;

[005] FIG. 3 is a block diagram of an example method for data backup; and

[006] FIG. 4 is a block diagram of an example system for data backup.

Detailed Description

[007] Organizations may back up their data for various reasons. For instance, in order
to recover data after its loss, or to recover data from an earlier time. Organizations
may back up their data to a backup storage system or device. A backup storage

system may include, for example, a secondary storage media such as external hard
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disk drives, solid-state drives (SSD), a storage array, USB flash drives, storage tapes,

CDs, and DVDs.

[008] In an instance, an approach to data backup may include taking snapshots of
volumes of a storage system, and then backing up the data of those snapshots to
another storage system or device. Backup solutions using such approach do not
consider whether the data being read from the snapshot is from a written page or
from an unwritten page. While reading from a snapshot, there is no mechanism that
verifies the validity of a page to which a read request is sent. Thus, taking back up of
a snapshot without considering the validity of page have drawbacks. For instance, it
may cause unnecessary utilization of storage system resources (for example, storage
controller processing power, memory, and 10 bandwidth) if the I/O read requests
are for unwritten pages. Further, additional 1/0 load from back up clients may affect
the main 1/0 load from various hosts and other applications. It may also lead to
unnecessary utilization of SAN resources (for example, Host Bus Adaptor (HBA),
switches and network bandwidth). Furthermore, I/O read requests to unwritten
pages of snapshots may go all the way to a storage system for processing even
though there may not be any returnable data. This may affect the performance of

backup clients especially when there are a large number of unwritten pages.

[009] To address these issues, the present disclosure describes various examples for
data backup. In an example, an 1/O module on a computing system may receive an
I/0 request for a snapshot of a storage volume on a storage system. The 1/0 module
may determine whether the snapshot is supported by the I/O module. In response
to the determination that the snapshot is supported by the 1/0 module, the 1/O
module may determine whether the 1/0 request is for a written or an unwritten
page of the snapshot. If the I/O request is for the unwritten page of the snapshot,
the request may be completed by the I/O module, and the I/0 request is not sent to
the storage system. If the 1/O request is for the written page of the snapshot, the 1/0

module may send the 1/0 request to the storage system, for processing.
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[0010] In an instance, the proposed solution provides an efficient mechanism of
handling 1/0 read requests that are targeted to unwritten pages of a snapshot. The
proposed solution reduces /O load and resource utilization on storage systems, and

improves the performance of data backup solutions.

[0011] A “written page” may be defined as a page of a storage volume that has been
written to at least once, for example, by a computing device. An “unwritten page”
may be defined as a page of a storage volume that has not been written to even

once. An unwritten pages may contain “zeroes” only.

[0012] FIG. 1 is a block diagram of an example computing environment 100 for data
backup. Computing environment 100 may include a computer system 102, and a
storage system 104. Although only one computer system, and one storage system is
shown in FIG. 1, other examples of this disclosure may include more than one

computer system, and more than one storage system.

[0013] Computer system 102 be any type of computing device capable of executing
machine-readable instructions. Examples of computer system 102 may include,
without limitation, a server, a desktop computer, a notebook computer, a tablet
computer, a thin client, a mobile device, a personal digital assistant (PDA), a phablet,
and the like. In an example, computer system may include one or more applications,
for example, an email application and a database. In an example, computer system

may be referred as a host system.

[0014] In an example, storage system 104 may be an internal storage device, an
external storage device, or a network attached storage device. Some non-limiting
examples of storage system may include a hard disk drive, a storage disc (for
example, a CD-ROM, a DVD, etc.), a storage tape, a solid state drive, a USB drive, a
Serial Advanced Technology Attachment (SATA) disk drive, a Fibre Channel (FC) disk
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drive, a Serial Attached SCSI (SAS) disk drive, a magnetic tape drive, an optical
jukebox, and the like. In an example, storage system 104 may be a Direct Attached
Storage (DAS) device, a Network Attached Storage (NAS) device, a Redundant Array
of Inexpensive Disks (RAID), a data archival storage system, or a block-based device
over a storage area network (SAN). In another example, storage system 104 may be
a storage array, which may include one or more storage drives (for example, hard

disk drives, solid state drives, etc.).

[0015] In an example, the physical storage space provided by storage system 104
may each be presented as a logical storage space. Such logical storage space (also
referred as “logical volume”, “virtual disk”, or “storage volume”) may be identified
using a “Logical Unit Number” (LUN). In another instance, physical storage space
provided by storage system 104 may be presented as multiple logical volumes. In
such case, each of the logical storage spaces may be referred to by a separate LUN.
Thus, if storage system 104 is a physical disk, a LUN may refer to the entire physical
disk, or a subset of the physical disk or disk volume. In another example, if storage
system 104 is a storage array comprising multiple storage disk drives, physical
storage space provided by the disk drives may be aggregated as a logical storage
space. The aggregated logical storage space may be divided into multiple logical
storage volumes, wherein each logical storage volume may be referred to by a
separate LUN. LUNs, thus, may be used to identify individual or collections of
physical disk devices for address by a protocol associated with a Small Computer
System Interface (SCSI), Internet Small Computer System Interface (iSCSI), or Fibre

Channel (FC). In an example, storage system 104 may include one or more snapshots

(for example, 114) of a storage volume.

[0016] Computer system 102 may be in communication with storage system 104, for
example, via a network. The computer network may be a wireless or wired network.
The computer network may include, for example, a Local Area Network (LAN), a

Wireless Local Area Network (WAN), a Metropolitan Area Network (MAN), a Storage
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Area Network (SAN), a Campus Area Network (CAN), or the like. Further, the
computer network may be a public network (for example, the Internet) or a private

network (for example, an intranet).

[0017] Computer system 102 may communicate with storage system 104 via a suitable
interface or protocol such as, but not limited to, Internet Small Computer System
Interface (iSCSI), Fibre Channel, Fibre Connection (FICON), HyperSCSl, and ATA over

Ethernet.

[0018] In the example of FIG. 1, computer system (or host system) 102 may include an
I/0 module 112. The term “module” may refer to a software component (machine
readable instructions), a hardware component or a combination thereof. A module
may include, by way of example, components, such as software components,
processes, tasks, co-routines, functions, attributes, procedures, drivers, firmware,
data, databases, data structures, Application Specific Integrated Circuits (ASIC) and
other computing devices. A module may reside on a volatile or non-volatile storage
medium and configured to interact with a processor of a computing device (e.g.

100).

[0019] In an example, 1/0 module may include a dispatch read I/0 module, a read 1/0
validation module, I/O request completion module, a driver initialization module,
and a snapshot data layout bitmap management module (not shown in Fig. 1).
Some of the example functionalities that may be performed by dispatch read 1/0
module, read I/O validation module, 1/0 request completion module, driver
initialization module, and snapshot data layout bitmap management module are

described in reference to FIG. 2 below.

[0020] FIG. 2 is a block diagram of an example computing device 200 for data backup.
In an example, computing device 200 may be analogous to computer system 102 of

FIG. 1, in which like reference numerals correspond to the same or similar, though
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perhaps not identical, components. For the sake of brevity, components or
reference numerals of FIG. 2 having a same or similarly described function in FIG. 1
are not being described in detail in connection with FIG. 2. Said components or

reference numerals may be considered alike.

[0021] Computing device 200 may be any type of computing system capable of
executing machine-readable instructions. Examples of the computing device 200
may include, without limitation, a server, a desktop computer, a notebook
computer, a tablet computer, a thin client, a mobile device, a personal digital

assistant (PDA), a phablet, and the like.

[0022] Computing device 200 may include an I/O module 202. In an example, 1/0
module 202 may be analogous to I/O module 112 of FIG. 1. In an example, I/O
module may include a dispatch read 1/0 module 204, a read 1/0 validation module
206, 1/0 request completion module 208, a driver initialization module 210, and a

snapshot data layout bitmap management module 212.

[0023] In an example, driver initialization module 210 may get initiated when 1/0
module is loaded on computer system 102, or when a snapshot is presented to
computer system 102. In an instance, the snapshot may be present on storage
system 104. Upon initiation, driver initialization module 210 may issue a
command(s) to a storage system (for example, 104) that includes the snapshot to
obtain information related to the snapshot. In an instance, the command(s) may be
specific to the storage system used to store the snapshot. Some non-limiting
examples of the information related to the snapshot may include information
related to page size in the snapshot, number of pages in the snapshot, and a bitmap
of pages in the snapshot. The size of the page in the snapshot may vary according to
the storage system that stores the snapshot. The page numbers corresponding to a
Logical block addressing (LBA) may be determined based on the page size in the

snapshot. The number of bits in snapshot bitmap page is equal to the number of
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pages in the snapshot. Each bit of the bitmap may indicate whether a page is written

or unwritten.

[0024] In an instance, the obtained information may be stored in snapshot data layout
bitmap management module 212. In an instance, the information stored in snapshot
data layout bitmap management module 212 may be refreshed when the 1/0
module is loaded on computer system 102, or when a snapshot is presented to

computer system 102.

[0025] In an example, dispatch read I/O module 204 may receive or intercept an 1/0
request sent to a snapshot of a storage volume. The snapshot may be present on
storage system 104. In an example, the 1/O request may be sent by a computer
application (for example, a backup application) on computer system. In an instance,
the 1/0 request may be sent to the snapshot to initiate (or during) data backup from
the snapshot to another storage device or system (not shown in Fig. 1). Such
storage device or system may be an internal storage device, an external storage
device, or a network attached storage device. Some non-limiting examples of a
storage system that may be used for data backup may include a hard disk drive, a
storage disc (for example, a CD-ROM, a DVD, etc.), a storage tape, a solid state drive,
a USB drive, a Serial Advanced Technology Attachment (SATA) disk drive, a Fibre
Channel (FC) disk drive, a Serial Attached SCSI (SAS) disk drive, a magnetic tape drive,
an optical jukebox, and the like. In an example, the storage system used for data
backup may be a Direct Attached Storage (DAS) device, a Network Attached Storage
(NAS) device, a Redundant Array of Inexpensive Disks (RAID), a data archival storage
system, or a block-based device over a storage area network (SAN). In another
example, the storage system used for data backup may be a storage array, which
may include one or more storage drives (for example, hard disk drives, solid state

drives, etc.).
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[0026] Upon receipt, dispatch read 1/0 module 204 may forward the 1/0 request to
read 1/O data validation module 206. Read 1/O data validation module 206 may
determine whether the 1/O request is for an unwritten or a written page of the
snapshot. In an instance, read 1/O data validation module 206 may first determine
whether the 1/0 request is for a snapshot supported by the 1/0 module. In an
instance, in order to make this determination, read I/O data validation module 206
may refer to data stored in snapshot data layout bitmap management module 212.
Based on the data stored therein, if read 1/0O data validation module determines that
the snapshot is supported by the I/O module, read I/O data validation module may
proceed to determine whether the 1/0 request is for an unwritten or a written page
of the snapshot. In an instance, in order to make this determination, read 1/0 data
validation module 206 may refer to data stored in snapshot data layout bitmap

management module 212.

[0027] Read 1/0 data validation module 206 may identify the pages to which the LBA
range in the 1/O request maps to and refer to the snapshot’s page bitmap in the
snapshot data layout bitmap management module, to determine whether the 1/0
request is for the written page or the unwritten page of the snapshot. If read I/O
data validation module determines that the 1/0 request is for a written page of the
snapshot, the 1/O request may be sent to the next layer of the operating system
storage stack for further processing. In other words, read 1/0O data validation module
may send the 1/O request to the storage system that stores the snapshot for further

processing.

[0028] On the other hand, if read 1/O data validation module 206 determines that the
I/O request is for an unwritten page of the snapshot, read 1I/O data validation
module may send the 1/O request to I/O request completion module 208 for
processing. In other words, the I/O request may be processed by the 1/0 module
itself. In an instance, read 1/O data validation module may complete the 1/0O request

in the 1/0 module by filling the allocated data buffer with zeroes and returning the
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output to an upper layer of the stack. The I/0O request is not sent to the next layer of
the operating system storage stack for further processing and, therefore, may not be

forwarded to the storage system that stores the snapshot.

[0029] In an instance, I/0O module 202 may be a device-specific module (DSM). In such
case, I/0 module 202 may include information related to a storage manufacturer’s
hardware. In an instance, I/O module 202 may include information related to
hardware of storage system 104. In another instance, I/0 module 202 may be as
storage filter driver. In a yet another instance, I/O module 202 may be part of a data
backup application. In another instance, I/0 module 202 may part of a storage stack

on a computer system (for example, 102).

[0030] FIG. 3 is a block diagram of an example method 300 for data backup. The
method 300, which is described below, may be partially executed on a computer
device such as computing system 102 of FIG. 1, and computing device 200 of FIG. 2.
However, other suitable computing devices may execute method 300 as well. At
block 302, an 1/0 module on a computing system (for example, 102) may intercept
an 1/0 request sent to a snapshot of a storage volume for backing up data stored in
the snapshot. At block 304, the 1/0 module may determine whether the 1/0 request
is for an unwritten page of the snapshot. At block 306, if the I/O request is for the
unwritten page of the snapshot, the I/O module may itself complete request. In such
case, the I/0 module may not send the I/O request to a storage system (for example,
104) that stores the snapshot for further processing. On the other hand, if the 1/0
request is for a written page of the snapshot, the 1/0 module may send the I/O
request to a storage system (for example, 104) that stores the snapshot for further

processing.

[0031] FIG. 4 is a block diagram of an example system 400 for data backup. System 400
includes a processor 402 and a machine-readable storage medium 404

communicatively coupled through a system bus. In an example, system 400 may be
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analogous to systems 102 and 104 of FIG. 1, and computing device 200 of FIG. 2.
Processor 402 may be any type of Central Processing Unit (CPU), microprocessor, or
processing logic that interprets and executes machine-readable instructions stored
in machine-readable storage medium 404. Machine-readable storage medium 404
may be a random access memory (RAM) or another type of dynamic storage device
that may store information and machine-readable instructions that may be executed
by processor 402. For example, machine-readable storage medium 404 may be
Synchronous DRAM (SDRAM), Double Data Rate (DDR), Rambus DRAM (RDRAM),
Rambus RAM, etc. or storage memory media such as a floppy disk, a hard disk, a CD-
ROM, a DVD, a pen drive, and the like. In an example, machine-readable storage

medium may be a non-transitory machine-readable medium.

[0032] Machine-readable storage medium 404 may store instructions 406, 408, 410,
and 412. In an example, instructions 406 may be executed by processor 402 to cause
an 1/0 request to be issued, by a data backup application, to a snapshot of a storage
volume. Instructions 408 may be executed by processor 402 to cause the data
backup application to determine whether the I/O request is for a written page or an
unwritten page of the snapshot. Instructions 410 may be executed by processor 402
to cause the data backup application to send the I/O request to the snapshot, if the
I/O request is for the written page of the snapshot. Instructions 410 may be
executed by processor 410 to cause the data backup application to complete the 1/0

request, if the I/0 request is for the unwritten page of the snapshot.

[0033] For the purpose of simplicity of explanation, the example method of FIG. 4 is
shown as executing serially, however it is to be understood and appreciated that the
present and other examples are not limited by the illustrated order. The example
systems of FIGS. 1, 3, and 4, and method of FIG. 4 may be implemented in the form
of a computer program product including computer-executable instructions, such as
program code, which may be run on any suitable computing device in conjunction

with a suitable operating system (for example, Microsoft Windows, Linux, UNIX, and
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the like). Examples within the scope of the present solution may also include
program products comprising non-transitory computer-readable media for carrying
or having computer-executable instructions or data structures stored thereon. Such
computer-readable media can be any available media that can be accessed by a
general purpose or special purpose computer. By way of example, such computer-
readable media can comprise RAM, ROM, EPROM, EEPROM, CD-ROM, magnetic disk
storage or other storage devices, or any other medium which can be used to carry or
store desired program code in the form of computer-executable instructions and
which can be accessed by a general purpose or special purpose computer. The
computer readable instructions can also be accessed from memory and executed by

a processor.

[0034] It should be noted that the above-described examples of the present solution is
for the purpose of illustration only. Although the solution has been described in
conjunction with a specific example thereof, numerous modifications may be
possible without materially departing from the teachings and advantages of the
subject matter described herein. Other substitutions, modifications and changes
may be made without departing from the spirit of the present solution. All of the
features disclosed in this specification (including any accompanying claims, abstract
and drawings), and/or all of the steps of any method or process so disclosed, may be
combined in any combination, except combinations where at least some of such

features and/or steps are mutually exclusive.
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Claims:

What is claimed is:

1. A method of data backup, comprising:

intercepting, by an I/0 module on a computing system, an I/O request sent to a
snapshot of a storage volume on a storage system, for backing up data stored in the
snapshot;

determining, by the 1/O module, whether the 1/0O request is for an unwritten
page of the snapshot; and

if the 1/0 request is for the unwritten page of the snapshot, completing the I/0

request by the I/O module.

2. The method of claim 1, wherein determining whether the I/O request is for the
unwritten page of the snapshot, comprises:

obtaining, by the 1/0 module, information related to the snapshot from the
storage system; and

determining, by the I/O module, that the 1/0 request is for the unwritten page of

the snapshot, based on the obtained information.

3. The method of claim 1, further comprising:

determining, by the 1/0 module, whether the 1/0 request is for a written page of
the snapshot; and

if the 1/O request is for the written page of the snapshot, sending, by the I/O

module, the /0 request to the storage system.

4. The method of claim 3, wherein determining whether the 1/O request is for the
written page of the snapshot, comprises:
obtaining, by the 1/0 module, information related to the snapshot from the

storage system; and
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determining, by the 1/0 module, that the 1/0 request is for the written page of

the snapshot, based on the obtained information.

5. The method of claim 1, wherein the I/O request is sent by a data backup application

for backing data stored in the snapshot to another storage system.

6. The method of claim 1, wherein the I/O module is a storage filter driver.

7. The method of claim 1, wherein the I/0 module is a Device Specific Module (DSM).

8. The method of claim 1, further comprising:
determining, by the 1/0 module, that the snapshot is supported by the 1/O

module.

9. A system for data backup, comprising:

a dispatch read 1/0 module to intercept an I/O request intended for a snapshot
of a storage volume;

a read 1/0 module to determine whether the 1/O request is for a written or an
unwritten page of the snapshot and, if the 1/O request is for the written page of the
snapshot, send the I/O request to a storage system that stores the snapshot; and

an 1/O request completion module to complete the I/O request, if the 1/O

request is for the unwritten page of the snapshot.
10. The system of claim 9, further comprising a snapshot data layout bitmap
management module to obtain and store information related to the snapshot from the

storage system.

11. The system of claim 10, wherein the read I/0 module is to:
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determine, based on the information stored in the snapshot data layout bitmap
management module, whether the 1/0 request is for the written page or the unwritten

page of the snapshot.

12. The system of claim 10, wherein the information includes one of page size in the

snapshot, number of pages in the snapshot, and a bitmap of pages in the snapshot.

13. A non-transitory machine-readable storage medium comprising instructions for data
backup, the instructions executable by a processor to:

cause an /O request to be issued, by a backup application, to a snapshot of a
storage volume;

cause the backup application to determine whether the 1/O request is for a
written page or an unwritten page of the snapshot;

cause the backup application to send the 1/0O request to the snapshot, if the 1/O
request is for the written page of the snapshot; and

cause the backup application to complete the I/O request, if the 1/0 request is

for the unwritten page of the snapshot.

14. The storage medium of claim 13, wherein the 1/O request to the snapshot is for

backing up data stored in the snapshot to a storage system.

15. The storage medium of claim 13, further comprising instructions to stop sending the

I/0 request to the snapshot, if the 1/0 request is for the unwritten page of the snapshot.
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