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ABSTRACT

Embodiments of the invention introduce efficient methods for securely generating a cryptogram
by a user device, and validating the cryptogram by a server computer. In some embodiments, a
5

secure communication can be conducted whereby a user device provides a cryptogram without
requiring the user device to persistently store an encryption key or other sensitive data used to
generate the cryptogram. For example, the user device and server computer can mutually
authenticate and establish a shared secret. Using the shared secret, the server computer can
derive a session key and transmit key derivation parameters encrypted using the session key to

10

the user device. The user device can also derive the session key using the shared secret, decrypt
the encrypted key derivation parameters, and store the key derivation parameters. Key
derivation parameters and the shared secret can be used to generate a single use cryptogram
key. The cryptogram key can be used to generate a cryptogram for conducting secure
communications.

METHODS FOR SECURE CRYPTOGRAM GENERATION

CROSS-REFERENCES TO RELATED APPLICATIONS
[0001]
5

The present application is a divisional application from Australian Patent

Application No. 2015308608, the entire disclosure of which is incorporated herein by
reference.

BACKGROUND
[0002]
10

As user devices such as NFC-enabled mobile phones and contactless cards

continue to increase in popularity, maintaining the security of payment and other
transactions continues to be a concern. For instance, in order to conduct a payment
transaction, it is typically necessary to authenticate the user device. One method for
authenticating a user device is through the use of a cryptogram generated by the device. A
cryptogram may be an encrypted data element that can be validated for authenticity by a

15

trusted entity, such as a payment network or other entity that authorizes a transaction (e.g.,
access to a document or a building). However, an attacker may attempt to eavesdrop on a
transaction (e.g., by conducting man-in-the-middle attack). Thus, an attacker may attempt to
intercept a cryptogram transmitted by the user. If determined, the cryptogram could be used
for illicit purposes.

20

[0003]

Further complicating matters is the security of the user device itself. In some

cases, the user device may be compromised or otherwise untrustworthy, so that it would be
inadvisable to store persistent secure credentials, such as a static cryptogram generation key
on the device. Conducting a secure transaction in such circumstances may pose a challenge.
[0004]
25

Embodiments of the present invention address these problems and other problems

individually and collectively.
[0004a]

A reference herein to a patent document or any other matter identified as prior art,

is not to be taken as an admission that the document or other matter was known or that the
information it contains was part of the common general knowledge as at the priority date of
any of the claims.
30

1

BRIEF SUMMARY
[0005]

According to an aspect of the present invention, there is provided a method

comprising performing, by a user device: determining a key pair comprising a first public
key and a first private key; generating a request shared secret using the first private key and
5

a static server public key; encrypting identification data using the request shared secret to
obtain encrypted identification data, the identification data identifying the user device and/or
a user of the user device; sending, over a secure communication channel to a server
computer, a request message including the first public key and the encrypted identification
data; receiving, from the server computer, first registration data over a second

10

communication channel separate from the secure communication channel; receiving, from
the server computer, a response message including a first blinded server public key;
determining a first response shared secret using the first private key and the first blinded
server public key; generating a first cryptogram key using the first response shared secret;
encrypting the first registration data using the first cryptogram key to generate a first

15

registration cryptogram; and sending the first registration cryptogram to the server computer,
wherein the server computer authenticates the user device using the first registration
cryptogram.
[0005a]

According to another aspect of the invention, there is provided a method

comprising performing, by a server computer: receiving, over a secure communication
20

channel, a provisioning request message from a user device, the provisioning request
message including a first public key and encrypted request data including encrypted
identification data; determining, by the server computer, a request shared secret using the
first public key and a static server private key; decrypting the encrypted request data using
the request shared secret to obtain request data including identification data; verifying the

25

identification data corresponds to the user device; sending, over a second communication
channel separate from the secure communication channel, first registration data to the user
device; sending, to the user device, a response message including a first blinded server
public key generated by blinding a static server public key using a first cryptographic nonce;
receiving a user registration cryptogram from the user device; generating a response shared

30

secret using the first cryptographic nonce and a server private key that corresponds to the
static server public key; generating a first cryptogram key using the response shared secret;
encrypting the first registration data using the first cryptogram key to generate a first

2

registration cryptogram; and verifying, by the server computer, the user registration
cryptogram by comparing the user registration cryptogram to the first registration
cryptogram, wherein the user device is authenticated if the first registration cryptogram is
verified.
5

[0005c]

Embodiments of the invention relate to systems and methods for securely

generating a cryptogram. In some embodiments, implementation for the cryptogram
generation methods described herein can be unique or with limited scope to devices without
secure elements or specific hardware protection for secrets. For a given protected value,
devices that are configured identically and devices that do not have hardware protecting
10

secrets are subject to a higher threat. In sonic embodiments, a user device can be configured
to determine an ephemeral key pair comprising an ephemeral public key and an ephemeral
private key, generate a first shared secret using the ephemeral private key and a static server
computer public key, encrypt request data using the first shared secret to obtain encrypted
request data, and send a provisioning request message including the encrypted request data

15

and the ephemeral public key to a server computer.
[0006]

The server computer can be configured to receive the provisioning request

message including the encrypted request data and the ephemeral public key from the user
device, generate the first shared secret using the ephemeral public key and a static server
computer private key, decrypt the encrypted request data using the first shared secret to
20

obtain request data, generate a second shared secret using a blinded static server computer
private key and the ephemeral public key, encrypt the credentials using the second shared
secret to determine encrypted response data, and send a provisioning response message to
the user device, the provisioning response message including the encrypted response data
and a blinded static server computer public key. In some embodiments, the static server

25

computer private key is not blinded. Instead, the second shared secret can be generated using
the static server computer private key and the blinded ephemeral public key.
[0007]

The user device can be configured to receive the provisioning response message

including credentials and a blinded static server computer public key from the server
computer, determine the second shared secret using the ephemeral private key and the
30

blinded static server computer public key, and decrypt the encrypted credentials using the
second shared secret to determine credentials. In some embodiments, the credentials may be
encrypted or decrypted using a second session key derived from the second shared secret.
2a

[0008]

The payload data or credentials may include key derivation parameters that may or

may not include a limited use key (LUK). The key derivation parameters (which may or may
not include the LUK) may be used to derive a cryptogram key that can he used to generate a
cryptogram for conducting a transaction.

2b

100091

The payload data or credentials may also include update parameters that may be

used by the user device to generate an updated shared secret based ona previous shared
secret. in some embodiments, the key derivation parameters may be substantially the same as
the update parameters. In some other embodiments, the key derivation parameters may be
5

different than the update parameters. The key derivation parameters and/or the update
parameters may be unique per user device orper group of user devices so as to prevent mass
offline attacks.
100101

The payload data or credentials may also include cryptogram derivation parameters

that specify how to derive cryptogra s ( grus cptgram keys).
10

[00111

The key derivation parameters, cryptogram derivation parameters, and/or the update

parameters may include a LUK, a specification of which transaction parameters from a given
transaction to use, code for performing the derivation (or an identifier ofwhich derivation
procedure to use) and/or other information related to these parameters. The code can be
implement a personalized derivation method in that it is unique to a device or group of
15

devices, and may be assigned randomly. The code can be signed by the server or other
vendor, so that the user device can authenticate the code.
[00121

The credentials may also include one or more additional shared secret and/or keys

(such as a limited use key (LUK)) shared with server computers (e.g., provisioning server
and/or validation server). Such shared secret and/or keys are preferably unique to a specific
20

user device or a group of user devices.
[00131

For some embodiments, a method is disclosed comprising determining an updated

shared secret using previous shared secret, deriving a cryptogram key using the updated
shared secret, encrypting transaction data to generate a transaction cryptogram, and sending
the transaction cryptogram to a server computer.
25

[0014]

Other embodiments are directed to systems, portable consumer devices, and

computer readable media associated with methods described herein.
100151

A better understanding of the nature and advantages of embodiments of the present

invention may be gained with reference to the following detailed description and the
accompanying drawings.

30
BRIEF DESCRIPTION OF THE DRAWINGS

3

[00161

FIG. I shows anexample payment system, in accordance with some embodiments.

10S171

FIG. 2 shows an example of auser device, in accordance with some embodiments.

[00181

FIG. 3 shows an example of a server computer, in accordance with some

embodiments.
5

10019]

FIGS. 4-5 show an example process or method for securely authenticating to and/or

obtaining response data from a server computer, in accordance with some embodiments.
[00201

FIGS. 6-7 show an example process or method for securely processing a

provisioning requestmessage from a user device and providing a provisioning response
message to the user device, in accordance with some embodiments.
10

10S21]

FIG. 8 shows an example enrollment process or method for provisioning a user

device with a limited use key generated by a server computer, in accordance with some
embodiments.
[00221

FIG. 9 shows an example enrollment process or method for provisioning a user

device with a limited use key generated by a server computer, in accordance with some
15

embodiments.
10S23]

FIG. 10 shows a data flow diagram ofan example enrollment process, in

accordance with some embodiments.
[00241

FIG. I1 shows a block diagram of an example enrollment process, in accordance

with some embodiments.
20

10S25]

FIG. 12 shows an example transaction process or method fer conducting a

transaction, in accordance with some embodiments.
[00261

FIG. 13 shows an example transaction process or method for conducting a

transaction, in accordance with some embodiments,
10S27]
25

FIG. 14 shows a data flow diagram of a transaction process, in accordance with

some embodiments.
[00281

FIG. 15 shows a block diagram of a transaction process, in accordance with some

embodiments.
10J29]

FIG. 16 shows an example renewal process or method for renewing a user device's

enrollment with a server computer .in accordance with some embodiments.

4

100301

FIG. 1? shows an example renewal process or method for renewing a user device's

enrollment with a server computer, in accordance with some embodiments.
[0031]

FIG. 18shows a block diagram of a key renewal process, in accordance with some

embodiments.
5

[00321

FIG, 19 shows a high level block diagram of a computer system that may be used to

implement any of the entities or components described above.
TERMS
[0033]

Prior to discussing embodiments of the invention, description of some terms may be

helpful in understanding embodiments of the invention
10

100341

The term "server computer" may include a computer or cluster of computing

devices. For example. the server computer can be a largemainframe, a minicomputer cluster,
or a group of servers functioning as a unit. In one example, the server computer may be a
database server coupled to a Web server. The server computer may be coupled to a database
and may include any'hardware, software, other logic, or combination of the preceding for
15

servicing the requests from one or more client computers (e.g., user devices). The server
computer may comprise one or more computational apparatuses and may use any of a variety
of computing structures, arrangements, and compilations for servicing the requests from one
or more client computers.
[00351

20

The term "public/private key pair" may include a pair oflinked cryptographic keys

generated by an entity. The public key may be used for public functions such as encrypting a
message to send to the entity or for verifying a digital signaturewhich was supposedlymade
by the entity. The private key, on the other hand may be used for private functions such as
decrypting a received message or applying a digital signature. The public key will usually be
authorized by a body known as a Certification Authority (CA) which stores the public key in

25

a database and distributes it to any other entitywhich requests it. The private keywill
typically be kept in a secure storage medium and will usually only be known to the entity.
However, the cryptographic systems described herein may feature key recovery mechanisms
for recovering lost keys and avoiding data loss. Public and private keys may be in any
suitable format, including those based on RSA or elliptic curve cryptography(ECC).

30

[00361

A "digital signature" may refer to the result of applying an algorithm based on a

public/private key pair, which allows a signing party to manifest, and a verifying party to

5

verify, the authenticity and integrity of a document. The signing party acts by means of the
private key and the verifying party acts by means of the public key. This process certifies the
authenticity of the sender, the integrity of the signed document and the so-called principle of
nonrepudiation, which does not allow disowning what has been signed. A certificate or other
data that includes a digital signature by a signing party is said

be "signed" by the sig

party.
[00371

A "certificate" or "digital certificate" may include an electronic document or data

file that uses a digital signature to bind a public keywith data associatedwith an identity. The
certificate may includeone or more data fields, such as the legal name of the identity, a serial
10

number of the certificate, a valid-from and valid-to date for the certificate, certificate-related
permissions, etc. A certificate may contain a "valid-from" date indicating the first (late the
certificate is valid, and a "valid-to" date indicating the last date the certificate is valid. A
certificate may also contain a hash of the data in the certificate including the data fields.
Unless otherwise noted, each certificate is signed by a certificate authority.

15

[0038]

A "certificate authority" (CA) may include one or more server computers

operatively coupled to issue certificates to entities. The CA may prove its identity using a CA
certificate, which includes the CA's public key. The CA certificate may be signed by another
CA's private key, or may be signed by the same CA's private key. The latter is known as a
self-signed certificate. The CA may maintain a database of all certificates issued by the CA,
20

and may also maintain a list of revoked certificates.
[0039]

In a typical process, the certificate authority receives an unsigned certificate from an

entity whose identity is known. The unsigned certificate includes a public key, one or more
data fields, and a hash of the data in the certificate.The CA signs the certificate with a private
key corresponding to the public key included on the CA certificate. The CA may then store
25

the signed certificate in a database, and issue the signed certificate to the entity.
[0040]

A "cryptographic nonce" may include any number, string, bit sequence, orother

data value intended to be used in association with a single communication session. In some
cases. a cryptographic nonce may be randomly or pseudo-randomly generated. For example,
the cryptographic nonce can be a random number. Typically, a cryptographic nonce is of
30

sufficient length as to make insignificant the likelihood of independently generating the same
nonce value multiple times.

6

[0041]

A "blinded key," such as a "blinded public key"may include a key that has been

obfuscated or otherwise modified from its original value by combination with another data
clement, such as a cryptographic nonce. For example, in elliptic curve cryptography, a public
key may be multiplied by the nonce to generate a "blinded public key." Similarly, a private
5

key may be multiplied by the nonce to generate a "blinded private key."
[00421

An "ephemeral key pair" may include a public key (i.e an "ephemeral public key")

and a private key (i.e., an"ephemeral private key) generated for use with a single transaction
or other communication session. The ephemeral key pair may be of any suitable format, such
as ECC or RSA. Typically, an ephemeral key pair may be deleted once the transaction or
10

communication session has concluded.
[00431

A "static key pair" may include a public key (i.e., a "static public key") and a

private key (i.e., a "static private key")maintained over a period of tine. Typically, thouLgh
not necessarily, a static private key may be stored securely, such as in a hardware security
module (HSM) or secure element (SE). Typically, though not necessarily, a static public key
15

may be bound to an identity through the use of a digital certificate. The static key pair may be
of any suitable format, such as ECC or RSA.
[00441

A "shared secret 9 may include any data value or other information known only to

authorized parties in a secure communication. A shared secret can be generated in any
suitable manner, from any suitable data. For example a Diffie-Hellnian based algorithm,
20

such as Elliptic-Curve Diffie-Hellman (ECDH) may be used to generate a shared secret from
a private key and a public key. In some cases, a shared secretmay be used to generate a
session key.
[00451

The term "identification data" may include any data or information associated with

a user or device. Examples of identification data may include a name of a user associated
25

with the device, an organization associated wth the device, payment information such as a
primary account number (PAN) or token associated with the device, an expiration date of the
PAN or token, a certificate associated with the device, an IMEI or serial number of the
device, etc.
[0046]

30

The tern "authentication data" may include any data or information suitable to

authenticate a user or device. Examples of authentication data may include a password or
passphrase, a cryptographic key (e.g.. a private key), a certificate, biometric data associated
with a user (e.g, fingerprint, voice, facial image, iris/retia scan), and the like.

[0047]

An "identification factor" may include any data or information determined from

identification data and/or authentication data. Typically, though not necessarily, the
identification factor may be generated by hashing a combination of identification data and
authentication data.
5

[0048]

An "encryption key"may include any data value or other information suitable to

cryptographically enerypt data, A "decryption key" may include any data value or other
information suitable to decrypt encrypted data. In some cases, the same key used to encrypt
data may be operable to decrypt the data. Such a key may be known as a symmetric
encryption key.
10

[0049]

A "session key" may include any key used to encrypt or decrypt data to be securely

communicated. In some cases, a session key may be generated from a shared secret known
both to a sending entity and a receiving entity. For example, the session key may be derived
using a key derivation function and the shared secret. A session key can be used to protect
data included in a request or response message. In such cases, a session key can also be
15

referred to as amessage protection key.
[0050]

A "limited use key" (LUK) may include any encryption key or other data that may

be used a limited number of times. An LUK may be used for any suitable purpose. For
example, in some embodiments, an LUK may be used to generate a cryptogram for a
transaction.
20

[0051]

A "single use key" (SUK) is a LUK that can be only used once. For example, a

SUK may be used to encrypt and/or decrypt data related to a single transaction. in some
embodiments, a SUK can be derived from a LUK.
[0052]

A "cryptogram" may include any data element or other information used to

authenticate an entity such as a device or a user. For example, a cryptogram may comprise
25

static (i.e.,predetermined) data, dynamic data, or a combination of the two that is encrypted
using an encryption key (e.g., an LUK). A cryptogram may be used in any suitable context.
For example, a "registration cryptogram" may include a cryptogram that is used to confirm
the registration of an entity, A "transaction cryptogram"may include a cryptogram that is
used to authenticate an entity conducting a transaction.

30

DETAILED DESCRIPTION
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[00531

Embodiments of the invention introduce efficient methods forsecurely generating a

cryptogram by a user device, and validating the cryptogram by a server computer. In some
embodiments, a transaction can be conducted whereby a user device provides a cryptogram
without requiring the user device to persistently store an encryption key or other sensitive
5

data used to generate the cryptogram. For example, the user device and server computer can
mutually authenticate and establish a shared secret. Using the shared secret, the server
computer can derive a session key and transmit key derivation parameters encrypted

sing

the session key to the user device. The user device can also derive the session key using the
shared secret, decrypt the encrypted key derivation parameters, and store the key derivation
10

parameters.
[00541

At the time of a transaction, the user device can use the key derivation parameters

and the shared secret to generate a single use cryptogram key. The cryptogram key can be
used to generate a cryptogram. The cryptogram can be used to conduct the transaction. For
example, the cryptogram can be included in an authorization request message for the
15

transaction. After the cryptogram is generated, an updated shared secret can be determined,
and the shared secret and cryptogram key used to generate the cryptogram can be deleted.
Thus, in some embodiments, after a transaction is conducted, the cryptogram may be un
derivable.
[00551

20

In the unlikely event that the user device is compromised or otherwise deemed

untrustworthy, a key renewal process can be performed. The key renewal process may
comprise a second mutual authentication process. For example, the user device may provide
data encrypted using a cryptogram key and/or additional authentication data such as a
username, password, one-time password, etc. Once the user device has re-authenticated, a
new shared secret can be established between the user device and server computer. In

25

addition, the server computer can provide new key derivation parameters to the user device.
in some embodiments, the user device can confirm registration by providing a cryptogram
(e.g., a registration cryptogram) generated using the shared secret to the server computer.
[00561 Embodiments of the invention can enable the use of a one-time use cryptogram key
used to generate a cryptogram. Using a one-time cryptogram key in accordance with

30

embodiments can provide several advantages. For example, embodiments can mitigate the
risk of compromise of a cryptogram key. If each cryptogram key is single use key, a second
cryptogram generated using a cryptogram key can be easily determined to be invalid. Thus,

9

even if a hacker was able to steal a cryptogram key, the hacker would be able to use the key
for at most one transaction.
[00571 Embodiments of the invention can provide the further advantage of associating key
derivation parameters with user devices. This may provide an extra layer of security, so that
5

even if a shared secret was compromised for one device, a corresponding cryptogram key
may not be derivable at a server computer without the same key derivation parameters.
Further, since different devices may have different key derivation parameters, even if an
attacker reverse-engineered the key derivation algorithm on a user device, that knowledge
may not be helpful in compromising a server computer.

10

[0058] The above examples highlight only a few of the advantages provided by embodiments
of the invention.
1.
[0059]

SYSTEMS
Embodiments are usable with various authorization systems, e.g., payments

systems, document access system, building access system, and the like. Although examples
15

of payment systems are described, embodiments are equally applicable for other
authorization systems.
A. Payment Sjstem
[00601

FIG. I shows an example payment system 100, in accordance with some

embodiments. The system comprises a user (not shown) who may operate a user device 101.
20

The user may use user device 101 to conduct payment transactions in communication with an
access device 102. As used herein, a "user device" may include a desktop computer, laptop
computer, mobile phone, tablet, credit card, debit card, or any suitable computing device. As
used herein, an "access device" may include any computing device, such as a point of sale
(POS) terminal or web server, suitable to communicate with a user device. In some

25

embodiments, access device 102 may directly communicate with user device 101A In other
embodiments, access device 102 may communicate to user device 101 via an interface
device, such as a smart watch, smart glasses, or any other suitable device. Access device 102
may be connected to merchant computer 103, which may be connected to acquirer computer
104. Acquirer computer 104 may be connected to issuer computer 106 via payment

30

processing network 105. The user device 101 may optionally communicate with a storage
device 107 that may be operably connected to the user device 101. The storage device 107

10

may include or be included in any suitable local or remote data storage server, system, or
service that is provided by a storage provider. The storage provider may not be the same
entity that provides devices 101-106. For example, the storage device 107 may be part of a
cloud-based storage service provided by an external cloud-storage provider. Any or all of
5

devices 101-107 may be implemented using one or more computing devices such as server
computers.
[00611

As used herein, an "issuer" may typically refer to a business entity (e.g., a bank)

that maintains financial accounts for a user and often issues or provisions a user device 101
such as a credit or debit card, or mobile device, to the user. A "merchant" is typically an
10

entity that engages in transactions and can sell goods or services. An "acquirer" is typically a
business entity (e.g., a commercial bank) that has a business relationship with a particular
merchant or other entity. Some entities can perform both issuer and acquirer functions. Some
embodiments may encompass such single entity issuer-acquirers. Each of the entities may
comprise one or more computer apparatuses (e.g., access device 102, merchant computer

15

103, acquirer computer 104, payment processing network 105, and issuer computer 106) to
enable communication or to perform one or more of the fimetions described herein.
[0062]

The payment processing network 105 may include data processing subsystems,

networks, and operations used to support and deliver certificate authority services,
authorization services, exception file services, transaction scoring services, and clearing and
20

settlement services. An exemplary payment processing network may include VisaNetTM
Payment processing networks such as VisaNet t M are able to process credit card transactions,
debit card transactions, and other types of commercial transactions. VisaNetM", in particular,
includes a VIP system (Visa Integrated Payments system) which processes authorization
requests and a Base II systemwhich performs clearing and settlement services.

25

[00631

The payment processing network 105 may include one or more server computers. A

server computer is typically a powerful computer or cluster of computers. For example, the
server computer can be a large mainframe, a minicomputer cluster, or a group of servers
functioning as a unit. In one example, the server computer may be a database servercoupled
to a Web server. The payment processing network 105 may use any suitablewired or wireless
30

network, including the Internet.
[00641

In some payment transactions, the user purchases a good or service at a merchant

using a user device 101. User device 101 can interact with an access device 102 at a merchant

II

associated with merchant computer 103. For example, the user may tap user device 101
against an NFC reader in the access device 102. Alternatively, the user may indicate payment
details to the merchant over a computer network, such as in an online or e-commerce
transaction.
5

[0065]

An authorization request message for a transaction may be generated by access

device 102 or merchant computer 103 and then forwarded to the acquirer computer 104.
After receiving the authorization request message, the acquirer computer 104 sends the
authorization request message to the payment processing network 105. The payment
processing network 105 then forwards the authorization request message to the corresponding
I0

issuer computer 106 associated with an issuer associated with the user or user device 101.
[0066]

An "authorization request message" may be an electronic message that is sent to a

payment processing network and/or an issuer to request authorization for a transaction. An
authorization request message according to some embodiments may comply with ISO 8583,
which is a standard for systems that exchange electronic transaction information associated
15

with a payment made by a user using a payment device or payment account. The
authorization request message may include an issuer accountidentifier that may be associated
with a payment device or payment account. An authorization request message may also
comprise additional data elements corresponding to "identification information" including, by
way of example only: a service code, a CVV (card verification value), a dCVV (dynamic

20

card verification value), an expiration date, etc. An authorization request message may also
comprise "transaction information," such as any information associated with a current
transaction, such as the transaction amount, merchant identifier, merchant location, etc., as
well as any other information that may be utilized in determining whether to identify and/or
authorize a transaction. The authorization request message may also include other

25

information such as information that identifies the access device that generated the
authorization request message, information about the location of the access device, etc.
[0067]

After the issuer computer 106 receives the authorization request message, the issuer

computer 106 sends an authorization response message back to the payment processing
network 105 to indicate whether the current transaction is authorized (ornot authorized) The
30

payment processing network 105 then forwards the authorization response message back to
the acquirer computer 104. In some embodiments, payment processing network 105 may
decline the transaction even ifissuer computer 106 has authorized the transaction, for

12

example depending on a value of the fraud risk score. The acquirer computer 104 then sends
the response message back to the merchant computer 103.
[0068]

An "authorization response message" may be an electronic message reply to an

authorization request message generated by an issuer computer 106 and/or a payment
5

processing network 105. The authorization response message may include, by way of
example only, one or more of the following status indicators: Approval -- transaction was
approved; Decline -- transaction was not approved; or Call Center -- response pending more
information, merchant must call the tolli-free authorization phone number. The authorization
response message may also include an authorization code, which may be a code that an issuer

10

returns in response to an authorization request message in an electronic message (either
directly or through the payment processing network 105) to the merchant computer 103 that
indicates approval of the transaction. The codc may serve as proof of authorization. As noted
above, in some embodiments, a payment processing network 105 may generate or forward
the authorization response message to the merchant, typically via acquirer computer 104.

15

[0069]

After the merchant computer 103 receives the authorization response message, the

merchant computer 103 may then provide the authorization response message for the user.
The response message may be displayed by the access device 102, or may be printed out on a
physical receipt. Alternately, if the transaction is an online transaction, the merchant may
provide a web page or other indication of the authorization response message as avirtual
20

receipt. The receipts may include transaction data for the transaction.
[0070]

At the end of the day, a normal clearing and settlement process can be conducted by

the payment processing network 105. A clearing process is a process of exchanging financial
details between an acquirer and an issuer to facilitate posting to acustomer's payment
account and reconciliation of the user's settlement position

25

B. UserDevice
[0071]

FIG. 2 shows an example of a user device 200, in accordance with some

embodiments. For example, the user device 200 may include or be included in the user
device 101 described in FIG. 1. Examples of user devices 200 may include mobile phones,
tablets, desktop and laptop computers, wearable devices (e.g., smart watches, fitness bands,
30

ank'c bracelets, rings, earrings, etc.), or any other computing devices capable of receiving,
storing

and transmitting data. The user device 200 can be configured to communicate

13

directly or indirectly with a server computer 300 toimplement the methods described herein.
User device 200 may include a processor 201 communicatively coupled to a network
interface 202, a memory 203, a computer readable medium 210, and optionally, a secure
element 204.
5

[0072]

The processor 20 can comprise one or more CPUs, each of which may comprise at

least one processor cores operable to execute program components for executing user and/or
system-generated requests. The CPUmay be a microprocessor such as A MD's Athlon, Duron
and/or Opteron; IBM and/or Motorola's PowerPC IBM's and Sony's Cell processor; Intel's
Celeron, Itanium, Pentium, Xeon, and/or XScale; and/or the like processor(s). The CPU
10

interacts with memory through signal passing through conductive conduits to execute stored
signal program code according to conventional data processing techniques. In some cases,
processor 20 1 can include multiple CPUs coupled over a network, such as in a distributed or
cluster computing system.
100731

15

The network interface 202 may be configured to allow computing device 200 to

communicate with other entities such devices 101-107, other computing devices, etc. using
one or more communications networks. Network interfaces may accept, communicate, and/or
connect to a communications network. Network interfaces may employ connection protocols
such as, but not limited to: direct connect, Ethernet (thick, thin, twisted pair 10/100/1000
Base T, and/or the like), Token Ring, wireless connection such as IEEE 802. I la-x, and/or the

20

like. A communications network may be any one and/or the combination of the following: a
direct interconnection; the Internet; a Local Area Network (LAN); a Metropolitan Area

Network (MAN): a secured custom connection; a Wide Area Network (WAN); a wireless
network (e.g., employing protocols such as, but not limited to a Wireless Application
Protocol (WAP), I-mode, and/or the like); and/or the like.
25

[00741

The memory 203 may be used to store data and code. The memory 203 may be

coupled to the processor 201 internally or externally (e.g., cloud based data storage), and may
comprise any combination of volatile and/or non-volatile memory, such as RAM, DRAM,
ROM, flash, or any other suitable memory device.
[0075]
30

The secure element 204 may include a tamper-resistant module capable of securely

hosting sensitive applications and/or data. Such applications and/or data may be related to
payment applications, authentication/authorization, cryptographic key management, and the
like. For example, some or all portions of credentials, cryptographic keys or keymaterials,

14

cryptograms, shared secrets, account information, and the like, may be provisioned onto the
secure element 204 of the user device 200 to protect against unauthorized access. In some
cmbodiments, the secure element 204 may include or be included in any combination of
software-based (such as host card emulation or HCE) and/or hardware-based (such as a
5

hardware security module or HSM, a smart card, or chip card) security modules.
[00761

The computer-readable medium 210 may be in the fonn of a memory(e

flash,

ROM, etc.) and may comprise code, executable by the processor 201 for implementing the
methods described herein. The computer readable medium 210 may include an authentication
module 211, an encryption module 212, and an application module 213. In various
10

embodiments, such modules may be configured to perform, individually or collectively, some
or all of methods 400, 800, 1100, 1200, 1500, 1600, 1800 of FIGS. 4-5, 8, 11, 12. 15, and 18,
respectively.
[0077]

Authentication module 211 may include any program, software, or other code

suitable to authenticate computing device 200 to another computing device, or authenticate
15

another computing device at computing device 200.For example, authentication module21 I
may be configured to generate and send an authentication request message to another
computing device, and receive and process an authentication response message from the
other computing devices. Similarly, authentication module 211 may be configured to receive
and process an authentication request message from another computing device, and generate

20

and send an authentication response message to the other computing device.
[0078]

Encryption module212 may include any program, software, or other code suitable

to perform operations related to encryption and/or decryption. For example encryption
module may be configured to generate a shared secret, such as using a key agreement
protocol such as Diffie-Hellman. Encryption module 212 may be further configured to derive
25

a session key from a shared secret, such as using a key derivation function (KDF). In some
embodiments, encryption module 212 may be configured to store one or more static keys,
such as a static user device private key or a static server computer private key. In some
embodiments, encryption module 212 may be implemented using any combination of
software (such as host card emulation or HCE) and hardware (such as a hardware security

30

module or HSM).
[0079]

Application module 213 may include any program, software, or other code suitable

to run one or more applications. For example, application module 213 may include a payment

15

application operable to conduct a payment transaction. In some embodiments, the payment
application may be configured to allow a user to select goods and services to bepurchased,
obtain secure credentials (e.g., a cryptogram key) froman issuer of a payment account, and/or
initiate or conduct a payment transaction (e.g. using the secure credentials).
5

[00801

It is understood that the components described herein are for illustration purposes

only and not intended to be limiting. In various embodiments, more or less components than
listed herein may be provided. For example, in an embodiment, the user device 200 may not
include a secure element 204. In such anembodimrent, sensitive or confidential data (e.g.,
cryptographic key's) may be stored (e.g.,in encrypted form) in and/or retrieved from a storage
10

device 107 that is operably connected to the user device 200. In some embodiments, the user
device 200 may not include an application module 213.

C. Server Computer
[0081]
15

FIG. 3 shows an example of a server computer 300, in accordance with some

embodiments. For example, the server computer 300 may include or be included in any of the
devices 102-106 described in FIG. 1. Examples of server computers 300 may include mobile
phones, tablets, desktop and laptop computers, mainframe computers, or any other computing
device suitable for receiving, storing, and transmitting data. The server computer 300 can be
configured to communicate directly or indirectly with a user device 200 to implement the

20

methods described herein. Server computer 300 may include a processor 301
communicatively coupled to a network interface 302, a memory 303, a computer readable
medium 310, and optionally, a secure element 304.
[0082]

The processor 301, network interface 302, memory 303 may be similar to the

processor 201, network interface 202, and memory 203 of the user device 200. The
25

computer-readable medium 310 may be in the form of a memory (e.g., flash, ROM, etc.) and
may comprise code, executable by the processor 301 for implementing the methods described
herein. The computerreadable medium 310 may include an authentication module 311, an
encryption module 312, and an application module 313. In various embodiments, such
modules may be configured to perform, individually or collectively, some or all of methods

30

600, 900, 1100, 1300, 1500, 1700, 100 of FIGS. 6-7, 9, 11, 13, 15,17,and 18, respectively.
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[0083]

Authentication module 311 may include any program, software, or other code

suitable to authenticate computing device 300 to another computing device, or authenticate
another computing device at computing device 300. For example, authentication module 311
may be configured to generate and send an authentication request message to another
5

computing device, and receive and process an authentication response message from the
other computing devices. Similarly, authentication module 311 may be configured to receive
and process an authentication request message from another computing device, and generate
and send an authentication response message to the other computing device.
[00841

10

Encryption module 312 may include any program, software, or other code suitable

to perform operations related to encryption and/or decryption. For example encryption
module may be configured to generate a shared secret, such as using a key agreement
protocol such as Diffie-Helinan. Encryption module 312 may be further configured to derive
a session key from a shared secret, such as using a key derivation function (KDF). In some
embodiments, encryption module 312 may be configured to store one or more static keys,

15

such as a static user device private key or a static server computer private key, in some
embodiments, encryption module 312 may be implemented using any combination of
software (such as host card emulation or HCE) and hardware (such as a hardware security
module or HSM).
[0085]

20

Application module 313 may include a payment application service operable to

service payment applications at one or more computing devices. In some embodiments, the
payment application service may be configured to allow a user to select goods and services to
be purchased. The application module 313 may also include services for enrolling or re
enrolling user devices and/or conducting transactions with user devices.
[00861

25

It is understood that the components described herein are for illustration purposes

only and not intended to be limiting. In various embodiments, more or less components than
listed herein may be provided. For example, in an embodiment, the server computer 300 may
not include a secure element'304 and/or an application module 313.
[0087]

While the general term "server computer" is used, in some embodiments, different

server computers may be provided to implement different features ofthe invention. For
30

example, a provisioning server may be configured to establish shared secret(s) with a user
device, and provision credentials including token, key derivation parameters, update
parameters, cryptogram derivation parameters, transaction parameters, and any other suitable
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data to a user device. A registrationserver may be configured to provide a registration data to
a user device, receive a registration cryptogram from the user device, and validate a
registration cryptogram using the registration data provided by the user device. A validation
server may be configured to validate transaction cryptograms provided by a user device using
5

update shared secret that is determined based on a previous shared secret. A renewal server
may be configured to establish a new shared secret may be established between the user and
the server computer. Additionally, the renewal server may be configured to provision new
parameters (e.g., new key derivation parameters, new cryptogram derivation parameters,
and/or new update parameters) may be provisioned onto the user device to be used for

10

generating cryptograms and/or cryptogram keys.
[00881

In various embodiments, the provisioning server, registration server, and validation

server may be implemented by separate server computers or the same server computer. For
instance, the validation server may be implemented by a transaction server configured to
handle payment requests that is separate from the provisioning server and/or registration
15

server. The provisioning server and the registration server may be the same server or separate
servers. The registration server and the renewal server may be the same or separate servers.
When implemented by separate server computers, the provisioning server,registration server.,
renewal server, and/or validation server may communicate with each other so as to access
information required to decrypt and/or verify data (e.g., server private keys, shared secrets,

20

key derivation parameters, cryptogram derivation parameters, update parameters,
cryptograms, request data, etc.).
IL
[0089]

CREDENTIAL PROVISIONING METHODS
Embodiments can use the systems and apparatuses described above to provision

data such as credentials from a server computer to auser device. FIGS. 4-7 describe some
25

examples of such methods. In some embodiments, the user device may include the user
device 101 or 200 of FIGS. I and 2, respectively. The server computer may include the
device 102, 103, 104, 105, 106, or 300 of FIGS. I and 3, respectively, In some embodiments,
the server computer can include a provisioning server computer.
[0090]

30

The user device may transmit to server computer a request message generated using

identification data. Typically, the identification data is encrypted or otherwise protected. In
some embodiments, the request message may pass through an untrusted network. The server
computer can process the request message to obtain and verify the identification data. The

18

server computer can then encrypt payload data and transmit the encrypted payload data to the
user device in a response message. The user device can then process the response message to
obtain the payload data. The payload data can include payment credentials, such asPAN,
cryptographic keys (e.g., encryption keys, LUKs, blinded public keys), key derivation
5

parameters, certificate chain information, and the like.
10091]

The server computer can maintain a static server computer key pair comprising a

static server computer public key and a static server computer private key. Similarly, the user
device can maintain a static user device key pair comprising a static user device public key
and a static user device private key. In addition, user device and/or server computer can
10

generate an ephemeral key pair (i.e., an ephemeral user device key pair or an ephemeral
server computer key pair, respectively). One or more of these keys can be used to encrypt or
decrypt the request message and/or the response message.
[0092]

In various embodiments, either or both the first and the server computers may be a

part of any one of devices, networks, or computers 101-106. For example, in some
15

embodiments, user device may be a user device 101, and server computer may be an access
device 102, a merchant computer 103, an acquirer computer 104, a payment processing
network computer 105, an issuer computer 106, or any other suitable device. In such
embodiments, when a user conducts a transaction, the user device communicates with the
server computer.

20

A.

10093]

User deice

FIGS. 4-5 show an example process or method 400 for securely provisioning (e.g.,

credentials) from a server computer, in accordance with some embodiments. Aspects of the
process 400 may be performed by a user device such as a user device 101 or 200.
Alternatively or additionally, aspects of the process 400 may be performed by any other
25

suitable entities. Some or all aspects of the process 400 (or any other processes described
herein, or variations and/or combinations thereof) may be performed under the control ofone
or more computer/control systems configured with executable instructions and may be
implemented as code (e.g., executable instructions, one or more computer programs or one or
more applications) executing collectively on one or more processors, by hardware or

30

combinations thereof. The code may be stored on a computer-readable storage medium, for
example, in the form of a computer program comprising a plurality of instructions executable
by one or more processors. The computer-readable storage medium may be non-transitory.

19

The order in which the operations are described is not intended to be construed as a

limitation, and any number of the described operations may be combined in any orderand/or
in parallel to implement the processes.
[0094]
5

At step 401, an ephemeral key pair is determined. An "ephemeral key pair" may

include a public key (i.e., an "ephemeral public key") and a private key (i.e., an "ephemeral
private key") generated for use with a single transaction or other communication session. The
ephemeral key pair may be of any suitable format, such as ECC or RSA. Typically, the
ephemeral key pair may be deleted once a communication session using the ephemeral key
has ended, or once one or more shared secrets have been generated using the ephemeral key

10

pair. Such removal of the ephemeral key pairs may reduce the risks of compromise.
[0095]

At step 402, an identification factor is calculated using identification data and

authentication data. Identification data may include any data or information associated with a
user or a user device. Examples of identification data may include a name of a user associated
with user device, an organization associated with user device, payment information such as a
15

primary account number (PAN) or token associated with user device, an expiration date
associated with the PAN or token, a certificate associated with user device, an IMEI or serial
number ofuser device, etc. Authentication data may include any data or information suitable
to authenticate a user or user device. Examples of authentication data may include a password
or passphrase, a secret key (e.g., a private key), etc. An identification factor may include any

20

data or information determined from identification data and/or authentication data. For
example, in some embodiments, the identification factor may be generated by hashing a
combination of the identification data and the authentication data.
[0096]

At step 403, the identification factor is combined with the ephemeral public key and

the ephemeral private key. As a result, a combined ephemeral public key and a combined
25

ephemeral private key may be determined. A combined key may include a key that has been
obfuscated or otherwise modified from its original value by combination with another data
element or value. For example, the combined ephemeral public key may be a combination of
the ephemeral public key and the identification factor. Similarly, the combined ephemeral
private key may be a combination of the ephemeral private key and the identification factor.

30

in some embodiments, combining a key with a data lement may comprise pertfoming a
point multiplication of the key and the data element. In some embodiments, step 403 is
optional.

20

[00971

At step 404, a first shared secret isgenerated using the combined ephemeral private

key and a static server computer public key. The first shared secret can also be referred to as
a request shared secret because it is used to protect (e.g.. encrypt and/or decrypt) the request
message as discussed below.'The static server computer public key may include a static
5

public key maintained by server computer, such as in a secure element. In some
embodiments, the static server computer public key may be determined from a digital
certificate of server computer, which may have been previously obtained by user device, and
which may be signed by a trusted certificate authority.
[0098]

10

The shared secret may be generated from the combined ephemeral private key and

the static server computer public key using any suitable method. For example, in
embodiments using elliptic curve cryptography, the shared secret may be determined using
the elliptic-curve Diffie-Hellman protocol (ECDH).
[00991

At step 405, a first session key is generated using the first shared secret and first

supplementary data. The first supplementary data may include any other data used to generate
15

the first session key. Examples of first supplementary data may include a server computer
identifier and/or a truncated ephemeral public key.
[01001

The session key may be of any suitable format(eg., AES, DES, Blowfish, etc.), of

any suitable length, and generated using any suitable key derivation function (KDF). For
example, in one embodiment, the session key may be generated using the Password-Based
20

Key Derivation Function 2 (PBKDF2) algorithm. In some embodiments, other data, such as a
user device identifier, may be used as additional inputs to the key derivation function.
[01011

At step 406, the ephemeral public key, the identification data, and a user device

identifier are encrypted using the first session key to generate encrypted request data. The
first session key can also be referred to as a messageprotectionkey.A"userdevice
25

identifier" may include any identifier suitable to identify a user device.
[01021

In some embodiments, the request data can include device or user identifier and/or

authenticator information (e.g., authenticator identifier). The request data can also include
client configuration information and/or directives for the service. In some examples, such
information can be provided by user devices that do not a priori include means for strong
30

authentication.

21I

[0103]

At step 407, a provisioning request message including the combined ephemeral

public key and the encrypted request data is sent to server computer. In some embodiments,
the provisioning request message may pass through one or more intermediaries(e.g.

entrusted network) before reaching server computer. The provisioning request message may
5

include the ephemeral public key and not include the encrypted request data.

101041

Continuing at step 408 of FIG. 5, a provisioning response message including a

blinded static server computer public key and encrypted response data is received from server
computer. Typically, the blinded static server computer public key may be a blinded form of
the static server computer public key used at step 404 to generate the first shared secret. in
10

such embodiments, the first shared secret is different fror the second shared secret discussed
belov. In some other embodiments, the static server computer public key received from the
server computer may not be blinded. In such embodiments, the second shared secret is
substantially the same as the first shared secret. Where the static server computer public key
is not blinded, a cryptographic nonce may be provided as part of the response data and used

15

to compute cryptograms. For instance, the cryptographic nonce from the server (entropy) can
be used or stored for further derivation or a second cryptographic nonce can be provided as
part of the derivation parameters. It is essential that entropy from the server is used in the
computation of the cryptograms (e.g., payment transaction cryptograms)
[0105]

20

At step 409, a second shared secret is determinedusing the ephemeral private key

and a static server public key. In some cases, the second shared secret can be referred to as
the response shared secret because it is used to (e.g.,encrypt and/or decrypt) the response
message as discussed below. In some embodiments, a blinded static server computer public
key is received from server computer at step 408. In some other embodiments, a blinded key
is derived from the static server public key at the user device. The blinded key may be

25

derived using a cryptographic nonce that may be provided as part of the provisioning
response message. The cryptographic nonce can be a random number. The cryptographic
nonce can also be used to verify a server computer certificate, as discussed elsewhere
[0106]

In some embodiments, the second shared secret may be generated from the

ephemeral private key and the blinded static server computer public key using any suitable
30

method such as ECDH. In other embodinents, the second shared secret may be determined
without a blinded key. In such embodiments, provisioning response message (e.g., the
credentials) may include a cryptographic nonce that can be used to derive a cryptogram key.
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[0107]

At step 410, a second session key is generated using the second shared secret and

second supplementary data. The second supplementary data may include any other data used
to generate the second session key. Examples of second supplementary data may include a
server computer identifier, a user device identifier, and/or a truncated ephemeral public key,
5

The second session key may be generated using any suitable KDF.
[0108]

At step 411, the encrypted response data is decrypted using the second session key

to obtain a cryptographic nonce, a server computer certificate chain, and payload data. The
server computer certificate chain may include a chain of one or more signed certificates from
a root CA certificate to a server computer certificate, whereby the chain establishes the
10

authenticity of the server computer certificate. The payload data may include any suitable
data. For example, the payload data may include non-credential information such as a
confirmation of a transaction, a user's account balance, and the like, and credentials such as
payment credentials. The payload data or payment credentials can include any one or more
of: a PAN or a token (e.g., PAN substitute), a limited use key (LUK) that can be used to

15

conduct future transactions, and other key derivation parameters that may be used to derive
cryptogram keys, update parameters, transaction parameters, and the like. Some or all
portions of the response data may be encrypted using one or more encryption keys.
[0109]

The payload data or credentials may include key derivation parameters that may or

may not include a limited use key (LUK). The key derivation parameters (which may or may
20

not include the LUK) may be used to generate one or more cryptograms for conducting
transactions. For instance, the LUK may be used to derive a cryptogram directly or used to
derive a cryptogram key that is then used to generate a cryptogram.
[0110]

The payload data or credentials may also include update parameters that may be

used by the user device to generate an updated shared secret based on a previous shared
25

secret. In some embodiments, the key derivation parameters may be substantially the same as
the update parameters. In some other embodiments, the key derivation parameters may be
different than the update parameters. The key derivation parameters and/or the update
parameters may be unique per user device or per group of user devices so as to prevent mass
offline attacks.

30

10111]

The payload data or credentials may include cryptogram derivation parameters may

be used to derive cryptograms.
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[01121

The key derivation parameters, the cryptogram derivation parameters, and/or the

update parameters may include a LUK, a specification of which transaction parameters from
a gven transaction to use, code for performing the derivation (or an identifier of which
derivation procedure to use) and/or other information related to these parameters. In some
5

embodiments, the key derivation parameters, cryptogram derivation parameters, and/or the
update parameters may include "dummy" or invalid parameters for obfuscation purposes. The
code can be personalized derivation method code in that it is unique to a device or group of
devices, and may be assigned randomly. The code can be signed by the server or other
vendor, so that the user device can authenticate the code. In some embodiments, the code is

10

obfuscated before being signed, thus making it difficult for an attacker to understand, bypass,
and/or reverse engineer the code.
j0113]

At step 412, the server computer certificate chain is validated, The server computer

certificate chain may be validated using any suitable online or offline method. For example,
for each of the one or more certificates in the chain, the digital signature ofthe certificate can
15

be validated using a known trusted public key (e.g., a certificate authority's public key, or a
public key of an entity appropriately authorized by the CA). For example, in some
embodiments, a digital signature algorithm, such as the elliptic curve digital signature
algorithm (ECDSA) may be used to validate a certificate. In some embodiments. a server
computer certificate may be verified using a cryptographic nonce that is provided as part of

20

the provisioning response message (e.g, as part of the credentials).
10114]

At step 413, the blinded static server computer public key is verified using the

server computer certificate and the cryptographic nonce. Verifying the blinded static server
computer public key may include ensuring that the blinded static server computer public key
matches an expected value. For example, in some cases, a second blinded static server
25

computer public key may be generated using the staticserver computer public key included
on the server computer certificate, and the cryptographic nonce decrypted at step 411. The
second blinded static server computer public key may then be compared to the blinded static
server computer public key received at step 408 to ensure that the keys match, Alternatively
in some cases, the blinded static server computer public key received at step 408 may be

30

verified by comparing it to a stored blinded static server computer public key. If the keys
match, server computer may be authenticated. Otherwise, authentication may fail,
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[0115]

It should be noted that this method of authentication (i.e., verifying a blinded static

public key) can provide the advantage that the static server computer public key, which may
be considered sensitive (as it may reveal the identity of the server computer), does not need to
be transmitted in clear text. Thus, authentication of server computer can be performed while
5

protecting the identity of server computer from an eavesdropper that captures the
provisioning request message.
[01161

At step 414, a transaction is conducted using the payload data. In sone

embodiments, the payload data may include credentials (e.g., token, key derivation
parameters, update parameters, cryptogram derivation parameters). In such embodiments, a
10

transaction can be conducted using the credentials. For example, a cryptogram key can be
generated from the second (response) shared secret using the key derivation parameters
provided. The cryptogram key can be further derived using a cryptographi nionce that may
be provided as part of the payload data, The cryptogram key can be operable to generate a
cryptogram. The cryptogram can also be generated using the cryptogram derivation

15

parameters provided as part of the payload data. The cryptogram can be used in a secure
communication with a validation server computer. The cryptogram can be included in an
authorization request message and verified by the validation server computer.
10117]

In some embodiments, the second (response) shared secret may be updated to

determine an updated shared secret using update parameters, the credentials including the
20

update parameters. A second cryptogram key may be determined using the updated shared
secret and the key derivation parameters. A second cryptogram can be generated using the
second cryptogram key. A second secure communication can be conducted with the
validation server computer using the second cryptogram.
[0118]

25

In some embodiments, the second secure communication can be an authorization

transaction, wherein the second cryptogram authenticates at least one element of the
authorization transaction.
[0119]

In some embodiments, new shared secrets may be generated for each of aplurality

of new secure communications, each new shared secret generated using a previous shared
secret and the update parameters. New cryptogram keys can be derived using the new shared
30

secrets and the key derivation parameters. New cryptograms can be generated using the new
cryptogram key. New secure communications can be conducted the validation server
computer using the new cryptograms.

25

[01201

In some embodiments, the user device may be configured to store only the response

(second) shared secret without storing the first (request) shared secret to reduce the risk of
exposure. In some cases, the first shared secret is no longer needed once the request is sent.
The response shared secret may be stored in order to generate updated shared secret for
5

subsequent transactions. In some embodiments, the user device may be configured to store
only the latest one or more shared secrets (e.g., the last shared secret or the last few shared
secrets) to reduce damage of potential compromise. Other data from the response data can
also be stored such as key derivation parameters, update parameters, cryptogram derivation
parameters, cryptographic nonce, and the like.

10

B.
[01211

Server computer
FIGS. 6-7 show an example process or method 600 for securely provisioning data

(e.g., credentials) to a user device, in accordance with some embodiments. Aspects of the
process 600 may be performed by a server computer such as a server device or computer 102,
103, 104, 105, 106, or 300. For instance, the process 600 may be performed by a provisioning
15

server. Alternatively or additionally, aspects of the process 600 may be performed by any
other suitable entities.
[01221

Typically, before method 600, server computermaintains a static server computer

key pair. The static server computer key pair may include a public key (i.e., a "static server
computer public key") and a private key (i.e., a "static server computer private key"). Server
20

computer may also comprise a "server computer certificate" including the static server
computer public key. The server computer certificate may be signed by a certificate authority,
such as payment processing network 105 or issuer computer 106.
101231

At step 601, a provisioning request message including a combined ephemeral public

key and encrypted request data is received from user device. Typically, the combined
25

ephemeral public key may be generated by user device using an ephemeral public key and an
identification factor (e.g., in accordance with step 403 of method 400). The combined
ephemeral key may be just the ephemeral public key, without any use of an identification
factor. The provisioning request message may include ephemeral public key, and not the
encrypted request data. In such implementations, certain steps below may not be needed, as

30

will be understood by one skilled in the art.

26

[101241

At step 602, a first (request) shared secret is generated using the ombined

ephemeral public key received at step 601 and a static server computer private key. The
shared secret may be generated from the combined ephemeral public key and the static server
computer private key using any suitable method, such as ECDH.
5

[01251

At step 603, a first session key is generated using the first shared secret and first

supplementary data. The first supplementary data may include any other data used to generate
the first session key. Typically, the same data used to generate the first session key at the user
device (e.g.. in accordance with step 405 of method 400) may be used at step 603.
[0126]
10

At step 604, the encrypted request data is decrypted using the first session key to

obtain request data including an ephemeral public key, a user device identifier, and
identification data. The ephemeral public key may correspond to the combined ephemeral
public key received at step 601. The user device identifier may include any data suitable to
identify user device. Identification data may include any data or information associated with a
user or user device. Examples of identification data may include a name of a user associated

15

with user device, an organization associated with user device, payment information such as a
primary account number (PAN) or token associated with user device, an expiration date
associated with the PAN or token, a certificate associated with user device, an IMEI or serial
number of user device, etc.
[10127]

20

At step 605, the identification data is verified using the user device identifier. For

example, in some embodiments, the user device identifier may be used to retrieve
corresponding identification data from a device database. The decrypted identification data
can then be verified by comparison to the received identification data.
[0128]

At step 606, authentication data associated with the user device identifier and/or the

identification data is retrieved. Authentication data may include any data or information
25

suitable to authenticate a user oruser device. Examples of authentication data may include a
password or passphrase, a secret key (e.g., a private key), etc. In some embodiments, the
authentication data can be retrieved from a device database.
[0129]

At step 607, an identification factor is generated using the retrieved authentication

data and the identification data. An identification factor may include any data or information
30

determined from identification data and/or authentication data. For example, in some
embodiments, the identification factor may begenerated by hashing a combination of the
identification data and the authentication data. Typically, the identification factor generated at

27

step 607 is performed in the same manner as at user device (e.g., in accordance with step
402).
[0130]

At step 608, the combined ephemeral public key is verified usingthe ephemeral

public key and the identification factor. Verifying the combined ephemeral public key may
5

include ensuring that the combined ephemeral public key matches an expected value. For
example, in some cases, a second combined ephemeral public key may be generated using the
ephemeral public key obtained at step 604, and the identification factor determined at step
607. The second combined ephemeral public key may then be compared to the combined
ephemeral public key received at step 601 to ensure that the keys match. If the keys match,

10

user device may be authenticated. Otherwise, authentication may fail.
[01311

It should be noted that this method of authentication (i.e., verifying a combined

ephemeral key) provides the advantage that authentication data, which may be sensitive, does
not need to be transmitted in plaintext, even in encrypted form. Thus, even if the static server
computer private key is later compromised (however unlikely), the plaintext authentication
15

data is not exposed. Furthermore, since blinding of a key is typically irreversible, an attacker
cannot derive the identification factor, let alone the authentication data used to generate the
identification factor, even with knowledge of both the combined ephemeral public key and
the ephemeral public key.
[01321

20

Continuing at step 609 of FIG. 7, a cryptographic nonce is generated. The

cryptographic nonce may be a random or pseudo-random data value generated using any
suitable method.
[0133]

At step 610, the static server computer public key and the static server computer

private key are blinded using the cryptographic nonce and the identification factor. As a
result, a blinded static server computer public key and/or a blinded static server computer
25

private key may be determined. A blinded key may include a key that has been obfuscated or
otherwise modified from its original value by combination with one or more other data
elements. For example, the combined ephemeral public key may be a combination (e.g., a
pointmultiplication) ofthe ephemeral public key, the cryptographic nonce, and the
identification factor. Similarly, a combined ephemeral private key may be a combination of

30

the ephemeral private key, the cryptographic nonce, and the identification factor.
[01341

AT step 611, a second shared secret is generated using the blinded static server

computer private key and the ephemeral public key. In an alternative embodiment, the static

28

server computer private key is not blinded. Instead, the ephemeral public key is blinded. The
shared secret may be generated from the combined ephemeral public key and the static server
computer private key using any suitable method, such as ECDH.
[0135]
5

At step 612, a second session key is generated using the second shared secret and

second supplementary data. The second supplementary data may include any other data used
to generate the second session key. Typically, the same data used to generate the second
session key at the user device (e.g., in accordance with step 410 of method 400) may be used
at step 612.
[0136]

10

At step 613, the cryptographic nonce, a server computer certificate chain, and other

credentials of a payload are encrypted using the second session key to generate encrypted
response data. The server computer certificate chain may include a chain of one or more
signed certificates from a root CA certificate to a server computer certificate, whereby the
chain establishes the authenticity of the server computer certificate. The payload data may
include any suitable data. For example, the payload data may include a confirmation of a

15

transaction, a user's account balance, a limited use key (LIUK) that can be used to conduct
future transactions, etc. The payload data can also include key derivation parameters,
cryptogram derivation parameters, update parameters. The key derivation parameters,
cryptogram derivation parameters, and/or the update parameters may include a LUK, a

specification of which transaction parameters from a given transaction to use, code for
20

perffirming the derivation (or an identifier of which derivation procedure to use) and/or other
information related to these parameters. The code can be personalized derivation method
code in that it is unique to a device or group of devices, and may be assigned randomly. The
code can be signed by the server or other vendor, so that the user device can authenticate the
code.

25

[01371

In some embodiments, the community of users of the code is into smaller groups.

Each group can receive different code, where, each release of the code (e.g,

released

annually) can be different. Advantageously, an attack that succeeds in reverse engineering
one of the user device does not impact any user devices not in the same group. The
randomization process in providing both the code and the key/cryptogram derivation
30

parameterscan make the compromised group smaller and changing, thereby making the

process less attractive to the hackers.

29

[0138]

At step 614, a provisioning response message including the encrypted response data

is sent to user device. In some embodiments, the response message can also include a static
server computer public key which may or may not be blinded. The provisioning response
message may pass through one or more intermediaries (e.g.,untrusted network) before
5

reaching user device.
IIL
[0139]

ENROLLMENT METHODS
Embodiments of the invention introduce efficient methods for securely provisioning

device with sensitive data (e.g., a limited use key (LUK) and/or othercredential data) onto a
user device so the device can perform secure communications. Enrollment process can
10

optionally include a provisioning process where credentials, parameters (e.g.,key derivation
parameters, update parameters, cryptogram derivation parameters), and any other suitable

data is provisioned from the server computer to the user device. Optionally, the enrollment
process can also include a registration process where a user device uses the provisioned
material to generate a registration cryptogram which is then validated by the server computer.

15

[0140] For example, in one embodiment, a user device can gnerate anephemeral key pair
comprising an ephemeral public key and an ephemeral private key. The user device can
derive a first session key using the ephemeral private key and a server computer public key.,
and use the first session key to encrypt an authentication factor (such as user credentials). The
user device can then send a request message including the encrypted authentication factor and

20

the ephemeral public key to a server computer (e.g., a payment processing network
computer).
0141]Upongreceiptoftherequestmessage, the server computer may regenerate the first
session key using the received ephemeral public key and a server computer private key. The
server computer can then decrypt theencrypted authentication factor and authenticate the

25

user device. If the user device is successfully authenticated, the server computer cangenerate
a second session key, key derivation parameters, and potentially an LUK. The server
computer may encrypt the response data including the key derivation parameters which may
or may not include the LUK using the second session key to generate an encrypted payload.
The server computer can then send an response message to the user device including the

30

encrypted payload.

30

[0142] In response, the user device can decrypt the encrypted payload to determine the key
derivation parameters which may or may not include the LUK. The key derivation parameters
can be used to generate cryptogram keys which may in turn be used to generate cryptograms
for conducting transactions,
5

[01431 In addition, some embodiments can provision key derivation parameters (which may
or may not include a LUK) onto a previously unauthenticated user device using only two
messages: a request message from a user device, and a response message to the user device.
Thus, embodiments can provide the above benefits while reducing both the time and the
processing needed to provision the user device.

10

A.

[0144]

User Device

FIG. 8 shows an example enrollment process or method 800 for provisioning a user

device (e.g.,user device 101) with a limited use key generated by a server computer (e.g.,
payment processing network computer 105), in accordance with some embodiments. Aspects
of the process 800 can be performed by the user device 101 or 200 of FIGS. I and 2.,
15

respectively. The server computer can include a provisioning server and/or a registration
server,

[0145]

At step 801, steps 401-413 of method 400 can be performed. In particular, the user

device can determine an ephemeral key pair comprising an ephemeral public key and an
ephemeral private key. The user device can derive a first session key using the ephemeral
20

private key and a server computer public key, and use the first session key to encrypt an
authentication factor (such as user credentials).The user device can then send a provisioning
request message including the encrypted authentication factor and the ephemeral public key
to a server computer. The provisioning request message can also ftinction as a LUK request
message. A provisioning / LUK response message may be received from the server computer

25

in response. The response message can include blinded server computer public key and
encrypted response data. The user device can generate a second shared secret using the
ephemeral private key and the blinded server computer public key. The userdevice can also
generate a second session key using the second shared secret and second supplementary data
such as a server computer identifier, a user device identifier, and/or a truncated ephemeral

30

public key. The encrypted response data can be decrypted using the second session key to
obtain a cryptographic nonce, a server computer certificate chain, and payload data. The
server computer certificate chain and the blinded server computer public key can be verified

31

or validated. Further description of these steps can be found with reference to the
corTesponding steps in method 400.
[0146]

At step 802, key derivation parameters can be obtained from the credentials. The

key derivation parameters can optionally include a limited use key (LUK). As discussed at
5

step 411 ofmethod 400, theresponsedata from the server computer can include payload data
encrypted using the second session key derived from the second shared secret. The payload
data can be retrieved by decrypting the response data using the second session key derived
above from the second secret. The payload data may include, among other data, credentials
that can include the token, key derivation parameters, update parameters. cryptogram

0

derivation parameters, and the like.
[0147]

At step 808, registration data (e.g., one-time password (OTP)) can be received, for

example, from a server computer. The server computer may be a registration server that may
or may not be the same as the provisioning server discussed above. The registration data may
be transmitted to the user device using a separate communication channel than the
15

communication channel used to transmit the provisioning request/response messages. For
example, the registration may be transmitted over SMS, e-mail, phone call, online chat,
facsimile, postal mail, and the like, and entered manually into user device by a user. In some
other embodiments, the registration data may be providedin the same communication
channel as the provisioning request/ response messages. In such embodiments, the

20

registration data may be provided in the provisioning response message or in a different
message.
[0148]

In various embodiments, registration data can include other data instead of or in

addition to an OTP. For example, the registration data can include non-password data such as
static string, unique device or user identifier, dummy transaction data, and the like. Any other
25

registration data can be used as long as it is verifiable.
[0149]

At step 810, a cryptogram key can be generated using the second (response) shared

secret and/or the key derivation parameters. In some embodiments, the key derivation
parameters may optionally include a limited use key (LUK). The second (response) shared
secret can be generated, for example, at step 409 of the provisioning process illustrated in
30

FIG. 5. The cryptogram key can be generated using some or all of the second shared secret,
the LUK, and/or the key derivation parameters. For example, the cryptogram key may be
generated using only the LUK alone, the second shared secret alone (e..,using the second

32

session key derived from the second shared secret), or the key derivation parameters alone.
For example, the cryptogram key can be the LUK or the second session key. In some other
embodiments, the cryptogram key can be generated using the LUK and the second shared
secret, the LUK and the key derivation parameters, or the second shared secret and the key

5

derivation parameters. For instance, the cryptogram key can be generated using a
combination of the LUK and the second session key. In yet some other embodiments, the
cryptogram key can be generated using the second shared secret, the LUK, and the key
derivation parameters. The LUK can be considered a derivation parameter.
101501

10

In some embodiments, a list of algorithms (e.g., key derivation algorithms or

functions) and parameters (e.g., key derivation parameters and/or update parameters)
discussed herein can be unique to a specific device or a specific group of devices so as to
prevent reverse engineering. The variation from device to device may be based on the
software development kit (SDK) installed on the device. In some embodiments, the exact
algorithm and/or parameters used for deriving a particular key or a shared secret can be

15

identified using a bitmap stored on the device. The interpretation of the bitmap and the
mapping of the bitmap to the actual list of algorithms and/or parameters can vary by the
device-specific SDK. For example, on one device, the list of algorithms stored may be (algl,
alg2, .-

alg&, while on another device, the list of algorithms stored can be alg3, aag5

aigi}. Similarly, the lists of key derivation parameters and/or update parameters can also be
20

stored in differently on different devices. In some embodiments, the algorithms and/or
parameters may be listed in a random fashion on some or all of the devices. The bitmap may
point to the right index in the list of algorithms and/or parameters to be used for the actual
key generation. In some embodiments, the response data provided by a server computer can
include a bitmap that points to proper algorithms and/or parameters to be used by a user

25

device to generate keys and/or shared secrets. In some cases, the bitmap provided by the
server computer may be generated specifically for a given user device based on the order in
which the algorithms and/or parameters are stored on the user device.
101511

In some embodiments, some or all of the key materials such as shared secrets.

session keys, and the like, may be destroyed or otherwise rendered inaccessible (e.g.,
30

encrypted) after the response message is processed or after a transaction or session has ended.
For example, in some embodiments, only the latest (e.g., second) shared secret is retained
while some or all previous (e.g., first) shared secrets are deleted from the user device. In
some embodiments, the response shared secret or any other confidential information may be

securely stored at the user device by leveraging hardware protection (e.g., using a secure
clement) or a white box cryptographic module on the user device.
[0152]

in some embodiments, data that is stored on a user device includes the last shared

secret (response shared secret) and any last parameters (e.g., key derivation parameters,
5

update parameters, cryptogram parameters, transaction parameters) that are used to derive the
next shared secret, the next cryptogram key (Ce.g. a LUK or SUK), the next cryptogram, and
the like. Data stored on a user device can also include derivation parameters that were part of
credential data in the server response and/or updated values upon each offline transactions
including new shared secretss, new transaction data, and the like. In some embodiments,

10

updated values upon renewal responses can also be stored including new shared secret or
parameters (e.g., key derivation parameters, cryptogram parameters, update parameters,
transaction parameters, and the like).

[0153]

At step 812, the received registration data (e.g., OTP) can be encrypted using the

cryptogram key to generate a registration cryptogram (RC). Additionally or alternatively, the
15

registration cryptogram may be generated using other data such as identification data,
authentication data, other information extracted from the credentials and/or the response

message, and the like. In an example, the registration cryptogram is generated by encrypting
both the OTP and a secureelement identifier of the user device (e.g., a subscriber
identificaion module (SIM) ID). in some embodiments, a limited use key (LUK) is obtained
20

from credentials previously received (e.g., at step 408 of method 400). The LUK may be used
to generate the cryptogram key. In some embodiments, generating the cryptogram key also

uses key derivation parameters included in the credentials.
[0154]

In some embodiments. the registrationdata (e.g., one time password) is entered into

an electronic wallet account set up on the user device. The encrypted registration data (e.g.,

25

registration cryptogram) may be associated with the account and stored on the user device.
[0155]

At step 814, registration cryptogram can be sent to the server computer (e.g.

registration server) for verification. In some embodiments, sending the registration
cryptogram to the server computer comprises encrypting the registration cryptogram using
the second (response) shared secret. The server computer authenticates the user device using
30

the registrationcryptogram. Prior to sending the registration cryptogram, the registration
cryptogram may be encrypted using the second session key or another key (e.gl the LUK, a
public key of the server computer, or a shared secret key).

34

101561

At step 817, step 414 of method 400 can be performed. Specifically, the credentials

can be used to conduct payment transactions. For example, a payment token, the LJK and/or
the key derivation parameters included in the credentials may be used to generate, directly or
indirectly, transaction cryptograms used to authenticate future transactions, such as discussed
5

in FIGS. 12-15.

B. Server Computer
101571

FIG. 9 shows an example enrollment process or method 900 for provisioning a user

device (e.g., user device 10 1) with sensitive data such as a limited use key generated by a
server computer (e.g., payment processing network computer 105), in accordance withsome
10

embodiments. Aspects ofthe process 900 can be performed by any of the server devices 102
106 or 300 of FIGS. I and 3, respectively. For instance, the process 900 may be performed by
a provisioning server and/or a registration server discussed herein. In an embodiment, steps
901-911 are performed by a provisioning server and steps 912-916 are performed by a
registration server. In an embodiment, the provisioning server is the registration server.

15

[0158]

At step 901, steps 601-612 of method 600 can be perfbned. Inparticular, a

provisioning request message can be received including combined ephemeral public key and
encrypted request data from user device. A first shared secret can be generated using the
combined ephemeral public key and static server computer private key. A first session key
can be generated using the first shared secret and first supplementary data. The encrypted
20

request data can be decrypted using the first session key to obtain request data including an
ephemeral public key, a user device identifier, and identification data. The identification data
can be verified. Authentication data associated withthe user device identifier and the
identification data can be retrieved. Identification factor can be generated using the
authentication data and the identification data. The combined ephemeral public key can be

25

verified using the ephemeral public key and the identification factor. A cryptographic nonce
can be generated. The static server computer public key and/or the static server computer
private key can be blinded using the cryptographic nonce and the identification factor. A
second shared secret can be generated using the blinded static server computer private key
and the ephemeral public key ofthe user device. Alternatively, the second shared secret can

30

be generated using the static server computer private key and blinded ephemeral public key
of the user device. A second session key can be generated using the second shared secret and

35

the second supplementary data. Further description of these steps can be found with reference
to the corresponding steps in method 600.
[0159]

At step 908, key derivation parameters can be determined. The key derivation

parameters can be used with key derivation functions (KDFs) to generate or derive keys such
5

as the cryptogram key, the second session key, and the like, in some embodiments, the key
derivation parameters can include instructions on how to obtain other key derivation
parameters. In some embodiments, the key derivation parameters can include a LUK that can
be used to derive other keys.
[0160]

10

In some embodiments, a limited use key (LUK) can be optionally determined. In

some embodiments, the LUK may be generated based on a shared secret (e.g.,the first shared
secret or the second shared secret) and/or a key derivation function (KDF. In sonic
embodiments, the server computer may maintain a database indicating the Master Derivation
Key (MDK) for aPAN/TOKEN range and determining the LUK includes deriving the LUK
based on the MDK and the PAN/TOKEN from the payment transaction or from the

15

registration request.
[0161]

At step 910, key derivation parameters (which may includC the LUK) can be

included in the credentials. In some embodiments, other credentials may be included include
cryptogram derivation parameters, update parameters, and any other suitable data.
[0162]
20

At step 911, steps 613 and 614 of method 600 can be performed. Specifically, the

cryptographic nonce, server computer certificate chain, and the credentials can be encrypted
using the second key togenerate encrypted response data. A provisioning response message
including the blinded static server computer public key and the encrypted response data can
be sent to user device. In some embodiments, the provisioning response message may pass
through one or more intermediaries (e.g., an entrusted network) before reaching user device.

25

[0163]

In some embodiments, key materials such as shared secrets, session keys, and the

like, may be destroyed or otherwise rendered inaccessible (eg.encrypted) at the server
computer and/or user device when they are no longer needed locally. Preferably, the
destruction occurs immediately or soon after the key materials become unnecessary. For
example, the first shared secret can be removed from the user deviceimmediately the request
30

message is sent. As another example, the first shared secret can be removed from the server
computer soon after request message from user device is processed.

36

[0164]

At step 912, registration data (e.g, one-time password (OTP)) can be provided to a

user device. The server computer may be a registration server that may or may not be the
same as the provisioning server discussed above. The registration data may be transmitted to
the user deviceusing a separate communication channel than the communication channel
5

used to transmit the provisioning request/response messages. For example, the registration
may be transmitted over SMS, email, phone call, online chat, facsimile, postal mail, and the
like, and entered manually into user device by a user. In some other embodiments, the
registration data may be provided in the same communication channel as the provisioning
request/ response messages. In such embodiments, the registration data may be provided in

10

the provisioning response message or in a different message.
[0165]

At step 914, a registration cryptogram can be received from the user device. The

registration cryptogram can be provided by the user device in the same communication
channel as the provisioning request/request messages, or in a separate communication
channel such as SMS, email, phone call, online chat, tacsimile, postal mail, and the like.
15

[0166]

At step 916, the user device can be authenticated using the registration cryptogram,

In an example, a cryptogram key can be generated using the second shared secret, and the key
derivation parameters. The cryptogram key can be used to encrypt the registration data that is
provided to the user device. The resulting encrypted registration data may be compared
against the received registration cryptogram to determine if there is a match. If there is a
20

match, the user device may be authenticated. In some embodiments. additional authentication
steps may be performed. If there is not a match, theuser device isnot authenticated. In some
embodiments, validating the registration cryptogram may comprise comparing the received
registration cryptogram with a registration cryptogram associated with user device and stored
by server computer.

25

[0167]

In some embodiments, the server computer can be configured to generate a

cryptogram key using the limited use key (LUK) associated with the user device. The server
computercan be further configured to decrypt the received registration cryptogram using the
cryptogram key to determine a decrypted value. The decrypted value can be compared with
the registration data that is provided to the user device. The registration cryptogram is
30

verified if the decrypted registration cryptogram matches the registration data.
C. Data Flow Diagram
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[0168]

FIG. 10 shows a data flow diagram of an example enrollment process 1000, in

accordance with some embodiments. As shown in FIG. 10, a user devic 1002 may geerate
an ephemeral mobile public/private key pair (ePubM/ePrivM). Theephemeral mobile
public/private key pair may be blinded. User device 1002 may provide the ephemeral mobile
5

public key (ePubM) to a server computer 1004. The server computer may use theCephemeral
mobile public key (ePubM) and a server private key (PrivS) to generate a shared secret(Z
using an elliptic curve Diffie-Hellman function (ECDH). The shared secret may be known by
both the User device and the server computer at both ends of the secure channel. The shared
secret can be based on server negotiated parameters, algorithm, and/or server certificate

10

choices. In some embodiments, the shared secret (70) can include the the second (response)
shared secret discussed herein. The shared secret be used to produce a new recurring shared
secret (Z" or Next Z) for each subsequent transaction. In some embodiments, the next shared
secret can be derived using a negotiated key derivation fnction (e.g.,AES) with static
known but randomized, obfuscated, or white-box crypto protected parameters.

15

[01691

The shared secret (Z0) andkey derivation data parameters (derivation data) may be

used to derive a single use key (SUK), The single use key may be used with an authenticated
encryption (AE) algorithm to encrypt data such as a server certificate (Cert S) and key
derivation data (Deriv. Data). In addition, randomization ofparameters and algorithm choice
configuration randomm Config) can be used as input to the.AES KDF functions. The
20

randomization configuration can be used to obfuscate key derivation parameters and/or
deployment of a piece of software code (VIP) to the user device. The software code can
include a software development kit (SDK) related to a payment application (e.g., an
electronic wallet application). The code can be signed by the server or other vendor, so that
the User device can authenticate the code. During deployment, the software code may be

25

personalized or randomized (e.g. based on the randomization configuration) for specific user
devices or groups of user devices such that different user devices do not show a consistent
pattern of key behavior. In some embodiments, at least two levels of obfuscation are provided
on the server side. At a first level, the server can relatively randomly assign different ways to
calculate the key derivations and the cryptograms based on the combination of attributes

30

used, the order of attributes used and the code path in the code to be used. In some cases,
after the server has randomly chosen the set of attributes for key derivation, the ordering of
the attributes, and/or the code path for the cryptographicalgorithm,abitmapmaybe
generated that contains these instructions to be passed on to the user device in the encrypted

38

response data. Thus, for each user device or each group ofuser devices and/or for each
registration or re-sync.the combination of attributes

ised,

the order of attributes used and the

code path in the code to be used can be different. This approach makes it harder for a
fraudster to reverse engineer the software code or to derive a key from stolen parameters. At
5

a second level, different code sets can be released to different communities of devices such as
an organization (e.g., an issuer bank), a geographic area, or a specific application for an
organization. Thus, the size of the community that reverse engineering can target can be
changed from all applications that accept certain PANs to a subsets ofthatcommunity. By
varying the software across different communities of user devices, this approach limits the

10

ability of an attacker to build malicious software (e.g., malware) that is reusable across
different devices and hence the damage of potential security breach. In some embodiments,
each release of an application can use a new set of code but the size ofthe community for the
new code set is preferably large enough be signed and visible within online app store (e.g.,
Google Play store or equivalent.

15

101701

The randomization configuration, data (e.a., related to key derivation, update

parameters, and/or cryptogram derivation), and server certificate (CertS), along with any
other suitable information, can be encrypted to generate the encrypted response data. For
example, the encrypted response data can include the encrypted server certificate (CertS*)
and encrypted data (Data*). The data (egkey derivation parameters) may be obfuscated
20

using the random configuration before being encrypted. As discussed above, the data can
include a bitmap that includes instructions to be passed on to the user device regarding the
randomly chosen the set ofattributes for key derivation, the ordering of the attributes, andlor
the code path for the cryptographic algorithm. The bitmap can be included in the encrypted
response data. The encrypted response data can be provided to theuser device 1002.

25

[01711

The user device 1002 may determine the sharedsecret(Z) using the ephemeral

mobile private key (ePrivM) and the server public key (PubS), the latter may be provided by
the server computer 1004. User device 1002 can generate the single use key (SUK)using the
shared secret (Z() and derivation data, The derivation data can include previously provisioned
key derivation parameters, cryptogram derivation parameters, and the like. The single use key
30

(SUK) can be used to decrypt the encrypted response data (including the encrypted data
(Data*), encrypted server certificate (CertS*) to obtain the decrypted values. The server
certificate (CertS) can be verified using a certificate authority public key (PubCA) and an
elliptic curve digital signature algorithm (ECDSA). In some cases, some or all of the
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decrypted data (such as including the bitimap discussed above) may be further obfuscated
(Data Config*) for storage (e.g., using white box crypto technology).
[0172] The SUK may be used to determine a cryptogram key (K)

that is used to encrypt

registrationdata(eg one-tine password (OTP)) generated by the server computer 1004 and
5

transmitted to user device 1002 over a secondary channel. The secondary channel may be
separate from the secure channel used for communication of the request and response
messages between the user device 1002 and the server computer 1004. The encrypted
registration data (Encrypt OTP) can then be provided to the server computer 1004, which can
decrypt the encrypted registration data (e.g., OTP) using the cryptogram key to verify the

10

validity of the registration cryptogram.
D. Example EnrollmentFlow
[01731

FIG. I1 shows a block diagram of an example enrollment process 1100, in

accordance with some embodiments. As shown in FIG. 11, fourmessages may be exchanged
between user device 1102 (e.g., user device 101) and a server computer 1104 (e.g, payment
15

processing network computer 105 or issuer computer 106) as part of an identification and key
derivation process for enrollment of a device.
[01741

In a first message, user device 1102 may provide to the server computer

identification data relating to user device 1102 and/or a user associated with user device
1102. For example, identification information may include authentication credentials such as
20

a username and password. In addition, uiser device 1102 may generate an ephemeral
public/private key pair, and provide the ephemeral public key to payment processing network
105. In some embodiments, the first message may be transmitted over a secure
communication channel. For example, the first message might be encrypted using a session
key derived from a shared secret (Zo) that is determined from the public key associated with

25

the server computer 1104 and the ephemeral private key (EK).
[0175]

In a second message, server computer 1104 transmits registration data (e.g., one

time password) to user device 1102. Typically, the registration data (e.g., one-time password)
may be transmitted to user device 1102 using a separate communication channel. For
example, the registration data (e.g., one-time password) may be transmitted over SMS, email.
30

etc., and entered manually into user 101 by a user.
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[01761

Prior to sending a third message from server computer 1104 to user device 1102,

server computer 1104 may derive a shared secret (Zo) associated with user device 1102 using
the ephemeral public key received from user device 1102 and a private key associated with
server computer 1104 (PK), The shared secret may be used to generate a session key. Server
5

computer 1104 may also determine key derivation parameters for user device 1102. A "key
derivation parameter" may include any information used to determine a method for key
derivation, such as a key derivation algorithm, parameters to use with an algorithm, etc. For
example, in one embodiment, the key derivaionparameters may include a bitmap that
identifies one or more key derivation algorithms to be used when deriving a key on user

10

device

1102. Once key derivation parameters are determined, server computer 1104 may

encrypt the key derivation parameters using the session key and provide the encrypted key
derivation parameters to user device 1102. In some embodiments, the third message may also
include a token (eg.,a payment token) that may be encrypted using the session key.
[0177]
15

In some embodiments, a list of algorithms (e.g., key derivation algorithms or

functions) and parameters (e.g., key derivation parameters and/or update parameters)
discussed herein can be uniqueto a specific device or a specific group of devices so as to
prevent reverse engineering. The variation from device to device may be based on the
software development kit (SDK) installed on the device. In some embodiments, the exact
algorithm and/or parameters used for deriving a particular key or a shared secret can be

20

identified using a bitmap stored on the device. The interpretation of the bitmap and the
mapping of the bitmap to the actual list of algorithms and/or parameters can vary by the
device-specific SDK. For example, on one device,the list of algorithms stored may be (algl,
alg2, .. , alg8), while on another device, the list of algorithms stored can be {alg3, alg5.
aigl. Similarly, the lists of key derivation parameters and/or update parameters can also be

25

stored in differently on different devices. In some embodiments, the algorithms and/or
parameters may be listed in a random fashion on some or all of the devices. The bitmap may
point to the right index in the list of algorithms and/or parameters to be used for the actual
key generation. In some embodiments, the response data provided by a server computer can
include a bitmap that points to proper algorithms and/or parameters to be used by a user

30

device to generate keys and/or shared secrets. In some cases, the bitmap provided by the
server computer may be generated specifically for a given user device based on the order in
which the algorithms and/or parameters are stored on the user device.
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[01781

In some embodiments, the key derivation algorithms and/or parameters may be

listed in a random fashion on some or all of the devices. The bitmap may point to the right
index in the list of key derivation algorithms and/or parameters to be used for the actual key
generation. Thebitmaps may be stored on the server computer 1104 and/or the user
5

device 1102. In some embodiments, a bitmap can be included in a message from the user
device 1102 to the server computer 1104, or in a message from the server computer 1 104 to
the user device 1102. The bitmap may points to proper algorithms and/or parameters to be
used by the receiving device to generate or derive various keys. In some embodiments, the
bitmap may be generated specifically fori he receiving device as the order in which ihe

10

algorithms and/or parameters are stored on the user device may vary, as discussed above.
[0179]

Prior to sending a fourth message from user device 1102 to server computer 1 104,

user device 1 102 may decrypt the encrypted key derivation parameters using the session key.
User device 1102 may then derive a cryptogram key (CK) using the key derivation
parameters and the shared secret. User device 1102 can use the cryptogram key to encrypt the
15

registration daa (e.g.. one-time password) received in the second message to determine a
registration cryptogram (RC). User device 1102 then sends a fourth message including the
registration cryptogram over a secure channel. Server computer 1 104 can also derive the
cryptogram key and generate the registration cryptogram. If ihe received and generated
cryptograms match, the token provided to user device 1 102 can be activated and enrollment

20

of user device 1102 can be confirmed. In some embodiments, both user device I 102 and
server computer 1104 can store the registranon cryptogram for future use.

IV.
[01801

ONGOING VALIDATION USING UPDATED SHARED SECRETS
Embodiments can use the systems and apparatuses described above to conduct

payment transaction between a server computer to a user device. In particular, for a given
25

transaction (or other secure communications). an updated / rolling shared secret can be
generated based on a previous shared secret. Based on the updated shared secret and a
previously-provisioned limited use key (LUK), a new cryptogram key can be generated and
used to generate a transaction cryptogram thatis in turn used to authenticate the transaction
[01811

30

FIGS. 12-15 describe some examples of such methods. In some embodiments, the

user device may include ihe user device 101 or 200 of FIGS. I and 2, respectively. The server
computer may include the device 102, 103, 104, 105, 106.or 300 of FIGS. I and 3,
respectively.
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A.
[0182]

User Device

FIG. 12 shows an example transaction process or method 1200 for conducting a

transaction between a user device and a server computer, in accordance with some
cmbodiments. Aspects of the process 1200 can be performed by a user device 101 or 200 of
5

FIGS. 1 and 2. respectively.
[0183]

At step 1202., a shared secret is optionally updated. In some embodimcents, the

shared secret can be a shared secret that is determined as part of a provisioning process, e.g.,
as described above. The provisioning process can occur as an initial part of the transaction, or
can be performed at an earlier time. Updating the shared secret may be performed in any
10

suitable manner. For example, anupdated shared secret may be generated as a function of the
previous shared secret and other information such as a device identifier. For example, in one
embodiment, the updated shared secret may be the result of hashing the previous shared
secret and other data. In some embodiments. the next shared secret may be determined using
update parameters such as device and account parameters and configuration information. In

15

some embodiments, the update parameters may be unique to a specific user device or a
specific group of user devices. One or more ofthe update parameters for determining the
updated shared secret can be similar to or different from the key derivation parameters
received in a previous response message (e.g., a provisioning response message). In some
embodiments, the update parameters may be provided with the key derivation parameters in

20

the previous response message. In some other embodiments, the update parameters may be
provided in a separate message than the message that contains the key derivation parameters.
[01841

In somc ebodiments, a LUK can optionally be determined. The LUK may have

been previously provisioned to the user device during a provisioning process such as
discussed in FIGS. 8-11. In some embodiments, the LUK may have been encrypted (e.g..
25

using a session kcy) and determining the LUK may include decrypting the encrypted LUK. In
some embodiments, the step 1206 may be omitted and an LUK is not determined.
[01851

At step 1208, a cryptogram key can be generated using the updated shared secret

and key derivation parameters. The key derivation parameters can include key derivation data
and/or key derivation algorithms indicated in previous response messages from the server
30

computer (e.g., provisioning response message or authentication response message). For
example, LUK and/or the updated shared secret may be provided as input into a key
derivation function, along with certain key derivation data to produce the cryptogram key. As

43

another example, the LUK may be used as the cryptogram key. In some embodiments, the
LUK andior the cryptogram key generated using the LUK is a single use key (SUK) that is
only valid for one single transaction. In other embodiments, the LUK and/or the cryptogram
key generated using the LUK may be used repeatedly formore than one transaction.
5

[0186]

At step 1210, a transaction cryptogram can be generated using the cryptogram key

In some embodiments, the transaction cryptogram is further generated using transaction data
based on cryptogram derivation parameters that were sent as part of the initial provisioning
process. In some embodiments, the transaction cryptogram can also include transaction data
(e.g., transaction amount, transaction date, etc.) and user/account details (e.g., a payment
10

token, account expiration date, etc.) that are encrypted using the cryptogram key.
[0187]

At step 1212, the transaction cryptogram can be used to conduct a transaction (or

other secure communication). Generally, a transaction cryptogram auihenticates a transaction.
For example, in some embodiments, user device may provide a payment token or PAN and
transaction cryptogram to an access device or merchant computer, which may then generate
15

an authorization request message for the transaction. The authorization request message can
include the transaction cryptogram. The transaction cryptogram can be verified by an entity
receding the authorization request message (e.g., a payment processing network computer
105, an issuer computer 106, a validation server) in order to determine whether to approve or
deny the transaction.

20

[01881

In some embodiments, the transaction cryptogram is used to conduct a second

secure communication with a validation server. The second secure communication can be an
authorization transaction, wherein the second cryptogram authenticates at least one element
of the authorization transaction.
[0189]
25

In some embodiments, new shared secrets may be generated for each of a plurality

of new secure communications, each new shared secret generated using a previous shared
secret and the update parameters. New cryptogram keys can be derived using the new shared
secrets and the key derivation parameters. New cryptograms can be generated using the new
cryptogram key. New secure communications can be conducted the validation server
computer using the new cryptograms.

30

B. Server Computer
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[0190]

FIG. 13 shows an example transaction process or method 1300 forconducting a

transaction between a user device and a srer computer, in accordance with some
embodiments. Aspects of the process 1300 can be performed by a server computer 102, 103,
104, 105, 106, or 200 of FIGS. I and 3,respectively. In some embodiments, the process 1300
5

is performed by a validation server that may be configured to process payment transactions.
[01911

At step 1302, a transaction cyptogram for a transaction can be received. The

transaction cryptogram may have been generated by a user device using the method 1200
discussed above.
[0192]
10

At step 1304, a shared secret can optionally be updated. In some embodiments, the

shared secret can be a shared secret that is determined as part of an earlier provisioning
process, e.g., as described above. In other embodiments, an authorization transaction (e.g. to
access a resource, such as a document or computer) can occur at a same time as the
provisioning process. Updating the shared secret may be performed in any suitable manner.
For example, an updated shared secret may be generated as a function of the previous shared

15

secret and other information such as a device identifier. A stored shared secret can be updated
to determine an updated shared secret. For example, in one embodiment, the updated shared
secret may be the result of hashing the previous shared secret and other data. In some
embodiments, the next shared secret may be determined using update parameters such as
device and account parameters and configuration information. In some embodiments, the

20

update parameters may be unique to a specific user device or a specific group ofuser devices.
Along with shared secret, other information may be updated (e.g., using update parameters)
to prepare for the next SUK generation including key derivation parameters, counters,
nonces, transaction data, and the like. In some cases, such generation ofthe update secret
and/or any other necessary information can be performed whether device is offline. As

25

discussed above, any information that is no longer needed locally (e.g., previous shared
secret(s), previous derivation parameters, transaction data, etc.) can be deleted, removed, or
otherwise rendered inaccessible, preferably immediately after or soon after a time when such
information is no longer needed.
[0193]

30

At step 1306, an updated cryptogram key can be generated using theupdated shared

secret and/or key derivation parameters associated with the user device. In some
embodiments, the key derivation parameters may be retrieved from a database.
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[01941

At step 13M, the transaction cryptogram can be decrypted using the updated

cryptogram key. In some embodiments, the transaction cryptogram has been generated. by
the user device, using transaction data based on cryptogram derivation parameters that were
sent as part of theinitial provisioning process. In some embodiments, the transaction
5

cryptogram can also include transaction data (e., transaction amount, transaction date. etc.)
and user/account details (e.g., a payment token, account expiration (late, etc.) that are
encrypted using the cryptogram key.
[01951

At step 1310, the cryptogram can be validated. For example, validating the

cryptogram can include verifying that the decrypted cryptogram comprises the token or PAN
10

used to conduct the transaction. Validation of the cryptogram can also include verifying the
transaction data included in the decrypted cryptogram. Validating the cryptogram can also
include verifying that the cryptogram andlor cryptogram key have not been used repeatedly
beyond the permitted limits. For example, if the cryptogram key is a single use key (SUK),
then the same cryptogram key being used twice may indicate that the shared secret has been

15

compromised. In addition, in some cases, if the cryptogram cannot be validated against the
next expected cryptogram key, it may be validated against a predetermined number of future
cryptogram keys (e.,5 or fewer). This may allow validation to tolerate small
synchronization issues (e.g.,if two or more payment transactions are processed in a different
order than they were conducted in or if a transaction was canceled after a cryptogram was

20

generated for the transaction but before the transaction was submitted to server computer).
101961

in some embodiments, validating the transaction cryptogram may comprise

comparing the received transaction cryptogram with a transaction cryptogram associated with
user device and stored by server computer.
[01971
25

If the cryptogram is invalid, the transaction may be declined. Otherwise, processing

of the transaction may continue (e.g.,an authorization request for the transaction may be
forwarded to the next server computer (e.g.,from a payment processingnetwork
computer 105 to an issuer computer 106).
C Data Flow Diagram
[01981

30

FIG. 14 shows a data flow diagram of a transaction process 1400, in accordance

with some embodiments. As shown in FIG. 14, a user device 1402 may determine a shared
secret (Z) and use the shared secret (Z), along with other key derivation parameters (e.g,

46

device and account parameters and/or configuration information), as inputs to a key
derivation function(AES KDF) to determine an updatedshared secret (NextZ).AnLUK,
updated shared secret, device and account parameters, configuration information), transaction
parameters (e.g., token, transaction amount, timestamp, random number, etc.) and other
5

information may be used as inputs to a key derivation function (AES KDF) to determine a
cryptogram key (CK). In some embodiments, AES is the preferred cryptographic algorithm
used forgenerating the next shared secret and/or LUK (e.g., SUK) at transaction time
because of its faster performance over other methods (e.g.,hashing or elliptic-curve (EC)
operations). The LUK may have been previously provisioned onto the user device 1402 (eg,

10

duringaprovisioning process). The key derivation function that is used to determine the
cryptogram key may or may not be the same the as the key derivation function that is used to
determine the updated shared secret. The cryptogram key can be a limited use key. In an
example, the cryptogram key is a single use key (SUK) that is valid for only a single
transaction. The cryptogram key can then be used to generate a cryptogram for use in a

15

transaction. The cryptogram may be generated, for exampleby encrypting transaction
parameters (e.g., transaction amount, transaction timestamp, random number, etc.) using the
cryptogram key.
[0199]

Upon receiving the transaction cryptogram, the server computer 1404 can derive the

cryptogram key in a similar manner as described above for the user device 1402. The
20

cryptogram can be decrypted using the cryptogram key and decrypted cryptogram can be
validated in a similar manner as described above in step 1310 of method 1300 in FIG. 13.

D. Example Donsaction _Fow
[0200]

FIG. 15 shows a block diagram of a transaction process 1500, in accordance with

some embodiments. Income embodiments, the block diagram shown in FIG. 15 may allow a

25

payment transaction to be conducted offline (i.e., so that user device does not need a network
connection to the Internet or other wide area network (WAN),
[0201]

As shown in FIG. 15, amobile application running in user device 1502 (eg., user

device 101 of FIG. 1) may be used to conduct a payment transaction. For example, the user
device 1502 may be physically presented to a merchant (e.g., during a NFC transaction), or
30

maysend transaction details to a merchant computer 103 over a network such as the Internet.
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[0202]

in order to conduct the transaction, user device 1502 may first update a shared

secret stored on the device (Z). Updating the shared secret may be performed in any
suitable manner. For example, an updated shared secret (.)

ay be enerated as a function

of the previous shared secret (Z,-) and other information such as a deviceidentifier
5

[02031

Once an updated shared secret (Z,) is determined, the updated shared secret may be

used to generate a cryptogram key (CK). The cryptogram key may be a limited use key
(LUK). In some cases, the cryptogram key can be a single use key (SUK). The cryptogram
key may be used to generate a transaction cryptogram that is transmitted by user device 1502.
The transaction cryptogram may be generated in any suitable manner. For example, in some
10

embodiments, the transaction cryptogram may be a combination of transaction details(e.g.
transaction amount, transaction date, etc.) and user/account details (e.g., a payment token,
account expiration date, etc.) that are encrypted using the cryptogram key.
[0204]

in some embodiments, the cryptogram key can be generated using a LUK that has

been previously provisioned onto the user device 1502. The LUK may have been provisioned
15

in an encrypted form using a secure provisioning method described in FiGS, 8-15.
02051

The transaction cryptogram may be sent via POS device 102 and acquirer computer

104 to a server computer 1504 (e.g., a payment processing network computer 105 or an issuer
computer 106). In some embodiments, the transaction cryptogram may be included in an
authorization request message. The server computer 1504 may then update a shared secret
20

associated with user device 1502, determine a cryptogram key associated with the device
based on the updated shared secret, and use the cryptogram key to decrypt the received
transaction cryptogram. If the transaction cryptogram is determined to be valid, the server
computer 1504 may authorize the transaction or cause further processing of the transaction
(e.g., fraud analysis). Otherwise, if the transaction cryptogram is determined to be invalid, the

25

server computer 1504 may decline the transaction.
V.
[02061

KEYRENEWAL METHODS
Embodiments can use the systems and apparatuses described above to renew

enrollment of a user device with a server computer. In particular, during a renewal process, a
new shared secret may be established between the user and the server computer.
30

Additionally, new parameters

new key derivation parameters, new cryptogram

derivation parameters, and/or new update parameters) may be provisioned onto the user
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device to be used for generating cryptograms and/or cryptogram keys.
[0207]

FIGS. 20-22 describe some examples ofsuch methods. In some embodiments, the

user device may include the user device 101 or 200 of FIGS.

and2, respectively. The server

computer may include the device 102, 103, 104, 105, 106, or 300 of FIGS. 1 and 3,
5

respectively.
A.

[02081

USer Device

FIG. 16 shows an example renewal process or method 1600 for renewing a user

device's enrollment or registration with a server computer, in accordancewith some
embodiments. Aspects of the process 1600 can be performed by a user device 101 or 200 of
10

FIGS. I and 2, respectively. In some embodiments, a key renewal process may be initiated at
pre-determined time intervals, after a number of transactions have been conducted, when a
cryptogram key is suspected to be compromised, and the like.
[0209]

At step 1602, second registration data (e.g., a second one-time password) can be

received. The first registration data may have been received in a previous registration process
15

such as at step 808 of FIG. 8. In various embodiments, registration data can include other
data instead of or in addition to an OTP. For example, the registration data can include non
password data such as static string, unique deviceor user identifier, dummy transaction data,
and the like. Any other registration data can be used as long as it is verifiable.
[0210]

20

In some embodiments, the second registration data may be sent in response to a

request for the second registration data that is sent from the user device (e.g., by a payment
application running on the user device).
[02111

In some embodiments, the second registration data may be transmitted to user

device over a secondary communication channel that is separatefrom the communication
channel used for enrollment and/or transaction request/response messages. For example, the
25

second registration data may be included in a textmessage, email, phone call, online chat,
facsimile, postal mail, or the like. In some embodiments, the second registration data may be
sent to another device and entered into user device by a user. For example, if user device is a
user's mobile phone, the registration data (e.g., one-tine password) may be sent to a users
desktop computer and entered by the user into user device.

30

[0212]

At step 1604, a second ephemeral public/private key pair can be generated. The first

ephemeral public/private key pair may have been generated during the last

49

provisioning/renewal process. In some embodiments, generation of the second ephemeral
public/private key pair can be similar to the generation of the first ephemeral public/private
key pair.
[0213]
5

At step 1606, a renewal request message can be sent to the server computer. The

renewal request message can include a registration cryptogram. In some embodiments, the
registration cryptogram may be a cryptogram determined during an initial enrollment process,
such as at step 812 ofmethod 800. The registration crytogramn may have been stored on the
user device. The renewal request message can also include a hash of the second registration
data, and the second ephemeral public key of the user device. The renewal request message

10

can also include other data similar to the data included in the initial enrollment/provisioning
request such as device oruser identifier information, client configuration information or
service directives.
[02141

In some embodiments, the renewal request message may be encrypted using a

message protection key (e.g., session key)that is derived from a shared secret. For instance, a
15

new shared secret can be generated based on thesecond ephemeral private key and a server
Computer public key. The new shared secret can be used to generate a session key which may
be used to encrypt some or all data included in the renewalrequestmessage.
[02151

AE step 1608, a renewal response message can be received from the server

computer. The renewal response message can include second key derivation parameters for
20

generating cryptogram keys. For example, the renewal response message can optionally
include a second limited use key (LUK) for the user device. The renewal response message
can also include a server computer public key (that may or may not be blinded). In some
embodiments, the renewal response message may include other data such as second update
parameters, second cryptogram derivation parameters, and the like.

25

[02161

In some embodiments, the renewal response message can be encrypted using a first

session key that is generated based on the new shared secret. In such embodiments, the first
session key may be used to decrypt the renewal response message. In some other
embodiments, a second shared secret can be generated based at least in part on the second
ephemeral private key of the user device, the server computer public key, and the second key
30

derivation parameters. In such embodiments, the second shared secret can be used to generate
a second session key and the second session key may be used to decryptthe renewal response
message.
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[02171

At step 1610, a second cryptogram key can be derived using the second ephemeral

private key of the user device, the server computer public key, and/or the second key
derivation parameters. A first cryptogram key may have been previously generated during a
provisioning process (e.g., at step 810 of method 800) In some embodiments, the new shared
5

secret can be determined based on the second epheineral private key of the user device and/or
the server computer public key. The new shared secret and the second key derivation
parameters (which may or may not include the sceond LUK) can be used to generate the
second cryptogram key. In some other embodiments, a second shared secret can be generated
using the second ephemeral private key of the user device, the server computer public key

10

(which may or may not be blinded), and/or the second key derivation parameters.
At step 1612, a second registration cryptogram can be generated using the second

[0218]

cryptogram key (RC). The second registration cryptogram may be generated by encrypting
the second registration data using the second cryptogram key. Additionally or alternatively,
the registration cryptogram may be generated using other data such as identification data,
15

authentication data, other information extracted from the credentials and/or thersponse
message, and the like.
[0219]

At step 1614, the second registration cryptogram can be sent to the server computer

(e.g.,registration server) for verification in a renewal response message. The second
registration cryptogram can be used to authenticate the user device. Prior to sending the
20

second registration cryptogram, the second registration cryptogram may be encrypted using a
session key (e.g., the first session key or the second session key) or another key (e.g., the
LUK, a public key of the server computer, or a shared secret key). If the received registration
cryptogram is verified, user device may be re-enrolled successfully.
[0220j

25

In some embodiments, the second registration data and optionally a secure element

identifier (e.g., SIM ID) can be encrypted with the originally stored registration data (e.g.,
first registration data) using a key derived under the new shared secret. The encrypted value
is then sent to the server for validation. Such embodiments provide additional security
because validation of the encrypted value ensures that the requestor (.g.,

user device) knows

the first and second registration data, as well as the newly negotiated shared secret.
30

B.

Server Computer

51

FIG. 17 shows an example renewal process or method 1700 for renewing a user

10211]

device's enrollment with a server computer, in accordance with some embodiments. Aspects
of the process 1700 can be performed a server computer such as a server device or computer
102, 103, 104, 105, 106, or 300. For instance, the process 1700 may be implemented by a
5

registraton server as discussed herein. Alternatively or additionally, aspects of the
process 1700 may be performed by any other suitable entities.
[0222]

At step 1702, second registration data (e.g., a second one-time password (OTP)) can

be sent to a user device. In some embodiments, the second registration data may be
transmitted to user device over a secondary communication channel that is separate from the
10

communication channel used for enrollment and/or transaction request/response messages.
For example, the second registration data may be included in a text message, email, phone
call, online chat, facsimile, postal mail, or the like.
[02231

In some embodiments, registration data (e.g., first registration data or second

registration data) may be encrypted or otherwise protected using a key (e.g., session key) that
15

is derived from a shared secret. Thus, registration data can be used to validate ownership of
users and user devices upon registration or refresh (e.g., renewal). In some embodiments,
multiple-factor authentication may be used to instead of or in addition tothe registration data.
[02241

At step 1704, a renewal request message can be received from the user device. The

renewal request message can include a registration cryptogram. In some embodiments, the
20

registration cryptogram may be a cryptogram determined during an initial enrollment process,
such as at step 12 of method 800. Therenewal request message can optionally include a
hash of the second registration data, and the second ephemeral public key of the user device.
The renewal request message can also include a hash of the second registration data, and the
second ephemeral public key of the user device. The renewal request message can also

25

include other data similar to the data included in the initial enrollment/provisioning request
such as device or user identifier information, client configuration information or service
directives.
[0225]

In some embodiments. the servercomputer can generate a new shared secret using

at least the second ephemeral public key of the user device, a private key of the server, and/or
30

key derivation parameters associated with the user device. The new shared secret can be used
to generate a first session key, which may be usedto decrypt the renewal request message.

52

[0226]

At step 1706, the registration cryptogram can be validated. In some embodiments, a

hash of the second registration data (e.g., one-time password) may optionally be validated.
Validating the registration cryptogram may comprise comparing the received registration
cryptogram with a registration crptoram associatedwithuserdeviceandstored by server
5

computer. Validating the second registration data (e.g., one-time password) hash may
comprise comparing the received second registration data (e.g., one-time password) hash with
a hash of the second registration data (e.g., one-time password) that has been provided to the
user device to determine if there is a match.
[02271

10

At step 1708, if the registration cryptogram and/or second registration data (e.g.,

one-time password) hash are validated, a renewal response message may be generated and
sent to the user device. The renewal response message can include second key derivation
parameters for the user device, The renewal response message can also incIude a server
computer public key (that may or may not be blinded), second cryptographic nonce, second
cryptogram derivation parameters, second update parameters, and/or any other suitable data.

15

[0228]

In some embodiments, the renewal response message can be encrypted using a first

session key that is generated based oni the new shared secret. In such embodiments, the first
session key may be used to decrypt the renewal response message. In some other
embodiments, a second shared secret can be generated based at least in part on the second
ephemeral private key of the user device, the server computer public key, and the second key
20

derivation parameters. In such embodiments, the second shared secret can be used to generate
a second session key and the second session key may be used to decrypt the renewal response
message.
[0229]

At step 1710, the second registration cryptogram can be received from the user

device, The second registration cryptogram may be encrypted using a session key (e.g., the
25

first session key or the second session key) or another key (e.g., the LUK, a public key of the
server computer, or a shared secret key). If the received registration cryptogram is verified.,
user device may be re-enrolled successfully.
[02301

In some embodiments, the second registration cryptogram can be validated 1712

using the second ephemeral public key, the server computer private key, and the second key
30

derivation parameters. For example, in some embodiments, validating the second registration
cryptogram may include generating a second cryptogram key using the second ephemeral
public key, the server computer private key, and/or the second key derivation parameters. The

cryptogram key can be generated using a shared secret that is generated using the second
ephemeral public key, the server computer private key, and/or the second key derivation
parameters. The cryptogram key can optionally be generated based on a second LUK that has
been provided to the user device. The cryptogram key may be used to decrypt the received
5

registration cryptogram. Where the second registration cryptogram is generated by encrypting
the second one-time password using

the cryptogram key, the received second registration

cryptogram can be decrypted to determine whether the decrypted cryptogram matches the
second registration data (e.g., one-time password) that has been provided to the user device.
In some embodiments. rather than decrypting the received registration cryptogram, the
10

received registration cryptogram can be compared with a stored registration cryptogram
associated with the user device.
[0231]

In some embodiments. the second registration data and optionally a secure element

identifier (e.g, SIM ID) can be encrypted with the originally stored registration data(e.g,
first registration data) using a key derived under the new shared secret. The encrypted value
15

is then sent to the server for validation. Validation can includes decrypting the encrypted
value using the new shared secret and validating both the original (first) registration data and
the new (second) registration data in the decrypted value. Such validation provides the
additional assurance that the requestor (e.g., user device) knows the first and second
registration data, as well as thenewly negotiated shared secret.

20

C.
[02321

Eamvle Key Renewal Flow
FIG. 18 shows a block diagram of a key renewal process 1800, in accordance with

some embodiments. As shown in FIG. 18, four messages may be exchanged between user
device 1802 (e.g., user device 101) and a server computer 1804 (e.g., payment processing
network computer 105 or issuer computer 106) as part of a key renewal process.
25

[02331

i a first message, the server computer 1804 may provide to the user device 1802 a

second registration data (e.g., one-time password). In some embodiments, the registration
data (e.g. one-time password) may be provided using an alternate communications medium,
such as SMS or mail.
[02341
30

In a second message, the user device may provide a registration cryptogram (RC), a

public key of a new ephemeral public/private key pair, and a hash of the received registration
data (e.g., one-time password) to server computer 1804. The registration cryptogram (RC)
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may have been obtained during an initial enrollment process (e.g.,in accordance withmethod
800). The server computer 1804 may verify the registration cryptogram and registration data
(e.g., one-time password) hash to authenticate user device 1802.
[0235]
5

In a third message, ifuser device 1802 is authenticated, the server comIputer 1804

may provide new key derivation parameters to user device 1102. In some embodiments, the
server computer 1804 may optionally provision a new limited use key (LUK) to the user
device 1802 as part of the key derivation parameters. The limited use keymay beLsed to
generate new cryptogram keys and/or new cryptograms (e.g.registration cryptograns and/or
transaction cryptograms).

10

[0236]

Prior to sending a fourth message, user device may derive a new shared secret (new

Zo) using thenew ephemeral private key (EK) and a server computer public key, and use the
new shared secret (Zo) and new key derivation parameters to determine a new cryptogran
key (new CK). In some embodiments, where a new LUK is provisioned by the server
computer 1804, the newcryptogram key may also be generated based on the LUK. The new
15

cryptogam key can then be used to generate a new registration cryptogram (new RC). For
example, the new cryptogram can be used to encrypt the registration data (e.gone-time
password) sent to the user device 1802 in the first message. User device 1802 may then send
the new registration cryptogram (new RC) to the server computer 1804. If the new
cryptogram (new RC) is validated, keyrenewal may be completed successfully.

20

V.
[02371

SYNCHRONIZATION
A potential issue with the techniques described herein is the possibility of large

numbers of interrupted transactions leading to many out of sync situations where the user
device and the servercomputer have or expect different shared secrets. For example, access
devices (e.g.,NFC terminals) are sometimes unable to proceed with the authorization even
25

though the user device or a payment application thereon has successfully complete the NFC
transaction communication. As another example, it is sometimes unclearwhether QR codes
have been successfully scanned at all.
[02381

This out of synch issue may mitigated, at least in part, at the server side by allowing

the server validation of the cryptogram to accept either the next cryptogram key (SUK) or the
30

next n (where n=1, 2, 3,

cryptogram key(s) (e.g.,SUK) upon rejection of the next

cryptogram key. For example, if a validation of a cryptogram generated using the updated

cryptogram key fails, the server may attempt to validate the cryptogram using the next+-1
cryptogram key (derived from the nextil shared secret), the next+2 cryptogram key (derived
from the next+2 shared secret), or the like.
[0239]
5

Additionally or alternatively, the user device may be configured to check

synchronization against the server in the following manner. When the device is ncxt online
and after the second or later new shared secret is generated for the account, the last shared
secret would be sent in to the server computer. The server can calculate or receive last shared
secret if the server is notified of each new transaction event byuser devices and/or server
computers. In some embodiments, both the user devices and the servers need to store the

10

method bitmaps for calculating the keys and cryptograms and/or the last shared secret(s) used
for calculating the next shared secrets) and next cryptogram(s). In some embodiments, some
or all of the sensitive data such as the method bitmaps and/or the last shared sccrct(s) may be
stored in a token vault configured to securely store payment tokens for transactions. Since the
token vault is queried for each transaction, storing the sensitive data in the token vault may be

15

preferred so as to improve efficiency (e.g.,speeding up querying time). In such embodiments,
the last shared secret may be checked against the token vault. In some other embodiments,
the sensitive data may be stored in another data store that is not the token vault.
[0240]

The server computer can maintain a list of shared secrets from last sync to identify

whether out of sync condition is backward or forward. Device Account Out of Sync
20

(forward) condition can be used to trigger an automatic re-syn without checking registration
data as forward condition may be caused by incomplete device transactions that generates a
new shared secret. Forward sync problem can occur when the user device generates next
secrets without actually generating a transaction. Backward sync can occurwhen the server is
ahead of the user devices. For example, some merchants do not actually send authorization

25

requests to payment processors vhen the transactions actually occur. Instead, they batch up
the authorization requests and send them later. This means that a consumer can have used
their device for another transaction before the previous authorization request has been sent.
As a result. the server may receive authorization requests for transactions that use an earlier
secret after an authorization request using a later secret has been processed by the server. To

30

cope with the problem, in some embodiments, the server may maintain a moving window of
current secret and unused previous secrets. The server may then bc ablc to look forward
because the transaction may be using a future secret rather than the next secret. The larger the
window, the less re-synes will be necessary. The tradeoff may be a slower rate at which a
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server can handle transactions. In some embodiments, backward conditions can be used to
trigger an alert as a possible attack because the same shared secret may be used more than
once.
VIL
5

[02411

OTHER TYPES OF TRANSACTIONS
In some embodiments, the techniques described herein can be used to authenticate

transactions that do not relate to payments. For instance, a user device may communicate

with a server computer in order to access one or more resources in one or more non-payment
transactions. The server computer may be configured to authenticate theuser deviceusing the
techniques described herein. The server computer may be firrther configured to provide
10

access to the one or more resources based on the authentication result.
[02421

For example, the user device and the server computer may communicate during a

provisioning process to provision credentials (e.g., a LUK) to the user device.The
communications can be performed in the same manner as discussed above in FIGS. 4-12.
[02431
15

The provisioned credentials may be used in subsequent transactions to allow the

user device to access resources provided by a server computer. The server computer can be
the same server computer that enrolled the user device or a different server computer.The
communications can be performed in the same manner as discussed above in FIGS. 16-19.
For instance, the provisioned credentials (e.g., LUK and/or other key derivation parameters)
can be used to generate a cryptogram key that may be used to generate a cryptogram that is

20

used to authenticate the user device during a transaction.The cryptogram key can be
generated father based ona shared secret that isupdated for each transaction (e.g., a rolling
shared secret). In such embodiments, the cryptogram key that is generated is a single use key
that is only valid for a single transaction.
[02441

25

The credentials may be renewed during a renewal process such as discussed herein.

In particular, a new credential (e.g. new LUK) may be provisioned onto the user device to be
used for generating cryptograms and/or cryptogram keys.fThe communications can be
performed in the same manner as discussed above in FIGS. 16-18. In some embodiments, the
new LUK is provisioned in a secure manner similar to the provisioning of the LU)K during
the enrollment process.

30

[02451

In various embodiments, a resource may include computing resources that are

accessible via a computing device. Such computing resources can include data objects,
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computing devices or hardware/software components thereof (e.g., CPU, memory,
applications), services (e.g.,web services), virtual computer systems, data storage or
management, network connections and interfaces, the like. For example, a resource can
include one or more computing devices (e.g., desktop, laptop, tablet, mobile phone), files or
5

other data scored ini he computing devices, memory or data storage device associated with
the computing devices, applications installed on the computer devices, peripheral devices
associated with the computing devices such as input/output devices (e.g., keyboard, mouse,
microphone, touchscreen, printer), network interfaces, services provided by the computing
devices, and the like. Computing resources can include online or cloud-based services or

10

functionalities provided by service providers. Computing resource can include one or more
storage devices, nodes, systems, or a portion thereof such as a partition, a volume, a sector,
and the like. Computing resources can also include data objects such as credentials (e.g.,
username, passwords, cryptographic keys, digital certifications). In this case, a master
credential may be required to access these credentials. A resource can include tangible andlor

15

intangible resources. Tangible resources can include devices, buildings, and physical objects.
Intangible resources can include services and time, for example.
VIIl.
[0246]

COMPUTER APPARATUS
FIG. 19 shows a high level block diagram of a computer system that may be used to

implement any of the entities or components described above. The subsystems shown in FIG.
20

19 are interconnected via a system bus 1975. Additional subsystems include a printer 1903,
keyboard 1906, fixed disk 1907, and monitor 1909, which is coupled to display adapter 1904.
Peripherals and input/output (i/O) devices, which couple to I/O controller 1900, can be
connected to the computer system by any number of means known in the art, such as a serial
port. For example, serial port 1905 or external interface 1908 can be used to connect the

25

computer apparatus to awide area network such as the Internet, a mouse input device, or a
scanner. The interconnection via system bus 1975 allows the central processor 1902 to
communicate with each subsystem and to control the execution of instructions from system
memory 1901 or the fixed disk 1907, as well asthe exchange of information between
subsystems. The system memory 1901 and/or the fixed disk may embody a computer

30

readable medium.
10247]

Slorage media and computer-readable media for containing code, or portions of

code, can include any appropriate media known or used in the art, including storage media
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and communication media, such as but not limited to volatile and non-volatile, removable
and non-removable media implemented in any method or technology for storage and/or
transmission of information such as computer-readable instructions, data structures, program
modules, or other data, including RAM, ROM, EEPROM, flash memory or other memory
5

technology, CD-ROM, digital versatile disk (DVD) or other optical storage, magnetic
cassettes, magnetic tape, magnetic disk storage or other magnetic storage devices, data
signals, data transmissions, or any other medium which can be used to store ortransmit the
desired information and which can be accessed by the computer. Based on the disclosure and
teachings provided herein, a person of ordinary skill in the art will appreciate other ways

10

and/or methods to implement the various embodiments.
[02481

The above description is illustrative and is not restrictive. Many variations of the

invention may become apparent to those skilled in the art upon review of the disclosure. The
scope of the invention may, therefore, be determined not with reference to the above
description, but instead may be determined with reference to the pending claims along with
15

their full scope or equivalents.
[02491

It should be understood that any of the embodiments of the present invention can be

implemented in the form of control logic using hardware (e.g. an application specific
integrated circuit or field programmable gate array) and/or using computer software with a
generally programmable processor in a modular or integrated manner. As used herein, a
20

processor includes a single-core processor. multi-core processor on a same integrated chip, or
multiple processing units on a single circuit board or networked. Based on the disclosure and
teachings provided herein, a person of ordinary skill in the art will know and appreciate other
ways and/or methods to implement embodiments of the present invention using hardware and
a combination of hardware and software.

25

[02501

Any of the software components or functions described in this application may be

implemented as software code to be executed by a processor using any suitable computer
language such as, for example, Java, C, C++, C#, Objective-C, Swift, or scripting language
such as Per or Python using, for example, conventional or object-oriented techniques. The
software code may be stored as a series ofinstructions orcommands on a computer readable
30

medium for storage and/or transmission. A suitable non-transitory computer readable
medium can include random access memory (RAM), a read only memory (ROM), a magnetic
medium such as a hard-drive or a floppy disk, or an optical medium such as a compact disk
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(CD) or DVD (digital versatile disk), flash memory, and the like. The computer readable
medium may be any combination of such storage or transmission devices.
[0251]

Such programs may also be encoded and transmitted using carrier signals adapted

for transmission via wired, optical, and/or wireless networks conforming to a variety of
5

protocols, including the Internet. As such, a. computer readable medium according to an
embodiment of the present invention may be created using a data signal encoded with such
programs. Computer readable media.encoded with the program code may be packaged with a
compatible device or provided separately from other devices (e.g., via Internet download).
Any such computer readable medium may reside on or within a. single computer product (e.g.

10

a hard drive, a CD, or an entire computer system), and may be present on or within different
computer products within a system or network. A computer system may include a monitor,
printer, or other suitable display for providing any of the results mentioned herein to a user.
[02521

Any of the methods described herein may be totally or partially performed with a

computer systemincluding one or more processors, which can be configured to perform the
15

steps. Thus, embodiments can be directed to computer systems configured to perform the
steps of any of the methods described herein, potentially with different components
performing a respective steps or a respective group of steps. Although presented as numbered
steps, steps of methods herein can be performed at a same time or in a different order
Additionally, portions of these steps may be used with portions of other steps from other

20

methods. Also, all or portions of a step may be optional. Additionally, any of the steps of any
of the methods can be performed with modules, units, circuits, or other meansfor performing
these steps.
[0253]

The specific details of particular embodiments may be combined in any suitable

manner without departing from the spirit and scope of embodiments of the invention.
25

However, other embodiments of the invention may be directed to specific embodiments
relating to each individual aspect, or specific combinations of these individual aspects.
[0254]

The above description of example embodiments of the invention has been presented

for the purposes of illustration and description. It is not intended to be exhaustive or to limit
the invention to the precise form described, and many modifications and variations are
30

possible in light of the teaching above.
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[0255]

A recitation of "air or "the" is intended to mean "one or more unless specifically

indicated to the contrary. The use of "or" is intended to mean an "inclusive or," and not an
"exclusive or" unless specifically indicated to the contrary.
[0256]
5

All patents, patent applications, publications, and descriptions mentioned herein are

incorporated by reference in their entirety for all purposes. None is admitted to be prior art.
[0257]

Where any or all of the terms "comprise", "comprises", "comprised" or "comprising"

are used in this specification (including the claims) they are to be interpreted as specifying the
presence of the stated features, integers, steps or components, but not precluding the presence
of one or more other features, integers, steps or components.
10
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The claims defining the invention are as follows:

1.

A method comprising performing, by a user device:

determining a key pair comprising a first public key and a first private key;
generating a request shared secret using the first private key and a static server
public key;
encrypting identification data using the request shared secret to obtain encrypted
identification data, the identification data identifying the user device and/or a user of the user
device;
sending, over a secure communication channel to a server computer, a request
message including the first public key and the encrypted identification data;
receiving, from the server computer, first registration data over a second
communication channel separate from the secure communication channel;
receiving, from the server computer, a response message including a first
blinded server public key;
determining a first response shared secret using the first private key and the first
blinded server public key;
generating a first cryptogram key using the first response shared secret;
encrypting the first registration data using the first cryptogram key to generate a
first registration cryptogram; and
sending the first registration cryptogram to the server computer, wherein the
server computer authenticates the user device using the first registration cryptogram.

2.
5

The method of claim 1, wherein the identification data includes

authentication credentials of the user of the user device.

3.

The method of any one of claims 1 or 2, further comprising:

generating an identification factor using the identification data and
authentication data of the user; and
0

generating a combined private key using the first private key and the
identification factor, wherein determining the first response shared secret using the first private
key and the first blinded server public key uses the combined private key.
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4.

The method of any one of claims 1-3, wherein the second communication

channel comprises SMS, email, phone call, online chat, facsimile, or postal mail.

5.

The method of any one of claims 1-4, wherein the first registration data is

a one-time passcode.

6.

The method of any one of claims 1-5, further comprising:

storing, by the user device, the first response shared secret, and wherein sending
the first registration cryptogram to the server computer comprises encrypting the first
registration cryptogram using the first response shared secret.

7.

The method of any one of claims 1-6, further comprising performing, by

the user device:
receiving second registration data;
generating a second key pair comprising a second public key and a second
private key;
sending, to the server computer, a renewal request message including the first
registration cryptogram and the second public key;
generating a second registration cryptogram using the second private key and the
second registration data; and
sending the second registration cryptogram to the server computer.

8.

The method of claim 7, further comprising performing, by the user

device:
5

receiving a renewal response message including a second blinded server public
key; and
deriving a second cryptogram key using the second private key and the second
blinded server public key,
wherein the second registration cryptogram is generated by applying the second

0

cryptogram key to the second registration data.

9.

The method of claim 8, wherein deriving the second cryptogram key

using the second private key and the second blinded server public key includes:
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determining a second response shared secret using the second private key and
the second blinded server public key; and
generating the second cryptogram key using a key derivation parameter and the
second response shared secret.

10.

The method of any one of claims 7-9, wherein the renewal request

message includes a hash of the second registration data.

11.

The method of any one of claims 1-10, wherein the first public key and

the first private key are ephemeral keys.

12.

A method comprising performing, by a server computer:

receiving, over a secure communication channel, a provisioning request message
from a user device, the provisioning request message including a first public key and encrypted
request data including encrypted identification data;
determining, by the server computer, a request shared secret using the first
public key and a static server private key;
decrypting the encrypted request data using the request shared secret to obtain
request data including identification data;
verifying the identification data corresponds to the user device;
sending, over a second communication channel separate from the secure
communication channel, first registration data to the user device;
sending, to the user device, a response message including a first blinded server
public key generated by blinding a static server public key using a first cryptographic nonce;
5

receiving a user registration cryptogram from the user device;
generating a response shared secret using the first cryptographic nonce and a
server private key that corresponds to the static server public key;
generating a first cryptogram key using the response shared secret;
encrypting the first registration data using the first cryptogram key to generate a

0

first registration cryptogram; and
verifying, by the server computer, the user registration cryptogram by comparing
the user registration cryptogram to the first registration cryptogram, wherein the user device is
authenticated if the first registration cryptogram is verified.
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13.

The method of claim 12, wherein the encrypted request data includes an

encrypted user identifier that is decrypted to obtain a user identifier, and
wherein the identification data is verified by using the user identifier to retrieve,
from a device database, corresponding identification data that is compared to the identification
data.

14.

The method of any one of claims 12 or 13, wherein the first public key is

a combined public key, and wherein the request data includes a user device public key used to
generate the combined public key, the method further comprising:
retrieving authentication data associated with the identification data;
generating an identification factor using the identification data and the
authentication data; and
verifying the combined public key using the user device public key and the
identification factor.

15.

The method of any one of claims 12-14, wherein the response shared

secret is further generated using the first public key.

16.

The method of any one of claims 12-15, wherein a second public key is

received with the user registration cryptogram, and wherein the response shared secret is further
generated using the second public key.

17.

The method of any one of claims 12-16, further comprising:

decrypting the user registration cryptogram using the response shared secret
5

before verifying the user registration cryptogram.

18.

The method of any one of claims 12-14 and 17, further comprising

performing, by the server computer:
storing the user registration cryptogram;
0

sending second registration data to the user device;
receiving, from the user device, a renewal request message including the user
registration cryptogram and a second public key;
verifying the user registration cryptogram by comparing the received user
registration cryptogram to the stored user registration cryptogram;
65

receiving, from the user device, a second registration cryptogram; and
verifying the second registration cryptogram using a server computer private
key, the second public key, and the second registration data.

19.

The method of claim 18, further comprising performing, by the server

computer:
sending, to the user device, a renewal response message including a second
blinded server public key generated by blinding the static server public key using a second
cryptographic nonce,
wherein verifying the second registration cryptogram uses a second cryptogram
key derived using the server private key, the second cryptographic nonce, and the second public
key.

20.

The method of claim 19, wherein the renewal request message includes a

received hash of the second registration data, the method further comprising:
verifying the received hash by comparing to a stored hash of the second
registration data, wherein the renewal response message is sent responsive to the received hash
matching the stored hash.

21.

A computer system, comprising:

a memory that stores computer-executable instructions; and
a processor configured to access the memory and execute the computer
executable instructions to perform the method of any one of claims 1-20.
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