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METHODS, CONTROLLERS, AND
MACHINE-READABLE STORAGE MEDIA
FOR AUTOMATED COMMISSIONING OF

EQUIPMENT

RELATED APPLICATION

The present application hereby incorporates by reference
the entirety of, and claims priority to, U.S. Provisional
Patent Application Ser. No. 63/070,460 filed 26 Aug. 2020.

COPYRIGHT AUTHORIZATION

A portion of the disclosure of this patent document
contains material which is subject to copyright protection.
The copyright owner has no objection to the facsimile
reproduction by anyone of the patent document or the patent
disclosure, as it appears in the Patent and Trademark Office
patent file or records, but otherwise reserves all copyright
rights whatsoever.

FIELD OF INVENTION

The present disclosure relates to commissioning build-
ings. More specifically, to setting up sensors in a building
and understanding the relationships between devices in the
building such that the building can commission itself.

BACKGROUND

Building commissioning is the process of turning on a
new building and determining that all the systems work as
designed. Commissioning is complex enough that there are
a great deal of resources devoted to it—seminars, confer-
ences, whole careers. Typically, heating, ventilation, and air
conditioning (HVAC) systems of a building are tested to see
if they are wired correctly. These systems may also be
balanced, to check that they run as expected within the
building structure. This can be a very time-consuming
process, as different areas of the building influence each
other. For example, if two sensors in two close zones have
been mistakenly flipped, the sensor readings may be close
enough to what is assumed to be correct that it is not until
the building has already been moved into that the error is
noticed, at which point it is very difficult to fix; as the fix
may involve tearing out walls to get to underlying wiring.
Generally, there have been studies exploring the concept of
automatic commissioning, however, the methods used to
date have typically required an occupancy-free training
period, during which the building is subjected to an artificial
test regime, which limits the potential for retro-commission-
ing, or continuous commissioning. Being able to prove that
a building is commissioned correctly is important in getting
owners to sign off on construction, can lead to energy
savings, and, if done with enough provability, can lead to
energy and other sorts of discounts from local and state
governments, and power companies.

SUMMARY

This summary is provided to introduce a selection of
concepts in a simplified form that are further described
below in the Detailed Description section. This summary
does not identify required or essential features of the
claimed subject matter. The innovation is defined with
claims, and to the extent this Summary conflicts with the
claims, the claims should prevail.
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Embodiments disclosed herein provide systems, methods,
and computer-readable media for automated commissioning
of various devices, building portions, sensors, and etc.

In embodiments, a method of commissioning equipment
and sensors in a physical space is disclosed, the method
comprising: providing a controller with computer hardware,
and memory in a physical space; providing a device with a
device sensor that indicates state of device, the device and
the device sensor connected to the controller; providing a
space sensor in the physical space, the space sensor indi-
cating state of the physical space, the state of the physical
space operationally able to be changed by the device, the
space sensor connected to the controller; providing to the
controller expected behavior of the device, device sensor,
and space sensor; the controller checking that the device is
exhibiting expected behavior when turned off; the controller
turning the device on, and then checking that the device
sensor indicates the device is exhibiting expected behavior
when turned on; and the controller checking the state of the
space sensor in the physical space to see if state of the
physical space has changed as expected by device behavior
when turned on.

In embodiments, the controller turns on a second device
to check a value that is correlated with the expected behavior
of the device.

In embodiments, the memory further comprises a wiring
protocol for the device, and the controller checking that the
device is exhibiting expected behavior when turned on
further comprises the controller understanding the wiring
protocol of the device, and the controller checking that
device connection to the controller is following the wiring
protocol when turned on.

In embodiments, the controller checks that it can com-
municate with the space sensor and the device sensor, and
the controller reports an error when a sensor is not commu-
nicating with the controller.

In embodiments, the controller reports an error when a
sensor is not communicating with the controller.

In embodiments, an error reported by the controller is
displayed on a display device associated with the controller.

In embodiments, the controller reports results on a display
device associated with the controller, and wherein the results
comprise pass, when expected behavior were produced;
there results comprise fail, when expected behavior is not
produced; and the results comprise check, when behavior is
unclear and manual interpretation is required.

In embodiments, a controller with connector wires is
connected to the device and the device sensor, and a con-
troller tests at least one connector wire, the controller test
comprising a short circuit test, a cut wire test, or a proper
connection test.

In embodiments, an incentive checker is also included,
which checks which incentives the physical space qualifies
for, based on controller reporting results.

In embodiments, the incentive checker further determines
which power company incentives the physical space quali-
fies for.

In embodiments, the system turns on when pass results
meet a threshold.

In embodiments, a model of the physical space is pro-
vided within the controller that comprises location of the
device, device sensor and space sensor within the physical
space, and expected behavior of the device, device sensor,
and space sensor.

In embodiments, the model of the physical space further
provides information such that sensors can cross-check each
other.
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In embodiments, an automated commissioning system for
a physical space is disclosed with multiple devices compris-
ing: at least one controller, each controller comprising; a
processor; a memory in operational communication with the
processor; a physical space model, the physical space model
comprising for each device a least two of: device wiring
protocol; device wiring position in controller; device behav-
ioral data; device error data; nearby sensor values expected
in response to device behavioral data; and a commissioning
engine having instructions which upon execution by the
processor: performs operations that select a device; checks
that the device is wired to a correct position on the control-
ler; checks that wires of the device wired to the controller
follow the device wiring protocol; checks that the controller
controlling the device cause a correct relationship behavior
in a nearby sensor; and documents device behavior.

In embodiments, an incentive checker, is disclosed and
wherein the incentive checker further comprises an incentive
database, commissioning results, an incentive display and an
incentive deployer.

In embodiments, the incentive checker checks for incen-
tive available based on commissioning results.

In embodiments, the physical space model further com-
prises sensor cross check data and wherein the commission-
ing engine further comprises performing cross-checks on at
least two sensors.

In embodiments, a computer-readable storage medium
configured with instructions is disclosed which upon execu-
tion by one or more processors performs an automated
commissioning method, the method comprising: providing a
controller with computer hardware, and memory in a physi-
cal space; providing a device with a device sensor that
indicates state of device, the device and the device sensor
connected to the controller; providing a space sensor in the
physical space, the space sensor indicating state of the
physical space, the state of the physical space operationally
able to be changed by the device, the space sensor connected
to the controller; providing to the controller expected behav-
ior of the device, device sensor, and space sensor; the
controller checking that the device is exhibiting expected
behavior when turned off; the controller turning the device
on, and then checking that the device sensor indicates the
device is exhibiting expected behavior when turned on; and
the controller checking the state of the space sensor in the
physical space to see if state of the physical space has
changed as expected by device behavior when turned on.

In embodiments, results of the commissioning is reported.

In embodiments, an automated commissioning system for
a physical space with multiple devices is disclosed, com-
prising: at least one controller, each controller comprising; a
processor; a memory in operational communication with the
processor; a physical space model, the physical space model
comprising for each device a least two of: device wiring
protocol; device wiring position in controller; device behav-
ioral data; device error data; nearby sensor values expected
in response to device behavioral data; a commissioning
engine having instructions which upon execution by the
processor: performs operations that select a device; checks
that the device is wired to a correct position on the control-
ler; checks that wires of the device wired to the controller
follow the device wiring protocol; checks that the controller
controlling the device cause a correct relationship behavior
in nearby sensor(s); and document device behavior.

BRIEF DESCRIPTION OF THE FIGURES

FIG. 1 is a functional block diagram showing an exem-
plary embodiment of a controller in a physical space in
conjunction with which any of the described embodiments
can be implemented.
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FIG. 2 is an exemplary flowchart of a commissioning
process in conjunction with which some described embodi-
ments can be implemented.

FIG. 3 is an exemplary block diagram that describes some
features of a physical space model.

FIG. 4 is an exemplary diagram that describes device-
controller interaction.

FIG. 5 is an exemplary diagram showing connections
between a device/sensor and a controller.

FIG. 6 is an exemplary screen shot illustrating some
features of commissioning.

FIG. 7 is an exemplary diagram that describes device-
controller interaction.

FIG. 8 is an exemplary diagram of a simplified location.

FIG. 9 is an exemplary screen shot illustrating some
features of running the sensor commissioning process.

FIG. 10 is an exemplary screen shot illustrating some
features of running the equipment commissioning process.

FIG. 11 is an exemplary screen shot illustrating some
features of running the zone commissioning process.

FIG. 12 is an exemplary screen shot illustrating some
features of handling errors that occur in some implementa-
tions of the commissioning process.

FIG. 13 is an exemplary screen shot illustrating some
more features of handling errors that occur in some imple-
mentations of the commissioning process.

FIG. 14 is an exemplary screen shot illustrating some
analysis features available in some implementations of the
commissioning process.

FIG. 15 is an exemplary screen shot illustrating some
more analysis features available in some implementations of
the commissioning process.

FIG. 16 is an exemplary screen shot illustrating some
reporting features available in some implementations of the
commissioning process.

FIG. 17 is an exemplary screen shot illustrating some
incentive features available in some implementations of the
commissioning process.

FIG. 18 is an exemplary screen shot illustrating applying
for incentives available in some implementations of the
commissioning process.

FIG. 19 is an exemplary block diagram illustrating some
incentive checker features.

FIG. 20 is a functional block diagram showing an exem-
plary embodiment of a controller in a physical space in
conjunction with which any of the described embodiments
can be implemented.

FIG. 21 is an exemplary flowchart of a commissioning
process in conjunction with which some described embodi-
ments can be implemented.

FIG. 22 is an exemplary screen shot illustrating some
layout features available in some implementations of the
commissioning process.

DETAILED DESCRIPTION

Disclosed below are representative embodiments of meth-
ods, computer-readable media, and systems having particu-
lar applicability to automated commissioning. Described
embodiments implement one or more of the described
technologies.

Various alternatives to the implementations described
herein are possible. For example, embodiments described
with reference to flowchart diagrams can be altered, such as,
for example, by changing the ordering of stages shown in the
flowcharts, or by repeating or omitting certain stages.

1. Overview
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When originally building a structure, the creation process
can include designing the structure and designing and imple-
menting the controllers; teaching the controllers about the
devices that will be attached to them; and attaching the
building devices to the controllers, such that the building
itself understands what is necessary for the commission
process. The commissioning process then can be done
automatically and systematically. As the process is largely
automatic, a full history of the commissioning can be
created, including a history of each individual device. Once
a building has been commissioned, it can be validated such
that the quality of commissioning can be shown to outside
entities, such as power companies and governmental enti-
ties. Such structures can then prove that they can qualify for
various incentives.

The technical character of embodiments described herein
will be apparent to one of ordinary skill in the art, and will
also be apparent in several ways to a wide range of attentive
readers. Some embodiments address technical activities that
are rooted in computing technology, such as more quickly
and efficiently running automated commissioning systems.
This is useful as the commissioning process takes much less
time; there is a record of what devices have been commis-
sioned, when they were last commissioned, and what the
results were. This historical information is invaluable when
recommissioning a building, as the previously used pieces of
paper may have been lost, the engineers who previously
commissioned the space may have changed jobs, etc. Fur-
ther, when a single device is added and must be commis-
sioned, it can easily be done without closing down the entire
building. Other advantages based on the technical charac-
teristics of the teachings will also be apparent to one of skill
from the description provided.

FIG. 1 illustrates aspects of a system architecture 100
which is suitable for use with any of the commissioning
embodiments described herein. The system comprises a
physical space 105. A “physical space” should be defined
generously. It may refer to a single building, a collection of
related buildings, buildings and space around them, an
outside space such as a garden with irrigation, a portion of
a building, such as a floor, a zone, a room, several rooms,
etc. The physical space has at least one controller, and
maybe many more, deployed within it. The controller(s)
comprise computer hardware 115, and memory 120. If there
are multiple controllers, they may be connected using a
wired network, a wireless network, or a combination. The
multiple controllers may run computer programs using a
distributed computing system. This distributed computing
system may comprise multiple controllers. The controllers
may be able to choose a master controller by themselves. If
the master controller has problems, such as networking
problems, the remaining controllers may be able to choose
another master controller. The master controller may be able
to chunk programs and distribute them to the other control-
lers.

The memory 120 can be any appropriate volatile or
non-volatile storage subsystem. For example, the memory
may be partially or wholly external, may be volatile
memory, e.g., static memory cells, as in FPGAs and some
CPLDs; or non-volatile memory, e.g., FLASH memory, as in
some CPLDs, or in any other appropriate type of memory
cell. The memory itself may have within it a model of the
physical space 130. This physical space model may be a
digital twin, in that the model understands the physical space
at a deep level; understanding, for example, the physics of
the structure itself, so that it understands how state, such as
temperature, diffuses through the structure. It may also
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understand the location within the physical structure of
devices that change state (such as HVAC equipment, light-
ing, security equipment, etc.) and the nature of the devices
at a physics level, such that the projected interaction
between the physical space and devices is understood. For
example, when a heater is turned on, the physical space
model may understand how quickly the heater should heat
up, how the heat moves through the building, how the heat
from the heater should affect sensors in the physical space,
etc.

Storage 165 may also be included. The storage 165 may
be removable or non-removable, and includes magnetic
disks, magnetic tapes or cassettes, CD-ROMs, CD-RWs,
DVDs, flash drives, or any other medium which can be used
to store information and which can be accessed within the
computing environment 100. The storage 165 stores instruc-
tions for the software 185 to implement methods used for
automatic commissioning.

At least one of the controller(s) has an input/output device
155. The input/output device 155 is any sort known to those
of skill in the art that allows human/computer interaction to
occur, such as some combination of a computer screen, a
printer, a touchscreen, a mouse, a screen, a keyboard, a
printer, etc. The computer controller may also have one or
more communication connections 160. These communica-
tion connections may be wired networks, wireless networks,
and other types of communication connections as known by
those of skill in the art.

A controller also has a number of devices 135, 150
associated with it. These devices may be any sort of device
that can connect to a controller in a building, as known to
those of skill in the art. These may include HVAC equip-
ment, security equipment, entertainment equipment, irriga-
tion equipment, printers, and so on. These devices may pass
information from a specific device to the controller and may
pass information from the controller to the device. For
example, a controller could tell a device to turn on, the
device could send the controller error messages, etc. Some
devices pass controllers complex information sets about
their internal state, etc.

The controller also has a number of sensors associated
with it, such as device sensors 140, which may pass infor-
mation from a specific device to the controller and may pass
information from the controller to the device. For example,
a controller could tell a device sensor to turn on, the sensor
device could send the controller messages about the state of
the sensor associated with the device, etc. Some device
sensors pass controllers complex information sets about
their internal state, etc. Space sensors 145 may also be
associated with the controller. These, generally, give infor-
mation about state of the physical space, or some portion of
the physical space. They may also accept information from
the controller, and pass information to the controller. In
some embodiments, the controller can tell whether the space
sensor is working as expected by reading the information the
space sensor is sending. In some embodiments, the control-
ler can look at the sensors around a specific sensor and see
if the values being sent by a sensor are in line with other
sensors. In some embodiments, the controller can tell if the
space sensor can turn on and off correctly, send information
signals correctly etc. Example of state that state sensors may
read include temperature, humidity, noise levels, air flow
noise levels, lighting levels, entertainment noise levels,
CO2, VOC, and so on. Some of these devices and sensors
may be connected by being physically wired to the control-
ler 110, others may be connected by an interface network
connection, e.g., 160. This network connection may be a
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wired connection, such as an ethernet connection, or may be
a wireless connection. The controller may be able to deter-
mine if the space sensor is wired correctly to the controller.

Computer-readable storage media 170—any available
non-transient tangible media that can be accessed within a
computing environment—may also be included. Computer
readable storage media 170 may comprise instructions 175
and data 180. Data Sources to provide data may be com-
puting devices, such as a general hardware platform servers
configured to receive and transmit information over com-
munications connections 160.

II. Exemplary Method for Commissioning a Physical Space
Automatically

FIG. 2 illustrates some method embodiments in a general
flowchart 200. Technical methods shown in the Figures or
otherwise disclosed will be performed automatically, e.g., by
computer programs 125, unless otherwise indicated. Meth-
ods may also be performed in part automatically and in part
manually to the extent action by a person may be involved,
e.g., a person may command that a commissioning process
is initiated. No method contemplated as innovative herein is
entirely manual. In a given embodiment zero or more
illustrated steps of a method may be repeated, perhaps with
different devices or models to operate on. Operations in an
embodiment may also be done in a different order than the
top-to-bottom order that is laid out in FIG. 2. Operations
may be performed serially, in a partially overlapping man-
ner, or fully in parallel. The order in which flowchart 200 is
traversed to indicate the operations performed during a
method may vary from one performance of the method to
another performance of the method. The flowchart traversal
order may also vary from one method embodiment to
another method embodiment. Operations may be performed
in parallel, serially, or in a partially overlapping manner.
Operations may also be combined, omitted, renamed,
regrouped, or otherwise depart from the illustrated flows,
provided that the process performed is operable and con-
forms to at least one claim.

At operation 205, a controller is provided. In some
embodiments, this may represent multiple controllers. In
some embodiments, at operation 210, multiple devices are
provided. In some embodiments, the multiple devices are
connected to the controller that is provided in operation 205
or to a different controller in the physical space 105. The
controller(s) may control multiple devices. When control-
ling a device, the controller can, e.g., depending on the
device and the controller, turn the devices on, turn the
devices off, check that the signals coming from the device in
various states is as expected, etc. Examples include the
controller signaling a device to enter a certain state (e.g., on,
off). The controller may then check to ensure that the device
is behaving as expected. For example, the device wires
should have certain signals (or lack any signal) when turned
off. When the controller turns the device on, other signals
may be expected on the wires. Devices may have interme-
diate states that can be set by the controller, as well.

At operation 215 a device sensor is provided. The con-
troller may also be connected to one or more device sensors
that provide information about a device. For example, a
controller could tell a hot water heater to turn on high. After
a given amount of time, the water in the water heater should
have reached some temperature value. A device sensor
associated with the hot water heater may be able to com-
municate the water temperature to the controller 110. The
controller may know how hot the water should be if the
device has been turned on for a specific amount of time at
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a specific setting. The device sensor can help the controller
verify or falsify that the device is behaving as expected.

At operation 220 a space sensor is provided. The control-
ler may also control at least one space sensor 145, within the
physical space 105. A space sensor 145 may be used to
measure the state of the physical space. Common space
sensors include temperature sensors, humidity sensors, VOC
sensors, noise sensors, water sensors, etc., as discussed
above.

At operation 225 a model of the physical space 105 may
be provided. FIG. 4 is a diagram 400 showing a relationship
between a controller 405 and an 1/O device 410. Portions of
a physical space model may be input into the controller
using an I/O device 410. This input device may be any input
device as known to those of skill in the art. For example, the
input device may be a keyboard and/or a mouse which
allows a user to input specifications of the physical space, a
three dimensional scanner that scans the space and then
inputs it directly into the controller, a digital camera that
scans the space, determines the coordinates and then inputs
those into the controller. The input device may be a scanner
that scans blueprints, or a wired or wireless connection that
sends the model of the physical space in a computer-
readable form. This information may be sent to the control-
ler using an optical device, a thumb drive, or another type of
device that connects directly or indirectly to the controller.

At operation 245 a model of device interconnections is
provided. In some embodiments, the controller(s) check if a
device is behaving as expected when the device is turned off.
The controller memory may have information about
expected device behavior in various states; this information
may be in a model of device interconnections, or in another
location. Among other benefits, this checks if the correct
wires are wired to the correct controller connectors.

In some embodiments, the controllers turn a device on
235, using its connection with the controller. The controller
may then check if the device is behaving as expected. For
example, a device should be producing 10V of output along
a specific wire when turned on. The controller(s) then can
check that the appropriate voltage is on a given wire, as well
as much other information associated with the device-
controller connection.

In some embodiments, once a device is turned on, a
device sensor associated with the device may also be turned
on, or if previously turned on, then checked for its state. If
a device is behaving as expected, the device state sensor
should be at some value, or within some value range. If the
device sensor is not within this range, it may indicate a
problem with either the device or the device sensor.

In some embodiments, a space sensor is checked to see if
it is behaving as expected 240. Space sensors may be
checked against the values of other, e.g., nearby space
sensors; space sensors may be checked against the behavior
of devices that would affect state around the space sensor; if
values are not as expected, then there may be problems with
the space sensor, the space itself (which may have an
undisclosed flaw), a device, which may not be changing
state of the space sufficiently, etc.

In some embodiments, devices have specific requirements
for validation. For example, an HVAC system may have air
flow validation requirements, filter leak tests, particle
counts, and the like. Device sensors or specific state change
devices can be placed during construction that allow inter-
action between the device and the sensor to validate the
device. For example, some devices for validation require
humidity to be reduced within a certain time. A humidifier
can be built initially into the building that then can be used
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to raise humidity to a high enough level that the humidity-
reducing device (such as an air conditioner) can be vali-
dated.

FIG. 3 is a block diagram 300 that discloses aspects of a
physical space model. A physical space model 305 (which
may be stored in memory 120), comprises, for device(s) and
sensor(s), expected behavior of the device or sensor 310,
location of the device or sensor 315, and wiring protocol/
expected wiring behavior for the device or sensor 320.
Devices may have their own validation requirements 325;
tests that should be run successfully to officially validate the
device. When determining if devices are behaving as
expected 230, 235, 240, specific validation tests may be
used. When such tests are used, appropriate sensors to test
the devices may be incorporated into the initial building
design. Correlated behavior 330 between different devices
and sensors may also be included. This comprises, for
example, sensors that can cross-check each other, sensors
whose values should correlate with equipment function, and
SO on.

Expected behavior comprises (if applicable) at least some
of the signals that the device is expected to send to the
controller to indicate functions of the device, current and
voltage on the wire connection or connections, signals that
the device is expected to send back to the controller when
the controller sends signals, current and voltage on the
wire(s) associated with the device when the device is turned
off, current and voltage on the wire(s) associated with the
device when the device is turned on, current and voltage on
the wire(s) associated with the device when the device is in
various states, the protocol the device is expected to follow
for sending messages, etc.

With reference to FIG. 5, in an exemplary embodiment
with a one wire device and a one wire sensor, the controller
505 is wired 515, 520 to the device and the sensors 510.
Because the physical model understands where each device
and sensor is located, what wiring protocols each device and
sensor follow and where each should be wired in the
controller, the controller can, for a device or a sensor, using
software stored within the controller or elsewhere, look at
the wiring connection between it and the device and see if
it is getting the appropriate signal for each of the wires when
the device or sensor is turned off or on. Because the
controller understands the signals it should be getting for
each wire, in some instances, two devices with the same
signal set), if the controller is getting the signals on wire 515
that it expects on 520, it can determine that the wires have
been switched. In some embodiments, the controller also
understands the set of signals that the device sends for
various states, such as error states, and understands what
signals the device understands. These are stored in memory
120 in the controller 110 or within another controller that is
part of the same distributed system as this controller 110, or
within a database that the controller 110 can access through
a network connection (not shown) or the input/output device
155, etc.

In some embodiments, the controller can check that it can
communicate with the devices (such as sensors) that it is
connected to. The controller can then report an error when
it finds that a device is not communicating with the con-
troller. The controller can send a signal to a device from the
device’s wiring pin (or pins) and then see what signal it
receives back from the device (or device). If it receives the
correct signal, then the controller can communicate with the
device. In some instances, if the controller receives an
incorrect signal or no signal at all, then the controller cannot
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communicate with the device(s). In such a case, the con-
troller may report this communication error.

In some embodiments, the controller can also perform, for
a connector wire, some combination of: a short circuit test,
a cut wire test (also known as an open circuit test) or a proper
connection test. The controller 110 comprises a computer
program 125 stored in memory 120 and hardware 115 to be
able to run the program 125 and perform such tests when a
device or sensor is wired to one or more of its connectors.

The controller can determine the current and voltage that
the wires are expressing, and can also determine the appro-
priate current and voltage for the wires associated with a
device or sensor. If there is an error in any of these, the
controller can indicate that an error has occurred. This
indication may comprise writing to a file, displaying that an
error has occurred on a display device, printing a report,
making a noise, or any other error indication as known by
those of skill in the art.

As the controller controls the devices and sensors, the
controller can turn each device and sensor on. Once turned
on, the controller can determine that the wiring connection
is behaving as expected 515, 520 when turned on, which
may entail giving the correct signal/voltage and current. If
there is an error in any of these, the controller can indicate
that an error has occurred. This indication may comprise
writing to a file, displaying that an error has occurred on a
display device, printing a report, making a noise, or any
other error indication as known by those of skill in the art.
In some embodiment, the errors the controller finds are
reported on a display device.

With reference to FIG. 6, an illustrative embodiment of an
automatic commissioning progress report screen 600 is
disclosed. This screen may be shown on a display device
associated with the controller.

In some embodiments, the groupings of objects in the
physical space that meet certain criteria are shown. Some
possible groupings are subsystems 605, zones 610, equip-
ment 615, and sensors 620. Subsystems may be large
groupings, such as floors in a building. Zones may have
smaller groupings within the subsystem such as portions of
a floor of a building, e.g., living room, kitchen, laundry, etc.
Equipment may be devices controllable by the subsystem
that are not sensors. Other groupings are possible as well.

In some embodiments, the display changes as portions of
the system record their commission results. When a sensor,
equipment, zone, or subsystem is tested, its results are
displayed as either pass 625, check 630, or fail 635. Pass 625
is indicated where expected behavior was produced. For
example, the results could reach a threshold value, such as
a numerical value, a percent of a maximum or minimum
value, and so on. Pass results, such at the threshold value,
may be set by a user, a commissioning standard, a default
equipment pass threshold value, etc. Fail 635 is indicated
when expected behavior is not produced. Check 630 is
indicated when the behavior of the device is unclear and
manual interpretation is required. As an example, when
testing that an equipment subsystem (e.g., a boiler) can heat
its connected zones, the controller may enable the boiler and
then check that the temperature on the boiler output (which
may be a sensor) increases properly. Corresponding zones to
the boiler are expected to see an increase in temperature. If
insufficient temperature increase in the sensors of these
corresponding zones is recorded, then the results may com-
prise “check” or “fail”. If the controller does not detect
enough of an increase in the corresponding zones the results
are ambiguous and will require human intervention. In
embodiments, devices that are near each other, connect to
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each other, or both may perform cross check validation. For
example temperature sensors in adjoining areas should have
temperature values that are within a range of each other. If
one sensor value is off by a certain amount, that sensor may
fail commissioning. If there are correct relationship behav-
iors between the sensors then the sensor may pass. If there
is a correct relationship between a device and nearby sen-
sors, then the sensor may pass. Many devices have corre-
lated behavior, and as such may be cross-checked against
each other.

Once the physical space has passed commissioning, in
some embodiments, the building may be turned on to run in
its normal fashion by selecting a “deploy” button 640.

FIG. 7 is an exemplary diagram 700 that describes device-
controller interaction. In some embodiments, when a device
(or a sensor) 710 is wired to a controller 705 with multiple
wires 715, 720, because the controller understands the
signals and current/voltage that are expected to be received
on the wires, the commissioning process can determine
when the wiring has been swapped, that is, device wire A
was expected to be wired to controller wire A but instead has
been wired to controller wire pin B, and vice versa. This also
works for devices with more wires. In some embodiments,
the controller can determine when a device A at wire A has
instead been wired to controller location C. In some embodi-
ments, when a device A is expected to be wired to locations
a, b, and c, but is wired elsewhere within the controller, the
commissioning process will detect this and determine the
correct location for the device.

FIG. 8 is an exemplary diagram 800 of a simplified model
of'a physical space. In some embodiments, the controller can
use sensors to cross-check themselves. This simplified
physical space model 800 comprises the location of multiple
sensors 835, 845, 850 and a heater 840 within a building
portion that has multiple zones 815, 820, 825, 830. Walls
810, windows 855, and other features (not shown) are
included in the model of the physical space that affect the
way state, such as temperature, moves through the physical
space. The physical space neural network may know where
physical features like walls 810 and windows 855 are, and
as such understands how far apart the various devices are
from each other. The physical space neural network may
understand the physical coordinates of devices, such as
heaters, 840, such that the neural network understand how
heat (or other state) is transported throughout the physical
space, including through such features as walls and ceilings.
Thus, when a heater 840 is on, a sensor 835 that is some
number of feet away from the heater should register a value
within a certain range, or there is a problem with the heater,
the sensor, or the physical space configuration. Another
sensor 845 some number of feet away with a wall between
the heater 840 and the sensor 835, should register a tem-
perature within a certain number of degrees from sensors
835 and 850. If sensor 835 reports the expected change in
temperature when the heater is turned on, but sensor 850
does not, then one assumption that might be made is that
sensor 850 is not working correctly, but sensor 835 and the
heater are. If another sensor 845 records temperature in a
different location that reflects the expected value when
taking into account the distance from the heater, and the
walls, etc. between them, then sensor 850 shows a good
chance of having a flaw. In this way, sensors 835, 845, and
850 can perform cross-checks on each other. Other equip-
ment within a physical structure can perform similar cross-
checks.

Sensors can also be used to check that devices are
properly commissioned. For example, a device, such as a

20

25

30

35

40

45

50

55

60

65

12

heater 840 may be near a sensor 860 that reports on the state
of the device. The plans for these sensors that help with
commissioning may be put in at the design state, and then
built such that the physical space can commission itself, as
the sensor 860 will report if a device, e.g., heater 840 is
operating correctly. These sensors may also help ensure that
devices are running properly throughout the lifetime of the
physical space. When a device is being commissioned, the
controller may turn on the device for a certain time at a
certain speed (if applicable) and then check the associated
sensor. If the sensor changes state appropriately, then the
device may have passed at least one test towards full
commissioning. The device may affect multiple sensors,
each of which may be checked by the controller. If the
physical space uses multiple controllers, they may be con-
nected using a distributed system, and so may be able to
communicate such that sensors and devices wired to differ-
ent controllers can automatically be used in the commis-
sioning process.

Controllers also have access to databases of the physical
space such that they can check that sensors in the space
record the correct information for device activity, and sen-
sors can cross-check each other for consistency.

With reference to FIG. 9, an exemplary embodiment
commissioning screen 900 is shown. In some embodiments,
as sections of the physical space are commissioned, those
sections may be displayed on a panel 930 on the progress
report. These may be displayed such that the section of the
physical space 915 (e.g., sensors, equipment, zones, subsys-
tems) that is being commissioned is displayed have the
portions that have passed, failed, or fall into the check
category show up differentiated in some fashion, such as in
different colors. An exemplary screenshot of such a display
is shown. In it, a subsystem that is being commissioned is
displayed.

In some embodiments, a list of the components (e.g.,
resources, sensors, devices) that are being commissioned is
displayed, e.g., sequentially, with an icon 910 indicating that
the component is being currently commissioned (e.g., as
shown with reference to FIG. 2), along with the name of the
component, e.g. temperature sensor 920. In this screenshot,
automatic commissioning of the sensors (devices) on a floor
2 935 of a building is shown. Sensors that are to be
commissioned are displayed on a panel 925. The portion of
the building (in this case, the Floor 2), may be marked 930
(in this case with a star) in a panel. That portion of the
building may be displayed 935 on the screen along with
icons of the objects (device, sensor) being commissioned.
Object names may be displayed in a panel 925; a mark is
shown in the panel when the sensor is being automatically
commissioned (in this case, a dashed-line circle indicting
that a humidity sensor is being commissioned) 910. Another
mark is shown (in this case, a check) when the sensor has
been successfully commissioned 920. In some embodi-
ments, during commissioning, the representation of the
object being commissioned may be highlighted on the
screen, e.g., 940, the humidity sensor icon that is currently
being commissioned. The area of the building being auto-
matically commissioned is shown in the right panel 935. The
physical space model may be decided hierarchically, with
each hierarchy step from lowest to highest, commissioned in
turn. In the illustrative example, the hierarchical elements
are shown in the far-left panel 915 from bottom to top, with
the bottom sensors 940, being the lowest of the hierarchy
and the first to be commissioned. Equipment 945 is at the
same level or next level of hierarchy, then 950 zones are a
step up in hierarchy, with subsystems 955 being the top of
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the hierarchy. Sensors are first checked, then the equipment,
then zones, then subsystems. Other orders of commissioning
are also within the scope of this disclosure.

With reference to FIG. 10, an exemplary screenshot 1000
of equipment control loops being commissioned is shown.
The equipment control loops are shown in the right panel
1010. The names of individual pieces of equipment 1005 in
the control loops are shown in a panel 1015. This panel 1015
also shows whether or not a piece of equipment has been
commissioned; here the same checks are used as seen in
FIG. 9, though other methods are also envisioned. Whether
a piece of equipment is on or off is also noted 1030. The far
left panel 1020 shows progress of the automatic commis-
sioning. In this snapshot 1025 47% of the equipment has
been commissioned; 9 have passed, O checked, and 0 failed.

With reference to FIG. 11, an exemplary embodiment
screenshot 1100 shows zones of the building being commis-
sioned. In this instance, the floor the zones are on are
displayed in the right panel 1110. The zone itself being
commissioned is shown in a middle panel 115. As the zones
are commissioned, a mark is displayed 1120 in the middle
panel 1115 indicating that commissioning is currently occur-
ring. In this illustrative example, a spinning circle indicates
current commissioning, but other marks are envisioned. As
the zones are commissioned, they are displayed (with a
check, by changing color, intensity of color, or by another
method) in the middle panel 1115. In zone 2, an error has
been found, which is indicated by a distinctive mark 1105,
in this illustrative example, an explanation point.

With reference to FIG. 12, an exemplary embodiment
commissioning screenshot 1200 is shown. In an embodi-
ment, when an error is discovered, the commissioning
screen provides information about that specific error. The
overall location of the error many be indicated with a
distinctive mark indicating what larger hierarchical grouping
the error has occurred in. In the instant example, four major
groupings 1245, Outdoor, Floor 1, Floor 2, Floor 3. “Floor
3 1235 has an indication (!) that there is a commissioning
error on this floor. “Outdoor” 1240 has an indiction (v, in
the instant case) showing that this grouping has passed
commissioning. Selecting a device 1205 with an indicated
error 1210 brings up a screen 1215 that tells more informa-
tion 1220 about the device 1205, such as name, the kind of
device, the interface, the manufacturer, the mode, etc. Drop-
down menus are also included in the illustrative example
1215. In the described embodiment, the options are “Manual
Mode” 1225, “Analysis” 1230, “Analysis Details,” and
“Commissioning History”.

FIG. 13 discloses an exemplary commissioning screen-
shot 1300 with a commissioning report drawer open to
display manual mode 1305. Once chosen, the user can
manually choose 1310 to pass the device in question (here
a humidity sensor 1320), fail the device, or defer until a later
time. If the device is manually passed, (by, e.g., selecting the
pass button) the automatic commissioning system will pass
the device in that it will consider the device correctly
commissioned with no further action. If the device is failed,
the automatic commissioner will consider the device to have
failed the automatic commissioning until the user passes it
using this screen, or the device is automatically commis-
sioned again and passes, or until another action happens. If
the device is deferred, the device will remain in its current
state. A user can add notes 1315, which, in some embodi-
ments, will become part of the permanent record. This
allows users at a later date to have a full record at their
fingertips of the building behavior down to specifics of
commissioning of each device since installation.
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FIG. 14 discloses a commissioning screenshot 1400 with
a commissioning report drawer open to display analysis.
When a device has a commissioning challenge, there are
many resources to help determine what the matter might be.
Opening the drawer “Analysis” 1405 opens the analysis
window 1410. It shows, for the chosen device (in this case,
a CO, sensor 1415), the certainty that the commissioning is
accurate 1420 (which is a record of how close the device
results were to presumed perfect results), and a pictorial
representation indicating more details, such as, if there were
errors recorded, what percentage of the time the error(s)
occurred, where the errors occurred, etc. This may be a
statistical graph or a statistical reason, or may be derived
from artificial intelligence means, from observed data, or
some combination of the above, or in a different way.
Devices may have components. In some implementations,
the components of the device, and the percentage of those
components that passed are shown. These may be shown by
opening a further drawer, or using some other method.
Similar details may be shown about the components that are
shown about the device.

FIG. 15 discloses a screenshot 1500 with analysis details
of'the CO 2 device at 1505. Why a specific device failed may
involve determining which specific portion of the device
failed. This may be able to be determined by looking at
provided analysis details. The illustrative screenshot 1500
shown in FIG. 15 discloses analysis details 1510 from the
analysis drawer 1425. The components that are tested to
commission device, and the percentage of those components
that passed are shown. “Passing” may be a statistical func-
tion, an artificial intelligence calculation, may use historical
data, or may use some combination of all of these to
determine passing and failing. The data may be represented
graphically, may be in text, may be in pictures, or may be
some combination of the above. Knowing which portions
are not “passing,” e.g., not giving expected results, can show
what specific parts of a structure may be behaving incor-
rectly. This may allow those portions to be honed in on to
determine where difficulties are, and how much that diffi-
culty determines the specific device has failed to pass.

FIG. 16 discloses a screenshot 1600 of a commissioning
history 1605 of a device, e.g., a CO, sensor. In some
embodiments a history of every commissioning event that
happens since installation may be kept. The system may
maintain an event log, may save snapshots, may save certain
types of data, may sample data at certain times or for certain
actions, etc. Reports may be available to help to understand
the history of a device. In the illustrative example 1610, the
information shown is a history of commissioning runs, a
name of the person who, e.g. requested the commissioning
run, and notes that can be written by a user. Other imple-
mentations may have other information stored.

FIG. 17 discloses an exemplary screenshot 1700 for an an
incentive checker. In embodiments, when a building has
successfully been commissioned, the system may determine
what type of incentives from government entities, utilities,
etc., for which a building may be eligible. At 1705, the types
of validation that a building has passed are shown. In this
exemplary embodiment, it is shown that the building has
been validated, the system has been validated, the wiring has
been validated, the system commissioned, and the system
deployed. The pane shown at 1710 displays incentives that
this space is qualified for, and the organization that may give
the incentives 1715.
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FIG. 18 discloses one method that may be used in some
embodiments to apply for the incentives that are discovered.
An “apply” button 1805 can be selected to apply for those
incentives 1710.

With reference to FIG. 19, a block diagram is shown that
discloses aspects of an incentive checker 1900. At 1905, an
incentive database may be used to keep track of incentives
that are available for the physical space. These incentives
may be uploaded automatically into the database from
participating organizations, may be hand-input, may be
placed in using a combination of automatic and hand input,
or may be placed in using another method. The commis-
sioning results 1910 are compared with the requirements for
the incentives in the incentive database 1905. Those incen-
tives that are found that meet the requirements are then
displayed on an I/O device (e.g., 155) using an incentive
display 1915 Screenshot 1700 discloses an illustrative
example of such a display 1705. The entity offering the
incentives, and contact info is shown (e.g., Pacific Gas and
Power Company), as well as the specific incentives that the
physical space is qualified for, the name of the incentive, and
the amount that the incentive is worth 1710. At 1920, an
incentive deployer is disclosed. This, in combination with
the incentive database 1905 has the ability to apply for the
incentives that the physical space is eligible for. It may do
this by filling out forms using information gleaned from the
automatic commissioning, and information about the spe-
cifics of applying for the incentives. It may create paper-
work, and/or send the paperwork to the appropriate location.
An example of applying for incentives is shown in screen-
shot 1800. In this illustrative example, a user checks “I
consent to sharing performance data with my utility,” and
then is able to select an “apply” button 1805.

III. Exemplary System for Commissioning a Physical Space
Automatically

FIG. 20 depicts one topology 2000 for commissioning a
space automatically. In some embodiments, one or more
controllers comprise one or more memories 2010 and one or
more processors 2015. For simplicity, a single controller is
shown. The controller(s) 2005 comprises a physical space
model 2020, in some instances stored in memory 2010,
which comprises a digital model of the physical space that
is to be commissioned. Within this physical space model,
there may be a model of a device 2025. This device model
may be stored in memory 2010. In some embodiments, the
device model is stored outside the physical space model. The
device model 2025 may comprise a device wiring protocol
2030, device behavioral data 2035, device error data 2040,
and past commissioning data 2045. Device wiring protocol
2030 indicates the protocol the device uses; specific device
behavioral data 2035 indicates specific data associated with
the device that may be useful during commissioning, and
device error data indicates error messages that the device
may send through its wiring. These categories may or may
not overlap.

Abuilding is often commissioned prior to its first opening,
and then commissioned every three to five years after that.
Some innovative embodiments, such as those illustrated in
FIGS. 9-18, keep track of previous commissioning informa-
tion 2045, such as previous commissioning done using the
illustrated examples shown herein, including human-written
notes from previous commissioning incidents stored within
the system, such as those shown in FIG. 13 at 1315. The
previous commissioning information is available when
needed, such as when a building is commissioned again.
Specific validation tests 2050 for certain devices may be
included. These validation tests may involve certain other
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device operations 2055, such as a specific device being
turned on and checked, and certain sensors being checked,
and what their values should be 2060. For example, a smoke
machine (a device) may be used for a certain amount of time,
then after a second period of time a sensor at a certain
location with the capability to check indoor air quality
checks if the appropriate value is being recorded at the
sensor. For another example, commissioning may require
that a certain amount of humidity should be removed from
the air within a given period of time. This may require both
a vent be opened (a first device) and an air conditioner or
other dehumidifier be turned on (a second device). Sensors
may be built into a building to allow automatic commis-
sioning to occur. For example, a sensor that monitors
humidity may also need to be checked for within some range
of'a given value after a period of time. Other validation tests
may require multiple sensors being checked, or it may
require checking multiple functions of a multiple function
sensor, such as, for example, indoor air quality and CO,
concentration.

In some embodiments, commissioning engine 2065 runs
the commissioning software using the processor 2015. In
some embodiments, the running of the commissioning
engine is divided over multiple processors running a dis-
tributed system.

The device is expected to be wired to the controller at a
specific position. If the device has multiple wires, each wire
has its own location, its own protocol, etc. In some embodi-
ments, this device wiring position information is stored with
relationship to the controller itself. FIG. 22 gives an example
of an embodiment with which specific devices can be
designated to be wired to specific controller locations.
1V. Exemplary Method for Commissioning a Physical Space
Automatically

FIG. 21 illustrates a method 2100 for automatically com-
missioning a physical space. The operations of method 2100
presented below are intended to be illustrative. In some
embodiments, method 2100 may be accomplished with one
or more additional operations not described, and/or without
one or more of the operations discussed. Additionally, the
order in which the operations of method 2100 are illustrated
in FIG. 21 and described below is not intended to be
limiting.

In some embodiments, method 2100 may be implemented
in one or more processing devices (e.g., multiple processors
running in a distributed system with multiple controllers, a
digital processor, an analog processor, a digital circuit
designed to process information, an analog circuit designed
to process information, a state machine, and/or other mecha-
nisms for electronically processing information). The one or
more processing devices may include one or more devices
executing some or all of the operations of method 2100 in
response to instructions stored electronically on an elec-
tronic storage medium. The one or more processing devices
may include one or more devices configured through hard-
ware, firmware, and/or software to be specifically designed
for execution of one or more of the operations of method
2100.

At operation 2105, a device in the physical space that is
to be commissioned is selected, e.g., by the commissioning
engine. The physical space model (or a different location in
memory) may have, in memory 2010, a model of the devices
to be commissioned.

At operation 2110 the, e.g., commissioning engine 2065
checks that the device is wired to the correct position on the
controller. FIG. 22 and the surrounding text gives an
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example of a screenshot associated with a controller that
may be used to determine where a device should be wired on
a controller.

At operation 2115, the device wires are checked to see if
they follow the correct protocol. The correct protocol can be
found, e.g., in a device wiring protocol 2030 database
location stored with the device model 2025. There may also
be a separate device wiring position 2070, or those may be
included in the device wiring protocol. The information
about the device may be already understood by the control-
ler, and stored in a database, the information about the
device protocol may be input by a user, such that the
controller has access to it, or a combination of the two may
be used.

At operation 2125, the sensors are checked to see if they
are exhibiting expected behaviors, depending on device
state. As discussed with relation to nearby sensor values
2060, to determine if a device is operating appropriately, a
sensor may need to be checked. For example, to check if an
air conditioner is working appropriately, a nearby sensor that
checks temperature needs to be identified, or may already be
identified. The temperature on the sensor then needs to be
checked; the air conditioner needs to be turned on for a
certain time by the controller using the air conditioner
protocol stored in memory in the controller (or a controller
within a distributed controller system); then the sensor needs
to be checked again to see if the temperature has changed by
the desired amount. If it has, the device passes the commis-
sioning, if the temperature has not decreased by the required
amount, then the device has either failed, or needs checking.

At operation 2130, device behavior is documented and
stored such that it can be retrieved. This documentation is
such that it can be retrieved when desired. This may be
stored by methods known to those of skill in the art.

At operation 2135, it is determined if there are more
devices to be checked. If so, then the method continues from
operation 2105, until the devices that are to be commis-
sioned are checked.

FIG. 22 illustrates aspects of a system architecture which
is suitable for use with any of the commissioning embodi-
ments described herein. The illustrative screenshot embodi-
ment 2200 allows a user to view or specify the expected
device layout of a controller. A controller is wired to a device
through a controller connector, a module connector that
itself connects to a controller, etc. In this example, a con-
troller connector is shown at 2220. This controller connector
is attached to a module connector 2205. Modules 2215 are
indicated on the screen using grouped, numbered 2235
module connectors 2205. This module 2215 has six module
connectors that will connect to devices. This controller
represented in screen 2200 has eight potential module loca-
tions, one of which are currently empty. Other numbers of
modules in a controller, and device connectors in a module
are also within the scope of this disclosure.

The specific devices that are to be wired to the controller
are shown as device icons attached to their respective
module connecters. At 2210, for example, we can see that
the device is a Three Way Valve, with a 24 VAC (3-wire)
protocol. It is attached to module 1 2225. It has three wires,
which are of type (=), (O), and (C) from left to right, and
which are in three distinct locations on the controller. When,
for example, a device wire is wired to the lower left
connection 2230 of the controller, the controller knows that
it is to be a wire on a Three-Way Valve, with protocol 24
VAC (3-WIRE) and the specific wire is to be of type (-).
Using this information, the controller can see what infor-
mation is on the wire when connected, what signals the wire

20

25

30

35

40

45

50

55

60

65

18

accepts, and what signals the wire is expected to return, etc.
When the wire is connected to the controller, the controller
understands what to do to test if the correct wire has been
connected to that direct controller location. If wires have
been swapped on a device (for example, the (-) and (O)
wires are swapped such that the (O) wire is in the far lower
left position 2230, the controller may be able to determine
this, as it has the information about what signals can be
expected to be sent and received on the wires. If the correct
wire has been connected, then the controller may send a
message to the module (through the module connecter and
the circuit board) to tell an indicator 2235 on the module to
signal that the correct wire is in place. In some embodi-
ments, the indicator may indicate that the wire is correct
with a light, such as a green LED light, a noise, etc. In some
embodiments, the indicator may indicate that the wire is
incorrect with a light, such as a red LED light, a noise, etc.
In some embodiments, when a wire is connected in the
module (the module in the controller, the controller having
been told what wire to expect) the light will light up green
if the correct wire is found to be connected (by the control-
ler, module, or a combination) or will light up red if the
correct wire is not found to be connected (by the controller,
module, or some other combination).

Examples are provided herein to help illustrate aspects of
the technology, but the examples given within this document
do not describe all possible embodiments. Embodiments are
not limited to the specific implementations, arrangements,
displays, features, approaches, or scenarios provided herein.
A given embodiment may include additional or different
technical features, mechanisms, and/or data structures, for
instance, and may otherwise depart from the examples
provided herein.

We claim:

1. A method performed by a controller for verifying
controlled devices, the method comprising:

identifying a device from a system of devices to be

controlled by the controller;

querying a system model that models the system of

devices to determine:

an expected behavior for the device within the system
model, and

at least one wiring pin of the controller with which the
device is in communication within the system
model;

attempting an interaction with the device via the at least

one wiring pin of the controller to elicit the expected
behavior;

comparing the expected behavior to an actual behavior of

the device observed after the attempted interaction; and
indicating to a user whether the device is behaving as
expected based on the comparison.

2. The method of claim 1, wherein:

the expected behavior comprises the presence of an

expected voltage on the at least one wiring pin when the
device is in a predetermined power state; and

the attempted interaction comprises attempting to set the

device to the predetermined power state.

3. The method of claim 1, wherein:

the system model indicates that the device comprises an

internal sensor for an operating parameter of the
device;

the expected behavior comprises an expected range for

the operating parameter of the device;

the attempted interaction comprises attempting to read an

operating parameter value from the internal sensor of
the device via the at least one wiring pin; and



US 11,596,079 B2

19

the comparing comprises determining whether the oper-

ating parameter falls within the expected range.

4. The method of claim 1, wherein:

the system model indicates a device protocol to send and

receive messages with the device; and

the attempted interaction comprises attempting to send a

message structured according to the device protocol via
the at least one wiring pin.

5. The method of claim 1, wherein:

the system model comprises an additional device and

indicates that the additional device comprises a sensor
for sensing a state parameter at a location different from
the location of the device;

the expected behavior comprises an expected range for

the state parameter;

the attempted interaction comprises attempting to read the

state parameter value from the additional device; and
the comparing comprises determining whether the state
parameter falls within the expected range.

6. The method of claim 1, wherein the at least one wiring
pin comprises at least one terminal adapted for communi-
cation with a module that is attachable to a controller and
wirable to the device.

7. The method of claim 1, further comprising, in response
to determining that the device is not behaving as expected:

attempting an interaction with the device via the at least

one alternative wiring pin of the controller different
from the at least one wiring pin to elicit the expected
behavior; and

responsive to observing the expected behavior with

respect to the at least one alternative wiring pin, indi-
cating to the user that the device is in communication
with the at least one alternative wiring pin instead of the
at least one wiring pin.

8. A controller comprising:

a plurality of wiring pins configured to communicate with

a plurality of devices of a system of devices;

a memory comprising a system model that models the

system of devices; and

a processor configured to:

identify a device from the system of devices to be
controlled by the controller,
query the system model to determine:
an expected behavior for the device within the sys-
tem model, and
at least one wiring pin of the plurality of wiring pins
with which the device is in communication within
the system model,
attempt an interaction with the device via the at least
one wiring pin to elicit the expected behavior,
compare the expected behavior to an actual behavior of
the device observed after the attempted interaction,
and
indicate to a user whether the device is behaving as
expected based on the comparison.
9. The controller of claim 8, wherein:
the expected behavior comprises the presence of an
expected voltage on the at least one wiring pin when the
device is in a predetermined power state; and

in attempting the interaction, the processor is configured

to attempt to set the device to the predetermined power
state.

10. The controller of claim 8, wherein:

the system model indicates that the device comprises an

internal sensor for an operating parameter of the
device;
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the expected behavior comprises an expected range for
the operating parameter of the device;
in attempting the interaction, the processor is configured
to attempt to read an operating parameter value from
5 the internal sensor of the device via the at least one
wiring pin; and
in comparing, the processor is configured to determine
whether the operating parameter falls within the
expected range.

11. The controller of claim 8, wherein:

the system model indicates a device protocol to send and

receive messages with the device; and

in attempting the interaction, the processor is configured

to attempt to send a message structured according to the
device protocol via the at least one wiring pin.

12. The controller of claim 8, wherein:

the system model comprises an additional device and

indicates that the additional device comprises a sensor
for sensing a state parameter at a location different from
the location of the device;

the expected behavior comprises an expected range for

the state parameter;

in attempting the interaction, the processor is configured

to attempt to read the state parameter value from the
additional device; and

in comparing, the processor is configured to determine

whether the state parameter falls within the expected
range.

13. The controller of claim 8, wherein the at least one
wiring pin comprises at least one terminal adapted for
communication with a module that is attachable to a con-
troller and wirable to the device.

14. The controller of claim 8, wherein the processor is
further configured to, in response to determining that the
device is not behaving as expected:

attempt an interaction with the device via the at least one

alternative wiring pin of the controller different from
the at least one wiring pin to elicit the expected
behavior; and

responsive to observing the expected behavior with

respect to the at least one alternative wiring pin, indi-
cate to the user that the device is in communication
with the at least one alternative wiring pin instead of the
at least one wiring pin.

15. A non-transitory machine-readable medium encoded
with instructions for execution by a processor for causing a
controller to verify controlled devices, the non-transitory
50 machine-readable medium comprising:
instructions for identifying a device from a system of

devices to be controlled by the controller;
instructions for querying a system model that models the

system of devices to determine:

an expected behavior for the device within the system

model, and

at least one wiring pin of the controller with which the

device is in communication within the system
model;
instructions for attempting an interaction with the device
via the at least one wiring pin of the controller to elicit
the expected behavior;
instructions for comparing the expected behavior to an
actual behavior of the device observed after the
attempted interaction; and
instructions for indicating to a user whether the device is
behaving as expected based on the comparison.
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16. The A non-transitory machine-readable medium of
claim 15, wherein:
the expected behavior comprises the presence of an
expected voltage on the at least one wiring pin when the
device is in a predetermined power state; and
the instructions for attempting the interaction comprise
instructions for attempting to set the device to the
predetermined power state.
17. The A non-transitory machine-readable medium of
claim 15, wherein:
the system model indicates that the device comprises an
internal sensor for an operating parameter of the
device;
the expected behavior comprises an expected range for
the operating parameter of the device;
the instructions for attempting the interaction comprise
instructions for attempting to read an operating param-
eter value from the internal sensor of the device via the
at least one wiring pin; and
the instructions for comparing comprise instructions for
determining whether the operating parameter falls
within the expected range.
18. The A non-transitory machine-readable medium of
claim 15, wherein:
the system model indicates a device protocol to send and
receive messages with the device; and
the instructions for attempting the interaction comprise
instructions for attempting to send a message structured
according to the device protocol via the at least one
wiring pin.
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19. The A non-transitory machine-readable medium of
claim 15, wherein:
the system model comprises an additional device and
indicates that the additional device comprises a sensor
for sensing a state parameter at a location different from
the location of the device;
the expected behavior comprises an expected range for
the state parameter;
the instructions for attempting the interaction comprise
instructions for attempting to read the state parameter
value from the additional device; and
the instructions for comparing comprise instructions for
determining whether the state parameter falls within the
expected range.
20. The A non-transitory machine-readable medium of
claim 15, further comprising, in response to determining that
the device is not behaving as expected:

instructions for attempting an interaction with the device
via the at least one alternative wiring pin of the con-
troller different from the at least one wiring pin to elicit
the expected behavior; and

instructions for, responsive to observing the expected
behavior with respect to the at least one alternative
wiring pin, indicating to the user that the device is in
communication with the at least one alternative wiring
pin instead of the at least one wiring pin.

#* #* #* #* #*
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