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(57) ABSTRACT 
Some embodiments provide method for implementing a 
logical router of a logical network. The method receives a 
configuration for a first logical router. The configuration 
includes a static route for the first logical router. The method 
defines several routing components with separate routing 
tables for the logical router. The method adds a first route, 
having a first static route type, for the static route to the 
routing tables of at least a first subset of the routing 
components. Based on the connection of a second logical 
router to the first logical router, adding a second route, 
having a second static route type, to the routing tables of at 
least a second Subset of the routing components. 
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User Input 

PLR config 
O.O.O.O/O via 1.13.1 

TLR 0.0.0.0/O Via II.4. 
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Management Plane RB Output 

SR 
0.0.0.0/0 via 1.1.3.1, type = static, sub-type = static. AD = 1 
172.16.0.0/16 via 1.1.3.1, type = static, sub-type = static, AD = 1 
1.1.5.0/24 via 1.1.3.1, type = static. Sub-type = static, AD = 3 
1.1.5.0/24 via 169.0.0.1, type = static, sub-type = MP static, AD = 2 
1.1.6.0/24 via 169.0.0.1, type = Static, sub-type = MP static. AD = 2 
192.168.10.0/31 via 169.0.0.1, type = static, sub-type = LR-connected, AD = 0 
1.1.3.0/30 output to Ul, type = connected 
169.0.0.0/30 output to P2, type = connected, 

SR2 
0.0.0.0/0 via 1.1.4.1, type = static, sub-type = static. AD = 1 
10.0.0.0/8 via 1.1.4.1, type = static, sub-type static. AD = 5 
1.1.5.0/24 via lé9.0.0.1, type = static, sub-type MP static, AD = 2 
I.1.6.0/24 via 169.0.0.1, type = static, sub-type MP static, AD = 2 
192.168.10.0/3.1 via 169.0.0.1, type = static, sub-type LR-connected. AD = 0 
1.1.4.0/30 output to U2, type = connected, AD = 0 
169.0.0.0/30 output to P3, type = connected 

DR 
0.0.0.0/0 via 1.1.3.1, 1.1.4.1 output to Pl, type = static, AD = 1 
172.16.0.0/16 via 1.1.3.1, type = static, sub-typc static, AD = 1 
10.0.0.0/8 via I. I.4.1, type = static, sub-type static. AD = 5 
1.1.5.0/24 via 1.1.3.1 type = static, sub-type = static. AD = 3 
1.1.5.0/24 via 192.168.10.1, type = static, sub-type = MP static, AD = 2 
1.1.6.0/24 via 192.168.10.1, typc = static, sub-typc = MP static, AD = 2 
1.1.3.0/30 via 169.0.0.2, type = static, sub-type = LR-connected. AD = 0 
1.1.4.0/30 via 169.0.0.3, type = static, sub-type = LR-connected. AD = 0 
192.168.10.0/31 output to D1 type = connected 
169.0.0.0/30 output to P1, type = connected 
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CCP FIBOutput 
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0.0.0.0/0 via 1.1.3.1 output to Ul 
172.16.0.0/16 via 1.1.3.1 output to Ul 
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1.1.3.0/30 output to Ul 
169.0.0.0/30 output to P2 1615 
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0.0.0.0/0 via 1.1.4.1 output to U2 
10.0.0.0/8 via 1.1.4.1 output to U2 
1.1.5.0/24 via 169.0.0.1 output to P3 
1.1.6.0/24 via 169.0.0.1 output to P3 
192.168.10.0/31 via 169.0.0.1 output to P3 
1.1.4.0/30 output to U2 
169.0.0.0/30 output to P3 1620 

DR 
0.0.0.0/0 via 169.0.0.2, 169.0.0.3 output to P1 
172.16.0.0/16 via 169.0.0.2 output to Pl 
10.0.0.0/8 via 169.0.0.3 output to P1 
1.1.5.0/24 via 192.168.10.1 output to D1 
1.1.6.0/24 via 192.168.10.1 output to D1 
1.1.3.0/30 via 169.0.0.2 output to P1 
1.1.4.0/30 via 169.0.0.3 output to Pl 
192.168.10.0/31 output to D1 
169.0.0.0/30 output to P1 

Figure 16 
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STATIC ROUTE TYPES FOR LOGICAL 
ROUTERS 

BACKGROUND 

0001 Typical physical networks contain several physical 
routers to perform L3 forwarding (i.e., routing). When a first 
machine wants to send a packet to a second machine located 
on a different IP subnet, the packet is sent to a router that 
uses a destination IP address of the packet to determine 
through which of its physical interfaces the packet should be 
sent. Larger networks will contain multiple routers, such that 
if one of the routers fails, the packets can be routed along a 
different path between the first machine and the second 
machine. 
0002. In logical networks, user-defined data compute 
nodes (e.g., virtual machines) on different Subnets may need 
to communicate with each other as well. In this case, tenants 
may define a network for virtualization that includes both 
logical Switches and logical routers. Methods for imple 
menting the logical routers to adequately serve Such virtu 
alized logical networks in datacenters are needed. 

BRIEF SUMMARY 

0003. Some embodiments provide a method for imple 
menting a logical router in a network (e.g., in a datacenter). 
In some embodiments, the method is performed by a man 
agement plane that receives configuration data from an 
administrator and converts that configuration data into a 
desired network State and/or a central control plane that 
performs additional processing on the network State and 
distributes the desired network State as configuration data to 
forwarding elements (or to local control planes that directly 
manage the forwarding elements) that implement the logical 
network (including the logical router). The management 
plane and central control plane, in Some embodiments, may 
both operate within a centralized network controller. 
0004. The management plane, in some embodiments, 
receives a definition of a logical router (e.g., through an 
application programming interface (API) and defines mul 
tiple routing components for the logical router. Each of these 
routing components is separately assigned a set of routes 
(e.g., a routing information base) and a set of logical 
interfaces. 
0005. In some embodiments, the several routing compo 
nents defined for a logical router includes one distributed 
routing component and several centralized routing compo 
nents. In addition, the management plane of Some embodi 
ments defines a logical Switch for handling communications 
between the components internal to the logical router (re 
ferred to as a transit logical switch). The distributed routing 
component and the transit logical Switch are implemented in 
a distributed manner by numerous machines within the 
datacenter, while the centralized routing components are 
each implemented on a single machine. Some embodiments 
implement the distributed components in the datapath of 
managed forwarding elements on the various machines, 
while the centralized routing components are implemented 
in VMs (or other data compute nodes) on their single 
machines. Other embodiments also implement the central 
ized components in the datapath of their assigned machine 
(e.g., in a datapath of a bare metal machine). 
0006. The centralized components, in some embodi 
ments, may be configured in active-active or active-standby 
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modes. In active-active mode, all of the centralized compo 
nents are fully functional at the same time, and traffic can 
ingress or egress from the logical network through the 
centralized components using equal-cost multi-path 
(ECMP) forwarding principles (balancing the traffic across 
the various centralized components), so long as the connec 
tivity of the centralized components to the external networks 
is the same across the components. 
0007. In some embodiments, the logical router is part of 
a two-tier logical network structure. The two-tier structure of 
Some embodiments includes a single logical router for 
connecting the logical network to a network external to the 
datacenter (referred to as a provider logical router (PLR) and 
administrated by, e.g., the owner of the datacenter), and 
multiple logical routers that connect to the single logical 
router and do not separately communicate with the external 
network (referred to as tenant logical routers (TLRs) and 
administrated by, e.g., different tenants of the datacenter). 
Some embodiments implement the centralized components 
of the PLR in active-active mode whenever possible, and 
only use active-standby mode when stateful services (e.g., 
NAT, firewall, load balancer, etc.) are configured for the 
logical router. When the logical router is a TLR, some 
embodiments either use no centralized components or two 
centralized components in active-standby mode when State 
ful services are configured for the logical router. 
0008. The management plane of some embodiments 
additionally configures the routing tables for each of the 
logical router constructs (e.g., for the distributed component 
as well as for each centralized component). The configura 
tion received by the management plane may include speci 
fications of routes (e.g., static routes) for the logical router 
as well as connections of the logical router to other logical 
routers (e.g., connections of the TLRs to a PLR). Some 
embodiments automatically identify to which routing com 
ponents’ routing tables the received routes should be 
pushed, as well as how to propagate routes based on the 
connections with other logical routers. In addition, each 
route added to the routing table of a routing component has 
a route type (e.g., static route, connected route, etc.) as well 
as an administrative distance value. Administrative distance 
values are used in determining priorities between routes for 
the same network address or range of addresses. 
0009. Some embodiments additionally define a sub-type 
field for static routes, with different sub-types having dif 
ferent administrative distance values. For instance, some 
embodiments include static routes based on administrator 
configured Static routes as a first Sub-type having a first 
administrative distance value. Additionally, the connection 
of a logical Switch directly to the logical router by an 
administrator results in a connected route in the routing table 
of the distributed component, as well as routes for the 
various centralized components. These routes for the cen 
tralized components are assigned a second static route 
Sub-type in Some embodiments, with a smaller default 
administrative distance value than the administrator-config 
ured static routes. Lastly, when a TLR is connected to a PLR, 
Some embodiments identify any logical Switch Subnets that 
are connected to the TLR and which should be advertised 
(via dynamic routing protocols) to the external network. In 
this case, rather than running a dynamic routing protocol 
between the two logical routers, the management plane 
(which is aware of both logical router configurations) auto 
matically performs the route exchange while handling the 
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fact that the PLR actually has separate routing tables for 
each of its separate routing components. Thus, the manage 
ment plane adds routes for these logical networks to both the 
distributed routing component and each of the centralized 
routing components. These routes are classified as static 
routes of a third sub-type, having a larger administrative 
distance value than the administrator-configured Static 
rOuteS. 

0010. In some embodiments, the management plane gen 
erates these routing tables for the various routing compo 
nents of the logical router, and passes this data to the central 
control plane. The central control plane of Some embodi 
ments is responsible for generating a forwarding information 
base (i.e., a set of final routes to use for forwarding packets) 
for each of the routing components based on the routing 
tables received from the management plane. To generate this 
forwarding information base, the central control plane iden 
tifies the route for each prefix with the lowest administrative 
distance (preferring connected routes above all other routes), 
then traverses the routing table to identify an output inter 
face (output logical port) for each route remaining in the 
table. The central control plane then distributes the routing 
component data to local controllers operating at the forward 
ing elements that implement the logical routing components 
(e.g., a single local controller for each of the centralized 
routing components and numerous forwarding elements for 
the distributed routing component, including the local con 
troller to which the centralized routing component configu 
ration information was distributed). 
0011. The preceding Summary is intended to serve as a 
brief introduction to some embodiments of the invention. It 
is not meant to be an introduction or overview of all 
inventive subject matter disclosed in this document. The 
Detailed Description that follows and the Drawings that are 
referred to in the Detailed Description will further describe 
the embodiments described in the Summary as well as other 
embodiments. Accordingly, to understand all the embodi 
ments described by this document, a full review of the 
Summary, Detailed Description and the Drawings is needed. 
Moreover, the claimed subject matters are not to be limited 
by the illustrative details in the Summary, Detailed Descrip 
tion and the Drawing, but rather are to be defined by the 
appended claims, because the claimed Subject matters can be 
embodied in other specific forms without departing from the 
spirit of the subject matters. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0012. The novel features of the invention are set forth in 
the appended claims. However, for purpose of explanation, 
several embodiments of the invention are set forth in the 
following figures. 
0013 FIG. 1 illustrates a configuration view of a logical 
router, which represents a logical network as designed by a 
USC. 

0014 FIG. 2 illustrates a management plane view of the 
logical network of FIG. 1 when the logical router is imple 
mented in a distributed manner. 
0015 FIG. 3 illustrates a physical distributed implemen 
tation of the logical router of FIG. 1. 
0016 FIG. 4 conceptually illustrates a logical network 
with two tiers of logical routers. 
0017 FIG. 5 illustrates the management plane view for 
the logical topology of FIG. 4 when a TLR in the logical 
network is completely distributed. 
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0018 FIG. 6 illustrates the management plane view for 
the logical topology of FIG. 4 when the TLR in the logical 
network has a centralized component. 
0019 FIG. 7 conceptually illustrates the flow of configu 
ration data for a logical router through a network control 
system of some embodiments. 
0020 FIG. 8 conceptually illustrates data structures for 
each of four types of routes generated by the management 
plane. 
0021 FIG. 9 conceptually illustrates a more detailed 
configuration of a logical network topology, including the 
network addresses and interfaces assigned by an adminis 
trator. 

0022 FIG. 10 illustrates the configuration of the logical 
topology of FIG. 9 by the management plane. 
0023 FIG. 11 conceptually illustrates a process of some 
embodiments for configuring a PLR based on a user speci 
fication. 
0024 FIG. 12 conceptually illustrates a process of some 
embodiments for configuring a TLR based on a user speci 
fication. 
0025 FIG. 13 conceptually illustrates a logical network 
configuration. 
0026 FIG. 14 conceptually illustrates a management 
plane view of the logical network configuration of FIG. 13. 
0027 FIG. 15 illustrates additional administrator con 
figuration input for the PLR and TLR of FIG. 13, and 
generated RIBs for each of the routing components of the 
PLR. 
(0028 FIG. 16 illustrates the resulting FIBs for each of the 
three routing components of the PLR. 
0029 FIG. 17 conceptually illustrates a process of some 
embodiments for identifying which RIB routes to include in 
a routing component FIB. 
0030 FIG. 18 conceptually illustrates a process of some 
embodiments for performing route traversal to identify 
actions for each route in a FIB. 
0031 FIG. 19 conceptually illustrates an electronic sys 
tem with which some embodiments of the invention are 
implemented. 

DETAILED DESCRIPTION 

0032 Some embodiments provide a method for imple 
menting a logical router in a network (e.g., in a datacenter). 
In some embodiments, the method is performed by a man 
agement plane that receives configuration data from an 
administrator and converts that configuration data into a 
desired network State and/or a central control plane that 
performs additional processing on the network State and 
distributes the desired network State as configuration data to 
forwarding elements (or to local control planes that directly 
manage the forwarding elements) that implement the logical 
network (including the logical router). The management 
plane and central control plane, in some embodiments, may 
both operate within a centralized network controller. 
0033. The management plane, in some embodiments, 
receives a definition of a logical router (e.g., through an 
application programming interface (API) and defines mul 
tiple routing components for the logical router. Each of these 
routing components is separately assigned a set of routes 
(e.g., a routing information base) and a set of logical 
interfaces. 
0034. In some embodiments, the several routing compo 
nents defined for a logical router includes one distributed 
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routing component and several centralized routing compo 
nents. In addition, the management plane of Some embodi 
ments defines a logical Switch for handling communications 
between the components internal to the logical router (re 
ferred to as a transit logical switch). The distributed routing 
component and the transit logical Switch are implemented in 
a distributed manner by numerous machines within the 
datacenter, while the centralized routing components are 
each implemented on a single machine. Some embodiments 
implement the distributed components in the datapath of 
managed forwarding elements on the various machines, 
while the centralized routing components are implemented 
in VMs (or other data compute nodes) on their single 
machines. Other embodiments also implement the central 
ized components in the datapath of their assigned machine 
(e.g., in a datapath of a bare metal machine). 
0035. The centralized components, in some embodi 
ments, may be configured in active-active or active-standby 
modes. In active-active mode, all of the centralized compo 
nents are fully functional at the same time, and traffic can 
ingress or egress from the logical network through the 
centralized components using equal-cost multi-path 
(ECMP) forwarding principles (balancing the traffic across 
the various centralized components), so long as the connec 
tivity of the centralized components to the external networks 
is the same across the components. 
0036. In some embodiments, the logical router is part of 
a two-tier logical network structure. The two-tier structure of 
some embodiments includes a single logical router for 
connecting the logical network to a network external to the 
datacenter (referred to as a provider logical router (PLR) and 
administrated by, e.g., the owner of the datacenter), and 
multiple logical routers that connect to the single logical 
router and do not separately communicate with the external 
network (referred to as tenant logical routers (TLRs) and 
administrated by, e.g., different tenants of the datacenter). 
Some embodiments implement the centralized components 
of the PLR in active-active mode whenever possible, and 
only use active-standby mode when stateful services (e.g., 
NAT, firewall, load balancer, etc.) are configured for the 
logical router. When the logical router is a TLR, some 
embodiments either use no centralized components or two 
centralized components in active-standby mode when State 
ful services are configured for the logical router. 
0037. The management plane of some embodiments 
additionally configures the routing tables for each of the 
logical router constructs (e.g., for the distributed component 
as well as for each centralized component). The configura 
tion received by the management plane may include speci 
fications of routes (e.g., static routes) for the logical router 
as well as connections of the logical router to other logical 
routers (e.g., connections of the TLRs to a PLR). Some 
embodiments automatically identify to which routing com 
ponents’ routing tables the received routes should be 
pushed, as well as how to propagate routes based on the 
connections with other logical routers. In addition, each 
route added to the routing table of a routing component has 
a route type (e.g., static route, connected route, etc.) as well 
as an administrative distance value. Administrative distance 
values are used in determining priorities between routes for 
the same network address or range of addresses. 
0038. Some embodiments additionally define a sub-type 
field for static routes, with different sub-types having dif 
ferent administrative distance values. For instance, some 
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embodiments include static routes based on administrator 
configured Static routes as a first Sub-type having a first 
administrative distance value. Additionally, the connection 
of a logical Switch directly to the logical router by an 
administrator results in a connected route in the routing table 
of the distributed component, as well as routes for the 
various centralized components. These routes for the cen 
tralized components are assigned a second static route 
Sub-type in Some embodiments, with a smaller default 
administrative distance value than the administrator-config 
ured static routes. Lastly, when a TLR is connected to a PLR, 
Some embodiments identify any logical Switch Subnets that 
are connected to the TLR and which should be advertised 
(via dynamic routing protocols) to the external network. In 
this case, rather than running a dynamic routing protocol 
between the two logical routers, the management plane 
(which is aware of both logical router configurations) auto 
matically performs the route exchange while handling the 
fact that the PLR actually has separate routing tables for 
each of its separate routing components. Thus, the manage 
ment plane adds routes for these logical networks to both the 
distributed routing component and each of the centralized 
routing components. These routes are classified as static 
routes of a third sub-type, having a larger administrative 
distance value than the administrator-configured Static 
rOuteS. 

0039. In some embodiments, the management plane gen 
erates these routing tables for the various routing compo 
nents of the logical router, and passes this data to the central 
control plane. The central control plane of some embodi 
ments is responsible for generating a forwarding information 
base (i.e., a set of final routes to use for forwarding packets) 
for each of the routing components based on the routing 
tables received from the management plane. To generate this 
forwarding information base, the central control plane iden 
tifies the route for each prefix with the lowest administrative 
distance (preferring connected routes above all other routes), 
then traverses the routing table to identify an output inter 
face (output logical port) for each route remaining in the 
table. The central control plane then distributes the routing 
component data to local controllers operating at the forward 
ing elements that implement the logical routing components 
(e.g., a single local controller for each of the centralized 
routing components and numerous forwarding elements for 
the distributed routing component, including the local con 
troller to which the centralized routing component configu 
ration information was distributed). 
0040. The above introduces the concept of a two-tiered 
logical router configuration as well as the management plane 
assignment of route types and sub-types and the central 
control plane routing information base generation. In the 
following, Section I focuses on the overall high-level design 
of the logical router of some embodiments, while Section II 
describes the configuration of the various logical router 
components and their respective routing information bases 
by the management plane. Section III then describes the 
conversion of the routing information bases to forwarding 
information bases for these logical router components. 
Finally, Section IV describes the electronic system with 
which some embodiments of the invention are implemented. 
0041 I. Logical Router and Physical Implementation 
0042. The following discussion describes the design of 
logical routers for some embodiments as well as the imple 
mentation of such logical routers by the network controllers 
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of Some embodiments. Logical routers, in Some embodi 
ments, exist in three different forms. The first of these forms 
is the API view, or configuration view, which is how the 
logical router is defined by a user (e.g., a datacenter provider 
or tenant). The second view is the control plane, or man 
agement plane, view, which is how the network controller 
internally defines the logical router. Finally, the third view is 
the physical realization, or implementation of the logical 
router, which is how the logical router is actually imple 
mented in the datacenter. That is, the logical router is an 
abstraction describing a set of functionalities (e.g., routing, 
NAT, etc.) that a user configures for the logical router. The 
logical router is then implemented by various machines in 
the datacenter based on instructions distributed to those 
machines by a set of network controllers, with the instruc 
tions generated by the network controllers according to the 
configuration provided by the user. 
0043. In the management plane/control plane view (re 
ferred to herein as the management plane view), the logical 
router of some embodiments may include one or both of a 
single DR and one or more SRs. The DR, in some embodi 
ments, spans managed forwarding elements (MFES) that 
couple directly to VMs or other data compute nodes that are 
logically connected, directly or indirectly, to the logical 
router. The DR of some embodiments also spans the gate 
ways to which the logical router is bound. The DR, in some 
embodiments, is responsible for first-hop distributed routing 
between logical Switches and/or other logical routers that are 
logically connected to the logical router. The SRs of some 
embodiments are responsible for delivering services that are 
not implemented in a distributed fashion (e.g., Some stateful 
services). 
0044. In some embodiments, the physical realization of a 
logical router always has a DR (i.e., for first-hop routing). A 
logical router will have SRs if either (i) the logical router is 
a PLR, and therefore connects to external physical networks 
or (ii) the logical router has services configured that do not 
have a distributed implementation (e.g., NAT, load balanc 
ing, DHCP in some embodiments). Even if there are no 
stateful services configured on a PLR, some embodiments 
use SRs in the implementation to centralized the connection 
to the external network. 
0045 A. Single-Tier Logical Router 
0046 FIGS. 1-3 illustrate the three different views of a 
distributed logical router implementation. FIG. 1 specifi 
cally illustrates the configuration view, which represents a 
logical network 100 as designed by a user. As shown, the 
logical router 115 is part of a logical network 100 that 
includes the logical router 115 and two logical switches 105 
and 110. The two logical switches 105 and 110 each have 
VMs that connect to logical ports. While shown as VMs in 
these figures, it should be understood that other types of data 
compute nodes (e.g., namespaces, etc.) may connect to 
logical Switches in Some embodiments. The logical router 
115 also includes two ports that connect to the external 
physical network 120. 
0047 FIG. 2 illustrates the management plane view 200 
of the logical network 100. The logical switches 105 and 110 
are the same in this view as the configuration view, but the 
network controller has created two service routers 205 and 
210 for the logical router 115, as well as a distributed router 
215 and a transit logical switch 220. The DR 215 includes 
a southbound interface for each of the logical switches 105 
and 110, and a single northbound interface to the transit 
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logical switch 220 (and through this to the SRs). The SRs 
205 and 210 each include a single southbound interface to 
the transit logical switch 220 (used to communicate with the 
DR 215, as well as each other in certain situations). Each SR 
205 and 210 also corresponds to an uplink port of the logical 
router (that connects to the external network), and thus each 
of the SRs has a single such interface. 
0048. The detailed configuration of the northbound and 
southbound interfaces of the various router constructs 205 
215 and their connections with the transit logical switch 220 
will be described in further detail below. In some embodi 
ments, the management plane generates separate routing 
information bases (RIBs) for each of the router constructs 
205-215, and the central control plane subsequently gener 
ates forwarding information bases (FIBs) for each of the 
router constructs 205-215. That is, in addition to having 
separate objects created in the management/control plane, 
each of the router constructs 205 is treated as a separate 
router with separate routes. 
0049 Finally, FIG. 3 illustrates a physical implementa 
tion of the logical router 100. As shown, each of the VMs 
that couples to one of the logical switches 105 and 110 in the 
logical network 100 resides on a host machine 305. The 
MFEs 310 that operate on these host machines in some 
embodiments are virtual switches (e.g., Open vSwitch 
(OVS), ESX) that operate within the hypervisors or other 
virtualization software on the host machines. These MFEs 
perform first-hop Switching and routing to implement the 
logical switches 105 and 110, and the logical router 115, for 
packets sent by the VMs of the logical network 100. The 
MFEs 310 (or a subset of them) also may implement logical 
switches (and distributed logical routers) for other logical 
networks if the other logical networks have VMs that reside 
on the host machines 305 as well. 
0050. The two SRs 205 and 210 each operate on a 
different gateway machine 315 and 320. The gateway 
machines 315 and 320 are host machines similar to the 
machines 305 in some embodiments, but host SRs rather 
than user VMS. In some embodiments, the gateway 
machines 315 and 320 each include an MFE as well as the 
SR, in order for the MFE to handle logical switching as well 
as routing for the DR 215. For instance, packets sent from 
the external network 120 may be routed by the SR routing 
table on one of the gateway machines and then Subsequently 
switched and routed (according to the DR routing table) by 
the MFE on the same gateway. 
0051. The SRs may be implemented in a namespace, a 
virtual machine, or as a VRF in different embodiments. In 
some embodiments, the SRs are implemented within the 
datapath of the MFE rather than as a separate entity on the 
host machine with the MFE. The SRs may operate in an 
active-active or active-standby mode in some embodiments, 
depending on whether any stateful services (e.g., firewalls) 
are configured on the logical router. When stateful services 
are configured, some embodiments require only a single 
active SR. In some embodiments, the active and standby 
service routers are provided with the same configuration, but 
the MFEs 310 are configured to send packets via a tunnel to 
the active SR (or to the MFE on the gateway machine with 
the active SR). Only if the tunnel is down will the MFE send 
packets to the standby gateway. 
0052 B. Multi-Tier Topology 
0053. The previous example illustrates only a single tier 
of logical router. For logical networks with multiple tiers of 
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logical routers, some embodiments may include both DRS 
and SRs at each level, or DRs and SRs at the upper level (the 
PLR tier) with only DRs at the lower level (the TLR tier). 
FIG. 4 conceptually illustrates a multi-tier logical network 
400 of some embodiments, with FIGS. 5 and 6 illustrating 
two different management plane views of the logical net 
works. 

0054 FIG. 4 conceptually illustrates a logical network 
400 with two tiers of logical routers. As shown, the logical 
network 400 includes, at the layer 3 level, a provider logical 
router 405 and several tenant logical routers 410-420. The 
first tenant logical router 410 has two logical switches 425 
and 430 attached, with one or more data compute nodes 
coupling to each of the logical Switches. For simplicity, only 
the logical switches attached to the first TLR 410 are shown, 
although the other TLRs 415-420 would typically have 
logical Switches attached (to which data compute nodes 
couple). 
0055. In some embodiments, any number of TLRs may 
be attached to a PLR such as the PLR 405. Some datacenters 
may have only a single PLR to which all TLRs implemented 
in the datacenter attach, whereas other datacenters may have 
numerous PLRs. For instance, a large datacenter may want 
to use different PLR policies for different tenants, or may 
have too many different tenants to attach all of the TLRs to 
a single PLR (because, e.g., the routing table for the PLR 
might get too big, or only a certain number of interfaces are 
supported for the PLR, or too much traffic would be bottle 
necked at the SRs of the PLR). Part of the routing table for 
a PLR includes routes for all of the logical switch domains 
of its TLRs, so attaching numerous TLRs to a PLR creates 
several routes for each TLR just based on the subnets 
attached to the TLR. The PLR 405, as shown in the figure, 
provides a connection to the external physical network 435: 
some embodiments only allow the PLR to provide such a 
connection, so that the datacenter provider can manage this 
connection. Each of the separate TLRs 410-420, though part 
of the logical network 400, are configured independently 
(although a single tenant could have multiple TLRs if they 
so chose). 
0056 FIGS. 5 and 6 illustrate different possible manage 
ment plane views of the logical network 400, depending on 
whether or not the TLR 405 includes a centralized compo 
nent. In these examples, the routing aspects of the TLR 405 
are always distributed using a DR. However, if the configu 
ration of the TLR 405 includes the provision of stateful 
services, then the management plane view of the TLR (and 
thus the physical implementation) will include active and 
standby SRs for these stateful services. 
0057 Thus, FIG. 5 illustrates the management plane view 
500 for the logical topology 400 when the TLR 405 is 
completely distributed. For simplicity, only details of the 
first TLR 410 are shown; the other TLRs will each have their 
own DR, as well as SRs in some cases. As in FIG. 2, the PLR 
405 includes a DR 505 and three SRs 510-520, connected 
together by a transit logical switch 525. In addition to the 
transit logical switch 525 within the PLR 405 implementa 
tion, the management plane also defines separate transit 
logical switches 530-540 between each of the TLRs and the 
DR 505 of the PLR. In the case in which the TLR 410 is 
completely distributed (FIG. 5), the transit logical switch 
530 connects to a DR545 that implements the configuration 
of the TLR 410. Thus, as explained in greater detail in U.S. 
Provisional Application 62/110,061, filed Jan. 30, 2015, 
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which is incorporated herein by reference, a packet sent to 
a destination in the external network by a data compute node 
attached to the logical switch 425 will be processed through 
the pipelines of the logical switch 425, the DR545 of TLR 
410, the transit logical switch 530, the DR 505 of the PLR 
405, the transit logical switch 525, and one of the SRs 
510-520. In some embodiments, all of the In some embodi 
ments, the existence and definition of the transit logical 
Switches 525 and 530-540 are hidden from the user that 
configures the network through the API (e.g., an adminis 
trator), with the possible exception of troubleshooting pur 
poses. 

0.058 FIG. 6 illustrates the management plane view 600 
for the logical topology 400 when the TLR 405 has a 
centralized component (e.g., because stateful services that 
cannot be distributed are defined for the TLR). In some 
embodiments, stateful services such as firewalls, NAT, load 
balancing, etc. are only provided in a centralized manner. 
Other embodiments allow for some or all of such services to 
be distributed, however. As with the previous figure, only 
details of the first TLR 410 are shown for simplicity; the 
other TLRs may have the same defined components (DR, 
transit LS, and two SRs) or have only a DR as in the example 
of FIG. 5). The PLR 405 is implemented in the same manner 
as in the previous figure, with the DR 505 and the three SRs 
510, connected to each other by the transit logical switch 
525. In addition, as in the previous example, the manage 
ment plane places the transit logical switches 530-540 
between the PLR and each of the TLRs. 

0059. The partially centralized implementation of the 
TLR 410 includes a DR 605 to which the logical switches 
425 and 430 attach, as well as two SRs 610 and 615. As in 
the PLR implementation, the DR and the two SRs each have 
interfaces to a transit logical switch 620. This transit logical 
switch serves the same purposes as the switch 525, in some 
embodiments. For TLRs, some embodiments implement the 
SRs in active-standby manner, with one of the SRs desig 
nated as active and the other designated as standby. Thus, so 
long as the active SR is operational, packets sent by a data 
compute node attached to one of the logical switches 425 
and 430 will be sent to the active SR rather than the standby 
SR. In some embodiments, the transit logical switch 530 
only includes a single port to connect to the TLR 410, and 
this port connects to the first SR 610, unless the SR fails and 
the connection moves to the second SR 615. As such, this 
connection is shown as a dashed line in the figure. 
0060. The above figures illustrate the management plane 
view of logical routers of Some embodiments. In some 
embodiments, an administrator or other user provides the 
logical topology (as well as other configuration information) 
through an API. This data is provided to a management 
plane, which defines the implementation of the logical 
network topology (e.g., by defining the DRS, SRS, transit 
logical Switches, etc.). In addition, in some embodiments a 
user associates each logical router (e.g., each PLR or TLR) 
with a set of physical machines (e.g., a pre-defined group of 
machines in the datacenter) for deployment. For purely 
distributed routers, such as the TLR 405 as implemented in 
FIG. 5, the set of physical machines is not important, as the 
DR is implemented across the managed forwarding elements 
that reside on hosts along with the data compute nodes that 
connect to the logical network. However, if the logical router 
implementation includes SRs, then these SRs will each be 
deployed on specific physical machines. In some embodi 
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ments, the group of physical machines is a set of machines 
designated for the purpose of hosting SRS (as opposed to 
user VMs or other data compute nodes that attach to logical 
switches). In other embodiments, the SRs are deployed on 
machines alongside the user data compute nodes. 
0061. In some embodiments, the user definition of a 
logical router includes a particular number of uplinks. 
Described herein, an uplink is a northbound interface of a 
logical router in the logical topology. For a TLR, its uplinks 
connect to a PLR (all of the uplinks connect to the same 
PLR, generally). For a PLR, its uplinks connect to external 
routers. Some embodiments require all of the uplinks of a 
PLR to have the same external router connectivity, while 
other embodiments allow the uplinks to connect to different 
sets of external routers. Once the user selects a group of 
machines for the logical router, if SRs are required for the 
logical router, the management plane assigns each of the 
uplinks of the logical router to a physical machine in the 
selected group of machines. The management plane then 
creates an SR on each of the machines to which an uplink is 
assigned. Some embodiments allow multiple uplinks to be 
assigned to the same machine, in which case the SR on the 
machine has multiple northbound interfaces. 
0062. As mentioned above, in some embodiments the SR 
may be implemented as a virtual machine or other container, 
or within the datapath of the MFE of the host machine to 
which the SR is assigned (e.g., as a VRF context). In some 
embodiments, the choice for the implementation of an SR 
may be based on the services chosen for the logical router 
and which type of SR best provides those services. 
0063. In addition, the management plane of some 
embodiments creates the transit logical Switches. For each 
transit logical Switch, the management plane assigns a 
unique VNI to the logical switch, creates a port on each SR 
and DR that connects to the transit logical Switch, and 
allocates an IP address for any SRs and the DR that connect 
to the logical switch. Some embodiments require that the 
Subnet assigned to each transit logical Switch is unique 
within a logical L3 network topology having numerous 
TLRs (e.g., the network topology 400), each of which may 
have its own transit logical switch. That is, in FIG. 6, transit 
logical switch 525 within the PLR implementation, transit 
logical switches 530-540 between the PLR and the TLRs, 
and transit logical switch 620 (as well as the transit logical 
switch within the implementation of any of the other TLRs) 
each require a unique Subnet. 
0064. Some embodiments place various restrictions on 
the connection of logical routers in a multi-tier configura 
tion. For instance, while some embodiments allow any 
number of tiers of logical routers (e.g., a PLR tier that 
connects to the external network, along with numerous tiers 
of TLRs), other embodiments only allow a two-tier topology 
(one tier of TLRs that connect to the PLR). In addition, some 
embodiments allow each TLR to connect to only one PLR, 
and each logical Switch created by a user (i.e., not a transit 
logical switch) is only allowed to connect to one PLR or one 
TLR. Some embodiments also add the restriction that south 
bound ports of a logical router must each be in different 
Subnets. Thus, two logical Switches may not have the same 
Subnet if connecting to the same logical router. Lastly, some 
embodiments require that different uplinks of a PLR must be 
present on different gateway machines. It should be under 
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stood that Some embodiments include none of these require 
ments, or may include various different combinations of the 
requirements. 
0065 II. RIB Configuration for SR and DR 
0066. When a user configures a logical router (e.g., by 
configuring its interfaces and provisioning routes), this 
configuration is used by the management plane to configure 
the SRs and DR for the logical router. For instance, the 
logical router 115 of FIG. 1 has four interfaces (two to the 
logical Switches, and two uplinks). However, its manage 
ment plane implementation in FIG. 2 includes a DR with 
three interfaces and SRs with two interfaces each (a total of 
seven interfaces). The IP and MAC addresses and other 
configuration details assigned to the four interfaces as part of 
the logical router configuration are used to generate the 
configuration for the various components of the logical 
rOuter. 

0067. In addition, as part of the configuration, the man 
agement plane of some embodiments generates a routing 
information base (RIB) for each of the logical router com 
ponents. That is, although the administrator defines only a 
single logical router, the management plane generates sepa 
rate RIBs for the DR and for each of the SRS. As described 
below, the central control plane of some embodiments 
converts this RIB into a forwarding information base (FIB) 
for each of the components. For the SRs of a PLR, in some 
embodiments the management plane generates the RIB 
initially (and the central control plane generates the FIB), 
but the physical implementation of the SR also runs a 
dynamic routing protocol process (e.g., BGP, OSPF, etc.) to 
Supplement the routing table locally and perform the addi 
tional RIB to FIB conversion. In other embodiments, the 
central control plane does not generate even the initial FIB. 
Instead, the entire RIB is pushed to the SR (e.g., to the 
gateway host machine that hosts the SR), and a separate 
process operating on that gateway host machine (e.g., a local 
controller or other process) performs the RIB to FIB con 
version. 
0068 FIG. 7 conceptually illustrates the flow of configu 
ration data for a logical router through a network control 
system 700 of some embodiments. Specifically, the network 
control system illustrates a management plane 705, central 
control plane 710, local controllers 715 on host machines, 
and local controllers 720 on gateway host machines. In some 
embodiments, the management plane 705 and control plane 
710 are both modules, or applications, on a single network 
controller machine. They may also be distributed, in that 
both the management plane and central control plane operate 
on numerous network controllers, with different controllers 
handling different logical router configurations (and other 
aspects of the logical network as well). In other embodi 
ments, the management plane 705 and the central control 
plane 710 are implemented in separate machines. For 
instance, the network control system of Some embodiments 
may have numerous management plane machines and 
numerous central control plane machines. 
0069. The management plane 705 of some embodiments 
is responsible for receiving a configuration 725 for a logical 
router (possibly with additional logical network configura 
tion, such as the connection of other logical routers, logical 
Switches, etc.) from an administrator and generating an 
internal configuration 730 for the logical router. In some 
embodiments, the management plane 705 receives the logi 
cal router configuration through an API accessible by admin 
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istrators of the network managed by the network control 
system 700 (e.g., a datacenter administrator, a tenant net 
work administrator, etc.). 
0070. As shown, the logical router configuration may 
include a set of interfaces for the logical router as well as 
administrator-defined static routes. For example, referring to 
FIG. 4, the management plane receives a configuration for 
PLR 205 that defines its three uplinks. The configuration for 
these uplinks might also include the physical connectivity; 
that is, the information regarding the physical routers each 
uplink connects to in the external network. In some embodi 
ments, the configuration also includes the downlinks, which 
may or may not yet have tenant logical routers attached. 
When the tenant logical routers are attached, these connec 
tions are also processed by the management plane. 
0071. In addition to the interfaces of the logical router 
and its connections to other logical forwarding elements, the 
configuration 725 received by the management plane 705 
may include static routes for the logical router. Static routes 
may be provided by the administrator, with the input includ 
ing a prefix to be routed, a next hop, and in some cases an 
output interface. In use, any packet with a destination IP 
address that matches the prefix (and does not match a route 
with a longer prefix) will be output through the given 
interface to the given next hop address. 
0072 The management plane 705, as stated, converts this 
received configuration data 725 into a set of internal con 
figuration data 730 for the logical router. As described below 
by reference to FIGS. 11 and 12, the management plane 
defines various routing components and interfaces for each 
of the routing components based on the received configu 
ration data. For instance, for a PLR, configured downlinks 
(connecting to TLRs) are defined on the DR while SRs are 
defined for each uplink, with internal interfaces connecting 
to a transit logical Switch (also defined by the management 
plane). 
0073. The configuration 730 also includes routing tables 
(RIBs) for each of the routing components. For instance, 
Some embodiments define a connected route for each inter 
face of a routing component that connects to a logical 
Switch. In addition, the management plane defines various 
types of static routes for the components, with different 
types of static routes having different administrative dis 
tances. All routes, in some embodiments, include adminis 
trative distance values, used to determine priority, with 
larger values indicating lower priority types of route (i.e., if 
two routes exist for the same prefix, the one with a lower 
distance value is used). If multiple routes for the same prefix 
are in the RIB with the same distance value, traffic to these 
prefixes is spread across the different routes (e.g., using 
ECMP principles to balance the traffic evenly). The follow 
ing indicate the different types of routes, with default 
administrative distance values in parentheses: 

0074 connected (0): prefixes configured on the inter 
faces of the routing component 

0075 static, sub-type logical router connected (0): 
routes on the SR components that correspond to con 
nected routes on the DR 

0076 static, sub-type static (1): routes configured by 
the administrator/user static, Sub-type management 
plane static (2): TLRS may advertise routes (e.g., for 
their logical Switches)—these routes are added to the 
components of the PLR to which the TLR connects 
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0.077 static, sub-type TLR-NAT (2): TLRs may adver 
tise NATIPs (e.g., for their translated IPs for SNAT)— 
routes for these IP addresses are added to the compo 
nents of the PLR to which the TLR connects 

0078 static, sub-type PLR-NAT (2): PLRs may also 
perform NAT (e.g., to translate Source addresses of 
outgoing packets to public IPs)—in some embodi 
ments, routes for these IP addresses are added to the 
SRs with an output interface corresponding to the NAT 
service 

(0079 FIG. 8 conceptually illustrates data structures 805 
820 for four of these types of routes generated by the 
management plane. In some embodiments, the management 
plane generates data structures for each route, and in this 
case all of the routes are for the routing table of a centralized 
routing component SR1. The first route 805, as shown, has 
a route type of static and a Sub-type LR connected. As such, 
the administrative distance for this route is 0, and it will have 
a preference over any routes except actual connected routes 
(with which there should not be any overlap for an SR). As 
shown, the routed prefix in this case is 10.0.0.0/24, which 
may correspond to a logical Switch connected directly to the 
logical router of which SR1 is a component, and the auto 
matically generated next hop IP address is the northbound IP 
address of the DR (that connects to the same transit logical 
switch as SR1). 
0080. The second route 810 has a route type of static and 
a Sub-type of MP static (management plane static). As such, 
the administrative distance for the route is 2. In this case, the 
prefix 10.0.1.0/28 is for an advertised route for a TLR that 
connects to the PLR. These routes are also added to the SR 
with the northbound IP address of the DR as the next hop. 
Similar routes with the type TLR-NAT would be added for 
NAT routes advertised by the TLR. 
I0081. The third route 815 is a static route of sub-type 
static (i.e., a route added as a static route through the API by 
a user/administrator). This route has an administrative dis 
tance of 1, routes the prefix 12.0.0.0/28, and specifies a 
physical router IP address (outside the logical network) as its 
next hop. Finally, the last route 820 is a connected route. In 
general, each SR will have a connected route for its down 
link interface that connects to a transit logical Switch. In this 
case, the transit logical switch subnet is 192.168.100.0/24, 
and the route specifies an output interface (the downward 
facing interface of the SR) rather than a next hop address. 
0082 In some embodiments, the administrative distances 
for each route are default values for the route type and 
sub-type. However, some embodiments allow the adminis 
trator to override these default values for specific routes, 
either for routes of Sub-type static (when configuring the 
route initially) or for all static routes (including MP static, 
TLR-NAT, PLR-NAT, and LR connected routes). 
I0083) Returning to FIG. 7, the internal configuration data 
from the management plane is passed to the central control 
plane 710. As shown, the central control plane includes (at 
least) a routing table processor 735 and a network topology 
module 740. The network topology module 205 uses stored 
network topology information to determine the machines 
within the physical network (e.g., datacenter) on which the 
logical router will need to be implemented. In some embodi 
ments, this information is used to identify (or select) the 
gateway host machines on which each SR is implemented. 
In addition, each host machine on which a data compute 
node that attaches to a logical Switch connected (directly or 
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indirectly) to the logical router should receive the DR 
configuration, so that the MFE on that host machine can 
implement the DR. The network topology module 740 uses 
this data to provide a set of machine identifiers 745 (or other 
information that identifies the MFEs to receive each set of 
configuration data). 
0084. The routing table processor 735 of some embodi 
ments converts the received RIBs (input routing tables) for 
the logical routing components into FIB data (output routing 
tables) that is used to configure the MFEs that implement the 
routing components. For a given routing component, the 
output routing table will have a maximum of one route for 
a particular network address prefix, using the administrative 
distances and route types to identify preference when a 
routing component has multiple routes for a particular prefix 
in its RIB. Some embodiments prefer connected routes, then 
select the static route for a prefix with the minimum admin 
istrative distance. Thus, LR-connected routes are preferred 
to all other types of static routes, with user-entered static 
routes preferred to MP static, TLR-NAT, and PLR-NAT 
static routes (assuming default administrative distances). 
0085. In addition, the routing table processor 735 of some 
embodiments identifies a final action for each route, which 
is either a drop action (dropping packets sent to addresses 
matching the prefix) or an output interface. The routing table 
processor 735 performs recursive route traversal to identify 
these final actions. That is, the routing table processor 735, 
for each route that only has a next hop address, identifies the 
route in the routing table for that next hop address, and 
determines if an output interface or drop action is specified 
for that route. If such an action is specified, the action is 
applied to the original route. Otherwise, the process identi 
fies another route in the table based on the next hop address 
of the second route, and continues on until it has identified 
an action to apply to the original route. The operations of the 
routing table processor will be described in greater detail 
below in Section III. 

I0086. As shown, the routing table processor 735 outputs 
FIB data 755 for the logical routing components (SRS, DR), 
which is a routing table specifying actions for each route. 
This data, along with other logical network configuration 
data (e.g., logical Switch configuration, ingress and egress 
ACL configurations for logical Switches and routers, etc.), is 
sent to the local controllers 715 and 720 through the inter 
face 750. The interface 750 with the local controllers, or a 
module separate from this interface, determines which 
MFEs need which configuration data using the machine ID 
information 745. The central control plane provides DR 
configuration information to local controllers 715 and 720 at 
both the appropriate host machines 760 (which host data 
compute nodes that send packets through the logical net 
work to which this DR belongs) and the appropriate gateway 
host machines 765 at which the SRs are implemented. The 
SR configuration data, on the other hand, is only distributed 
to the local controllers 720 at the appropriate gateway host 
machines 765. 

0087. In should be noted that, in some embodiments, the 
local controllers at the SRs of the PLRs (that use dynamic 
routing protocols) merge the routing table configuration 
received from the central control plane with the routes 
learned from the physical routers (via the dynamic routing 
protocols). The SR locally calculates its FIB based on the 
incorporation of these dynamic routes in order to expedite 
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route convergence, rather than sending the learned routes 
back to the centralized controller for recalculation. 
I0088 A. DR Configuration 
I0089. In some embodiments, the DR is always located on 
the Southbound side (i.e., facing the data compute nodes of 
the logical network, rather than facing the external physical 
network) of the logical router implementation. Unless the 
logical router has no centralized component, the uplinks of 
the logical router will not be configured for the DR, whose 
northbound interfaces instead couple to the transit logical 
switch that is part of the logical router. 
(0090 FIG. 9 conceptually illustrates the more detailed 
configuration of a logical network topology 900, including 
the network addresses and interfaces assigned by an admin 
istrator. As shown, the logical switches 905 and 910 are each 
assigned their own subnets, 1.1.1.0/24 and 1.1.2.0/24, and 
all of the data compute nodes attached to the logical Switches 
905 will have IP addresses in the corresponding subnet. The 
logical router 915 has an interface L1 to the first logical 
switch905, with an IP address of 1.1.1.253 that is the default 
gateway for the data compute nodes in the subnet 1.1.1.0/24. 
The logical router 915 also has a second interface L2 to the 
second logical switch 910, with an IP address of 1.1.2.253 
that is the default gateway for the data compute nodes in the 
subnet 1.1.2.0/24. 

(0091. The northbound side of the logical router 915 has 
two uplinks, U1 and U2. The first uplink U1 has an IP 
address of 192.168.1.252 and connects to a first physical 
router 920 with an IP address of 192.168.1.252. The second 
uplink U2 has an IP address of 192.168.2.253 and connects 
to a second physical router 925 with an IP address of 
192.168.2.252. The physical routers 920 and 925 are not 
actually part of the logical network, but rather connect the 
logical network to the external network. Though in the 
illustrated case each of the uplinks connects to a single, 
different physical router, in some cases each of the uplinks 
will connect to the same set of several physical routers. That 
is, both U1 and U2 might both connect to both of the 
physical routers 920 and 925. Some embodiments require 
that each of the external routers to which the uplinks connect 
provide the same connectivity, although this is not the case 
in the illustrated example. Instead, the first physical router 
920 connects to the subnet 10.0.0.0/8, while the second 
router 925 connects to both the Subnet 10.0.0.0/8 and 
11.0.0.078. 
0092. For a logical router with a distributed component, 
some embodiments configure the DR as follows. The south 
bound interfaces are configured in the same way as the 
southbound interfaces of the logical router. These interfaces 
are those that connect to a logical Switch in the logical 
topology, or to a lower-level logical router (e.g., the South 
bound interfaces of a PLR may connect to TLRs). The DR 
of Some embodiments is allocated a single northbound 
interface, which is assigned an IP address and a MAC 
address. Assuming the logical router has one or more SRS, 
the northbound interface of the DR connects to a transit 
logical Switch. 
(0093. The RIB of the DR is assigned connected routes 
based on the Subnets configured on its various Southbound 
and northbound interfaces. These are the subnets configured 
for (i) the transit logical switch configured between the DR 
and SR components of the logical router, and (ii) any logical 
Switches on its Southbound interfaces. These logical 
switches on the southbound interfaces may be user-defined 
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logical domains to which data compute nodes connect, or 
transit logical switches located between the DR of a PLR 
and any TLRs that connect to the PLR. 
0094. In addition, any static routes that egress from an 
uplink of the logical router are included in the RIB of the 
DR. In some embodiments, these routes are added to the DR 
as configured by the user, while in other embodiments these 
routes are modified such that the next-hop IP address is set 
to that of the uplink’s SR. For example, a static route 
“a.b.c.0/24 via 192.168.1.252 (192.168.1.252 being an 
address of an external physical network router) is modified 
to be “a.b.c.0/24 via IP of SR southbound interface. Static 
routes that egress from a Southbound interface of the logical 
router, on the other hand, are included in the RIB of the DR 
unmodified. In some embodiments, for each SR of the 
logical router, a default route (i.e., a route for 0.0.0.0/0) is 
added to the RIB of the DR. In addition, in some embodi 
ments, dynamic routes learned by a particular SR are added 
to the RIB of the DR. However, for TLRs, the SRs do not 
run a dynamic routing protocol in some embodiments. 
0095 FIG. 10 illustrates the configuration 1000 of the 
logical topology 900 by the management plane. As shown, 
the logical switches 905 and 910 are configured as indicated 
by the user configuration. As in the previous examples, the 
logical router 915 includes a DR 1005, two SRs 1010 and 
1015, and a transit logical switch 1020. The DR is assigned 
the two southbound interfaces of the logical router 905, 
which connect to the logical switches 905 and 910. The 
transit logical switch is assigned a subnet of 192.168.100. 
0/24, which needs to satisfy the requirement that it be unique 
among the logical Switches that logically connect (directly 
or indirectly) to the logical router 905. Each of the three 
management plane router constructs 1005-1015 also 
includes an interface that connects to the transit logical 
switch, and has an IP address in the subnet of the transit 
logical switch. The northbound interfaces U1 and U2 are 
assigned to the two SRs 1010 and 1015, the configuration of 
which is described below. 
0096. Using the rules of some embodiments for generat 
ing the RIB, the RIB of the DR 1005 includes three 
connected routes, for the logical Switch domains connected 
to the DR (1.1.1.0/24, 1.1.2.0/24, and 192.168.100.0/24). In 
addition, some embodiments include static connected routes 
for the subnets on which the uplinks are located, as well as 
any static routes configured by the administrator, and default 
routes pointing to both of the SR downlink IP addresses. 
0097. B. SR Configuration 
0098. As with the DR of a logical router, the management 
plane also configures each SR of the logical router with a 
separate RIB and interfaces. As described above, in some 
embodiments SRs of both PLRs and TLRs may deliver 
services (i.e., functionalities beyond simply routing, such as 
NAT, firewall, load balancing, etc.) and the SRs for PLRs 
also provide the connection between the logical network and 
external physical networks. In some embodiments, the 
implementation of the SRS is designed to meet several goals. 
First, the implementation ensures that the services can scale 
out—that is, the services assigned to a logical router may be 
delivered by any of the several SRs of the logical router. 
Second, some embodiments configure the SR in Such a way 
that the service policies may depend on routing decisions 
(e.g., interface-based NAT). Third, the SRs of a logical 
router have the ability to handle failure (e.g., of the physical 
machine on which an SR operates, of the tunnels to that 
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physical machine, etc.) among themselves without requiring 
the involvement of a centralized control plane or manage 
ment plane (though some embodiments allow the SRs to 
operate at reduced capacity or in a suboptimal manner). 
Finally, the SRs ideally avoid unnecessary redirecting 
amongst themselves. That is, an SR should forward packets 
to the external physical network if it has the ability do so 
locally, only forwarding the packet to a different SR if 
necessary. Of course, the forwarding between SRs should 
avoid packet loops. 
0099. As shown in FIG. 10, each SR has one southbound 
interface that connects to the transit logical switch 1020 that 
resides between the SRs and the DR. In addition, in some 
embodiments, each SR has the same number of northbound 
interfaces as the logical router. That is, even though only one 
uplink may be assigned to the physical machine on which 
the SR operates, all of the logical router interfaces are 
defined on the SR. However, some of these interfaces are 
local interfaces while some of them are referred to as 
dummy interfaces. 
0100. The local northbound interfaces, in some embodi 
ments, are those through which a packet can egress directly 
from the SR (e.g., directly to the physical network). An 
interface configured based on the uplink (or one of the 
uplinks) assigned to the SR is a local interface. On the other 
hand, an interface configured based on one of the other 
uplinks of the logical router assigned to a different SR is 
referred to as a dummy interface. Providing the SR with 
configuration for the dummy interfaces allows for the first 
hop MFEs to send packets for any of the uplinks to any of 
the SRs, with that SRable to process the packets even if the 
packet is not destined for its local interface. Some embodi 
ments, after processing a packet at one of the SRS for a 
dummy interface, forward the packet to the appropriate SR 
where that interface is local, in order for the other SR to 
forward the packet out to the external physical network. The 
use of dummy interfaces also allows the centralized con 
troller (or set of controllers) that manages the network to 
push service policies that depend on routing decisions to all 
of the SRs, thereby allowing services to be delivered by any 
of the SRs. Some embodiments, however, do not use dummy 
interfaces, in which case only one northbound interface is 
assigned to each SR. 
0101. In some embodiments the SRs exchange routing 
information with the physical network (e.g., using a route 
advertisement protocol such as BGP or OSPF). One goal of 
this route exchange is that irrespective of which SR routes 
a packet towards the physical network, the routing decision 
should always point to either a local interface of the SR or 
a dummy interface that corresponds to an uplink of the 
logical router on a different SR. Thus, the policies associated 
with the logical router uplink can be applied by the SR even 
when the uplink is not assigned to that SR, enabling the scale 
out of stateful services. In some embodiments, when dummy 
interfaces are used, the routes received from a peer SR will 
have a larger administrative distance value than routes 
learned directly from a physical next-hop router, thereby 
ensuring that a SR will send a packet to its peer SR only 
when it cannot send the packet directly to a physical network 
rOuter. 

0102 For a logical router that has one or more centralized 
components, some embodiments configure the SR as fol 
lows. For northbound interfaces, the SR has the same 
number of Such interfaces as the logical router, and these 
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interfaces each inherit the IP and MAC address of the 
corresponding logical router interfaces. A Subset of these 
interfaces are marked as local interfaces (those for which the 
uplink is assigned to the SR), while the rest of the interfaces 
are marked as dummy interfaces. In some embodiments, the 
service policies defined for the logical router are pushed 
equivalently to all of the SRs, as these are configured in the 
same way from the network and interface perspective. The 
dynamic routing configuration for a particular logical router 
port/uplink are transferred to the local interface of the SR to 
which that particular uplink is assigned. 
0103) Each SR, as mentioned, is assigned a single south 
bound interface (also a local interface) that connects to a 
transit logical switch, with each SR's southbound interface 
connecting to the same transit logical Switch. The IP 
addresses for each of these southbound interfaces is in the 
same subnet as the northbound interface assigned to the DR 
(that of the transit logical switch). Some embodiments 
differentiate the assignment of IP addresses between the SRs 
depending on whether the SRs are in active-active or active 
standby mode. For active-active mode (i.e., when all of the 
SRs are treated as equals for routing purposes), different IP 
and MAC addresses are assigned to the southbound inter 
faces of all of the SRs. On the other hand, in active-standby 
mode, the same IP is used for both of the southbound 
interfaces of the two SRs, while each of the interfaces is 
assigned a different MAC address. 
0104. As indicated in the above subsection regarding 
DRs, users may configure static routes for the logical router. 
A static route (or a connected route) of the logical router that 
egresses from an uplink is copied to the RIB of the SR. The 
distance metric for such a route is unmodified if the uplink 
through which the route egresses is assigned to the SR; 
however, if the uplink is a dummy interface on the SR, then 
some embodiments add a value to this metric so that the SR 
will prefer a route that egresses from its local interface when 
the network can be reached without redirecting the packet to 
a different SR through a dummy interface. In other embodi 
ments, the static routes are only propagated to the SRS to 
which they apply (e.g., if the SRs have different connectivity 
to the external network). 
0105. In addition, the SRs (of a top-level logical router) 
may learn dynamic routes and place these in their RIB 
(though some embodiments perform this locally, without 
involving the centralized control plane or management 
plane). In some embodiments, the dynamic routes learned 
from peer SRs are installed without this adjustment of the 
distance metric, because by default the metric for routes 
learned from IBGP (SR to SR peering) or OSPF are larger 
than the metric for routes learned from EBGP 

0106 For each southbound interface of the logical router, 
Some embodiments add a route for the corresponding net 
work to the RIB of each SR. This route points to the 
northbound DR interface as its next-hop IP address. Fur 
thermore, any other routes configured for the logical router 
that egress from the southbound interface are copied to the 
SR with the same northbound DR interface as the next-hop 
IP address. 
0107 Returning to the example of FIG. 10, as the logical 
router 915 has two uplinks, the management plane defines 
two service routers 1010 and 1015. The first service router 
1010 has a local interface for U1 and a dummy interface for 
U2, referred to as U2'. Similarly, the second service router 
1015 has a local interface for U2 and a dummy interface, 
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U1', for the first uplink U1. The function of these dummy 
interfaces is described above, as these interfaces are used to 
redirect packets to the other SR. Each of these SRs is 
assigned a southbound interface, with different IP and MAC 
addresses (as the SRS are in an active-active configuration). 
The IP addresses IP1 (for the first SR 1010) and IP2 (for the 
second SR 1015) are in the subnet 192.1.100.0/24, as is IP3 
(the northbound interface of the DR 1005). 
0108. Using the rules of some embodiments, the RIB for 
each SR will include a connected route for the subnet of the 
transit logical switch (192.168.100.0/24), static routes for 
any applicable user-entered static routes, and static con 
nected routes for the two logical switches (for 1.1.1.0/24 and 
1.1.2.0/24) that are attached to the DR 605. 
0109 C. Management Plane Processes 
0110 FIG. 11 conceptually illustrates a process 1100 of 
Some embodiments for configuring a PLR based on a user 
specification. In some embodiments, the process 1100 is 
performed by the management plane (e.g., the management 
plane 705). The management plane performs the configu 
ration process, then uses a centralized control plane of the 
controller (or of a different network controller) to perform 
the RIB to FIB conversion and distribute the data to various 
local control planes on the various host machines that 
implement the configured logical router. 
0111. As shown, the process 1100 begins by receiving (at 
1105) a specification of a PLR. The specification of a PLR 
is based on administrator input to define the PLR (e.g., an 
administrator employed by the owner of the datacenter). In 
Some embodiments, this specification includes definitions of 
any services the PLR should provide, whether the PLR will 
be configured in active-active or active-standby mode 
(though some embodiments automatically use active-active 
mode unless stateful services are configured), how many 
uplinks are configured for the PLR, the IP and MAC 
addresses of the uplinks, the L2 and L3 connectivity of the 
uplinks, the subnets of any southbound interfaces of the PLR 
(one interface if the PLR is intended for a two-tier topology, 
and any number of interfaces if user logical switches will 
connect directly in a single-tier topology), any static routes 
for the RIB of the PLR, as well as other data. It should be 
understood that different embodiments may include different 
combinations of the listed data or other data in the configu 
ration data for a PLR. 
(O112 The process 1100 then defines (at 1110) a DR using 
this configuration data. This assumes that the PLR will not 
be completely centralized, in which case no DR is generated 
by the management plane. For the southbound interface of 
the DR, the management plane uses the Southbound inter 
face configuration of the PLR. That is, the IP address and 
MAC address for the DR are those specified for the logical 
rOuter. 

0113. In addition, the process assigns (at 1115) each 
uplink specified for the PLR to a gateway machine. As 
described above, some embodiments allow (or require) the 
user to specify a particular set of physical gateway machines 
for the location of the SRs of the logical router. In some 
embodiments, the set of gateway machines might be 
together within a particular rack or group of racks of servers, 
or are otherwise related, with tunnels connecting all of the 
machines in a set. The management plane then assigns each 
of the uplinks to one of the gateway machines in the selected 
set. Some embodiments allow multiple uplinks to be 
assigned to the same gateway machine (So long as the logical 
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router does not have only two uplinks configured in active 
standby mode), while other embodiments only allow a 
single uplink per gateway machine for the PLR irrespective 
of whether in active-active or active-standby. 
0114. After assigning the uplinks to gateway machines, 
the process 1100 defines (at 1120) a SR on each of the 
selected gateway machines. For each SR, the process uses 
the configuration for the uplink assigned to that gateway 
machine as the configuration for the northbound interface of 
the SR. This configuration information includes the IP and 
MAC address of the uplink, as well as any uplink-specific 
policies. It should be understood that, for situations in which 
different policies and/or L3 connectivity are allowed and 
used between the different uplinks, some embodiments also 
configure dummy interfaces on the SRs in order to redirect 
packets if needed. 
0115 The process additionally defines (at 1125) a transit 
logical switch to connect the defined SRs and DR. In some 
embodiments, the management plane assigns a unique VNI 
(logical switch identifier) to the transit logical switch. In 
addition, some embodiments require that the Subnet 
assigned to the transit logical Switch be unique within the 
logical network topology. As such, the transit logical Switch 
must use a subnet different from any user-defined logical 
switches that interface directly with the PLR, as well as all 
transit logical switches between the PLR and any TLRs that 
connect to the PLR, all transit logical switches within these 
TLRs, and any user-defined logical Switches that connect to 
these TLRs. 
0116. Next, the process 1100 assigns (at 1130) a north 
bound interface to the DR. The northbound interface, in 
Some embodiments, is assigned both a MAC address and an 
IP address (used for packets sent internally between the 
components of the PLR). In some embodiments, the IP 
address is in the Subnet that was assigned to the transit 
logical switch defined at 1125. The configuration of the 
transit logical Switch includes an association of this MAC 
address with one of its logical ports. 
0117. The process then determines (at 1135) whether the 
PLR is configured in active-active mode (or active-standby 
mode). As noted above, in Some embodiments, this deter 
mination is made by the administrator as part of the con 
figuration settings for the PLR. In other embodiments, the 
management plane automatically defines the SRS in active 
active configuration for PLRs unless stateful services are set 
up, in which case the SRs are defined in active-standby 
mode. 
0118 When the PLR is configured in active-standby 
mode, the process assigns (at 1140) Southbound interfaces of 
each of the two SRs (or more than two SRs, if there are 
multiple standbys). In the active-standby case, these South 
bound interfaces all have the same IP address, which is in the 
subnet of the transit logical switch defined at operation 1125. 
Although the two interfaces receive the same IP address, the 
MAC addresses assigned are different, so as to differentiate 
the two as destinations for northbound packets routed by the 
DR. 
0119 The process then assigns (at 1145) one of the SRs 
as active and one of the SRs as standby. Some embodiments 
make this determination randomly, while other embodi 
ments attempt to balance the assignment of active and 
standby SRS across the gateway machines, as described in 
greater detail in U.S. Patent Publication 2015/0063364, 
which is incorporated herein by reference. The SR assigned 
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as active will respond to ARP requests for the southbound 
interface, and will advertise prefixes to the external physical 
network from its northbound interface. The standby SR, on 
the other hand, will not respond to ARP requests (so as to 
avoid receiving northbound traffic), and will not advertise 
prefixes (but will maintain a BGP session in order to receive 
routes from the external network in case of failure of the 
active SR. 
I0120 Lastly, the process 1100 generates (at 1150) sepa 
rate RIBs for the DR and for each of the SRs. The separate 
RIBs are generated based on the configuration data in the 
manner described in the previous Subsections, as well as 
below in Section III. The process then ends. In some 
embodiments, the central control plane also calculates the 
FIB centrally, while in other embodiments the local control 
planes (operating on the host and gateway machines) per 
forms the RIB traversal to generate the FIB to use in actual 
forwarding of packets by the logical router components. In 
either case, the RIB is updated on the SRs based on the 
dynamic routes learned from the external network, and that 
data is propagated to the DR via central controllers. 
I0121 On the other hand, when the PLR is configured in 
active-active (ECMP) mode, the process assigns (at 1155) 
southbound interfaces of each of the SRs. In the active 
active cases, these southbound interfaces are each assigned 
different IP addresses in the subnet of the transit logical 
switch defined at operation 1125, as well as different MAC 
addresses. With different IP addresses, each of the SRs can 
handle northbound packets based on the IP address selected 
for a given packet by the DR pipeline in a host machine. 
I0122) Next, the process assigns (at 1160) ranks to the 
SRs. As described in detail below, the SRs use the ranks in 
case of failover to determine which SR will take over 
responsibilities for a failed SR. In some embodiments, the 
next-highest ranked SR takes over for a failed SR by taking 
over its southbound interfaces so as to attract northbound 
traffic that would otherwise be sent to the IP address of the 
failed SR. 
I0123 Finally, the process generates (at 1165) separate 
RIBs for the DR and for each of the SRs. The separate RIBs 
are generated based on the configuration data in the manner 
described in the previous subsections, as well as below in 
Section III. The process then ends. In some embodiments, 
the central control plane also calculates the FIB, while in 
other embodiments the local control planes (operating on the 
host and gateway machines) performs the RIB traversal to 
generate the FIB to use in actual forwarding of packets by 
the logical router components. In either case, the RIB is 
updated on the SRs based on the dynamic routes learned 
from the external network, and that data is propagated to the 
DR via central controllers. 

0.124. The above description of FIG. 11 indicates the 
operations of the management plane to generate the various 
components for a PLR (upper tier logical router). FIG. 12 
conceptually illustrates a process 1200 of some embodi 
ments for configuring a TLR based on a user specification. 
In some embodiments, the process 1200 is performed by the 
management plane (e.g., a set of modules at a centralized 
controller that manages the networks of a datacenter). The 
management plane performs the configuration process, then 
uses a centralized control plane of the controller (or a 
different network controller) to distribute the data to various 
local control planes on the various host machines that 
implement the configured logical router. 
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0.125. As shown, the process begins by receiving (at 
1205) a specification of a TLR. The specification of a TLR 
is based on administrator input to define the TLR (e.g., an 
administrator employed by a tenant of the datacenter). In 
Some embodiments, this specification includes definitions of 
any services the TLR should provide, which PLR the TLR 
should connect to through its uplink, any logical Switches 
that connect to the TLR, IP and MAC addresses for the 
interfaces of the TLR, any static routes for the RIB of the 
TLR, as well as other data. It should be understood that 
different embodiments may include different combinations 
of the listed data or other data in the configuration data for 
the TLR. 
0126. The process 1200 then determines (at 1210) 
whether the TLR has a centralized component. In some 
embodiments, if the TLR does not provide stateful services, 
then no SRs are defined for the TLR, and it is implemented 
only in a distributed manner. On the other hand, some 
embodiments require SRs in active-standby mode when 
stateful services are provided, as shown in this figure. 
0127. When the TLR does not provide stateful services or 
otherwise require a centralized component, the process 
defines (at 1215) a DR using the specification of the logical 
router for both the southbound and northbound interfaces. 
The DR may have numerous southbound interfaces, depend 
ing on how many logical Switches are defined to connect to 
the TLR. On the other hand, some embodiments restrict 
TLRs to a single northbound interface that sends packets to 
and receives packets from a PLR. The process also generates 
(at 1220) a RIB for the DR. The RIB for the DR will include 
all of the routes for the logical router, generated as described 
above. 
0128. On the other hand, when the TLR provides stateful 
services or requires a centralized component for other rea 
sons, the process defines (at 1225) a DR using the received 
configuration data. For the southbound interfaces of the DR, 
the management plane uses the Southbound interface con 
figurations of the TLR. That is, the IP address and MAC 
address for each southbound interface are those specified for 
the ports of the logical router to which the various logical 
Switches couple. 
0129. In addition, the process assigns (at 1230) the uplink 
specified for the TLR to two gateway machines. While some 
embodiments allow TLRs to operate in active-active mode 
with multiple uplinks, the process 1200 is for embodiments 
that restrict the TLRs to a single uplink (also referred to as 
a router link, as the link interconnects the TLR to another 
logical router) in active-standby mode. As described above, 
Some embodiments allow (or require) the user to specify a 
particular set of physical gateway machines for the location 
of the SRs of the logical router. In some embodiments, the 
set of gateway machines might be together within a particu 
lar rack or group of racks of servers, or are otherwise related, 
with tunnels connecting all of the machines in a set. The 
management plane then assigns the uplink to two of the 
gateway machines in the selected set. 
0130. After assigning the uplinks to gateway machines, 
the process 1200 defines (at 1235) a SR on each of the two 
gateway machines. For each SR, the management plane uses 
the configuration for the single uplink as the configuration 
for the northbound interface of the SR. As there is only one 
northbound interface, the process applies the same configu 
ration to both of the SRs. That is, not only is the same IP 
address used for both northbound interfaces, but the services 
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on the interfaces are configured in the same manner as well. 
However, different MAC addresses are used for the north 
bound interfaces, so as to differentiate the active and standby 
SRS. 

I0131 The process additionally defines (at 1240) a transit 
logical switch to connect the defined SRs and DR. In some 
embodiments, the management plane assigns a unique VNI 
(logical switch identifier) to the transit logical switch. In 
addition, some embodiments require that the Subnet 
assigned to the transit logical Switch be unique among the 
logical network topology. As such, the management plane 
must assign the transit logical Switch a subnet different than 
any of the user-defined logical switches that interface with 
the TLR, as well as any transit logical switches between the 
TLR (or other TLRs) and the PLR, as well as all transit 
logical switches within other TLRs that connect to the same 
PLR, the transit logical switch within the PLR, and the 
user-defined logical switches that connect to the other TLRs. 
0.132. Next, the process assigns (at 1245) a northbound 
interface to the DR. This interface, in some embodiments, is 
assigned both a MAC address and an IP address (used for 
packets sent internally between the components of the TLR). 
In some embodiments, the IP address is in the same subnet 
that was assigned to the transit logical switch at 1140. The 
process also assigns (at 1250) southbound interfaces of each 
of the two SRS. As this is an active-standby configuration, 
these southbound interfaces have the same IP address, which 
is in the subnet of the transit logical switch defined at 
operation 1140. Although the two interfaces receive the 
same IP address, the MAC addresses assigned are different, 
so as to differentiate the two as destinations for northbound 
packets routed by the DR. 
I0133. The process 1200 then assigns (at 1255) one of the 
SRs as active and one of the SRs as standby. Some embodi 
ments make this determination randomly, while other 
embodiments attempt to balance the assignment of active 
and standby SRs across the gateway machines. The SR 
assigned as active will respond to ARP requests for the 
southbound (from the DR of this TLR) and northbound 
(from the DR of the PLR) interfaces. The standby SR, on the 
other hand, will not respond to ARP requests (so as to avoid 
receiving northbound or southbound traffic). 
I0134) Next, the process generates (at 1260) separate RIBs 
for the DR and for each of the SRs. The separate RIBs are 
generated based on the configuration data in the manner 
described in the previous subsections, as well as below in 
Section III. In some embodiments, the central control plane 
also calculates the FIB centrally, while in other embodi 
ments the local control planes (operating on the host and 
gateway machines) perform the RIB traversal to generate the 
FIB to use in actual forwarding of packets by the logical 
router components. In either case, the RIB is updated on the 
SRs based on the dynamic routes learned from the external 
network, and that data is propagated to the DR via central 
controllers. 

I0135). Irrespective of whether the TLR is generated with 
or without SRs, the process 1200 defines (at 1265) another 
transit logical between the TLR and the PLR to which it 
connects. This transit logical Switch has a unique VNI, and 
a subnet to which the uplink IP address of the TLR belongs. 
In addition, an interface on the DR of the PLR is created in 
the same Subnet to connect to the transit logical Switch. The 
process then ends. 
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0136. It should be understood that while the processes 
1100 and 1200 illustrate a specific order for performing 
these various operations, these processes are merely con 
ceptual. In various different embodiments, the management 
plane may perform the actual operations in various different 
orders, or even perform some of the operations in parallel. 
For instance, the management plane could define the transit 
logical switch first, prior to defining the SR or DR at all, 
could define all of the logical router components completely 
before assigning them to separate physical machines, etc. 
0137 III. RIB to FIB Conversion 
0138. As indicated above, in some embodiments the 
management plane receives a logical router configuration 
and generates (i) one or more logical router constructs for 
each logical router and (ii) a routing information base (RIB) 
for each logical router construct. In some embodiments, the 
calculation of a forwarding information base (FIB) from the 
RIB may be performed by the centralized control plane, as 
shown in FIG. 7. The FIB is then distributed with the routing 
component configuration data to the local controllers, which 
convert this into forwarding data in a format usable by the 
managed forwarding elements. 
0.139. The central control plane processes will be 
described in part by reference to an example shown in FIGS. 
13-16. FIG. 13 conceptually illustrates a logical network 
configuration 1300 that will be used to illustrate the RIB 
generation and RIB to FIB conversion of some embodi 
ments. Specifically, the logical network configuration 1300 
includes a PLR 1305 to which a TLR 1310 attaches. The 
TLR 1310 has two logical switches 1325 and 1330 attached, 
which are assigned subnets 1.1.5.0/24 and 1.1.6.0/24. The 
PLR 1305 has two uplinks configured (U1 and U2), which 
are correspondingly on subnets 1.1.3.0/30 and 1.1.4.0/30. 
having IP addresses 1.1.3.1 and 1.1.3.2, and each connect to 
a different logical router on their respective subnets. 
0140. This data is received by the management plane, 
which defines logical routing components for the logical 
routers and generates routing tables (RIBS) for each com 
ponent. FIG. 14 conceptually illustrates this management 
plane view 1400 of the logical network configuration 1300. 
In this case, the TLR 1310 does not have any stateful 
services, so only a DR 1405 is defined, with two downlink 
interfaces that connect to the two logical Switches. In 
addition, the uplink (or router link) on this DR connects to 
a transit logical Switch 1415 created by the management 
plane. This transit logical switch 1415 has a subnet 192. 
168.10.0/31. The transit logical switches between PLRs and 
TLRs can be assigned “/31’ subnets, as only 2 IP addresses 
are required so long as the TLR does not have SRS operating 
in active-active mode. The north-facing port of the DR 1405 
is assigned the address 192.168.10.1, while the downlink on 
the DR 1425 (of the PLR) is assigned the address 192.168. 
1O.O. 

0141. The management plane also defines the DR 1425 
and two SRs 1430 and 1440 (one for each uplink) for the 
PLR 1305. The DR 1425 has the one south-facing interface 
for the TLR 1310, in addition to an interface P1 defined by 
the management plane. This interface P1 connects to a 
transit logical switch 1445 with a subnet 169.0.0.0/30, to 
which south-facing interfaces P2 and P3 of the three SRs 
1430 and 1440 also connect. These three interfaces P1-P3 
have, in turn, IP addresses of 169.0.0.1, 169.0.0.2, and 
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169.0.0.3. Each of the uplinks U1 and U2 is defined on one 
of the SRs (no dummy interfaces are defined in this 
example). 
0.142 FIG. 15 illustrates the additional administrator con 
figuration input 1505 for the PLR 1305 and TLR 1310, and 
the generated RIBs 1515-1525 for each of the routing 
components 1425, 1430, and 1440 of the PLR. Specifically, 
the administrator of the PLR defines default static routes for 
each physical router connection (in Some embodiments, 
these are automatically defined) of 0.0.0.0/0 via 1.1.3.1 and 
0.0.0.0 via 1.1.4.1. In addition, three other static routes are 
defined by the PLR administrator, which specify to which 
physical router (and therefore through which SR) certain 
traffic should be sent. These routes are 172.16.0.0/16 via 
1.1.3.1, 10.0.0.078 via 1.1.4.1, and 1.1.5.0/24 via 1.1.3.1. For 
the latter two routes, the administrator also specifies admin 
istrative distances, to override the default values of 1 for 
user-entered static routes. The TLR configuration details 
shown indicate prefixes for the TLR to advertise. In this 
case, the TLR 1310 advertises routes for both of its con 
nected logical switches, 1.1.5.0/24 and 1.1.6.0/24. 
0143. The management plane processes this configura 
tion data 1505 as well as the input logical network configu 
ration 1300 to generate RIB output 1500 for each of the 
routing components of the PLR (the RIB for the DR 1405 of 
the TLR 1310 is not shown). The RIB 1515 for the first SR 
1430 includes eight routes in this simplified example. The 
first route (the order of the routes is not meaningful) is the 
default route 0.0.0.0/0 via 1.1.3.1, which is classified as a 
static route with the sub-type static, and therefore has an 
administrative distance of 1. The other static routes with 
next hop addresses of 1.1.3.1 are also added to the RIB 
1515 the route for 172.16.0.0/16 has the default adminis 
trative distance, but the route for 1.1.5.0/24 has an admin 
istrative distance of 3 as the administrator specifies this 
value through the configuration data. 
0144. The RIB 1515 also includes static routes of sub 
type MP static for the advertised routes from the TLR, for 
1.1.5.0/24 and 1.1.6.0/24. These routes are automatically 
propagated to the SRs with the northbound facing interface 
of the DR as the next hop, and have a default administrative 
distance of 2. In addition, a route for the transit logical 
Switch 192.168.10.0/31 connected to the DR is added to the 
SR RIB 1515, as a static route of sub-type LR-connected, 
with an administrative distance of 0. Lastly, two connected 
routes are defined that specify output interfaces, with the 
uplink U1 connected to the subnet 1.1.3.0/30 and the internal 
southbound interface P2 connected to the transit logical 
Switch Subnet 169.0.0.0/30. 

(0145 The RIB 1520 for the second SR 1440 includes 
seven routes, because there is one fewer user-entered Static 
route with a next hop of 1.1.4.1. Specifically, the RIB 1520 
includes a default route 0.0.0.070 via 1.1.4.1 and the other 
static route 10.0.0.0/8 via 1.1.4.1, with the latter having an 
administrative distance of 5. The same two static routes for 
1.1.5.0/24 and 1.1.6.0/24 with sub-type MP static as in the 
RIB 1515 are also present, as well as the static sub-type 
LR-connected route for 192.168.10.0/31. Lastly, two con 
nected routes are defined that specify output interfaces, with 
the uplink U2 connected to the subnet 1.1.4.0/30 and the 
internal southbound interface P3 connected to the transit 
logical switch subnet 169.0.0.0/30. 
0146 For the RIB 1525 of the DR, all five of the 
user-entered static routes are present. Some embodiments 
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add these routes as specified, with the user-entered next hop 
IP addresses (as shown in the figure). On the other hand, 
Some embodiments automatically use the appropriate South 
bound SR interface (or interfaces, if multiple SRs have the 
same external connectivity) for the next hop IP addresses. 
The RIB 1525 also has static sub-type MP static routes for 
each of the advertised prefixes 1.1.5.0/24 and 1.1.6.0/24, as 
well as static sub-type LR-connected routes for the external 
subnets 1.1.3.0/30 and 1.1.4.0/30. Lastly, the DR has two 
connected routes, for its internal interface P1 and its south 
bound interface with the TLR, D1. 
0147 FIG. 16 illustrates the resulting FIBs 1615-1625 for 
each of these three routing components 1425, 1430, and 
1440, and will be used to explain the central control plane 
processes for converting a routing component RIB into a 
FIB that can be used to configure MFEs implementing the 
logical routing component. 
0148 FIG. 17 conceptually illustrates a process 1700 of 
some embodiments for identifying which RIB routes to 
include in a routing component FIB. In some embodiments, 
this process is performed by a central control plane operat 
ing in a central network controller. As shown, the process 
1700 begins by receiving (at 1705) a routing information 
base (RIB) for a logical routing component. This might be 
a DR or a SR, and could belong to a PLR or TLR. The RIB 
of some embodiments is generated by the management 
plane, according to configuration data received from an 
administrator of the logical router through an API. 
0149. The process 1700 then selects (at 1710) a prefix for 
which the RIB has at least one route. While the automati 
cally-generated routes should not create multiple routes for 
the same prefix (so long as the various logical Switch Subnets 
of the logical network are assigned correctly), user-entered 
static routes may overlap with the automatically-generated 
routes. In the example, the RIB 1515 includes an automati 
cally-generated MP static route for 1.1.5.0/24 as well as a 
user-entered Static route for this same prefix. 
0150. The process determines (at 1715) whether a con 
nected route for the prefix exists in the RIB. In some 
embodiments, connected routes take precedence over all 
other routes. As such, when a connected route exists in the 
RIB for a prefix, the process adds (at 1720) this route to the 
FIB. The process also marks (at 1725) any static routes for 
the selected prefix as not in use. Such routes will not be 
added to the FIB. In the example of FIGS. 15 and 16, all of 
the connected routes from RIBs 1515-1525 are added to the 
respective FIBs 1615-1625. Because only one route for any 
given prefix will be added to the RIB, no administrative 
distance metrics are required in Some embodiments. 
0151. When no connected route exists in the RIB for a 
selected prefix, the process adds (at 1730) the static route for 
the prefix with the lowest administrative distance to the FIB, 
and marks (at 1735) any other static routes for that prefix as 
not in use. Because this process is performed by the central 
control plane for an initial router configuration, only static 
and connected routes are possible. Some embodiments also 
incorporate dynamic routes learned by the SRs through route 
exchange protocols (e.g., BGP, OSPF, etc.) with external 
physical routers. In the example figure, the RIB 1515 has 
both a user-entered static route for 1.1.5.0/24 as well as an 
automatically-generated MP static route for this prefix. 
Because the user-entered static route has a (non-default) 
administrative distance value of 3, the MP static route with 
a next hop of 169.0.0.1 is preferred for the FIB 1615. The 
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RIB 1525 for the DR also has two routes for 0.0.0.0/0 (i.e., 
two next hop IP addresses), which share the same adminis 
trative distance. In this case, both routes are added to the FIB 
and equal-cost multi-path (ECMP) routing will be used to 
select one of the next hop addresses. 
0152. In addition to identifying a single route for each 
prefix, the central control plane performs route traversal in 
Some embodiments so that each route specifies an action 
(either dropping a packet or outputting the packet to a 
specific interface). FIG. 18 conceptually illustrates a process 
1800 of some embodiments for performing route traversal to 
identify actions for each route in a FIB. The process 1800 is 
performed, in Some embodiments, by a central control plane. 
In some embodiments, the central control plane performs the 
processes 1700 and 1800 as a single process for calculating 
a FIB from a provided RIB. 
0153. As shown, the process 1800 begins by selecting (at 
1805) a route in the FIB. As this process 1800 is performed 
after the process 1700, the FIB has been narrowed down to 
a single route per prefix. The process then determines (at 
1810) whether the selected route specifies an output inter 
face or to drop traffic sent to addresses in the prefix. Both of 
these options are final actions that indicate how to process a 
received packet. As such, when Such an action is specified by 
the route, the process keeps (at 1815) the selected route as 
is and proceeds to 1850, which is described below. While the 
example does not include any routes specifying to drop 
traffic, the connected routes for each of the routing compo 
nents specify output interfaces. As such, these routes are 
added to the FIB unmodified. 
0154) However, when the selected route does not specify 
Such a final action (instead specifying only a next hop 
address), the process performs route traversal to identify a 
final action (e.g., either a next hop address and output 
interface, or a drop action). The process 1800 identifies (at 
1820) a route in the FIB for the current next hop address of 
the selected route. For instance, the RIB 1515 includes a 
route 192.168.10.0/31 via 169.0.0.1. In this case the next 
hop address is 169.0.0.1, and the route traversal process 
identifies the route for 169.0.0.0/30 as the route for this next 
hop address (i.e., this is the most specific route matched by 
the address, or the route for the longest matching prefix). 
(O155 The process 1800 then determines (at 1825) 
whether the identified route specifies to drop traffic matching 
the prefix. If so, the process sets (at 1830) the selected route 
to drop traffic (i.e., so that the route specifies a drop action) 
and removes the next hop address from the route. When a 
router drops a packet, the next hop address is not used and 
thus need not be stored as part of the configuration data. The 
process then proceeds to 1850. As mentioned, in the 
example, none of the routes specify a drop action. 
0156. If the identified route for the current next hop 
address does not specify a drop action, the process deter 
mines (at 1735) whether the identified route specifies an 
output interface (i.e., whether the route specifies a logical 
router port to which to output packets). In the example, all 
of the connected routes specify output interfaces (i.e., the 
port of the routing component to which the routed Subnet is 
connected). When an output interface is specified, the pro 
cess sets (at 1840) the specified output interface for the 
selected route, and proceeds to 1850. For instance, the route 
10.0.0.078 via 1.1.4.1 in the RIB 1520 becomes 10.0.0.078 
via 1.1.4.1 output to U2 in the FIB 1620 because 1.14.1 
matches the route 1.1.4.0/30 output to U2. 
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O157 However, if the identified route for the current next 
hop address does not specify either a drop action or an 
output interface, then the route must specify a next hop 
address, which is not dispositive. Thus, the process sets (at 
1845) the next hop address of the identified route as the 
current next hop address of the selected route (for which a 
final action is being determined), then proceeds to 1820 to 
determine whether a final action can be identified using the 
new next hop address. As an example, the route 10.0.0.078 
via 1.1.4.1 in the RIB 1525 becomes 10.0.0.078 via 169.0.0.3 
output to P1 in the FIB 1530. The next hop address 1.1.4.1 
matches the route 1.1.4.0/30 via 169.0.0.3, which only 
specifies a next hop address. This next hop address 169.0.0.3 
is used as the next hop address for the route for 10.0.0.0/8, 
and it matches the route 169.0.0.0/30 output to P1, which is 
a final action for the route. 

0158. Once an action is identified for the route, the 
process determines (at 1850) whether more routes remain in 
the FIB for processing. Once all routes have final actions, the 
process 1800 ends. 
0159 IV. Electronic System 
0160 Many of the above-described features and applica 
tions are implemented as Software processes that are speci 
fied as a set of instructions recorded on a computer readable 
storage medium (also referred to as computer readable 
medium). When these instructions are executed by one or 
more processing unit(s) (e.g., one or more processors, cores 
of processors, or other processing units), they cause the 
processing unit(s) to perform the actions indicated in the 
instructions. Examples of computer readable media include, 
but are not limited to, CD-ROMs, flash drives, RAM chips, 
hard drives, EPROMs, etc. The computer readable media 
does not include carrier waves and electronic signals passing 
wirelessly or over wired connections. 
0161 In this specification, the term “software' is meant 
to include firmware residing in read-only memory or appli 
cations stored in magnetic storage, which can be read into 
memory for processing by a processor. Also, in some 
embodiments, multiple Software inventions can be imple 
mented as Sub-parts of a larger program while remaining 
distinct software inventions. In some embodiments, multiple 
Software inventions can also be implemented as separate 
programs. Finally, any combination of separate programs 
that together implement a software invention described here 
is within the scope of the invention. In some embodiments, 
the Software programs, when installed to operate on one or 
more electronic systems, define one or more specific 
machine implementations that execute and perform the 
operations of the software programs. 
0162 FIG. 19 conceptually illustrates an electronic sys 
tem 1900 with which some embodiments of the invention 
are implemented. The electronic system 1900 can be used to 
execute any of the control, virtualization, or operating 
system applications described above. The electronic system 
1900 may be a computer (e.g., a desktop computer, personal 
computer, tablet computer, server computer, mainframe, a 
blade computer etc.), phone, PDA, or any other sort of 
electronic device. Such an electronic system includes vari 
ous types of computer readable media and interfaces for 
various other types of computer readable media. Electronic 
system 1900 includes a bus 1905, processing unit(s) 1910, a 
system memory 1925, a read-only memory 1930, a perma 
nent storage device 1935, input devices 1940, and output 
devices 1945. 
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(0163 The bus 1905 collectively represents all system, 
peripheral, and chipset buses that communicatively connect 
the numerous internal devices of the electronic system 1900. 
For instance, the bus 1905 communicatively connects the 
processing unit(s) 1910 with the read-only memory 1930, 
the system memory 1925, and the permanent storage device 
1935. 

0164. From these various memory units, the processing 
unit(s) 1910 retrieve instructions to execute and data to 
process in order to execute the processes of the invention. 
The processing unit(s) may be a single processor or a 
multi-core processor in different embodiments. 
(0165. The read-only-memory (ROM) 1930 stores static 
data and instructions that are needed by the processing 
unit(s) 1910 and other modules of the electronic system. The 
permanent storage device 1935, on the other hand, is a 
read-and-write memory device. This device is a non-volatile 
memory unit that stores instructions and data even when the 
electronic system 1900 is off. Some embodiments of the 
invention use a mass-storage device (Such as a magnetic or 
optical disk and its corresponding disk drive) as the perma 
nent storage device 1935. 
0166 Other embodiments use a removable storage 
device (such as a floppy disk, flash drive, etc.) as the 
permanent storage device. Like the permanent storage 
device 1935, the system memory 1925 is a read-and-write 
memory device. However, unlike storage device 1935, the 
system memory is a volatile read-and-write memory, such a 
random access memory. The system memory stores some of 
the instructions and data that the processor needs at runtime. 
In some embodiments, the invention's processes are stored 
in the system memory 1925, the permanent storage device 
1935, and/or the read-only memory 1930. From these vari 
ous memory units, the processing unit(s) 1910 retrieve 
instructions to execute and data to process in order to 
execute the processes of some embodiments. 
0167. The bus 1905 also connects to the input and output 
devices 1940 and 1945. The input devices enable the user to 
communicate information and select commands to the elec 
tronic system. The input devices 1940 include alphanumeric 
keyboards and pointing devices (also called “cursor control 
devices'). The output devices 1945 display images gener 
ated by the electronic system. The output devices include 
printers and display devices. Such as cathode ray tubes 
(CRT) or liquid crystal displays (LCD). Some embodiments 
include devices such as a touchscreen that function as both 
input and output devices. 
(0168 Finally, as shown in FIG. 19, bus 1905 also couples 
electronic system 1900 to a network 1965 through a network 
adapter (not shown). In this manner, the computer can be a 
part of a network of computers (such as a local area network 
(“LAN”), a wide area network (“WAN”), or an Intranet, or 
a network of networks, such as the Internet. Any or all 
components of electronic system 1900 may be used in 
conjunction with the invention. 
0169. Some embodiments include electronic compo 
nents, such as microprocessors, storage and memory that 
store computer program instructions in a machine-readable 
or computer-readable medium (alternatively referred to as 
computer-readable storage media, machine-readable media, 
or machine-readable storage media). Some examples of Such 
computer-readable media include RAM, ROM, read-only 
compact discs (CD-ROM), recordable compact discs (CD 
R), rewritable compact discs (CD-RW), read-only digital 
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versatile discs (e.g., DVD-ROM, dual-layer DVD-ROM), a 
variety of recordable/rewritable DVDs (e.g., DVD-RAM, 
DVD-RW, DVD+RW, etc.), flash memory (e.g., SD cards, 
mini-SD cards, micro-SD cards, etc.), magnetic and/or Solid 
state hard drives, read-only and recordable Blu-Ray(R) discs, 
ultra density optical discs, any other optical or magnetic 
media, and floppy disks. The computer-readable media may 
store a computer program that is executable by at least one 
processing unit and includes sets of instructions for per 
forming various operations. Examples of computer pro 
grams or computer code include machine code, such as is 
produced by a compiler, and files including higher-level 
code that are executed by a computer, an electronic com 
ponent, or a microprocessor using an interpreter. 
0170 While the above discussion primarily refers to 
microprocessor or multi-core processors that execute soft 
ware, some embodiments are performed by one or more 
integrated circuits, such as application specific integrated 
circuits (ASICs) or field programmable gate arrays (FP 
GAS). In some embodiments, such integrated circuits 
execute instructions that are stored on the circuit itself. 
0171 As used in this specification, the terms “computer, 
“server”, “processor, and “memory all refer to electronic 
or other technological devices. These terms exclude people 
or groups of people. For the purposes of the specification, 
the terms display or displaying means displaying on an 
electronic device. As used in this specification, the terms 
“computer readable medium.” “computer readable media.” 
and “machine readable medium” are entirely restricted to 
tangible, physical objects that store information in a form 
that is readable by a computer. These terms exclude any 
wireless signals, wired download signals, and any other 
ephemeral signals. 
0172. This specification refers throughout to computa 
tional and network environments that include virtual 
machines (VMs). However, virtual machines are merely one 
example of data compute nodes (DCNS) or data compute 
end nodes, also referred to as addressable nodes. DCNS may 
include non-virtualized physical hosts, virtual machines, 
containers that run on top of a host operating system without 
the need for a hypervisor or separate operating system, and 
hypervisor kernel network interface modules. 
0173 VMs, in some embodiments, operate with their 
own guest operating systems on a host using resources of the 
host virtualized by virtualization software (e.g., a hypervi 
Sor, virtual machine monitor, etc.). The tenant (i.e., the 
owner of the VM) can choose which applications to operate 
on top of the guest operating system. Some containers, on 
the other hand, are constructs that run on top of a host 
operating system without the need for a hypervisor or 
separate guest operating system. In some embodiments, the 
host operating system uses name spaces to isolate the 
containers from each other and therefore provides operating 
system level segregation of the different groups of applica 
tions that operate within different containers. This segrega 
tion is akin to the VM segregation that is offered in 
hypervisor-virtualized environments that virtualize system 
hardware, and thus can be viewed as a form of virtualization 
that isolates different groups of applications that operate in 
different containers. Such containers are more lightweight 
than VMS. 

0.174 Hypervisor kernel network interface modules, in 
some embodiments, is a non-VM DCN that includes a 
network stack with a hypervisor kernel network interface 
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and receive/transmit threads. One example of a hypervisor 
kernel network interface module is the Vmknic module that 
is part of the ESXiTM hypervisor of VMware, Inc. 
0.175. It should be understood that while the specification 
refers to VMs, the examples given could be any type of 
DCNs, including physical hosts, VMs, non-VM containers, 
and hypervisor kernel network interface modules. In fact, 
the example networks could include combinations of differ 
ent types of DCNs in some embodiments. 
(0176 While the invention has been described with ref 
erence to numerous specific details, one of ordinary skill in 
the art will recognize that the invention can be embodied in 
other specific forms without departing from the spirit of the 
invention. In addition, a number of the figures (including 
FIGS. 11, 12, 17, and 18) conceptually illustrate processes. 
The specific operations of these processes may not be 
performed in the exact order shown and described. The 
specific operations may not be performed in one continuous 
series of operations, and different specific operations may be 
performed in different embodiments. Furthermore, the pro 
cess could be implemented using several Sub-processes, or 
as part of a larger macro process. Thus, one of ordinary skill 
in the art would understand that the invention is not to be 
limited by the foregoing illustrative details, but rather is to 
be defined by the appended claims. 
We claim: 
1. A method for implementing a logical router of a logical 

network, the method comprising: 
receiving a configuration for a first logical router, the 

configuration comprising a static route for the first 
logical router, 

defining a plurality of routing components with separate 
routing tables for the logical router; 

adding a first route for the static route to the routing tables 
of at least a first Subset of the routing components, the 
first route having a first static route type; and 

based on the connection of a second logical router to the 
first logical router, adding a second route to the routing 
tables of at least a second Subset of the routing com 
ponents, the second route having a second static route 
type. 

2. The method of claim 1, wherein the first static route 
type and the second static route type have different default 
priorities. 

3. The method of claim 1, wherein the first static route 
type and the second static route type have different default 
administrative distances. 

4. The method of claim 1 further comprising: 
defining a logical Switch that connects to a particular one 

of the routing components of the first logical router and 
a routing component of the second logical router, the 
logical Switch having an assigned Subnet, and 

adding a connected route for the assigned subnet to the 
routing table of the particular routing component, 
wherein the second route is a static route for the 
assigned Subnet added to the other routing components. 

5. The method of claim 4, wherein the first route is added 
to the particular routing component and only one of the other 
routing components of the first logical router. 

6. The method of claim 4, wherein the first route is added 
to all of the routing components of the first logical router. 

7. The method of claim 4, wherein the second logical 
router advertises a second subnet for which it is a next hop, 
the method further comprising adding a third route to the 



US 2017/O 126497 A1 

routing tables of at least a third subset of the routing 
components, the third route having a third static route type. 

8. The method of claim 7, wherein the third static route 
type has a different administrative distance than both the first 
static route type and the second static route type. 

9. The method of claim 1, wherein the second logical 
router advertises a subnet for which it is a next hop, wherein 
the second route is a static route for the subnet. 

10. The method of claim 1, wherein the method is 
performed by a management plane of a network controller, 
wherein a central control plane of the network controller 
uses the routing tables to generate a forwarding information 
base for each component. 

11. The method of claim 10, wherein the central control 
plane identifies a preferred route in a particular routing table 
for each network address prefix for which at least one route 
is present in the particular routing table and performs route 
traversal to identify an output action for the route. 

12. A non-transitory machine readable medium storing a 
program for execution by at least one processing unit, the 
program comprising sets of instructions for: 

receiving a configuration for a first logical router, the 
configuration comprising a static route for the first 
logical router; 

defining a plurality of routing components with separate 
routing tables for the logical router; 

adding a first route for the static route to the routing tables 
of at least a first subset of the routing components, the 
first route having a first static route type; and 

based on the connection of a second logical router to the 
first logical router, adding a second route to the routing 
tables of at least a second Subset of the routing com 
ponents, the second route having a second static route 
type. 

13. The non-transitory machine readable medium of claim 
12, wherein the first static route type and the second static 
route type have different default priorities. 

14. The non-transitory machine readable medium of claim 
12, wherein the first static route type and the second static 
route type have different default administrative distances. 
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15. The non-transitory machine readable medium of claim 
12, wherein the program further comprises sets of instruc 
tions for: 

defining a logical Switch that connects to a particular one 
of the routing components of the first logical router and 
a routing component of the second logical router, the 
logical Switch having an assigned Subnet, and 

adding a connected route for the assigned subnet to the 
routing table of the particular routing component, 
wherein the second route is a static route for the 
assigned Subnet added to the other routing components. 

16. The non-transitory machine readable medium of claim 
15, wherein the first route is added to the particular routing 
component and only one of the other routing components of 
the first logical router. 

17. The non-transitory machine readable medium of claim 
15, wherein the first route is added to all of the routing 
components of the first logical router. 

18. The non-transitory machine readable medium of claim 
15, wherein the second logical router advertises a second 
subnet for which it is a next hop, the program further 
comprising a set of instructions for adding a third route to 
the routing tables of at least a third subset of the routing 
components, the third route having a third static route type. 

19. The non-transitory machine readable medium of claim 
18, wherein the third static route type has a different 
administrative distance than both the first static route type 
and the second static route type. 

20. The non-transitory machine readable medium of claim 
12, wherein the second logical router advertises a subnet for 
which it is a next hop, wherein the second route is a static 
route for the subnet. 

21. The non-transitory machine readable medium of claim 
12, wherein the program is a management plane of a 
network controller, wherein a central control plane of the 
network controller uses the routing tables to generate a 
forwarding information base for each component. 

22. The non-transitory machine readable medium of claim 
21, wherein the central control plane identifies a preferred 
route in a particular routing table for each network address 
prefix for which at least one route is present in the particular 
routing table and performs route traversal to identify an 
output action for the route. 
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