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9. A, ZRANOE AFE 25 ks A% A6 A8 sht olgel Zrausg 49 & 9
%P S olgel Zeawse st ol AR 49 s 998 XY § e, W) AR 4
B b5 Weol: ZaANA o ABEE A9 AFY FNADZ selF A Axdel wE F2
5o FYIES 7449 5 9

AFE BE b AF A0S AFE AW b gEel U T2y mE, =2y gy L/Et
£ AYe 3

Bel AuE AFAES PHAD. AFE B5 AFs A A6 AFE TRV T
WA 218 A8 P Feelel AE Eeet. 9 ANdAd, AR 85 s A% dA05E o
2 (A AAs vEsh ge ANy vwe, waRy re, £t ose A% £F), st

olgel A
7] B3 A% dutelaE, B Uad A HutelaE, FaA vime vuelsE, 1o AFY A
(12)e] o8 Az Qe ARE AR 5 e OE WAH) A% oA, E= olEe] AW 2WY 4

1_,
e
(m
!
tio
ox
fol
2 old
@i ut
E

AFE AN BT S o] 929 AN 98 AeolaE AT S olde 4FY ¥
ol 2(22) W b olabe] MEHT BA AEol 22008 FaE & ATk, AEY AEslo)s(22) 2 HEY
2 EA QBT 226)E B4 WA(8)0] AAt. 4% FAEHE 9EY AHHAlA(22)E Fo) AHY
AA(12)9) e FEAES] 949 5 ol A4 4% AR EAY FA (s EE Edvs
%), JRE, BA 9 AA(HAME wE HA2TA 5), 94 BE s 9 4R, dG@ SRl A
AR W/EE H A Lo 9 FA, /EE taBde] $A, XU, AuA 9/EE UEQD e
2o Y ANE IPT 5 AT A 9EY FREOE BAFY FAADE Y 9 FEdERA
ARG FA 1 del £3E SR Qn, AFY A1)k PEEE Wl A2 ARY $A(12)%
49 5= et

%2k R ounel 9 AAde] me dEs AY A PE00S AEa) 9% 3wt A%d w2
of, B wel @ Axdo] B tms AW A w2000 S} o] ZeAAE, @ A7) st olue)
maAAEel s ABEE st olge] TaYEe Agett WMEdE PHE AFY NN FAY
F ootk o2 Sistel, amal AW Al P00 skt ol AFE AW b5 BHE wFsE Teo
9 U zmEdels] Fejz pase 4] Wmegel 448 5 v
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[0059]
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[0061]

[0062]

[0063]

[0064]

[0065]
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Tk, =AlE E%E‘)ﬂ/ﬂ% A7 S 5 Y dAZ o] ZAEkR oy, Aok 4R dAES A
Auh, 9 gAlet A A FAEHAY, AFHAY, AFE dAER Uyl FHEAY,
7tEo E 4 Q).

@A 202004, #HAFE AX(12)= A9 A A (Signature Scheme)E o]-&3te] nmlAg 7] AL AT}, A A
= 7] 344 7] ]Ei olof it Mg A2 AR/ R gt} of7]A], wixE 7] A whaE Aleld

]
7] (master signing key: msk) @ wt2~E] ZA=7](master verification key: mvk)E ET F ¢

qAAQL Aol M, AFE AA(12)= M AAS] A (Setup) Fare]FE o] &dto] vhAE Apeldy] BLowh
28 AF719 A2 AT 5 dnk. ojuf, @A 2029 HAL ok I 12 AT 5 9

1_,\'(
rlr
Z
®
ﬁ
&3
Mo X
<0}
i
9
oy
o,
a9
X
N
)
4z

(msk, mvk) < Sig.Setup(lk)

Al 204004, HFE FA(12)= vhaE Abeld 7] (msk) B AMre] () 7IRtez (£l ek A
ol'd71(ski) 5 T,

714, &< A" (Functional Signature)& H]H7]¢] B33} A Asle] vLUI)S 712 Algo] IG5 F9
| 28 de Aol ot e 54 5 ghelwt Ao t

o 2
BE Guo] A o8 5 QES sha, dolH] Be @
S oAue $A4 715 AT, WAL AP §4E AEE] die] FAAALE AT F A A
g 7lel Aol

AN AAldeld, 5 AEel FR0)E GEakE 98 7] e g 449 5 A olu, v
204 FA7] EE U9 FRDe) e Aoldr1E Agske Fge] "k FH(DA HE Aol

(skp)E A= A4 A2 = 38 Fxsto] Fasr|= o
& 32 A Al A, () el iRk Aol 7 (sk) S A shE S dERd EF et

A 3029041, HFE X (12)= A A AI(Signature Scheme)®] A FieFE o]&sto] MEZE 7] F (5,
AREAEEl 7] )& AR S, AFE AA12)= vhaH Abeldr] B vkaE A7) e AAE o AR
AEEE olgste] AR 7] e 2T 5 Ao

o7)4, =g 7] A Aol (signing key: sk) B AE7(verification key: vk)E X3 4 At} w
3029] AL ofg 43t 22 I 4 ).

(84 2)
(sk, vk) < Sig.Setup(lk)

A 304004, AFY AX(12)E ml2E Aol 7] (msk), 35 AW (Functional Signature)® <=(f), ¥ #
Z71(vk)ell A A ALl AE (Signature) R FES A&t AS7)o e AHEAU( 0w S AHEe.

oAl Aol AFY  FX(12)E  wAE Alold7(msk)E (£l A
(Concatenated) #L(flvk)S A" (Signature)dt] FHE7lo it E3(o0,0S &S 5

(HE 307 =2 gA72 AHeE 5 o, o] 49, TA7] =5 dA7)d A7 GRS 423 7S vlaH
Aol 3 7] (msk) 2 AW 3le] HE7]e ek Mg o.)S &S 4= vk, @A 3049 AL ofg 48k 302

0w < Sig.Sign(msk, flvk)

W 306014, AHY ANADE W5 AP WD, BEAN R, 2 AET)0l Gd AEE(o00 71zt
AFA()E AR, B 3069 AL obd) 784 42 DT F .

(584 4)
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[0070]
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[0075]
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[0080]
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c = (f, Vk, ka)

A 30804, RFFE A (12)= Aeld7l(sk) H A M (c)ell 71vkate] ()l migt Abe]d 7] (sk) S 37
geh. oA 3089] g2 ofd e 5E R I 4 9

(_’_‘o‘]-/\] 5)
ski = (sk, ¢)
A & 28 Fxetd, wA 206904 AFE FX(12)= ¢ A 3(f), ()l thdk Ate]d ) (sky),

oA A (el Z]wkste] w AL A Bk 4 FH(f(m) (5, AAAmE TH7] B dZ7A FEHE s
sk ) 2 AT AHEE(o)e AT

A71A, F5(£)7F FAH719) A9, RSA(Rivest Shamir Adleman) 7]¥Fe] F7H7] ¢33} whalS ARRE & Qt).
walk, ()7 A 7)el A9, AES(Advanced Encryption Standard Algorithm) 7|wke] thx7] o33 WS
AHEE 4 Q).

wAK e ek 34 #(fm) 2 HFT AHHU(0)S AFsHE FAHA AL & 45 Fxeto F&37]=2
o = 4= AAEE A AAAelA, HAIR g ¢ gH(fm) 2 HF AEHR(0)S AP HEE UE
FURNCR= =l R =

A 402014, HFE FA(12)= AR (n) Z Aol 7] (sk)ell A A AL A% (Signature) ¢ES 4§

ato] Al @ gk (o,) S AAETT. o714, HAFE AA(12)= ()l ok Abeld 7] (sk)E Aol
371(sk) ¢k 154 (c) = 3T = At

4 g FA(12)E A7 (R HAA () E A (Signature) sl wAA o] i A
o)e AEF & Yok, @) 4029 HHS obd Sty 6o HAY 5 9

0, < Sig.Sign(sk, m)

Al 404004, HFE FX(12)E HAAm)E (Dol 483t wA Xl gk g4 gh(f(m)& A3,
WA A (m), AFA(c), & #HAA A gk AEgk( o, 0l 71Hkste] HE AEH(o0)S WG, 714, HF
A k(o) ofg g 72 1dE F U

A = 28 Fxebd, oA 208004 AFE A (12)= wAAC ek e g (fm) R HF A-Eat(o)S o
2 A" A= dEdd. 2ed, v AFY AR (12)= viE A7 (avk) ol Z]Rkate] WA Aol o
gk w(fm) R HE MEE(0)E AT 5 ot

e AFE AA02)7F A Atk 3 g(fm) B HAS MEH(0)S A HHS = 55 st
FEe7lE dvh. & 5e A Al wE v AFE A (12)00A viaE HS7] (nvk) el 7]Rkstoe] wA] x| o
ek g (fm) B AL AR (0)S AFde AAS ekl 5=l

oA 502014, trE AFE AR (12)= HAF MAPE(0)S WA ), A5 = (f, vk, 0y)), B WA

Be AEg(o) o etk Bl 5029 HFE ofdl £o4 82 EAY 5 A,

~

F3h2] )
0 =@, ¢c=(f, vk, ow), On)

B 5040lA, e AFE AA(120E 2D AAAmE (D Agatel WA W FE HEm)S
s, AR WA B FE g(Em)el BFY FA ()RR S WAL GE T )
3} AR FEAT Felse] AT,
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[0088]

[0089]

[0090]

[0091]

[0093]

[0095]

ZIHSd 10-2022-0073530

A (12) "WAIA (n) 2 HZ7](vk)
oS AZF3}. A 5069 74

Sig.Verify(vk, m, o0, — 1

o
k)

Al 508014, e HAFE A (12)E vh=H H371(wk), #HZ710vk), 2 IF5(HE A% A =

glzol A&ste] A7 gt AE7)el digk AEak( oS HEse. FAHeR, o2 AFY FX(12)= vt

28 AZ71(nvk) 2 HZF7)1 vkl 4 (f)E AZA3H(Concatenated) FH(flvk)S A AAL HE: dugE

Agste] 47] 338k HST)el e A (o4)S HSE 5 ok, @A 5089 A2 o 48] 102 X3
3}

& 4 qlen, 8 109 ghe] 1ol 7] I A7l ud AW (owel Fashs SlstA "t

T oox—

MAE = AN, AE dag]F2 DSA(Digital Signature Algorithm), ECDSA(Elliptic Curve Digital
Signature Algorithm), RSA(Rivest Shamir Adleman), ElGamal o] AF&2 4= ).
MAE = AAoo] olshd, g Aol s=(f)E F/7] e WAIZ A, (1) 3t Alo]d 7]
(skp) 2 WAA (m)E At wA X gk g4 g (fm)(F, AR mE FM7] e

dEate @) R HET MEE(0)E BTN, vAAE dEatda Al e T3 ¢ A dn

ool A ¥ wre] HhE <)
2 7 AE BEE AAde

3k
olgla Aolt}, mEE E uygo] 9

A Aol FEsel FeAAE o [, Fgohs 59
ATHART ohiet o] HHATHAL FET AT €3 a0k Bt

Foeo HYy

10 @ #HF9E 274

12 © A" 4A

14 @ ZRAA

16 @ HAFH I 7 A WA
18 : B4l W2

20 0 X2

22 ¢ 94=9 e Ao~

24 ¢ 9&Y X

26 : YEHA 54 2AEHol~
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/12
2EE FX
2EH B IS
1§1 167 = oA
o 24 L1
T2 MM ==1d 20
18 EE HEY
OIHHOIA [ 22 | =a ogmolA [ [-26
olz2 B |[~—24
=oi2
200
Al =

Rg Ao Ae 2nelES 012 5K01 OFAE AOIEST | 900
(msk) & OFAH i’:.*%il(mvk) 843
gha=(f)oll CHst AHOIY DI (sk,)E M4 ——204
!
HIAIXIO CHEF & 4=3t(f(m)) & 2Z AYat(c) 44 | ~—206
!
OIALXKION CHEr & 4=gt(f(m)) & =E MHal(e) & [~—208
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k1
N2
(VA

( Al & )

Y

MY ®MAS A 20e|ES 0185t ALOIEII(sk) Z | 302
233I(vk) &
2310l st AY3at(c,) &S —_ 304
OIS AM(c) M4 — 306
y
& a=(f)0ll CHst ALOIY 31 (sk,) M4 ——308
y
==
Ery
( Al & )
HIAIXIO CHEE A2 (o, )2 &HE ——402
|
HIAIXIOl CHSH é’#&(f(m)lﬂ%ﬁéﬂéﬁ}ﬂ, ESES Hcc’iai(c)%/\/4o4
|
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k1
N2
%]

( A=)

i
GIAIXION CHEF B =8t (f(m)) BS ——504
i
BIAIXIO CHEt MEet(s,) BS ——506
230 OEt MY3t(o,) 2B — 508
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