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(57) ABSTRACT 

Provided is a security system for managing which CD-ROM 
is used for a game device not having identifying information 
in advance. When a game device accesses a Server via a 
communication network, a device ID, which is issued from 
the server, is stored in a nonvolatile memory. This device ID 
is generated based on the time and date when the game 
device accesses the Server via a communication network 
(e.g. Dec. 10, 2000 at 21:05:37). The server associates a 
serial number (SN) of a CD-ROM used in the game device 
and a device ID of the game device with each other and 
registers them on a database This makes it possible to 
manage which CD-ROM is used in each game device. 
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SECURITY SYSTEM 

BACKGROUND OF THE INVENTION 

0001) 1. Field of the Invention 
0002 The present invention relates to technology for 
Security System, more particularly to a communication game 
System by connecting a plurality of game devices through a 
network. 

0003 2. Description of the Related Art 
0004. It has been suggested that a communication game 
System is realized by connecting a plurality of game devices 
to a communication network Such as a telephone line, an 
ISDN network, etc. In Such communication game System, 
the applicant Suggested a Security technology of a recording 
medium in Japanese Patent Laid-Open Publication No. 
2000-35885 in order to prevent a third party from misusing 
a recording medium with game Software Stored therein. 
0005. The Publication describes the technology in which 
a Server manages identifying information inherent in a 
recording medium with game Software Stored therein and 
identifying information inherent in a game device to under 
Stand which recording medium is used in each game device, 
whereby, when Such game device is connected to a com 
munication network, a limitation is imposed on game pro 
cessing if Such server judges that the recording medium 
attached to the game device was previously used in another 
game device, and ordinary game processing is performed if 
the Server judges that Such recording medium is being used 
only for the pertinent game device. 
0006. However, as identifying information inherent in a 
game device is not always pre-recorded in the phase of 
developing Such game device, there is also a game device 
not having Such identifying information. 
0007 Further, in communication games, a game play 
could be resumed from the Status immediately before Stop 
ping play of the game last time by backing up data, Such as 
the progression Status of the game or various items which a 
player obtained, in a backup memory which is detachable 
from a game device body or an operation controller. How 
ever, as one's own data (e.g. items, etc.) could be provided 
to a third party by copying the contents of the backup 
memory, Such third party could enjoy playing the game 
using another perSon's Saved data. Thus, when the contents 
of a backup memory can easily be copied, the problem will 
arise that a player can not fully enjoy the game. 
0008 Such problem will also arise when a backup 
memory detachable from a game device body or an opera 
tion controller is attached to another perSon's game device 
or operation controller to play a game. 
0009 Furthermore, saved data which is backed up in a 
backup memory can be transferred from a game device to 
another game device through a communication network; 
however, if the Saved data, upon transferring the Saved data 
from the backup memory to the game device, remained in 
the backup memory, there is the possibility of misuse by 
providing Saved data to another person while retaining the 
Saved data in one's own backup memory by forcibly taking 
the backup memory from the game device. 
0.010 Also, in conventional communication games, there 
was no limitation of the levels required to participate in a 

Jun. 20, 2002 

game. Accordingly, for example, when a beginner and a 
skilled player participate in a communication game, the 
beginner will reach the ending of the game by doing nothing 
but following the skilled player, which reduces the amusing 
aspect of the game. 
0011 Similarly, when, in a communication game in 
which a plurality of players participates, Saved data con 
cerning progression Status of the game is backed up, a 
beginner will Start the game in the middle of a skilled 
player's game by participating in the game with the skilled 
player. If the Saved data concerning the progression Status of 
the game is backed up in a beginner's backup memory, the 
next game will Start in the middle of Such game and a part 
of the game will become unable to be played, it, therefore, 
is not desirable. 

0012 Further, as long as a communication game is con 
nected to a telephone line, the telephone bill is charged as a 
connection fee, and in addition, a fee for an Internet con 
nection to the provider is also charged. Therefore, when it 
unnecessarily takes a long time at the ending part of the 
game, which does not require the operation by a player, the 
player is forced to be responsible for costly charges. 
0013 Here, an object of the present invention is to 
provide a computer readable recording medium in which a 
Security System for preventing misuse by a third party of a 
recording medium, a data processing device, a recording 
medium management method and a program for performing 
Such method are recorded. Another object of the present 
invention is to provide a computer readable recording 
medium in which a data processing device for preventing 
misuse of a backup memory, a data processing method, a 
Security System, a method for managing Saved data and a 
program for performing Such method are recorded. Still 
another object of the present invention is to provide a 
computer readable recording medium in which a game 
Server for enhancing an amusing aspect of a communication 
game, a game processing method and a program for per 
forming Such method are recorded. 

SUMMARY OF THE INVENTION 

0014) To solve the aforementioned problems, in the 
present invention, identifying information inherent in a data 
processing device connected to a communication network is 
issued, the identifying information inherent in the data 
processing device and identifying information inherent in a 
recording medium in which data to be processed in the data 
processing device is recorded are associated with each other 
and Stored, and in reference to Such association, which data 
processing device is used in each recording medium is 
managed. AS identifying information of a data processing 
device is issued by a Server via a communication network, 
even though the data processing device does not have 
inherent identifying information in advance, Security of the 
recording medium can be Secured. 
0015. Further, the present invention can provide a com 
puter readable recording medium in which a program for 
causing a computer System to perform the aforementioned 
method is recorded. Examples of computer readable record 
ing media are: in addition to portable recording media Such 
as optical disks (disks having an inherent physical format 
such as CD-ROM, DVD-ROM, DVD-RAM, DVD-R, PD 
Disk, MD Disk, MO Disk, etc.) and flexible disks, internal 
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recording devices in a computer such as RAM or ROM, etc., 
or external recording devices Such as a hard disk. 
0016 Furthermore, in the present invention, saved data in 
a backup memory is encrypted using identifying information 
inherent in the data processing device as a key. By this, the 
Saved data in the backup memory can not be used in another 
data processing device, and therefore, misuse of the Saved 
data can be prevented. 
0.017. In the present invention, also, after saved data to be 
processed in a data processing device is transferred to a data 
processing device, the Saved data Stored in a nonvolatile 
memory within a backup memory is deleted, which effec 
tively prevents misuse of transferring Saved data in a backup 
memory to another data processing device while retaining 
Such data in the backup memory. 
0.018. In the present invention, also, the number of times 
which a data processing device having a backup memory is 
connected to a communication network is registered in a 
database while Such number of times is recorded in the 
backup memory or data processing device, and when Such 
number of times, which is obtained from the data processing 
device upon the data processing device having a backup 
memory being connected to the communication network, is 
consistent with the number of times registered in the data 
base, the processing of data in the backup memory is 
permitted. By this, illegitimate copy of the data in the 
backup memory can be effectively prevented. 
0019. In the present invention also, a level required to 
participate in a game is Set in advance in accordance with the 
difficulty of the game and a player complying with the 
required level for the difficulty of the game is allowed to 
participate in the game. This can Solve the aforementioned 
problem that a beginner proceeds through a communication 
game with help from a skilled player by participating in the 
game with the skilled player. 
0020) Further, in the present invention, progression status 
of a communication game is not backed up as Saved data 
when Such game is played via a communication network. 
Even in the case in which a game device backs up progres 
Sion Status of the game, it may be prohibited to Start a game 
in the middle of the game in reference to Such progression 
Status when the game is played without connecting to a 
communication network. This can Solve the aforementioned 
problem. 
0021 Furthermore, in the present invention, the display 
ing time of an ending Screen of a communication game, 
when Such game is played via a communication network, is 
Shortened. This can reduce an increase in a fee for a 
connection to a communication network and a fee for an 
Internet connection to a game Server. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0022 FIG. 1 is an illustration of a security system of a 
recording medium. 
0023 FIG. 2 is an illustration of a game device and a 
controller. 

0024 FIG. 3 is an illustration of an exterior view of a 
game device and a controller. 
0.025 FIG. 4 is an illustration showing a structure of a 
connection between game devices and a communication 
network. 
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0026 
data. 

FIG. 5 is an illustration showing a transfer of saved 

0027 FIG. 6 is an illustration of a security system for a 
backup memory. 

0028 FIG. 7 is an illustration of prevention of an ille 
gitimate copy of a backup memory. 

0029) 
0030 FIG. 9 is an illustration of levels required to 
participate in a communication game. 
0031 FIG. 10 is an illustration of a plot of a game 
development. 

0032 FIG. 11 is a flowchart relating to backing-up of flag 
data showing progression Status of a game. 

0033 FIG. 12A, 12B,12C,12D and 12E is an illustration 
of ending Screens of a game. 

FIG. 8 is an illustration of a communication game. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

0034 Embodiment 1 
0035 FIG. 1 is an illustration of a server, which prevents 
misuse by a third party of a recording medium, and a game 
device. In the Figure, numeral 10 is a portable recording 
medium such as a CD-ROM with game software stored 
therein, and numeral 11 is a home game device. The game 
device 11 comprises desired communication functions So as 
to read a game program recorded in the recording medium 
10 and play a communication game together with another 
game device through a communication network Such as a 
public circuit (e.g. telephone line, ISDN network, etc.) or an 
exclusive circuit. A Server 13 manages the communication 
game processing, etc. of each game device connected to the 
communication network. 

0036). In the recording medium 10, identifying informa 
tion inherent in each recording medium, which is called a 
“serial number (SN)” is provided. In the example of FIG. 1, 
the SN of the recording medium is A0101. The SN may be 
the one recorded in the recording medium 10 as data or the 
one indicated in its package or manual. When the game 
device 11 accesses the Server 13 through a communication 
network (FIG. 1 (1)), the server 13 requires the game device 
11 to transfer the device ID of the game device 11 and the 
SN of the recording medium 10. The device ID is identifying 
information allocated to each game device So it does not 
overlap with others and is issued from the server 13. 
0037. When the game device 11 first accesses the server 
13, the server 13 issues a device ID to the game device 11 
as it did not yet issue the device ID to the game device 11 
(FIG. 2 (2)). As a device ID, the time of the game server 11 
accessing the Server can be used. The time includes the year, 
month, day, hour, minute and Second. When the time and the 
date of access is Dec. 10, 2000 and 21:05:37, for example, 
the device ID is 2000.12.10.2105.37. The game device 11 
stores the device ID issued from the server 13 on a non 
volatile memory 12 Such as a flash memory. Further, the data 
encrypted by time and date may be Stored in the nonvolatile 
memory 12 as a device ID. 
0038. In a database 14, the SN of a recording medium 
used in the game device using the device ID as a key is 
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asSociated and managed in each record. The Server 13 
generates a record in which the device ID issued to the game 
device 11 (2000. 12.10.2105.37) and the SN (A0101) are 
associated with each other (FIG. 1 (3)). 
0039. By the aforementioned structure, the server 13 
associates the device ID of the game device 11 and the SN 
of the recording medium 10 with each other and manages 
them. Therefore, if a third party attempts to insert a record 
ing medium used in another game device into its own game 
device and use it, the SN of the recording medium and the 
device ID of the game device are not consistent with each 
other, and therefore, the Server 13 can impose a limitation on 
the use by Such third party of the recording medium. 
0040. Further, considering that there is almost no possi 

bility that no less than two playerS Simultaneously access the 
Server, including the same Second, upon using as a device ID 
the time and date (at the same Second) for accessing the 
Server 13, a device ID inherent in each game device can be 
practically allocated to each game device. Of course not only 
can the time and date of the game device accessing the 
server be used as a device ID, but also an ID provided in 
advance to avoid an overlap can be used as a device ID. 
0041 Furthermore, in the above explanation, although a 
CD-ROM is referred to as an example of a recording 
medium, it does not limit it, as optical disks (e.g. DVD 
ROM, DVD-RAM, DVD-R, PD Disk, MD Disk, MO disk, 
etc.), a flexible disk (FD), a detachable cartridge in which a 
game program is Stored, a memory card, etc. can also be 
used. 

0042 Embodiment 2 
0.043 FIG. 3 is an illustration of a game device and an 
operation controller. In an operation controller 20, a backup 
memory 22 for Saving Saved data is detachable and an 
operating unit 21, on which an analog key or Switches are 
arranged, is provided. The backup memory 22 includes a 
nonvolatile memory. The operation controller 20 is con 
nected to a game device 23 via a connection cord 28 and a 
connector 29. Further, the backup memory 22 may be 
attached to the game device So as to be directly and freely 
detachable therefrom. 

0044 FIG. 2 is a functional block diagram of a game 
device and an operation controller. A game device 23 
comprises a game processing unit 24, an encrypting unit 25, 
a CD-ROM drive 26 and a device ID memory 27. These 
modules are realized by hardware, such as a CPU, a ROM, 
a RAM, etc. In the game processing unit 24, a game program 
to be supplied from a CD-ROM via the CD-ROM drive 26 
is read and a game program is executed based on a control 
Signal of the analog key or Switches which is outputted from 
the operating unit 21, and Saved data to be backed up in the 
backup memory 22 is generated. 

0.045 When a player directs the game device 23 to back 
up Saved data in the backup memory 22, or directs the game 
device 23 for a game program to back up Saved data in the 
course of program processing, the encrypting unit 25 
encrypts the Saved data using, as a key, information inherent 
in the game device 23 stored in the device ID memory 27 
(e.g. production number), and backs up Such data in the 
backup memory 22. For encryption, a known encryption 
technology can be used. Meanwhile, when the game device 
23 reads the Saved data backed up in the backup memory 22, 
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the Saved data is decrypted in the encrypting unit 25 using 
the device ID as a key, and is outputted into the game 
processing unit 24. 

0046 By the above structure, the data saved in the 
backup memory 22 is encrypted using the information 
inherent in the game device 23 as a key, and therefore, Such 
data can not be used in another game device. Accordingly, 
misuse of a backup memory, Such as playing a game in one's 
own game device using another's backup memory, can be 
effectively prevented. 

0047 Embodiment 3 

0048 FIG. 4 is an illustration of the case in which a 
plurality of game devices is connected to a communication 
network to play a game. In the Figure, numerals 32 and 34 
are home game devices, and numeral 35 is a Server for 
controlling a communication game. Numeral 36 is a com 
munication network Such as a public circuit. An operation 
controller 31, which comprises a backup memory 310 for 
backing up Saved data, is connected to the game device 32. 
Likewise, an operation controller 33, which comprises a 
backup memory 330, is also connected to a game device 34. 
For a communication protocol in the communication net 
work 36, TCP/IP, which is suitable for an open network, is 
used. 

0049. The game device 32 timely writes in a ROM 320 an 
item obtained by a player, the Score, progression Status of a 
game, etc. along with the progression of the game. The data 
written in the RAM 320 can be transferred to the backup 
memory 310 as saved data. Further, the items, etc. obtained 
by the player can be transferred to a RAM 340 of the game 
device 34 via the communication network 36. 

0050 FIG. 5 is an illustration showing status of a backup 
memory when a communication game is played using Saved 
data backed up in the backup memory. In the backup 
memory 310, saved data such as items is backed up. When 
the game device 23 is connected to a network, the Saved data 
in the backup memory 310 is transferred (moved) to the 
RAM 320 of the game device 23, and the saved data in the 
backup memory 310 is deleted. Thus, while the game device 
23 is connected to the communication network 36, the saved 
data in the backup memory 310 is vacant. At the time of 
ending the game, when the saved data in the RAM 320 is 
backed up in the backup memory 310, the saved data is 
transferred from the RAM 320 to the backup memory 310. 

0051 Conventionally, when the saved data in the backup 
memory 310 is transferred to the RAM 320, the saved data 
is copied to be transferred; therefore, the Saved data is also 
backed up in the backup memory 310 even after the saved 
data is transferred to the RAM 320. As a result, even in the 
case that a player provides another player with a part of or 
the whole parameters in the Saved data, by forcibly taking 
the backup memory 310 from the operation controller 31 
thereafter, the Saved data provided to Such other player can 
be backed up in the player's own backup memory 310. 

0052 According to this embodiment, however, the saved 
data in the backup memory 310 is not copied to the RAM 
320, but transferred to the RAM 320, which can effectively 
prevent misuse of the backup memory as described above. 
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0053 Embodiment 4 
0.054 FIG. 6 is an illustration of a server, which controls 
a communication game and a game device. In the Figure, 
numeral 41 is a home game device, by which a game can be 
played by accessing a Server 44. The game device 41 
develops a game based on an operation signal Supplied from 
an operation controller 42. The controller 42 comprises a 
backup memory 43 for backing up saved data. The backup 
memory 43 comprises a nonvolatile memory. 

0.055 The server 44 comprises a database 45 and records 
by record the number of access times and the time and date 
of access (hereinafter referred to as the "Access Informa 
tion”) using its device ID as a key. The device ID is 
information inherent in the game device 41, e.g. the pro 
duction number, the time (including the Second) and date 
when the game device 41 is first connected to a network, etc. 
In the example of FIG. 6, the device ID of the game device 
41 is B1011, the number of access times is 72, the time and 
date of access is Oct. 2, 2000, 19:14:32, Oct. 4, 2000, 
21:25:11, Oct. 9, 2000, 11:07:52. While the Access Infor 
mation of the game device 41 is registered in the database 
45, the same content of Such information is also written in 
the backup memory 43. 

0056. In FIG. 6, when the game device 41 accesses the 
server 44 via a communication network (FIG. 6 (1)), the 
server 44 obtains from the game device 41 the device ID and 
the Access Information in the backup memory 43. Then, in 
reference to the database 45 (FIG. 6(2)), the consistency of 
the device ID and the Access Information is checked. 
Considering that there is almost no possibility that a plural 
ity of game devices access the Server at the same time and 
date including the Same Second, the Access Information can 
be considered inherent in the backup memory 43. Therefore, 
the Access Information of the game device functions as 
identifying information for distinguishing the backup 
memory 43 from another backup memory. 

0057 When the device ID and the Access Information are 
consistent with each other, the Server 44 increments the 
number of access times by one and updates the records by 
adding and recording Such time and date of access. Simul 
taneously, the information of the backup memory 43 is also 
updated (FIG. 6(3)). Meanwhile, when the device ID and 
the Access Information are not consistent with each other, 
there is a doubt raised of misuse of the backup memory 43, 
and therefore, the use of the backup memory is restricted. 
0.058. The inconsistency of the device ID and the Access 
Information refers to O the case of attempting to back up 
Saved data in another perSon's backup memory and to use 
such data, and (2) the case of there being a doubt raised of 
illegitimately copying the Saved data. In the case of CD, the 
device ID and the number of access times, and the time and 
date of access are completely inconsistent with each other. 
Therefore, it is obviously an attempt to use another's saved 
data not used in the game device 41. In the case of (2), the 
Saved data is the one used in the game device 41, the acceSS 
time and date is partly consistent, but there is a doubt raised 
of illegitimate copying because of the inconsistency of the 
number of access times. 

0059) The case of (2) is explained in detail in reference 
to FIG. 7. As shown in the Figure, the saved data backed up 
in the backup memory 43 is illegitimately copied in a backup 
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memory 46 (FIG. 7 (1)). If the number of access times 
recorded in the backup memory 43 is 72, the number of 
access times recorded in the backup memory 46 also 
becomes 72. Here, when a player uses the backup memory 
43, Such number of access times recorded in the backup 
memory 43 is updated to be 73 (FIG. 7(2)). Further, the 
record in the database 45 is also updated to be 73 (FIG. 7 
(3)). Here, when the player takes the backup memory 43 
from the controller 42 and newly attaches the backup 
memory 46 and accesses the Server 44, it becomes clear that 
there is a doubt raised of illegitimate copying as the number 
of access times in the backup memory 46 and that recorded 
in the database 45 are different (FIG. 7 (4)). Further, the 
Same is the case of using the same backup memory, Such as 
the case of copying in advance Saved data in another 
recording medium, then playing a game, and updating Saved 
data and Setting Such Saved data back again to the one before 
Such update and then playing a game. 
0060 AS described above, according to this embodiment, 
the server 44 manages the device ID and the Access Infor 
mation of the game device 41, and therefore, misuse of the 
backup memory 43 and an illegitimate copy can be effec 
tively prevented by cross-checking the device ID and the 
Access Information. 

0061 Embodiment 5 
0062 FIG. 8 is an illustration of the case of playing a 
communication game by connecting a plurality of game 
devices to a communication network. In the Figure, numer 
als 51 to 53 are game devices connected to a communication 
network 54 and numeral 55 is a server for controlling a 
communication game. In this embodiment, as shown in 
FIG. 9, a level required to participate in a communication 
game is Set in accordance with the level of the game. For 
instance, at the basic level, everyone can participate in the 
game; however, at the advanced level, a level of no less than 
20 is required to participate in the game, and at the expert 
level, a level of no less than 40 is required to participate in 
the game. The "level” referred to here means a parameter to 
be given to a player's character as the game proceeds, which 
is mainly given in accordance with the kind and number of 
enemy characters which the player's character defeated 
during the game. 

0063 FIG. 8 shows the level of each player in the case 
of playing a communication game of high level. The level of 
a player for a game device 51 is 25, that for a game device 
52 is 30 and that for a game device 53 is 45; therefore, the 
communication game of high level can be played by these 
three players. 
0064 Conventionally, when such communication game 
is played by a plurality of players, a player can participate 
in the game regardless of his/her level. Therefore, for 
instance, a skilled player who is familiar with communica 
tion games and a beginner who has just Started to play 
communication games can play a game together, and the 
beginner would be able to reach the ending of the game by 
following the skilled player. If Voluntary participation in a 
communication game regardless of the levels is allowed, the 
amusing aspect of the game may be reduced. According to 
this embodiment, however, the level of a player who is 
allowed to participate in a communication game is Set in 
accordance with the level of the game, which can Solve the 
aforementioned problem. 
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0065 FIG. 10 is an illustration showing a plot of a game 
development. AS Shown in the Figure, the game consists of 
Stages 1 to 3. The Stages consist of the Scenes Such as a forest 
area, an underground cave, a dig and an ancient Space ship. 
In each Such stage, a Scene 1 and a Scene 2 are Set in line with 
the proceeding of the game, which provides variation to the 
development of the Scenes. Each Stage has a final Scene and 
a player can proceed to the next stage by defeating an enemy 
character appearing in the Scene. 
0.066 When a player plays a game off line without 
connecting to a communication network, generally, progres 
Sion Status of the game is backed up as flag data in 
preparation for the next game play. However, upon playing 
a game on line via a communication network, a plurality of 
players' characters develop the game, and therefore, for 
instance, even though a beginner does nothing, Such begin 
ner can proceed through the game only by following a 
high-level player. 

0067. As a result, in this embodiment, as shown in FIG. 
11, upon playing a game on line (Step S1; YES), flag data 
showing progression Status of the game is not backed up 
(Step S2), and upon not playing a game on line (Step S1; 
NO), flag data showing progression status of the game is 
backed up (Step S3). By such structure, the aforementioned 
problem can be solved. Further, even if the case in which the 
game device Stores flag data showing progression Status of 
the game, it may be prohibited for a player to play a game 
in the middle thereof in reference to the flag data when the 
game is played without connecting to a communication 
network. 

0068. Further, as means for controlling the back-up of 
flag data showing progression Status of a communication 
game, back-up controlling means may be provided for the 
game device, and the back-up of flag data showing the 
progression Status of the game may be controlled by the 
game Server. 

0069 Embodiment 7 
0070 FIG. 12 shows changes of ending screens of a 
game. In the Figure, FIGS. 12A to 12C are diagrams of 
changes of ending Screens when a player plays a game off 
without connecting to a communication network, and then 
ends the game. When a player character 61 defeats an enemy 
character 62 and ends the game (FIG. 12A), the credits are 
run for several minutes (FIG. 12B), and the “END" screen 
is displayed (FIG. 12C). 
0071. Meanwhile, FIGS. 12C and 12D are diagrams of 
changes of ending Screens when a plurality of players play 
a game on line via a communication network and then end 
the game. When players characters 71 to 74 defeat an 
enemy character 72 and end the game (FIG. 12C), the 
“END” screen is promptly displayed (FIG. 12D), and then 
returned to the initial screen (FIG. 12C). 
0.072 Thus, when a player plays a communication game 
on line, as long as the game is connected, a fee for an 
Internet connection to a server is charged in addition to a fee 
for a connection to a telephone line. Therefore, by Shorten 
ing the time of the ending Screens of the game, the player's 
costs can be reduced. 

0073. Furthermore, in the case of a communication game, 
as means for controlling the shortening of the displaying 
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time of the ending Screens of the game, Such controlling 
means may be provided for the game device, the displaying 
time of the ending Screens may be shortened by a game 
SCWC. 

0074 According to the present invention, identifying 
information is issued from a server to a data processing 
device via a communication network. Therefore, even if no 
identifying information is provided to a data processing 
device in advance, it is possible to manage which recording 
medium is used in which data processing device. 
0075 According to the present invention, saved data in a 
backup memory can be encrypted and decrypted using, as a 
key, identifying information inherent in a data processing 
device, which is effective for protecting the Security of the 
Saved data. 

0076 According to the present invention, saved data 
backed up in a nonvolatile memory of a backup memory is 
deleted after the Saved data to be processed to a data 
processing is transferred to the data processing device, 
which can effectively prevent misuse of Saved data. 
0077 According to the present invention, a server man 
ages the number of times that a data processing device 
having a backup memory is connected to a communication 
network, which can effectively prevent misuse of the Saved 
data in the backup memory. 
0078. According to the present invention, a level required 
to participate in a communication game is Set in advance in 
accordance with the difficulty of the game, a player com 
plying with the level required in accordance with the diffi 
culty of the game is allowed to participate in the commu 
nication game, which enables the communication game to 
be more amusing. 
0079 According to the present invention, progression 
Status of a game is not backed up as Saved data when the 
game is played via a communication network, which enables 
the communication game to be more amusing. 
0080 According to the present invention, the displaying 
time of ending Screens of a communication game is short 
ened when the game is played via a communication network, 
which can reduce the burden of a connection fee to a 
communication network. 

0081. The invention may be embodied in other specific 
forms without departing from the Spirit or essential charac 
teristics thereof. The present embodiment is therefore to be 
considered in all respect as illustrative and not restrictive, 
the Scope of the invention being indicated by the appended 
claims rather than by the forgoing description and all 
changes which come within the meaning and range of 
equivalency of the claims are therefore intended to be 
embraced therein. 

What is claimed is: 
1. A Security System comprising: 

means for issuing identifying information inherent in a 
data processing device connected to a communication 
network, 

means for associating Said identifying information inher 
ent in Said data processing device and identifying 
information inherent in a recording medium in which 



US 2002/0078376 A1 

data to be processed in Said data processing device is 
recorded with each other and Storing them; and 

means for, in reference to Said association, managing 
which recording medium is used in each Said data 
processing device. 

2. A Security System according to claim 1, wherein the 
time of Said data processing device being connected to a 
communication network or information using Said time is 
used as Said identifying information inherent in Said data 
processing device. 

3. A method for managing a recording medium compris 
ing the Steps of 

issuing identifying information inherent in a data process 
ing device connected to a communication network; 

asSociating Said identifying information inherent in Said 
data processing device and identifying information 
inherent in a recording medium in which data to be 
processed in Said data processing device is recorded 
with each other and Storing them; and, 

in reference to Said association, managing which record 
ing medium is used in each Said data processing device. 

4. A method according to claim 3, wherein the time of Said 
data processing device being connected to a communication 
network or information using Said time is used as Said 
identifying information inherent in Said data processing 
device. 

5. A computer readable recording medium with a program 
Stored therein for causing a computer System to perform a 
method according to claim 3 or 4. 

6. A data processing device comprising: 

Storing means for Storing first identifying information 
inherent in a data processing device which is issued 
from a Server via a communication network; and 

Sending means for Sending Said first identifying informa 
tion and Second identifying information inherent in a 
recording medium with a data Stored therein associated 
with Said first identifying information to manage a 
recording medium to Server via a communication net 
work. 

7. A computer readable recording medium with a program 
Stored therein for causing a computer System to perform a 
method according to claim 6. 

8. A data processing device for processing Saved data in 
a backup memory, comprising: 

means for Storing identifying information inherent in Said 
data processing device; 

means for encrypting Said Saved data using Said identi 
fying information inherent in Said data processing 
device as a key. 

9. A data processing device according to claim 8, further 
comprising means for decrypting Said encrypted Saved data 
using Said identifying information as a key. 

10. A data processing method for encrypting Saved data in 
a backup memory using identifying information inherent in 
a data processing device as a key. 

11. A data processing method according to claim 10, 
which decrypts Said encrypted Saved data using Said iden 
tifying information as a key. 
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12. A computer readable recording medium with a pro 
gram Stored therein for causing a computer System to 
perform a method according to claim 10 or 11. 

13. A data processing device comprising: 

means for reading and Storing Saved data from a backup 
memory and 

means for deleting Said Saved data backed up in Said 
backup memory after Said reading of Said Saved data. 

14. A method for managing a saved data comprising the 
Steps of 

transferring Saved data to be processed in a data process 
ing device from back up memory to Said data process 
ing device, and 

deleting Said Saved data backed up in a nonvolatile 
memory of a backup memory thereafter. 

15. A Security System comprising: 

means for registering in a database the number of times 
that a data processing device having a backup memory 
is connected to a communication network while record 
ing Said number of times in Saidbackup memory or Said 
data processing device and 

means for, upon Said data processing device being con 
nected to a communication network, when Said number 
of times obtained from Said data processing device is 
consistent with the number of times registered in Said 
database, permitting the processing of Said data in Said 
backup memory. 

16. A Security System according to claim 15, wherein the 
time when Said data processing device having Said backup 
memory is connected to a communication network or infor 
mation using Said time is used as identifying information 
inherent in Said backup memory. 

17. A method for managing a saved data comprising the 
Steps of 

registering in a database the number of times that a data 
processing device having a backup memory is con 
nected to a communication network while recording 
Said number of times in Said backup memory and Said 
data processing device; and, 

upon Said data processing being connected to a commu 
nication network, when said number of times obtained 
from Said data processing device is consistent with the 
number of times registered in Said database, permitting 
the processing of the data in Said backup memory. 

18. A method according to claim 17, wherein the time 
when Said data processing device having Said backup 
memory is connected to a communication network or infor 
mation using Said time is used as identifying information 
inherent in Said backup memory. 

19. A computer readable recording medium with a pro 
gram Stored therein for causing a computer System to 
perform a method according to claim 17 or 18. 

20. A game Server comprising: 

means for Setting in advance a level required to participate 
in a communication game in accordance with the 
difficulty of Said game, and 
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means for allowing a player complying with the required 
level according to the difficulty of Said game to par 
ticipate in Said communication game. 

21. A game processing method for not Saving progression 
Status of a game when a communication game is played via 
a communication network. 

22. A computer readable recording medium with a pro 
gram Stored therein for causing a computer System to 
perform a method according to claim 21. 
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23. Agame processing method for shortening a displaying 
time of an ending Screen of a game when a communication 
game is played via a communication network. 

24. A computer readable recording medium with a pro 
gram Stored therein for causing a computer System to 
perform a method according to claim 23. 


