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(57) ABSTRACT 

A System and methods for Synchronizing information in 
datasets via a communication medium are provided that are 
Suitable for Synchronizing even acroSS communication 
mediums that are susceptible to high latency, non-FIFO 
(non-First-In-First-Out) delivery order, or other adverse 
characteristics. According to an aspect of the invention, in an 
information processing System, a method for Synchronizing 
a first dataset with at least a Second dataset via a commu 
nication medium includes a Step of Storing information that 
is indicative of a first version of user data of the first dataset, 
wherein the first version has been involved in prior use for 
synchronizing with the second dataset. The method further 
includes Steps of identifying a change in the Second dataset 
that is new relative to the first version of the user data of the 
first dataset; via the communication medium, communicat 
ing the change in the Second dataSet and indicating the first 
version based on the Stored information; determining 
whether user data currently in the first dataset has changed 
relative to the first version that was indicated in the com 
municating and indicating Step; deciding whether to commit 
the communicated change to the first dataset based at least 
in part on the determining Step; and committing the com 
municated change to the first dataset if the communicated 
change is decided to be committed in the deciding Step. 
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BACKGROUND OF THE INVENTION 

0012. The present invention relates generally to synchro 
nization of data-that is, the process of taking two or more 
Separate collections of data ("datasets’), identifying differ 
ences among them, and applying changes to one or more of 
the datasets to make the datasets identical or equivalent. 
0013 With each passing day, there is ever increasing 
need for Synchronization Solutions for connected informa 
tion devices. Here, information devices include for example 
general- or Special-purpose computers of all types and sizes, 
Internet or intranet access devices, cellular phones, pagers, 
and other hand-held devices including, for example, REX 
PROTM, PalmPilot and Microsoft “Windows CE devices, 
and the like. 

0014) (REXTM and REX PROTM are trademarks of Fran 
klin Electronic Publishers of Burlington, N.J. REX and REX 
PRO organizers include licensed technology from Starfish 
Software, Inc. (“Starfish”), the present assignee. PalmPilot 
organizers are produced by Palm Computing, Inc., a Sub 
sidiary of 3Com Corp. of Santa Clara, calif. The Windows 
CE device operating system and other Microsoft software 
are produced by Microsoft Corporation of Redmond, Wash.) 
0015. As the use of information devices is ever growing, 
users often have their data in more than one device, or in 
more than one Software application. Consider, for instance, 
a user who has his or her appointments and contacts on a 
desktop personal computer (PC) at work and also has 
appointments or contacts on a notebook computer at home 
and on a battery-powered, hand-held device for use in the 
field. The user is free to alter the information on any one of 
these devices independently of one another. What the user 
really wants is the information in each device to remain 
Synchronized with corresponding information in other 
devices in a convenient, transparent manner. Still further, 
Some devices are connected at least occasionally to a server 
computer (for example, an Internet Server) which stores 
information for the user. The user would of course like the 
information on the Server computer to participate in Syn 
chronization, So that the Server computer also remains 
Synchronized. 
0016. An early approach to maintaining consistency 
between datasets was simply to import or copy one dataset 
on top of another. This Simple approach, one which over 
writes a target dataset without any attempt at reconciling any 
differences, is inadequate for all but the Simplest of appli 
cations. Expectedly, more Sophisticated Synchronization 
techniques were developed. In particular, a Synchronization 
technique was developed, in which exactly two datasets are 
synchronized by a PC-based synchronization system that is 
Specific to a particular other device (e.g., PalmPilot orga 
nizer). The Synchronization is conducted in a single, inten 
Sive Session via a direct local connection (e.g., Serial cable 
or short infrared link) that is maintained during the entire 
Synchronization. Thus, the prior Synchronization technique 
is a Session-based, connection-based technique. 
0017. The prior, PC-based synchronization system func 
tions as follows. First, it directly requests and receives (i.e., 
reads) one record at a time from the other device's dataset 
via the local connection to obtain changes that have been 
made to that dataset Since a previous Synchronization. Then, 
the System Similarly obtains changes that have been made to 
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the PC's dataset since the previous synchronization. The 
System next resolves any identified conflicts involving these 
changes, for example, by asking the user to choose a winner 
from two changes that conflict. Finally, the System directly 
propagates (e.g., writes) the conflict-resolved changes from 
each of the datasets into the other dataset, to leave the two 
datasets in identical or equivalent States. During the Syn 
chronization, which typically lasts Several minutes or less, 
both datasets are “locked” to prevent the user from modi 
fying the datasets. 
0.018. The prior synchronization techniques have their 
uses. However, as more and more types of devices are 
introduced that include datasets to be Synchronized, a need 
has arisen for improved Synchronization Schemes to take 
advantage of (or compensate for) the particular characteris 
tics of these new devices and datasets. Consider, for 
example, the fact that many modern devices Such as pagers 
and cellular phones are now capable of distant wireleSS 
communication or Internet-based communication. It would 
be desirable to efficiently synchronize user information in 
Such devices using Such distant communication mediums. 
Further, because many of the modern devices are capable of 
conducting message-based or connectionless communica 
tion (e.g., electronic mail (e-mail) or wireless paging) as 
opposed to connection-based communication (e.g., direct 
Serial connection), it would be desirable to efficiently Syn 
chronize the user information in Such devices using mes 
Sage-based communication techniques, especially auto 
mated techniques that require little to no user intervention 
besides initiating Synchronization. Unfortunately, the prior 
Synchronization technique, which is designed for use over a 
direct local Serial connection, is not well-adapted to the 
characteristics commonly associated with distant and/or 
message-based communication, especially if errors occur 
during communication, as will be described. 
0.019 Consider for instance the characteristic of high 
communication latency, which is unavoidable for certain 
popular communication technologies Such as paging or 
e-mail. Paging or e-mail messages can take minutes, hours, 
or Sometimes even longer (e.g., days) to be delivered, when 
the messages are not lost outright. Clearly, the prior Syn 
chronization Scheme, which requires numerous Sequential 
communication exchanges (e.g., one request-response cycle 
per data record), will be intolerably slow to finish if directly 
applied to Synchronize datasets acroSS Such high-latency 
communication mediums. 

0020) Further, if a synchronization might take a long time 
to finish (e.g., more than thirty minutes), due for example to 
high latency, the user would want to use (e.g., modify) his 
or her data during the Synchronization. The prior Synchro 
nization System cannot accommodate Such a user because 
the System locks the datasets against modifications during 
every Synchronization. The prior Synchronization System 
cannot be rescued simply by modifying it to leave the 
datasets unlocked during Synchronization because then the 
modified System would not guarantee data integrity. In 
particular, Suppose the prior System, during a Synchroniza 
tion, reads a handheld device's data record “Bill Smith, 
version A' at time 1, and updates it with a PC's updated 
corresponding data record “Bill Smith, version B” at time 3. 
If the prior system were modified to allow the user to 
hand-modify the record at time 2 into “Bill Smith, version 
C” in the middle of the synchronization, then the just-made 
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modification (“version C) would be overwritten at time 3 as 
a part of the Synchronization without any attempt to deter 
mine whether the just-made modification (“version C) is in 
fact the one that should be retained-i.e., without any 
conflict resolution. In short, the user's desired information 
(when “version C" is the desired information) may be 
erroneously overwritten if the prior Synchronization System 
is simply modified not to lock the datasets during Synchro 
nization. 

0021. In addition to high latency, communication envi 
ronments (e.g., wireless, message-based, or Internet-based 
environments) may also have other characteristics Such as 
low or intermittent reliability and availability, low or expen 
sive bandwidth, inability to guarantee FIFO (first-in-first 
out) delivery order, and the like. Each of these other char 
acteristics introduces additional problems to the 
Synchronization task. Furthermore, combinations of Such 
communication characteristics makes the problems espe 
cially difficult to Solve. To take just one example, consider 
the task of Synchronizing over a communication medium 
that cannot guarantee FIFO delivery order for transmissions 
and is Susceptible to high latency (e.g., latency longer than 
an hour or longer than a day). Suppose that, in a first 
Synchronization, Some Synchronization-related messages 
containing data are Sent acroSS this communication medium. 
Suppose that the user thereafter makes changes to one of the 
datasets involved, in the ordinary course of using the dataset. 
Then, perhaps hours or days later, the user attempts a Second 
Synchronization over the communication medium. The Sec 
ond Synchronization finishes and leaves correctly-synchro 
nized datasets. However, the now-obsolete Synchronization 
related messages Sent during the earlier first Synchronization 
may now arrive at one or more of the datasets (i.e., in 
non-FIFO order). If these messages are obeyed, the already 
correctly-synchronized datasets may become corrupted with 
obsolete data from the now-obsolete messages. In short, the 
user's desired information is endangered by a characteristic 
of the communication medium that affects Synchronization. 
0022. Additional problems and difficulties caused by 
communication characteristics that are associated with wire 
less, Internet-based, or message-based communication 
mediums, and by the interplay of Such characteristics, will 
be further discussed below. In Summary, these problems and 
difficulties cause an irony that user data Stored for example 
in cellular phones or pagers typically cannot be Synchro 
nized with data in other devices via cellular phone calls or 
pager messages in the field in an efficient, error-free, and 
cost-effective manner. Instead, users typically must wait 
until they return home or to the office to synchronize their 
cellular phone or pager with a PC via a Serial cable or short 
infrared link. Thus, Such devices created expressly for use in 
the field are in practice no more portable than desktop office 
machines, when Synchronization is the desired task. 
0023 Clearly, there is a need for improved synchroniza 
tion Systems and techniques that are Suitable for Synchroni 
Zation via wireleSS or message-based communication net 
works (such as cellular or pager networks) or other networks 
(Such as the Internet) that have similar characteristics. The 
present invention fulfills this and other needs. 

SUMMARY OF THE INVENTION 

0024. The present invention provides a system and meth 
ods for Synchronizing information in datasets via a commu 
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nication medium. The System and methods are Suitable for 
Synchronizing even acroSS communication mediums that are 
susceptible to high latency, non-FIFO delivery order, or 
other adverse characteristics. According to an aspect of the 
invention, in an information processing System, a method for 
Synchronizing a first dataSet with at least a Second dataset via 
a communication medium includes a step of Storing infor 
mation that is indicative of a first version of user data of the 
first dataset, wherein the first version was involved in prior 
use for Synchronizing with the Second dataset. The method 
further includes Steps of identifying a change in the Second 
dataset that is new relative to the first version of the user data 
of the first dataset; via the communication medium, com 
municating the change in the Second dataset and indicating 
the first version based on the stored information; determin 
ing whether user data currently in the first dataset has 
changed relative to the first version that was indicated in the 
communicating and indicating Step; deciding whether to 
commit the communicated change to the first dataset based 
at least in part on the determining Step; and committing the 
communicated change to the first dataset if the communi 
cated change is decided to be committed in the deciding 
Step. According to another aspect of the invention, a com 
puter-implemented method is provided for handling dataset 
changes, in Synchronizing user data in a first dataSet with 
user data in at least a Second dataset via a communication 
medium. Here, the user data in the first dataset and the user 
data in the Second dataset are capable of having been 
independently modified prior to the Synchronization. The 
method includes a step of Sending at least a first dataset 
change from the first dataset, wherein the sending Step 
includes Sending an indicator of Send order. The method 
further includes Steps of receiving the first dataset change 
and the indicator of Send order, via the communication 
medium; determining based on the indicator of Send order 
whether the received first dataset change, referred to as the 
just-received change, was sent earlier than a previously 
received dataset change from the first dataset; if the just 
received change is determined in the determining Step to 
have been Sent earlier than the previously-received dataset 
change, refraining from propagating the just-received 
change into the Second dataset; and, otherwise, propagating 
the just-received change into the Second dataset, at least to 
an extent needed for reconciling the just-received change 
with the Second dataset. 

0.025 According to still another aspect of the invention, 
a computer-implemented method is provided for Synchro 
nizing user data in a first dataset with user data in at least a 
Second dataset. The first dataset and the Second dataset each 
is capable of including dataset changes that have been made 
independently of any synchronization with the other of the 
first and the Second datasets. The method includes a step of 
Sending at least Some of the dataSet changes of the first 
dataset. The method further includes Steps of receiving and 
propagating the Sent dataset changes of the first dataSet into 
the Second dataset, at least insofar as the Sent dataset 
changes of the first dataset can be reconciled with the Second 
dataset; Sending at least Some of the dataset changes of the 
Second dataset, wherein the two sending Steps are intention 
ally not undertaken within any Single communication Ses 
Sion, and, between the two Sending Steps, no Sending of any 
dataset changes occurs between the first and the Second 
datasets, and receiving and propagating the dataset changes 
from the Second dataset into the first dataset, at least insofar 
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as the dataset changes from the Second dataset can be 
reconciled with the first dataset. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0026 FIG. 1A is a block diagram of a computer system 
in which the present invention may be embodied. 
0027 FIG. 1B is a block diagram of a software system of 
the present invention for controlling operation of the System 
of FIG. 1A. 

0028 FIG. 2 is a block diagram that shows the synchro 
nization System (“synchronizer”) according to an embodi 
ment of the present invention. 
0029 FIG. 3 is a flowchart that shows a synchronization 
method that permits a user to change a client dataset 
independently of an in-progress Synchronization (e.g., a 
prolonged synchronization over a high-latency network), 
according to the preferred embodiment of the present inven 
tion. 

0030 FIG. 4A is a flowchart that shows an efficient 
method for transferring and handling dataset changes during 
Synchronization to prevent corruption of user data due to 
non-FIFO delivery of dataSet changes, according to the 
preferred embodiment. 
0031 FIGS. 4B and 4C together are a flowchart that 
shows the synchronization method of FIG. 3 (which allows 
independent user changes during a (high-latency) Synchro 
nization) supplemented with the method of FIG. 4A (which 
handles non-FIFO delivery of dataset changes for synchro 
nization). 
0032 FIG. 5A is a flowchart that shows a “low-chatti 
ness”, “six-ply Synchronization method according to an 
embodiment of the present invention. 
0033 FIG. 5B is a flowchart that shows a low-chattiness, 
“four-ply Synchronization method according to an embodi 
ment of the present invention. 
0034 FIG.5C is a flowchart that shows a low-chattiness, 
nominally “two-ply Synchronization method according to 
an embodiment of the present invention. 
0035 FIG. 6 is a block diagram that shows the architec 
ture of a Synchronizer according to the preferred embodi 
ment. 

0036 FIG. 7A is a block diagram that shows the syn 
chronizer's reference dataset (“GUD”) according to the 
preferred embodiment. 
0037 FIG. 7B is a table that shows records of the GUD, 
including their data and Some of their status information, 
according to the preferred embodiment. 
0038 FIG. 7C is a table that shows portions of the 
mapping table (of FIG. 7A) that describes a particular 
client's last-known records and their relationship to the 
GUD’s records. 

0039 FIG. 8 is a table that shows records within a client, 
including their data and Some of their status information, 
according to the preferred embodiment. 
0040 FIG. 9 is a logic table that shows logic used by the 
synchronizer to determine the GUD records that need to be 
propagated to a client, according to the preferred embodi 
ment. 
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DETAILED DESCRIPTION OF SPECIFIC 
EMBODIMENTS 

0041) 
0042 A. System Hardware 

I. The Synchronization System 

0043. The present invention may be embodied on an 
information processing System Such as the System 100 of 
FIG. 1A, which comprises a central processor 101, a main 
memory 102, an input/output (I/O) controller 103, a key 
board 104, a pointing device 105, pen device (or the like), 
a screen or display device 106, a mass storage 107 (for 
example, hard disk, removable floppy disk, optical disk, 
magneto-optical disk, or flash memory, and the like, etc.), 
one or more optional output device(s) 108, and an interface 
109. Although not shown separately, a real-time system 
clock is included with the system 100, in a conventional 
manner. The various components of the system 100 com 
municate through a System buS 110 or Similar architecture. 
In addition, the system 100 may communicate with or 
include other devices through the interface or communica 
tion port 109, which may be an RS-232 serial port or the like. 
Devices which will be commonly connected to the interface 
109 include a network 151 (for example, a LAN (Local Area 
Network), a wireless communication network, the Internet, 
and the like), a laptop computer 152, a handheld organizer 
154 (for example, the REX PROTM organizer), a modem 
153, and the like. 
0044) In operation, program logic (implementing the 
methodologies described below) is loaded from the Storage 
device or mass storage 107 into the main memory 102, for 
execution by the processor 101. Similarly, program logic 
(implementing the methodologies described below) may be 
loaded into any included or connected devices. During 
operation of the program (logic), the user enters commands 
through the keyboard 104 and/or pointing device 105 which 
is typically a mouse, a track ball, or the like. The computer 
System displayS text and/or graphic images and other data on 
the display device 106, such as a cathode-ray tube or an LCD 
display. A hard copy of the displayed information, or other 
information within the system 100, may be obtained from 
the output device 108 (for example, a printer). In an embodi 
ment, the computer system 100 includes an IBM PC 
compatible personal computer (available from a variety of 
vendors, including IBM of Armonk, N.Y.) running Windows 
9x or Windows NT (available from Microsoft Corporation 
of Redmond, Wash.). In a preferred embodiment, the system 
100 is an Internet, intranet, wireless or other type of network 
Server and receives input from and Sends output to a remote 
user via the interface 109 according to Standard techniques 
and protocols. 
0045 B. System Software 
0.046 Illustrated in FIG. 1B, a computer software system 
120 is provided for directing the operation of the computer 
system 100. Software system 120, which is stored in system 
memory 102 and on Storage (for example, disk memory) 
107, includes a kernel or operating system (OS) 140 and a 
windows shell 150. One or more application programs, such 
as client application Software or “programs' 145 may be 
“loaded” (i.e., transferred from storage 107 into memory 
102) for execution by the system 100. 
0047 System 120 typically includes an optional user 
interface (UI) 160, preferably a Graphical User Interface 
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(GUI), for receiving user commands and data and for 
producing output to the user. These inputs, in turn, may be 
acted upon by the system 100 in accordance with instruc 
tions from operating system module 140, windows module 
150, and/or client application module(s) 145. The UI 160 
also serves to display the user prompts and results of 
operation from the OS 140, windows 150, and application(s) 
145, whereupon the user may Supply additional inputs or 
terminate the session. In one embodiment, OS 140 and 
windows 145 together comprise Microsoft Windows soft 
ware (for example, Windows 9x or Windows NT). Although 
shown conceptually as a separate module, the UI is typically 
provided by interaction of the application modules with the 
windows shell and the OS 140. One application program 147 
includes the Synchronizer core 240 according to embodi 
ments of the present invention, which will be described in 
further detail below. In the preferred embodiment, OS 140 is 
part of an Internet server, and the UI 160 is provided at a 
remote computer via the Internet using Standard Internet 
protocols. 
0048 C. A Modular View of the Synchronization System 
in its Environment 

0049 FIG. 2 is a block diagram that shows a synchro 
nization system 200 (“synchronizer”) according to an 
embodiment of the present invention in an example envi 
ronment 205. The environment 205 includes communication 
mediums 209 (e.g., wireless network, Internet, and the like) 
and a number of synchronization clients 207. The synchro 
nization clients 207 include user datasets and may partici 
pate in synchronization. Examples of possible clients 207 
include the PalmPilot organizer, the REXTM organizer, and 
PIM Software applications such as Microsoft Outlook or 
Starfish's Sidekick(R). (Sidekick.(R) is a registered trademark 
of Starfish.) As shown, the clients 207 include a first 
synchronization client 210 and an N-th synchronization 
client 215 that respectively include a dataset 220 and a 
dataset 225. The communication mediums 209 may include, 
for example, the Internet, or wire-line and wireleSS commu 
nication channels of all types. 
0050. The synchronizer 200 includes a synchronizer core 
240, an optional User Interface 245 (UI), and client acces 
Sors including for example a first client's accessor 250 and 
an N-th client's accessor 253. The synchronizer core 
includes a Synchronization engine 254 and a reference 
dataset 255. Each client accessor includes Sufficient knowl 
edge (e.g., client-specific knowledge) to enable the accessor 
to access (for example, read and write) information on a 
client's dataset and to communication Such information to 
and from the Synchronizer core 240, via the communication 
mediums 209. Each client accessor may and preferably does 
run on a same machine as the client, e.g., on a remote 
machine with respect to the Synchronizer core. Information 
Stored by a client accessor is preferably Stored on the 
accessor's local machine for efficiency, or may be Stored 
with the Synchronizer core and accessed by the accessor Via 
its connection with the Synchronizer core. The Synchroni 
zation engine 254 controls the reference dataset 255, which 
is also referred to as the synchronizer dataset or GUD 
(“Grand Unification Datasef). The GUD is for storing a 
Super-Set of data from all datasets. Together, the Synchro 
nizer core 240 and the client accessors manage the Synchro 
nization process. The optional UI 245 provides optional 
interactive input and output to a user during the Synchroni 
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Zation process. The UI optionally includes a browser or 
terminal or Similar user interface technology and enables the 
user to view or modify the information in the GUD to 
thereby provide PIM functionality using the GUD. The 
synchronizer of FIG. 2 may be constructed from Starfish 
Synchronization System(s) that are described, for example, in 
the incorporated U.S. patent applications having Ser. NoS. 
09/136.215 and 09/208,815 by adding the additional fea 
tures and Synchronization methods described in the present 
document. 

0051. In the remainder of this document, the terms “cli 
ent” or “client dataset' alone may be used to refer to the 
Synchronizer's client dataset accessor, and the terms "Syn 
chronizer” or “server” alone may be used to refer to the 
Synchronizer core (e.g., core logic and/or reference dataset), 
for simplicity. Context should make clear the intended 
meaning where a distinction is actually necessary. 
0.052 II. Challenges of Synchronizing Over Wireless, 
Message-Based, or Similar Networks 
0053 A. Introduction 
0054. In synchronization by embodiments of the present 
invention, a Synchronizer generally establishes a correspon 
dence among data records acroSS datasets, for example 
during a first Synchronization. For example, a client's 
records are mapped to corresponding GUD records. In a 
Subsequent Synchronization, the Synchronizer determines 
changes (for example, all changes) that have been made to 
a dataset Since a previous Synchronization involving the 
dataset. Next, the Synchronizer makes corresponding 
changes in another dataset, to the extent that Such changes 
can be reconciled with the other dataset. 

0.055 Generally speaking, synchronization for a record or 
a set of records in a device includes an outbound phase and 
an inbound phase with respect to the device. In the outbound 
phase, changes (e.g., additions, modifications, or deletions) 
that have been made Since a previous Synchronization are 
extracted from the particular dataset. In the inbound phase, 
changes from another dataset are communicated to the 
particular dataset. In general, for ordinary client datasets 
(e.g., datasets other than the Synchronizer's own reference 
dataset), the outbound phase precedes the inbound phase for 
any record. 
0056. One approach to synchronization is to perform 
each Synchronization in a single intensive Session acroSS 
devices via a highly-reliable, bi-directional Serial connection 
that has relatively high bandwidth and low latency. Once 
Synchronization is started, the Synchronization logic will 
attempt to begin and finish both outbound and inbound 
phases with respect to any client dataset without intentional 
pause or interruption. In the event of non-intentional inter 
ruption, Such as caused by a user's accidentally unplugging 
a Serial cable during Synchronization, the broken connection 
is easily detected and the entire Synchronization can quickly 
and reliably be recognized as terminated both at the client 
dataset's Side and at the Synchronizer's Side of the broken 
connection. 

0057. In the above-described approach, the serial com 
munications connection may be made acroSS a wireline 
connection or a short infrared link. With Such a connection, 
the Synchronization logic (e.g., conducted by a PC-based 
program) can directly access both datasets similarly to the 
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way a program might access files in file Systems. Under Such 
an approach to dataset access, the Synchronization logic may 
conduct communication exchanges over the Serial connec 
tion that are best described as “chatty.” For example, the 
Synchronization logic may exchange numerous signals and 
acknowledgments over the connection in a linear fashion. In 
particular, Synchronization logic at one end of the connec 
tion may specifically request (e.g., read) records, one at a 
time, from the client dataset at the other end of the connec 
tion. The Synchronization logic waits until one requested 
record is received before requesting the next record. 
0.058 B. High Latency 
0059 Latency is a fact of life for certain communication 
technologies. For example, e-mail and paging messages can 
take minutes, hours, or even longer (e.g., days) to be 
delivered. Such high latency raises difficulties for synchro 
nization. For example, a chatty, linear, Session-based Syn 
chronization Scheme that requires numerous Sequential com 
munication exchanges (e.g., one exchange per record) will 
be intolerably slow to finish in a high-latency environment. 
Therefore, what is needed are leSS-chatty Synchronization 
technique(s) that minimize the number of required, Sequen 
tial communication eXchanges. 
0060 Another difficulty with high latency is that, if a full 
Synchronization for a client dataset take a long time to finish, 
e.g., due to high latency, then it would be undesirable to 
forbid the user from changing the client dataset (e.g., chang 
ing an appointment in the calendar) during the entire, long 
Synchronization. But if the user were allowed to change the 
client dataset (i.e., if the client dataset is not locked) for 
example between the outbound and inbound phases of a 
Synchronization, then inbound changes from the Synchro 
nizer, if made unquestioningly at the client dataset, may 
overwrite the user's latest changes. This overwriting would 
likely be wrong, given that the user's changes are likely to 
reflect the latest, desired information. Therefore, what is 
needed are Synchronization technique(s) that can allow a 
client dataset to be changed during a Synchronization with 
out also permitting errorS Such as loSS of wanted data. 
0061. It is worth noting that the above-described data loss 
would be caused in part by the unquestioning making of 
inbound changes at the client dataset. And yet, the unques 
tioning making of Such changes is otherwise an attractive 
feature that helps to largely confined Synchronization logic 
(e.g., conflict-resolution logic) to the Synchronizer's core. 
Largely confining the Synchronization logic to the Synchro 
nizer's core permits the client-specific accessor logic for 
each client dataset to be relatively simple, So that even 
Simple client datasets or devices (e.g., devices without 
real-time clocks) can be capable of Supporting adequate 
accessor logic. This ability to work even with simple 
datasets and devices is worth preserving. Therefore, what is 
also needed are Synchronization technique(s) that continue 
to be Suitable for Synchronizing even Simple client datasets 
or devices, even as the technique(s) also allow a client 
dataset to be changed during a Synchronization without 
permitting errorS Such as loSS of wanted data. 
0062 High latency also has other consequences. For 
instance, high latency also causes a need by users for more 
flexible Synchronization modalities. Rather than tarrying 
through an entire, full Synchronization that is made very 
time-consuming due to latency, the user in the field would 
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Sometimes wish to perform just the most urgently needed 
Synchronizations transactions. Such flexible Synchronization 
modalities are more fully introduced below, in connection 
with low bandwidth. Another consequence of high latency is 
that detection of communication errors, and recovery from 
such errors, becomes difficult. This problem is more fully 
introduced below in connection with low reliability. 
0063 C. Expensive or Low Bandwidth 
0064. As most cellular-phone or wireless pager subscrib 
erS can attest, communication bandwidth can be expensive, 
especially during peak-usage hours. Therefore, a full, two 
phased (inbound and outbound) Synchronization via a wire 
leSS communication network may not, in fact, always be 
desirable. Nevertheless, users in the field sometimes wish to 
use even expensive bandwidth to perform certain Synchro 
nization tasks, if the tasks can be performed without having 
to perform a full, two-phased Synchronization. Consider for 
example a user who has just made one or Several important 
changes to her client dataSet in the field. The user wishes to 
Send immediately (outbound) these changes (perhaps ignor 
ing other changes) to the Synchronization server—i.e., to 
other dataset(s). The user further wishes, however, not to 
initiate any return changes (inbound) from the Synchroniza 
tion Server. A Session-based Synchronization technique that 
requires full, two-phased Synchronization, cannot accom 
modate the users wishes. 

0065 Consider also a user in the field who wishes to 
obtain the latest changes (inbound) from the Synchronization 
server-i.e., from other dataset(s). This user further wishes 
not to first send (outbound) any changes, perhaps because 
the user is using a pager from which outbound messages are 
extremely expensive or slow. Again, a rigid Session-based 
Synchronization Scheme that requires in-order, two-phased 
Synchronization cannot accommodate Such a desired Syn 
chronization transaction. AS can be seen, what is needed are 
technique(s) for conducting Synchronization transactions 
outside the context of a full, in-order, two-phased Synchro 
nization. 

0.066 D. Low Reliability or Inconsistent Availability 
0067. Certain communication systems have low reliabil 
ity or inconsistent availability. Low reliability may take the 
form of, for example, lost messages or Spontaneous discon 
nection. Early versions of traditional, Session-based Syn 
chronization (e.g., over a serial connection), dealt with 
communication errors or failure, if at all, Simply by breaking 
the connection (if it has not already been broken) and 
aborting the Synchronization. Thereafter, the user may ini 
tiate a new, full Synchronization Session, hopefully to its 
completion. (Starfish has developed a robust technique that 
improves upon the traditional, Session-based Synchroniza 
tion Scheme by being able, in the new Synchronization 
Session, to avoid repeating outbound transmissions that were 
already performed in the first session before it was aborted. 
This technique is further described for example in the 
incorporated U.S. patent application having Ser. NoS. 
09/208,815.) 
0068. Once synchronization is liberated, however, from 
the Session-based, connection-based, chatty model, as urged 
in the preceding discussions, then error detection and recov 
ery become more difficult. In particular, in a high-latency 
environment that does not maintain an open connection 
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throughout a Synchronization, it may not be simple to abort 
a Synchronization. For example, even if one or even both 
sides (e.g., the client and/or the server sides) of a Synchro 
nization considers the Synchronization to be aborted, there is 
no guarantee that one Side will not continue to receive 
transmissions for the “aborted” synchronization. Such 
ghostly transmissions, and other consequences of poor reli 
ability combined with high latency, must be taken into 
account. Therefore, what is needed are Synchronization 
technique(s) that can properly detect and recover from 
errors, even in a high-latency, unreliable, or connectionless 
environment or in the face of late-arriving, no-longer 
needed transmissions. 

0069 E. Non-FIFO Delivery 
0070. In some communication systems, especially mes 
Sage-based or connectionless Systems, there may not be a 
guarantee that transmissions will be delivered in FIFO order. 
This inability to guarantee order can cause a variety of 
problems. Such problems are exacerbated if there is a design 
goal to keep the client dataset's accessor logic relatively 
Simple as compared to the Synchronizer core's logic to better 
Support Simple client datasets or devices. Therefore, what is 
needed are Synchronization technique(s) that can properly 
function even acroSS communication Systems that do not 
guarantee FIFO delivery and even for relatively simple 
client datasets or devices (Such as client datasets and devices 
without real-time clocks). 
0071 F. Asymmetry of Communication Characteristics 
0072. In certain communication systems, characteristics 
Such as bandwidth, cost, latency, availability, and the like are 
different between the outbound and inbound directions with 
respect to a client dataset. Similarly, communication char 
acteristics may differ based on the time of day or other 
factors. Such differences are another reason why users need 
the more flexible Synchronization transactions envisioned in 
the previous discussions. Therefore, what is needed are 
Synchronization technique(s) that can be selective about 
which transactions to execute under which circumstances to 
obtain better overall performance and cost-effectiveness. 
0073) 
0074 A. Problem: Received “Conflict-free” Change 
Involves Locally-changed Record 
0075) 1. Introduction 

III. Overview of Synchronization Methodologies 

0076 Under a generally desirable model of synchroniza 
tion, the Sequence of operations for a Synchronization is as 
follows: 

0077 (1) a client temporarily locks its dataset (i.e., 
prevents the user from changing the dataset); 

0078 (2) the client sends all its changes that are 
fresh, or new, with respect to the Server to the Server; 
(changes in one dataset are fresh with respect to 
another dataset if the changes include values or 
Status, e.g., “deleted’, that the other dataset may not 
know;) 

0079 (3) the server resolves any conflicts involving 
the fresh client changes and commits the conflict 
resolved changes into the GUD; (all data records in 
the GUD in this model are conflict-resolved (i.e., 
conflict-free) records;) 
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0080 (4) the server sends all its changes that are 
fresh with respect to the client to the client; 

0081 (5) the client commits the fresh, conflict 
resolved Server changes into the client's dataset 
without question, Since these changes are from the 
Server and are therefore conflict-resolved; 

0082 (6) the client unlocks its dataset. 
0.083. The above model is adequate for certain applica 
tions. In a high-latency communication environment, how 
ever, it is not desirable for the client to lock the client dataset 
after Sending its changes and while waiting to receive the 
conflict-resolved changes. Therefore, according to the pre 
ferred embodiment, the client does not lock its dataset 
during Synchronization (especially if the Synchronization 
can or will take more than ten minutes or more than an hour 
to synchronize less than about 500 records), and the user is 
free to change the client's dataset during Synchronization. In 
addition, as will be further described in a later section, the 
preferred embodiment permits changes to be sent from the 
server even if the server has not seen all the clients fresh 
changes. As a result, when the “conflict-free” changes are 
received from the server, they may be conflict-free only with 
respect to an earlier version of the client's dataset, and may 
not be conflict-free with respect to current versions of client 
records. Put another way, the changes received from the 
Server may involve records present in the client that are fresh 
with respect to the Server, Such as client records that have 
been newly-changed by the user during the present Synchro 
nization. If the client simply commits the received changes 
without question, the fresh user records already in the client 
(e.g., newly-changed records) may be overwritten, even 
though the fresh records may reflect user-desired informa 
tion that should not be overwritten. 

0084 2. The Preferred Solution: Automatically Refrain 
from Overwriting 

0085. As will be further discussed, a solution to the 
above-described problem according to the present invention 
involves having the client detect whether any received 
changes involve client records that are fresh versus the 
Sender, and handling any Such changes in Special Ways (e.g., 
discarding them or locally performing conflict detection or 
resolution). The preferred embodiment allows the client to 
make its detection automatically without needing to com 
pare timestamps from different clocks and without locally 
performing conflict resolution by making the user decide. 
(Comparison of timestamps will be further discussed in a 
later Section.) AS will be discussed, the preferred Solution 
involves having the “other side of a Synchronization (e.g., 
the Server's Side) (e.g., the side Sending changes believed to 
be “conflict-free”) include information about the other side's 
knowledge of “this side's records (e.g., the client's Side's 
records). The information can then be used on this side to 
detect that local data has changed versus the other side's 
knowledge of this Side and that therefore the changes 
received from the other Side are Suspect and not necessarily 
conflict-free. 

0.086 FIG. 3 is a flowchart that shows a synchronization 
method 300 that embodies the preferred solution. The 
method 300 includes a step 310, in which the client identifies 
client record changes that are fresh versus the Server. The 
client Sends these fresh client record changes to the Server in 
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a step 315 and includes, in the Sending, indicator(s) that 
indicate the current version of each client record whose 
change is being sent. These indicator(s) preferably take the 
form of the change Send time for each change, according to 
the client's clock. A Single Send time may be sent as the 
version indicator for a group of changes that are considered 
to be sent at the same time. The change Send time for a 
change, in essence, establishes that the Sent change reflects 
a version of a record that was modified no later than the 
change Send time. In an alternative embodiment, the modi 
fication time of each client record is itself directly used as 
the record's version indicator. 

0087. In a step 320, the server receives the client changes 
and their client version indicator(s); acknowledges receipt of 
the client changes to the client (e.g., if asked) if no errors are 
encountered; performs conflict resolution on the received 
changes versus any changes in the GUD (e.g., changes 
received from other clients or from the user); propagates the 
client changes that survive conflict-resolution into the GUD; 
stores in the GUD, for each GUD record corresponding to a 
client change, the version indicator of the client change 
against which the GUD record is now conflict-free (e.g., 
conflict-resolved). After the step 320, the server, in a step 
323, identifies GUD changes that are fresh versus the client. 
Because records in the GUD are conflict-free, the identified 
GUD changes are also conflict-free versus the last known 
state of the client. The server sends the fresh GUD changes 
to the client in a step 325 and includes in the Sending, for 
each GUD record, the client version indicator of the last 
known corresponding client record (if any), against which 
the GUD record is conflict-free (e.g., conflict-resolved). 
0088. Note that the conflict resolution performed by the 
server in the step 435A preferably includes automatic, 
timestamp-based conflict resolution (e.g., latest change 
always wins) that typically involves comparison of times 
tamps from different clocks. In particular, the Server com 
pares each client change's modification timestamp, which is 
preferably received along with the client changes, with 
“priority time(s)" that the server has stored for the corre 
sponding GUD record's field(s) (which time(s) are typically 
the latest modification timestamps for the relevant record 
field(s) previously received from any client). The version 
indicators of the method 300 are not necessarily the same as 
Such modification timestamps that may or may not otherwise 
be provided with the dataset changes for general use in 
conflict resolution against changes from different datasets. 
Indeed, as has been Stated, in the preferred embodiment the 
version indicators are Send-times, not modification times. In 
general, the method 300 can be operated, without requiring 
comparison of timestamps from different clockS and without 
requiring user input, independently of whatever conflict 
resolution method is used. 

0089. In a step 330, the client receives the GUD changes 
including the version-indicator(s) of the GUD changes 
last-known corresponding client records. In a step 335, the 
client determines, from the version indicators for each 
received GUD change, whether the GUD change is conflict 
free from the Server with respect to the current version, or an 
earlier version, of the corresponding client record. For 
example, if the corresponding client record has changed 
Since the version indicated by the received version indicator, 
then the GUD change is conflict-free with respect to an 
earlier version of the client record. If this is the determina 
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tion, then the GUD change is suspect and in a step 340 is 
Subject to Special handling. If not, then the GUD change is 
conflict-free (e.g., conflict-resolved) with respect to the 
current version of the client record, and the GUD change in 
a step 345 is subject to normal handling. 
0090 For simplicity, special handling in the step 340 
preferably means that the client discards the GUD change, 
and will not acknowledge its correct, ordinary receipt in the 
ordinary manner to the server (e.g., if asked). (Acknowl 
edgment of receipt of Sent changes and other details of 
Synchronization communications will be further discussed 
in a later Section.) As an alternative to discarding Suspect 
GUD changes, a client can be more Sophisticated and 
perform conflict resolution locally to the degree that it is 
capable. For example, if the client is actually another 
instance of the synchronizer, the GUD of which instance is 
acting as a client dataset, then the client can perform full 
conflict resolution according to the Server's methodology. 
Under normal handling in the step 345, if the client finds no 
further reason to discard or otherwise Specially handle the 
received GUD change, then the client will acknowledge 
receipt of the GUD change (e.g., if asked to acknowledge by 
the server), as will be further discussed, and the client 
propagates the GUD change to the client dataset in its 
ordinary way. Additional details underlying the Steps of the 
method 300 will be discussed in later section(s). 
0091 B. Problem: Received Change Is Received Out Of 
Order 

0092] 1. Introduction 
0093. If the communication system being used between 
the client and the Server cannot guarantee FIFO ordering, a 
dataset change or other Signal may be received out of order. 
Such a change may be obsolete. A Solution to this problem 
according to the present invention involves detecting at the 
receiving Side whether any received changes involving a 
Same record have been received out of order and handling 
any Such changes in special ways (e.g., discarding them). 
Such detection and Special handling is especially preferred 
in a receiving side (e.g., a client's Side) that receives changes 
that would be conflict-free if FIFO delivery order actually 
were guaranteed. 

0094 Preferably, changes that are received out-of-order 
with respect to changes involving different records are Still 
used, and changes are specially handled (e.g., discarded) due 
to out-of-order receipt only if they involve a particular 
record that was also the Subject of a later-Sent but earlier 
received change from the other Side. For example, consider 
the following Scenario: 

Time 1: The server sends changes A1 and B1 reflecting current server 
records A and B, respectively. 

Time 2: Record B is modified in the server. 
Time 3: The server then sends a new change B3 reflecting the current 

server record B. 

0.095 If the client receives the change B3 before changes 
A1 and B1 (i.e., in non-FIFO order), the client should 
commit the change B3 (e.g., immediately) Such that the 
corresponding client record also reflects the Server record of 
Times 2 and 3. When the client later receives the changes A1 
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and B1 (i.e., in non-FIFO order), the client should still 
commit the change A1 (e.g., immediately), but should ignore 
the change B1. 
0096 2. The Preferred Solution: Use Change, But 
Refrain. If Harmful 

0097 FIG. 4A is a flowchart that shows a method 400 for 
transferring and handling dataSet changes during Synchro 
nization to handle non-FIFO delivery. The method 400 
embodies the above-introduced preferred solution for ordi 
narily using changes received out of FIFO order, unless they 
were received out of FIFO order versus later-sent changes 
involving the same record, in which case they are Specially 
handled (e.g., discarded). The method 400 includes a step 
410, in which the Sender (e.g., the Server) sends a change R1 
that involves a record R in the Sender and includes in the 
sending an indicator S1 of the version of the record R that 
is reflected in the change R1, e.g., an indicator S1 of Send 
order. Preferably, the version indicator S1 is the change send 
time of the change R1 according to the Sender's clock. Later, 
in a step 415, the Sender Sends a change R2 involving the 
Same record R in the Sender's dataset, and includes in the 
Sending an indicator (e.g., send time) S2 of the version of the 
record R reflected in the change R2. Between the steps 410 
and 415, the GUD record R may or may not have changed; 
i.e., the Sent change R1 and R2 may or may not be different 
changes. A Single Send time may be sent as the version 
indicator for a group of changes that are considered to be 
Sent at the Same time. In an alternative embodiment, the 
modification time according to the Sender's clock of each 
record is used as the record's version indicator, instead of the 
Send time. 

0098. At some time after step 410 or step 415 or both, in 
a step 420, the recipient (e.g., client) receives a change (e.g., 
R1 or R2) along with a send version indicator (e.g., S1 or S2) 
for the received change. The received change corresponds to 
a record DR in the recipient's dataset. Next, in a step 425, 
the recipient compares the received Send version indicator 
(e.g., R1 or R2) with a previously-received send version 
indicator (e.g., the other of R1 or R2) that the recipient has 
previously stored as a part of the Status of the recipient 
record RR. If the received version indicator indicates a 
version that is no later than the previously-received version, 
then the received change is obsolete, and is Subject to special 
handling in a step 430. Otherwise, the received change is not 
obsolete, and is Subject to ordinary handling in a step 435. 
0099 Special handling in the step 430 preferably means 
that the recipient discards the received change, and will not 
acknowledge its correct receipt to the Sender (e.g., if 
requested). Under ordinary handling in the step 435, the 
recipient Stores the received Sender version indicator as the 
recipient record RR's Stored latest Sender version indicator 
(for the particular Sender) and, if the recipient finds no 
further reason to discard or otherwise Specially handle the 
received change from the Sender, then the recipient acknowl 
edges receipt of the received change (e.g., when asked to 
acknowledge by the Sender) and propagates the received 
change to the recipient's dataset in the ordinary way. Addi 
tional details underlying the steps of the method 400 will be 
discussed in later Section(s). 
0100 3. Illustration of the Preferred Solution in a Syn 
chronization Method 

0101 FIGS. 4B and 4C together are a flowchart that 
shows a synchronization method 450 according to the pre 
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ferred embodiment. The method 450 is essentially the syn 
chronization method of FIG. 3 (which handles received 
changes that affect fresh records, e.g., under high commu 
nication latency) Supplemented and combined with the 
method of FIG. 4A (which handles dataset changes that may 
be delivered in non-FIFO order). It’s worth noting that the 
method 300 of FIG. 3 and the method 400 of FIG. 4A each 
uses for its own purpose version indicators associated with 
sent changes. The method 450 of FIGS. 4B and 4C pref 
erably uses the same type of version indicator (namely, Send 
times) both for the purpose of the method 300 and for the 
purpose of the method 400, as shown in FIGS. 4B and 4C, 
but is not restricted to using the same type of version 
indicator for both purposes. 

0102) As with the method 300 of FIG.3, the method 450 
that starts at FIG. 4B includes a step 310, in which the client 
identifies client record changes that are fresh versus the 
server. The step 310 is followed by a step 315A, in which the 
client Sends these fresh client record changes and their client 
version indicator(s) (preferably, their send time(s)) to the 
server. In the step 315A, the client version indicator(s) are 
being sent both for the purpose of the method 300 and also 
for the purpose of the method 400. The step 315A is 
essentially the step 315 from FIG. 3, in the preferred 
embodiment. The Server receives and processes these client 
changes in the step 320A. 

0103) The step 320A is essentially the step 320 from FIG. 
3, Supplemented and combined with the steps 425,430, and 
435 from FIG. 4A to handle client changes received in 
non-FIFO order. The step 320A includes sub-steps 455, 
425A, 430A, and 435A. In the step 455, the server receives 
the client changes and their client version indicator(s). For 
each received client change, the Server in a Step 425A 
compares the received client version indicator with a highest 
previously-received version indicator from this client that 
the Server has previously Stored as a part of the Status of the 
corresponding GUD record. If the received version indicator 
indicates a version that is no later than the previously 
received version, then the received change is obsolete, and 
is subject to special handling in the step 430A. Otherwise, 
the received change is not obsolete, and is Subject to 
ordinary handling in the step 435A. 

0104 Special handling in the step 430A preferably means 
that the Server discards the received change, and will not 
acknowledge its correct receipt to the client (e.g., if 
requested). Under ordinary handling in the step 435A, the 
Server acknowledges receipt of the client changes to the 
client (e.g., if asked) if no errors are encountered; performs 
conflict resolution on the received changes verSuS any 
changes in the GUD; propagates the client changes that 
Survive conflict-resolution into the GUD; and stores in the 
GUD, for the GUD record corresponding to the client 
change, the version indicator of the client change, against 
which the GUD record is now conflict-free (e.g., conflict 
resolved). 
0105. Note that the conflict resolution performed by the 
server in the step 435A preferably includes automatic, 
timestamp-based conflict resolution (e.g., latest change 
always wins) that involves comparison of timestamps from 
different clocks. If Such conflict resolution were guaranteed 
to be always possible (e.g., all timestamps from all datasets 
are guaranteed to be convertible into a common time for 
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correct, meaningful comparison), then the step 320A may 
optionally be replaced with the step 320 of the method 300 
of FIG. 3. In general, the methods 900 and 950 may be 
operated, without requiring comparison of timestamps from 
different clocks and without requiring user input, indepen 
dently of whatever conflict-resolution method is used. In 
particular, the version indicators Stored in the StepS 435, 
435A, and 435B for a record are maintained, in anticipation 
of a next reception of a change for the record from the Sender 
dataset, even after the record in the recipient dataset gets 
overwritten by values from a dataset other than the sender 
dataset, should Such an overwriting occur. 

0106) The method 450 continues at FIG. 4C. After the 
Server has received and processed the client changes in the 
step 320A, it identifies GUD changes that are fresh versus 
the client in a step 323. The server sends the fresh GUD 
changes to the client in a step 325A and includes in the 
Sending, for each GUD record, the client version indicator 
(similarly to the step 325 of the method 300) and also the 
server version indicator (similarly to the step 410 or 415 of 
the method 400). The step 325A essentially corresponds to 
the step 325 of the method 300 combined with the step 410 
or 415 of the method 400. 

0107. In a step 330A, the client receives the GUD 
changes including the client version-indicator(s) of the GUD 
changes last-known corresponding client records (similarly 
to the step 330 of the method 300) and also including the 
server version indicator (similarly to the step 420 of the 
method 400). The step 330A essentially corresponds to the 
step 330 of the method 300 combined with the step 420 of 
the method 400. 

0108. The client handles each received GUD change via 
some or all of steps 425 B, 335, 430B, and 435B. In the step 
425B, the client compares the received server version indi 
cator for the each GUD change with a latest server version 
indicator that was previously received and Stored by the 
client. If the received version indicator indicates a version 
that is no later than the latest Server version previously 
received, then the received GUD change is obsolete, and is 
subject to special handling in the step 430B. Otherwise, the 
received GUD change is not made obsolete by a later-Sent 
but earlier-received change from the Server, and the client 
proceeds to the step 335. In the step 335, the client deter 
mines, from the client version indicator for the received 
GUD change, whether the GUD change is conflict-free from 
the Server with respect to the current version, or an earlier 
version, of the corresponding client record. For example, if 
the corresponding client record has changed since the Ver 
Sion indicated by the received version indicator, then the 
GUD change is conflict-free with respect to an earlier 
version of the client record. If this is the determination, then 
the GUD change is suspect and in the step 430B is subject 
to Special handling. If not, then the GUD change is conflict 
free (e.g., conflict-resolved) with respect to the current 
version of the client record, and the GUD change in the Step 
435B is subject to normal handling. 

0109 For simplicity, special handling in the step 430B 
preferably means that the client discards the GUD change, 
and will not acknowledge its correct receipt to the Server 
(e.g., if asked). Under normal handling in the step 435B, if 
the client finds no further reason to discard or otherwise 
Specially handle the received GUD change, then the client 
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acknowledges receipt of the GUD change (e.g., if asked to), 
Stores the received server version indicator as the latest 
Server version indicator that has been received in connection 
with the GUD change's corresponding client record, and 
propagates the GUD change to the client dataset in its 
ordinary way. The step 430B essentially corresponds to the 
step 340 of the method 300 and also the step 430 of the 
method 400. The step 435B essentially corresponds to the 
step 345 of the method 300 combined with the step 435 of 
the method 400. Additional details underlying the steps of 
the method 450 will be discussed in later section(s). 
0110. C. Problem: Chatty Protocols. Unfit for High-La 
tency Synchronization 

0111 1. Introduction: Characterizing Chattiness. Using 
Concept of “Ply” 

0112 AS has been discussed, chatty protocols, i.e., pro 
tocols that require numerous Sequential communication 
eXchanges, are unsuitable for use in Synchronizing acroSS 
communication environments. To discuss the chattiness of 
synchronization protocols, the term “ply” will be used. The 
concept of “ply, as introduced in this document, is used to 
characterize the chattiness of any conversation or exchange 
of messages between two parties. For example, consider a 
Scripted dramatic dialog between two actors in which only 
one actor Speaks at a time. Each uninterrupted Set of 
utterances by one actor forms a “ply, and the Script for the 
dialog can be characterized as an "N-ply” Script. For another 
example, consider an exchange of letters between two 
parties, Albert and Betty, by mail. Suppose Albert and Betty 
each has an agenda, or algorithm, for the overall eXchange 
of letters. For example, Albert's algorithm might be: A1) I 
will Send a letter describing my vacation and asking about 
Betty’s vacation; A2) I will send a letter describing my 
favorite food; and A3) If Betty replies that her vacation was 
spent in California, then I will Send a letter describing my 
childhood spent in calif. Betty’s algorithm might be: B1) I 
will await a query from Albert and Send a letter replying to 
that query; and B2) I will send a letter describing my first 
automobile. The algorithms for Albert and Betty can com 
pletely “finish’ most quickly if the letters of A1, A2 and B2 
are Sent immediately, to constitute a first ply; the letter of B1 
is Sent after receipt of the letter of A1, to constitute a Second 
ply; and the letter of A3 is sent after receipt of the letter of 
B1, to constitute a third ply (assuming that Betty's vacation 
was spent in California). Thus, the letter-writing algorithm 
for Albert and Betty is a three-ply algorithm. 

0113 Speaking more generally, the set of Synchroniza 
tion messages needed to conduct a Synchronization accord 
ing to a Synchronization protocol/algorithm may be grouped 
into a Sequence of plies. Each ply is a group of messages 
having the following defined property: once all messages in 
a ply in the Sequence have been fully received and pro 
cessed, then (assuming there are no errors) there is no further 
restriction that prevents any message of the immediately 
next ply in the Sequence from being Sent. Thus, if all 
Synchronization messages in a ply of an N-ply protocol are 
modeled as being Sent Simultaneously and processed by the 
communication network Simultaneously, then the commu 
nication network contributes only about N transmission 
latencies of delay to the Synchronization (one respective 
transmission latency per ply), assuming that no errors occur. 
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0114 2. Constant-Pily Solution Reduces Chattiness And 
Maintains Reliability 
0115 Prior synchronization schemes that requires each 
record to be individually requested and Sent via a commu 
nication network can require an unlimited number of plies, 
e.g., more than thousands or tens of thousands of plies, 
depending on the number of records being Synchronized. In 
contrast, Synchronization methods of the present invention 
do not require numerous Sequential communication 
eXchanges—i.e., do not require numerous plies. Generally, 
Synchronization methods of the present invention allow 
merely a constant number of plies to be used for Synchro 
nization for any amount of data to be Synchronized, assum 
ing no errors. In any event, the number of plies needed for 
Synchronization according to the present invention needs not 
grow linearly with the number of data records being Syn 
chronized, in contrast to Synchronization methods that 
requires each record to be individually requested/transmitted 
in Sequence acroSS a communication medium. Significantly, 
even if errors (e.g., communication errors) do occur, Syn 
chronization methods of the present invention can Still 
maintain proper State, avoid loSS of data, recover, and 
determine and optionally convey to the user the current State 
of Synchronization. 
0116 3. The Six-Ply Solution 
0117 FIG. 5A is a diagram that depicts the communi 
cation between a client and the Server for a six-ply Synchro 
nization method 500 according to the present invention. The 
six-ply synchronization method 500 includes six plies 
(groups) 501-506 of synchronization communications in 
sequence. Each of the six sequential plies 501-506 is shown 
in FIG. 5A with an arrow (from which the labels “501”- 
“506” extend) that represents the transmission of a set of 
messages for the ply (and therefore represents transmission 
latency for the ply). 
0118. In one embodiment, each ply of communications is 
Sent as a single (perhaps large) message (e.g., e-mail or 
pager message). In Such an embodiment, each ply is not sent 
until the entire previous ply is received. If one side of the 
Synchronization sends a ply of communications that requires 
a reply, but does not receive a responding ply of commu 
nications, then the Side would re-Send its entire ply. In 
another, preferred embodiment, the communications within 
each ply are sent individually, and preferably in order (top 
to bottom in FIG. 5A). Ideally, all such communications 
arrive at the intended recipient and in FIFO order, and the 
recipient processes communications, in order, as Soon as 
they are received. However, the beauty of the present 
invention is that, in part because of the robustness and 
flexibility of the synchronization protocol (further described 
in later Sections) according to the present invention, even if 
Some communications get lost or arrive out of FIFO-order, 
the communications that do arrive are processed, if possible, 
and all sides (e.g., both sides) of the Synchronization main 
tain proper State without permanently losing data. Sending 
communications of a ply individually has advantages, Such 
as the advantage that Small messages are leSS Susceptible 
than large messages to transmission failure in wireleSS 
paging and other communication mediums. 
0119). In the first ply 501, the client sends 520A client 
record change(s) (e.g., additions, modifications, deletions) to 
the server. The client also sends 524A request(s) for 
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acknowledgment of receipt of the Sent client record 
change(s). The server receives (521A, 525A, respectively) 
the client record change(s) and the request(s) for acknowl 
edgment of the client record change(s). 

0120 In the second ply 502, the server responds by 
sending 528A acknowledgment(s) of received client record 
change(s) to the server. The client receives 529A the 
acknowledgment(s). 

0121. In the third ply 503, the client sends 532Aa request 
for the server's (GUD's) fresh record change(s) to the server. 
The server receives 533A the request. 

0122) In the fourth ply 504, the server responds by 
Sending 536AGUD record change(s) (e.g., additions, modi 
fications, deletes) to the client. The server also sends 540A 
request(s) for acknowledgment of receipt of the sent GUD 
record change(s). The client receives (537A, 541A, respec 
tively) the GUD record change(s) and the request(s) for 
acknowledgment of the GUD record change(s). 
0123. In the fifth ply 505, the client responds by sending 
544A acknowledgment(s) of received GUD record 
change(s) to the server. If the received GUD record 
change(s) include record addition(s), the sent acknowledg 
ment(s) would include new record mapping(s), e.g., client 
record ID(s), for client record(s) that were newly added in 
response to the received GUD addition(s). If the acknowl 
edgment(s) include new record mapping(s), the client sends 
548A request(s) for acknowledgment of receipt of the sent 
new record mapping(s). The server receives (545A, 549A, 
respectively) the acknowledgment(s), including any new 
record mapping(s), and any request(s) for acknowledgment 
of the new record mapping(s). 
0.124. In the sixth ply 506, the server responds by sending 
552A acknowledgment(s) of received new record map 
ping(s) to the server. The client receives 553A the acknowl 
edgment(s). 

0125 4. The Four-Ply Solution 

0.126 FIG. 5B is a diagram that depicts the communi 
cation between a client and the Server for a four-ply Syn 
chronization method 570, according to the present invention, 
that includes four plies 571-574 of synchronization commu 
nications. The four-ply synchronization method 570 
resembles the six-ply synchronization method 500 of FIG. 
5A, and the steps of FIG. 5B are numbered similarly to 
similar steps in FIG. 5B. As with the six-ply method 500 of 
FIG. 5A each ply of communications may be sent as a Single 
(perhaps large) message (e.g., e-mail or pager message), or 
the communications within each ply are Sent individually, 
and preferably in order (top to bottom in FIG. 5B). 
0127. The four-ply method 570 performs a full synchro 
nization using only four plies of communications. In the first 
ply 571, the client sends 520B client record change(s) (e.g., 
additions, modifications, deletes) to the server. The client 
also sends 524B request(s) for acknowledgment of receipt of 
the sent client record change(s). The client also sends 532B 
a request for the server's (GUD's) fresh record change(s) to 
the server. The server receives (521B, 525B, and 533B, 
respectively) the client record change(s), the request(s) for 
acknowledgment of the client record change(s), and the 
request for the Server's fresh record change(s). 
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0128. In the second ply 572, the server responds to the 
request of the step 524B by sending 528B acknowledg 
ment(s) of received client record change(s) to the server. The 
server also responds to the request of step 533B by sending 
536B GUD record change(s) (e.g., additions, modifications, 
deletes) to the client. The server also sends 540B request(s) 
for acknowledgment of receipt of the sent GUD record 
change(s). The client receives (529B, 537B, and 541B, 
respectively) the acknowledgment(s) of received client 
change(s), the GUD record change(s), and the request(s) for 
acknowledgment of the GUD record change(s). 
0129. The third and fourthplies 573 and 574 resemble the 
fifth and sixth plies 505 and 506 of the method 500 of FIG. 
5A and need not be laboriously described again. 
0130) 5. The Nominally-Two-Ply Solution 
0131 FIG. 5C is a diagram that depicts the communi 
cation between a client and the Server for a nominally 
two-ply synchronization method 580 according to the 
present invention. The nominally two-ply Synchronization 
method 580 includes two plies 581 and 582 of synchroni 
Zation communications in Sequence. The two-ply Synchro 
nization method 580 resembles the four-ply synchronization 
method 570 of FIG. 5B, and the steps of the two-ply method 
of FIG. 5C are numbered similarly to similar steps in FIG. 
5B. 

0132) The nominally two-ply synchronization method 
580 differs from the four-ply synchronization method 570 in 
that the last two plies 573 and 574 of one synchronization 
are combined with the first two plies 571 and 572, respec 
tively, of a next Synchronization, to form the nominally 
two-ply synchronization method 580. This is a form of 
pipelining the four-ply synchronization method 570 to pro 
vide higher Synchronization throughput. Put another way, 
this is a way of Starting a new Synchronization before the 
previous Synchronization has fully ended, i.e., before all 
eXchanged records of the previous Synchronization have 
been fully mapped to each other in the Server's internal 
database. The nominally two-ply Synchronization method 
580 can be advantageously employed to repeatedly synchro 
nize (e.g., perpetually Synchronize) a dataset that undergoes 
frequent changes. For example, a client may be programmed 
to check for fresh client changes or acknowledgment 
requests (e.g., requests for mappings) according to a user 
Settable Schedule (e.g., every N minutes, where N is user 
Settable and defaults, e.g., to thirty), and if Such fresh 
changes or requested acknowledgments are found, the client 
initiates the method 580 by sending the transmissions of the 
first ply 581. For another example, a client may be pro 
grammed to initiate the method 580 as soon as it detects that 
the Server has become reachable via the communication 
medium, e.g., as Soon as the Server has come into transmis 
Sion range. 

0133. D. Allowing Flexible (e.g., Partial) and Asynchro 
nous Synchronization 

0134) Synchronization methods according to an embodi 
ment of the present invention include flexibly performing 
Synchronization transactions at will (e.g., at the user's dis 
cretion) outside the context of a full, two-phased Synchro 
nization in which dataset(s) being Synchronized are locked 
against user changes during Synchronization. For example, 
the user's wireless (client) device includes a simple “Send 
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changes' command (e.g., a button), that when invoked by 
the user, sends all fresh client changes (or only fresh changes 
involving a set of user-selected records) to the server, 
without invoking return changes from the server. (Changes 
in a client dataset are fresh with respect to the Server if, for 
example, they include values or Status, e.g., “deleted’, that 
the server may not have seen before.) For another example, 
the client device includes a simple “get changes' command 
(e.g., a button) that, when invoked by the user, requests all 
fresh GUD changes (or only fresh changes involving a set of 
user-selected records) from the server, without first requiring 
that all fresh client changes have already been Sent to the 
Server. (Changes in the server dataset are fresh with respect 
to a client if, for example, they include valueS or Status, e.g., 
“deleted”, that the client may not have seen before.) 
0135 Further, these free-form transactions are performed 
without needing to lock the client dataset against user 
modification for any user-appreciable lengths of time (; e.g., 
any processing delays are much shorter than the maximum 
possible transmission latency encountered by Synchroniza 
tion signals.) Still further, these free-form transactions are 
performed even if the client is a simple one that does not 
ordinarily perform conflict resolution locally but relies on 
the server to provide conflict resolution. These free form 
transactions may be controlled by user input to the Synchro 
nization System (e.g., to the server or to a client accessor) for 
initiating Synchronization. The user input may specify trans 
actions (e.g., "send changes”, “get changes”, “synchronize”) 
either for immediate execution or for timed execution (e.g., 
“synchronize at 2:00am”). Such free-form transactions may 
be implemented for example by freely undertaking the 
“plies” of transmissions in the methods 500, 570, or 580 in 
an asynchronous or connectionless manner. 
0.136 E. Sent Changes/Signals Get Lost: A Non-Chatty 
Solution is Provided 

0.137. During the synchronization process, dataset 
changes and other signals are sent between a client (dataset 
accessor) and the server (Synchronizer core). AS is described 
elsewhere in this document, these changeS/Signals may be 
sent in multiple batches. Due to the limitations of the 
communication System used, Some batches may get lost. A 
Solution to this problem according to the present invention 
involves Seeking acknowledgment from the other Side for 
sent (batches of) changes/signals. However, in a high 
latency environment, it is not desirable to await acknowl 
edgment of each batch before Sending the next batch. 
Therefore, as will be further explained, preferred synchro 
nization methods according to the present invention ensure 
robustneSS against lost changeS/Signals by using acknowl 
edgments, but do not generally require a linear, in-sequence 
confirmation of each batch of communications before other 
Synchronization communications can be sent or processed. 
Rather, a (less-chatty) asynchronous, pipelined communica 
tion/synchronization Scheme is used, in which robustneSS 
against lost changeS/signals is still maintained. The methods 
500, 570, and 580 embody this design approach. 
0138 F. Single Framework For Various Synchronization 
Styles 

0139 AS has been mentioned, the present invention per 
mits and includes in its embodiments a variety of Synchro 
nization methods of various styles or modalities (e.g., par 
tial, six-ply, four-ply, nominally-two-ply, and the like). 
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These different methods may be chosen according to the 
particular circumstances and needs for a given Synchroni 
Zation or Synchronization client. According to the present 
invention, a Single, highly-flexible Synchronization protocol 
framework (including, e.g., “action objects”, which will be 
further discussed) is used to realize the various Synchroni 
Zation methods, as will be further described in later Sections. 
For example, the methods of FIGS. 3, 4A-C, and 5A-C are 
all preferably all implemented using a Same underlying 
Synchronization protocol framework (e.g., “action objects”), 
as will be further described, according to the present inven 
tion. 

0140 G. Hiding Complexity from Clients, AS Appropri 
ate For Clients Capabilities 
0.141. The present invention is capable of largely confin 
ing complexity into the Synchronization engine and away 
from the client's Side of the communication channel under 
certain conditions. Such a capability is helpful if very simple 
client datasets are to be Supported. In particular, the conflict 
resolution (including duplicate-resolution) task is preferably 
confined if and when possible to the Synchronizer core 
because the Synchronizer core can devote Substantial 
resources (e.g., field-based priorities, other extensive status 
information, processing power, and the like, etc.) to the task. 
Under this preferred division of labor, the client generally 
receives changes that are known to be conflict-resolved with 
respect to a previous State of the client. Depending on the 
capabilities, limitations, or needs of particular client 
datasets, however, the present invention may allow func 
tionality Such as conflict resolution to be delegated to the 
client's Side of the communication channel, but preferably 
with assistance or Supervision from the Synchronizer core, as 
will be further described below. 

0.142 IV. A More Detailed Discussion: Re-Introduction 
to Synchronization 
0.143 A. Datasets, Records, and Synchronization 
0144. Datasets are collections of data. According to the 
present invention, the purpose of Synchronizing two, or 
more than two, datasets is to update them as necessary with 
data from one another So that they contain the same or 
equivalent data (generally, the latest data), at least in the 
portions of the datasets that the user has designated for 
Synchronization. Each dataset may be organized into indi 
vidual data records. For example, a dataset having contact 
information may be organized into records, including a 
record listing a “Bill Smiths' phone numbers and addresses 
and another record listing a “Ted Brown's phone numbers 
and addresses. In general, if records have been added to any 
dataset before a Synchronization, then equivalent records are 
added to the other datasets as a result of the Synchronization. 
Also, generally, if modifications or deletions of records have 
been made to one dataset before the Synchronization, then 
equivalent modifications and deletions of corresponding 
records are made to the other datasets as a result of the 
Synchronization. (The preceding discussion of Synchroniza 
tion according to the present invention becomes more com 
plicated if conflicts or duplicates are present. Conflicts and 
duplicates are further described in later Sections.) 
0145 B. Record Files, Data Types, Data Fields, etc. 
0146 In Synchronizing two, or more than two, datasets, 
a correspondence is generally established between particular 
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records acroSS the datasets. For example, a contact record for 
“Bob Smith, of Acme Widgets” may exist in every dataset 
(perhaps as a result of Synchronization), and these records in 
different datasets may correspond to one another. The 
records in a dataset may be of various data types, for 
example, a time-Zone type, a contact type, a calendar-entry 
type, a task (or “to do'-list-entry) type, a memo type, an 
electronic-mail type, or other types. In general, each record 
may include data organized into one or more data fields. For 
example, a contact-type record may include data for a "last 
name” field, a “first name” field, a “company” field, and 
many other fields. For many typical data types, it is not 
necessary for each record of the data type to have data for 
every possible field. For Synchronization, a correspondence 
is typically established between particular data fields acroSS 
datasets. For example, a “title” field for contact records in 
one dataset may correspond to a “Job Title” field for contact 
records in another dataset. In general, the Systems and 
methodologies of the present invention can be adapted to 
work with any one type of data, or with any multiple types 
of data, and with arbitrarily defined or named data fields. 

0147 Within a dataset, the records of a particular data 
type may further be organized into one or more groups that 
are here referred to as record files. Examples of record files 
include “Cardfiles' in Starfish's Sidekick(E) PIM or “folders' 
in Microsoft's Outlook PIM. A preferred embodiment of the 
invention allows the user to specify an arbitrary correspon 
dence, or mapping, of particular record files of the Same data 
type in different datasets to each other. For example, the user 
may specify that a record file named “BusineSS Contacts' in 
a first dataset, a record file named “Contacts in a Second 
dataset, and a record file named “Customer List” in a third 
dataset be mapped to one another. Separately, the user may 
specify that only a record file named “Calendar' in the first 
dataset and a record file also named “Calendar' in the third 
dataset be mapped to each other. AS demonstrated by the 
preceding example, a user-specified Synchronization of mul 
tiple datasets by the preferred embodiment may include a 
number of Separate Synchronizations, each of which Syn 
chronizes a Set of mutually-mapped, or corresponding, 
record files. Each Synchronization of corresponding record 
files does not necessarily involve all of the multiple datasets. 
Each Synchronization of corresponding record files also 
need not necessarily involve the same datasets as other 
Synchronizations of other record files. For simplicity only, 
unless otherwise Stated or unless context demands other 
wise, discussion of Synchronizing datasets may use language 
as if to assume that all datasets involved in the Synchroni 
Zation each contains exactly one record file that is mapped 
to the one record file of all other datasets involved. It is to 
be understood that this simplification, and other simplifica 
tions made for ease of description, are not meant to limit the 
Scope of the invention. 

0148 C. Record Transformations 
0149 When performing synchronization, a synchroniza 
tion System transforms records from one dataset's represen 
tation into another dataset's representation. For example, the 
system may transform from an Internet SidekickCR cardfile 
for business contacts into a Synchronization-System-internal 
representation. Typically, there is a one-to-one relationship 
between records in the Source and target datasets. If this is 
not the case, however, the component of the System that 
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interacts with a non-conforming dataset (e.g., a dataset 
accessor) includes logic to handle this non-conformity. 
0150 D. Field Mapping Types and Field Conversion 
Types 
0151 Record transformations are a combination of field 
mappings and conversions from a Source record to a target 
record. It is often the case that there are significant differ 
ences in the number, size, type and usage of fields between 
two datasets in a Synchronization relationship. The Specifi 
cation of transformations generally depends on the particular 
datasets involved., and may be user configurable, with the 
Synchronization System providing defaults. 
0152. In a specific embodiment, the following types of 
field mappings are Supported. 

1. Null Source field has no equivalent field in the target 
dataset and is ignored during synchronization. 

2. One-to-One Map exactly one field in the target to one field 
in the source. 
Map one field in the target to many fields in the 
source, such as parse a single address line to fields 
for number, direction, street, Suite?apartment, 
or the like. 
Map several fields in the target to one field 
in the source, such as reverse the address 
line mapping above. 

3. One-to-Many 

4. Many-to-One 

0153. The following types of field conversions are Sup 
ported. 

1. Size Source field may be larger or smaller in size 
than the target field. 

2. Type Data types may be different, such as float?integer, 
character vs. numeric dates, or the like. 

3. Discrete Values A field's values may be limited to a known set. 
These sets may be different from target to source 
and may be user defined. 

0154 E. Conflicts and Duplicate Records 
O155 In general, the user may make arbitrary changes to 
individual datasets and later Synchronize the datasets. In 
general, each change made to a dataset (for example, addi 
tion, modification, or deletion of a record) by its user is 
propagated to other datasets as a result of a Subsequent 
Synchronization. However, it Sometimes happens that two, 
or more than two, changes are in conflict with one another 
Such that the changes cannot all be propagated without one 
change's undoing or otherwise interfering with another. 
Such changes give rise to a “conflict.” For example, a 
conflict exists when a user has made a modification to a 
record in a first dataset, and has separately made a conflict 
ing modification to the records corresponding record in a 
Second dataset. For a specific example, the user may have Set 
a contacts (e.g., Bob Smith’s) “title” field to “salesperson” 
in his handheld organizer device and Separately Set the 
corresponding contacts (Bob Smith’s) “title” field to “Sales 
Manager” on the user's desktop PIM. Automatic and user 
assisted methods for resolving conflicts according to the 
present invention are discussed in later Sections. 
0156 Occasionally, the user may cause the same, or 
matching, information to exist in different datasets without 
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using the present invention, and then use the present inven 
tion to Synchronize the datasets. For example, the user may 
cause records to exist for a “Bob Smith, of Acme Widgets” 
in multiple datasets, either by adding Such records or by 
modifying existing records into Such records. If the defini 
tion of the contact data type requires that the first name, last 
name, and company information for each contact be unique, 
then the example records would by definition match one 
another. In Such a situation, Simpleminded propagation of 
each added or modified record in each dataset to all other 
datasets would result in a duplication of records. Therefore, 
the present invention performs duplicate resolution to pre 
vent Such duplication. Automatic and user-assisted methods 
for resolving duplicates according to the present invention 
are discussed in later Sections. Preferably, logic for perform 
ing duplicate or conflict resolution is confined as much as 
possible to the Synchronization System's core and not at the 
client datasets accessor. 

0157 F. Timestamps 
0158. The present invention often will make processing 
decisions based on comparing the time at which past events 
occurred. For example, the System may want to know 
whether a record in a dataset was modified before or after a 
most recent Synchronization. Therefore, the time of various 
events should be recorded. One or more “timestamp' values 
in record fields are dedicated to this purpose. Typically, 
datasets involved in Synchronization can be assumed to 
Support a “last-modification-time' timestamp. Datasets that 
do not have timestamps, however, can Still be Synchronized 
using the present invention, but may require more process 
ing by the present invention (for example, to perform 
exhaustive record comparisons) or more intervention by the 
user (for example, during conflict resolution). 
0159. In conjunction with the use of timestamps to com 
pare the relative timing of record creation, modification, 
Synchronization, or the like, the clocks on the datasets 
respective devices may themselves be kept Synchronized, or 
assumed to be Synchronized, either to the same value, or to 
equivalent values, or to values having a constant offset. 
Equivalent clock values include clock values plus clock 
time-Zone information showing that the clock values corre 
spond to a common time, for example a common Greenwich 
Mean Time (GMT). Clock values having a constant offset to 
one another may exist for example if devices that do not 
include time Zone information have clockS Set for different 
time Zones. Clock values having a constant offset may also 
exist if two devices do not have their clocks Synchronized, 
and the user does not wish to, or cannot, Synchronize them. 
For example, the clocks on a Server computer and a local 
computer may not be Synchronized, and the user may be 
unable to reset the server clock, even though it is off by, for 
example, five minutes. In Specific Situations, the present 
invention will work directly with timestamps from the clock 
of a particular datasets device without first converting Such 
timestamps to a common time Such as time according to the 
synchronization system's own clock or GMT. This is done, 
when possible, to minimize problems due to any relative 
drift in the devices clocks, Such as drifts caused by clock 
inaccuracies or drifts caused by the user's re-setting of a 
clock on a device. Comparison of timestamps is further 
discussed elsewhere, for example in the incorporated U.S. 
patent application having Ser. no. 09/136.215 and elsewhere 
in this document. 
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0.160) Some information devices may be so simple as not 
to have real-time clocks (having time and date) at all. 
Datasets in Some of Such devices and other devices, instead, 
use simple counters as their (non-real-time) clocks. Such 
counters are incremented either continually at unspecified 
and possibly non-constant rates or upon the occurrence of 
particular activities or events. For example, the counter may 
be incremented whenever any record is changed in the 
dataset (Such that the counter counts changes). Counter 
values may be Suitable for use as timestamps (e.g., last 
modification timestamps) for the dataset, especially if the 
counters are guaranteed to increase between one change to 
any record within the dataset and any Subsequent change to 
any record within the dataset. However, Such timestamps for 
the dataset cannot readily be converted into a real time (e.g., 
GMT time and date) and therefore cannot readily be com 
pared with timestamps (e.g., real-time timestamps) from 
other datasets (and therefore are not globally-usable). Syn 
chronization Schemes according to embodiments of the 
present invention will work with even Such datasets. In 
particular, the Synchronizer, and especially the client acces 
Sor, does not need to compare timestamps from Such a client 
dataset's clock with timestamps from another clock, Such as 
the reference dataset's clock. For data from Such datasets, 
however, timestamp-based automatic conflict resolution 
(e.g., “latest change wins') may not be possible, as will be 
described. Regardless, even for client datasets with real-time 
clocks that produce globally-usable timestamps, comparison 
between timestamps from different devices can be problem 
atic due to time-drift and other issues, and when needed are 
preferably confined to the Synchronization Systems core. 
Preferably, all client datasets do have and use real-time 
clocks that provide globally-usable timestamps (e.g., con 
vertible into GMT). Most especially, the synchronizer core 
(including the reference dataset) preferably has and uses a 
real-time clock that provides globally-usable (e.g., convert 
ible into GMT) timestamps for the core's records and 
operations. 

0.161 V. A More Detailed Discussion: The Synchroniza 
tion System 

0162 A. System Architecture 
0163 FIG. 6 is a block diagram that shows the architec 
ture of a synchronizer 600 according to an embodiment of 
the invention. The synchronizer 600 includes a client acces 
sor 605 and a synchronizer core 240A which communicate 
with each other by exchanging messages called “action 
objects”615, 617, 619, 621, 623, and 625 via a communi 
cation network 610 that is found in the environment of the 
Synchronizer and via a communication layer 630 and input 
queue 632 and output queue 634. In the preferred embodi 
ment, the synchronizer 600 includes a synchronization 
Server, capable of wireleSS-and Internet-based communica 
tion, on which the synchronizer core 240A is implemented. 

0164. The communication network 610 may include 
wireleSS or wireline networks for providing point-to-point, 
real-time connections (e.g., Sockets, full- or half-duplex 
connections, and the like, etc.) and/or wireless or wireline 
networks for transferring messages (e.g., paging messages 
or e-mails). Examples of Suitable communication networks 
include GSM networks (Global System for Mobile Com 
munications), PCS networks (Personal Communication Ser 
vices), TDMA (Time-Division Multiple Access) networks, 
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CDMA (Code-Division Multiple Access) networks, wireless 
paging networks, AMPS (Advanced Mobile Phone System) 
networks, CDPD networks (Cellular Digital Packet Data), 
POTS networks (Plain-Old-Telephone-Service), the Inter 
net, other IP-based (Internet-Protocol) or TCP/IP-based 
(Transmission Control Protocol/IP) networks, networks Sup 
porting SMS (Short Messaging Service), networks support 
ing WAP (Wireless Application Protocol) or HDTP (Hand 
held Device Transport Protocol), other cellular networks, 
other paging networks, other digital or analog wireleSS 
networks, other wireline networks, other circuit- or packet 
based networks, and like networks. (WAP specifications are 
available for free download on the Internet at 
http://www.wapforum.com/docs/technical.htm .) 
0.165. The client accessor 605 handles access to informa 
tion in a particular client dataset (not shown) and handles 
delivery and receipt of information acroSS the communica 
tion channel 610 on the client side. The communication 
layer 630 handles delivery and receipt of information across 
the channel 610 on the synchronizer core's side. The com 
munication layer 630 includes a listener 635 for receiving 
and unpackaging (e.g., de-Serializing) information from the 
communication channel 610 into an input queue 632. The 
communication layer 630 also includes a writer 640 for 
packaging (e.g., Serializing) and Sending information onto 
the communication channel 610 from the output queue 634. 
0166 The synchronizer core 240A includes a GUD 255A 
that Stores a Super-Set of information from all other datasets 
as a central repository of information, including not only the 
latest, conflict-resolved values of data records but also status 
information, including the correspondence, or mapping, of 
records in the GUD to records in other datasets. The syn 
chronizer core also includes a Synchronizer engine 254A that 
controls and maintains the GUD and works with all client 
accessor(s) to collectively drive and control the Synchroni 
Zation process. The Synchronization engine works with 
client accessor(s) by receiving action objects via the input 
queue and Sending action objects via the output queue. 
0167 Preferably, the client accessor 605 exists as a 
Software process that runs on a same device as the particular 
client dataset. Preferably, the listener 635 and the writer 640 
exist as individual Software processes that respectively 
replenish and withdraw action objects from the in queue and 
out queue, respectively, when available. The action objects 
619, 621, 615, and 625 that are used by the synchronizer 
core 240A and the accessor 605 for mutual communicating 
will be further described in a later section. For now, it is 
Sufficient to mention that action objects are a defined format 
for conveying dataSet changes and other information 
between the Synchronizer core and client accessors, in either 
direction. The action objects 615, 617, 623, and 625 are 
action objects that have been packaged (for example, Seri 
alized) for transport across the communication channel 610. 
0168 B. The Reference Dataset (GUD) 
0169 FIG. 7A is a block diagram that shows components 
of the Reference dataset, or GUD 255A according to a 
preferred embodiment. As shown, the GUD includes stored 
GUD records 702. These GUD records correspond to the 
most up-to-date, conflict-resolved records processed by the 
Synchronizer during any Synchronization Since the GUD was 
created or last reset. The GUD records 702 include data 703 
corresponding to data in client records and Status informa 
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tion 704 about the GUD records 702. In addition, the GUD 
includes status information 706 about records in the clients. 
In particular, the client status information 706 includes 
information about all records last known by the Synchronizer 
to be in the clients and to correspond to GUD records. 
Preferably, the client status information 706 is organized as 
independent "mapping tables' (for example, a mapping 
table 707) that each includes information relating to all 
records last known to be in a particular client that correspond 
to (e.g., are mapped to) the GUD records. 
0170) 1.. GUD Records, Including Their Status 
0171 FIG. 7B is a table that shows the GUD records 702 
(from FIG. 7A), including their data 703 and some of their 
status information 704. In FIG. 7B, each row 708 of the 
table represents a GUD record. The status information 704 
preferably includes information for determining which GUD 
records are fresh with respect to a given client-i.e., which 
GUD records include values or status (e.g., “deleted”) that 
a client may not have seen before. The Status information 
704 also preferably includes information for resolving con 
flicts, automatically or with user assistance. More particu 
larly, according to the preferred embodiment, the Status 
information 704 includes for each GUD record a unique 
GUD record identifier 712 (“GUD ID”), a logical delete flag 
713, GUD last-modified timestamp information 714, last 
modification source-client information 715, priority infor 
mation 716, and other information 718. 
0172 Each GUD ID 712 uniquely identifies a GUD 
record within the GUD. In the preferred embodiment, each 
GUD ID is an integer having at least 32 bits. 
0173 The logical delete flag 713 is used to indicate that 
a GUD record is to be considered “deleted,” for example as 
the result of a Synchronization or a user modification via the 
optional U.I. 245. The GUD record itself is not completely 
and physically deleted, and thus the “deletion” is only a 
“logical deletion.” 
0.174. The GUD last-modified timestamp information 
714 includes at least one timestamp that indicates when the 
GUD record was last modified in the GUD. Preferably, the 
GUD last-modified timestamp information 714 includes a 
Separate last-modification timestamp according to the 
engine's (i.e., GUD's) clock for each data field of the GUD 
record. The timestamp for each data field of each record 
indicates the time that the data field of the record was 
modified in the GUD. The GUD last-modified timestamp 
information 714 can be used to determine whether the GUD 
record is fresh with respect to particular clients, as will be 
further explained. The timestamp for each data field i of a 
given GUD record may be referred to as gmT Modi). 
0.175. The last-modification source-client information 
715 includes an identifier (e.g., a mapping table ID) that 
indicates from which dataset the last modification came. The 
Source dataset is either a client or may be the GUD itself, if 
for example the changes come from the user via the GUD's 
user interface. Preferably, the last-modification Source-client 
information 715 includes a separate dataset (e.g., client) 
identifier for each data field of the GUD record. The dataset 
identifier for each data field of each record indicates the 
dataset from which the last change to the data field of the 
record came. The client identifier for each data field i of a 
given GUD record may be referred to as C Modi). (The 
prefix C is to Suggest “Client.) 
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0176) The priority information 716 indicates the priority 
for the record, for use in resolving data conflicts. Preferably, 
the priority information 716 includes a separate priority for 
each data field of the GUD record. Preferably, the priority is 
an “original priority' timestamp that indicates the time that 
a record was last modified in a dataset (e.g., by a user) not 
due to Synchronization by the Synchronizer. (In general, data 
having later original priority time will be preferred over data 
having older original priority time according to the preferred 
conflict-resolution rules.) The original priority timestamps 
are preferably Stored according to GMT, or at least convert 
ible on-the-fly into GMT. The priority for each data field i of 
a given GUD record may be referred to as cT Priorityi). 
0177 2. Status with regard to the Clients' Records (Map 
ping Tables) 
0178 FIG. 7C is a table that shows portions of the 
mapping table 707 (from FIG. 7A) that includes status 
information relating to a particular client. The mapping table 
707 includes status information 719 about the client as a 
whole, for example its status, capabilities, limitations, and 
preferences as will be further described in later sections. The 
mapping table 707 also contains status information about 
each individual record last known by the synchronizer to be 
in the client. In FIG. 7C, each row 720 of the mapping table 
707 corresponds to one particular GUD record. If a GUD 
record has a corresponding record in the client, then the 
GUD record's row in the mapping table will include both the 
GUD record's GUD ID and its client record's client ID 722, 
to thereby map the two ID's to each another. (A client ID 
uniquely identifies a client record within the client or client 
accessor.) If no record in the client corresponds to the GUD 
record, then the GUD record's row in the mapping table will 
be nonexistent or empty. 
0179 The mapping table preferably includes information 
for determining which GUD records are fresh with respect 
to the client. The status information also preferably includes 
information for detecting whether changes received from a 
client are obsolete (e.g., Superseded). The status information 
also preferably includes information for Sending to the client 
to enable the client to determine whether changes received 
from the GUD are obsolete (e.g., Superseded). More par 
ticularly, in the preferred embodiment, the Status informa 
tion for each record includes a last-sent-and-ack'd (acknowl 
edged) timestamp 727, a last-client-sent timestamp 728, a 
client-Send-last-processed timestamp 729, a client-Send 
needs-correcting code 730, and other information 731. For 
certain clients, the mapping table 707 also includes a CRC 
type result 735. 
0180. The client record ID 722 may be an integer or a 
descriptor (e.g., values of key data field(s)), depending on 
the particular client. The client record ID uniquely identifies 
a record within the client. The client record ID may be 
referred to as cR ID. (The prefix cR is to Suggest "client 
record”.) 
0181. The last-sent-and-ack'd timestamp 727 for each 
GUD record indicates the time that a change for the GUD 
record (e.g., addition, modification, or deletion) was most 
recently Sent to the client and also Subsequently verified as 
received by the client. The last-sent-and-ack'd timestamp 
727 is intended to be compared with modification times in 
the GUD for establishing relative order and determining 
freshness with respect to the client. The last-sent-and-ackd 
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timestamp 727 is preferably according to the GUD's clock. 
The last-sent-and-ack'd timestamp 727 for a given GUD 
record may be referred to as gST Sentackd. 
0182. The last-client-sent timestamp 728 for each GUD 
record indicates the time (e.g., counter value) at which the 
client most recently sent to the GUD a change (e.g., addition, 
modification, deletion) from the clients corresponding 
record. AS will be discussed, Such timestamps are Sent by the 
client to the Synchronizer along with each dataset change. 
The last-client-sent timestamp 728 for any record is intended 
to be compared with other send times from the client for 
establishing relative order and determining obsolescence of 
change(s) received from the client (e.g., in a non-FIFO 
context). The last-client-sent timestamp 728 is preferably 
according to the client's clock (e.g., counter). The last 
client-sent timestamp 728 for a given GUD record may be 
referred to as cST ClientSent. 
0183 The client-send-last-processed timestamp 729 for 
each GUD record indicates the time at which the synchro 
nizer engine most recently processed (and did not discard) 
the last-sent change from the client's corresponding record. 
The client-send-last-processed timestamp 729 is intended to 
be compared with modification times in the GUD for 
establishing relative order and determining freshness with 
respect to the client. The client-Send-last-processed times 
tamp 729 is preferably according to the GUD’s clock. The 
client-send-last-processed timestamp 729 for a given GUD 
record may be referred to as gmT ProcClientSent, as will be 
further explained later. 
0.184 The client-send-needs-correcting code 730 for each 
GUD record indicates whether, based on the last-Sent change 
from the client's corresponding record, the client's corre 
sponding record needs to be changed to match the GUD 
record. More particularly, if the last-Sent change from the 
client's record lost a conflict resolution in at least one data 
field, then the client's record would need to be corrected, 
based on the last-Sent change. The client-Send-needs-cor 
recting code 730 for a given GUD record may be referred to 
as bool LostConflictClientSent. 
0185. The CRC-type result 735, present for certain cli 
ents, characterizes the value of the client record as last 
known to the synchronizer. The CRC-type result 735 is 
useful for quickly determining via direct comparison 
whether the value of the client record has changed on the 
client Since the previous Synchronization of the client by the 
Synchronizer. In particular, the CRC-type result is needed for 
this purpose if the client is of the type that does not maintain 
a last-modified timestamp for its records, as will be further 
discussed in connection with Synchronization methodolo 
gies. The CRC-type result 735, in an embodiment, may 
include a Subcomponent (e.g., relating to just a few key 
record fields) that is used for determining equivalence for 
duplicate resolution purposes. 
0186. In the preferred implementation, a mapping table 
exists for each client. Thus, each GUD record is capable of 
being mapped to all possible clients that the Synchronizer is 
capable of Synchronizing. In particular, each GUD record 
may be mapped to records in one, two, or more than two 
clients (e.g., datasets). Even more particularly, the GUD may 
include just a single copy of a particular GUD record, and 
that Single copy corresponds to, and may be mapped to a 
record from each of one, two, or more than two clients. Each 
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mapping table has a unique mapping table ID. Because the 
Status information in all mapping tables includes informa 
tion of client records corresponding to GUD records, the 
status information 706 may also be considered a part of the 
GUD records 702-i.e., each GUD record 708 (of FIG. 7B) 
can be considered to include not only the GUD record's data 
(e.g., a pointer) and its status in the GUD, but also the Status 
(e.g., information of row 720) of the GUD record's corre 
sponding records in other datasets. 
0187 Reference may be made to the incorporated patent 
applications having Ser. No. 09/136.215 and 09/208,815 for 
further details of the architecture underlying the present 
invention, including the means for establishing a mapping of 
records and record fields acroSS datasets, to the extent that 
the incorporated patent applications are not contradicted 
(Superseded) by the present document. 
0188 C. Client Dataset and Accessor 
0189 FIG. 8 is a table that shows client records 802, 
including (user) data 803 and some status information 804, 
that are preferably available to the client accessor. In gen 
eral, different client datasets are free to and are expected to 
Store their records in possibly different formats and using 
possibly different Storage technologies from one another. 
The accessor for each client includes the client-specific 
knowledge for accessing client records and transferring their 
contents or Status as necessary to the Synchronizer core 
using action objects. In FIG. 8, each row 808 of the table 
represents a client record. The status information 804 pref 
erably includes information for determining which client 
records are fresh with respect to the GUD; i.e., which 
records include values that the GUD may not have seen 
before. The status information 804 also preferably includes 
information for determining whether changes received from 
the GUD/server are obsolete (e.g., Superseded). More par 
ticularly, according to the preferred embodiment, the Status 
information 804 includes for each client record a unique 
client record identifier812 (“client ID"), client last-modified 
timestamp information 814, a last-sent-and-ack'd (acknowl 
edged) timestamp (e.g., counter) 827, a last-GUD-sent 
timestamp 828, a GUD-send-last-processed timestamp 829, 
and other information 830. 

0190. Each client ID 812 uniquely identifies a client 
record within the client accessor. In the preferred embodi 
ment, each client ID is an integer having at least 32 bits. The 
client record ID may be referred to as cR ID. 
0191 The client last-modified timestamp information 
814 includes at least one timestamp that indicates when the 
client record was last modified in the client. Generally, for 
typical clients (e.g., the REX PROTM organizer) the client 
last-modified timestamp information 814 includes just one 
last-modification timestamp for each client record, by the 
client's clock (e.g., counter). The client last-modified times 
tamp information 814 can be used to determine whether the 
client record is fresh with respect to the GUD. The last 
modified timestamp for a given client record may be referred 
to as cmT Mod. 
0.192 The last-sent-and-ack'd timestamp 827 for each 
client record indicates the time that a change for the client 
record (e.g., addition, modification, or deletion) was most 
recently sent to the GUD/server and also subsequently 
acknowledged (ack'd) as received by the GUD/server. The 
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last-sent-and-ack'd timestamp 827 is intended to be com 
pared with modification times in the client for establishing 
relative order and determining freshness with respect to the 
GUD. More particularly, as will be seen, the last-sent-and 
ack'd timestamp 827 is used to enable the client to leave the 
client dataset unlocked even when (inbound) changes are 
expected. The last-sent-and-ack'd timestamp 827 is prefer 
ably according to the client's clock (e.g., counter) that is 
used for timestamping record modifications. The last-sent 
and-ack'd timestamp 827 for a given client record may be 
referred to as cST Sentackd. 
0193 The last-GUD-sent timestamp 828 for each client 
record indicates the time at which the GUD/server most 
recently sent to the client a change (e.g., addition, modifi 
cation, deletion) from the GUD's corresponding record. AS 
will be discussed, Such timestamps are Sent by the Server to 
the client along with each dataset change. The last-GUD 
sent timestamp 828 for any record is intended to be com 
pared with other send times from the GUD for establishing 
relative order and determining obsolescence of change(s) 
received from the GUD (e.g., in a non-FIFO context). The 
last-GUD-sent timestamp 828 is preferably according to the 
GUD's/server's clock (e.g., counter). The last-GUD-sent 
timestamp 828 for a given client record may be referred to 
as gST GudSent. 
0194 The GUD-send-last-processed timestamp 829 for 
each client record indicates the time at which the client most 
recently processed (and did not discard) the last-sent change 
from the GUD’s corresponding record. The GUD-send-last 
processed timestamp 829 is intended to be compared with 
modification times in the client for establishing relative 
order and determining freshness with respect to the GUD. 
(The later of the GUD-send-last-processed timestamp 829 
and the last-sent-and-ack'd timestamp 827 is preferably used 
as the “last-synchronized” time for the record.) The GUD 
Send-last-processed timestamp 829 is preferably according 
to the client's clock. If the received last-sent change from the 
GUD had caused a modification to the client record, the 
last-modified timestamp information 814 would be no later 
than this GUD-send-last-processed timestamp 829. The 
GUD-send-last-processed timestamp 829 for a given client 
record may be referred to as cmT ProcGudSent, as will be 
further explained later. 
0.195. Note that most client datasets typically maintain 
the field cmT Mod natively in the dataset itself. For legacy 
client datasets not designed with the present invention in 
mind, the client accessor is responsible for Separately main 
taining the fields CST Sentackd, gST GudSent, and 
cmT ProcGudSent, perhaps in the client accessor's own 
assigned Storage area (e.g., persistent Storage), for use in 
Synchronization. This is a means of retrofitting a legacy 
client device to work with the present invention. Note that 
according to the present invention, during ordinary, non 
Synchronization use of the client dataset (e.g., by the user), 
the fields cST Sent Ackd, gST GudSent, and cmT ProcGud 
Sent are not needed. Instead, these fields need only be used 
by the client accessor for Synchronization. 
0196) VI. A More Detailed Discussion: Synchronization 
Methodologies 
0.197 A. Introduction to Synchronization Messages 
(“Action Objects”) 
0198 Synchronization methods of the present invention 
communicate Via Synchronization messages called action 
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objects. Action objects are used to communicate dataset 
changes and other Signals. The meanings and usages of 
action objects according to the present invention are not 
limited to a chatty, Single-session Synchronization context. 
Action objects relevant to Synchronization according to the 
present invention include the following types, which will be 
further described: 

0199 Action Insert Record (C-Dominant Version) 
0200 Action Update Record (C-Dominant, C-Un 
tested, and (optionally) C-Conflicting Versions) 

0201 Action Delete Record (C-Dominant, C 
Untested, and (optionally) C-Conflicting Versions) 

0202) Action Existing Record List (C-Untested Ver 
Sion) 

0203 Action Request Ack Records 
0204 Action Ack Records 
0205 Action Retrieve Records 
0206 Action Update Map 
0207 Action Request Ack Maps 
0208 Action Ack Maps 
0209 Action Backup Record (Optional) 
0210 Action Last Backup Sent (Optional) 
0211 Action Retrieve Backup (Optional) 

0212 B. Further Discussion of the Timestamps of the 
GUD and the Client(s) 
0213 During synchronization, several types of times 
tamps may be encountered. In general, a timestamp is either 
from the client's clock, or from the server's clock. When 
possible, the present invention avoids directly comparing 
times from any client's clock with times from the server's 
clock or another client's clock. However, the Synchronizer 
will perform Such comparisons for timestamp-based auto 
matic conflict resolution (e.g., “latest change wins') if the 
timestamps in question are known to be globally-usable 
(e.g., convertible into GMT). 
0214. In general, a timestamp is either a record modifi 
cation time or a Synchronization communication time (e.g., 
send time). Preferably, each dataset (client or GUD) uses a 
Same clock (e.g., a dataset-Specific counter) to generate 
modification timestamps and timestamps of Synchronization 
communications or activities. In this way, modification 
timestamps and Synchronization times from the Same dataset 
(or its accessor) can be compared. 
0215. In this document, certain variables (e.g., “csT Sen 
tAckd”) are used. In these variables, the prefixes have the 
following meanings: 

cT Time by client clock (and sometimes also GUD clock), 
if known to be globally-usable. 

cmT Time by client clock that is used for modifications. 
Without further information, do not assume is 
globally-usable. 

cST Time by client clock that is used for synchronization 
communications. Without further information, do not assume 
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-continued 

is globally-usable. Preferably, will be able to assume 
that cST -time can be compared with cmT -time. 

gT Time by GUD clock, if known to be globally-usable 
(as is preferred). 

gmT Time by GUD clock that is used for modifications. Without 
further information, do not assume is globally-usable. 
In practice, preferred GUD clocks will always produce 
globally-usable time. 

gsT Time by GUD clock that is used for synchronization 
communications. Without further information, do not assume 
is globally-usable. In practice, for preferred GUD clocks, 
can always assume that gsT -time can be compared 
with gmT -time. 

0216. As mentioned in connection with FIG. 8, the client 
preferably maintains at least the following Status informa 
tion for each record: 

Time of last modification of the record in the 

client, by the client's clock. This field will 
always have a value. 

cmT Mod 

csT Sentackd Send time by the client's clock of the latest 
send (to the server) that was subsequently 
receipt-acknowledged (ACK'd) by the server. The 
send refers to a change (addition, modification, or 
possibly deletion) involving this record. Initial value 
is <MIN> (e.g., negative infinity). 
Latest GUD send time, as provided by the GUD 
according to the GUD's clock, on any change 

gsT GudSent 

involving this record that was received from the 
GUD and processed. Initial value is <MINs. 

cmT ProcGudSent Time finished processing the latest-sent received 
change (from the GUD) involving this record. Initial 
value is <MIN>. 

0217. As mentioned in connection with FIG. 7B, the 
GUD preferably maintains at least the following status 
information for each field i of each GUD record: 

gmT Modi Time of last modification of field i of the record in 
the GUD, by the GUD's clock. gmT Modi will 
always have a value. 

C Modi Identifier for the particular dataset (e.g., a particular 
client or the GUD itself) from which the last modification 
to the field i came. C Modi will always have a value. 

cT Priority i The original priority time for the current value of 
the field i of the GUD record, by a globally-usable clock. 
If no globally-usable priority time is associated with the 
current value of the field i, then cT Priority i 
is set to <MINs. 

0218. As mentioned in part in connection with FIG. 7C, 
the GUD preferably maintains, in a mapping table, at least 
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the following status information for each GUD record with 
regard to each particular client: 
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preferably always are, c-untested changes, 2) record changes 
Sent from the Server to the client can be, and preferably 

Used RecordFields 
gmT ModByOther 

gsT Sentackd 

csT ClientSent 

The record fields used by this client. 
Latest GUD modification time, not caused by this client 
for a client-used field. If no such modification time 
exists, the value is <MINs. Note that this status field is 
useful conceptually but needs not actually be 
persistently stored. Instead, this status field may be 
generated on-the-fly from other status fields (e.g., from 
gmT Modi, and C Modi). 
Send time by the GUD's clock of the latest send (to the 
client) that was subsequently ACK'd by the client. The 
send refers to a change (addition, modification, or 
possibly deletion) involving the GUD record. Initial 
value is <MIN 
Latest client send time, as provided by the client, on any 
change involving this record that was received from the 
client and processed. Initial value is <MINs. 

bool LostConflictClientSent When the latest-sent received change (from the client) 
involving this record was processed, did it appear that 
the client's corresponding record needed correcting? 
(For example, did the latest-sent received change lose a 
conflict resolution in any field?). Initial value is <NO>. 

gmiT ProcClientSent Time finished processing the latest-sent received 
change (from the client) involving this record. Initial 
value is <MINs. 

0219 C. Determining, Sending, And Receiving Dataset 
Changes 
0220 Processing of dataset changes lies at the heart of 
the present invention. According to the present invention, 
the transferring of dataset changes can be properly handled 
by the client and the Server, outside the context of a 
pre-defined, full, Sequential, Session-based Synchronization. 
In particular, any of the action objects can be sent or 
received by the client or the Server at any time Such that 
wanted data cannot be erroneously lost in the System as a 
whole. Dataset changes (e.g., additions, modifications, dele 
tions) in the present invention may be classified as “c-domi 
nan'c-untested’, or, optionally, “c-conflicting. C-domi 
nant changes are changes that the Sender (e.g., the server) 
has determined should take precedence over a previous State 
of the recipients (e.g., a clients) data. C-untested changes 
are changes not known by the Sender (e.g., a client) to have, 
or not to have, precedence over a previous State of the 
recipients (e.g., the server's) data. C-conflicting changes are 
changes that the Sender (e.g., the server) has determined to 
be in unresolved conflict with a previous state of the 
recipient's data (e.g., with a corresponding record found in 
the previous State of the recipient's data). In general, any 
record change (c-dominant, c-untested, or c-conflicting) sent 
by a Sender to a recipient is intended to take precedence over 
any change previously sent by the Sender to the recipient 
relating to the same record. 
0221 For a preferred embodiment of the present inven 
tion, in a preferred environment, a client being Synchronized 
provides globally-usable timestamps for its records and in its 
communications, and the Server also includes globally 
usable timestamps for its GUD records (e.g., priority times 
tamps) and for its communications. Preferably all datasets 
ever Synchronized by the Synchronizer provide globally 
uSable timestamps for their records and for their communi 
cations. In this preferred embodiment and environment, 1) 
record changes Sent from the client to the Server can be, and 

always are, c-dominant changes, and 3) c-conflicting 
changes need not ever be sent, and preferably are not ever 
used. For Simplicity only, unless otherwise Stated or unless 
context demands otherwise, discussion in this document 
may use language as if to assume that record changes Sent 
from the client to the Server are always c-untested changes 
and that record changes Sent from the Server to the client are 
always c-dominant changes, as is true in the preferred 
embodiment and environment. It is to be understood that this 
Simplification, and other simplifications made for ease of 
description, are not meant to limit the Scope of the invention. 

0222 1. C-Untested Changes (e.g., Not Conflict-Tested 
or -Resolved) 
0223) 
0224. In the preferred embodiment, the client may send 
any number of changes, preferably fresh changes, to the 
Server whenever it wants to (e.g., at any time). These 
changes are preferably Sent as c-untested record changes. 
For example, the sending 520A of fresh client changes in the 
method 500 of FIG. 5A is a sending of c-untested changes 
according to the preferred embodiment. 

a. Sending C-Untested Changes (e.g., by Client) 

0225 C-untested record changes are sent using the C-Un 
tested Versions (or ways of using) the following action 
objects: Action Update Record, Action Delete Record, and 
Action Existing Record List. Action Update Record (C-Un 
tested Version) is used to send one (or more) modified or 
new record(s) to the recipient. Action Delete Record (C-Un 
tested Version) is used to send one (or more) record dele 
tion(s) to the recipient. Action Existing Record List (C-Un 
tested Version) is used to send information indicating all 
desired record deletion(s) to the recipient. All of these action 
objects generally include the following information 
(ChngCUArg1-ChngCUArg5) for each record being added, 
modified, or deleted: (preferably, ChngCUArg1-ChngC 
UArg4 are all present) 
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ChngCUArg1 
ChngCUArg2 

ChngCUArg3 

ChngCUArg4 

20 

Record ID in sender. (e.g., cR ID from a client.) 
Record data (unless is a deletion). Preferably, for a record 
modification, all data fields used by the recipient are sent, 
whether or not they were modified. Under an alternative 
option, for a record modification, only the data fields that have 
changed with respect to the previously synchronized version of 
the record is included. (Under the option, the sender would 
have kept track of which fields have so changed and know to 
send just those.) 
Original priority time, e.g., deletion time or user-modification 
time in the sender. (e.g., cmT Mod from a client.) 
Send time by sender's clock (e.g., a client's counter). (e.g., an 
indicator of the version of the sender's record.) This is an 
important piece of sent information according to the present 
invention. ChngCUArg4 will be further described below. 

ChngCUArg5 (Optional) Latest send-time previously received by the current 
sender from the current intended-receiver involving the 
record. (e.g., gST GudSent from a client.) 
(ChngCUArg5 is not needed in the preferred 
embodiment, in which: all timestamps are globally 
usable; all clients send only c-untested changes; and 
only the GUD sends c-dominant changes.) 

0226 Note that the Action Existing Record List (C-Un 
tested Version) action object does not actually list ChngC 
UArg1, the Record ID(s) of records to be deleted. Rather, 
Action Existing Record List (C-Untested Version) includes 
a list of all existing records in the Sender. Because the 
recipient (e.g., the Server) is assumed to know (e.g., in a 
mapping table) the list of existing records in the Sender at a 
previous time, the recipient can determine, by omission from 
the sent list (ChngCUArg1), the formerly existing records in 
the Sender that are now to be deleted. Note that Action 
Existing Record List (C-Untested Version) is an alternative 
to Action Delete Record (C-Untested Version) for clients 
that do not keep a list of deleted records. Action Existing 
Record List (C-Untested Version) causes all records in the 
recipient that were previously mapped to records in the 
sender to be deleted that are not on the sent list. Preferably, 
to reduce complexity, all clients can use Action Delete 
Record (C-Untested Version), and Action Existing Record 
List (C-Untested Version) needs not be supported by the 
SCWC. 

0227 b. Receiving and Processing C-Untested Changes 
(e.g., by Server) 
0228. The recipient (e.g., the server) deals with each 
received c-untested record change (for example, changes 
received 521A by the server in the method 500 of FIG. 5A) 
as follows: 

0229) STEP 1: DISCARD IF IS OBSOLETE VS. 
SENDER, for example, as follows: 
0230. 1) If the just-received change corresponds 
to an existing record in the recipient (e.g., a GUD 
record, as identified by finding the client record ID 
(ChngCUArg1) in the GUD’s mapping table for 
the client), then: 
0231 A) compare the just-received send time 
(ChngCUArg4) of the just-received change 
with the latest client-send-time (csT ClientSent) 
that was previously received from the client in 
connection with this record. 

0232 B). If the send time (ChngCUArg4) is no 
later than (i.e., is less than or equal to) the latest 
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previously-received send time (cST ClientSent) 
from the client, then discard the just-received 
change entirely because the just-received 
change is obsolete. (Perhaps, the just-received 
change was flipped in non-FIFO transit Versus a 
later-Sent change for the same record.) Forget 
the just-received change completely, as if it had 
been lost in transit. In particular, receipt of the 
just-receipt changed should not later be 
acknowledged to the Sender. 

0233 C) Otherwise (i.e., 
ChngCUArg4>csT ClientSent), the just-re 
ceived change is not obsolete. Accept the just 
received change for further processing by pro 
ceeding to STEP 2. 

0234) STEP 2: CONSIDER THE CHANGE TO BE 
“OFFICIALLY” RECEIVED, for example, as fol 
lows: 

0235 1) Set cST ClientSent to equal ChngC 
UArg4. 

0236 2) Optionally, copy the client record ID 
(ChngCUArg1) and the send-time (ChngCUArg4) 
into a “recently-Sent-received-changes' list for the 
client, in order to possibly Speed up future 
acknowledging of the received change. The 
recently-Sent-received-changes list contains infor 
mation about all received changes from the Sender 
that were sent after a cutoff time. The recently 
Sent-received-changes list is maintained in Sorted 
order, according to the Send-times of the changes. 
If the recently-Sent-received-changes list grows 
too large, it may be pruned from the Side having 
the oldest send-times (i.e., by resetting the cutoff 
time to be later). Proceed to STEP 3. 
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0237) STEP 3: PERFORM CONFLICT RESOLU 
TION, for example, as follows: 
0238 1) For a record deletion received from the 

client: 

0239 A) if the corresponding GUD record is 
already deleted, then ignore the client's dele 
tion, but 
0240 i) if the client supplied a client record 
deletion time (ChngCUArg3) and that dele 
tion time is later than the GUD records 
priority deletion time, set the GUD records 
priority deletion time to the client records 
deletion time, and record that the change to 
the GUD record came from the client. Pref 
erably, the GUD records priority deletion 
time is simply cT Priorityi) for any field i, 
and when the GUD record's priority deletion 
time is Set to the client record's deletion time, 
the value of cT Priorityi is set to ChngC 
UArg3 for all fields i, and the value of 
C Modi is set to indicate the client for all 
fields i. 

0241 B) Otherwise (i.e., the corresponding 
GUD record is not already deleted), if the latest 
priority time for the corresponding GUD record 
is later than the client record delete time 
(ChngCUArg3) (or later than the last Sync time, 
if the delete time (ChngCUArg3) is unavail 
able), then ignore the client's deletion and mark 
the GUD record for later re-propagation back to 
the client as an addition. The latest priority time 
for a GUD record in this context is max(cT P 
riorityi) for any field i. The marking of the 
GUD record for re-propagation to the client can 
be performed by deleting the GUD records 
client ID and other Status fields in the mapping 
table. (If no client record delete time (ChngC 
UArg3) was supplied by the client, then the last 
Sync time used for the comparison with the 
GUD record's latest priority time can be com 
puted as max(gST Sent Ackd, TEMP), where 
TEMP contains the old value of cST ClientSent 
before it was overwritten by ChngCUArg4 of 
the just-received record. 

0242 C) Otherwise (i.e., the corresponding 
GUD record is not already deleted and does 
NOT have later priority time), mark the corre 
sponding GUD record for deletion or actually 
go ahead and delete the GUD record. Deleting 
the GUD record includes: Setting its logical 
delete flag to TRUE, deleting its data but not its 
Status information, Setting its last modification 
time (e.g., gmT Modi for every field i) to the 
current time, Setting its Source-client identifier 
(e.g., C Modi for every field i) to indicate the 
client, setting its GUD record priority time (e.g., 
cT Priorityi) for every field i) to the client 
record's deletion time ChngCUArg3. 

0243 2) for a modified or added record from the 
client: 

0244 A) if no corresponding GUD record 
exists, add the record into the GUD. (This 
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preferably includes duplicate resolution, which 
is described for example in the incorporated 
U.S. patent application having Ser. No. 09/136, 
215.) 

0245 B) if a corresponding GUD record exists, 
compare the priority times of the client record 
and the GUD records to determine a winner for 
each field and merge the records, with the 
winning priority time(s) becoming the priority 
time of the merged record. Preferably, field-by 
field priorities cT Priorityi) are kept in the 
GUD and are used by the Server in merging 
records. Generally, the client's record keeps 
priority time (e.g., modification time) ChngC 
UArg3 on a record-level and not a field-level, 
therefore the Single record-level priority time 
ChngCUArg3 is used as the priority time for all 
the client record's fields. For every field i of the 
client record that wins a conflict, then the 
server: sets the GUD records data field i to the 
value of the client's field i; sets the GUD 
record's gmT Modi to the current time by the 
GUD's clock; sets the GUD record's C Modi 
to the client's identification code; sets the GUD 
record's cT Priorityi to the client record's 
priority time for the field (e.g., ChngCUArg3); 
Sets the reception-processed time (e.g., clients 
cmT ProcGudSent) to a time no earlier than the 
newly-set modification time gmT Modi). If 
any field i of the client record loses a conflict, 
the server sets the GUD record's bool Lost 
Conflict ClientSent to TRUE. 

0246 c. Requesting Ack of C-Untested Changes (e.g., by 
Client) 
0247. In the preferred embodiment, the client may send a 
request for acknowledgment of receipt of its Sent changes 
whenever it wants to (e.g., at any time). The requesting 524A 
of acknowledgment of sent client changes in the method 500 
of FIG. 5A is exemplary. 
0248. To request acknowledgment of the receipt of sent 
changes, the Sender Sends an Action Request Ack Records 
action object to the recipient. This action object preferably 
includes an indication or characterization of the Sent changes 
for which acknowledgment is desired. Preferably, the indi 
cation takes the form of the Sender's timestamp: 

ReqAckArg1 Timestamp (e.g., of CST type) of the earliest-sent 
change for which acknowledgment is desired, wherein 
only the latest-sent received change for any one record 
needs to be acknowledged. 

0249 Thus, the preferred semantic of Action Request 
Ack Records is: "please acknowledge the changes that you 
have received from me that I sent on or after the ReqAck 
Arg1 timestamp by my clock, but only acknowledge the 
latest-sent received change for any one record.” In an 
alternative form (or usage), the Action Request Ack Records 
specifically lists the client record IDs of the sent records for 
which acknowledgment is desired (e.g., "please acknowl 
edge the latest-sent change that you have received from me 
involving the following records”). 
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0250 Preferably, the sender keeps track of which sent 
changes still need acknowledgment, in order to provide an 
appropriate ReqAckArg1. One way of keeping track is for 
the Sender to maintain an up-to-date list of Send-times and 
client-IDS of all not-yet-acknowledged sent changes for 
which acknowledgment is still desired. (Acknowledgment 
becomes no-longer desired if an unacknowledged sent 
change involving a record is Superseded by a newer and 
different Sent change involving the record.) The oldest Send 
time in the list is Suitable for use as ReqAck Arg1. The list 
may be pruned occasionally if a Set of old unacknowledged 
sends is presumed lost. (Instead of pruning the list, a more 
elaborate Scheme may also be used, in which any client 
record that appears in the list more than once (e.g., the 
identical change has been sent more than once) is excluded 
from determination of ReqAck Arg1, and instead acknowl 
edgment for Such records is Sought explicitly using the 
alternative form of Action Request Ack Records.) 
0251 d. Sending Ack of C-Untested Changes (e.g., by 
Server) The recipient responds to a received Action Request 
Ack Records for c-untested changes (e.g., Action Update 
Record and Action Delete Record changes) in a straightfor 
ward manner by Sending one or more Action Ack Records 
action object(s) that together contain the client record IDS 
(e.g., cR ID in GUD) and send-times (e.g., cST ClientSent 
in GUD) of the received changes for which acknowledgment 
is requested. The acknowledging 528A of received client 
changes in response to a received 525A request in the 
method 500 of FIG. 5A is exemplary. 

0252) In the preferred embodiment, the server does main 
tain the recently-Sent-received-changes list discussed above, 
and if the earliest Send time ReqAckArg1 for which 
acknowledgment is requested is within the range of Sent 
times covered by the recently-Sent-received-changes list, 
then the Server fully responds to ReqAck Arg1 merely by 
Sending acknowledgments for the records found in the 
recently-Sent-received-changes having Send times no earlier 
than ReqAckArg1 (e.g., by Sending their cR ID and 
cST ClientSent, either as found in the GUD or by finding 
each Such records latest Send-time in the recently-Sent 
received-changes list). Otherwise (i.e., the earliest Send time 
ReqAck Arg1 is not within the range of a maintained 
recently-sent-received-changes list), the server fully 
responds to ReqAck Arg1 by examining the CST ClientSent 
fields of every record in the mapping table for the client, and 
acknowledging every record having cST ClientSent no less 
than ReqAckArg1. If the received Action Request Ack 
Records action object explicitly lists client record ID(s) to be 
acknowledged, then the Server includes, in the Action Ack 
Records action object, the client record ID(s) plus their 
status field(s) cST ClientSent from the GUD’s mapping 
table for the client. 

0253) 
Client) 

e. Receiving Ack of C-Untested Changes (e.g., by 

0254. When the client receives Action Ack Records 
action object from the server, the client removes from the list 
of not-yet-acknowledged sent changes, for each client 
record Send that is acknowledged, all entr(ies) involving that 
client record that have Send times no later than the acknowl 
edged Send time. The client also Sets the Status field 
cST Sentackd for each acknowledged client record to the 
received value, if the received value is later than the existing 
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value of cST Sent Ackd. If the sent change being acknowl 
edged was a delete, the client may discard information 
regarding the delete from its deleted-records list, which is 
further discussed below, (assuming that the client has no 
further use for the deleted-record list outside of its use in 
synchronizing with the server). The client's receipt 529A of 
acknowledgments from the server in the method 500 of FIG. 
5A is exemplary. 
0255 f. Determining Fresh Changes (e.g., by Client) In 
the First Place 

0256 Changes (deletions, modifications, additions) that 
have been made to any client record without the server's 
guaranteed knowledge are considered fresh changes. 
0257 Generally, changes that have been made to any 
client record after the time of the record's last synchroni 
zation with the server are fresh. Preferably, the time of a 
record's last Synchronization is the greater of the records 
cST SentAckd and cmT ProcGudSent status fields. For 
records that have been freshly deleted in the client, the client 
dataset preferably keeps track of the deleted records client 
record IDs (client's native unique identifiers), deletion times 
(by the client's clock), and status information 804 (of FIG. 
8) in a list that can be called a deleted-records list. 
0258. The client determines the identities of deleted 
records, for example, as follows: 

0259 1) if the client keeps track of fresh deletions 
(preferred), compare each record's delete time to the 
time of the record's last synchronization with the 
server. If the delete time is later, then the delete is 
fresh with respect to the server. 

0260 2) Otherwise (i.e., the client is the type that 
does not keep track of fresh deletions), use the IDS 
of all existing client records to Specify, by omission 
Versus the Server's knowledge of the prior contents 
of the client, the fresh deletions. 

0261) The client determines modified records and added 
records, for example, as follows: 

0262) 1) if the client keeps last-modification times 
tamps (e.g., counter values) of records (preferable), 
then if the last-modification time of any record 
exceeds the time of the record's last Synchronization 
with the server, then that record is either an added or 
updated record (the client doesn’t need to worry 
exactly which type it is). 

0263. 2) Otherwise (the client is of the non-preferred 
type that does not keep last-modification times 
tamps), the client will send CRC-type values (Cyclic 
Redundancy Check-type values) corresponding to 
the entire record for all records to the server So that 
the server can compare with the CRC-type values 
that were recorded for the client's records at the end 
of the previous Synchronization of the record to 
quickly determine which have changed. Such CRC 
type values may be sent via Action Update Record 
(C-Untested Version) action objects (e.g., along with 
all data for all records). Alternatively, such CRC 
type values may be sent via an Action Existing 
Record List (C-Untested Version) action object (e.g., 
without all data for the records), whereupon the 
Server can determine the changed records and Spe 
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cifically request them from the client using an Action 
Retrieve Records action object that specifically iden 
tifies and requests the changed client records. 

0264. 2. C-Dominant Changes (e.g., Any Conflicts Have 
Been Resolved) 
0265. In the preferred embodiment, any client is capable 
of receiving and possibly using changes from the Server at 
any time that the client is connected to the communication 
network. In particular, clients have this capability even if the 
clients include fresh changes that have not yet been Sent to 
the server (or have been sent but have not been confirmed as 
received by the server). Further, clients have this capability 
even if they are relatively simple clients that lack conflict 
resolution features found in the server (Such as per-field 
priority times, timestamp-based conflict resolution, conflict 
detection based on record values, and the like, and others). 
Preferably, the Server Sends changes to the client only in 
response to a client request. Optionally, however, the Server 
may unilaterally decide to “push’ fresh changes to the client. 
Preferably, all changes from the server to the client are only 
ever sent as c-dominant (e.g., conflict-tested-and-resolved) 
changes. 

0266 
ent) 

a. Requesting C-Dominant Changes (e.g., by Cli 

0267 The client can request fresh (with respect to the 
client) changes from the server at any time. The Sender (e.g., 
client) of Such a request sends an Action Retrieve Records 
action object to the recipient (e.g., server). The Action 

ChngCDArg1 

ChngCDArg2 
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0268 Optionally, the client does not request fresh 
c-dominant changes from the Server until all previously 
received c-dominant record additions from the Server have 
been fully acknowledged (e.g., all mappings have been sent 
to the Server and confirmation of all mappings have been 
received from the server, as will be described). This optional 
requirement can reduce the possibility of having duplicate 
records, and can therefore make it leSS necessary for the 
client to perform duplicate resolution (as will be described) 
on received c-dominant changes. 
0269 b. Sending C-Dominant Changes (e.g., by Server) 
0270. In the preferred embodiment, the server sends fresh 
changes to the client as c-dominant changes. The Server's 
Sending 536A of changes to the client, in response to the 
reception 533A of a request of changes, in the method 500 
of FIG. 5A is exemplary. 

0271 C-dominant record changes are sent using the 
C-Dominant Versions (or ways of using) the following 
action objects: Action Update Record, Action Delete 
Record, and Action Insert Record. Action Update Record 
(C-Dominant Version) is used to send one (or more) modi 
fied record(s) to the recipient. Action Delete Record 
(C-Dominant Version) is used to send one (or more) record 
deletion(s) to the recipient. Action Insert Record (C-Domi 
nant Version) is used to send one (or more) new record(s) to 
the recipient. All of these action objects generally and 
preferably include the following information (ChngC 
DArg1-ChngCDArg5) for each record being added, modi 
fied, or deleted: 

Record ID in receiver. (e.g., cR ID from a mapping table.) 
For a new record, no record ID yet exists in the receiver (e.g., 
client), and ChngCDArg1 is actually the record ID in the 
sender (e.g., server's GUD ID). 
Record data (unless is a deletion). Preferably, for a record 
modification, all data fields used by the recipient are sent, 
whether or not they were modified. Under an alternative 
option, (e.g., for sophisticated recipients), for a record 
modification, only the data fields that have changed with 
respect to the previously synchronized version of the record is 
included. (Under the option, the sender would have kept track 
of which fields have so changed and know to send just those.) 

ChngCDArg3 (Optional) Original priority time (e.g., cT Priority from the GUD.) 
ChngCDArg4 

ChngCDArg5 

Retrieve Records action object may request all fresh changes 
(default) or specify a list of client records for which fresh 
changes, if any exist, are desired. The client's requesting 
532A of changes from the server in the method 500 of FIG. 
5A is exemplary. 

Send time by sender's clock (e.g., the GUD's clock). This is an 
important piece of sent information according to the present 
invention. ChngCDArg4 will be further described below. 
Latest send-time previously received by the current sender from 
the current intended-receiver involving the record. (e.g., 
cST ClientSent from a mapping table.) ChngCDArg5 is an 
important piece of sent information according to the present 
invention. ChngCDArg5 indicates the version of the 
recipient's record that was used in any conflict detection or 
resolution that has been performed by the sender. Thus, 
ChngCDArg5 indicates the sender's latest knowledge of the 
state of the recipient's data (at least for the affected record). 
ChngCDArg5 will be further described below. 

0272 c. Receiving and Processing C-Dominant Changes 
(e.g., by Client) 

0273 The recipient (e.g., the client) deals with each 
received c-dominant record change (for example, changes 
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received 537A by the server in the method 500 of FIG. 5A) 
as follows: 

0274 STEP 1: DISCARD IF IS OBSOLETE VS. 
SENDER, for example, as follows: 
0275) 1) If the just-received change corresponds 
to an existing record in the recipient (e.g., the 
change's record's ID (ChngCDArg1) matches the 
ID of a record in the receiver (e.g., client); for 
example: for a record modification or deletion 
ChngCDArg1 matches a record's cR ID, or for a 
record addition ChngCDArg1 matches a GUD 
record ID in the “inserted-record-to-be-acknowl 
edged” list, which will be described), then: 
0276 A) compare the send time (ChngC 
DArg4) of the just-received change with the 
latest GUD-send-time (gST GudSent) that was 
previously received from the GUD in connec 
tion with this record. 

0277 B) If the current send time (ChngC 
DArg4) is no later than (i.e., is less than or equal 
to) the latest previously-received send time 
(gST GudSent) from the GUD, then discard the 
just-received change entirely because the just 
received change is obsolete. (Perhaps, the just 
received change was flipped in non-FIFO tran 
Sit Versus a later-Sent change for the same 
record.) Forget the just-received change com 
pletely, as if it had been lost in transit. In 
particular, receipt of the just-receipt changed 
should not later be acknowledged to the Sender. 
Proceed no further for this change. 

0278 C) Otherwise (i.e., 
ChngCDArg4>gST GudSent), the just-re 
ceived change is not obsolete. Accept the just 
received change for further processing by pro 
ceeding to STEP 2 

0279) STEP 2: SPECIAL HANDLING (e.g., DIS 
CARD) IF AFFECTS FRESH-LY CHANGED 
RECORD (e.g., IS POSSIBLY-OBSOLETE VS. 
RECEIVER), for example, as follows: 
0280) 1) If the just-received change corresponds 
to an existing record in the recipient (e.g., the 
change's record's ID (ChngCDArg1) matches the 
ID of an existing record in the receiver (e.g., 
client) ), then: 
0281 A) if the existing record in the receiver 

(e.g., existing client record) is NOT fresh with 
respect to the Sender, then accept the just 
received change for further processing by pro 
ceeding to STEP 3. (Freshness is determined 
according to previously described method(s).) 

0282 B). Otherwise, the existing record in the 
receiver (e.g., existing client record) is fresh 
with respect to the Sender, and the new change 
if accepted unquestioningly may overwrite the 
fresh aspects of the existing record (e.g., client 
record). Therefore, special handling is needed. 
For simplicity, Special handling preferably 
means that the just-received change should be 
discarded entirely, forgotten as if had gotten lost 
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in transit, and not later acknowledged. Under an 
alternative option, the client may perform con 
flict detection and resolution between the just 
received change and the fresh change in the 
existing record. The extent of Such conflict 
resolution depends on the Sophistication and 
capabilities of the client. At one extreme, the 
client may be as Sophisticated as the Server 
itself, and may do full-fledged, automatic field 
based conflict resolution. On the other hand, the 
client may be relatively simple, and may only 
perform manually-assisted conflict resolution 
(e.g., display two conflicting versions of a 
record and allow the user to choose the winning 
value for each conflicting field). In any event, if 
conflict resolution is performed, and not all data 
from the received change is used, then the 
received change can be discarded, forgotten, 
and not later acknowledged. If all record fields 
from the received change are to be used, then 
the received change should be accepted for 
further processing by proceeding to STEP 3. 

0283) STEP 3 (OPTIONAL): PERFORM DUPLI 
CATE RESOLUTION, for example, as follows: 

0284. If the optional STEP 3 is not being used, 
proceed directly to STEP 4. 

0285) Otherwise, if the just-received change would cause 
a duplicate record to exist in the recipient, then Special 
handling is preferably performed. The just-received change 
may be compared to all records currently in the recipient to 
determine whether it would create a duplicate record. Dupli 
cate resolution is described for example in the incorporated 
U.S. patent application having Ser. No. 09/136,215. For 
Simplicity, Special handling preferably means that the just 
received change should be discarded entirely, forgotten as if 
had gotten lost in transit, and not later acknowledged. After 
this duplicate resolution step has been performed (if the 
option to perform it is desired), proceed to STEP 4. 

0286) STEP 4: CONSIDER THE CHANGE TO BE 
“OFFICIALLY” RECEIVED, for example, as fol 
lows: 

0287 1) Set gST GudSent to equal ChngC 
DArg4. 

0288 2) Optionally, copy the recipient's record 
ID (ChngCDArg1) and the send-time (ChngC 
DArg4) for record modifications and deletions, 
but not for record additions, into a “recently-Sent 
received-changes' list, in order to possibly Speed 
up future acknowledging of the received change. 
The recently-Sent-received-changes list contains 
information about all received changes from the 
Sender that were sent after a cutoff time. The 
recently-Sent-received-changes list is maintained 
in Sorted order, according to the Send-times of the 
changes. If the recently-Sent-received-changes list 
grows too large, it may be pruned from the Side 
having the oldest Send-times (i.e., by resetting the 
cutoff time to be later). Proceed to STEP 5. 
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0289 STEP 5: COMMIT THE CHANGE, for 
example, as follows: 

0290) 1) Commit the received change unquestion 
ingly to the recipient's data. For example: copy 
the data into the record; Set the recipient's records 
modification time (e.g., clients cmT Mod) to the 
current time, Set the records priority time to 
ChngCDArg3, if the recipient keeps Such a prior 
ity time that is separate from the modification time 
(; client's generally don't); and set the reception 
processed time (e.g., client's cmT ProcGudSent) 
to a time no earlier than the newly-Set modifica 
tion time. Of course, if the change is a new record 
addition, the new record is created first and the 
data is copied into the created record. 

0291) 2) If the change is a record addition (e.g., 
Action Insert Record), additionally copy the 
recipient's record ID (ChngCDArg1), the send 
time (ChngCDArg4), and the newly-created 
recipient record ID (e.g., the client's newly-cre 
ated cRID) into an “inserted-record-to-be-ac 
knowledged” list for future use in acknowledging 
the record addition (by Sending record mappings, 
as will be described). 

0292 d. Requesting Ack of C-Dominant Changes (e.g., 
by Server) 
0293. In the preferred embodiment, the server may send 
a request for acknowledgment of receipt of its Sent changes 
whenever it wants to (e.g., at any time). The requesting 540A 
of acknowledgment of Sent Server changes in the method 
500 of FIG. 5A is exemplary. 
0294 Requesting acknowledgment of c-dominant 
changes (e.g., by the server) is done in the essentially same 
way as requesting acknowledgment of c-untested changes 
(e.g., by the client), as earlier described. Just re-read the 
previous description and mentally Swap any references to 
Server and client, except that references to client record IDS 
may not need to be mentally Swapped for the reason 
described in the next paragraph. 
0295 One minor point worth noting is that c-untested 
changes generally use the Sender's record IDs (e.g., clients 
record IDs) as ChngCUArg1 whereas c-dominant changes 
generally use the recipient's record IDs (e.g., client's record 
IDs) as ChngCDArg1 except for new records (for which 
ChngCDArg1 is the sender's record IDs). However, this 
difference does not present a difficulty because the Sender of 
c-dominant changes will never need to explicitly list Sent 
new records that need acknowledging (under the Action 
Request Ack Records's alternative form or usage) because, 
as will be described, acknowledgment of record additions 
uses a different mechanism (communication of new map 
pings). 
0296 e. Sending Ack of C-Dominant Deletes and Mods. 
(e.g., by Client) 
0297 The change recipient (e.g., client) responds to a 
received Action Request Ack Records, with regard to 
c-dominant record deletions and modifications (e.g., Action 
Update Record and Action Delete Record changes), in a 
Straightforward manner by Sending one or more Action Ack 
Records action object(s) that together contain the client 
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record IDs (e.g., cR ID in the client) and send-times (e.g., 
gST GudSent of the client) of the received deletions and 
modifications for which acknowledgment is requested. An 
example is found within the acknowledging 544A Step in the 
method 500 of FIG.5A that responds to the receipt 541A of 
a request for acknowledgment. 

0298 Sending acknowledgment of c-dominant record 
deletions and modifications, but not additions, (e.g., by 
client) is done in the essentially same way as Sending 
acknowledgment of c-untested changes (e.g., by server), as 
earlier described. Just re-read the previous description and 
mentally Swap any references to Server and client, except 
that references to client record IDs may not need to be 
mentally Swapped for the reason described earlier (i.e., the 
recipients (e.g., client's) record IDs are used for c-dominant 
changes (except record additions), whereas the Sender's 
(e.g., client's) record IDs are used for c-untested changes). 
0299 f. Sending Ack of C-Domninant Adds: Sending 
Maps (e.g., by Client) 
0300 The change recipient (e.g., client) responds to a 
received Action Request Ack Records, with regard to 
c-dominant record additions (e.g., Action Insert Record 
changes), in a straightforward manner by sending one or 
more Action Update Map action object(s) that contain pairs 
of record IDs, and for each pair of record IDs the send-time 
(e.g., gST GudSent of the client record) of the received 
record addition for which acknowledgment is requested. 
There is one pair of record IDs for each record addition 
being acknowledged. Each pair is a mapping of the Senders 
record ID (which was sent as ChngCDArg1 in the Action 
Insert Record action object) and the recipient's Subse 
quently-created record ID. The Send time for each mapping 
is the send time (ChngCDArg4) of the Action Insert Record 
action object. An example is found within the acknowledg 
ing 544A step in the method 500 of FIG. 5A that responds 
to the receipt 541A of a request for acknowledgment. 
Preferably, each mapping also includes a Send time of the 
mapping, according to the change recipient's clock (e.g., 
client's clock). 
0301 g. Receiving Ack of C-Dominant Changes (e.g., by 
Server) 
0302) When the server receives Action Ack Records 
action object(s) from the client (for record modifications and 
deletions), the server removes, for each client record ID that 
is acknowledged, all entr(ies) from the server's list of 
not-yet-acknowledged sent changes for that client record ID. 
The server also sets the status field gST Sent Ackd for each 
acknowledged change to the received Send-time from the 
Action Ack Records action object, if the received Send-time 
is later than the existing value of gST Sentackd. An 
example is found within the acknowledgment-receiving Step 
545A in the method 500 of FIG. 5A. 

0303) When the server receives Action Update Map 
action object(s) from the client (for record additions), the 
Server records the received mappings into the mapping table 
corresponding to the client. For example, the Server places 
the client record's record ID into the cRID field of the 
corresponding GUD record's row in the mapping table. The 
Server also sets the Status field gST Sentackd for each 
acknowledged change to the received value, if the received 
value is later than the existing value of gST Sentack.d. 
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0304 h. Requesting Ack of Maps (e.g., by Client) 
0305 The recipient of the c-dominant change can send an 
Action Request Ack Maps action object to request acknowl 
edgment of the receipt of all maps Sent Since a particular 
time and/or all maps involving particular recipient record 
IDs (e.g., added client record IDs). The details of such a 
request are similar to the details of an Action Request Ack 
Record request and need not be described further. The 
client's requesting 548A of acknowledgment of reception of 
sent mappings in the method 500 of FIG. 5A is exemplary. 
0306 
0307 The change sender (e.g., server) responds to a 
received Action Request Ack Maps action object in a 
Straightforward manner by Sending one or more Action Ack 
Maps action object(s) that together contain the client record 
IDS (e.g., cR ID in the client) of the received mappings for 
which acknowledgment is requested. An example is found 
within the acknowledging step 552A in the method 500 of 
FIG. 5A that responds to the receipt 549A of a request for 
acknowledgment of mappings. The details of Such an 
acknowledgment are similar to the details of an Action Ack 
Records acknowledgment and need not be described further. 
0308 j. Receiving Ack of Maps (e.g., by Client) 

i. Sending Ack of Maps (e.g., by Server) 

0309 The details of receiving an acknowledgment of 
mappings are Similar to the details of receiving an acknowl 
edgment of records. When the client receives an Action Ack 
Maps action object from the Server, the client removes, for 
each client record mapping that is acknowledged, all 
entr(ies) from the inserted-record-to-be-acknowledged list 
for the mapping that have Send time no later than the 
acknowledged send time. The client's receipt 553A of 
acknowledgments of mappings from the Server in the 
method 500 of FIG. 5A is exemplary. 
0310 k. Determining Fresh Changes (e.g., by Server) In 
the First Place 

0311 Changes (deletions, modifications, additions) that 
have been made to any GUD record without a client's 
guaranteed knowledge are considered fresh changes with 
respect to the client. Preferably, the server sends fresh 
changes and only fresh changes to the client. 
0312 FIG. 9 shows a logic table 900 that describes a 
logic for determining whether a GUD record is fresh with 
respect to a particular client. The logic table 900 is used in 
the preferred embodiment, in which the server sends only 
c-dominant changes to the client and the client Sends only 
c-untested changes to the Server. There are six possible 
scenarios901-906 under the logic table 900. The server may 
navigate the logic table 900 as follows for each GUD record 
to determine its freshness verSuS the client. 

0313) STEP 1: Determine the nature of any last 
transfer of a change involving the GUD record and 
the client. If there was no Such transfer, i.e., if the 
GUD record is not yet mapped to the client, then 
scenario 901 applies, and determine the GUD record 
to be fresh. (The Server can recognize that there was 
no such transfer by noticing that the GUD record has 
no non-empty entry in the mapping table or that 
gmT ProcClientSend and gST SentAckd both 
equal-MIN>.) Otherwise, if the last transfer was a 
Sending to the client with receipt later acknowledged 
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(e.g., gST Sent Ackdd.gmT ProcClientSend), then 
proceed to STEP2A. Otherwise, the last transfer was 
a received change from the client, and proceed to 
STEP 2B. 

0314 STEP2A: If the GUD record has been modi 
fied since the last transfer (Send) (e.g., 
gmT ModByOthersgST SentAckd), then determine 
the GUD record to be fresh. Otherwise, determine 
the GUD record to be not fresh. 

0315 STEP2B: If the GUD record has been modi 
fied since the last transfer (receipt) (e.g., 
gmT ModByOthersgST SentAckd), then determine 
the GUD record to be fresh. Otherwise, if after 
processing the received change from the client, it 
was determined that the client needed updating (e.g., 
because the client's change lost a conflict resolution) 
(e.g., bool LostConflict ClientSend =TRUE), then 
determine the GUD record to be fresh. Otherwise, 
determine the GUD record to be not fresh. 

0316 3. C-Conflicting Changes (e.g., Unresolved Con 
flict) 
0317 AS previously mentioned, it is preferred that all 
datasets ever Synchronized by the Synchronizer provide 
globally-usable timestamps for their records and for their 
communications, Such that the Server can always perform 
automatic, timestamp-based (e.g., latest change wins) con 
flict resolution. Under this Scenario, c-conflicting changes 
need not ever be sent, and preferably are not ever used. 
However, if the Server detects a conflict but cannot compare 
timestamps in order to perform timestamp-based conflict 
resolution, it will prompt the user to make a choice between 
conflicting changes. Optionally, the Server can detect a 
conflict and use the action object framework itself to del 
egate the user-assisted conflict-resolution task to a client 
accessor. This delegation is particularly useful if the Server 
cannot otherwise present a user interface to the user-i.e., if 
the user is at the client and Synchronizing wirelessly and has 
no browser open to the Server. 
0318. The mechanism by which the server can delegate 
resolution of a detected conflict is as follows. First, the 
Server detects a conflict and determines that the client should 
resolve this conflict (e.g., because the Server determines that 
user-assisted conflict-resolution is necessary (e.g., because 
of non-comparable timestamps) and that the user is not 
currently logged into the server via a user interface). Next, 
the server sends the conflicting change(s) to the client (e.g., 
two or more conflicting changes including their (possibly 
non-comparable timestamps), optionally minus the values 
from the clients own corresponding dataset). The conflict 
ing change(s) are flagged as conflicting, for example by 
being Sent using the C-Conflicting versions of Action 
Update Record or Action Delete Record. When the client 
receives Such conflicting changes, the client displays the 
conflicting values to the user and accepts input from the user 
that indicates the winning values to be kept. The client then 
Sends the winning values back to the Server using the 
C-Dominant versions of Action Update Record or Action 
Delete Record. 

0319 While the invention is described in some detail 
with Specific reference to a single preferred embodiment and 
certain alternatives, there is no intent to limit the invention 
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to that particular embodiment or those Specific alternatives. 
Thus, the true Scope of the present invention is not limited 
to any one of the foregoing exemplary embodiments but is 
instead defined by the appended claims. 

What is claimed is: 
1. In an information processing System, a method for 

Synchronizing a first dataSet with at least a Second dataset via 
a communication medium, the method comprising: 

Storing information that is indicative of a first version of 
user data of the first dataset, wherein the first version 
was involved in prior use for Synchronizing with the 
Second dataset; 

identifying a change in the Second dataset that is new 
relative to the first version of the user data of the first 
dataset; 

via the communication medium, communicating the 
change in the Second dataSet and indicating the first 
version based on the Stored information; 

determining whether user data currently in the first dataset 
has changed relative to the first version that was 
indicated in the communicating and indicating Step; 

deciding whether to commit the communicated change to 
the first dataset based at least in part on the determining 
Step; and 

committing the communicated change to the first dataset 
if the communicated change is decided to be committed 
in the deciding Step. 

2. The method of claim 1 further comprising: 
acknowledging the communicated change in an ordinary 

manner, if the communicated change was decided to be 
committed in the deciding Step; and 

refraining from acknowledging the communicated change 
in the ordinary manner, if the communicated change 
was decided not to be committed in the deciding Step. 

3. The method of claim 1 wherein the deciding step 
comprises deciding to refrain from committing the commu 
nicated change to the first dataset, if the user data currently 
in the first dataset was determined in the determining Step to 
have changed relative to the first version. 

4. The method of claim 1 further comprising: 

as a part of the prior use, via the communication medium, 
communicating a change in the first dataSet that reflects 
the first version and indicating the first version; 

wherein the Step of Storing the information is responsive 
to the Step of indicating the first version as a part of the 
prior use. 

5. The method of claim 4 wherein: 

the Step of communicating the change in the first dataset 
and indicating the first version comprises Sending the 
change in the first dataset at a Send time, and 

the Step of Sending the change in the first dataset com 
prises Sending the Send time. 

6. The method of claim 5 wherein the send time is 
according to a clock that is used in the first dataset. 

7. The method of claim 6 wherein the clock is a non-real 
time clock. 
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8. The method of claim 5 wherein the step of communi 
cating the change in the Second dataset and indicating the 
first version comprises Sending the Send time. 

9. The method of claim 8 wherein the storing step 
comprises Storing the Send time, and the information that is 
indicative of the first version includes the stored send time. 

10. The method of claim 4 wherein: 

the first dataset resides on a first device; 
the Second dataset resides on a Second device; 
the first and Second devices are capable of communication 

via the communication medium; 
the Step of communicating the change in the first dataset 

and indicating the first version comprises communicat 
ing from the first device to the Second device via the 
communication medium; and 

the Step of communicating the change in the Second 
dataset and indicating the first version comprises com 
municating from the Second device to the first device 
via the communication medium. 

11. The method of claim 10 wherein the step of storing the 
information that is indicative of the first version comprises 
Storing the information on the Second device. 

12. The method of claim 11 wherein the second device 
includes a processor and the Step of determining the change 
in the Second dataset is performed by the processor. 

13. The method of claim 10 wherein the first device 
includes a portable pager, and the Step of communicating the 
change in the Second dataset and indicating the first version 
comprises Sending a paging message. 

14. The method of claim 4 wherein the communication 
medium includes a public cellular wireleSS network, and the 
Step of communicating the change in the Second dataset and 
indicating the first version comprises Sending a wireleSS 
Signal Over the public cellular wireleSS network. 

15. The method of claim 4 wherein the communication 
medium is Susceptible to communication latency of greater 
than a minute. 

16. The method of claim 1 wherein the change in the 
Second dataset includes one of a data record addition, a data 
record modification, and a data record deletion. 

17. The method of claim 16 wherein the user data of the 
first dataset includes at least one of contact data and event 
data. 

18. The method of claim 1 wherein: 

the user data of the first dataset includes a first data record, 
and the first data record, under the first version, was last 
modified at a first modification time; and 

the Step of determining whether user data currently in the 
first dataset has changed relative to the first version 
comprises determining whether the first data record has 
been modified after the first modification time. 

19. The method of claim 18 wherein: 

the Step of communicating the change in the Second 
dataset and indicating the first version comprises com 
municating a timestamp that is no earlier than the first 
modification time; and 

the Step of determining whether the first data record has 
been modified after the first modification time com 
prises determining whether the first data record was last 
modified after the communicated timestamp, wherein 
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the first data record is determined to have been modi 
fied after the first modification time if the first data 
record was modified after the communicated times 
tamp. 

20. The method of claim 18 wherein: 

the user data of the first dataset further includes a Second 
data record, and the Second data record was last modi 
fied at a Second modification time; and 

the Step of communicating the change in the Second 
dataset and indicating the first version comprises: 
communicating a first indicator that is indicative of the 

first modification time if the change in the Second 
dataset relates to the first data record; and 

communicating a Second indicator that is indicative of 
the Second modification time if the change in the 
Second dataset relates to the Second data record. 

21. The method of claim 20 further comprising, as a part 
of the prior use, indicating the first version via the commu 
nication medium, wherein the Step of indicating the first 
version as a part of the prior use comprises communicating 
the first indicator and the Second indicator, and wherein the 
Stored information is indicative of the first and Second 
indicators. 

22. The method of claim 21 wherein: 

the first indicator includes a first timestamp that is no 
earlier than the first modification time; 

the Second indicator includes a Second timestamp that is 
no later than the Second modification time; and 

the Step of determining whether the first data record has 
been modified after the first modification time com 
prises determining whether the first data record was last 
modified after the first timestamp, wherein the first 
dataset is determined to have been modified after the 
first modification time if it was modified after the first 
timestamp. 

23. The method of claim 22 wherein the step of indicating 
the first version as a part of the prior use comprises Sending 
a Send time as the first timestamp, wherein the Send time 
corresponds to a time at which the first data record, under the 
first version, was sent via the communication medium. 

24. The method of claim 23 wherein the send time is 
according to a clock that is used for the first dataset. 

25. The method of claim 1 wherein the communication 
medium includes a message-based network, and the Step of 
communicating the change in the Second dataset and indi 
cating the first version comprises Sending a message over the 
message-based network. 

26. The method of claim 25 wherein the message-based 
network includes one of a paging network and an electronic 
mail network, and the Step of communicating the change in 
the Second dataset and indicating the first version comprises 
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Sending one of a paging message and an electronic mail 
message over the message-based network. 

27. The method of claim 1 wherein the communication 
medium is Susceptible to communication latency of greater 
than an hour. 

28. The method of claim 1 wherein the change involves a 
data record of the Second dataset that has a corresponding 
record in the first dataset, and the deciding Step further 
comprises: 

determining whether the communicated change was sent 
earlier than a previously-received change involving the 
data record of the Second dataset; and 

deciding to refrain from committing the communicated 
change to the first dataset, if the communicated change 
was determined to have been Sent earlier than the 
previously-received change. 

29. The method of claim 28 wherein the step of deter 
mining whether the communicated change was sent earlier 
than the previously-received change comprises determining 
whether the first version that was indicated in the commu 
nicating and indicating Step is older than a version previ 
ously-indicated for the previously-received change. 

30. The method of claim1 wherein the determining and 
deciding Steps do not require comparison of timestamps 
generated by different clockS. 

31. A System for Synchronizing a first dataset with at least 
a Second dataset via a communication medium, the System 
comprising: 

means for Storing information that is indicative of a first 
version of user data of the first dataset, wherein the first 
Version was involved in prior use for Synchronizing 
with the Second dataset; 

means for identifying a change in the Second dataset that 
is new relative to the first version of the user data of the 
first dataset; 

means for communicating the change in the Second 
dataset and indicating the first version based on the 
Stored information, via the communication medium; 

means for determining whether user data currently in the 
first dataset has changed relative to the first version that 
was indicated in the communicating and indicating 
Step, 

means for deciding whether to commit the communicated 
change to the first dataset based at least in part on the 
determining Step; and 

means for performing Synchronization, including com 
mitting the communicated change to the first dataset if 
the communicated change is decided to be committed 
in the deciding Step. 
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