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Description

CONTENT PROTECTION SYSTEM, KEY DATA GENERATION APPARATUS,

AND TERMINAL APPARATUS

Technical Field

Thepresent inventionrelatestoasystemforrecording
digitized data of content that is a work such as a movie
to a large-capacity recording medium such as an optical

disc, and playing back the content.

Background Art

In order to protect the copyright of content that is
a work such as a movie or music, playback apparatuses are
givenapluralityof device keys, and the content is recorded
in an encrypted state on a recording medium, together with
key data that is used for decrypting the content and that
canbeobtainedonlybyaplaybackapparatusthat ispermitted
to play back the content. One way of managing keys for
generating this kind of key data is to use a tree structure.

Document 1 discloses a technique relating to a key
management system that uses a tree structure, and in which
the amount of key information is relatively small and
individual keys are able to be revoked. Furthermore,
Document 2 discloses a technique that is based on the

technique in Document 1 and that relates toadigital content
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protection key management method that suppresses increases
in the number of device keys held in advance by the playback
apparatuseswhile reducing the amount of the key information
recorded on the recording medium.

The following outlines the key management method
disclosed in Document 1.

Akeymanagement organizationmanages device keys such
that the leaves in a tree structure are in one-to-one
correspondence with playback apparatuses. Each playback
apparatus holds device keys corresponded with nodes
positioned on the route from the root through to the leaf
corresponding to the playback device. The key management
organization encrypts one content and a media key MK used
to decrypt the content, using a device key K which is the
device key among all of the managed device keys that is
sha;edbythegreatestnumberofplaybackapparatuses. Then,
thekeyn@nagementorganizatimnwritesfheenmxyptedn@dia
key E (K, MK) to a recording medium. Note that E(X, Y)
denotes a ciphertext obtained by encrypting data Y with
key data X.

Here, if a playback apparatus is internally analyzed
and all the device keys held by the playback apparatus are
exposed, the key management organization revokes the
exposed keys, and selects, from among the remaining device

keys, device keys that are shared by the greatest numbers
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of playback apparatus, and ﬁses the selected device keys
to encrypt the media key MK.

As shown in FIG. 11, inthe case of aplayback apparatus-
0 being revoked, device keys Kf, Kb, and Kl are used to
encrypt the media key MK, thereby generating ciphertexts
E(Kf, MK), E(Kb, MK), and E (K1, MK), which are written to
the recording medium.

Accordingly, the revoked playback device 0 is unable
to obtain the media key MK since it does not have any of
the device keys Kf, Kb, and K1, and only playback devices
having any of the device keys Kf, Kb and Kl are able to
obtain the media key MK.

Here, if the uniqueness of the device keys is lost,
for example if respective values of the device key Kf and
the device key kl are the identical, the values of the
ciphertextsE (Kf, MK) andE (K1, MK) recordedonthe recording
medium will be the same. This means that it will be
publicly-known that the device keys Kf and Kl have the
identical wvalues.

If the playback apparatus 7 is later revoked, as shown
in FIG. 12, the key management organization encrypts the
media key MK with use of the device keys Kb, Kc, Kl and
K6, and four ciphertexts E (Kb, MK), E(Kc, MK), E(K1l, MK),
and E (K6, MK) are recorded on the recording medium.

Here, since the device key Kf held by the playback

3
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apparatus 7 has already been exposed and because of the
fact that it is publicly known that Kf and K1 are identical,
there is a danger that an illegal party will use the exposéd
Kf to decrypt the ciphertext E (K1, MK) and thereby illecjally
obtain themedia keyMK. If inorder toprevent suchillegal
actstheciphertextE (K1, MK) isnot recordedtothe recording
medium, a problem arises that the valid playback apparatus
1 becomes unable to obtain the media key MK and is revoked
unjustly.

One example of a way of preventing the media key from
being obtained illegally and a playback apparatus that
should not be revoked from being revoked unjustly is to
ensure . (guarantee) the uniqueness of each device key.
Specifically, sincedevice keys areusually generatedusing
a random number generator that generates a random number
series, one method is to check, each time a device key is
generated, whether or not the device key matches any
previously-generateddevice keys. Here, the random number
series is destroyed if a matching device key exists, and
used if a matching device key does not exist.

However, in a large-scale system in which the number
of playback apparatuses isinthebillions, it is enormously
costlyinterms of time to checkwhether ornot each generated
device keymatches previously—-generateddevice keys. Even

when the key management method in Document 2 is used, the
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same problem of the time taken to check the device keys
arises.

Document 1

Nakano, Ohmori and Tatebayashi “Digital Content
Hogo-you Kagi Kanri Houshiki (Key Management System for
Digital Content Protection)”, The 2001 Symposium on
CryptographyandInformationSecurity,SCISZOOl,SA—S,Jan.
2001.

Document 2

Nakano, Ohmori and Tatebayashi "“Digital Content
Hogo-you Kanri Houshiki- Ki-kouzou Pattern Bunkatsu
Houshiki (Key Management System for Digital Content
Protection- Tree Pattern Division Method)”, The 2002
Symposium on Cryptography and Information Security,

SCIs2002, 10C-1, Jan. 2002.

Disclosure of the Invention

In view of the stated problems, the object of the
presentinventionisTx)provideaicontentprotectionsystemk
whichpreventsillegalacquisitionofanmdiakeyandunjust
revocation of a playback device that should not be revoked,
without checking the uniqueness of device keys.

In order to achieve the stated object, the present
invention is a content protection system in which content

is usable only by a valid terminal apparatus, including:
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a key data generation apparatus that includes: a conversion
unit operable to convert, based on a predetermined
conversion rule, first keydata foruse inusing the content,
thereby generating second key data; an encryption unit
operable to encrypt the second key data using a device key
held by the valid terminal apparatus, thereby generating
encrypted key data; and an output unit operable to output
the encrypted key data, and a terminal apparatus that
includes: anobtainingunit operable toobtainthe encrypted
keydata;adecryptionunitoperabletodecrypttheencrypted
key data using a device key held by the terminal apparatus,
thereby generating second key data; a conversion unit
operable to convert, based on a predetermined conversion
rule, the second key data, thereby obtaining first key data;
and a content usage unit operable to use the content, based
on the first key data.

According to the stated structure, even if the device
keys have identical values, the encrypted key data will
not necessarily have identical values. Furthermore, it
is not possible to determine whether or not the device keys
have identicai values using the encrypted key data.
Therefore, illegal acquisition of the first key data can
be prevented. Accordingly, revocationof playbackdevices

that should not be revoked is prevented.
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Brief Description of the Drawings

FIG. 1 is a block diagram showing the structure of
a key data generation apparatus 100 and a recording medium
300;

FIG. 2 shows a tree structure expressing the
correlation between device keys, in the key data generation
apparatus 100;

FIG. 3 shows the correlation between device keys in
a case in which device keys to be revoked exist;

FIG. 4 shows the contents of media key conversion and
encryption processing;

FIG. 5 shows the structure of recording areas of a
DVD 300;

FIG. 6 is a block diagram showing the structure of
the DVD 300 and a playback apparatus 200;

FIG. 7 shows the contents of encrypted media key
decryption and re-conversion processing;

FIG. 8 is a flowchart showing key data generation
processing‘in the key data generation apparatus 100;

FIG. 9 is a flowchart showing operations by the
playback apparatus 200;

FIG. 10 is a flowchart showing recording position
designation and <conversion information generation
operations in the playback apparatus 200;

FIG. 11 shows an example of a key management method
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that uses a tree structure; and
FIG. 12 shows an example of a key management method

that uses a tree structure.

5 Best Mode for Carrying Out the Invention

The following describes embodiments of the present
invention with reference to the drawings.

First Embodiment |

1. Structure of the copyright protection system

10 The copyright protection system, as shown in FIGs.
1 and 6, is composed of a key data generation apparatus
100, a plurality of playback apparatuses 200a, 200b, etc.,
andaDVD300. Notethatthecommonstructureoftheplayback
apparatuses 200a, 200b, etc. is shownasaplaybackapparatus

15 200 in FIG. 6.

The key data generation apparatus 100, which is held
by a key management organization, records content and key
data for playing back the content to the DVD 300. The key
data is selected so that only valid playback apparatuses

20 are able to play back the content, and is managed with a
tree structure.

The playback apparatuses 200a, 200b, etc., which are
held by respective users, are each assigned a plurality
of device keys inadvanceby the keydatagenerationapparatus

25 100. Furthermore, each of the playback apparatuses 200a,
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200b, etc. selects an appropriate device key from amongst
the allocated device keys, and uses the selected device
key to decrypt and play back the encrypted content recorded
on the DVD 300.

The following describes each structure.

1.1 Key data generation apparatus 100

The key data generation apparatus 100, as shown in
FIG. 1, is composed of a device key storage unit 101, a
device key selection unit 102, a conversion unit 103, a
conversion information generation unit 104, a media key
encryption unit 105, a content key encryption unit 106,
a content encryption unit 107, an input unit 108, a control
unit 109, and a drive unit 110.

Specifically, the key data generation apparatus 100
is computer system composed of a microprocessor, a ROM,
a RAM, a harddiskunit, adisplayunit, a keyboard, a mouse,
and the like. A computer program is stored in the RAM or
the hard disk unit, and the key data generation apparatus
100 achieves its functions by the microprocessor operating
according to the computer program.

(1) Input Unit 108 and Drive Unit 110

The input unit 108 receives inputs of a media key MK,
a content key CK, and content, from an external source,
and outputs the media key MK to the conversion unit 103

and the content key encryption unit 106, the content key
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CK to the content key encryption unit 106 and the content
encryption unit 107, and the content to the content
encryption unit 107.

Note that the media key may be information unique to
the DVD 300, or may be key'data‘generated.from,information
unique to the DVD 300.

The drive unit 110 writes the conversion information,
the encrypted key data, and the encrypted content to the
DVD 300, under the control of the control unit 109.

(2) Control Unit 109

The control unit 109 controls the device key selection
unit 102 so as to have it select at least one device key,
from among the managed device keys, commonly held by the
greatest number of pléyback apparatuses.

Furthermore, the control unit 109 controls the
conversion information generation unit 104 so as to have
it generate conversion information for each of the selected
device key or keys.

Next, the control unit 109 controls the conversion
unit 103 soastohaveit convert themedia keyMKrespectively
using each piece of conversion information generated by
the conversion information generation unit 104.

Furthermore, the control unit 109 controls the media
keyencryptionunit 105 soas tohave it encrypt the converted

media keys MK using each of the respective selective device

10
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keys. The control unit 109 also controls the content key
encryption unit 106 so as to have it encrypt the received
content key using the media key, and controls the content
encryption unit 107 so as to have it encrypt the content.

The control unit 109 has the respective encrypted key
data, conversion information and encrypted content written
to the DVD 300 via the drive unit 110.

(3) Device Key Storage Unit 101

The device key storage unit 101 stores all device keys
giventotheplaybackapparatusesbelongingtothecopyright
protection system.

The device keys étored by the device key storage unit
101 are generated and assigned to the playback apparatuses
using the tree structure key management method shown in
FIG. 2.

Note that although the tree structure is described
as being a 3-ary tree with three layers in the present
embodiment, the tree structure is not limited to being a
3-ary tree, and may have even more layers. The tree
structure management method is described in detail in
Document 2.

The following briefly describes the tree structure.

The tree structure is composed of nodes and paths.
Each “joint” in the tree is called a node, and the nodes

are connected by paths. Each level on which nodes are

11
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positioned in the tree structure is called a layer. A node
that is above a particular node and connected to that node
by one path is called a parent node, and the nodes that
are below a parent node and connected to the parent node
by paths are called child nodes.

Furthermore, the node on the highest layer is called
a root, and the nodes on the lowest layer are called leaves.
The playback apparatuses are assigned one-to-one to the
leaves. In FIG. 2 the playback apparatuses as shown with
numbers 0 to 8 assigned respectively thereto.

Furthermore, each node 1s assigned a node ID. Node
IDs are a concatenation of path numbers from the root to
the particular node. Path numbers 00, 01, and 10 are
assignejtothepathsinthestatedorderfromlefttoright.
For example, the node ID of the leaf to which the playback
apparatus 6 is assigned is “1000”.

The following briefly describes how device keys are
assigned in the copyright protection system.

<Root>

A plurality of device keys are assigned to the root.
In FIG. 2, these device keys are expressed as identification
information Ka-0000, Ka-0001, Ka-0010, Ka-0011, Ka-0100,
Ka-0101, and Ka-0110. 1In the identification information
“Ka-"” indicates that the device key is assigned to the root.

The four bits after the “Ka-” are an NRP (node revocation

12
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pattern),andthekdghestbitcﬁftheNRPidentifieswhether
the node is a parent node in relation to the leaf. The
highest bit is “1” when the node is a parent node, and “0”
in the case of any other node.

The three lower bits in the NRP express revocation
information. The revocation information indicates, for
each of the child nodes of the root, whether a device key
or keys to be revoked exist in the device keys assigned
to the child node. Here, “1” expresses a child node having
a device key or keys to be revoked, and “0” indicates a
child node not having a device key or keys to be revoked.
The revocation information consists of information for each
child node, concatenated in order from left to right of
the tree structure.

Here, “revoke” means invalidating a playback
apparatus and device keys for a reason such as the playback
apparatusbeinganalyzedandthedevicekeysbeingexposed.
Nodes corresponding to device keys revoked in this way are
revoked. Such a node is called a revoked node.

Ka-0000 is a key held by all playback apparatuses
belonging to the tree structure, and this is the device
key that is used in an initial state in which none of the
playbackapparatusesinthetreestructurehasbeenrevoked.

Other device keys are used to encrypt the media key

when a revoked device key exists in the child nodes.

13
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For example, when a revoked playback apparatus exists
below the leftmost child node of the root, and no revoked
playback apparatus exists below the other child nodes, the
device key with the revocation information ™“1007,
identified by Ka-0100, is used. 1In this way, a device key
is assigned to each corresponding revocation information,
and, according to the position of the revoked playback
apparatus in the tree structure, a selection is made of
device keys identified by which pieces of revocation
information are to be used subsequently.

Furthermore, no device keys having revocation
information “111” are assigned. This isbecause the device
keys assigned to the nodes of the lowest layer are used
when all child nodes have a revoked playback apparatus.

<Nodes>

Six device keys Kb-1001, Kb-1010, Kb-1011, Kb-1100,
Kb-1101, and Kb-1110 are assigned to the leftmost node in
layer 1. Here, “Kb” indicates a device key assigned to
the leftmost node of layer 1. In the same way as the device
keys of the root, eachdevice key is identifiedby revocation
information about the child nodes. Furthermore, no device
keys with revocation information “000” are assigned. This
is because when no revoked playback apparatuses exist for
nodes below a particular node, a device key assigned to

the root which is the node above the particular node is

14
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used. Furthermore, no device keys having revocation
information “111” are assigned. This is because when all
playback apparatuses corresponding to the three leaves that
are the child nodes are revoked, the device keys assigned
to the node are not used.

Other nodes are each assigned six device keys
identified by revocation information in the manner
described.

<Leaves>

Each leaf has a playback apparatus assigned thereto.
Here, the playback apparatuses are identified by numbers
0 to 8.

The leftmost leaf of layer 2 is assigned device keys
Ka-0000, Ka-0001, Ka-0010, Ka-0011, Kb-1001, Kb-1010, and
Kb-1011.

The leaf is assigned all device keys that are assigned
to the nodes on the paths fromthe root to the leaf, excluding
the device key corresponding to a revocation pattern for
when the playback apparatus 0 is revoked. In other words,
thedevice keys Ka-0100, Ka-0101, Ka-0110, Kb-1100, Kb-1101,
and Kb-1110 are not assigned to the playback apparatus 0
since these are the device keys, among those assigned to
the root and the leftmost node of layer 1, that are used
when the playback apparatus 0 is revoked.

The other leaves are assigned device keys in the same

15
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manner.

(4) Device key selection unit 102

The device key selection unit 102 selects device keys
such that revoked playback apparatuses are unable to use
the content, and outputs the selected device keys to the
media key encryption unit 105.

In the initial state, the device key selection unit
102 selects Ka-0000, and outputs this selected device key
to the media key encryption unit 105.

The method of selecting device keys when one or more
revoked playback apparatuses exist is described with use
of FIG. 3.

If the playback apparatuses 0 and 8 are revoked, all
nodes on the paths from the root to each of the leaves
correspondingtotheplaybackapparatusesOand8arerevoked.
Each revoked node is indicated by a cross (X) in FIG. 3.
When one or more playback devices are revoked, the device
key that was being used is no longer able to be used. In
other words, Ka-0000 that was being used in the initial
state cannot be used.

Next, the device key selection unit 102 selects, for
each revoked node, a device key that corresponds to the
revocation pattern of the node. In the case of the root,
the device key selection unit 102 selects the device key

Ka-0101 whose revocation information is “101” since the

16
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left and right child nodes are revoked.

In the case of the leftmost node of layer 1, the device
keyselectimnunitlozselectsthedevicekeyEerlOOwhose
revocation informationis Y1007, because the leftmost child
node is revoked. The middle node in layer 1 has no revoked
child nodes and therefore the device key assigned to the
layer above, in this case Ka-0101 assigned to the root,
is used. The device key selection unit 102 selects the
device key Kd-1001 whose revocation information is “001”
for the rightmost child node of layer 1, since the rightmost
child node thereof is revoked.

(5) Conversion information generation unit 104

The conversion information generation unit 104
generates conversion information for each of the device
keys selected by the device key selection unit 102.

The NRP information is generated by concatenating the
NRPs from the root through to the node to which the selected
device key i1s assigned.

As shown in FIG. 3, when the playback apparatuses O
and 8 are revoked, the conversion information generation
unit 104 generates conversion information for the device
keys Ka-0101, Kb-1100 and Kd-1001 selected by the device
key selection unit 102.

First, the conversioninformation generationunit 104

generatesconversioninformationforthedevicekeyKa—OlOl

17



10

15

20

25

WO 2004/064313 PCT/JP2004/000155

shared by the playback apparatuses 3 to 5. Here, since
the only NRP for the nodes from the root through to the
nodé to which the device key Ka-0101 is assigned is “101”,
the conversion information generation unit 104 outputs
“101” to the conversionunit 103 as conversion information.

Next, the conversion information generation unit 104
generates conversion information for the device key Kb-1100
shared by the playback apparatuses 1 and 2. Since the NRPs
for the nodes from the root through to the node to which
the device key Kb-1100 is allocated are “101” and “1007,
theconversioninformationgenerationunit 104 concatenates
these NRPs to generate conversion information “101100”,
and outputs the generated conversion information to the
conversion unit 103.

Next, the conversion information generation unit 104
generates conversion information for the device key Kd-1001
that is shared by the playback apparatuses 6 and 7. Since
the NRPs for the nodes from the root through to the node
to which the device key Kb-1001 is allocated are “101” and
“001”, the conversion information generation unit 104
concatenates these NRPs to generate conversion information
“101001”, and outputs the generated conversion information
to the conversion unit 103.

Furthermore, the conversion information generation

unit 104 has the NRPs used to generate the conversion

18
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informationwrittentotheconversioninformationrecording
area 301 of the DVD 300, via the drive unit 110. Here,
the NRPs are written in the order of height of the layers
to which they are assigned.

Note that if header information attached to the
encrypted media key or the encrypted content key is used
as conversion information, it is unnecessary to record
conversion information. Furthermore, it is unnecessary
for conversion information to be recorded if the playback
apparatus is has a structure enabling it to generate
conversion information.

(6) Conversion unit 103

The conversion unit 103 receives the media key from
an external source via the input unit 108, and receives
the conversion information from the conversion information
generation unit 104. The conversion unit 103 applies
respective XOR operations to the media key using each piece
of conversion information, thereby converting the media
key.

Specifically,asshowninETG.4A,theconversionunit
103 first converts the media key MK using the conversion
information “0101” that corresponds to the device key
Ka-0101, therebygeneratingaconvertedmediakeyMK’. Next,
as shown in FIG. 4B, the conversion unit 103 converts the

media key MK using the conversion information “010111007
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that corresponds to the device key Kb-1100, thereby
generating a converted media key MK’’. Furthermore, the
conversion unit 103 converts the media key MK using the
conversion information “01011001” that corresponds to the
device key Kd-1001, thereby generating a converted media
key MK’’’

The conversion unit 103 outputs the generated
converted media keys MK’, MK’’, and MK’’’ to the media key
encryption unit 105.

(7) Media key encryption unit 105

The media key encryption unit 105 receives the device
keys from the device key selection unit 102, and receives
the converted media keys from the conversionunit 103. The
media key encryption unit 105 encrypts each converted media
key with thg respective received device key.

Specifically, as shown in FIG. 4A, the media key
encryption unit 105 first applies an encryption algorithm
E1l to the convertedmedia keyMK’ using thedevice keyKa-0101,
thereby generatinganencryptionkeyE (Ka-0101, MK’). Here,
the encryptionalgorithmEl is, as on example, AES (advanced
encryption standard). Since AES is commonly known, a
description thereof is omitted. Note that E(X, Y) denotes
a ciphertext obtained by encrypting data Y with key data
X.

In the same way, as shown in FIG. 4B, the media key
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encryption unit 105 applies the encryption algorithm E1
to the convertedmedia key MK’ ’ using the device key Kb-1100,
therebygeneratinganencryptedmediakeyE(Kb—llOO,MK”).
Next, as shown in FIG. 4C, the media key encfyption unit
105encryptsthecmnvertedmedrakeyMK”’usingthedevice
key Kd-1001, thereby generating an encrypted media key
E(Kd-1001, MK’'"").

Furthermore, the media key encryptionunit 105 writes
the generated encrypted media keys E(Ka-0101, MK'),
E(Kb-1100, MK’’"), and E (Kd-1001, MK’’’) via the drive unit
110 to the media key data recording area 302 of the DVD
300.

(8) Content key encryption unit 106

The content key encryption unit 106 receives the
content key CK and the media key MK via the input unit 108.
The content key encryption unit 106 applies the encryption
algorithm E1 to the content key CK using the received media
key MK to encrypt content key CK, thereby generating an
encryptedcontent keyE (MK, CK) . The content keyencryption
unit 106 then writes the generated encrypted content key
E (MK, CK) via the drive unit 110 to the content key data
recording area 303.

(9) Content encryption unit 107

The content key encryption unit 107 receives the

content and the content key CK from an external source via
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input unit 108. The content key encryptionunit 107 applies
theencryptionalgorithmEl tothe content usingthe received
content key CK to encrypt the content, thereby generating
encryptéd content E(CK, content). The contenti key
encryptimﬁunit107vmitesthegeneratedencryptedcoﬁtent
E(CK, content) viathedriveunit 110 tothecontent recording
area 304 of the DVD 300.

1.2 DVD 300

The DVD 300, as showninFIG. 5, includes the conversion
informationrecordingarea 301, themedia keydata recording
area 302, the content key data recording area 303, and the
content recording area 304.

The conversion information recording area 301 is an
area to which the NRPs used to generate conversion
information are written. The NRPs are written in the order
of height of the layers to which they are assigned.

The media key data recording area 302 is an area for
recording the encrypted media keys. The encrypted media
keys are written in order from the encrypted media key
encryptedusing the device key assigned to the highest layer
in the tree structure.

The content key data recording érea 303 is an area
for recording the encrypted content key.

The content recordingarea 304 is an area for recording

the encrypted content.
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1.3 Playback apparatus 200

The playback apparatus 200 represents the structure
common to the playback apparatuses 200a, 200b, etc., and
corresponds to any of the playback apparatuses 0 to 8 in
the tree structure.

The playback apparatus 200, as shown in FIG. 6, is
composed of a device key selection unit 201, a device key
storage unit 202, a media key decryption unit 203, a
conversion unit 204, a content key decryption unit 205,
a content decryption unit 206, a drive unit 207, a playback
unit 208, a control unit 209, and an input unit 210. A
monitor 220 and a speaker 221 are connected to the playback
unit 2009.

Similar to the key data generation unit 100, the
playback apparatus 200 is, specifically, a computer system
composed of a microprocessor, a ROM, a RAM, a hard disk
unit, a display unit, and so on. The playback apparatus
200 achieves its functions by the microprocessor operating
according to a computer program stored in the RAM or the
hard disk.

(1) Drive unit 207 and Input unit 210

The input unit 210 receives input from an external
source, and outputs the received input information to the
control unit 2009.

The drive unit 207 reads from the DVD 300, under the

23



10

15

20

25

WO 2004/064313 PCT/JP2004/000155

control of the control unit 2009.

First, under;the control of the control unit 209, the
drive unit 207 reads the conversion information from the
conversién.information:recording'area.301, and outputs the
read conversion information to the device key selection
unit 201.

Next, the drive unit 207 reads the encrypted media
keys from the media key data recording area 302, and outputs
the read encrypted media keys to the media key decryption
unit 203.

Furthermore, the drive unit 207 reads the encrypted
content key E (MK, CK) from the content key recording area
303, and outputs therread encrypted content key E (MK, CK)
to the content key decryption unit 205.

The drive unit 207 also reads the encrypted content
E (CK, content) from the content recording area 304, and
outputs the read encrypted content E (CK, content) to the
content decryption unit 206.

(2) Playback unit 208

Under the control of the control unit 209, the playback
unit 208 generates a video signal and an audio signal from
the content received from the content decryption unit 206,
and outputs the generated video signal and audio signal
to the monitor 220 and the speaker 221 respectively.

(3) Control unit 209
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On receiving instruction information instructing
playback of content recording on the DVD 300 from the input
unit 210, the control unit 209 controls the drive unit 207
to read various types of information from the DVD 300.

First, the control unit 209 controls the deyice key
selectionunit 201l toselectadevicekey, specifyarecording
positionoftheencryptedmediakey,andgenerateconversion
information.

Next, the control unit 209 controls the media key
decryption unit 203 to decrypt the encrypted media key,
thereby generating a converted media key, and has the
conversion unit 204 re-convert the converted media key,
thereby generating a media key.

Furthermore,thecontrolunit209controlsthecontent
keydecryptionunit205todecryptthereadencryptedcontent
key using the media key, thereby generating a content key.
The control unit 209 has the content decryption unit 206
decrypt the read encrypted content using the generated
content key, thereby generating content, and controls the
playback unit 208 to have the content played back.

(4) Device key storage unit 202

The device key storage unit 202 stores a plurality
of device keys assigned to the playback apparatus 200 by
an administrator. The assigned device keys are indicated

in FIG. 2 by the identifiers shown below each of the playback
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apparatuses 0 to 8. For example, the playback apparatus
6 has device keys indicated by identification information
Ka-0000, Ka-0010, Ka-0100, Ka-0110, Kd-1001, Kd-1010, and
Kd-1011.

Furthermore, the device key storage unit 202 stores
IDinformationindicatingthepositioninthe treestructure
of the root to which the playback apparatus 200 is
corresponded.

(5) Device key selection unit 201

The device key selection unit 201 selects a device
key, and outputs the selected device key to the media key
decrybtion unit 203. An example of a method used to select
a device key is one in which each device key is given an
identifier in advance, the key data generation apparatus
records the identifier of the de&ice key to be selected
on the DVD, and the playback apparatus selects the device
key indicated by the identifier recorded on the DVD. This
device key selectionmethod is commonly known, and therefor
a detailed description thereof is omittgd.

The device key selection unit 201 specifies the
recording position of the encrypted media key that
corresponds to the selected device key, generates
conversion information, and outputs the recording
specification to the media key decryption unit 203 and the

conversion information to the conversion unit 204. Note
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that processing for recording position designation and
conversion information generation are described later.

(6) Media key decryption unit 203

ThemedLakeydecryptionunit203receivesthedevice
key and the encrypted media key recording position from
the device key selection unit 201, and reads the encrypted
media key recorded in the area indicated by the received
recording position from the DVD 300 via the drive unit 207.

Thenediakeydecryptionunit203appliesaadecryption
algorithm D1 to the encrypted media key using the device
key, thereby generating a converted media key. Here, the
decryption algorithm D1 performs the reverse processing
of the encryption algorithm El. The media key decryption
unit 203 outputs the generated converted media key to the
conversion unit 204.

Taking a specific example of the selected device key
beingKa—OlOl,asshownjj1FIG.7A,then@diakeydecxyption
unit 203 decrypts the encrypted media key E(Ka-0101, MK")
using the selected device key Ka-0101, thereby generating
a converted media key MK’ . In the case of the selected
device key being Kb-1100, the media key decryption unit
203 decrypts the decrypted media key E (Kb-1100, MK’'’"),
thereby generating a converted media key MK’’, as shown
in FIG. 7B. When the selected device key is Kd-1001, the

media key decryption unit 203 decrypts the encrypted media

27



10

15

20

25

WO 2004/064313 PCT/JP2004/000155

key E (Kd-1001, MK’’’ ), thereby generatinga convertedmedia
key MK’’'’, as shown in FIG. 7C..

Themediakeydecryptionunit 203 outputs the generated
converted media key MK’, MK’’ or MK’’’ to the conversion
unit 204.

(7) Conversion unit 204

The conversion unit 204 receives the converted media
key from the media key decryption unit 203, and receives
conversion information from the device key selection unit
201.

The conversion unit 204 performs an XOR operation on
the received converted media key with the conversion
inférmationgeneratajbythedevicekeyselectionunitZOl,
thereby generating a media key.

Taking the specific example of the selected device
key being Ka—0101, as shown in FIG. 7A, the conversion unit
204 converts the convertedmedia keyMK’ using the conversion
information “0101” that corresponds to the device key
Ka—-0101, thereby generating a media key MK. In the case
of the selected device key being Kb-1100, the conversion
unit 204 converts the converted media key MK’’ using the
corresponding conversion information “01011100”, thereby
generating a media key MK, as shown in FIG. 7B. When the
selected device key is Kd-1001, the conversion unit 204

converts the converted media key MK’’’ using the
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corresponding conversion information “01011001”, thereby
generating a media key MK, as shown in FIG. 7C.

The conversion unit 204 outputs the generated media
key MK to the content key decryption unit 205.

(8) Content key decryption unit 205

The content decryptionunit 205 receives theencrypted
content key from the drive unit 207, and the media key from
the conversion unit 204. The content decryption unit 205
appliesthedecryptionalgorithletotheencryptedcontent
key using the received media key, thereby generating a
content key, and outputs the generated content key to the
content decryption unit 206.

(9) Content decryption unit 206

The content decryptionunit 206 receives theencrypted
content from the drive unit 207, and receilves the content
key from the content key decryption unit 205. The content
decryption unit 206 applies the decryption algorithm D1
to the encrypted content using the received content key,
thereby generating content, and outputs the generated
content to the playback unit 208.

2. Operations in the copyright protection system

2.1 Operations by the key data generation apparatus
100

The following describes the operations by the key data

generation apparatus 100 with use of FIG. 8.
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The device key selection unit 102 selects one or more
device keys shared by the greatest number of playback
apparatuses that have not been revoked (step S401), and
outputstheselecteddevicekeystothemediakeyencryption
unit 105 and the conversion information generation unit
104.

Next,theconversioninformationgenerationunit104,
the conversion unit 103, and the media key encryption unit
105repeatthefollowingprocessingforeaChoftheselected
device keys. Note that in FIG. 8, “A” indicates the number
of selected device keys.

The conversion information generation unit 104
generates conversion information (step S403), and outputs
theconversioninformationtotheconversionunit103. The
conversion unit 103 converts the media key obtained via
the input unit 108, thereby generating a converted media
key (step S404), and outputs the generated converted media
key to the media key encryption unit 105. The media key
encryption unit 105 obtains the selected device key and
the converted media key, and encrypts the converted media
key using the obtained device key, thereby generating an
encrypted media key (step S5405).

When the processing at steps 5403 to 5405 has been
performed for all the selected device keys, the generated

conversion information and encryptedmediakeys arewritten
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to the DVD 300 via the drive unit 300 (step S406) .

Next, the content key encryption unit 106 encrypts
the content key1lsing'the'unconvertedJnedia.key'(thelnedia
key before conversion), thereby generating an encrypted
content key, and writes the generated encryptéd content
key to the DVD 300 via the drive unit 110 (step S407).

Furthermore, the content encryptionunit 107 encrypts
the content using the content key, thereby generating
encrypted content, and writes the generated encrypted
content to the DVD 300 via the drive unit 110 (step S408).

2.2 Operations by the playback apparatus

Thefollowingdescribes,withuseofFIG.9,operations
by the playback apparatus 200 for playing back content
recorded on the DVD 300.

The device key selection unit 201 selects a device
keybasedcn1conversioninformationreadvia1jmadriveunit
207, and performs encrypted media key recording position
specificatimnandconversioninformatiangeneration(step
S411). The device key selection unit 201 outputs the
selected device key and the recording position to the media
key decryption unit 203, and outputs the conversion
information to the conversion unit 204.

The media key decryption unit 203 reads the encrypted
media key from the DVD 300 via the drive unit 207 according

totherecordingposition,anddecryptstheencryptednedia

31



10

15

20

25

WO 2004/064313 PCT/JP2004/000155

key using the device key received from the device key
selection unit 201, thereby obtaining a converted media
key (step S412). The media key decryption unit 203 then
outputs the converted media key to the conversionunit 204.

The conversion unit 204 applies an XOR operation to
the converted media key using the conversion information
received fromthe device key selectionunit 201 (step S413),
andoutputstheresultantmediakeytothecontentdecryption
unit 205.

The content decryptionunit 205 decrypts the encrypted
content key read from the DVD 300 via the via the drive
unit 207, using the media key, thereby obtaining a content
key (step S414), and outputs the content key to the content
decryption unit 206.

Thécontentdecryptionunit206decryptstheencrypted
content read from the DVD 300 via the drive unit 207, using
the content key received from the content key decryption
unit 205, thereby obtaining content (step S415),andoutputs
the content to the playback unit 208.

Theplaybackunit208playsbackthereceivedcontent,
and outputs it to the monitor 220 and the speaker 221 (step
S416).

2.3 Encrypted media key specification and conversion
information generation

(1) The following describes the encrypted media key
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selection and conversion information generation at step
S411, with use of FIG. 10.

The device key selection unit 201 checks, in order,
the NRPs recorded in the conversion information recording
area 301. The device key selection unit 201 has a variable
YindicatingthepositionoftheNRPbeingchecked, avariable
X indicating the recording position of the encrypted media
key, avariable Aindicating the position of the NRPs related
to the playback apparatus 200, a variable W indicating the
number of NRPs inaparticular layer, andavalueDindicating
the number of layers in the tree structure. Note that the
NRPs related to the playback apparatus 200 are the NRPs
of the nodes on the route from the leaf to which the user
apparatus is assigned through to the root in the tree
structure.

The device key selection unit 201 performs analysis
according to the following procedure, for layer i =0 through
to layer i1 = D-1.

The device key selection unit 201 sets the following
as initial values: variable A=0, variable W=1, variable
i=0, wvariable Y=0, and X=0 (step S421).

Thedevicekeyselectionunit 201 compares thevariable
i and the value D, and when the variable i is greater than
the value D (step S422), ends the processing because the

playback apparatus 200 is revoked.
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Whenthe variableiisequal toorlessthanthevariable
D (step S422), the device key selection unit 201 judges
whether the lowest three bits of the Y-th NRP recorded in
the conversion information recording area 301 are “111”
(step $423). When the three bits are “111”, the device
key selection unit 201 calculates Y=Y+1 (step S426), and
returns to the processing at step S423.

When the three bits are not “111”, the device key
selection unit 201 judges whether or not the value of the
variable Y and the value of the variable A are equal (step
S424). When the values differ, the device key selection
unit 201 calculates X=X+1 (step S425), calculates Y=Y+1
(step S426), and returns to the processing at step S423.

When the value of the variable Y and the value of the
variable A are equal, the device key selection unit 201
stores the value of the Y-th NRP in layer i (step S427).

Next,thedevicekeyselectionunit201checkswhether,
of the four bits that compose the Y-th NRP, the value B
inthebitpositioncorrespondingtothevalueofthehighest
2i—th bit and 2i-1-th bit is “0” oxr “1” (step S428) . Here,
the corresponding bit position is the leftmost bit of the
Y—th NRP in the case of the value of the highest 2i-th bit
and 2i-1-th bit being “00”, the middle bit of the Y-th NRP
in the case of “01”, and the rightmost bit of the Y-th NRP

in the case of “10”. The ID information is composed based
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on the rule that, as shown in FIG. 2, in the tree structure
left paths are assigned “007, middlé paths are assigned
“01”,andrightpathsareassigned“lO",andthereforeshows
the route from the root to the leaf corresponding to the
playback apparatus.

When the value B is “1” (step S428), the device key
selection unit 201 counts the number of “ones” in the W
NRPs in layer i. However, the device key selection unit
201 does not count the “ones” in NRPs whose highest bit
is “1”. The device key selection unit 201 assigns the
counted value to the variable W. The variable W obtained
in this way indicates the number of NRPs on the next layer
i+1 (step S429).

Next, the device key selection unit 201 counts the
number of “ones” in the NRPs from the first NRP to the NRP
in the corresponding bit position. However, the device
key selection unit 201 does not count the “ones” in NRPs
whose highest bit is “1”. The device key selection unit
201 assigns the counted value to the variable A. Here,
the device key selection unit 201 does not count the value
of the correspondingbit position. The variable Aobtained
in this way indicates the position of the NRP related to
the playback apparatus 200 (step S430).

Next, the device key selection unit 201 calculates

X=X+1 (step S431), Y=0 (step S432), and i=i+1 (step S433),
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and returns to the processing at stép S422.

When the value B=0 at step S$S428, the device key
selection unit 201 outputs the value of the variable X to
the media ‘key decryption unit 203 as the recording position
oftheencryptedmediakey,outputsthegeneratedconversion
information to the conversion unit 204 (step S434), and
ends the processing.

(2) The following describes specific processing for
selection of an encrypted media key and generation of
conversion information, using the case of the playback
apparatus 6 in FIG. 2 as an example.

The playback apparatus 6 holds Ka-0000, Ka-0010,
Ka-0100, Ka-0110, Kd-1010, Kd-1011 in advance as device
keys, and “1000” as ID information.

a) The device key selection unit 201 judges whether
or not the lowest three bits of the 0-th NRP “0101” recorded
in the conversion information recording area 301 are “111”
(step S423).

b)Sincethelowestthreebitsarenot“111”,thedevice
key selection unit 201 compares the values of the variable
Y and the variable A (step S424), and because these values
are equal, stores the value “0101” of the 0-th NRP in layer
0 (step S427).

c) Since the value of the top two bits of the ID

informationis“10”, thedevice keyselectionunit 201 checks
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the rightmost bit of the lowest three bits of the 0-th NRP
(step S428). Since the rightmost bit is “1”, the device
keyselectionunit201pmoceeds1x>theprocessingfrométep
5429 onwards.

d) The device key selectionunit 201 counts the number
of “ones” in the lowest three bits of the one NRP “0101”
on layer 0 (step S429). Since the counted value is “27,
it is known that two NRPs exist on the next layer 1.

e) Next the device key selection unit 201 counts the
number of “ones” in the lowest three bits of “0101” of the
NRP up to the corresponding bit position. Note that the
device key selection unit 201 does not count the value of
the corresponding bit position. Since the counted value
is “1”, it is known that the position A of the corresponding
NRP in the next layer 1 is position 1.

f)ThedevicekeyselectionunitZOlcalculatesX=X+1,
Y=0, and i=i+1 (steps S431 to S433). As a result, thevalue
of the variable X becomes “1”.

g) The device key selection unit 201 judges whether
or not the lowest three bits of the 0-th NRP “1100” on layer
1 récorded in the conversion information recording area
301 are V111”7 (step S423), and since the lowest three bits
are not “111”, compares the values of the variable Y and
the variable A (step S424).

h) Since the values of the variables Y and A differ,
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the device key selection unit 201 calculates X=X+1 (step
8425). As a result the value of X becomes “2”. The device
key selection unit 201 also calculates Y=Y+1 (step S426).
As a result the value of Y becomes “1”.

i) The device key selection unit 201 judges whether
or not the lowest three bits of the first NRP “1001” on
layer 1 are “111”, and since the lowest three bits are not
“111”,comparesthevaluesofthevariableYandthevariable
A (step S424).

j) Since the values of the variables ¥ and A are equal,
thedevicekeyselectionunitZOlconcatenatestheNRP“lOOl”
in position 1 on the layer 1 with the NRP “0101” stored
the previous time, and stores the resulting concatenated
value (step S427).

k) Since the value of the third and fourth top bits
of the ID information is “00”, the device key selection
unit 201 checks the leftmost bit of the lowest three bits
of the NRP in position 1 (step S428). The leftmost ‘bit
is “0”, and therefore the analysis ends.

l)ThedevicekeyselectionunitZOloutputsthevalue
wor of the variable X to the media key decryption unit 203
as the recording position, and outbuts “01011001” to the
conversionunit204énsconversioninformation(StepS434).

The described processing results in the encrypted

mediakeyE(Kd—lOOl,MK)beingspecifiedfrmntherecording
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position 2 of the playback apparatus 6, and conversion

information “01011001” being generated.

3. Modifications

Although the present invention has been described

5 Dbased on a preferred embodiment, the present invention is

not limited thereto. Cases such as the following are also

included in the present invention.

(1) The encryptionmethod used is not limited to being

AES, and another encryption method may be used.

10

(2) Although the media key and content key are input

from an external source in the preferred embodiment, they

may instead be stored in the key data generation apparatus.

Alternatively, amedia key and a content keymay be generated

each time the key data generation apparatus is used.

15

(3) Two layers of encryption are used in the preferred

embodiments, in other words, the contents are encrypted’

using the content and the content key is encrypted using

the media key. However, it is possible to instead use one

layer of encryption whereby the content is encrypted with

20

the media key, or to provide an additional key or keys and

increase the number of layers of encryption. If the number

of layers of encryption is increased, it is sufficient for

one of the keys that is encrypted to be converted.

(4) The conversion information isnot limited tobeing

25 the NRPs as described in the preferred embodiment. The
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conversion information may be any information generated
to indicate the relationship in the tree structure between
the position of a node to which a device key is assigned
and other nodes, and to follow predetermined rules about
path numbers, node position information, NRPs, and so on.
Examples of the conversion information are described in
(a) to (f) below.

(a) The conversion information generation unit 104
finds the node ID of the node to which the selected device
key is assigned, and also finds the NRP. These are
concatenated to generate conversion information. The
following is a specific example.

In a case in which playback apparatuses 0, 1 and 8
are revoked as in FIG. 3, the device key selection unit
102 selects the device keys Ka-0101, Kb-1100, and Kd-1001.

The conversion information generation unit 104 first
generates conversion information for the device keyKa-0101.
Here, the node to which the device key Ka-0101 is assigned
is the root, and since a node ID does not exist therefor,
“0101”, which is the NRP, is the conversion information.

Next, the conversion information generation unit 104
generates conversion information for the device key Kb-1100.
Here, the node ID of the node to which the device key Kb—-1100
is assigned is “00” and the NRP is “1100”, and these are

concatenated to generate conversion information “001100”.
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The conversion information generation unit 104 then
generates conversion information for the device key Kd-1001.
Here, the node ID of the node to which the device key Kd-1001
is assigned is “10” and the NRP is “1001”, and these are
concatenated to generate conversion information 1is
“101001".

Furthermore, rather than concatenating the node ID
with the NRP, the node ID only may be used as the conversion
information. In such acase, since conversion information
does not exist for the device key Ka-0101, the device key
Ka-0101 may be encrypted without being converted, or
converted using conversion information set in advance for
the root. Here, the wvalue usec} for this conversion
information differs from other conversion information.

(b) Each node in the tree structure is given an
identification number in order from top to bottom and left
to right, starting from the root, as shown in FIG. 2, and
the identification numbers are used as conversion
information.

In other words, when playback apparatuses 0, 1 and
8 are revoked as shown in FIG. 3, the conversion information
of Ka-0101 is “0”, the conversion information of Kb-1100
is “01”, and the conversion information of Kd-1001 is “11”.

(c) Each layer in the tree structure is given a layer

number as shown in FIG. 2, and the nodes in the same layer
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are given relative node numbers in order from left to right.
Node position information is generated based on the layer
number and the relative node number, and this generated
positioninformation isusedas the conversioninformation.
(d) The NRPs of all nodes from the root through to
the node to which the selected device key is assigned are
retrieved in order from the highest layer through to the
lowest layer, and from left to right within each layer,
and concatenated to generate the conversion information.
If necessary, this generated conversion information may
be compressed and converted to a series of an arbitrary
length, and this series used as the conversion information.
(e) The nodes are retrieved in order from the highest
layer through to the lowest layer starting from the root,
and the number of “ones” (or “zeros”) are counted through
to the node to which the device key is corresponded. The
counted value is used as the conversion information.
Here, the counted value may be converted to binary,
and the binary data concatenated with NRPs to generate the
conversion information. The NRPs used here may be those
from the root through to the node to which the device key
is assigned, or may be all NRPs retrived based on the
aforementioned rules. Alternatively, the binary data may
be concatenated with only the one NRP that was retrieved

last. A further alternative is to concatenate the binary
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data with an identifier of the device key used.

(f) All NRPs from the root through to the node to which
the device key is corresponded are retrieved and converted
to decimal numbers, and the total thereof used as the
conversion information. Alternatively, the NRPs may be
subject as binary toan XOR operation, and the result thereof
used as the conversion information.

(5) In the preferred embodiment the highest bit of
an NRP indicates whether a node is in a layer one higher
than the leaf, however this bit may be used to convey other
information. For example, the highest bit may be used to
indicate whether or not any valid apparatuses exist in the
descendants of the node. Alternatively, it is possible
to use only the two or three lowest of the four bits of
the NRP. Similarly, it is not necessary for the path number
o be two bits. As with the NRPs, the path number may have
other information attached thereto. Furthermore, 1t is
possible to use either all or some bits of the path numbers.

(6) In the present invention, the described retrieval
is not limited to being performed in order from highest
layer to lowest layer and from left to right. Any method
based on a predetermined rule is possible. For example,
retrieval may be performed in a leftwards direction in the
tree structure, or with precedence to depth.

(7) In the present invention, the operation to which
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the conversion information and media key are subject is
not limited to an XOR operation described in the preferred
embodiment. For example, any of the four fundamental
operations of arithmetic may be used.

(8) In the case of a format that includes parity bits
inthemedia keydata, conversion informationmaybe embedded
in the parity bits of the media key, instead of subjecting
themedia keyandthe conversioninformationtoan operation.

For example, when DES encryption is used, eight bits
of the 64-bit media key data are parity bits, and the key
data generation apparatus 100 converts the media key that
has conversion information embedded in these eight bits.

Tt is not necessary for the playback apparatus 200
to generate conversion information. Instead, the playback
apparatus 200 may read the encrypted media key from the
DVD 300, delete the eight parity bits from the media key
data, and use the 56 bits of valid key data as the media
key.

Furthermore, the media key may Dbe converted by
embedding a different random number as parity bits each
time the media key is encrypted with the device key. In
this casealso, theplaybackapparatus200deletesthe parity
pits without checking, and uses the 56 bits of valid key
data as the media key. |

(9) When parity bits are included as described in (5),
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conversion information or a random number may be embedded
in some of the parity bits, and the remaining parity bits
may be used for conveying information.

For example, if there are eight parity bits, a random
number can be embedded in sevenof thebits, and the remaining
one bit used for conveying information. One example of
how the bit may be used for conveying information is to
use the bit as a flag indicating, for example, whether or
not a list of identifiers of keys to be revoked exists on
the recording medium on which the key data is recorded.
Here, the bit used for conveying information is a fixed
value for theparticular recordingmedium, but since a random
number is embedded as the remaining seven parity bits, the
converted media key is different for each device key.

(10) In the preferred embodiment the key data
generation apparatus 100 generates key data, encrypts the
content, and writes the key data and encrypted content to
the recording medium. However, it is not necessary for
all these operations to be performed by the key data
generation apparatus 100. In other words, it is possible
to have different apparatuses that respectively generate
key data, record key data, and record content.

Furthermore, the key data generation apparatus 100
may manage the device keys of the recording apparatus in

addition to those of the playback apparatuses.
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In this case, a recording apparatus holds the device
keys assigned to the leaves of the tree structure. The
key data generation apparatus 100 performs the processing
described' in the embodiment, generates conversion
information and media key data, and records these to the
DVD.

When encrypting the content key for encrypting the
content, the recording apparatus performs the same
processing as the playback apparatus 200, and selects and
obtainsanappropriatedevicekeyfromamongthehelddevice
keys. The recording apparatus encrypts the content key
using obtained media key, and writes the encrypted content
key and the encrypted content to the DVD.

Furthermore, the recording apparatus may use as the
content key the key data recorded by the key generation
apparatus 100.

(11) The key data is not limited to being recorded
to a DVD. Any recording medium that is portable and
mountable in both the key data generation apparatus 100
and the playback apparatus 200, such as a CD, MD, MO, or
a BD (Blu-ray Disc), may be used. Furthermore, the key
data and the content may be transmitted from the key data
generation apparatus 100 to the playback apparatuses by
communication over the Internet or the like.

(12) The present invention may be methods shown by
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the above. Furthermore, the methods may be a computer
program realized by a computer, and may be a digital signal
of the computer program.

Furthermore, the present invention may Dbe a
computer-readable recording mediumsuchas a flexible disk,
a hard disk, a CD-ROM (compact disk-read only memory), and
MO (magneto-optical), a DVD-ROM (digital versatile
disk-read only memory), a DVD-RAM (digital versatile disk-
random access memory), a BD (BluRay Disc) ora semiconductor
memory, that stores the computer program or the digital
signal. Furthermore, the present invention may be the
computer program or the digital signal recorded on any of
the aforementioned recording medium apparatuses.

Furthermore, the present inventionmaybe the computer
program or the digital signal transmitted on a electric
communication line, awireless or wired communication line,
or a network of which the Internet is representative.

Furthermore, the present invention may be a computer
system that includes a microprocessor and a memory, the
memory storing the vcomputer program, and themicroprocessor
operating according to the computer program.

Furthermore, by transferring the program or the
digital signal to the recording medium apparatus, or by
transferring the programor thedigital signal via anetwork

or the like, the programor thedigital signalmay be executed
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by another independent computer system.

(13) The present invention may be any combination of

the above-described embodiment and modifications.

5 4. Conclusion

As has been described, the present invention is a

content protection system in which content is usable only

by a valid terminal apparatus, including: a key data

generation apparatus that includes: a conversion unit

10

operable to convert, based on a predetermined conversion

rule, first key data for use in using the content, thereby

generating second key data; an encryption unit operable

to encrypt the second key data using a device key held by

the valid terminal apparatus, thereby generating encrypted

15

key data, and a terminal apparatus that includes:

key data; and an output unit operable tooutput the encrypted

obtaining unit operable to obtain the encrypted key data;

a decryption unit operable to decrypt the encrypted key

data using a device key held by the terminal apparatus,

20 thereby generating second key data; a conversion unit

operable to convert, based on a predetermined conversion

rule, the second key data, therebyobtaining first keydata;

an a content usage unit operable to use the content, based

on the first key data.

25 Furthermore, the present invention is a key data
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generation apparatus that generates key data such that
content can only be used by a valid terminal apparatus,
including: a conversion unit operable to convert, based
on a predetermined conversion rule, first key data for use
in using the content, thereby generating second key data;
an encryption unit operable to encrypt the second key data
usingadevicekeyheldbyavalidterminal apparatus, thereby
generating encrypted key data’ and an output unit operable
to output the encrypted key data.

Furthermore, the present invention is a terminal
apparatus that uses content, including: an obtaining unit
operabletoobtainencryptedkeydatathat hasbeengenerated
by a key data generation apparatus converting first key
data based on a predetermined conversion rule to generate
second key data and encrypting the second key data using
a device key, the first key data being for use in using
content; adecryptionunit operable todecrypt the encrypted
key data using a device key held by the terminal apparatus,
thereby obtaining second key data; a conversion unit
operable to convert, based on a predetermined conversion
rule, the second key data, thereby obtaining first keydata;
and a content usage unit operable to use the content, based
on the first key data.

According to the stated structures, even if the device

keys have identical values, the encrypted key data will
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not necessarily have identical values. Furthermore, it
is not possible to determine whether or not the device keys
have identical values using the encrypted key data.
Therefore, illegal acquisition of the first key data can
be prevented. Accordingly, revocation of playback devices
that should not be revoked is prevented.

Here, in the key data generation apparatus, the
conversion unit may generate the second key data by
generating conversion information for the device key, and
pefforming a reversible operation on the generated
conversioninformationandthe first keydata, andtheoutput
unit may further output the conversion information.

Furthermore, the terminal apparatus may further
include: a holding unit operable to hold a plurality of
device keys; and a selection unit operable to select one
of the device keys, wherein the obtaining unit obtains the
encrypted data that has been generated by the key data
generation apparatus obtaining the second key data by
performing a reversible operation on the first key data
and the conversion information generated for the device
key, and encrypting the second key data, the decryption
unit decrypts with use of the selected device key, and the
conversion unit generates the first key information by
generating conversion information for the selected device

key,andapplyingapmedeterminedoperatimntotheselected
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device key with use of the conversion information.

According to the stated structure, the key data
generationapparatusapplies61reversibleoperatru1tothe
firstkeydata,usingtheconversioninformationgenerated
for the selected device key, thereby generating the second
key data. Only a terminal apparatus that holds the device
key is able to re-convert the second key data in order to
generate the first key data.

Here, the key data generation apparatus may further
include:akeyn@nagementunitoperabletocorresponddevice
keys, which are held by terminal apparatuses, with nodes
inatreestructurethatdefinesrelationsbetweenthedevice
keyssharedamoﬁgtheterminalapparatuses;andaiselection
unit operable to select, from among device keys held by
valid terminal apparatuses, one or more device keys that
are corresponded with a node in a highest position in the
tree structure, wherein the conversion unit generates the
conversion information based on positional information of
each of the one or more selected device keys in the tree
structure, and the encryption unit encrypts the second key
data respectively with use of each of the one or more one
selected device keys.

Furthermore, in the terminal apparatus, the
conversion unit may generate the conversion information

from header information appended to the encrypted key data.
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Furthermore, in the terminal apparatus, the header
information may be used for generating the conversion
information, and may have been generated by the key data
generation apparatus, which manages device keys using a
tree structure, selecting, from among device keys held by
valid terminal apparatuses,-one or more device keys that
are corresponded with a node in a highest position in the
tree structure, and generating the header information based
onpositional informationof eachof the one ormore selected
device keys in the tree structure, the holding unit may
hold positional information of the terminal apparatus, and
the conversion unit may generate the conversion information
with use of the header information and the held positional
information.

According to the stated structure, the key data
generation apparatus converts the first key data using
conversion information generated based on the position of
the selected device key in the tree structure. Therefore,
even if device key shave identical values, a device key
in a differing position in the tree structure cannot be
used to re-convert the second key data correctly.
Accordingly, illegal acquisition of the first key data can
be prevented.

Here, the data generation apparatus may further

including: a key management unit operable to correspond
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device keys, which are held by terminal apparatuses, with
nodes in a tree structure that defines relations between
the device keys shared among the terminal apparatuses and
defines whether or not each of the device keys is revoked;
and a selection unit operable to select, from among device
keys held by valid terminal apparatuses, one or more device
keys that are corresponded with a node in a highest position
inthe tree structure, whereinthe conversionunit generates
conversion information for each of the one or more selected
device keys based on revocation information defined based
onthenodewithwhichtheselecteddevicekeyiscorresponded
and a state of revocation of other nodes.

Furthermore, in the terminal apparatus, the header
information may be for generating conversion information,
and may have been generated by corresponding device keys,
which are held by terminal apparatuses, with nodes in a
tree structure that defines relations between the device
keys shared among the terminal apparatuses and defines
whether ornot each of the device keys is revoked, selecting,
from among device keys held by valid terminal apparatuses,
at least one device key that is corresponded with a node
in a highest position in the tree structure, and basing
the header information on revocation information defined
based on the node with which the selected device key is

corresponded and a state of revocation of other nodes, the
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holdingunitmayholdpositional informationof the terminal
apparatus in a tree structure for managing device keys of
terminal apparatuses in the key data generation apparatus,
and the conversion unit may generate the conversion
information with use of the header information and the held
positional information.

According to the stated structure, the conversion
information is generated according to the positional
relationship in the tree structure of the revoked device
key,andthereforezadevicekeykmvingzxdifferentposition
inthetreestructurecannotbeusedtore—convertthesecond
key data correctly. Accordingly, illegal acquisition of
the first key data can be prevented.

Here, in the key data generation apparatus the
conversion unit may generates the conversion information
for each of the one or more selected device keys by
concatenating pieces of ID information, each of which
identifies a path on a route from a root through to the
node with which the selected device key is corresponded
in the tree structure.

Furthermore, in key data generation apparatus the
conversion unit may generates, as the conversion
information for each of the one or more selected device
keys,datathatexpressesapositionofthenodeCorresponded

with the selected device key, the position being expressed

54



10

15

20

25

WO 2004/064313 - PCT/JP2004/000155

in terms of a positional relationship betweeﬁ layers in
the tree structure and between nodes in a same layer.

Furthermore, the conversion unit may generate the
conversion information by concatenating pieces of
revocation information, each of which relates to a node
positioned on a route from a root through to the node with
which the selected device key is corresponded.

Furthermore, in the key data generation apparatus the
conversion unit may generate the conversion information
by concatenating, from among revocation information
corresponded to nodes arranged in a predetermined order,
a first piece of revocation information through to a piece
of revocation information of the node that corresponds to
the selected device key.

According to the stated structure, since numerous
patterns exist according to the position of the device key
in the tree structure, a terminal apparatus that does not
have the positional information of the valid device key
in the tree structure is unable to generate conversion
information, and is therefore unable to acquire the first
key data.

Here, in the key data generation apparatus the
conversion unit méy generate the second key data by
generating conversion information for the device key, and

embedding the conversion information in at least part of
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a redundant portion of the first key data.

Furthermore, in the key data generation apparatus,
the conversion unit generates the second key data by
generatingaxandomnumberforthedevicekey,andembedding
the generated random number in at least part of a redundant
portion of the first key data.

Furthermore, in the terminal apparatus, the second
keydatamaybegeneratedbythekeydatagenerationapparatus
by embedding conversion information generated for the
device key in at least part of a redundant portion of the
first key data, and the conversion unit may generate the
first key data by deleting a redundant portion of the second
key data.

According to the stated structure, when a redundant
bit is included in the first key data, the redundant bit
is embedded with conversion information or with a value
that is different for each conversion, thereby making it
difficult to find key data encrypted with a device key of
an identical value. Therefore, only a terminal apparatus
that is able to specify the correct position of the key
data is able to acquire the first key data.

Here, in the key data generation apparatus the
conversion unit may use a remaining part of the redundant
portion in which the random number is not embedded for

conveying other information.
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According to the stated construction, a random number
is embedded in some of the redundant bits, and the remaining
redundant bits are used for conveying information.
Therefore, the other information can be conveyed while

5 illegal acquisition of the fist key data can be prevented.

Industrial Applicability

The present invention can be used in a key management
method that uses a tree structure, and is particularly

10 suitable for preventing illegal acquisition of key data.

57



WO 2004/064313 PCT/JP2004/000155

Claims

1. A content protection system in which content is
usable only by a valid terminal apparatus, comprising:
5 a key data generation apparatus that includes:

a conversion unit operable to convert, based
on a predetermined conversion rule, first key data
foruseinusingthecontent,therebygeneratingsecond
key data;

10 an encryption unit operable to encrypt the
second key data using a device key held by the valid
terminalapparatus,therebygeneratingencryptedkey
data; and

an output unit operable to output the encrypted

15 key data, and
a terminal apparatus that includes:

an obtaining unit operable to obtain the
encrypted key data;

a decryption unit operable to decrypt the

20 encrypted key data using a device key held by the
terminal apparatus, thereby generating second key
data;

a conversion unit operable to convert, based
on a predetermined conversion rule, the second key

25 data, thereby obtaining first key data; and
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acontentusageunitoperabletbusethecontent,

based on the first key data.

2. A key data generation apparatus that generates key
5 data such that content can only be used by a valid terminal
apparatus, comprising:

a conversion unit operable to convert, based on a
predetermined conversion rule, first key data for use in
using the content, thereby generating second key data;

10 an encryption unit operable to encrypt the second key
data using a device key held by a valid terminal apparatus,
thereby generating encrypted key data; and

an output unit operable to output the encrypted key
data.

15

3. The key data generation apparatus of Claim 2,
wherein

the conversion unit generates the second key data by
generating conversion information for the device key, and

20 performing a reversible operation on the generated
conversion information and the first key data, and

the output unit further outputs the conversion

information.

25 4. The key data generation apparatus of Claim 3,
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further comprising:

a key management unit operable to correspond device
keys, which are held by terminal apparatuses, with nodes
inatreestructure thatdefinesrelationsbetweenthedevice
keys shared among the terminal apparatuses; and

a selectionunit operable to select, fromamong device
keysheldkmzvalidterminalapparatuses,onecn:moredevice
keysthatarecorrespondedwith&anodejj1ahighestposition
in the tree structure,

whereintﬂuaéonversionlnﬂj:generates1jnaconversion
information based on positional information of each of the
one or more selected device keys in the tree structure,
and

the encryption unit encrypts the second key data
respectively with use of each of the one or more selected

device keys.

5. The key data generation apparatus of Claim 4,
wherein

the conversion unit generates the conversion
information for each of the one or more selected device
keys by concatenating pieces of ID information, each of
which identifies a path on a route from a root through to
the node with which the selected device key is corresponded

in the tree structure.
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6. The key data generation apparatus of Claim 4,
wherein

the conversion unit generates, as the conversion
information for each of the one or more selected device
keys, data that expressesapositionof thenode corresponded
with the selected device key, the position being expressed
in terms of a positional relationship between layers in

the tree structure and between nodes in a same layer.

7. The data generation apparatus of Claim 3, further
comprising:

a key management unit operable to correspond device
keys, which are held by terminal apparatuses, with nodes
inatreestructurethatdefinesrelationsbetweenthedevice
keys shared among the terminal apparatuses and defines
whether or not each of the device keys is revoked; and

a selectionunit operable to select, fromamong device
keys held by valid terminal apparatuses, one or more device
keys that are corresponded with a node in a highest position
in the tree striucture,

wherein the conversion unit generates conversion
information for each of the one or more selected device
keys based on revocation information defined based on the

node with which the selected device key is corresponded
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and a state of revocation of other nodes.

8. The key data generation apparatus of Claim 7,
wherein

the conversion unit generates the conversion
information by concatenating pieces of revocation
information, each of which relates to a node positioned
on a route from a root through to the node with which the

selected device key is corresponded.

9. The key data generation apparatus of Claim 7,
wherein

the conversion unit generates the conversion
information by concatenating, from among revocation
information corresponded to nodes arranged in a
predetermined order, a first piece of revocation
information through to a piece of revocation information

of the node that corresponds to the selected device key.

10. The key data generation apparatus of Claim 2,
wherein
the conversion unit generates the second key data by
generating conversion information for the device key,
andembeddingthecmnversioninformationjjlatleastpart

of a redundant portion of the first key data.
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11. The key data generation apparatus of Claim 10,

wherein
the conversion unit generates the second key data by
5 generating a random number for the device key, and
embedding the generated random number in at least part

of a redundant portion of the first key data.

12. The key data generation apparatus of Claim 11,

10 ‘wherein
the conversion unit uses a remaining part of the
redundantportionjjlwhichijuarandmmnumberisruﬁ:embedded

for conveying other information.

15 13. The key data generation apparatus of Claim 2,
wherein
the output unit writes the encrypted key data to a

portable recording medium.

20 14. The key data generation apparatus of Claim 2,
wherein
the output unit outputs the encrypted key data with

use of a communication medium.

25 15. The key data generation apparatus of Claim 2,
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wherein
the conversion unit converts the first key data based
on the conversion rule determined in relation to the device

keys held by valid terminal apparatuses.

16. A terminal apparatus that uses content,
comprising:

an obtaining unit operable to obtain encrypted key
data that has been generated by a key data generation

10 apparatusconvertingfirstkeydatabasedona;medetermined
conversion rule to generate second key data and encrypting
the second key data using a device key, the first key data
being for use in using content;

a decryption unit operable to decrypt the encrypted

15 key data using a device key held by the terminal apparatus,
thereby obtaining second key data;

a conversion unit operable to convert, based on a
predeterminedconversionrule,thesecondkeydata,thereby
obtaining first key data; and

20 acontentusageunitoperabletousethecontent,based

on the first key data.

17. The terminal apparatus of Claim 16, further
comprising:

25 a holding unit operable to hold a plurality of device
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keys; and
a selection unit operable to select one of the device
keys,
wherein the obtaining unit obtains the encrypteddata
5 thathasbeengeneratajbythekeydatagenerationapparatus
obtaining the second key data by performing a reversible
operation on the first key data and the conversion
information generated for the device key, and encrypting
the second key data,
10 the decryption unit decrypts with use of the selected
device key, and
the conversion unit generates the first key
information by generating conversion information for the
selecteddevicekey,andapplyinga;medeterminedoperation
15 to the selected device key with use of the conversion

information.

18. The terminal apparatus of Claim 17, wherein
the conversion unit generates the conversion
20 4information from header information appended to the

encrypted key data.

19. The terminal apparatus of Claim 18, wherein
the header information is used for generating the

25  conversion information, and has been generated by the key
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datagenerationapparatus,whichnmnagesdevicekeysusing
a tree structure, selecting, from among device keys held
byvalidterminalapparatuses,onecn:moredevicekeysthat
are corresponded with a node in a highest position in the
treestructure,andgeneratingtheheaderinformationbased
onpositionalinformatiohofeachoftheoneorn@reselected
device keys in the tree structure,

the holding unit holds positional information of the
terminal apparatus, and

the conversion unit generates the conversion
information with use of the header information and the held

positional information.

20. The terminal apparatus of Claim 18, wherein

the header information is for generating conversion
information,andhasbeengeneratedbycorrespondingdevice
keys, which are held by terminal apparatuses, with nodes
inatreestructurethatdefinesrelationsbetweenthedevice
keys shared among the terminal apparatusés and defines
whetherornoteachofthedevicekeysisrevoked,selecting,
from among device keys held by valid terminal apparatuses,
at least one device key that is corresponded with a node
in a highest position in the tree structure, and basing
the header information on revocation information defined

based on the node with which the selected device key is
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corresponded and a state of revocation of other nodes,
the holding unit holds positional information of the
terminal apparatus in a tree structure for managing device
keys of terminal apparatuses in the key data generation

5 apparatus, and
the conversion unit generates the conversion
information with use of the header information and the held

positional information.

10 21. The terminal apparatus of Claim 16, wherein
the second key data is generated by the key data
generation apparatus by embedding conversion information
generated for the device key in at least part of a redundant
portion of the first key data, and
15 the conversion unit generates the first key data by

deleting a redundant portion of the second key data.

22. The terminal apparatus of Claim 16, wherein
the content usage unit includes:

20 an encryption sub-unit operable to encrypt the
content, based on the first key data, thereby
generating encrypted content; and

an output sub-unit operable to output the
encrypted content.

25
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23. The terminal apparatus of Claim 16, wherein
the content usage unit further includes:

a content obtaining sub-unit operable to obtain
encrypted content;

5 a decryption sub-unit operable to decrypt the
encryptedcontent, basedonthe first keydata, thereby
generating content; and

a playback sub-unit operable to play back the
content.
10
24. A recording medium for recording key data used
in encryption and decryption of content,
wherein the recording medium has recorded thereon
encrypted key data that has been generated by a key data
15 generation apparatus converting, based on a predetermined
conversion rule, first key data, thereby obtaining second
key data, and encrypting the second key data with use of

a device key held by a valid terminal apparatus.

20 25. The recording medium of Claim 24, further having
conversion information recorded thereon, the conversion
information being for use in a reversible operation applied

to the first key data when generating the second key data.

25 26. The recording medium of Claim 25, wherein
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the conversion information recorded thereon has been
generated by the key data generation apparatus by
corresponding device keys, which are held by terminal
apparatuses, with nodes in a tree structure that defines
relations between the device keys shared among the terminal
apparatuses, and basing the conversion information on
positional information of, from among the device keys held
by valid terminal apparatuses, one or more device keys that
are corresponded with a node in a highest position in the

tree structure.

27. The recording medium of Claim 25, wherein

the conversion information recorded thereon has been
generated Dby the key data generation apparatus
corresponding device keys, which are held by terminal
apparatuses, with nodes in a tree structure that defines
relationsbetwea&thedevicekeyssharedamongthe£erminal
apparatuses and defines whether or not each of the device
keys is revoked, selecting, from among device keys held
by valid terminal apparatuses, one or more device keys that
are corresponded with a node in a highest position in the
tree structure, and basing the header information on
revocation information defined based on the node with which
the one or more selected device keys are corresponded and

a state of revocation of other nodes.
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28. A method used in a key data generation.épparatus

that generates key data such that content can only be used

by a valid terminal apparatus, the method comprising:

5 a conversion step of a conversion unit converting,

based on a predetermined conversion rule, first key data

for use in using the content, thereby generating second

key data;

an encryption step of an encryption unit encrypting

10

apparatus, thereby generating encrypted key data; and

the second keydatausingadevice keyheldbyavalidterminal

an output step of an output unit outputting the

encrypted key data.

15 29. A program used in a keytjata.generafion.apparatus

that generates key data such that content can only be used

by a valid terminal apparatus, the program comprising:

a conversion step of a conversion unit converting,

based on a predetermined conversion rule, first key data

20

key data;

for use in using the content, thereby generating second

an encryption step of an encryption unit encrypting

the second keydatausingadevice keyheldbyavalidterminal

apparatus, thereby generating encrypted key data; and

25
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encrypted key data.

30. A computer-readable recording medium having
recorded thereon a program used in a key data generation
apparatus that generates key data such that content can
only be used by a valid terminal apparatus, the program
comprising:

a conversion step of a conversion unit converting,
based on a predetermined conversion rule, first key data
for use in using the content, thereby generating second
key data;

an encryption step of an encryption unit encrypting
the second keydatausingadevice keyheldbyavalidterminal
apparatus, thereby generating encrypted key data; and

an output step of an output unit outputting the

encrypted key data.
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