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Abstract of the Disclosure

[0036] A secure, open-air communication system utilizes a plurality of “decoy”
data signals to hide one or more true data signals. The true data signal(s) are channel
h'opped with the plurality of decoy data signals to form a multi-channel “scrambled”
output signal that is thereafter transmitted in an open-air communication system. The
greater the _numbe'r of decoy signals, the greater the security provided to the open-air
system. Further security may be provided by encrypting both the true and decoy signals
prior to scrambling and/or by utilizing a spatially diverse set of transmitters and receivers.
Without the knowledge of the channel assignment(s) for the true signal(s), an
eavesdropper may be able to intercept (and, with time, perhaps descramble) the open-air

transmitted signals, will not be able to distinguish the true data from the decoys without

also knowing the channel assignment(s).
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SECURE OPEN-AIR COMMUNICATION SYSTEM UTILIZING MULTI-
CHANNEL DECOYED TRANSMISSION

Technical Field

[0001] The present invention relates to an open-air communication system and,
more particularly, to an open-air communication system with increased security by

utilizing a multi-channel, decoyed transmission technique.

Background of the Invention

[0002] Battlefield and tactical military communications have typically relied on
field-deployed fiber optics and relatively low bandwidth radio distribution architectures
to provide critical “field” communications infrastructures. While optical fiber provides
broadband capabilities, it is often exposed to unintentional (and sometimes intentional)
damage, limiting its operational life to é tew days or hours before repair or replacement is
required. Moreover, fiber is not easily deployed in mobile and frontline environments.
Existing radio systems have proven robustness and mobility, but are severely lacking in
bandwidth capabilities that are considered critical for modern warfare. The availability
and utilization of broadband multi-channel point-to-point radio and Free Space Optical
Communications (FSOC) technologies provides a means to bring fiber-like bandwidth
closer to the front lines and as layered transport for broadband mobile area radios at the
ground level and beyond. The bandwidth capacity of these broadband technologies
provides new applications and opportunities, including enhanced communication services
and the potential for enhanced communication security. The enhanced capabilities of
these broadband wireless technologies is gaining the attention and consideration of
various military services. Indeed, the use of FSOC and radio broadband links provides
enormous benefits for military field deployments. However, the open air aspect of these
technologies comes at the cost of potential interception by unintentional or hostile forces.
Since these broadband links will be carrying large amounts of critical information, they
clearly would be targets of interest for interception by hostile forces.

[0003] Free-space optical communication and millimeter (mm) radio systems
offer two-way information transfer between remote locations without the use of wires

and/or optical fibers, but each technology has transmission distance limitations associated
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‘with extreme fog, rain, smoke and dust attenuation that must be taken into consideration
if optimal performance is to be expected. Hybrid FSOC/radio systems that are
configured to transmit in both optical and radio frequencies (either alternately or
simultaneously) have been shown to significantly reduce the attenuation effects of rain
and fog and improve link performance under difficult weather conditions. Commercial
versions of broadband hybrid HRL optical (FSOC) and radio wireless point-to-point
systems have been in use since the late 1980’s. Advanced free-space optical systems are
now starting to deploy multiple optical wavelength transmission systems similar in
function to the optical DWDM techniques. Based on the FCC’s wireless “boundary of
interest” set at Imm wavelength, FSOC’s wavelengths and beam shaping techniques are
thus not subject to licensing, spectrum interferences and the limits of shared capacity, as
are the existing RF wireless technologies. Further, free-space optical communications
systems may implement local area mesh network technologies for information transter, or
point-to-multipoint technology for a two-way information exchange free of government
regulation or intervention. ‘

[0004] The increasing use of free-space optical communication, as well as open-
air point-to-point mm wave radio communication, for real-time government, military, and
secure commercial communication applications is placing an increasing burden on
methods for reducing the vulnerability of these “open” communication paths to undesired
or hostile interception.

[0005] Real-time, field-transmitted data and associated data encryption keys
typically have a time-dependent component after which the usefulness of the data to the
desired receiver (or hostile interceptor) greatly diminishes. As such, any effective
“security” method that can significantly delay (or stop) the undesired receiver’s ability to
derive useful data from an open-air transmission would be of interest to communities that
rely on such open-air communication methods. Clearly, it is impractical and unrealistic
to assume open air communications can avoid being intercepted by unwanted -
“motivated” recipients. Therefore, methods need to be employed that accept the reality
of physical interception of the “through the air” communication by hostile recipients,

- while providing greatly increased complexity and time required to derive useful data
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from the intercepted transmission (thus, at best, recovering some portion of the

information well beyond the time limit of its useful operational life).

Summary of the Invention

[0006] The need remaining in the prior art is addressed by the present invention,
which relates to an open-air communication system and, more particularly, to an open-air
communication system with increased security by utilizing a multi-channel, decoyed
transmission technique.

[0007] In accordance with the present invention, at least one “true” data stream
and a plurality of separate “decoy” data streams all transmitted Simultaneously (using the
enhanced bandwidth capacity of broadband optical/radio channels), with the decoy
streams used to “hide” the true data stream(s). Prior to being transmitted, the various
data streams (both true and decoy) are continuously scrambled in the time domain among
a plura‘lity of different wavelength channels (“channel hopping”). The plurality of
channel-hopped signals is then transmitted through the open air to an intended receiver.
Since only the intended receiver is in possession of both the key required to de-scramble
the various data streams and the identity of the “true” data channel assignments (once de-
scrambling has been applied), the ability for an unintended recipient to recover the true
data stream(s) in a timely fashion is extremely limited.

[0008] In one embodiment of the present invention, more than one “true” data
stream may be transmitted. As long as a sufficient number of “decoy” streams are used, a
sufficient level of security can be retained. In another embodiment, both the true data
signal(s) and the decoy data signals are encrypted to provide an additional layer of
security, thus decreasing the possibility of a hostile party intercepting, decoding and later
reasSembling the message(s) from simultaneous recordings of all the channels.

[0009] Data may be loaded onto the multiple decoy channels by the utilization of
random number “bit” generators for each channel (thus providing a truly random string of
“decoy” data packets). Alternatively, enhanced decoy deception can be achieved through
the use of “available” multiple unsecured or commercial video (live or recorded), and/or

voice/music media that when loaded onto the individual decoy channels will produce

“realistic” encoded bit patterns that would be difficult to distinguish from true non-decoy
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data by undesired human or computer analysis without having possession of the key.
True and decoy channels would be clearly distinguished by a human observer receiving
the encrypted media channels and having possession of the correct key. Without the aid
of the proper key, a “human receiver” would be unable to distinguish a channel carrying
encrypted “live” video conference data from a decoy channel carrying an encrypted, pre-
recorded rock music video. With the proper key required to de-scramble the signals, the
true video conference channel would be obvious among the channel choices for the
proper human receiver.

[0010] In an extension of the teaching of the present invention, a plurality of
spatially disparate transmitters and spatially disparate receivers may be used, with the
true data signal being not only “channel hopped” , but “transmitter hopped”. Again, a
human observer (or computer) in possession of the proper de-scrambling key will know
the sequence required to re-stitch the true data signal(s) back together at the output of the
multiple receivers.

[0011] Although the subject matter of the present invention 1s clearly relevant to
optical and radio wireless secure transmission methods, it is to be understood that the
same approach may be equally applied to secure DWDM fiber optics links. Additionally,
“hybrid” configurations, as described above, may also benefit from the application of the
multi-channel, decoyed transmission system of the present invention. In this case, the
true data and decoy signals may be “hopped” between optical and radio signél paths to
provide further diversity/scrambling in the open-air communication system.

[0012] Other and further embodiments and advantages of the present invention

“will become apparent during the course of the following description and by reference to

the accompanying drawings.

Brief Description of the Drawings
[0013] Referring now to the drawings,

[0014] FIG. 1 contains a simplified block diagram of an exemplary arrangement

for implementing the multi-channel, decoyed open-air transmission system of the present

invention;
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[0015] FIG. 2 illustrates an exemplary architecture that may be used 1n one
embodiment of the present invention; and

0016} FIG. 3 contains a diagram 1llustrating an alternative embodiment of the
present invention employing transmitter/receiver spatial diversity to provide additional

security to the open-air transmission.

Detailed Description

[0017] As will be discussed in detail below, the present invention is related to an
open-air multi-channel communication link, such dense wavelength-division multiplexed
(multi-wavelength DWDM) free-space optic links and multi-channel orthogonal
frequency-division multiplexed (multi-channel OFDM) radio links. A significant aspect
of the present in\}ention 1s the transmission of a small number of “true” data signals along
with a plurality of “decoy” data signals. The true and decoy data signals are processed at
an open-air multi-channel transmitter so as to “hop” channels based on a secret sequence,
where 1n a preferred embodiment both the true and decoy signals are encrypted prior to
initiating the hopping function. Thus, instead of a simple encrypted transmission, as in
the prior art, the present invention provides true data signal transmission that hops
channels, interspersed with similar decoy transmissions that hop in and out of the same
channels so as to “hide” the true data signal(s) among a plurality of decoy data signals.
The intent 1s to increase the difficulty of deciphering the message, as well as to increase
the complexity of a receiver conﬁguraﬁon (1.e., requiring a wider bandwidth) that would
be required by an eavesdropper.

[0018] FIG. 1 contains a simplified diagram illustrating, in general terms, the
principles of the present invention as can be applied in any type of “open air”

communication system - optical, radio or a hybrid combination of the two. In the

arrangement as 1llustrated 1n FIG. 1, 1t 1s presumed that the first data signal stream
(labeled “a”) 1s the “true” data signal, and the remaining data signal streams (labeled “b”
through “‘n”) are “decoy’ data signals (in some cases, more than one “true” data signal
may be transmitted). As shown, the plurality of data signal streams are applied as

parallel inputs to a channel scrambler 10, where channel scrambler 10 is controlled by a

scrambling key generator 12. Key generators are well-known in the art, and any suitable
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arrangement may be used for the purposes of the present invention. As illustrated in FIG.
l, the combination of channel scrambler 10 and scrambling key generator 12 functions to
“hop” the packets of each signal stream in a random pattern (controlled by the scrambling
key) such that each output channel 1, 2, ..n from channel scrambler 10 comprises packets
of each data signal stream (both true and decoy). The multi-channel, scrambled outputs
from channel scrambler 10 are subsequently applied as parallel inputs to multi-channel
transmitter 14, where transmitter 14 is an “open air” transmitter and functions to
essentially broadcast the plurality of n signals, as illustrated by open air transmission path
16 1n FIG. 1.

[0019] Inasmuch as the broadcasted signals are scrambled across the plurality of
n separate channels (wavelengths/frequencies) and include a number of “decoy” signals,
the ability of an eavesdropper to recover any relevant data 1s minimal. While an
eavesdropper may be able to physically recover the plurality of n broadcasted signals, his
ability to de-scramble the signals is extremely limited. Moreover, the inclusion of a
number of decoy signals makes the process even more difficult in that an eavesdropper
would not be able to tell the difference between the true data and the decoy data without
knowing the identity of the true data channel aséignments. Obviously, as the number of
channels and/or the number of decoy signals increases, the robustness of the security
system increases as well. Moreover, as mentioned above, “realistic” signals may be used
as the decoy streams (live/recorded video, music, etc.) such that these signals will
generate encoded bit patterns difficult to distinguish from the true data. Alternatively,
random number generators may be used to provide the decoy data streams (considered to
be a less expensive alternative). In either case, without the knowledge of the particular

channel assignments, an eavesdropper will in most cases be unable to ascertain which

channel(s) are carrying true data.

[0020] Referring again to FIG. 1, the plurality of n scrambled signals is
intercepted by an open-air receiver 18, where receiver 18 is the intended receiving device
‘and comprises a multi-channel receiver capable of separately recovering each one of the
plurality of n signals. The plurality of n recovered signals is then applied as a set of

parallel inputs to a channel descrambler 20, where channel descrambler 20 is controlled

by a descrambling key 22. It is to be understood that in accordance with the principles of



CA 02538535 2006-03-06

Britz 2004-0126

the present invention, both scrambling key 12 and descrambling key 22 are “known” by
each end of the communication path, with the particulars of descrambling key 22 being
defined so as to “unscramble” the particular hopping sequence applied by channel
Scrambler 10. Thus, the various packets generated as an output from channel
descrambler 20 will be re-assembled into a plurality of separate signals, each in its
original data signal stream (both true and decoy), as shown in FIG. 1.

[0021] In accordance with the present invention, the receiver of the information
must also possess the knowledge regarding the identity of which channel(s) contain true
data signal(s). Thus, at the output of channel descrambler 20, the re-assembled versions
of decoy data signal streams “b”-“n” can simply be ignored (hence, these data signal
streams are 1llustrated in phantom in the output from channel descrambler 20), and the
“recovered” true data signal “a” 1s put in the hands of its intended recipient.

[0022] T'he encryption of both a large number of false decoy signals and a single
(or few) true data signal(s), in accordance with the present invention, is not considered to
compromise the desired transmission between each link in an open air transmission
system, but does add to the check sum strength of the true signal transmission protection
and, conversely, to the processing complexity required for an “intercepting” receiver who
1s blind to the key controller algorithm.

[0023] In terms of functionality, a free-space optics link with multiple
wavelengths 1s similar to a multi-channel point-to-point (PTP) radio link that employs
directional antennas at each end. In addition, there are point-to-multipoint (PMP) and
peer-to-peer radio systems that use omnidirectional antennas to communicate with units
in an unspecified/unknown direction. The application of the present invention to free-

space radio transmission systems is best illustrated by a PTP OFDM (orthogonal

frequency division multiplexing). radio link. OFDM is a specific means of conveniently

transmitting radio signals on multiple frequency carriers. In this technique, the multiple
carriers overlap in the spectrum domain. Transmission and reception involves the use of
inverse Fast Fourier Transforms (IFFT) and FFT, respectively, to be able to insert and
extract information on frequency carriers. In association with the present invention, the

true data signal bit stream 1s channeled to different OFDM carriers at different times, as

shown in FI1G. 1. At the receiver, the true data signal is extracted by selecting different
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channels based on the descrambler key and stitching back (re-assembling) the data
stream, 1gnoring the decoy signals.

[0024] In principle, the multi-channel communication system as used in the
present invention can be any multi-frequency system, and need not be based on OFDM.
For example, multiple channels of an 802.11 wireless LAN may be used. In this case,
besides hiding the true signal among decoy signals, a transmitter with enough power and
resources can effectively jam an area by using the decoy signals to suppress other uses of
the radio spectrum. This may be particularly relevant in semi-military situations in an
area with other unlicensed radios.

[0025] While the diagram of FIG. 1 (as well as the remaining figures) illustrate
the principles of the present invention as applied in a half-duplex arrangement, it 1s to be
understood that the present invention is equally applicable to a full duplex arrangement
utilizing operational transceivers at various link locations, each transceiver equipped with
the necessary scrambling and descrambling keys.

[0026] In a fur“[her embodiment of the present invention, an encryption technique
may be applied to both the true and decoy data prior to scrambling, thus adding another
level of security to the open air transmission. FIG. 2 illustrates an exemplary
arrangement employing both encryption and channel hopping/scrambling in accordance
with the present invention. In this particular embodiment, a plurality of X “true” data
signals are desired to be transmitted through an open air communication system in as
secure an arrangement as possible. A plurality of N “decoy” data signals are employed to
supplement the plurality of X true signals such that a total of N+X data signals will be
transmitted through the open-air communication system. As shown in FIG. 2, data ffom
a data source 30 is used as the input for the plurality of X data signals 32 and a signal
generator 34 is used to supply the plurality of N decoy signals. A data encryptioﬂ system
36 1s then used to separately encode each one of the plurality of N+X signals. The
encrypted signals are then applied as separate, parallel inputs to a key-controlled dynamic
cross-connect element 38, where element 38 1s configured in accordance with the output
from a key controller 40. In an alternative arrangement (not shown), the data may be

encrypted elsewhere, and arrive at the transmitter in its encrypted form. In this case, the
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already-encrypted data 1s combined with the decoy information and transmitted in the
manner discussed above.

[0027] As mentioned above, the decoyed, frequency-hopped secure transmission
system of the present invention 1s equally applicable to open-air, radio-signal based
transmission systems as well as open-air, optical-signal based transmission systems and
multi-wavelength DWDM and CWDM fiber optics links. The particular arrangement as
shown in FIG. 2 illustrates a hybrid system, where the input signals (true data and decoy
data) are electrical and the encryption occurs in the electrical domain. Similarly, the
channel hopping key is applied, using dynamic cross-connect element 38, in the electrical
domain. Thus, the output from dynamic cross-connect element 38 is a plurality of N+X
encrypted, channel-hopped electrical data signals. These electrical signals are then used
as an input to an array of N+X optical transmitting devices 42, where each device in the
array operates at a different wavelength A1 - An (n=N+X) and thus produces a plurality of
N+X optical, scrambled signals.

[0028] The plurality of N+X optical signals are thereafter applied as separate
inputs to a DWDM multiplexer 44 so as to form an optical output signal comprising a
multiplexed version of the various signals. It is to be understood that the multiplexing
function 1s merely used to form the optical output signal and does not enhance the
encryption/scrambling characteristics of the present invention. The multiplexed signal
may be amplified (for example, using an optical amplifier 46) and then applied as an
input to a free space optical transmitter 48. The multiplexed optical signal then
propagates through free space (represented by the numeral 50 in FIG. 2) and is thereafter
received by a free space optical receiver module 52. Inasmuch as the signal propagates
through free space, various “hostile” receivers may also intercept the transmitted signal.
However, in accordance with the present invention, it will be virtually impossible for al
hostile receiver to: (1) descramble the multiplexed signal stream; (2) decrypt the
“descrambled” signals; and (3) determine that one or more channels are associated with
“decoy” data. Thus, the use of scrambled, decoy signals (with encryption in this
embodiment) 1s thought to form a secure method for implementing open air transmission.

0029] Reterring back to FIG. 2, the recovery of the plurality of X true data

signals by the intended receiver begins with amplifying (if necessary, using an optical
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amplifier 54, for example) the received optical signal and demultiplexing the received
signal into a plurality of N+X separate optical signals. A conventional demultiplexer 56
1S used for this function, where the plurality of N+X optical output signals from
demultiplexer 56 is applied as an input to a plurality of photodiodes 58, used to perform
an optical-to-electrical conversion on the plurality of N+X signals. As shown, the
plurality of N+X electrical signals (which are still scrambled and encrypted) are applied
as an input to a channel switching matrix 60, where a dynamic key controller 62 is
applied as the second input to switching matrix 60. As with the arrangement described
above, the “keys” used at the transmitter and receiver are identical (and known only to
the bona fide transmitter and bona fide receiver) so that the scrambling performed within
cross-connect 38 at the transmitter may be “undone” at switching matrix 60, and the
original (still encrypted) signals re-assembled into a plurality of N decoy signals and X
true signals, as shown. Inasmuch as the intended receiver will know the identity of the
channel(s) assigned to the true data, the N decoy signals may be ignored and the “known”
decryption algorithm applied to a data decryption module 64 so as to recover the X
separate true data signals.

[0030] It is to be understood that in the concept of decoyed multi-wavelength
tree-space optical applications in accordance with the above-described embodiment of
FIG. 2, the electrical-to-optical conversion and utilization of an electrical channel
switching matrix can be equally implemented by using all-optical switching mechanisms
that require no conversions. Such optical switching devices are available in many forms,
such as through the utilization of photonic crystals and/or MEMS-arrayed steering
mirrors. Additionally, this arrangement (as with that of FIG. 1) can also be implemented
in a full-duplex mode.

[0031] Further, the multiple wavelength source for this particular embodiment of
the present invention does not, by its nature, exclude a broad range of suitable
wavelength sources and modulation techniques that alternatively may be used in
accordance with the present invention. The multiple wavelength transmission source can
be provided, for example, from a number of existing sources such as existing fiber optic

network DWDM sources, or local multiple laser arrays that are directly modulated or

multiple wavelength specific CW laser or LED/vixel arrays that utilize externally

10
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controlled modulators. In fact, a suitable white light source and wavelength/channel
generating diffraction grating or narrow channel optical filters coupled to a
wavelength/channel specific external high speed optical modulators and amplifiers may
equally be employed to generate a spectrally broad range of wavelengths/modulated
channels of interest. It is assumed that standard optical amplification techniques may be
employed, where appropriate, to make up for system losses.

[0032] In a further variation of the teachings of the present invention, a plurality
of spatially disparate transmitters and a similar plurality of spatially disparate receivers
may be utilized to further improve the security of open-air communication through the
use of spatial diversity. Referring to FIG. 3, a relatively simple embodiment of this
variation i1s shown, using a set of three spatially disparate transmitters 14-1, 14-2 and 14-
3 and a set of three spatially disparate receivers 18-1., 18-2 and 18-3. In this particular
embodiment, the “transmitters” and “receivers” are illustrated as “transceivers” (1.e.,
capable of transmission 1n both directions, as indicated by the arrows). Further, the
transceivers are illustrated (in the enlarged portions of the figure) as including both an
optical transceiver and a radio transceiver, thus being able to provide optical/radio
diversity 1n association with the spatial diversity.

[0033] In accordance with the present invention, channel scrambler 10 1S
configured to provide continuous channel hopping between the separate outputs of each
transmitter, as controlled by a single scrambling key 12. The same set of true data signals
(denoted by input data stream “a’), and the same 'plurality of decoy signals (denoted by
streams “b” through “n”) are applied as inputs to scrambler 10. The scrambled outputs
are subsequently applied as inputs to associated open-air multi-channel transmitters 14-1,
14-2 and 14-3.

[0034] As shown in FIG. 3, the outputs from transmitters 14-1, 14-2 and 14-3 are
thereafter broadcast through free space and received by multi-channel receivers 18-1, 18-
2 and 18-3. Since descrambler 20 is controlled by the same channel hopping key
(through descrambling key 22), only the desired receiving party will be able to identify
the true data packets and re-stitch the aggregated and temporally unsynchronized packets
back together in the proper order. In this case, switching of the channels between the

spatially diverse transmuitters effectively creates wavelength and transmitter-specific data

11
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“packets” that are routed based on the key known only by scrambling key 12 and
descrambling key 22, with the spatial diversity of using multiple transmitters and
receivers allowing for the true and decoy data to be broken up into disjointed and
uncorrelated “packets” of data that would be meaningless to an observer that is not in
possession of the proper “receiver stitching” key. As with the arrangement described
above 1n association with FIG. 2, a decryption unit 64 may be utilized to recover the
“true” data from its encrypted version once it has been restored in its proper time
sequence.

[0035] While the foregoing has described what are considered to be the best mode
and/or other preferred embodiments of the invention, it is to be understood that various
modifications may be made therein and that the invention may be implemented in various
forms and embodiments, and that it may be applied in numerous applications, only some
ot which have been described herein. It is intended by the following claims to claim any

and all modifications and variations that fall within the true scope of the invention.

12
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What is claimed is:

1. A method of providing secure, open-air transmission of at least one true data
signal in a multi-channel communication system, the method comprising the steps of:

generating a plurality of decoy data signals;

applying the plurality of decoy data signals and the at least one true data signal as
inputs to a scrambling unit;

scrambling the channel assignments for sequential packets of both the at least one
true data signal and the plurality of decoy data signals to form a plurality of scrambled
signals using a predefined channel assignment scrambling key; and

applying the plurality of scrambled signals as separate inputs to a multi-channel
open-air transmitter; and

transmitting the plurality of scrambled signals across an open-air communication

system.

2. The method as defined 1n claim 1 wherein the method comprises the additional
step of:

encrypting the at least one true data signal prior to applying said at least one true
data signal as an input to the scrambling unit.

3. The method as defined in claim 2 wherein the method comprises the additional
step of:

encrypting the plurality of decoy data signals prior to applying said plurality of
decoy data signals as an input to the scrambling unit.

4. The method as defined in claim 1 wherein the transmitting step includes
transmitting a plurality of open-air optical scrambled signals.

5. The method as defined in claim 1 wherein the transmitting step includes

transmitting a plurality of open-air radio scrambled signals.

6. The method as defined 1n claim 1 wherein the transmitting step includes

transmitting both optical and radio open-air scrambled signals.

7. A method of recovering at least one true data §ignal from a plurality of open-

air scrambled signals received in a multi-channel communication system, the method

comprising the steps of:

13
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recerving the plurality of open-air scrambled signals at separate inputs of a multi-
channel receiver:

applying the plurality of received scrambled signals as separate inputs to a
descrambling unit;

descrambling the channel assignments associated with the plurality of scrambled
signals using a predefined channel descrambling key;

recovering the at least one true data signal from a plurality of decoy data signals
using a known true data signal channel(s) assignment identity.

8. The method as defined in claim 7 wherein the method further comprises the
step of:

decrypting the recovered at least one true data signal using a predefined
decryption process.

9. The method as defined in claim 7 wherein the receiving step includes receiving
a plurality of open-air optical scrambled signals.

10. The method as defined in claim 7 wherein the receiving step includes
receiving a plurality of open-air radio scrambled signals.

11. The method as defined in claim 7 wherein the receiving step includes
recerving both optical and radio open-air scrambled signals.

12. An open-air communication system including a multi-channel, secure open-
air transmitter for communicating at least one true data signal and a plurality of decoy
data signals, the transmitter comprising

a channel scrambler having as separate inputs the plurality of decoy data signals
and the at least one true data signal, the channel scrambler also having as an input a
scrambling key for changing the channel assignments of sequential packets of each input
signal, in accordance with a provided scrambling key such that the plurality of scrambled
signals each include packets of both true data and decoy data; and

a multi-channel open-air transmitter coupled to the output of the channel
scrambler for forming as an output a plurality of scrambled signals for open-air
transmission to a known receiver.

13. An open-air communication system as defined in claim 12, where the multi-

channel transmitter comprises an (N+X)-channel transmitter and the channel scrambler is
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responsive to a plurality of X true data signals and a plurality of N decoy data signals to
form a plurality of (N+X) scrambled signals.

14. An open-air communication system as defined in clnaim 13 where X=1.

1S. An open-air communication system as defined in claim 12 wherein the multi-
channel system comprises an open-air optical communication system, each channel
associated with a different optical wavelength.

16. An open-air communication system as defined in claim 12 wherein the multi-
channel system comprises an open-air radio communication system, each channel
associated with a different radio frequency.

17. An open-air communication system as defined in claim 12 wherein the multi-
channel system comprises a hybrid system utilizing electrical input signals, an electrical
channel scrambler, and electrical-to-optical conversion prior to transmitting a plurality of

scrambled optical signals.

18. An open-air communication system as defined in claim 12 wherein the multi-
channel system utilizes both radio signal channels and optical signal channels to transmit

true and decoy data signals.

19. An open-air communication system as defined in claim 12 wherein the
system further comprises a secure, multi-channel receiver responsive to the plurality of
scrambled, open-air signals sent by the transmitter and having knowledge of the original
channel assignments associated with the at least one true data signal, the multi-channel
receiver comprising

a channel descrambler including an 1dentical scrambling key as used by the
transmitter channel scrambler, the channel descrambler for reorganizing the scrambled
packets into the proper channel assignments for the at least one true data signal and the

plurality of decoy data signals; and

a recovery element for utilizing the known channel assignments for the at least
one true data signal to produce as an output the recovered, at least one true data signal.

20. An open-air communication system as defined in claim 12 wherein the multi-

channel, open-air transmitter further comprises

15
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an encryption unit for applying a predetermined encryption algorithm to the at
least one true data signal and/or the plurality of decoy data signals prior to applying the
signals as inputs to the channel scrambler.

21. An open-air communication system as defined in claim 20 wherein the
system further comprises a secure, multi-channel receiver including a decryption unit for
applying the same, predetermined encryption algorithm to the at least one recovered true
data signal recovered by the multi-channel open-air receiver.

22. An open-alr communication system as defined in claim 12 wherein the
plurality of decoy data signals are derived from randomly generated data packets.

23. An open-air communication system as defined in claim 12 wherein at least
one decoy data signal 1s provided from realistic communication signals carrying
information irrelevant to the at least one true data signal.

24. An open-air communication system as defined in claim 23 wherein at least
one decoy data signal comprises a pre-recorded video signal.

'25. An open-air communication system as defined in claim 23 wherein at least
one decoy data signal comprises a live video signal.

26. A secure, open-air communication system including

a spatially diverse transmitting arrangement comprising

a plurality of multi-channel, secure channel-hopping transmitters,
positioned at physically disparate locations; and

a channel scrambler coupled to each channel-hopping transmitter and
controlled by a scrambling key so as to hop the channel and transmitter assignments for
sequential packets of both the at least one true data signal and the plurality of decoy data
input signals; and

a spatially diverse recelving arrangement comprising

a plurality of multi-channel, secure channel-hopping receivers, each
recerver responsive to the plurality of scrambled signals generated by each channel-
hopping transmitter; and

a channel de-scrambler coupled to each channel-hopping receiver and

controlled by a de-scrambling key so as to recover the at least one true data signal from

the plurality of scrambled signals.

16
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!

MULTI-CHANNEL Tx AND Rx COULD BE FREE-SPACE OPTICS,
OFDM RADIO, OTHER MULTI-CHANNEL RADIO ETC.

10 MULTI-CHANNEL LINK:
( TRUE DATA + DECOY DATA
—  CHANNEL-HOPPED
SIS | oCpuple | SIOMALS

—=%] (%]}~ %] b2 ["3}—

—={°1] (%3~ 2 —={b1] "2 [%3}—=] Tx Rx

—"}["2| "3~ 92] [b3f—

FXAMPLE:
a is "TRUE" DATA f‘—s—'
b,..n ARE DECOY SIGNALS 4 16 18
OPEN AIR
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SCRAMBLING
KEY

TRANSMISSION PATH
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CHANNEL-
DESCRAMBLER

DESCRAMBLING
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