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FIELD INITIALIZED AUTHENTICATION SYSTEM FOR PROTECTIVE
SECURITY OF ELECTRONIC INFORMATION NETWORKS

Technical Field

5 . This invention relates generally to securityiisyéiemsi,mwT
for authenticating the authority of a remote user, who is
séeking access to an electronic information netWork, to have
accesé to that network and more particularly the invention
relates to a  challenge-response system ' in which . each

10 - authoriied,remote user has a portable authenticatiﬁg device

which ;‘can implement a security procedure. The

authenticating devices can all be mass produced with‘.the

'identiqal construétidﬁfand identical initial programming.and. .. .

isﬁbsequently initialized from .remote terminals by each

15  remote user in communication with;the electronic information

network.
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Background Art.

Since the advances in computer technology have made the
electronic computer and associated information networks

5 highly efficient tools for business, government and home,
the pfoblem of unauthorized accéss to a host computer has

been widely recognized along with the resulting problems of
altered accounts and fraudulent transactions. As public
access to host computers has b99éﬁél¢2§§éerdthr9egbdEEE}iE

10 communication netwbrks, the probléﬁé” have increased. As
‘greater’use is made of information networks, the problem

becomes more important.

To combat these éfoblems, the conventional = and

15  traditional use of passwords provides a first level of

. security. In such a security sYstemﬁ a password 1is stored

» iqy.the _host coméuter sometimes in association with an
identity designation for a remote user; Such as the user’s

name.  The7uséf, sometimes after communicafing his or her

20 identity designation ‘to the host computer, is challenged to

- 7 .7 provide-the-—appropriate password. Communication. of the

correct password from the remote user to the host computer

initiates access to the host computer.

The problem with password security is that its
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effectiveness is minimal because passwords can easily be
stolen by others by electronic or visual eavesdropping, or
in some cases, by reading a record of the communications
between the remote user and the host computer. Further, the
fact that a password has been "stolen'" is not apparent to
the legitimate, authorized users because a password is not a

physical item, but rather a piece of "knowledge" that can

easily be replicated by unauthorized system users.

Additional security has been sought by | the
implementation of extensive log-on procedures in some
electronic information systems. -These procedures must be
known to the user and foliowed in logging onto'the system or
else access is denied. For limited access computer systems,
such as those confined to a single building or company,
these procedures can be jusfified énd users can be
accordingly trained. However, sd;h systems are generally

unsatisfactory in systems with large numbers of users

.because they are necessarily complicated in order 'to Dbe

effective.  Therefore, they could be expected to meet with

customer resistance because - such cumbersome log-on

procedures are too difficult, time consuming and distracting

for the ordinary computer user.

In an attempﬁ to overcome these problems, some systems
haveé been devised to read the .biometric traits of the

individual remote user, such as by detecting a voice print,
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fingerprint, signature or the = frequency response

characteristics for a portion of the human body. Such

systems have the advantage that they are dependent upon

physiological characteristics which are conveniently mobile
with the remote user so that the user is not regional to
remember any security passwords. Further, such systems are
not COmpi;cated for the user and additionally, depend upon

characteristics which are personal to the user and cannot be

"stolen". The problem with such systems, however, is that

the appératus needed for detecting such biometric traits is

expensive, needs special connection to the remote terminal,

and is.not conveniently portable.

Prior art workers have also devised small, portable,
hand-held_ computers which are programmed to pefform an
aqthentication~algorithmrin response to aiphanumeric data
which is keyed into the device. The algorithm is a function
of the particular code which.is stored in eéch such portéﬁle
device when it is manufactured. _Such currently known prior

art ‘devices, however, must each be custom initialized at a

centralized - -location. This can occur during the

manufacturing process by the storage of a different code or

number into each  unit, or at the issuing site for the

application.

The problem - with such a system is not only the added

cost of centralized initialization for each device but, more
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importantly, such a system provides a substantial
opportunity for a breach of security during the
initialization. In particular, such a system provides an
opportunity for K persons involved in the initialization
process to eavesdrop and breach system security. It affords
an opportunity for them to learn particular codes or numbers
and, in conjunction with the authentication algorithm, they
are then able to emulate the characteristics of - any
initialized device. Furthermore, such a system affords them
the opportunity to surreptitiously initialize second or
multiple devices with identical codes so that each would
perform the algorithm in the iaentical manner as an
authorized device. It could be used to simulatevthe actions

and responses of an authorized remote user.

Still others have proposed authenticating devices which
are directly coupled through special hardware at the remote

terminal so that they may be interrogated by the host

-computer to which the remote user is seeking access.

However, such a syStem is unsatisfactory because it requires .
the special coupling device at additional cost and
complexity, and can only be installed at a single remote

terminal. It therefore cannot easily support typical users

. of electronic information services who wish to be granted

access to the network from a wide range of remote terminals

at various geographical locations.
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Brief Disclosure Of Invention

The present invention utilizes a small, portable,
hand-held authenticating device containing a computer and
capable of key input, data display and performing various
operations, including the performance of an authenticaticn
algoritﬁm. The behavior of this algorithm is the function
of a secret Kkey stored within each device through a field
initialiZation process. Each of the portable authenticating
devices of the' present invention are identically
manufactured. The sécret key,~or code, is not embedded in
the hand-held portable authenticator during the
manufacturing process. Instead, all the authenticating
devices are distributed to fhe rémote users in the identical
form. ~ Each remote "user subsequently establishés

communication between a host computer and the remote user at

.a:,conveniént remote - terminal.. During. this initial

coﬁmunication; an initialization procedure is followed which
generates and sto;es a uniquely derived secret key or code
in the portable authegtiCation device. The initialization
process also contains a secure method for storing a copy of
the wuniquely .dérivedr secret key in the host computer,
preferably in association Qith the password, or other

identifying designation for the remote user.
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‘This completely eliminates the previously described
opportunity for breach 6f security during a centralized
initialization process. It also reduces the cost of
distribution of authenticating devices for large user
populations because no labor cost is incurred by the
authentication device issuing agency during the field
initialization procedure. The unique secret key or code for
each remote user 1is created in a manner such that a person
having access to the entirety of the communications between
the host rcomputer and the remote user during initialization
and also having complete access to the authentication
algorithm and the entirety of the operation of the system
wduld neveftheless be unablé to aetermihe the secret ﬁey
within a practicai length of time and therefore would be

unable to obtain unauthorized access to. the host computer.

i oo A—preferred embodiment of the present invention is able

20

25

to pérformr the above characteristics using low-cost
electronic hardware. The present inveﬁtioﬁ can be installed
into'a pértable device with complexity -and cest: no greatef.
than the mass érodﬁced, credit card-sized calculator using
4-bit microprocessor'technology. One advantage of a.single
chip microprocessor with no external addressing lines is the
fact that the memory containing the secret key is not.
accessiblé to external probing. This enhances security of

the device from tampering.
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In order to obtain the high degree of security which is
desired for the present invention and yet have a system in
which a four-bit processor can be used and which is
relatively easy to use, alphanumeric codes or numbers having
a large number of digits are communicated to and from the
authentication device by breaking the numbers down into
blocks or groups of numbers. These numbers are communicated
to the remote user, input into the aufhentication device,
output from the authentication device and communicated back

to the host computer in these groups or blocks.

Accordingly, it is an object and feature of the present
invention to provide an authentication device which is
relatively small, portable and inexpensi&e,_comparable, for
ex;mple, to a credit card size portable calculator and which
can be remotely ihitialized and then used to authenticate

the authority of the person in possession of it to have

access to the host computer.

Another object of the present invention is to provide

such an authentication device which does - not require any

type of physical connection or coupling to a remote terminal

or an electronic network and which does not require any

complicated form of operation.

Another object and feature of the present invention is
to provide such an authentication system which pfovides a

greatly increased level of security and is able to be
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operated with the relatively large numbers which are
required for such security and yet be acceptable by and

easily operated in a mass market consumer environment.

Brief Description Of Drawings

Fig. 1 is a simplified block diagram illustrating the
basic components of the authenticating system embodying the

present invention.

Fig. 2 1is a block diagram illustrating a personal
authenticating device embodying the present invention and
the system for uniquely initializing the device and the host

computer for each remote-user. _

- Fig. 3 is a block diagram illustrating the system of

the present invention used for authenticating the

‘authorization of the remote user to access the electronic

information system.

Fig. 4 is a diagram illustrating the system fofmat for
communicating the large multidigit alphanumeric codes or
numbers in the form of public~keys_during the initialization

—

of the systéﬁ“of the present invention.

Fig. 5 is a block - diagram illustrating the preferred

authentication algorithm of the present invention.
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Figs. 6-9 are block diagrams illustrating in more

detail some of the operations illustrated in single blocks

in Fig. 5.

5 Fig. 10 is a schematic diagram of the circuitry of the
personal authenticating device embodying the present

invention.

Table 1 is the parts list for the personal

10 authenticating device illustrated in Fig. 10.

In describing the preferred embodiment 6f the invention
thich is illustrated in the drawings, specific terminology
will be resorted to for the sake of clarity. However, it is
not intended that the invention be limited to the specific

15 férmsmse_selggtgd and it is to be understood that each

specific term includes all technical equivalents which

purpose.

20

Detailed Description Of Hardware .

Referring--to Figs.-l and 2, the system of the present
invention includes a host computer 10 and a portable,
25 hand-held personal authenticating means 12 which are at

times connected in communication through a communication

means, indicated generally as 14. The communication means 14
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might include, for example, a conventional public
communication link 15 connected at one end to the host
computer 10 and connected at the other end on 1line to a
remote terminal 17 which is operated by the remote user 19.
The remote terminal 17 is connected in communication with
the authentication device 12 by means of the remote user 19
who observes data output at the remote terminal data display
21 or at the data display 23 of the authentication means 12
and keys in data on the keyboard 16 of the authenticator
device lzrand on the keyboard 25 of the conventional remote

terminal.

[y

Both the authenticating means 12 and the host computer

10 include conventional digital computers. Thus, they

include the microprocessors, digital memory and input and

output devices, all of which are very well known and

therefore are not separately identified in the figures. -

Each includes all:-  the memg;y' whiéhi is necessary for
performing the typical operations for which conventional,

digital computers are ¢apable of performing.

The memory of the host computer includes, however, a
data storage means 18 for storing a selected constant and a
data storage means 20 for storing an idenﬁity designation in

association with a secret key stored in a data storage means

©22 in  association with the identity designation.

Additionaliy, the host computer includes means 24 for
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generating a random number in order to provide a private key
and a means 26 for generating a public Kkey by raising the
selected constant stored in memory 18 to the power of the
random number. The host computer 10 also includes (see Fig.
3) means for performing a noninvertible authentication
algorithm 30 and means 32 for comparing the response or
result of the performance of that authenticaﬁion algorithm
30 to a response communicated from the remote user to the
host computer and to authorize access to the host computer
by the remote user when the responses are identical and to

refuse access when they are not.

The authenticator 12 includes a conventional digital
computing means including data storage means, a coriventional

key input means 16 for keying in data by the remote user 19

and a data display 23 at which outputs from the

authenticating device 12 can be read by the remote user for

communication to the host computer 10.

. The authenticator device 12 also’: includesl a means 40

‘for generating a random number as the u§er's private key 42,

a means 44 for raising the selected constant to-the'power of
the random number 42  and a means 46 for performing the
identical, noninvertible authentication algorithm as is

performed'in the'host computer 10. The storage means of the

_authenticator device.lz includes means 48 for storing the

selected constant and means 50 for storing the secret key in
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the authenticator device 12. As will be apparent from the
further description of the invention, the secret key must be
stored in a nonvolatile memory device of the tipe currently
commercially available after it has been generated during

the initialization procedure.

Both the host computer 10 and the authenticator device
12 are programmed for performing many of the operations
described below in conventional modulo arithmetic. The
identical modulus 1is, of course, stored in the conventional
memory of each device. The program memory . of each device
further includes programming for Dbreaking down and
transmitting computed data groups between the host computer
and the authentication device in groups of alphanumeric
characters representing portions of the computed data. .

Since afperson of ordinary skill in the programming art

- could prepare computef instructions for accomplishing this

based ﬁpon this description, a particular program 1is not

listed.

- The specific circuitry for the personal authenticator
device is illustrated in Fig. 10 with the parts information

given on the drawing.

One of the principal features of the present inventicn
is that the system in accordance with the present invention
utilizes a large number of authenticating computer means 12,

each of which is distributed to an authorized remote user
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without first being uniquely, individually initialized.
Thus, neither the manufactufing nor the distribution stage
provides an opportunity fer a breach of security and,
furthermore, the need for the extra initialization steps

during manufacture or distribution is entirely eliminated.

Detailed Description Of Method Of Operation

When an electronic information network adopts the
security system of the p%esent invention, it stores in the
host computer the same selected constant which is stored in
all of the authentication devices and also stores the same
modulus for performing mathematicel operations in modulo
arithmetic. It also stores . in the . host computer
instructions for raising a number to a power, instructions

for generating a random number and instructions for

performing the same noninvertible authéntication algorithm

) which can be performed by the authentlcator 12 which will :

be the 'same functlon of a secret key yet to be generated and

stored.

When a subscriber to the service of an electronic

information network meets the qualifications for access to

the host computer, an off-the-shelf authenticator 12 is

distributed to him or her. Upon receipt of the .

authenticating device 16, the remote user first follows an

n
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initialization procedure in order to generate and store in
the authenticator 12 and in the host computer 10 the
id;nticél secret key. The secreﬁ key is based on two large
random numbers, one of which is generated in the
authenticator and one of which 1is generated in the host
computer. This is done using Hellman’s method such that an

eavesdropper possessing a complete record of all

communications between the authentication device and the

‘host computer cannot in a reasonable time calculate the

secret key. Dr. Hellman’s methods are discussed in U.S.
Patents 4,200,770 and 4,218,582. See also U.S. Patent

4,309,569.

The initialization procedure is performed only once and
preferably the authenticator is programmed so that it can
only be  initiadlized once. Each of  the portable
authentication devices is independently initialized with the
host computer from a location which is remote from the host

computer and'which is selected by the remote user..

After initialization is reliably accompliShed,»"the

_.authenticator device is used to authenticate the authority

of the remote user to access the host computer. Since the

authentication algorithm is® performed within the

authenticator device 12 and in the host computer 10, it is
unnecessary that the remote user know the authentication

algorithm. More importantly, since the secret key is stored

v
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in the authenticator device 12 and in the host computer 10,

it is never necessary for any human to know the secret key

and desirably, the secret key 1is inaccessible to the

operator of the authentication device 12.

The authentication system of the present invention does
not validate a particular individual, but rather validates
that the remote user who is seeking access to the
information network or who has access to the network and
seeks to continue access -has possession of a personal
authenticating device in accordance with the _present
invention. One advantage of this is that one authorized
individual may deliverrthe authentication device to another

whom he or she wishes to authorize for access to the

~electronic information network. This may be done easily and

- conveniently by mere physical delivery. A further advantage

is that the receiving-individual cannot duplicate it nor
pass along information to another to enable the other to

Subsequently gain access to the network.  Thus, its,o&ner

'jkndws that when it is returned ~others could not " have

breached the security. Authorization may be conveniently

- withdrawn by repossession of the authenticator.

Another advantage of the present invention is that, if
the authentication device of the present invention is
stolen, this breach of'security will be readily apparent by

the ébsence of the authentication device. The authorized

*
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possessor of it may then report its absence to the operators

,of the electronic information. network who may then either

withdraw access to anyone attempting to log on with it, or,
in the alternative, may set traps for the unwary thief in

order to apprehend him and bring him to justice.

Referring now in more detail to the initialization
procedure, in order to initialize the authenticator, a
subscribing remote user first establishes communication
between the host computer and the remote user’s

authentication computer. The remote user then communicates

15

20 ..

25

a remote user identity designation, such as a conventional
password or the remote user’s name, from the remote user to
the host compuﬁer which 1is stored in the host computer at

memory means 20.

Random numbers are then generated independently in the

" host computer 10 and in the authenticator device 12 to be

-uséd as the private key of each computer. These random

numbers’ are used to generate a public key in each computer

The - public keys are exchanged to generate ' the identical

secret key in each computer using Hellman’s . _method.

‘Alternatively, the random number and public key of the

remote user’s authentication device may be generated before
the communication is established. Conventional means may be

used for generating a random number as 1is well known in the

computer art.
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In the preferred embodiment, the time to key any big
number into the keyboard 16 of.the authenticator computer 12

is used to generate its random number. In this method the

elapsed time for the remote user to key in a multidigit

number is detected using a modulo number system to count

elapsed time and generate the private key for the
authentication computer device 12. For example, the time for
the remote user to key in the number 19467382 may be
detected. 1In the preferred embodiment a mddulo system is
used having as its modulus 2 raised to the power 125 to
generate a truly random 125 bit private key which is not

available for inspection at any display.

Other conventional random number generation'techniques
are used to generate a private key 50 in the host computer.
Obviously, in essentially all cases, the random numbers

which are the private keys of each will be different.

In the authenticator computer 12 the selected constant -

at storage means 48 is then raised to the power of the

private key at 42 to generate the'remote user’s public key

preferably as a 125. bit number using modulo arithmetic with

the same modulus. This 125 bit public key is communicated

to the host computer.

It would be extremely- difficult ~and impractical to

display a 125 bit number on the display of the personal

authentication computer 12 and have it reliably communicated
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by the remote user to the host computer. It would require
either an extremely large multidigit display or a
complicated manner  of disélaying the  number angd-’
communicating it to the host computer. Therefore, a method
has been devised for breaking down the public Kkey and
transmitting it in separate alphanumeric portions to the
host computer. The same method is used for communicating
the public key of the host computer to the authentication

computer 12.

The 125 bit public key is broken into' three binary

digit groups, each group ' representing a binary coded digit

in an octal number system capable of having values from 0 to
7. These biﬁary"coded octal digits are then grouped into
blocks of 6 blnary coded octal dlglts to form 7 blocks, each

hav1ng 6 blnary coded octal digits. Appended to each block

'of 6 octal digits as a most significant digit is a digit

representing the block number. The bloek number will have a
value of 1 to 7 to represent each of the 7 blocks. Appended
to each block of 6 octal digits as the .least SLQﬁifideht
digit is a conventionel check sum formed as indiceted in

Fig. 4. Thus, each block consists of 8 digits which include

“'the 6 “binary — coded  octal digits as represented in Fig. 4:

The authenticator computer 12 then displays on its data
display 23 in sequence each of these 8 digit blocks. They
are individually communicated by the remote user to the host

computer, their check sums are checked by the host computer-
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and if correct, are stored by the host computer. The blocks
are communicéted one at a time until all 7 blocks have been

communicated.

5 ) Similarly, the host computer after generating a private
key 50 from its random number similarly raises the same
selected constant to the power of its private key 50 in its
public key generator 26 and communicates its public key to
the remote user who keys it into the keyboard 16 in the same

10 manner using similarly form;ted blocks.

The accuracy ofw~thé§e==public-~keysm*may«be~-further

verified by each computer retransmitting a block back to the

- sender-and requesting that the sender compare the block to

15 = the corresponding "block stored in its memory and siénal

whether they are identical.

The authenticatdr'computer 12 of the remote user is

then operated to raise its private key to the power of'the

20 . public key of the host coméuﬁer to generate the secfét key
51 of thé remote user;s“;;;héggl;é;;r-comﬁﬁtér;_-Siﬁii;;ly;_m
the host cgmputer raisésrits private key 50 to the'power of
the.public key from the remote user’s authenticator computer

" to obtain the identiﬁal secret key. The host computer then

- 25

- stores this secret key in its memory in association with the

identity designation of the remote user.

The communication may then be disconnected or a mock
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authentication sequence may then be performed to confirm
that the initialization has been correctly performed and

then the communication may be disconnected.

5 The identical secret key is generated in both computers
because whenever a number, such as the identicai selected
constant 18 stored in the host computer and the selected
constant 48 stored in the authentication computer, is raised
to the powers in accordance with the above method, the

10 identical number results. In particular, 1if the selected
cohstént is raised to a first power and the result is then
raised to a second power the identical result is obtained as

_when the identical‘constant is .raised to the second power

and the result of that is then raised to the first power.

15 . A
After the remote user authentication computer and the

hoét computer have performed the initialization procedure,
ther remote user authentication computer 12 can then be
subseqﬁently used to authenticate the authority of the
:20‘ remote user to access the host computéf;,fThé'aﬁthéﬁtid%Eidﬁ.
ié performed by the remote user fifst seeking access to the

host computer and communicating its identity designation to

the host' computer. The host computer uses the idengity,,w

designation to find in its memory the secret key which was

25 ' generated for that remote user.

’

A random number is generated in the host computer and

communicated to the remote user. .The authentication
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algorithm, which is a function

operates upon the random number

PCT/US87/02463

of the secret key, then

in both the host computer

and the remote user authenticating computer. The result of

performing the algorithm in the

remote user computer is then

5 communicated to the host computer and compared with the

result obtained in the host computer for performing the same

-~

algorithm. If the results
computer permits access to its

and prevents access if they are

are identical then the host
electronic information system

not identical.

10 - The authentication algorithm is a nbninvertible
algorithm. It is not é mathematical algorifhm which can be
éxpressed in mathematical symbols and in which an answer can
be used to help determine the nature of the mathematical

15  algorithm. 1In fact, the answer derived by a noninvertible

algorithm could be an answer from 'an infinite number of

différent algorithms. The algorithm might be charécterized

in nonmathematlcal terms as a shell game with lots of shells

and w1th numbers under all of the shells.. The algorlthm is

20 51mply a manner of shlftlng the

numbers around ‘and combining

and - operatlng upon them to derlve a resultlng number. The

' authentication algorithm of the preferred, embodiment is

illustrated in the figures and ngéiiﬁéa}’—"Ho&eGQr,’ an

infinite number of such noni
25  devised by those skilled in the
variety of unique combinations

and vectoring operations, such

nvertible algorithms may be
art using any of an infinite

of known scrambling, mapping

as those illustrated by the
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following description of the authentication algorithm used
in the preferred embodiment. The authentication algorithm
should look random and must be a function of the secret key
and an input number, the challenge, which is randonly
selected by the host computer and communicated to the remote

user.

The preferred authentication algorithm is very
difficult to break in terms of identifying the secret key by
entering a series of random number trial messages in the
authenticator computer and observing the resulting
responses. Because less information is provided in the
response than is contained 1in the input message or in the
secret key, it is not possible to identify a mathematical
relationship between the ;ﬁo. It would be necessary to try

every possible input messége and to record all responses in

" order to determine the authentication'aléorithm. This would
" require an 'impréctical léngth of time. Furthermore, by

. programming the .authentication computer to insert a time

delay following its display of a response resulting from

. performing the authentication algorithm, for exampie a delay

" of 25 seconds, it would require approximately 250000000

seconds to identify all possible responses. Since one year
has approximately 30000000 seconds it would require at least

eight years to enter all possible inputs messages and record

~all possible responses.
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A Dblock diagram or flow chart of the preferred
authentication algorithm is illustrated in Fig. 5. Figs. 6-9
illustrate operations as subroutines which are performed at
various places in the authentication algorithm. Since the
algorithm is identical in both the host computer 10 and in
the remote wuser authentication computer 12 it is only

described once.

The host computer generates a random number which is

referred to as the "message". This random number is

communicated from the host computer to the authenticating

- computer so that both have access to both the secret key

stored in their respective memories and the message so that
both can ,perfofm ‘the authentication algorithm. In the
preferred embodiment the randpmly generated  "message"
cénsisté of a binary_coded decimal having seven decimal

digits.

Referring to Fig. 6, a. pointer which is a constant

“stored as ‘a part of the authentication algorithm, is

retrieved from memory.7 The poinﬁer 80 'is 'utilized in .the
Scramble subroutine to select the 28 bits 81 of the 125 bit
secret key.82 which will be exclusive ORed with the 28 bits
which are the binary digits representing the message. The
excluéive Oﬁ operation provides a resulting 28 bit number
85. o

The Get Pointer subroutine, illustrated in Fig. .7, then
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breaks the resulting 28 bit number 85 into three 8 bit bytes
86, 87 and 88 and one 4 bit byte 89. These four bytes are
then summed using modulo arithmetic and a modulus of 97 to
calculate a binary 8 bit pointer 90. This result is a number
between 0 and 96 which is used as a pointer into the bits of
the secret key, the least significant bit of the secret key

being the 0 vector.

The pointer 90 is then used to derive two other
pointers, pointer 91 and pointer 92. The first pointer 91 is
obtained by utilizing the same Scramble and Get Pointer
subroutines operating upon the ééme message and secret key,
but this time utilizing the pointer 90 to derive the first
pointer 91. The second pointer is derived by radding the
number 29 to pointer 90 to provide the second pointer 92.

These two pointers, 91 and 92, are then applied to the

20

25

Scramble subroutine, again using the secret key and the
message, to derive two different 28 bit numbers from the

respective use of the Scramble subroutines 95 and 96.

-Each reéult of the Scrémble subfoutines 95 and '96 is
applied to a Force BCD subroutine 97'apd 98, illustrated in
Fig. 8. The Force BCD subroutine decimal adjusts the 28 bit
numﬁers without a carry. It does this by grouping the 28
bits into groups of 4, each group of 4 bits représenting a
hexadecimal digit to proviae a 7 digit hexadecimal number;:

This is decimal adjusted by subtracting 10 from each
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hexadecimal digit which is greater than 9 to provide a
resulting 7 digit binary coded decimal number, each digit
being represented by the resulting 4 bits. The two 7 digit
binary coded decimal numbers derived in this manner from the
Force BCD subroutines 97 and 98 are then multiplied

together, the product being a 14 digit number.

This 14 digit binary coded decimal number 99 is then
applied to the format subroutine'illustrated in Fig. 9 in
which a 6 digit binary coded decimal is obtained by
discarding the least significant digit from the 14 digit
number 99 anﬁ‘using the next 6 more significant digits.
This 6 digit BCD number 100 then has a 7th digit 101
appended as the most significant digit to provide a 7 digit
response which is ﬁhe final result of pe:forming the

authentication algorithm.

This final result, when calculated in ' the personal

authénticqtion computer 12 is then communicated back to the

‘host computer for comparison with the analogous final result

calculated’ by the host,éomputeri If they are identical

access is permitted and access is refused if they are not.

Although it is preferred that an identity designation
be used when the remote user communicates with the host
computer so that the host computer may store the secret key
in association with the identity designation, it is possible

and for some purposes preferable, to eliminate the identity
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designation. This would have the advantage that an
eavesdropper would obtain absolutely no information from
eaveédropping upon communication between the remote user and
the host computer. For example, he could obtain no
5 information about the traffic of this remote user with an
electronic. information network. However, in such a system
the secret key for a remote user would not be stored in
association with the identity designation of that remote
user. Therefore, the host computer would need to store in
10 memory all secret keys in a list. Each time an
authentication procedure 1is followed, the host computer
would need to perform the authentication algorithm as a
function of each of the secret keys in the.list to obtain a

list of acceptable resulting answers or responses to the

T —

.15 performance of the autHentication algorithm. After the

e m——— e S

random number message is transmitted to the remote user and

the remote user’s response is fecéivédubiﬁﬁﬁérhgéf-ﬁbmputerﬁ"

the host compuﬁer then compéres the response to the list of

possible responses fo determine whether the fésponse from
20 the feﬁote user is . in the 1list and ,aécess should  be

granted.

While certain: preferred embodiments of the present
ihéeﬁtioﬁ have been discldsed‘ in detail, it is to be
25 understood that various modifications may be adopted without

departing from the spirit of the invention or scope of the

following claims.
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Claims
1. In combination a method for authenticating the

—

10

20

TTT——

authority of any of a plurality of remote users to
access a host computer, the method comprising:
(a) storing in the host computer and in each
- of a-plurality of substantially identical
hand-held, portaﬁle, remote user computers the
““identical selected constant, instructions for

raising a number to a power using modulo

arithmetic, fafﬁﬁégéé}mihg‘a noninvertible
'éuthéntication algorithm which is a function
qf'a,seCret'key gnd for génerating a raﬁdom .
ﬁumber;: _

(b) distributing'the identical portable
computers to the reﬁoﬁé users;

(c) initializing the portable computers

independently with the host computer and from

a remote location selected by the remote user

by:
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(1) establishing communication.
between the host computer and a remote
user computer;
(ii) independently generating a random
number as a private key in the remote
user’s computer and in the host computer;
(iii) independently raising said selected
cﬁnstant in each of the communicating
computers to that computer’s private key
using modulo arithmetic to generate a
public key for each computer;
(iv) communicating the public key of
- each bommunicating computer to the other;
(v) generating and storing in each
,communicéting,computer the identical -~ -——_
‘secret key by -raising in eachvgqmputer
the public key of the other computer ﬁo
' éﬁé'péWér‘éf the computer’s 6wn private
key using modulo arithmetic; and
(vi) disconnecting said. communication;’
(d) subsequently authenticating therauthority
of a remote user to access or continue to
access the hbst_computer by detecting whether
a:remote user communicating with and seeking
éccess to;thé host computer has a remote user

computer which has been subjected to steps (a),
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(b) and (c) by:
(i) generating a random number in the
host computer;

(ii) communicating that random number
to the remote user computer:
(1ii) perfofming said stored, non-
invertible algorithm uponrthat random
number in the remote user computer as a
function of iﬁs stored secret key and in
the host computer'as a function of the
same secret key:;
(iv) communicating the result of said
algorithm in the remote user computef

- to the host computer; and
(V) comparing the transmitted result

. to theiresgitfobtaiﬁed at the host

) coﬁputer; and i -

(e) permittiné access to the host computer
if the compared portions are identical

and preventing access if they are not.

2. A method in accordance with claim 1 using modulo

-arithmetic for mathematical calculations based on the.-

same modulus in the remote user computer and the host

computer.

1
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3. A method in accordance with claim 2 further including
the steps of:
(a) in the initializing steps communicating
a remote user identity designation from
the remote user to the host computer after
communication is established and storing the
generated secret key in the host computer in
association with that identity designation; and
(b) in the authenticating steps communicating
the identity designation of the remote user to
the host computer and then performing the
authentication algorithm using only the secret
key which is stored in association with that

identity designation.

4. A method in accordance with claim 2 wherein; in the

-authenticating steps, the authenticating algorithm is

performed for a plurality of the secret keys stored in

" the host computer and the result of performing the

authentication.algorithm in the remote user’s ééﬁpﬁtéf
is compared in sequence, to each of a plurality of
results in the host computer and wherein access is
permitted if any one of the host computer results is

idéntical to the result from the remote user.
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5. A method in accordance with claim 2 or 3 or 4 wherein
all inputs to said remote user computer are hand keyed into

it by the remote user.

6. A method in accordance with claim 5 wherein, in the
initialization step, the communicated public keys are broken

into and tfansmitted in separate alphanumeric portions and

~ the host computer public key is input into the remote user

computer in said portions.

7. A method in accordance with claim 6 wherein the public
keys are multibit binary’ﬁumbérs which are broken into

separate portions by grouping the bits of each public key

-into groups, each group. representing a binary coded digit

and dividing the binary coded digits into blocks of

associated digits, each block being one of the separate:

- alphanumeric portions which.is separately transmitted.

8. A method in accordance with.claim 7 wherein the bits
are grouped into groups of three bits forming binary coded
octal digits and the octal digits are associated in blocks

including six such octal digits.



PCT/US87/02463

WO 89/03143

10

15

20

25

33

9. A method in accordance with claim 7 wherein, after each
said portion is transmitted from the remote user to the host
computer, the received portion is transmitted back to the

remote user for verification.

10. In combination in a system for authenticating the
authority of a remote user to access a host computer

utilizing a portable, hand-held authenticating means, the

‘'system including:

(a) data storage means associated with the host
'computer for storing a selected constant, an
identity designation for each of several
remote users and a secret key in association
with each identity designation; |

(by computing means associated with the host
computer for generating a random number, for
réising a number tora'power and for pérformipg
a noninvertible authentication algorithm

whiéh is a function of a secret kéy;-,
 (c) computing means in said portablé
authenticating means for generating a rqndom
number, for raising a number to a power

and for performing the same said noninvertible
authentication algorithm; |

(d) data storage means, in said portable

. authenticating means and connected to
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its computing means, for storing the selected
constant and a secret key:

(e) 'key input means, in said portable
authenticating means and connected to its
computing means, for keying in data by

the remote user:;

(f) a data display in said portable

" authenticating means connected to its

computing means; and
(g) communication means between said
host computer and a terminal located

at a position remote from the host

computer, the terminal including a data

output display and a data input keyboard.

A system in accordance with claim 10 but further

comprising a plurality of portable, hand-held

authenticating means each identically cbnstructed in

accordance with elements (c), (d), (e) and (f) of

claim 10.

12.

A system in accordance with claim 10 or 11 wherein

the computing means of the authenticating means includes

a four bit microprocessor for performing its computations.
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13. A system in accordance with claim 12 further
comprising means associated with the host computer and
with the authenticating means for pomputing using modulo
arithmetic and for storing the identical modulus in the

host computer and in each authenticating means.

14. A system in accordance with claim 13 further
comprising means associated with the host computer for
breakihg down and transmitting computed data groups of
the alphanumeric characters representing different

portions of the computed data.
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