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(54) ELECTRONIC TATTLETALE FOR ATM CASE INTRUSION

(67)  The disclosed embodiments provide systems,
methods, and articles of manufacture for detecting an
intrusion of a product (e.g., an ATM) via an electronic
tattletale. The disclosed embodiments may provide an
ATM comprising a housing and a detection circuit cou-
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pled to the housing. The detection circuit may detect that
an intrusion into the housing has occurred based on a %\
change in an electrical property of the housing. The ATM :\‘\\?%
may also include one or more memory devices and proc- %s
essors configured to execute the instructions to detect %g
an intrusion based on a change in capacitance. Systems %‘Q
and methods are also disclosed for manufacturing an %s
ATM. The systems and method may include applying a %\&:
substance to the interior of a housing of an ATM and 3 \%&!
coupling a detection circuit to the substance, the detec- ‘%‘:% %u}
tion circuit detecting an intrusion into the housing based Q% %‘%
on a change in capacitance. §\§ \%*g
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Description
Technical Field

[0001] The disclosed embodiments generally relate to
device security and, more particularly, to systems, meth-
ods, and articles of manufacture for detecting intrusions
into security products.

Background

[0002] An automated teller machine (ATM) is an elec-
tronic device that allows banking customers to carry out
financial transactions without the need for a human teller.
For example, customers may use an ATM to access their
bank accounts, transfer funds, check account balances,
or dispense items of value. Generally, to use an ATM,
the customer may insert a banking card containing mag-
netic strip information into the ATM’s card reader, and
authenticate the card by entering a personal identification
number (PIN). After the card has been read and authen-
ticated, the customer can carry out various financial
transactions.

[0003] While ATMs are convenient, their use can also
be risky. Thieves often try to steal ATMs and break into
them. After breaking into an ATM, thieves can access
currency or checks held inside the ATM or manipulate
the ATM’s circuitry to dispense currency or checks auto-
matically from the ATM.

[0004] Companies that manufacture or provide ATMs
have been trying to prevent thieves from breaking into
ATMs or provide some detection of intrusion into an ATM
to alert law enforcement to catch the thieves. Current
mechanisms exist for detecting an intrusion into an ATM,
such as using motion detectors, accelerometers, or the
like, in particular zones inside of the ATM. These mech-
anisms are oftenreferred tointhe industry as "tattletales,"
mechanisms that "tattle," that is, notify third parties when
an intrusions is detected.

[0005] Thieves are now able to bypass these mecha-
nisms using new techniques. For example, thieves are
using common tools, such as lower-power cutting or drill-
ing tools, to break into ATMs. In some instances, thieves
may use cutting or drilling tools to create a hole in the
housing of an ATM. After creating the hole, thieves will
introduce flammable materials, such as acetylene gas,
into the case igniting the materials cause the case to
expand and blow apart the housing allowing access to
currency inside of the ATM.

[0006] Common drilling and cutting tools bypass the
current mechanisms because they create little motion
and/or sound. Quite often, the motion and sound gener-
ated by these tools are undetectable to current mecha-
nisms. Moreover, companies choose to place mecha-
nisms in particularize zones due, in part, to cost con-
straints. With this in mind, thieves intelligently choose
where to drill the holes, that is, thieves often choose to
drill holes far enough away from current mechanisms so
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that the current mechanisms fail to detect the intrusion.
[0007] In view of these and other shortcomings and
problems with existing systems, improved systems and
techniques for manufacturing secure products and de-
tecting intrusion into secure products are provided that
are inexpensive and mitigate the risks of capital loss from
thieves.

SUMMARY

[0008] In the following description, certain aspects and
embodiments of the present disclosure will become ev-
ident. It should be understood that the disclosure, in its
broadest sense, could be practiced without having one
or more features of these aspects and embodiments. It
should also be understood that these aspects and em-
bodiments are merely exemplary.

[0009] Thedisclosed embodiments address disadvan-
tages of existing systems based on, at least, providing
novel systems, methods, non-transitory computer-read-
able storage media, and articles of manufacture for de-
tecting an intrusion into a secure device. Unlike prior im-
plementations, the disclosed systems, methods, non-
transitory computer-readable storage media, and articles
of manufacture provide technical solutions that can be
inexpensive (e.g., as related to the cost of the materials)
and increase security (e.g., having the ability to detect
an intrusion anywhere into the case and/or having the
ability to detect intrusions that do not produce a lot of
movement, vibrations, sound, etc.).

[0010] According to an aspect of the present disclo-
sure, there is provided an automated teller machine
(ATM), comprising: a housing comprising an exterior sur-
face and an interior surface; a substance adhered to the
interior surface that, alone or in combination with the
housing, forms a capacitor; and a detection circuit com-
prising a sensor coupled to the capacitor, the sensor con-
figured to detect an intrusion into the housing, based on
a change in a capacitance value of the capacitor.
[0011] The substance may be a molded insertadhered
to the interior surface.

[0012] The molded insert could be less than 5 millim-
eters thick.
[0013] The substance may be adhered to the interior

surface by a coating applied to the substance onto is the
interior surface.

[0014] The coating could be less than 5 millimeters
thick.

[0015] The substance may adhere to substantially the
entirety of the interior surface of the housing.

[0016] The capacitor may comprise at least one of a
multi-layered ceramic structure, a ceramic capacitor tu-
bular, a plastic film capacitor, a paper capacitor, or amica
capacitor.

[0017] The capacitor may have afirst capacitance val-
ue, where the detection circuit may be configured to ac-
quire a second capacitance value of the capacitor, the
second capacitance value being different from the first
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capacitance value; determine an absolute value of a dif-
ference between the first and second capacitance val-
ues; and detect that an intrusion has occurred, based on
a determination that the difference exceeds a predeter-
mined threshold.

[0018] The ATM may further comprise a transmitter
coupled to the detection circuit, the transmitter configured
to transmitting an intrusion alert signal upon detection
that an intrusion has occurred.

[0019] According to another aspect of the present dis-
closure, there is provided a method for detecting an in-
trusion into the housing of any the ATMs described
above, the method comprising: detecting a change in the
capacitance value of the capacitor; and detecting an in-
trusion into the housing of the ATM based on the change
in the capacitance value.

[0020] The method may further comprise transmitting
an intrusion alert signal upon detection that an intrusion
has occurred.

[0021] According to an aspect of the present disclo-
sure, there is provided a method for manufacturing an
automated teller machine (ATM), the method comprising:
applying a substance to an interior surface of a housing
of an the ATM, such that the substance, alone or in com-
bination with the housing, forms a capacitor having a ca-
pacitance value; and coupling a detection circuit to the
substance, the detection circuit comprising a sensor and
detecting an intrusion into the housing, based on a
change in the capacitance value.

[0022] Thesubstance maybeamoldedinsertlessthan
5 millimeters thick. The substance may be applied to the
interior surface by adhering the molded insert to the in-
terior surface.

[0023] The substance may be applied to the interior
surface by coating the substance onto is the interior sur-
face. The coating may be less than 5 millimeters thick.
[0024] The substance may be applied to substantially
the entirety of the interior surface of the housing.
[0025] The capacitor may comprise at least one of a
multi-layered ceramic structure, a ceramic capacitor tu-
bular, a plastic film capacitor, a paper capacitor, ora mica
capacitor.

[0026] Consistent with a set of disclosed embodi-
ments, an ATM is provided. For example, the ATM may
comprise a housing comprising an exterior surface and
an interior surface. In addition, the ATM may also com-
prise a substance adhered to the interior surface that,
alone or in combination with the housing, forms a capac-
itor. The ATM may further comprise a detection circuit
comprising a sensor coupled to the capacitor, the sensor
detecting that an intrusion into the housing, based on a
change in capacitance.

[0027] Consistent with another set of disclosed em-
bodiments, an ATM is provided. For example, the ATM
may comprise a housing having an interior surface and
an exterior surface. The ATM may also comprise: a sen-
sor; a substance adhered to the interior surface of the
housing that, alone or in combination with the housing,
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forms a capacitor having a capacitance value; one or
more memory devices storing instructions; and one or
more processors. The one or more processor may be
configured to execute the instructions to perform opera-
tions. For example, the operations may comprise detect-
ing, via the sensor, a change in the capacitance value.
The operations may further comprise detecting an intru-
sion based on the change in the capacitance value.
[0028] Consistentwith yetanother set of disclosed em-
bodiments, systems and methods for manufacturing an
ATM are provided. For example, the systems and meth-
ods may comprise applying a substance to an interior
surface of a housing of an ATM, such that the substance,
alone or in combination with the housing, forms a capac-
itor having a capacitance value. The systems and meth-
ods may also comprise coupling a detection circuit to the
substance, the detection circuit comprising a sensor and
detecting an intrusion into the housing, based on a
change in the capacitance value.

[0029] Consistent with a set of disclosed embodi-
ments, a product is provided. For example, the product
may comprise a housing. In addition, the product may
also comprise a detection circuit comprising a sensor
coupled to the housing, the sensor detecting an intrusion
into the housing, based on a change in an electrical prop-
erty.

[0030] Consistent with another set of disclosed em-
bodiments, another product is also provided. For exam-
ple, the product may comprise a housing having an inte-
rior surface and an exterior surface. The product may
also comprise: a sensor; a substance adhered to the in-
terior surface of the housing, and alone or in combination
with the housing, forming a capacitor having a capaci-
tance value; one or more memory devices storing instruc-
tions; and one or more processors. The one or more proc-
essor may be configured to execute the instructions to
perform operations. For example, the operations may
comprise detecting, via the sensor, a change in the ca-
pacitance value. The operations may further comprise
detecting an intrusion based on the change in the capac-
itance value.

[0031] Consistentwith yetanother set of disclosed em-
bodiments, systems and methods for manufacturing a
product are provided. For example, the systems and
methods may comprise applying a substance to an inte-
rior surface of a housing of a product, such that the sub-
stance, alone or in combination, forms a capacitor having
acapacitance value. The systems and methods may also
comprise coupling a detection circuit to the substance,
the detection circuit comprising a sensor and detecting
an intrusion into the housing, based on a change in the
capacitance value.

[0032] Aspects of the disclosed embodiments may al-
so include a non-transitory tangible computer-readable
medium that stores software instructions that, when ex-
ecuted by one or more processors, are configured for
and capable of performing and executing one or more of
the methods, operations, and the like, consistent with
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disclosed embodiments. It is to be understood that both
the foregoing general description and the following de-
tailed description are exemplary and explanatory only,
and are not restrictive of the disclosed embodiments as
claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

[0033] The accompanying drawings, which are incor-
porated in and constitute a part of this specification, il-
lustrate disclosed embodiments and, together with the
description, serve to explain the disclosed embodiments.
In the drawings:

Fig. 1 is a block diagram of an exemplary system
environment for providing an electronic tattletale
consistent with disclosed embodiments;

Fig. 2A is a schematic diagram of an exterior view
of an exemplary automated teller machine (ATM)
consistent with disclosed embodiments;

Fig. 2B is a schematic diagram of an interior view of
an exemplary ATM consistent with disclosed embod-
iments;

Fig. 3 is a block diagram of an exemplary electronic
tattletale consistent with disclosed embodiments;
Fig 4 is a cross-sectional view of the ATM of Figs.
2A and 2B consistent with disclosed embodiments;
Fig. 5 is a block diagram of an exemplary sensor
analyzer consistent with disclosed embodiments;
Fig. 6 is a flowchart of an exemplary process for de-
tecting an intrusion consistent with disclosed embod-
iments; and

Fig. 7 is aflowchart of an exemplary process for man-
ufacturing an ATM consistent with disclosed embod-
iments.

DETAILED DESCRIPTION

[0034] The following detailed description refers to the
accompanying drawings. Wherever possible, the same
reference numbers are used in the drawings and the fol-
lowing description to refer to the same or similar parts.
While several illustrative embodiments are described
herein, modifications, adaptations and other implemen-
tations are possible. For example, substitutions, addi-
tions, or modifications may be made to the components
illustrated in the drawings, and the illustrative methods
described herein may be modified by substituting, reor-
dering, removing, or adding steps to the disclosed meth-
ods. Accordingly, the following detailed description is not
limited to the disclosed embodiments and examples. In-
stead, the proper scope is defined by the appended
claims.

[0035] The disclosed embodiments generally relate to
device security and, more particularly, to systems and
methods for detecting intrusions into security products.
As used herein the term "connected to" should be con-
strued as touching, adhering to, resting on, attached to,
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fixed to, glued to, placed on, coupled, glancing, etc., and
should be interpreted broadly.

[0036] Fig. 1isablockdiagram ofanexemplary system
environment 100 for providing an electronic tattletale
consistent with disclosed embodiments. The compo-
nents and arrangements, shown in Fig. 1, are not intend-
ed to limit the disclosed embodiments, as the compo-
nents used to implement the disclosed processes and
features may vary.

[0037] System environment 100 may include one or
more automated teller machines (ATMs) 110, wide-area
networks (WANSs) 120, third parties 130, databases 140,
server clusters 150, and/or cloud services 160. Other
components known to one of ordinary skill in the art may
be included in system environment 100 to gather, proc-
ess, transmit, receive, acquire, and provide information
used in conjunction with the disclosed embodiments. In
addition, system environment 100 may further include
other components that perform or assist in the perform-
ance of one or more processes that are consistent with
disclosed embodiments.

[0038] An ATM may be construed as any machine that
is capable of carrying out transaction instructions, which
include the transfers of value. In some embodiments, oth-
er types of systems, devices, or products (not depicted)
may replace ATM 110. For example, the disclosed em-
bodiments may include any product that encloses any
type of physical materials, systems, devices, products,
and/or articles of manufacture. For example, a product
may include any type of door, gate, lock, safe, etc.
[0039] ATM 110 may include one or more housings,
fasciae, processors, memory devices, and/or circuits.
The processors, memory devices, and circuits may work
together, in different combinations, to dispense currency,
accept deposits, make account balance inquiries, pay
bills, transfer funds, and/or the like. ATM 110 may also
dispense media, currency, and/or documents. These
media and documents may include tickets, vouchers,
checks, gaming materials, notes, receipts, etc. Users
(e.g., customers, consumers, etc.) may operate ATM
110. In some embodiments, ATM 110 may be associated
with merchants, merchant devices, financial service pro-
viders, and/or financial service provider devices.

[0040] WAN 120 may comprise any computer network-
ing arrangement used to exchange data. For example,
WAN 120 may be the Internet, a private data network, a
virtual private network (VPN) using a public network,
and/or other suitable connections that enable the com-
ponents of system environment 100 to send and acquire
information. WAN 120 may also include a public switched
telephone network ("PSTN") and/or a wireless network
such as a cellular network, wired Wide Area Network,
Wi-Fi network, or another known wireless network (e.g.,
WiMAX) capable of bidirectional data transmission.
[0041] WAN 120 may also include one or more local
networks (not pictured). A local network may be used to
connect the components of Fig. 1, such as ATM 110,
third party 130, database 140, server cluster 150, and/or
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cloud service 160, to WAN 120. A local network may
comprise any type of computer networking arrangement
used to exchange data in a localized area, such as Wi-
Fibased on IEEE 802.11 standards, Bluetooth™, Ether-
net, and other suitable network protocols that enable
components of system environment 100 to interact with
one another and to connect to WAN 120 for interacting
with components in system environment 100. In some
embodiments, a local network comprises a portion of
WAN 120. In other embodiments, components of system
environment 100 may communicate via WAN 120 without
a separate local network.

[0042] Third party 130 may be a company, an individ-
ual, or a device, and may include a financial service pro-
vider, financial service provider device, merchant, mer-
chant device, person standing next to ATM 110, law en-
forcement entity, law enforcement device, etc. Third party
130 may be associated with, be responsible for, own, or
lease ATM 110. In addition, third party 130 may be con-
figured to perform one or more operations consistent with
disclosed embodiments.

[0043] Database 140 mayinclude one or more memory
devices that store information. By way of example, data-
base 140 may include Oracle™ databases, Sybase™
databases, or other relational databases or non-relation-
al databases, such as Hadoop sequence files, HBase™,
or Cassandra™. The databases or other files may in-
clude, for example, data and information related to the
source and destination of a network request, the data
contained in the request, etc. Systems and methods of
disclosed embodiments, however, are not limited to sep-
arate databases. Database 140 may include computing
components (e.g., database management system, data-
base server, etc.) configured to acquire and process re-
quests for data stored in memory devices of database
140 and to provide data from database 140.

[0044] Server cluster 150 may be located in the same
data center or different physical locations. Multiple server
clusters 150 may be formed as a grid to share resources
and workloads. Each server cluster 150 may include a
plurality of linked nodes operating collaboratively to run
various applications, software modules, analytical mod-
ules, rule engines, etc. Each node may be implemented
using a variety of different equipment, such as a super-
computer, personal computer, server, mainframe, mobile
device, or the like. In some embodiments, the number of
servers and/or server cluster 150 may be expanded or
reduced based on workload. In some embodiments, one
or more components of system environment 100 (includ-
ing one or more server clusters 150) may be placed be-
hind a load balancer to support high availability and en-
sure real-time (or near real-time) processing of optimal
decision predictions.

[0045] Cloud service 160 may include a physical
and/or virtual storage system associated with cloud stor-
age for storing data and providing access to data via a
public network such as the Internet. Cloud service 160
may include cloud services such as those offered by, for
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example, Amazon®, Apple®, Cisco®, Citrix®, IBM®,
Joyent®, Google®, Microsoft®, Rackspace®, Sales-
force.com®, and Verizon®/Terremark®, or other types
of cloud services accessible via WAN 120. In some em-
bodiments, cloud service 160 comprises multiple com-
puter systems spanning multiple locations and having
multiple databases or multiple geographic locations as-
sociated with a single or multiple cloud storage serv-
ice(s). As used herein, cloud service 160 refers to phys-
ical and virtual infrastructure associated with a single
cloud storage service and may manage and/or store data
associated with managing tip recommendations.

[0046] Fig. 2A and 2B show exterior and interior views
of ATM 110, with an electronic tattletale consistent with
disclosed embodiments. ATM 110 may include a housing
210 that may encase valuables, such as currency,
checks, deposit slips, etc., and/or electronic compo-
nents, such as processors, memory devices, circuits, etc.
Housing 210 may be made of various materials, including
plastics, metals, polymers, woods, ceramics, concretes,
paper, glass, etc. In some embodiments, housing 210
may have a different shape than the one shown in Fig.
2A and 2B.

[0047] Housing 210 may include exterior housing sur-
face 220 and interior housing surface 230. Exterior hous-
ing surface 220 may include one or more surfaces. For
example, exterior housing surface 220 may include a
front surface 221, back surface 222, top surface 223,
bottom surface 224, left surface 225, and right surface
226. Interior housing surface 230 may also include one
or more surfaces. For example, interior housing surface
230 may include a front surface 231, back surface 232,
top surface 233, bottom surface 234, left surface 235,
and right surface 236. The number of surfaces of exterior
housing surface 220 and/or interior housing surface 230
is not limited by the present disclosure.

[0048] Exterior housing surface 220 may be made of
the same material as interior housing surface 230. In
some embodiments, exterior housing surface 220 may
be made of a different material than interior housing sur-
face 230. In some embodiments, exterior housing sur-
face 220 and/or interior housing surface 230 may have
one or more additional materials connected to it.

[0049] In some embodiments, housing 210 may in-
clude fascia 240. In some embodiments, fascia 240 may
be connected to any surface of exterior housing surface
220 and/or interior housing surface 230. As depicted, for
illustrative purposes only, fascia 240 is connected to front
surface 221 of exterior housing surface 220. Fascia 240
may also be connected to multiple surfaces of exterior
housing surface 220 and/or interior housing surface 230.
Fascia 240 may be made of a different material than ex-
terior housing surface 220 and/or interior housing surface
230. For example, fascia 240 may be made of plastic
while exterior housing surface 220 and/or interior housing
surface 230 may be made of sheet metal.

[0050] Fascia 240 may include components, such as
one or more displays 242, key panels 244, function keys
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246, card readers 248, slots 250, and/or writing shelves
252. The components of fascia 240 are only illustrative.
Other components may be included in ATM 110. In some
embodiments, components, such as those shown in Fig.
2, may be replaced with other components or deleted
from ATM 110.

[0051] Display 242 may include a Thin Film Transistor
Liquid Crystal Display (LCD), In-Place Switching LCD,
Resistive Touchscreen LCD, Capacitive Touchscreen
LCD, an Organic Light Emitted Diode (OLED) Display,
an Active-Matrix Organic Light-Emitting Diode
(AMOLED) Display, a Super AMOLED, a Retina Display,
a Haptic or Tactile touchscreen display, or any other dis-
play. Display 242 may be any known type of display de-
vice that presents information to a user operating ATM
110. Display 242 may be a touchscreen display, which
allows the user to input instructions to display 242. Other
components, such as key panels 224, function keys 246,
card readers 248, and/or slots 250 may allow the user to
input instructions to display 242.

[0052] Card reader 248 may allow a user to, in some
embodiments, insert a transaction card into ATM 110.
The transaction card may be associated with a financial
service provider. Card reader 248 may allow ATM 110
to acquire and/or collect transaction information from the
transaction card. In some embodiments, card reader 248
may allow a user to tap a transaction card or mobile de-
vice in front of card reader 248 to allow ATM 110 to ac-
quire and/or collect transaction information from the
transaction card via technologies, such as near-field
communication (NFC) technology, Bluetooth™ technol-
ogy, and/or radio-frequency identified technology, and/or
wireless technology. Card reader 248 may also be con-
nected with a mobile application that allows the user to
transfer transaction card information to card reader 248
and/or ATM 110 with or without inserting the transaction
card.

[0053] Slots 250 may include one or more card slots
(which may be connected to card reader 248), receipt
slots, deposit slots, mini account statement slot, cash
slot, etc. Slots 250 may allow a user of ATM 110 to insert
or receive one or more receipts, deposits, withdrawals,
mini account statements, cash, checks, money orders,
etc.

[0054] Interior housing surface 230 may include an
electronic tattletale 260. One or more components of tat-
tletale 260, as discussed in Fig. 3, may be connected to
interior housing surface 230 and other parts may be en-
closed in interior housing surface 230 or outside of exte-
rior housing surface 220. In some embodiments, sub-
stantially all components of tattletale 260 may be con-
nected to and/or enclosed ininterior housing surface 230.
[0055] Fig. 3 is a block diagram illustrating a tattletale
260 (e.g., "a detection circuit") consistent with disclosed
embodiments. Tattletale 260 may include components,
such as an electrical property sensor 310, a sound sensor
320, a pressure sensor 330, a transmitter 340, and/or a
sensor analyzer 350. In some embodiments, one or more

10

15

20

25

30

35

40

45

50

55

components of tattletale 260 may be interconnected via
abus 360 to communicate bidirectionally with each other.
One or more components of tattletale 260 may also be
connected wirelessly via one or more wireless receivers
(notshown) to communicate bidirectionally with each oth-
er.

[0056] Electrical property sensor 310 (e.g., a capaci-
tance sensor) may be coupled to hardware components,
such as resistors, transistors, capacitors, inductors, sem-
iconductors, sensors, etc., and/or software programs.
Turning to Fig. 4, electrical component 405 may be con-
nected to electrical property sensor 310 (not shown).
Electrical component 405 may comprise substance 410
and/or interior housing surface 230. For example, elec-
trical component 405 may be a capacitor that is formed
when substance 410 is connected to interior housing sur-
face 230 or electrical component 405 may be a capacitor
that is formed by substance 410 itself. Electrical property
sensor 310 may be coupled to electrical component 405.
For example, electrical property sensor 310 may be cou-
pled to interior housing surface 230 via substance 410,
that is, electrical property sensor 310 may be connected
to substance 410 and substance 410 may be connected
to interior housing surface 230.

[0057] Substance 410 may be connected to the entire-
ty of interior housing surface 230 (which includes all sur-
faces of interior housing surface 230), the entirety of one
more surfaces of interior housing surface 230, a part of
one or more of surfaces of interior housing surface 230,
a part of interior housing surface 230, etc. After being
connected to interior housing surface 230, the total thick-
ness of substance 410 may be 5 mm or less. In some
embodiments, substance 410 may be formed of one or
more different materials than interior housing surface 230
to form electronic component 405. For example, sub-
stance 410 may be a dielectric (such as a polymer or
ceramic material) while interior housing surface 230 may
be a conductor (such as a metal) or substance 410 may
be a conductor while interior housing surface 230 may
be a dielectric.

[0058] Substance 410, alone or in combination with
interior housing surface 230, may have non-zero electri-
cal properties, such as a charge, resistance, capaci-
tance, conductance, etc. In some embodiments, as de-
scribed above, substance 410 may be electrical compo-
nent 405 (e.g., a capacitor, resistor, etc.). However, in
some embodiments, substance 410, by being connected
with interior housing surface 230, may form an electrical
component 405; thus, itis to be understood that the prop-
erties with respect to the properties of substance 410
and/or interior housing surface 230 below may also apply
to properties of interior housing surface 230 in combina-
tion with substance 410.

[0059] Substance 410, alone or in combination with
interior housing surface 230, (e.g., electronic component
405) may comprise a multi-layered ceramic capacitor, a
ceramic capacitor disc, a ceramic capacitor tubular, a
plastic film capacitor, a paper capacitor, a mica capacitor,



11 EP 3 531 382 A1 12

etc. Substance 410 may be sprayed and/or dispersed
onto interior housing surface 230 to form a coating. For
example, substance 410 may be a multi-layered ceramic
capacitor that is sprayed and/or dispersed onto interior
housing surface 230 that is made of sheet metal to form
electronic component 405. Substance 410, in some em-
bodiments, may be a molded insert. In some embodi-
ments, the molded insert may be capacitive and or
formed using standard composite forming techniques.
The molded insert may conform to the fascia 240 of ATM
110. In some embodiments, the thickness of substance
410 may be 5 mm or less.

[0060] TurningbacktoFig.3,electrical property sensor
310 may detect a change in an electrical property of elec-
trical component 405. As described above, electrical
component 405 may be a hardware component (e.g., a
capacitor) that is formed when substance 410 is connect-
edtointerior housing surface 230 or electrical component
405 may be a hardware component (e.g., a capacitor)
that is formed by substance 410 itself. Electrical property
sensor 310, alone or in combination with sensor analyzer
350, may detect the intrusion based on a change in the
capacitance value of electrical component405. Electrical
property sensor 310, alone or in combination with sensor
analyzer 350, may detect insertion of tools, such as drill-
ing and/or cutting tools, into housing 210. These tools
may change the capacitance of electrical component
405. In some embodiments, these tools may affect a
change in capacitance of electrical component 405 as
small as 1.0 picofarad, which electrical property sensor
310, alone or in combination with sensor analyzer 350,
may detect.

[0061] In some embodiments, tattletale 260 may in-
clude other sensors (including sensors not depicted in
Fig. 3. As shown in Fig. 3, tattletale 260 may include
sound sensor 320. Sound sensor 320, alone or in com-
bination with sensor analyzer 350, may detect changes
in sound. In some embodiments, sound sensor 320 may
detect quiet sounds, such as sounds generated by a low-
powered drilling or cutting tool. Sound sensor 320, alone
or in combination with sensor analyzer 350, may also
detect other sounds, such as those from an object tap-
ping, being placed on, and/or being attached to ATM 110.
In some embodiments, sound sensor 320 may detect
vibrations or the movement of ATM 110, which may also
detect sound.

[0062] Sound sensor 320, alone or in combination with
sensor analyzer 350, may use surface acoustic wave de-
tection techniques to detect the change in sound. For
example, sound sensor 320 may include one or more
surface acoustic wave sensors. The one or more surface
acoustic wave sensors may rely on the modulation of
surface acoustic waves to sense a physical change, such
as achange intemperature, mass, vibration, etc., of ATM
110. Sound sensor 320, alone orin combination with sen-
sor analyzer 350, may detect the intrusion based on one
or more signals generated by the surface acoustic wave
sensor.
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[0063] In some embodiments, sound sensor 320 may
be coupled to electrical property sensor 310. Sound sen-
sor 320 may detect an intrusion of housing 210 alone, in
combination with sensor analyzer 350, and/or in combi-
nation with another sensor in Fig. 3 (e.g., electrical prop-
erty sensor 310, pressure sensor 330, etc.). Sound sen-
sor 320, alone or in combination with sensor analyzer
350, may verify the intrusion based on determining that
the change in sound exceeds a predetermined threshold.
In some embodiments, sound sensor 320 and/or electri-
cal property sensor 310 may utilize transmitter 340 to
transmit an intrusion alert signal upon detection or the
verification that an intrusion has occurred.

[0064] In some embodiments, tattletale 260 may in-
clude, additionally or alternatively, pressure sensor 330.
Pressure sensor 330, alone orin combination with sensor
analyzer 350, may detect changes in pressure. Pressure
sensor 330 may be coupled to a pressurized bladder (not
pictured) connected to interior housing surface 230.
Pressure sensor 330, alone orin combination with sensor
analyzer 350, may detect a change in the pressure of the
pressurized bladder. For example, when a drilling or cut-
ting tool shifts or pierces the pressurized bladder, the
pressure of the pressurized bladder may change and
pressure sensor 330, alone orin combination with sensor
analyzer 350, may detect that change. In some embod-
iments, pressure sensor 330 may include one or more
piezoelectric transducers and/or pressure sensors, to de-
tect a change in the pressure of the pressurized bladder
and/or housing 210.

[0065] Pressure sensor 330 may be coupled to elec-
trical property sensor 310. Pressure sensor 330, alone
or in combination with sensor analyzer 350, may detect
an intrusion of housing 210 alone. On the other hand,
pressure sensor 330, alone orin combination with sensor
analyzer 350, may detect an intrusion of housing 210,
along with other sensors in Fig. 3. In some embodiments,
pressure sensor 330, alone orin combination with sensor
analyzer 350, may verify an intrusion detected by other
sensors in Fig. 3 (e.g., electrical property sensor 310,
sound sensor 320, etc.). Pressure sensor 330, alone or
in combination with sensor analyzer 350, may verify the
intrusion based on determining that the change in sound
exceeds a predetermined threshold. In some embodi-
ments, pressure sensor 330 and/or electrical property
sensor 310, alone or in combination with sensor analyzer
350, may utilize transmitter 340 to transmit an intrusion
alert signal upon detection or the verification that an in-
trusion has occurred.

[0066] Although not shown, other sensors, alone or in
combination with sensor analyzer 350, may be used in
tattletale 260 to detect or verify an intrusion into housing
210. The other sensors, alone or in combination with sen-
sor analyzer 350, may be used to detect changes, such
as changes in temperature, movement, location, etc., of
all or parts of housing 210. In addition, the other sensors
may utilize transmitter 340, alone or in combination with
sensor analyzer 350, to transmit an intrusion alert signal
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upon detection or the verification that an intrusion has
occurred.

[0067] Tattletale 260 may include, additionally or alter-
natively, transmitter 340. Transmitter 340 may transmit
an alert, such as a sound, light, email, alert, message,
telephone call, radio signal, etc., to third party 130. Third
party 130 may or may not be associated with ATM 110.
Transmitter 340, alone or in combination with sensor an-
alyzer 350, may transmit an alert via hardware or soft-
ware. Transmitter 340 may also be located on exterior
housing surface 220. In some embodiments, transmitter
340 may transmit messages via one or more components
of fascia, such as display 242 or slot 250. Transmitter
340 may transmit alerts using technologies, such as
near-field communication (NFC) technology, Blue-
tooth™ technology, radio-frequency identified technolo-
gy, wireless technology, hardware technology (e.g., in-
frared lights, microphones, speakers, etc.).

[0068] Referring now to Fig. 5, tattletale 260 (Fig. 3)
may, additionally or alternatively, include sensor analyz-
er 350. Sensor analyzer 350 may detect an intrusion into
housing 210, alone or in combination, with other compo-
nents of Fig. 3. As shown in Fig. 5, sensor analyzer 350
may include one or more input/output ("I/O") devices 560,
processors 570, and memory devices 580 storing data
and programs 582 (including, for example, operating sys-
tem 588 and instruction detection module 592). The logic
or programs of sensor analyzer 350 can be implemented
in hardware, software, and/or a combination thereof.
[0069] Sensor analyzer 350 may also include one or
more 1/O devices 560 that may comprise one or more
interfaces for receiving input (e.g., signals from either or
both of sound sensor 320 and pressure sensor 330) or
output to either or both of sound sensor 320 and pressure
sensor 330 in Fig. 3. Processor 570 may be one or more
known or custom processing devices designed to per-
form functions of the disclosed methods, such as a single
core or multiple core processors capable of executing
parallel processes simultaneously. For example, proces-
sor 570 may be configured with virtual processing tech-
nologies. In certain embodiments, processor 570 may
use logical processors to execute and control multiple
processes simultaneously. Processor 570 may imple-
ment virtual machine technologies, including a Java® Vir-
tual Machine, or other known technologies to provide the
ability to execute, control, run, manipulate, store, etc.,
multiple software processes, applications, programs, etc.
In another embodiment, processor 570 may include a
multiple-core processor arrangement (e.g., dual core,
quad core, etc.) configured to provide parallel processing
functionalities to allow sensor analyzer 350 to execute
multiple processes simultaneously. One of ordinary skill
in the art would understand that other types of processor
arrangements could be implemented that provide for the
capabilities disclosed herein.

[0070] Sensor analyzer 350 may include memory de-
vice 580 configured to store information used by proces-
sor 370 (or other components) to perform certain func-
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tions related to the disclosed embodiments. In one ex-
ample, memory device 580 may comprise one or more
storage devices that store instructions to enable proces-
sor 570 to execute one or more applications, such as
server applications, network communication processes,
and any other type of application or software known to
be available on computer systems. Alternatively or addi-
tionally, the instructions, application programs, etc., may
be stored in an internal database or external storage (not
shown) in direct communication with sensor analyzer
350, such as one or more database or memory accessi-
ble over WAN 120. The internal database and external
storage may be a volatile or non-volatile, magnetic, sem-
iconductor, tape, optical, removable, non-removable, or
another type of storage device or tangible (e.g., non-tran-
sitory) computer-readable medium.

[0071] Sensor analyzer 350 may also be communica-
tively connected to one or more remote memory devices
(e.g., remote databases (not shown)) through WAN 120
or a different network. The remote memory devices may
be configured to store information (e.g., structured, semi-
structured, and/or unstructured data) and may be ac-
cessed and/or managed by sensor analyzer 350. By way
of example, the remote memory devices may be docu-
ment management systems, Microsoft® SQL database,
SharePoint® databases, Oracle® databases, Sybase™
databases, or other relational databases. Systems and
methods consistent with disclosed embodiments, how-
ever, are not limited to separate databases or even to
the use of a database.

[0072] In certain embodiments, sensor analyzer 350
may include memory device 580 that includes instruc-
tions that, when executed by processor 570, perform one
or more processes consistent with the functionalities dis-
closed herein. Methods, systems, and articles of manu-
facture consistent with disclosed embodiments are not
limited to separate programs or computers configured to
perform dedicated tasks. For example, sensor analyzer
350 may include memory device 580 that stores instruc-
tions constituting one or more programs 582 and/or in-
trusion detection module(s) 592 to perform one or more
functions of the disclosed embodiments. Moreover, proc-
essor 370 may execute one or more programs located
remotely on system environment 100. For example, sen-
sor analyzer 350 may access one or more remote pro-
grams, that, when executed, perform functions related
to disclosed embodiments.

[0073] Memory device 580 may include one or more
memory devices that store data and instructions used to
perform one or more features of the disclosed embodi-
ments. For example, memory device 580 may represent
a tangible and non-transitory computer-readable medi-
um having stored therein computer programs, sets of in-
structions, code, or data to be executed by processor
570. Memory device 580 may include, for example, a
removable memory chip (e.g., EPROM, RAM, ROM,
DRAM, EEPROM, flash memory devices, or other vola-
tile or non-volatile memory devices) or other removable
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storage units that allow instructions and data to be ac-
cessed by processor 570.

[0074] Memory device 580 may also include any com-
bination of one or more relational and/or non-relational
databases controlled by memory controller devices (e.g.,
server(s), etc.) or software, such as document manage-
ment systems, Microsoft® SQL database, SharePoint®
databases, Oracle® databases, Sybase™ databases,
other relational databases, or non-relational databases,
such as key-value stores or NoSQL™ databases, such
as Apache HBase™. In some embodiments, memory de-
vice 580 may comprise associative array architecture,
such as a key-value storage, for storing and rapidly re-
trieving large amounts of information.

[0075] Programs 582 storedin memory device 580 and
executed by processor(s) 570 may include one or more
operating system 588. Programs 582 may also include
one or more machine learning, trending, and/or pattern
recognition applications (not shown) to detect an intru-
sioninto housing210. For example, one or more machine
learning, trending, and/or pattern recognition applica-
tions may provide, modify, or suggest input variables as-
sociated with one or more other programs 582.

[0076] Fig. 6 is a flowchart illustrating an exemplary
process 600 for detecting an intrusion into housing 210
consistent with disclosed embodiments. Sensor analyzer
350, via intrusion detection module(s) 592, may imple-
ment the steps, as illustrated in the flowchart. However,
the steps illustrated in the flowchart are only exemplary.
One or more steps may be added or deleted to detect an
intrusion into housing 210. The steps of Fig. 6 may be
implemented via hardware via one or more of the sensors
(e.g., electrical property sensor 310, sound sensor 320,
pressure sensor 330, etc.), as described above with re-
spect to Fig. 3.

[0077] Atstep610,intrusiondetection module 592 may
detect a change in the capacitance of, for example, elec-
trical component 405. For example, intrusion detection
module 592 may detect the change in capacitance by
obtaining one or more capacitance values of electrical
component 405 (e.g., via electrical property sensor 310).
Intrusion detection module 592 may obtain the capaci-
tance values by acquiring, receiving, and/or reading the
capacitance of electrical component 405. In some em-
bodiments, intrusion detection module 592 may obtain
capacitance values by calculating the capacitance of
electrical component 405 from other electrical properties
and/or components of electrical property sensor 310.
[0078] Atstep620, intrusion detection module 592 may
detect an intrusion based on the change in capacitance.
Intrusion detection module 592 may detect the intrusion
based on determining that a difference between capac-
itance values exceeds a predetermined threshold. Intru-
sion detection module 592 may also detect the intrusion
based on determining that an absolute value of a differ-
ence between the capacitance values exceeds a prede-
termined threshold. The predetermined threshold value
may indicate the smallest amount of change in capaci-
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tance before an intrusion can be determined.

[0079] If intrusion detection module 592 detects an in-
trusion based on the change in capacitance, intrusion
detection module 592 may verify that an intrusion has
occurred (at step 630). In some embodiments, intrusion
detection module 592 may detect a change in sound
based on detecting a change in a measurement made
by an surface acoustic wave sensor via sound analyzer
320 (using techniques similar to step 610) and verify the
intrusion based on determining that the change in sound
exceeds a predetermined threshold (using techniques
similar to step 620). In certain embodiments, intrusion
detection module 592 may detect a change in pressure
based on a change in a measure made by one or more
piezoelectric transducers and/or pressurized bladders
via pressure analyzer 330 (using techniques similar to
step 610) and verify the intrusion based on determining
that the change in pressure exceeds a predetermined
threshold (using techniques similar to step 620).

[0080] Atstep640,intrusiondetection module 592 may
send an alert to third party 130 if intrusion detection mod-
ule 592 detects an intrusion based on the change in ca-
pacitance and/or verifies that an intrusion has occurred.
Intrusion detection module 592 may or may not send the
alert via transmitter 340. In some embodiments, intrusion
detection module 592 may send the alert to third party
130 who is associated with law enforcement. In some
embodiments, intrusion detection module 592 may send
the alert to third party 130 who is associated with ATM
110. In certain embodiments, intrusion detection module
592 may send more than one alert. The alert may be
silent and not visible to a potential intruder.

[0081] Fig. 7 is a flowchart of an exemplary process
700 for manufacturing ATM 110 consistent with disclosed
embodiments. One or more steps may be added or de-
leted from process 700. At step 710, process 700 may
include applying substance 410 to interior housing sur-
face 230. Substance 410, alone or in combination with
interior housing surface 230, may form electrical compo-
nent 405 (e.g., a capacitor). Additionally, at step 720,
process 700 may include coupling a detection circuit
comprising components, such as electrical property sen-
sor 310, to electrical component 405 (e.g., substance
410 and/or interior housing surface 230).

[0082] Although the disclosed embodiments have
been described in relation to ATM 110, other products
may also be designed to disclose the same features as
disclosed above. The other products may relate to any
product that is used to secure something inside of the
product. To illustrate the far-reaching range of possible
products, a few example products follow:

e security devices, such as safes, vaults, fireboxes,
jewelry boxes, etc.;

e transportation devices, such as car doors, trunks,
etc.;

e electronic devices, such as computers, phones, etc.;
and
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e entry devices, such as smart locks, doors, cockpits,
garage doors, etc.

[0083] The described techniques may be varied and
are not limited to the examples or descriptions provided.
In some embodiments, some or all of the logic for the
above-described techniques may be implemented as a
computer program or application, as a plug-in module or
sub-component of another application, or as hardware
components.

[0084] Moreover, while illustrative embodiments have
been described herein, the scope thereof includes any
and all embodiments having equivalent elements, mod-
ifications, omissions, combinations (e.g., of aspects
across various embodiments), adaptations and/or alter-
ations as would be appreciated by those in the art based
on the present disclosure. For example, the number and
orientation of components shown in the exemplary sys-
tems may be modified. Further, with respect to the ex-
emplary methods illustrated in the attached drawings,
the order and sequence of steps may be modified, and
steps may be added or deleted.

[0085] Thus, the foregoing description has been pre-
sented for purposes of illustration. It is not exhaustive
and is not limiting to the precise forms or embodiments
disclosed. Modifications and adaptations willbe apparent
to those skilled in the art from consideration of the spec-
ification and practice of the disclosed embodiments. The
claims are to be interpreted broadly based on the lan-
guage employedinthe claims and notlimited to examples
described in the present specification. Accordingly, the
examples presented herein are to be construed as non-
exclusive. Further, the steps of the disclosed methods
may be modified in any manner, including by reordering
steps and/or inserting or deleting steps.

[0086] Furthermore, although aspects of the disclosed
embodiments are described as being associated with da-
ta stored in memory and other tangible computer-read-
able storage mediums, one skilled in the art will appre-
ciate that these aspects can also be stored on and exe-
cuted from many types of tangible computer-readable
media, such as secondary storage devices, like hard
disks, floppy disks, or CD-ROM, or other forms of RAM
or ROM. Accordingly, the disclosed embodiments are
notlimited to the above-described examples but, instead,
are defined by the appended claims in light of their full
scope of equivalents.

[0087] Also described herein are the following num-
bered aspects:

1. An automated teller machine (ATM), comprising:

a housing comprising an exterior surface and an
interior surface;
a substance adhered to the interior surface that,
alone or in combination with the housing, forms
a capacitor; and
a detection circuit comprising a sensor coupled

10

15

20

25

30

35

40

45

50

55

10

to the capacitor, the sensor detecting that an
intrusion into the housing, based on a change
in capacitance.

2. The ATM of aspect 1, wherein the substance is a
molded insert adhered to the interior surface, and
wherein the molded insert is less than 5 millimeters
thick.

3. The ATM of aspect 1, wherein the substance is
adhered to the interior surface by coating the sub-
stance onto the interior surface, and wherein the
coating is less than 5 millimeters thick.

4. The ATM of any of aspects 1 to 3, wherein the
substance adheres to substantially the entirety of the
interior surface of the housing.

5. The ATM of any of aspects 1 to 4, wherein the
capacitor comprises at least one of a multi-layered
ceramic structure, a ceramic capacitor tubular, a
plastic film capacitor, a paper capacitor, or a mica
capacitor.

6. The ATM of any of aspects 1 to 5, wherein:

the capacitor has a first capacitance value; and
the detection circuit is configured to:

acquire a second capacitance value of the
capacitor, the second capacitance value
being different from the first capacitance
value;

determine an absolute value of a difference
between the first and second capacitance
values; and

detectthat an intrusion has occurred, based
on a determination that the difference ex-
ceeds a predetermined threshold.

7. The ATM of any of aspects 1 to 6, further com-
prising a transmitter coupled to the detection circuit,
the transmitter transmitting an intrusion alert signal
upon detection that an intrusion has occurred.

8. An automated teller machine (ATM), comprising:

a housing having an interior surface and an ex-
terior surface;

a sensor;

a substance adhered to the interior surface of
the housing, and alone or in combination with
the housing, forming a capacitor having a ca-
pacitance value;

one or more memory devices storing instruc-
tions; and

one or more processors configured to execute
the instructions to perform operations compris-

ing:

detecting, via the sensor, a change in the
capacitance value; and
detecting an intrusion based on the change
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in the capacitance value.

9. The ATM of aspect 8, wherein the substance is a
molded insert adhered to the interior surface, and
wherein the molded insert is less than 5 millimeters
thick.

10. The ATM of aspect 8, wherein the substance is
adhered to the interior surface by coating the sub-
stance onto the interior surface, and wherein the
coating is less than 5 millimeters thick.

11. The ATM of any of aspects 8 to 10, wherein the
substance adheres to substantially the entirety of the
interior surface of the housing.

12. The ATM of any of aspects 8 to 11, wherein the
capacitor comprises at least one of a multi-layered
ceramic structure, a ceramic capacitor tubular, a
plastic film capacitor, a paper capacitor, or a mica
capacitor.

13. The ATM of any of aspects 8 to 12, wherein the
operations further comprise:

detecting the intrusion by:

obtaining, via the sensor, a first capacitance val-
ue of the capacitor;

obtaining, via the sensor, a second capacitance
value of the capacitor;

determining that a difference between the first
and second capacitance value exceeds a pre-
determined threshold; and

detecting the intrusion based on the determina-
tion that the difference exceeds the predeter-
mined threshold.

14. The ATM of any of aspects 8 to 13, wherein the
operations further comprise sending an intrusion
alert signal upon detection of an intrusion.

15. A method for manufacturing an automated teller
machine (ATM), the method comprising:

applying a substance to an interior surface of a
housing of an ATM, such that the substance,
alone or in combination with the housing, forms
a capacitor having a capacitance value; and
coupling a detection circuit to the substance, the
detection circuitcomprising a sensor and detect-
ing an intrusion into the housing, based on a
change in the capacitance value.

16. The method of aspect 15, wherein the substance
is a molded insert less than 5 millimeters thick, and
the substance is applied to the interior surface by
adhering the molded insert to the interior surface.
17. The method of aspect 15, wherein the substance
is applied to the interior surface by coating the sub-
stance onto the interior surface, and wherein the
coating is less than 5 millimeters thick.

18. The method of any of aspects 15 to 17, wherein
the substance is applied to substantially the entirety
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of the interior surface of the housing.

19. The method of any of aspects 15 to 18, wherein
the capacitor comprises at least one of a multi-lay-
ered ceramic structure, a ceramic capacitor tubular,
a plastic film capacitor, a paper capacitor, or a mica
capacitor.

20. The method of any of aspects 15 to 19, further
comprising transmitting an intrusion alert signal upon
detection that an intrusion has occurred.

21. An automated teller machine (ATM), comprising:

a housing comprising an exterior surface and an
interior surface;

a pressure device connected to the interior sur-
face ofthe housing, wherein the pressure device
comprises an internal volume having an internal
air pressure different than ambient pressure and
the pressure device is configured to detect an
intrusion into the housing based on a change in
air pressure of the internal volume;

a substance adhered to the interior surface that,
alone or in combination with the housing, forms
a capacitor; and

a detection circuit comprising a sensor coupled
to the capacitor and the pressure device, the
sensor detecting the intrusion into the housing,
based on achangein atleast one of capacitance
or air pressure of the internal volume exceeding
a predetermined threshold.

22. The ATM of aspect 21, wherein the substance
is a molded insert adhered to the interior surface,
and wherein the molded insert is less than 5 millim-
eters thick.

23. The ATM of aspect 21, wherein the substance
is adhered to the interior surface by coating the sub-
stance onto the interior surface, and wherein the
coating is less than 5 millimeters thick.

24. The ATM of any of aspects 21 to 23, wherein the
substance adheres to an entirety of the interior sur-
face of the housing.

25. The ATM of any of aspects 21 to 24, wherein the
capacitor comprises at least one of a multi-layered
ceramic structure, a ceramic capacitor tubular, a
plastic film capacitor, a paper capacitor, or a mica
capacitor.

26. The ATM of any of aspects 21 to 25, wherein:

the capacitor has a first capacitance value; and
the detection circuit is configured to:

acquire a second capacitance value of the
capacitor, the second capacitance value
being different from the first capacitance
value;

determine an absolute value of a difference
between the first and second capacitance
values; and
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detect that the intrusion has occurred,
based on adetermination that the difference
exceeds the predetermined threshold.

27.The ATM of any of aspects 21 to 26, further com-
prising a transmitter coupled to the detection circuit,
the transmitter transmitting an intrusion alert signal
upon detection that the intrusion has occurred.

28. An automated teller machine (ATM), comprising:

a housing having an interior surface and an ex-
terior surface;

a pressure device connected to the interior sur-
face and configured to measure a pressure val-
ue of an internal volume having an internal air
pressure different than ambient pressure to de-
tect an intrusion into the housing based on a
change in air pressure of the internal volume;
a sensor;

a substance adhered to the interior surface of
the housing, and alone or in combination with
the housing, forming a capacitor having a ca-
pacitance value;

one or more memory devices storing instruc-
tions; and

one or more processors configured to execute
the instructions to perform operations compris-

ing:

detecting, via the pressure device, a change
in the pressure value;

detecting, via the sensor, a change in the
capacitance value; and

detecting the intrusion based on the change
in at least one of the capacitance value or
air pressure of the internal volume exceed-
ing a predetermined threshold.

29. The ATM of aspect 28, wherein the substance
is a molded insert adhered to the interior surface,
and wherein the molded insert is less than 5 millim-
eters thick.

30. The ATM of aspect 28, wherein the substance
is adhered to the interior surface by coating the sub-
stance onto the interior surface, and wherein the
coating is less than 5 millimeters thick.

31. The ATM of any of aspects 28 to 30, wherein the
substance adheres to an entirety of the interior sur-
face of the housing.

32. The ATM of any of aspects 28 to 31, wherein the
capacitor comprises at least one of a multi-layered
ceramic structure, a ceramic capacitor tubular, a
plastic film capacitor, a paper capacitor, or a mica
capacitor.

33. The ATM of any of aspects 28 to 32, wherein the
operations further comprise:

detecting the intrusion by:
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obtaining, via the sensor, a first capacitance val-
ue of the capacitor;

obtaining, via the sensor, a second capacitance
value of the capacitor;

determining that a difference between the first
and second capacitance value exceeds a pre-
determined threshold; and

detecting the intrusion based on the determina-
tion that the difference exceeds the predeter-
mined threshold.

34. The ATM of any of aspects 28 to 33, wherein the
operations further comprise sending an intrusion
alert signal upon detection of the intrusion.

35. A method for manufacturing an automated teller
machine (ATM), the method comprising:

applying a pressure device to an interior surface
of a housing of the ATM, such that the pressure
device is configured to measure a pressure val-
ue of an internal volume having an internal air
pressure different than ambient pressure to de-
tect an intrusion into the housing based on a
change in air pressure of the internal volume of
the housing;

applying a substance to the interior surface of
the housing ofthe ATM, such thatthe substance,
alone or in combination with the housing, forms
a capacitor having a capacitance value; and
coupling a detection circuit to the substance and
the pressure device, the detection circuit com-
prising a sensor and detecting the intrusion into
the housing, based on a change in the capaci-
tance value and air pressure value of the internal
volume.

36. The method of aspect 35, wherein the substance
is a molded insert less than 5 millimeters thick, and
the substance is applied to the interior surface by
adhering the molded insert to the interior surface.
37. The method of aspect 35, wherein the substance
applied to the interior surface by coating the sub-
stance onto the interior surface, and wherein the
coating is less than 5 millimeters thick.

38. The method of any of aspects 35 to 37, wherein
the substance is applied to an entirety of the interior
surface of the housing.

39. The method of any of aspects 35 to 38, wherein
the capacitor comprises at least one of a multi-lay-
ered ceramic structure, a ceramic capacitor tubular,
a plastic film capacitor, a paper capacitor, or a mica
capacitor.

40. The method of any of aspects 35 to 39, further
comprising transmitting an intrusion alert signal upon
detection that the intrusion has occurred.

41. A product, comprising:

a housing; and
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a detection circuit comprising a sensor coupled
to the housing, the sensor detecting an intrusion
into the housing, based on a change in an elec-
trical property.

42. The product of aspect 41, wherein:

the housing comprises an exterior surface and
an interior surface;

the product comprises a substance adhered to
the interior surface and, alone or in combination
with the housing, forming a capacitor; and

the detection circuit coupled to the capacitor and
detecting the intrusion based on a change in ca-
pacitance value of the capacitor.

43. The product of aspect 42, wherein the substance
adheres to substantially the entirety of the interior
surface of the housing.

44. The product of aspect 42 or 43, wherein the ca-
pacitor comprises a multi-layered ceramic structure.
45. The product of any of aspects 42 to 44, wherein
the capacitor comprises at least one of a ceramic
capacitor tubular, a plastic film capacitor, a paper
capacitor, or a mica capacitor.

46. The product of any of aspects 42 to 45, wherein:

the capacitor has a first capacitance value; and
the detection circuit configured to:

acquire a second capacitance value of the
capacitor, the second capacitance value
being different from the first capacitance
value;

determine an absolute value of a difference
between the first and second capacitance
values; and

detect that the intrusion has occurred,
based on adetermination that the difference
exceeds a predetermined threshold.

47. The product of any of aspects 42 to 46, further
comprising a surface acoustic waver sensor, and
wherein the detection circuit further detects the in-
trusion based further on signals generated by the
surface acoustic waver sensor.

48. The product of any of aspects 42 to 47, further
comprising a piezo electric transducer, and wherein
the detection circuit detects the intrusion based fur-
ther on a change in pressure detected by the piezo
electric transducer.

49. The product of any of aspects 42 to 48, further
comprising a pressurized bladder coupled to the de-
tection circuit, wherein the detection circuit further
detects the intrusion based further on a change in
pressure within the pressurized bladder.

50. The product of any of aspects 41 to 49, further
comprising a transmitter coupled to the detection cir-
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cuit, the transmitter transmitting an intrusion alert sig-
nal upon detection that the intrusion has occurred.
51. A product, comprising:

a housing having an interior surface and an ex-
terior surface;

a sensor;

a substance adhered to the interior surface of
the housing, and alone or in combination with
the housing, forming a capacitor having a ca-
pacitance value;

one or more memory devices storing instruc-
tions; and

one or more processors configured to execute
the instructions to perform operations compris-

ing:

detecting, via the sensor, a change in the
capacitance value; and

detecting an intrusion based on the change
in the capacitance value.

52. The product of aspect 51, wherein the substance
adheres to substantially the entirety of the interior
surface of the housing.

53. The product of aspect 51 or 52, wherein the ca-
pacitor comprises a multi-layered ceramic structure.
54. The product of any of aspects 51 to 53, wherein
the capacitor comprises at least one of a ceramic
capacitor tubular, a plastic film capacitor, a paper
capacitor, or a mica capacitor.

55. The product of any of aspects 51 to 54, wherein
the operations further comprise:

detecting the intrusion by:

obtaining, via the sensor, a first capacitance val-
ue of the capacitor;

obtaining, via the sensor, a second capacitance
value of the capacitor;

determining that an absolute value of a differ-
ence between the first and second capacitance
value exceeds a predetermined threshold; and
detecting the intrusion based on the determina-
tion that the difference exceeds the predeter-
mined threshold.

56. The product of any of aspects 51 to 55, wherein
the operations further comprise sending an intrusion
alert signal upon detection that the intrusion has oc-
curred.

57. The product of any of aspects 51 to 56, further
comprising:

a surface acoustic wave sensor, wherein the one or
more processors are further configured to:

detect a change in sound by detecting a change
in a measurement made by the surface acoustic
wave Sensor;
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verify the intrusion based on determining that
change in sound exceeds a predetermined
threshold; and

in response to verifying the intrusion: send an
alert a third party based on the determination.

58. The product of any of aspects 51 to 57, further
comprising:

a piezo electric transducer, wherein the one or more
processors are further configured to:

detect a change in pressure based on a change
in a measure made by the piezo electric trans-
ducer; and

verify the intrusion based on determining that
change in pressure exceeds a predetermined
threshold; and

in response to verifying the intrusion: send an
alert a third party based on the determination.

59. The product of any of aspects 51 to 58, further
comprising:

a bladder, wherein the one or more processors
are further configured to:

detectachangeinapressure of the bladder;
and

verify the intrusion based on determining
that change in pressure exceeds a prede-
termined threshold; and

in response to verifying the intrusion:
send an alert to a third party based on the de-
termination.

60. A method for manufacturing a product, the meth-
od comprising:

applying a substance to an interior surface of a
housing of an product, the substance, alone or
in combination, forming a capacitor having a ca-
pacitance value; and

coupling a detection circuit to the substance, the
detection circuitcomprising a sensor and detect-
ing an intrusion into the housing, based on the
sensor detecting a change in the capacitance
value.

61. A product, comprising:

a housing comprising an exterior surface and an
interior surface;

a coating applied to the interior surface of the
housing, wherein the coating forms a capacitor
on or adjacent to the interior surface of the hous-
ing; and

a detection circuit comprising a sensor coupled
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to the housing, the sensor detecting an intrusion
into the housing, based on a change in a capac-
itance value of the capacitor.

62. The product of aspect 61, wherein the coating is
applied to substantially the entirety of the interior sur-
face of the housing.

63. The product of aspect 61 or 62, wherein the ca-
pacitor comprises a multi-layered ceramic structure.
64. The product of any of aspects 61 to 63, wherein
the capacitor comprises at least one of a ceramic
capacitor tubular, a plastic film capacitor, a paper
capacitor, or a mica capacitor.

65. The product of any of aspects 61 to 64, wherein:

the capacitor has a first capacitance value; and
the detection circuit configured to:

acquire a second capacitance value of the
capacitor, the second capacitance value
being different from the first capacitance
value;

determine an absolute value of a difference
between the first and second capacitance
values; and

detect that the intrusion has occurred,
based on adetermination that the difference
exceeds a predetermined threshold.

66. The product of any of aspects 61 to 65, further
comprising a surface acoustic waver sensor, and
wherein the detection circuit further detects the in-
trusion based further on signals generated by the
surface acoustic waver sensor.

67. The product of any of aspects 61 to 66, further
comprising a piezo electric transducer, and wherein
the detection circuit detects the intrusion based fur-
ther on a change in pressure detected by the piezo
electric transducer.

68. The product of any of aspects 61 to 67, further
comprising a pressurized bladder coupled to the de-
tection circuit, wherein the detection circuit further
detects the intrusion based further on a change in
pressure within the pressurized bladder.

69. The product of any of aspects 61 to 68, further
comprising a transmitter coupled to the detection cir-
cuit, the transmitter transmitting an intrusion alert sig-
nal upon detection that the intrusion has occurred.

Claims

An automated teller machine, ATM, comprising:

a housing comprising an exterior surface and an
interior surface;

a substance adhered to the interior surface that,
alone or in combination with the housing, forms
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a capacitor; and

a detection circuit comprising a sensor coupled
to the capacitor, the sensor configured to detect
anintrusion into the housing, based on a change
in a capacitance value of the capacitor.

The ATM of claim 1, wherein the substance is a mold-
ed insert adhered to the interior surface.

The ATM of claim 2, wherein the molded insert is
less than 5 millimeters thick.

The ATM of claim 1, wherein the substance is a coat-
ing applied to the interior surface.

The ATM of claim 4, wherein the coating is less than
5 millimeters thick.

The ATM of any of claims 1 to 5, wherein the sub-
stance adheres to substantially the entirety of the
interior surface of the housing.

The ATM of any of claims 1 to 6, wherein:

the capacitor has a first capacitance value; and
the detection circuit is configured to:

acquire a second capacitance value of the
capacitor, the second capacitance value
being different from the first capacitance
value;

determine an absolute value of a difference
between the first and second capacitance
values; and

detect that an intrusion has occurred, based
on a determination that the difference ex-
ceeds a predetermined threshold.

The ATM of any of claims 1 to 7, further comprising
a transmitter coupled to the detection circuit, the
transmitter configured to transmit an intrusion alert
signal upon detection that an intrusion has occurred.

A method for detecting an intrusion into the housing
of the ATM of any of claims 1 to 8, the method com-
prising:

detecting a change in the capacitance value of
the capacitor; and

detecting an intrusion into the housing of the
ATM based on the change in the capacitance
value.

The method of claim 9, further comprising transmit-
ting an intrusion alert signal upon detection that an

intrusion has occurred.

A method for manufacturing an automated teller ma-
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12.

13.

14.

15.

28
chine, ATM, the method comprising:

applying a substance to an interior surface of a
housing of the ATM, such that the substance,
alone or in combination with the housing, forms
a capacitor having a capacitance value; and
coupling a detection circuit to the substance, the
detection circuit comprising a sensor and detect-
ing an intrusion into the housing, based on a
change in the capacitance value.

The method of claim 11, wherein the substance is a
molded insert less than 5 millimeters thick, and the
substance is applied to the interior surface by adher-
ing the molded insert to the interior surface.

The method of claim 11, wherein the substance ap-
plied to the interior surface by coating the substance
onto is the interior surface, and wherein the coating
is less than 5 millimeters thick.

The method of any of claims 11 to 13, wherein the
substance is applied to substantially the entirety of
the interior surface of the housing.

The ATM of any of claims 1 to 8 or the method of
any of claims 9 to 14, wherein the capacitor compris-
es at least one of a multi-layered ceramic structure,
a ceramic capacitor tubular, a plastic film capacitor,
a paper capacitor, or a mica capacitor.
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