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INTRUSION AND MISUSE DETERRENCE SYSTEM
Technical Field

This invention relates generally to computer networks, and more particularly,
to a system fof identifying intruders on a computer network.
Background Art

The popularity of the Internet has led to the emergence of the largest and
most diverse collection of information the world has ever known. People are
conducting transactions over the Internet today, that historically required intensive
face-to-face interaction. Together with this popularity has come a concomitant rapid
growth in the transmission of confidential information over these networks. As a
consequence, there is a critical need for improved approaches to ensuring the
confidentiality of private information that travels over computer networks.

Traditional intrusion detection systems (IDS) protect networks against
intruders by examining the content of each packet or message passing into the
network and making a determination as to whether or not it 1s suspicious, based on
pattern matching and a set of general rules. As networks get larger, this approach of
looking at every packet presents several drawbacks. One limitation 1s the speed at
which the IDS can process the information contained in the millions of packets that
cross network boundaries every hour of every day. As the networks get faster, the
IDS has even less time to make determinations on the packets it examines before it
starts to miss packets or degrade system performance.

As an example, consider the Internet-based (client/server) network 10 shown
in FIG. 1. Network 10 includes a router 20, multiple clients 30 (e.g., clients 30a-¢),
each of which comprises a personal computer or workstation. In a typical Internet
network, each client 30 may be configured to perform specific functions. For
example, client 30a may be configured as a web server, client 30b may be a domain
name server (DNS), client 30c may be a mail server, client 30d may be a firewall,
and client 30e may be a conventional IDS.

By way of background, a web server (client 30a) 1s a computer on the

Internet with software operating on it to handle hypertext communications. Human
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operators route access requests to network devices through the use of unique
alphanumeric host names that correspond to each server. The actual routing ot
information is performed through the use of Internet Protocol (IP) addresses. An IP
address is a 32 bit (four octet format), non-symbolic number, which represents the
unique address of a device connected to the Internet. The IP addresses with their
associated alphanumeric host names and network locations are stored in web server
30a.

Globally unique IP addresses are issued to enterprises by a central authority
known as the Internet Assigned Number Authority ("IANA"). The IANA 1ssues
such addresses in one of three commonly used classes. Class "A" IP addresses
employ their first octet as a "netid" and their remaining three octets as a "hostid."
The netid identifies the enterprise network and the hostid identifies a particular host
on that network. As three octets are available for specifying a host, an enterprise
having class "A" addresses has nearly 17 million addresses at its disposal for use
with possible hosts. Class "B" addresses employ their first two octets to 1dentify a

network (netid) and their second two octets to identify a host (hostid). Thus, an

enterprise having class "B" addresses can use those addresses on approximately

64,000 hosts. Finally, class "C" addresses employ their first three octets as a netid
and their last octet as a hostid. Only 254 host addresses are available to enterprises
having class "C" addresses.

When packets are routed through router 20 to network 10, they are
transmitted to web server 30a, which determines whether the destination 1s located
in network 10. Next, they are transmitted to IDS 30e that then evaluates the
contents, source and destination of each packet to ascertain whether the packet 1s an
intruder. Once IDS 30e determines the packet is valid, it may then be routed to
firewall 30d that again evaluates the source, contents and destination of the packet to
ascertain whether the packet may be properly routed to intranet 40. As networks
continue to grow and as the number of packets transiting typical networks continues
to skyrocket, so does the processing overhead that must be dedicated to IDS 30e.

Another problem with current intrusion detection systems is their ability to

distinguish appropriate use from inappropriate use. The packets collected by IDS
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30e are examined based on fixed patterns in the pattern matching library and a set of
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general rules. As new attacks come out, these rules and patterns become outdated
and the IDS misses the new attacks completely. There 1s also a limit to the number
of rules that can be loaded into the system at a given time due to packet inspection
time restrictions imposed by the amount of bandwidth on the networks.

The net effect 1s that output of traditional IDS systems is unreliable,
voluminous and consequently often ignored by security personnel. While it is clear
that numerous methods thus far have been proposed for protecting networks from
unauthorized access, as a general rule those methods tend to be unsophisticated,
inefficient and incapable of effectively securing a network against the efforts of the
modern-day hacker. Furthermore, the processing burden of current IDS systems
makes them 1mpractical for use with the larger, faster networks, where they are
arguably needed the most.

There i1s a need therefore tor an improved apparatus and method that
overcomes the shortcomings of conventional IDSs.

Disclosure of Invention

Systems and methods consistent with this invention increase the security of
computer networks through the use of an Intrusion and Misuse Deterrence System
(IMDS) that passively detects network intruders in a manner that adds little overhead
to a computer network, 1s adaptive, and easily implemented on any size network.
The IMDS creates a synthetic network complete with synthetic hosts and routers. In
operation, the IMDS monitors packet flow in an enterprise until it determines that a
packet is destined for the synthetic network. Since there are no legitimate users on
the synthetic or virtual network, the IMDS 1dentifies the source of the packet and
notifies a system administrator of the presence of a network intruder. The IMDS
also 1dentifies network intruders by monitoring change logs associated with the
virtual network, and notifying a system administrator when it notices an adjustment
in the size of the change log. In addition to notifying a system administrator, the
IMDS also notifies other network access control devices (e.g., routers, firewalls,

etc.) when it detects the presence of an intruder.
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Additional objectives, features and advantages of the invention are set forth
in the following description, apparent from the description, or may be learned by
practicing the invention. Both the foregoing general description and the following
detailed description are exemplary and explanatory and are intended to provide
further explanation of the invention as claimed.

Brief Description of Drawings
Figure 1 1s a network diagram of a conventional client/server network;

Figure 2 1s a network diagram of a client server network consistent with the

present invention;

Figure 3 is a detailed block diagram of a computer system as shown in FIGs.

1 and 2;

Figure 4 1s a block diagram of a data packet consistent with the present
invention;

Figure 5 1s a detailed block diagram of the software modules for performing
intrusion detection 1n accordance with the present invention;

Figure 6 is a detailed block diagram of the interface between the virtual
clients and the intrusion misuse deterrence system in accordance with the present
invention;

Figure 7 1s a detailed block diagram of the interface between an
administrator's mailbox and the intrusion misuse deterrence system in accordance
with the present invention; and

Figure 8 1s a detailed flow chart of the process for identifying an intruder in
accordance with the present invention.

Best Mode for Carrying Out the Invention

In the following detailed description of the preferred embodiment, reference
1s made to the accompanying drawings that form a part thereof, and in which is
shown by way of illustration a specific embodiment in which the invention may be
practiced. This embodiment is described in sufficient detail to enable those skilled
1n the art to practice the invention and it 1s to be understood that other embodiments

may be utilized and that structural changes may be made without departing from the
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scope of the present invention. The following detailed description 1s, therefore, not
to be taken 1n a limited sense.

A system in accordance with the present invention comprises a network
server with associated application software that appears to be a legitimate portion of
a real network to a network intruder. The IMDS consequently invites inquiry and
entices the intruder away from the real network. Simulated services are configured
to appear to be running on virtual clients with globally unique, class "C" IP
addresses. Valid network users are aware of the virtual network and its purpose.
Consequently, there are no legitimate users of the virtual network, and all such
activity must be inappropriate and can be treated as such. The ability ot the IMDS to
detect inappropriate activity based solely on the destination of network traffic results
in two major benefits. One is that the entire set of transactions by an intruder can be
collected and identified rather than just those transactions that meet a predefined
attack profile. Second, because the system operates independently of attack type,
new exploits and attacks are handled just as effectively as known attacks, resulting in
better identification of attack methodologies as well as the identification and analysis
of new attack types. The IMDS also eliminates the bandwidth limitation that
plagues traditional IDSs. Instead of having to watch all of the traffic on a network
segment, the IMDS only has to be concerned with the tratfic going to 1ts simulated
hosts. This relieves the problem of monitoring networks with ever increasing
bandwidth. The IMDS also has the side effect of distracting attackers away from the
real hosts that it 1s protecting.

Turning first to the nomenclature of the specification, the detailed description
which follows is represented largely in terms of processes and symbolic
representations of operations performed by conventional computer components,
including a central processing unit (CPU), memory storage devices for the CPU, and
connected pixel-oriented display devices. These operations include the manipulation
of data bits by the CPU and the maintenance of these bits within data structures
reside in one or more of the memory storage devices. Such data structures impose a
physical organization upon the collection of data bits stored within computer

memory and represent specific electrical or magnetic elements. These symbolic
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representations are the means used by those skilled in the art of computer
programming and computer construction to most etfectively convey teachings and
discoveries to others skilled in the art.

For the purposes of this discussion, a process is generally conceived to be a
sequence of computer-executed steps leading to a desired result. These steps
generally require physical manipulations of physical quantities. Usually, though not
necessarily, these quantities take the form of electrical, magnetic, or optical signals
capable of being stored, transterred, combined, compared, or otherwise manipulated.
It is conventional for those skilled 1n the art to refer to these signals as bits, values,
elements, symbols, characters, terms, objects, numbers, records, files or the like. It
should be kept in mind, however, that these and similar terms should be associated
with appropriate physical quantities for computer operations, and that these terms are
merely conventional labels applied to physical quantities that exist within and during
operation of the computer.

It should also be understood that manipulations within the computer are often
referred to in terms such as adding, comparing, moving, etc. which are often
associated with manual operations pertormed by a human operator. It must be
understood that no such involvement of a human operator 1s necessary or even
desirable in the present invention. The operations described herein are machine
operations performed in conjunction with a human operator or user who interacts
with the computer. The machines used tor pertorming the operation of the present
invention include general purpose digital computers or other similar computing
devices.

In addition, 1t should be understood that the programs, processes, methods,
etc. described herein are not related or limited to any particular computer or
apparatus. Rather, various types of general purpose machines may be used with
programs constructed in accordance with the teachings described herein. Similarly,
it may prove advantageous to construct specialized apparatus to perform the method
steps described herein by way of dedicated computer systems with hard-wired logic

or programs stored in nonvolatile memory, such as read only memory.
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The operating environment in which the present invention 1s used
encompasses general distributed computing systems wherein general purpose
computers, workstations, or personal computers are connected via communication
links of various types. In a client server arrangement, programs and data, many 1n the
form of objecfs, are made available by various members of the system.

A system 1n accordance with the present invention 1s shown in FIG. 2. Like
the conventional network shown in FIG. 1, network 10 1n FIG. 2 is comprised of a
plurality of network computers 30. In addition to the network computers shown in
FIG. 1, network 10 1n FIG. 2 1s comprised of an Intrusion and Misuse Deterrence
System (IMDS) 65. The dotted lines 35 extending from IMDS 65 depict the
structure of a class "C" virtual network 60 operating on IMDS 65. In other words,
virtual network 60 is not a collection of physical computers, but instead is a program
operating on IMDS 65 that simulates a collection of approximately 254 physical
computers to network users.

A more detailed block diagram of each network computer (clients 30 a-e,
and IMDS 65) operating on network 10 1s shown in FIG. 3. Each network computer
comprises a central processor 101, a main memory 102, an input/output controller
103, an input device (e.g., keyboard) 104, a pointing device 105 (e.g., mouse, track
ball, pen device, or the like), a display or screen device 106, a mass storage 107 (e.g.,
hard or fixed disk, removable floppy disk, optical disk, magneto-optical disk, or
flash memory), a network interface card or controller 111 (e.g., Ethernet), and a
modem 112 (e.g., 56K baud modem or ISDN modem). As shown, the various
components of each network computer communicate through a system bus 110 or
stmilar architecture. Each computer communicates with other systems via a network
interface card 111 and/or modem 112.

FIG. 4 shows the structure of a typical data packet 31 that transits network
10. User datagram protocol/Internet protocol (UDP/IP) and transmission control
protocol/Internet protocol (TCP/IP) packet transport mechanisms provide efficient
data transportation, whereby the transmission of digital network data 1s transparent
or 1nvisible to the user. While this specification describes the system in terms of the

TCP/IP protocol, it 1s important to realize that present invention can function with
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either protocol. Each packet 31 has customer data bytes 32 encapsulated
successively in a TCP envelope that begins with a TCP header 34, an IP envelope
that begins with an IP header 36, a data link envelope that begins with a data link
header 38, and a physical envelope 39. The IP header 36 contains IP destination
address 44 and IP source address 46. The TCP header 34 contains TCP destination
port 48, TCP source address 50 and packet-type 52.

Under the TCP/IP protocol, and other connection oriented protocols, a device
outside of network 10 intending to communicate with a client (20, 30a-e, and 65) on
network 10, begins communication by sending a packet 31 which has the identifier
of a client on network 10 1n its TCP destination port field 48. The packet 31 passes
via router 20 to its desired destination. If a device on network 10 is willing to
communicate with the foreign device, it responds with a SYN (synchronize) packet
to establish a connection. Subsequent packets may then be sent back and forth freely
through the router 20. The router 20 may include a comparator executing in CPU
101 which determines whether a packet's data link header type 52 1s in a protocol
table containing a pre-stored list of protocols (e.g., TCP/IP) valid for use on network
10. A second comparator may determine whether the packet's IP destination address
44 and, in some cases, the TCP destination port 48 are 1n a destination address table
containing a pre-stored list of addresses valid for network 10. The router 20 may
also have a third comparator which determines if the packet's IP source address 46
and the TCP source address 50 are in a source address table containing a pre-stored
list of source addresses which are not allowed to communicate with devices on
network 10. If a packet has the correct protocol and has acceptable destination and
source addresses, the router 20 allows it to pass to network 10. These comparisons
are applied to all data packets regardless of their source or destination. Similar
processing may be applied by router 20 for packets passing out of network 10 using
similar comparators and tables. Because it screens packets flowing between
networks, router 20 is one example of a network access control device.

Firewall 30d is another example of a network access control device that
provides control of packet flow in a somewhat different way. As shown in FIG. 2,

firewall 30d is linked to intranet 40 via link 24. Firewall 30d, in turn, is linked to
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router 20 via link 22. Instead of providing a direct connection for packet flow
between networks (like router 20), communications between network 10 and intranet
40 are handled by setting up two independent TCP/IP connections, one maintained
by network 10, the other one maintained by intranet 40. Typically, when an
incoming packet reaches firewall 30d from outside of network 10, it is examined by
a rules processor which determines whether the information in the packet satisfies
rules contained in an allow rules table and a deny rules table executing in CPU 101
on firewall 30d. These rules are used to test information contained in each packet as
well as system 1nformation, such as time of day, to determine whether to allow or
refuse to set up connections for packet communication between the source and
destination. The rules may specity, for source users and destination users: (1) the
time and date 1ntervals when a rule should apply; (2) the types of services allowed;
(3) special services allowed; (4) types of authentication; and (4) alert thresholds,
which define the number of attempted accesses in violation of the rule per unit of
time before an alert message 1s generated. The rules processor uses the allow rules
and deny rules together, for example, to grant access to a class of users but deny
access to a particular user or users otherwise granted access by the allow rules. The

rules processor applies the allow rules and deny rules to connection type packets that

reach tirewall 30d. Once the rules are satisfied and the two connections are
established, other non-connection management packets may be copied from one
connection to the other without extensive rule testing.

An IMDS access control device in accordance with the subject invention is
shown 1n FIG. 2. IMDS 65 1s coupled to network 10 in a manner similar to that of
clients 30a-e and router 20. It is therefore visible to network users and since it
maintains 1ts own collection of seemngly real and vulnerable clients, it is also more
attractive to an intruder. Router 20 1s set up such that any packet 31 with a
destination address not in virtual network 60 will be forwarded to firewall 30d. Any
packet with a destination address 44 1n virtual network 60 will be forwarded to
IMDS 65. The virtual network 60 operating on IMDS 65 is used to attract intruders
and log their activity. It 1s divided into individual virtual or synthetic hosts, each

with its own IP address. These hosts are created by a set of software-based service
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simulations, or "facades.” The facade services associated with a virtual client are
appropriate for the type of host being simulated. In other words, a virtual DNS host
will maintain believable mappings between virtual alphanumeric host names and
numeric [P addresses, while a virtual mail server will store credible examples of
email files. '

IMDS 65 performs three functions: intrusion detection, intrusion notification
and system administration. Intrusion detection is accomplished through a set of
software packages as shown in FIG. 5, including a network address translator (NAT)
70, an Packet filter 72, an internet services daemon (inetd) 74, and layered facade
services 76. NAT 70 acts as an intertface between physical network 10 and virtual
network 60. On the physical network 10, NAT 70 connects to a router 20 via link
22. Router 20, 1n turn, acts as an interface between IMDS 65 and Internet
destinations outside of network 10. Inside IMDS 65, NAT 70 connects to Packet
filter 72 which 1n turn, 1s linked to 1netd 74 and layered fagade services 76.

Operation of an intrusion detection function in accordance with the present
invention is best explained by way of an example. Assume that an entity operating
outside of network 10 sends packet 31 via the Internet to router 20. Packet 31 is
destined for IMDS 635 as indicated by IP header 36. That is, destination address 44
equals a destination address in virtual network 60. Upon receiving packet 31, router
20 routes packet 31 along link 22 to IMDS 65. To this point, the system behaves
consistently with most conventional networking protocols. However, since packet
31 contains a destination address 44 which is not an actual network client, NAT 70
must route the packet to a port 75 in IMDS 65. As shown in FIG. 6, IMDS 65 is also
comprised of a plurality of virtual clients 60a-c with corresponding IMDS ports 75a-
i. IMDS 65 includes a port 75 for all or a subset of all of the global class "C" IP
source addresses allocated to virtual network 60. While this specification describes
IMDS 65 as a class "C" virtual network, 1t 1s understood that the network can be a
class "A" or a class "B" network as well. When IMDS 65 receives a request to
access port 23 (the standard telnet port) on virtual client 60a, NAT 70 maps the
request to port 75c on IMDS 65. NAT 70 may simultaneously map up to 254 (class
"C" network) requests to access various ports of IMDS 65. After NAT 70

-10-
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determines the proper route for packet 31, it sends the packet to Packet filter 72.
Packet filter 72 1s used to block simultaneous access to any of the ports 75 actually
being used by IMDS 65. It 1s also used to allow access to the administrative ports
from the list of administrative workstations configured during installation, as
explained below. Packet 31 1s then passed to inetd 74, which is configured to
execute the correct facade service 76 based on the destination port given by NAT 70.
The fagade service 76 then responds to packet 31 appropriately, and returns the
response packet to the original network entity. After the session completes, the
IMDS port 75 may be made available to another network entity. While this
specification describes the system as if processing is performed serially, it is
important to note that in a preferred embodiment, multiple simultaneous port
connections are possible.

Whenever IMDS 65 determines that an entity has accessed facade services
76, 1t acts as 1f the entity 1s an intruder. This 1s a valid assumption since by
definition, all activity on IMDS 65 is of suspect origin. The elements of IMDS 65
that identify an intruder and notify a system administrator are shown in FIG. 7.
Specifically, the intruder identification and notification system is comprised of
daemon cron 78, notifier routine 80, notification list 82, change logs 84, sendmail
routine 86 and at least one administrator mailbox 88. Daemon cron 78 observes
applications registered with it and invokes notifier routine 80 when changes are
noticed. Notification list 82 contains a list of all network locations. Change logs 84
store data records for each network access event. That is, each time an entity
attempts to access an IMDS port 75, change log 84 creates and stores a data record
identifying the transaction. The recorded changes comprise packets of processed
information that typically are used by system administrators for creating audit trails,
fatlure recovery, and undo operations. Since they identify the source of the of the
packet, these records may also be used to identify a network intruder. Sendmail
routine 86 composes email messages and routes the messages to mailboxes 88 using
information received from notifier routine 80. In operation, the intruder
identification and notification process associated with IMDS 65 executes commands

found 1n "crontab" files located in daemon cron 78. These commands specify the

-11-



10

15

20

25

30

CA 02370135 2001-10-15

WO 00/62167 PCT/US00/10179

operations to be performed and the network entities to be notified when an intruder
1s detected.

As shown 1n FIG. 8, the operation of the intruder 1dentification and
notification system begins in step 810 with daemon cron 78 monitoring a predefined
collection of virtual network clients 60. It does this by keeping track of what change
logs 84 exist and their size. If any new logs 84 are created (step 820) or any logs
change size (step 830), daemon cron 78 invokes notifier routine 80 in step 840. In
step 850, notifier routine 80 accesses notification list 82 and retrieves identifiers for
mailboxes to be notified. It also retrieves the changed information from change logs
84 in step 860. Notifier routine 80 then routes information to sendmail routine 86
(as shown 1n FIG. 7) 1n step 870. In step 880, sendmail routine then creates email
messages using the information received trom notifier routine 80. The email
messages are next routed to their intended recipients in step 890. In a preferred
embodiment, the notification process is run every ten minutes, but the frequency can
be increased or decreased based on the perceived threat to the network. While this
specification describes the intruder identification and notification system as one in
which email messages are utilized to indicate the presence of intruders, any method
can be used including réal time notification via a system message, or by logging
intrusion 1n a file for later retrieval by a system administrator. Once an intruder is
identified, IMDS 65 may also extract the source address of the packet 31 and update
comparators, and deny rules tables of associated routers and firewalls, respectively.
It may further update deny rules tables stored on IMDS 635 to prevent the intruder
from accessing IMDS 635 again.

From the foregoing description, it will be appreciated that the present
invention provides an efficient system and method for incréasing the security of
computer networks through the use of an IMDS operating on a computer network.
The present invention has been described in relation to particular embodiments
which are intended in all respects to be illustrative rather than restrictive. Those
skilled in the art will appreciate that many different combinations of hardware will

be suitable for practicing the present invention. Many commercially available
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substitutes, each having somewhat different cost and performance characteristics,
exist for each of the components described above.

Although aspects of the present invention are described as being stored in
memory, one skilled in the art will appreciate that these aspects can also be stored on
or read from other types of computer-readable media, such as secondary storage
devices, like hard disks, tfloppy disks, or CD-ROMs; a carrier wave from the
Internet; or other forms of RAM or ROM. Similarly, the method of the present
invention may conveniently be implemented in program modules that are based
upon the flow chart 1n FIG. 8. No particular programming language has been
indicated for carrying out the various procedures described above because it is
considered that the operations, steps and procedures described above and illustrated
in the accompanying drawings are sufficiently disclosed to permit one of ordinary
skill 1n the art to practice the instant invention. Moreover, there are many computers
and operating systems which may be used in practicing the instant invention and
therefore no detailed computer program could be provided which would be
applicable to these many different systems. Each user of a particular computer will
be aware of the language and tools which are most useful for that user's needs and

purposes.
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Claims:
1. In an enterprise comprising at least one real network and a virtual

network, a computer-implemented method for identifying intruders attempting to
gain unauthorized access to the enterprise, said method comprising the steps of:
detecting an inbound packet arriving at the enterprise;

determining whether the inbound packet is destined to one of a plurality of
clients residing on the virtual network; and

notifying a network administrator of the presence of a network intruder when
it i1s determined that said packet 1s destined for one of said plurality of clients
residing on the virtual network.

2. The method of claim 1, wherein said determining step is further
comprised of the steps of:

extracting a global IP destination address from said inbound packet; and

ascertaining whether the global IP destination address corresponds to one of
a plurality of clients residing on the virtual network.

3. The method of claim 2, wherein the ascertaining step is further
comprised of the steps of:

1dentifying a server access port that corresponds to said global IP destination
address;

routing said inbound packet to said server access port, when it is determined
that said access port 1s available; and

executing a service associated with said access port in accordance with said
inbound packet.

4. The method of claim 3, wherein the ascertaining step is further
comprised of the step of updating a change log to reflect the execution of said
service.

5. The method of claim 1, wherein the notifying step is further
comprised of the steps of:

retrieving at least one network administrator ID when it is determined that

said packet 1s destined for one of said plurality of clients residing on the virtual

network:;
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extracting a source address from said packet;

retrieving from a change log, a change log entry indicative of an arrival of
said packet at said virtual network;

composing an intruder alert message comprising the source address of the
packet, and sai.d change log entry; and

routing said intruder alert message to said at least one network administrator.

6. In an enterprise comprising at least one real network, a router, a
firewall, and a virtual network, a computer-implemented method for identifying
intruders attempting to gain unauthorized access to the enterprise, said method
comprising the steps of:

detecting an inbound packet arriving at the enterprise;

determining whether the inbound packet is destined to one of a plurality of
clients residing on the virtual network; and

notifying a network access control device of the presence of a network
intruder, when 1t 1s determined that said packet i1s destined for one of said plurality of
clients residing on the virtual network.

7. The method of claim 6, wherein the notifying step is further
comprised of the step of updating a comparator stored in said router with a network
ID of said intruder.

8. The method of claim 6, wherein the notifying step is further
comprised of the step of updating a deny rules table stored in said firewall with a
network ID of said intruder.

9. In an enterprise comprising at least one real network and a virtual
network, a computer-implemented method of identifying intruders attempting to gain
unauthorized access to the enterprise, said method comprising the steps of:

monitoring a change log of virtual network access events, said change log
comprising a data record for each virtual network access event; and

notifying a network administrator of the presence of a network intruder,
when the change log 1s modified.

10.  The method of claim 9, wherein the notifying step is further

comprised of the following steps:
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retrieving at least one network administrator ID when said change log is
modified;

retrieving from the change log, a change log entry associated with said
change log modification;

extracting a sburce address from said change log entry;

composing an intruder alert message comprising the source address, and said
change log entry; and

routing said intruder alert message to a network administrator associated with
said network administrator ID.

11. In an enterprise comprising at least one real network, a router, a
firewall, and a virtual network, a computer-implemented method of identifying
intruders attempting to gain unauthorized access to the enterprise, said method
comprising the steps of:

monitoring a change log of virtual network access events, said change log
comprising a data record for each virtual network access event; and

notifying a network access control device of the presence of a network
intruder, when 1t 1s determined that said change log 1s modified.

12. The method of claim 1 1, wherein the notifying step is further
comprised of the step of updating a comparator stored in said router with a network
ID of said intruder.

13. The method of claim 11, wherein the notifying step is further
comprised of the step of updating a deny rules table stored in said firewall with a
network ID of said intruder. .

14. An 1ntruder detection system comprising:

a plurality of client computers coupled to a computer network;

a server coupled to said computer network, said server configured to:

simulate a plurality of client computers; and
notify a network administrator when an intruder attempts to access
one of said plurality of client computers.

15. The computer system of claim 14, wherein said server is further

configured to record a change log entry of each server access event.
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16. The computer system of claim 14, wherein said plurality of client

computers is a class "C" IP network.

17. The computer system of claim 14, wherein said server is further

comprised of:

a network address translator;

an IP filter;

an internet services daemon; and

a plurality of facade services.

18. A computer system for identifying unauthorized users, comprising:

a memory having program instructions; and

a processor configured to use the program instructions to simulate a plurality
of client computers; and notify a network administrator provided a user accesses said
SErVer.

19.  The computer system of claim 18, wherein the processor 1s further
configured to record a change log record of each server access event.

20.  In an enterprise comprising at least one real network and a virtual
network, a system for identifying intruders attempting to gain unauthorized access to
the enterprise, said system comprising:

means for detecting an inbound packet arriving at the enterprise;

means for determining whether the inbound packet 1s destined to one of a
plurality of clients residing on the virtual network; and

means for notifying a network administrator of the presence of a network
intruder, when 1t 1s determined that said packet is destined for one of said plurality of
clients residing on the virtual network.

21.  The system of claim 20, wherein the means for determining includes:

means for extracting a global IP destination address from said inbound
packet; and

means for ascertaining whether the global IP destination address corresponds
to one of a plurality of chients residing on the virtual network.

22. The system of claim 21, wherein the means for ascertaining includes:
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means for identifying a server access port that corresponds to said global IP

destination address;

means for routing said inbound packet to said server access port, when it is
determined that said access port is available; and

means for executing a service associated with said access port in accordance
with said inbound packet.

23.  The system of claim 22, wherein the means for ascertaining includes
means for updating a change log to reflect the execution of said service.

24. The system of claim 20, wherein the means for notifying includes:
means for retrieving at least one network administrator ID when it is
determined that said packet is destined for one of said plurality of clients residing on

the virtual network;

means for extracting a source address from said packet;

means for retrieving from a change log, a change log entry indicative of an
arrival of said packet at said virtual network;

means for composing an intruder alert message comprising the source

address of the packet, and said change log entry; and

means for routing said intruder alert message to said at least one network

administrator.

25.  In an enterprise comprising at least one real network and a virtual
network, system for identifying intruders attempting to gain unauthorized access to
the enterprise, said system comprising:

means for monitoring a change log of virtual network access events, said
change log comprising a data record for each virtual network access event; and

means for notifying a network administrator of the presence of a network
intruder, provided a new network access event is added to said change log.

26.  The system of claim 25, wherein the means for notifying includes:

means tor retrieving at least one network administrator ID, provided a new
network access event i1s added to said change log;

means for retrieving a change log entry indicative of said network access;
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means for composing an alert message to said at least one network
administrator, said alert message comprising the identification of the source and
destination network entities, and said change log entry; and

means for routing said alert message to said at least one network

administrator.

-19-



WO 00/62167

30a

(e

Web Server

30b

DNS

CA 02370135 2001-10-15

1/8

PCT/US00/10179

24

30c
30d

-

Firewall

Mail Server

22

20

lnternet

QO
-
9P
N
o
 S—
QD
ol
-
O
n
-
T«

FIG. 1



CA 02370135 2001-10-15

PCT/US00/10179

2/8

WO 00/62167

09

O

}OMISN [ENHIA
_
|

NTJEINEEN

Ve

- °0¢

¢ Old

lemall

¢C

q0¢

19133 gop

o

19)N0Y

0¢

joula)ul



CA 02370135 2001-10-15

PCT/US00/10179

WO 00/62167

3/8

OLl
921N Indu]
401"

20I1ne(q bunuiod

GOl
NdO
LOL
901N
-abelio)s sse
L0l

Aejdsiq 09pIN

pied d/| HOMISN

13]|o.juoD O]

AIOWBSIN

901

L1l

4

€0l

c0l



CA 02370135 2001-10-15

PCT/US00/10179

4/8

WO 00/62167

¢S

E

0G

V.1vd ¥3Av3H | ¥3Av3H | 43dV3H
dINOLSNI| dOlL dl MNIT VLVA

ce

¥ "Old

be

8V

140d
NOILVYNILSEd

oy

ot 8¢

TVOISAHd

6¢

bv

\

SS3HAAv| $S3dddv
304N0S | NOILYNILS3A

23



CA 02370135 2001-10-15

PCT/US00/10179

WO 00/62167

5/8

V.

G9

90INIOS
speoe

9/

(pyau)
uowse(
S92IAISS

EIEI]

G 'Old

13}]l4 }°X9kd

¢l
SANI

0L

1VN

0c

1310y



CA 02370135 2001-10-15

WO 00/62167 6/8 PCT/US00/10179

65

Virtual Clients NAT IMDS Ports
60a 70

~ 2 PRI R NTIN : .

. - ““ *: ““ ‘1 '8 . ‘C .. "' - - : p . ‘-‘-'. ‘-

. P % 1w 4 bmem . . = A LR T . . . . . .. .- . r

. - B L S : T y v‘- ”‘l L'l 3 ﬁ !R‘ . Ve ']. P ot - P e,
f"' - 3 ., %. I.‘V:‘ -y, 3 c.#%, *:‘- '-. . e . - - . 4 KQ".

. - * - - 1 s N, a . . ‘_ ) *
eVaaw e T L AR S : \ AT
. —~ = A, 3 !

TN ~ dw: E i Y w Ee e Lo

abhd -
* '

- -
-apm -, - ¢ Wiy - q--i“"..‘

A N .-

v . . - . . - ...."
-8 . e ' .“. . . &-.. .
. . ” : . -
. . - -
. ' .. bl - &E
. (]

7-echo (udp) [

.- . - v i Nt e e, . 0'.*"
n.'#.,, AT ‘.lx-:-‘."iﬁm’f_

21 FTP | kY

B R Y- T e

4
-

“"-.T:.’.-:. 23 - telnet i
. ' T

L - . :.’.» d- '?r h. .‘.ﬁ'r
[

:'y‘-ﬂnt-. * a h. - '“.. Wy g a.w . ads . . - . . . -— '
- .‘- o'.jn}o‘ e =g T .y wa, Wiy '.wp ‘- * - " 'f‘;-..: '?l‘:-&. . ‘o 4
el B B L AL R R TR S S-S ? . .s T T < o %

-y « "' u" a%h . " ¢ = - R . . * w - Hm ‘* i
- - - . swe - - = - [ . . - AF ¢ . - er - -
ar® "i. .I."' "t - '."*.“- - - ‘Jlt ‘. Ban .-.k-; P -5" : ..h - vo.e AO. ‘4 -'*y:
’. - _‘o. o :’-‘.‘A ) . . . ‘- - .".?-‘:‘ :."o . » . » oo, 4.' : -" "u' “"“";' ., a ...
. - ‘e - . - .. . =t - - 4
. L1 x -' ‘ d --\"‘ » e T - " ‘?.&; - T . o : > 1 :": - k'
| LS ' om e -.“: . ,-‘- - - T - N ..r . L]

-
60b ' ‘.* ‘ .
M N ’r e
- 0‘ . “-“x
L) »
- J".l.tl
- c--
- -
va -t
.l -
]
1]
<
. . v
.
.. . T . . " . ."
* ‘."1-? bonar RPRRALILAN EEEEIE L TETE I . "':O'ﬂlu;“z-“.-dt . .. ey - P n -..'. -
..““--lh:r-‘ "_",‘.‘.: d‘“ -'.-‘.. - ¢ " ‘&“;;“I-s’- - - .- A Ll L 4 : "*n' -“ i
o .- -9 * - --4.. - B - -.“ ’J,“l"‘- e ¢ - ' - bt - - '. “
- £ . - * . '
ot I R IR, . ol Tk Pk . S e e
* e ' : - tn ol y :. - . .\ .."yer.-b- [V 4 - i- - .
‘Q..-;‘-' o o oq---.* ‘..‘. N .!4- .--:-'_-~ p‘*.- - av . £ =k wsa f tem umew —
c‘.‘O". \ .f‘f ) ‘.\ '.".:., *
g “ - ® Sy Spemte @ W® @ -
v « - - - . ' -
- ™ :-. -k ave
et - * .« @ - oy -
- - ‘."....l’- * - % h. - - :-
- . . "o - ’ ~ v " - 's
‘c . T .‘.. - = v . - v ’Q
, - ¥ - -~ o
- . . -
l“ ‘e ". ™ - >
- - ll.#‘ﬁr' - . [
» v v g g e . - "
| - ‘ ' KR L2t . g =
. we - 3 o'-.l.\-:.’i‘.- . - * ‘ -
:-Y L . . . : . ,.._-..“HQM‘ . - . -
- - . . - \- e G ' - )
. - . g
~ rt had . . -w .
. : - LN ‘ A
D] ’ . .

60c

'_‘;:..J- ‘-.. 1.“-.:'
N AR ™ & oyl
el 4 R e b ¢
L 3

L & a - Vo
" Wf-ﬂ‘?"""aﬂ‘?}f&

~

4 \t‘

l-'”

' ,& L
il B ’ XTI e SN
. ,“ . g-' . . .." ‘_.' . . . ‘;-o. .'. B .‘
. 3 4 - Y R R -‘-:""0}-“}5"4“'3’ Tee T8 BER . YR I
...*I‘ -ﬂ~; L] 0:-.‘-."‘ 5 O 2 ) ] . R LY ,-‘ou . ) - - .:o' . ' -4 'q ’ ;, . - . .c.-.

25 - sendmail
AT - L %‘I‘.‘."#Eﬁﬂ.ﬂl

83| 23 - telnet

FIG. 6



CA 02370135 2001-10-15

PCT/US00/10179

WO 00/62167

7/8

v8

08

Uo.lO

L Ol

Isi
UONESLIION

1synou

8.
SAINI

¢8

98

G9

XogjleiN

S J0)eliSIUILpY

88



CA 02370135 2001-10-15

WO 00/62167 PCT/US00/10179
8/8

890

810

Daemon Cron Monitors EMail Messages

Routed to Recipients

Network Clients

New Logs
Created?

No Existing Logs

Change Size?

840
Daemon Cron Invokes

Notifier Routine

Notifier Routine Retrieves 850

Mailbox IDs from
Notification List

Notifier Routine Retrieves [~ 80V

Information from Change
Logs

Notifier Routine Routes 870

Information to Sendmail
Routine

880
Sendmail Routine

Creates EMail Messages

FIG. 8



= -

Web Server

gBOb

DNS

EPS Oc

20 Mail Server g )
i

[7 o~ 22 24

oA

=5
Internet Router %
4

30e
g Real Network

IDS
35 ™\

T ey

f
Virtual Network



	Page 1 - abstract
	Page 2 - abstract
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - claims
	Page 17 - claims
	Page 18 - claims
	Page 19 - claims
	Page 20 - claims
	Page 21 - claims
	Page 22 - drawings
	Page 23 - drawings
	Page 24 - drawings
	Page 25 - drawings
	Page 26 - drawings
	Page 27 - drawings
	Page 28 - drawings
	Page 29 - drawings
	Page 30 - abstract drawing

