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(57) Abstract: Embodiments of the invention facilitate payment transactions by integrating the image capture and image processing
capabilities of certain mobile devices with the card-based payment transaction infrastructure. In some embodiments, a camera con -

o tained in a mobile device is used to capture an image of a barcode that is visible on the surface of a substrate. The barcode may rep -
resent or otherwise encode one or more of payment account data, consumer authentication data, consumer profile data, or other rel

o evant information. In some embodiments, the captured image may be processed by the mobile device to extract the payment account
data, authentication data, or other relevant data. This data may then be communicated to a data processing element that is connected
to, or forms part of, a payment processing network in order to conduct the desired payment transaction.



METHOD FOR USING BARCODES AND

MOBILE DEVICES TO CONDUCT PAYMENT TRANSACTIONS

CROSS-REFERENCES TO RELATED APPLICATIONS

[0001] The present application is a non-provisional application of and claims

priority to U.S. Provisional Application No. 61/526,969, filed on August 24, 201 1

(Attorney Docket No.: 79900-814453(01 1100USP1)), the entire contents of which are

herein incorporated by reference for all purposes.

BACKGROUND

[0002] Embodiments of the invention are directed to systems, apparatuses and

methods for conducting payment transactions and processing data related to such

transactions.

[0003] Conventional card present payment transactions often begin with a user

taking a payment card, and then swiping the payment card in a payment card terminal

to initiate a transaction. Such transactions may not be particularly secure if an

unauthorized person has somehow obtained the payment card.

[0004] Conventional card not present payment transactions often begin with a

user taking a payment card, and then inputting his card number into a checkout pag on

a Web site. Such transactions may also not be particularly secure, if the information on

the card is somehow obtained by an unauthorized user. Further, the need to manually

enter data into the checkout page is time consuming and inconvenient.

[0005] Embodiments of the invention address these and other problems,

individually and collectively.



SUMMARY

[0006] Embodiments of the invention are directed to systems, apparatuses and

methods that can utilize mobile devices (e.g., smart phones) and physical payment

tokens with two dimensional barcodes to conduct payment transactions.

[0007] Consumer payment devices are used to conduct transactions to pay for

goods or services by people every day and all over the world. Some common payment

devices are credit cards and debit cards. One advantage of using such payment

devices is that the transaction processing infrastructure has been developed and

implemented based on using these types of payment devices so that the process of

initiating, authorizing, settling, and clearing a payment transaction is straightforward and

relatively well understood by consumers, merchants, and issuers.

[0008] However, although credit cards and debit cards are the most commonly

used consumer payment devices at present, they may not be optimal for conducting

payment transactions in ways that are becoming of greater interest to consumers. For

example, consumers are growing increasingly interested in conducting payment

transactions using mobile devices such as smart phones. For some of these devices

the standard ways of providing account information, authentication information, or other

data used to conduct a payment transaction may not be practical or desirable to use.

For example, data entry using a keyboard or keypad can be difficult and prone to errors

when using many mobile devices. Further, although technologies have been developed

to enable greater use of mobile devices to conduct payment transactions (such as

embedded chips and contactless communications methods), consumers may not be as

familiar or as comfortable using these technologies as they are with a credit card or

debit card-based transaction system. This may be especially prevalent in payment

transactions with online merchants, small merchants, personal payments, and person-

to-person ("P2P") payment transfers.

[0009] In order to increase the adoption and use by consumers of mobile

payment technologies and address the interest of consumers in being able to conduct



payment transactions using mobile devices, embodiments of the invention can integrate

parts of a card-based transaction processing infrastructure with mobile devices in a way

that does not introduce significant new hardware capability or over-the-air software

provisioning as in the case of NFC technologies. Further, the methods of conducting

payment transactions using these devices takes into account the capabilities and

relative advantages of such devices.

[0010] Embodiments of the invention facilitate the use of mobile devices for

making payments for goods and services by integrating the image capture and image

processing capabilities of certain mobile devices with the existing card-based payment

transaction infrastructure and processes that are familiar to consumers, merchants, and

issuers. In some embodiments, a camera contained in a mobile device (such as a

smart phone, generic mobile phone, or PDA) is used to capture an image of a two-

dimensional barcode that is visible on the surface of a substrate (such as a consumer

payment device in the form of a card, e.g., a credit card, debit card, or prepaid card).

The substrate may be part of a physical payment token. The barcode may represent or

otherwise encode one or more of payment account data, consumer authentication data,

consumer profile data, or other relevant information. In some embodiments, the

captured image may be processed by the mobile device to extract the payment account

data, authentication data, or other relevant data. This data may then be communicated

to a data processing element that is connected to, or forms part of, a payment

processing network in order to conduct the desired payment transaction.

[001 ] One embodiment of the invention is directed to a method of conducting a

payment transaction comprising: capturing an image of a two-dimensional barcode on a

physical payment token with a camera in a mobile device; generating barcode data

based on the captured image; and transmitting the barcode data to a central server

computer, wherein the central server computer initiates the payment transaction.

[0012] Another embodiment of the invention is directed to a mobile device

comprising a processor; a camera coupled to the processor; and a computer readable



medium coupled to the processor, the computer readable medium comprising code,

executable by the processor for implementing a method comprising; capturing an image

of a two-dimensional barcode on a physical payment token with the camera; generating

barcode data based on the captured image, and transmitting the barcode data to a

central server computer, wherein the central server computer initiates the payment

transaction.

[0013] Another embodiment of the invention is directed to a method of conducting

a payment transaction comprising: receiving barcode data, wherein an image of a two-

dimensional barcode on a physical payment token is captured with a camera in a mobile

device, and wherein the barcode data is based on the captured image; and initiating a

payment transaction by the central server computer with the barcode data.

[0014] Another embodiment of the invention is directed to a server computer

comprising a processor; and a computer readable medium coupled to the processor,

the computer readable medium comprising code, for executing a method comprising:

receiving barcode data, wherein an image of a two-dimensional barcode on a physical

payment token is captured with a camera in a mobile device, and wherein the barcode

data is based on the captured image; and initiating a payment transaction with the

barcode data.

[0015] Further details regarding embodiments of the invention can be found in

the Detailed Description and the Figures.

BRIEF DESCRIPTION OF THE DRAWINGS

[0016] FIG. 1 shows a block diagram of a system according to an embodiment of

the invention. The system can be used to conduct an online transaction with a separate

client computer.

[0017] FIG. 2 shows a flowchart illustrating a method that can be used with the

system in FIG. 1.



[0018] FIG. 3 shows a block diagram of a system another embodiment of the

invention. The system can be used to conduct a face-to-face payment transaction.

[0019] FIG. 4 shows a flowchart illustrating a method that can be used with the

system in FIG. 3 .

[0020] FIG. 5 shows a block diagram of a system according to another

embodiment of the invention. The system can be used to implement a person-to-

person ("P2P") payment transaction. The sender and recipient of the funds are face-to-

face.

[0021] FIG. 6 shows a flowchart illustrating a method that can be used with the

system in FIG. 5 .

[0022] FIG. 7 shows a block diagram of a system according to an embodiment of

the invention.

[0023] FIG. 8 shows a flowchart illustrating a method that can be used with the

system in FIG. 7 .

[0024] FIG. 9 is a block diagram illustrating certain elements of a mobile device

that may be used to implement an embodiment of the invention.

[0025] FIG. 10(a) shows a drawing of a payment card with a barcode on it.

[0026] FIG. 10(b) shows a block diagram of a consumer payment device that

includes a barcode or decal representing information that may be used in conducting a

payment transaction using an embodiment of the invention.

[0027] FIG. 1 shows a block diagram illustrating elements of a system that may

be operated to implement an embodiment of the invention.

[0028] FIG. 12 shows a number of exemplary two-dimensional barcodes.



DETAILED DESCRIPTION

[0029] One embodiment of the invention is directed to a method of conducting a

payment transaction. The method comprises capturing an image of a two-dimensional

barcode on a physical payment token such as a credit card with a camera in a mobile

device. After the image of the two-dimensional barcode is captured, the mobile phone

can generate barcode data based on the captured image. The barcode data may be

data representing an actual image of the barcode (e.g., in a JPEG file) or may be data

that is encoded by the barcode. For example, with respect to the latter embodiment, the

barcode data may be a PAN or primary account number that the barcode actually

represents.

[0030] Once the barcode data is obtained, it may be transmitted to a central

server computer. The central server computer may be in a payment processing

network, or in any other suitable location.

[0031] The central server computer then initiates the payment transaction using

the barcode data. As explained in detail below, the transaction may be initiated in a

number of different ways. In some embodiments, the transaction may be initiated

depending upon the role of the user that is associated with the barcode. For instance,

in some embodiments, if the sender of funds uses his mobile device to capture the

barcode associated with the sender, then the transaction may be initiated by sending

the sender a dynamic account identifier, which can be input into an electronic shopping

cart. If the recipient of funds is using his mobile device to capture the two-dimensional

barcode associated with the sender, then the transaction may be initiated by an

authorization request message to an issuer associated with an account number

associated with the sender.

[0032] I some embodiments, after the barcode data is received by the server

computer, the server computer may then transmit account holder data back to the

mobile device. The mobile device may receive this data, and may then display the data.

For example, account holder data such as a name, address, card number, etc. may be



sent back to the mobile device after the mobile device scans the barcode on the

physical payment token.

[0033] Prior to discussing embodiments of the invention, a further description of

some terms may be helpful in understanding embodiments of the invention.

[0034] A "two-dimensional barcode" may include an optical machine-readable

representation of data, which has at least two dimensions. One type of barcode is a QR

CODE® (quick-response code). A QR CODE® two-dimensional code (trademark

registered to Denso Corp. of Tokyo, Japan) is a printable, machine-readable code that

has become widely popular with advertisers and consumers. Two-dimensional

barcodes may comprise any sutiable types of patterns including rectangles, dots,

hexagons, and other geometric patterns in two dimensions. Two-dimensional barcodes

may also have any suitable dimensions. For example, suitable two-dimensional

barcodes may have a length and/or width less than about 3 inches, 2 inches, or 1 inch.

Examples of two-dimensional barcodes are shown in FIG. 12.

[0035] In some embodiments, two-dimensional barcodes may be generated

using different algorithms. Unlike one dimensional barcodes (e.g., UPCs or universal

product codes), the additional dimension provided by two-dimensional barcodes allows

them to be encoded in different ways. For example, in embodiments of the invention, a

first issuer may use a first barcode generation process that utilizes a combination or

rectangles and dots to form a first issuer specific barcode. Combinations of these

rectangles and dots may be used encode hundreds of different PANs for that first

issuer's account holders. A second issuer may use a second barcode generation

process that utilizes a combination or hexagons and dots to form a second issuer

specific barcode. Combinations of these hexagons and dots may be used encode

hundreds of different PANs for that second issuer's account holders.

[0036] Two-dimensional barcodes can provide additional security over traditional

one-dimensional barcodes. For instance, if a payment card with a two-dimensional

barcode encoding a PAN according to the first issuer specific encoding process is



stolen or somehow illegally obtained, and if the first issuer specific algorithm is

somehow determined by the unauthorized entity, there is no risk that the second issuer

specific algorithm is compromised since the first and second issuer specific algorithms

are distinct.

[0037] The two-dimensional barcodes may encode any suitable data. Such data

may include data that can be present on a typical payment card. Such data may

include an account number, a card verification value, an expiration date, a service code,

etc. It may also encode other personal information such as an electronic

communication address (e.g., a phone number, e-mail address or IP address), a

physical address (e.g., home address), or personal identification information (e.g., a

social security number), or preferences (e.g., a preference for aisle seats when booking

an airplane ticket).

[0038] "Barcode data" may include any suitable type of data relating to a

barcode. Barcode data may include data representing account holder (e.g., cardholder

data) including a primary account number, a shipping address, a phone number,

seating preferences, etc. The data representing the account holder that can be

encoded as a barcode may be in the clear if decoded, or may be an encrypted value.

For example, a real account number such as 1122334455667788 may be encoded as a

two-dimensional barcode. Alternatively, an encrypted version of this number such as

1838527839287861 may be encoded as a two-dimensional barcode. Encrypted data

representing the account holder provides for an extra level of security. Barcode data

may also include data that represents an image of a barcode. For example, in some

embodiments, barcode data may comprise a JPEG or GIF file with data that can be

used to form an image of a barcode.

[0039] A "physical payment token" can include any suitable physical device that

can be associated with a payment transaction. In some cases, the physical payment

token may have an additional memory or computer readable storage medium which

stores account holder data such as a PAN, CVV (card verification value), service code,



expiration date, shipping address, and other information. Suitable physical payment

tokens can be hand-held and compact so that they can fit into a consumer's wallet

and/or pocket (e.g., pocket-sized). They may include smart cards, credit or debit cards

(with a magnetic stripe), keychain devices (such as the Speedpass® commercially

available from Exxon-Mobil Corp.), and key fobs. The physical payment tokens can be

debit devices (e.g., a debit card), credit devices (e.g., a credit card), or stored value

devices (e.g., a stored value card).

[0040] A "mobile device" can be any device that can allow a user to communicate

with another entity. Examples of mobile devices include mobile communication devices

such as phones (e.g., cellular phones, smart phones, etc.). Typically, a mobile device

according to an embodiment of the invention includes a processor, a computer readable

medium coupled to the processor, and a camera coupled to the processor. Further

details regarding specific mobile devices are provided below.

[0041] As used herein, a "server computer" may include a powerful computer or

cluster of computers. For example, the server computer can be a large mainframe, a

minicomputer cluster, or a group of servers functioning as a unit. In one example, the

server computer may be a database server coupled to a Web server. The server

computer may be coupled to a database and may include any hardware, software, other

logic, or combination of the preceding for servicing the requests from one or more client

computers. The server computer may comprise one or more computational

apparatuses and may use any of a variety of computing structures, arrangements, and

compilations for servicing the requests from one or more client computers.

[0042] In some embodiments, a server computer may comprise a computer

readable medium coupled to the processor. The computer readable medium comprises

code, for executing a method comprising: receiving barcode data, wherein an image of

a two-dimensional barcode on a physical payment token is captured with a camera in a

mobile device, and wherein the barcode data is based on the captured image; and

initiating a payment transaction with the barcode data.



[0043] "Account holder data" can include information about an account holder.

The account holder can possess a payment card or other physical payment token that is

issued by an issuer.

[0044] A "payment processing network" may include data processing

subsystems, networks, and operations used to support and deliver authorization

services, exception file services, and clearing and settlement services. An exemplary

payment processing network may include VisaNet ®. Payment processing networks

such as VisaNet® are able to process credit card transactions, debit card transactions,

and other types of commercial transactions. VisaNet ®, in particular, includes a VIP

system (Visa Integrated Payments system) which processes authorization requests and

a Base I I system which performs clearing and settlement services.

[0045] An "authorization request message" may include a message, or sequence

of messages, that requests an issuer of a payment account to authorize a transaction.

An authorization request message according to an embodiment of the invention may

comply with ISO (International Organization for Standardization) 8583, which is a

standard for systems that exchange electronic transactions made by cardholders using

payment cards. Authorization request messages may comprise an account number, a

transaction amount, a CW (card verification value), expiration date, service code, and

other information.

[0046] An "authorization response message" may refer to a message, or

sequence of messages, that responds to a merchant's and/or acquirer's request to

authorize a transaction. An authorization response message according to an

embodiment of the invention may comply with ISO 8583, which, as described above, is

a standard for systems that exchange electronic transactions made by cardholders

using payment cards. Authorization response messages may comprise authorization

codes for authorized transactions.

[0047] FIG. 1 shows a block diagram of a payment processing system according

to an embodiment of the invention. It can be used to perform an online payment.



[0048] FIG. 1 shows a system 100 including a user 105, who can use a client

computer 110 to communicate with a merchant server computer 135 via the Internet

130 or other communication medium. The merchant server computer 135 may be

operatively coupled to an issuer computer 150, operated by an issuer, via an acquirer

computer 140, operated by an acquirer, and a payment processing network 145. The

payment processing network 145 may store a digital wallet 145(a). While the digital

wallet 145(a) is shown as being within the payment processing network 145, it could be

outside of the payment processing network 145 in other embodiments of the invention.

The digital wallet 145(a) may contain various pieces of information of the user 105 such

as account numbers associated with different issuers.

[0049] The user 105 may also use a mobile device 115 to communicate with the

payment processing network 145 via a mobile gateway 125. In this embodiment, the

mobile device 115 may be a mobile phone.

[0050] The user 105 may also have a physical payment token 120, which may

comprise a two-dimensional barcode 120(a). The physical payment token 120 could be

in the form of a payment card.

[0051] In some embodiments, the issuer operating the issuer computer 150 or

the payment processing network 145 may distribute the physical payment tokens with

two-dimensional barcodes prior to any transactions being conducted. Thus, if the

barcodes encode encrypted primary account numbers or other sensitive information,

they can be decrypted with keys residing at the issuer computer 150 or the payment

processing network 145.

[0052] Methods according to embodiments of the invention can be described with

reference to FIGs. 1 and 2 .

[0053] In a typical purchase transaction, a user 105 can use the client computer

110 to contact the merchant Website 135(a) on the merchant server computer 135 via

the Internet 130. When the user 105 finds a good or service to purchase on the

Website 135(a), the user 105 can proceed to the checkout page on the merchant's



Website 135(a) . At the checkout page, the user 105 can be presented with a number of

different payment options including a digital wallet payment option.

[0054] The digital wallet 145(a) may be programmed to maintain an association

between one or more payment accounts (such as a bank account or credit card

account) in a digital wallet database. Further details regarding digital wallets can be

found in U.S. Patent Application No. 61/466,409 filed on March 22, 20 1, which is

incorporated herein by reference in its entirety.

[0055] FIG. 2 shows a flowchart illustrating a method that can be used with the

system in FIG. 1. The method 200 may begin at step 205 when the user 105 selects

the digital wallet payment option and may access the digital wallet 145(a) via the

merchant Website 135(a) by providing user credentials such as a user ID and a

password. After the user 105 selects the digital wallet option, the digital wallet 145(a)

may attempt to authenticate the user 105 and provide the user with a number of

authentication options (step 210) including a barcode authentication option.

[0056] The user 105 may select the barcode authentication option (step 215). If

the user selects the barcode authentication option, the digital wallet can invoke an

application stored on the mobile device 115. This can be done by communicating with

the user's mobile device 115 (step 220) via the mobile gateway 125. The digital wallet

145(a) may have previously stored the phone number (or other identifier such as an IP

address) associated with the mobile device 1 5.

[0057] In step 225, the user 105 can use the camera on the user's mobile device

115 to capture an image of the barcode 120(a) on the physical payment token 120. The

mobile device 115 may be configured to capture an image of a two-dimensional

barcode 120(a) on the physical payment token 120 with a camera in the mobile device

115, generate barcode data based on the captured image, and transmit the barcode

data to a central server computer such as a server computer residing in the payment

processing network 145. The server computer in the payment processing network 145

can then initiate the payment transaction.



[0058] In step 230, the mobile device 115 can transmit the barcode data to the

mobile gateway 125 and then to the payment processing network 45. After the

barcode data is transmitted from the mobile device 1 5, the server computer in the

payment processing network 145 can receive the barcode data. The server computer

may decode the barcode data if data representing an image of the barcode is received.

Alternatively, it may decrypt the data if the image of the barcode representing an

encrypted value was previously decoded by the mobile device 115. In other

embodiments, the server computer may receive the decoded barcode information in the

clear. For instance, the mobile device 115 may decode the barcode data to generate a

primary account number, and that primary account number associated with the user

may be transmitted to and received by the server computer.

[0059] In step 235, once the barcode data is received by the central server

computer in the payment processing network 145, the barcode data is decoded if it has

not been previously decoded by the mobile device 115. Further, if the information (e.g.,

primary account number) associated with the barcode 120(a) was previously encrypted,

the server computer may decrypt the information using an appropriate key. The

decrypted and/or decoded information may include the mobile device number. In some

embodiments, the mobile device number may be obtained using, for example, an

account number that was obtained from the barcode data. The server computer in the

payment processing network 145 may then transmit a one-time password to the mobile

device 115. Alternatives to the one-time password include DCVVs (dynamic verification

values) and one-time account numbers.

[0060] In step 240, the user 105 may then input the one-time password into the

client computer 110 and this may be transmitted to the payment processing network

145 via the Internet 130 and the merchant server computer 35.

[0061] If the one-time password that is received at the payment processing

network 145 is the same as the one that was previously generated by the payment

processing network 145, then the user 105 can be authenticated, and the payment

transaction may be initiated (step 245). The user 105 is authenticated, because he has



provided the user D and password to access the digital wallet 145(a), provided the

correct one-time password, and was in possession of the authentic physical payment

token 120 as well as the authentic mobile device 15. Embodiments of the invention

are more secure than conventional card present and card not present payment

processes, since multiple factors of authentication are used in embodiments of the

invention.

[0062] In some embodiments, the payment processing network 145 may initiate

the transaction by generating an authorization request message for the transaction.

The authorization request message may be sent to the issuer computer 150. After the

issuer computer 150 receives the authorization request message, the issuer computer

150 may generate and send an authorization response message to the payment

processing network 145 indicating whether or not the transaction was approved. The

payment processing network 145 may transmit the authorization response message to

the acquirer computer 140, and then to the merchant server computer 135.

[0063] Although the transaction described herein is in the context of an online

purchase transaction involving a merchant, the transaction may also be an automated

teller machine (ATM) transaction or conducted in person at a physical point of sale

(POS) terminal. Thus, the merchant server computer 135 as shown in FIG. 1 and

described herein may alternatively be an ATM or POS terminal in other embodiments of

the invention.

[0064] FIG. 3 shows a block diagram of a system according to an embodiment of

the invention. The system can be used for face-to-face payment transactions.

[0065] FIG. 3 shows a system 300 including a user 305 and a merchant 315.

The merchant 315 may be a mobile merchant (e.g., a food truck) or a stationary

merchant. The user 05 may have a physical payment token 120 comprise a two-

dimensional barcode 120(a).

[0066] The merchant 315 may operate a mobile device 320, which communicates

with the payment processing network 330, an issuer computer 340, and acquirer



computer 335 via a mobile gateway 125. The acquirer computer 335 may also hold an

account of the merchant 315.

[0067] FIG. 4 shows a flowchart illustrating a method according to an

embodiment of the invention. The method 400 can be described with reference to FIG.

3 .

[0068] The method may begin with the user 305 selecting items for purchase at

the merchant 315.

[0069] In step 405, the merchant invokes a payment application on the mobile

device 320. In step 410, the merchant 315 provides the amount of the transaction and

any transaction details to the mobile device 320. Other suitable transaction details may

comprise descriptions of the items purchased. The merchant 315 may then request that

the user 305 present the physical payment token 310 with the barcode 310(a).

[0070] At step 415, the user 315 provides a physical payment token 310 with the

barcode 310(a) to the merchant 315. The physical payment token 310 may be payment

card or a mobile phone. If the physical payment token 310 is in the form of a card, the

two-dimensional barcode 310(a) may be imprinted on the card or may be in the form of

a sticker on the card. If it is in the form of a mobile phone, then the barcode 310(a) may

be shown on a screen in the mobile phone.

[0071] At step 420, the merchant captures the image of the barcode 310(a) with

the camera in the mobile device 320, and the mobile device 320 generates barcode

data from the barcode 310(a).

[0072] At step 425, the mobile device transmits the barcode data to a central

server computer in the payment processing network 330, via the mobile gateway 325.

[0073] At step 430, the central server computer in the payment processing

network 330 initiates the payment transaction.

[0074] The server computer in the payment processing network 330 may initiate

the transaction by generating an authorization request message for the transaction.



The server computer may either decode and/or decrypt the barcode data to determine

information including a primary account number, service code, card verification value,

expiration date, etc. The server computer may then format the authorization request

message as described above.

[0075] Once generated, the authorization request message may be sent to the

issuer computer 340. After the issuer computer 340 receives the authorization request

message, the issuer computer 340 may analyze the authorization request message and

may determine if the transaction is authorized or not. After this determination, the

issuer computer 340 may generate and send an authorization response message to the

payment processing network 330 indicating whether or not the transaction was

approved. The payment processing network 330 may transmit the authorization

response message to the acquirer computer 335, and then to the merchant 3 15 .

Alternatively, the payment processing network 330 may transmit the authorization

response message to the mobile device 320.

[0076] At a later time, a clearing and settlement process may occur between the

issuer computer 340 and the acquirer computer 335.

[0077] FIG. 5 shows a block diagram of a system according to an embodiment of

the invention. The system 500 may implement a person-to-person payment transaction

when the sender and recipient of the funds can be face-to-face.

[0062] FIG. 5 shows a recipient of funds 505 and a sender of funds 5 15 at the

same location. The recipient 505 may have a physical payment token 5 10 with a

barcode 5 0(a) on it. The sender 5 5 may have a mobile device 520, which may store

the sender's account number 520(a) . In other embodiments, the mobile device 520

need not store the sender's account number 520(a) . For example, in other

embodiments, the sender's account number may be stored at the payment processing

network 530 and may be determined after the payment processing network 530

receives the mobile device 520 identifier associated with the mobile device 520. The

mobile device 520 may be in operative communication with a payment processing



network 530, a first issuer computer, and a second issuer computer via a mobile

gateway 525. The first issuer computer may be associated a first issuer 535 that issued

the account number encoded by the barcode 510(a) on the physical payment token

510. The second issuer computer may be associated with a second issuer 540 that

issued the sender's account number 520(a).

[0078] FIG. 6 shows a flow diagram of an embodiment of a typical payment

transaction implemented with the system in FIG. 5 .

[0062] The method 600 may begin at step 605 when the recipient 505 seeks

payment from the sender 515, and requests payment card (or other form factor)

information from the recipient 505.

[0062] At step 610, the recipient 505 presents his physical payment token 510 to

the sender 515. As described above, the physical payment token 510 may be in the

form of a card, phone, or other suitable form factor.

[0062] At step 615, the sender captures the image of a barcode 510(a) with the

camera in the mobile device 520. Once captured, the mobile device 520 generates the

barcode data associated with the barcode 510(a) in step 620.

[0062] At step 625, the mobile device 520 transmits the recipient's barcode data,

the transaction amount, and sender's account number or a mobile device identifier to

the central server computer in the payment processing network 530 via the mobile

gateway 525.

[0062] At step 635, the central server computer in the payment processing

network 530 initiates the payment transaction. The central server computer in the

payment processing network 530 can decode and/or decrypt the barcode data if the

received barcode data has not been previously decoded or decrypted. The central

server computer has the sender's account number (which may be derived from the

sender's mobile device identifier if the mobile device identifier and the sender's account

number are stored at the payment processing network 530), the amount to be



transferred from the sender's account to the recipient's account, and the recipient's

account number from the barcode data.

[0079] The server computer in the payment processing network 530 may then

initiate the transaction by generating appropriate payment authorization messages to

the first and second issuers 535, 540 (or to their respective computers). In some

embodiments, an OCT (original credit transaction) message may be sent to credit the

account of the recipient 505 at the first issuer 535, while an AFT (account funding

transaction) message may be sent to the second issuer 540 to debit the account of the

sender 5 15 .

[0080] An AFT (Account Funding Transaction) is a transaction designed to supply

funds to another account such as a credit, prepaid, debit, ATM or on-line account. In

some embodiments, the AFT message can be used to pay a service provider for

sending funds to the recipient and results in a debit to the sender's account. The

amount of the debit can be the amount of the credit to be delivered to the recipient plus

any fees being charged by the service provider such as a transfer fee, or a currency

conversion fee (if applicable).

[0081 ] An AFT indicator can be used in both the authorization and clearing and

settlement transactions and is preceded by an authorization. Settlement can take place

within two working days, or more or less than this. Neither the authorization nor the

clearing transaction carries any financial information about the recipient of a money

transfer. In some embodiments, the AFT carries the account number or other identifier

associated with the payment account of the sender. An AFT message can also

accompanied by indicators, which allow the sender's issuer to take appropriate

authorization decisions. Indicators include channel information such as Mail

Order/Telephone Order or Internet, etc.

[0082] The following fields can be used for an AFT and can be supported in

messages and clearing and settlement transactions. The fields included in a traditional

AFT message can include, but is not limited to an account number, a processing code;



merchant type; CAW result code; Mail Order/Telephone Order/Electronic Commerce

Indicator; Mail/Phone/Electronic Commerce Indicator; transaction ID (XID); etc.

[0083] An OCT (Original Credit Transaction) is typically a clearing and settlement

credit transaction designed for use in business applications such as a business money

transfer or business-to-consumer repayments. In embodiments of the invention, the

OCT can be used to deliver funds to the recipient account. It can be separate from, and

can take place after, the AFT transaction. This timing can ensure that payment funds

are secured before funds are sent to the recipient.

[0084] The amount of the OCT can be the amount agreed to by the sender and

the service provider in the currency agreed. The OCT can carry the account number of

the recipient and no information about the sender. A special indicator can identify an

OCT to the recipient's issuer bank. Settlement can take place within two days, or more

or less time than this.

[0085] At a later time, a clearing and settlement process may occur between the

first and second issuers 535, 540 via the payment processing network 530.

[0086] FIG. 7 shows a block diagram of a system according to an embodiment of

the invention. It can be used to implement a person-to-person payment transaction

when the sender and recipient of the funds are not face-to-face.

[0087] The system 700 includes a recipient 730, who can use a client computer

725 to communicate with a payment service computer 715 via the Internet 720 or other

communication medium. The payment service computer 715 may be operatively

coupled to a first issuer 755, and a second issuer 710 via a payment processing

network 750.

[0088] The recipient 730 may also use a mobile device 740 to communicate with

the payment service computer 715 comprising a Website 715(a) via a mobile gateway

735. The recipient 730 may also have a physical payment token 745, which may

comprise a two-dimensional barcode 745(a).



[0089] The sender 705 may also communicate with the payment service

computer 715 (by operating a client computer, not shown), and may have relationship

with the issuer operating the issuer computer 710.

[0090] FIG. 8 shows a flowchart illustrating a method that can be described with

reference to the system in FIG. 7 .

[0091] The method 800 may begin at step 805 when a sender 705 wants to

transfer funds to the recipient 730.

[0092] At step 810, the payment service computer 715 can notify the recipient

730 at his mobile device 740 via the mobile gateway 735 that funds are available to be

claimed and provides the recipient 730 with a claim code. The notification could be in

the form of a text message or an e-mail.

[0093] At step 815, the recipient 730 may contact a Website 715(a) operated by

the payment service computer 715 using the client computer 725. Once on the Website

715(a), the recipient 730 may provide the claim code to the payment service computer

715. The Website 715(a) may then provide a screen requesting that the recipient 730

to choose a mode of entering his payment card information (e.g., for receiving the

transfer of funds).

[0094] At step 820, the recipient 730 may choose to enter his payment card

information by using a barcode, and invoke the person-to-person ("P2P") payment

application on the mobile device 740. Then, at step 825, the recipient 730 can capture

an image of the barcode 745(a) with a camera in the mobile device 740.

[0095] At step 830, the mobile device 740 generates barcode data from the

image of the barcode 745(a). At step 835, the P2P application may retrieve the

recipient's payment card (or other form factor) information required for the transfer.

[0096] At step 840, the mobile device 740 transmits the barcode data to the

payment service computer 715, which transmits it to the payment processing network

750. As described above, the barcode data may be decoded if it the barcode has not



previously been decoded. The barcode data may also be decrypted if the barcode

previously represented an encrypted value.

[0097] At step 845, the payment processing network 750 initiates the payment

transaction. The server computer in the payment processing network 750 has the

account number of the recipient 730, the account number of the sender 705, and the

amount to be transferred from the sender 705 to the recipient.

[0098] The server computer in the payment processing network 750 may initiate

the transaction by generating and sending appropriate payment instruction messages to

the first and second issuers 755, 710 (or to their respective computers). In some

embodiments, an OCT (original credit transaction) message may be sent to credit the

account of the recipient 730 at the first issuer 755, while an AFT (account funding

transaction) message may be sent to the second issuer 710 to debit the account of the

sender 705. AFT and OCT transactions and message are described above, and need

not be repeated here.

[0099] FIG. 9 is a block diagram illustrating certain elements of a mobile device

that may be used to implement an embodiment of the invention. As shown, the mobile

device 900 may include a processor 910 or processing element that executes

instructions or code in order to implement functions, operations, methods, or processes.

The mobile device may also include a camera 905 (or other form of image capture

element), a display 915, data input means 920 (a keypad, touch screen, track ball), data

output means (the display, a speaker), image capture and processing capabilities,

communications elements 925 to enable the exchange of messages, signals, and data

between the mobile device and a cellular network or POS terminal, a set of instructions

or code for executing one or more applications (for initiating a payment transaction,

processing an image, etc.) and/or data stored in a memory 930, a contactless element

interface 935 (if applicable), a contactless element 940 (which may include a secure

data storage element and a data transfer element) and an antenna 945 for transmitting

data, signals, or other information from the mobile device.



[0100] The memory 930 may comprise a computer readable medium comprising

code, executable by the processor 9 0 for implementing a method comprising;

capturing an image of a two-dimensional barcode on a physical payment token with the

camera; generating barcode data based on the captured image, and transmitting the

barcode data to a central server computer. The memory 930 may also store encryption

keys for decrypting any encrypted values that are decoded from the barcodes being

scanned.

[0101] FIG. 10(a) is a diagram illustrating an example of a physical payment

token device that includes a barcode or decal representing information that may be

used in conducting a payment transaction using an embodiment of the invention, and

FIG. 10(b) is a diagram illustrating another format in which the barcode or decal may be

provided.

[0102] As shown in FIG. 10(a), a physical payment token 1005 may take the form

of a card or substrate (e.g., a credit card, debit card, or prepaid card) having a front side

or surface on which contains embossed or printed information. The information may

include the consumer name 1010, the payment account number 015 (typically in a

standard form that includes an identification of a BIN and PAN), an expiration date of

the payment device 1020, and an image, barcode, or decal 1025 that represents or

otherwise encodes data or information relevant to conducting a payment transaction

(such as the payment account number, the consumer authentication data, like a PIN,

and other data that may be relevant to conducting a payment transaction). The

information may also include a signature panel and CVV2 square. The back side or

surface may include a magnetic stripe 1030 in which is encoded payment account and

other data. Other new information and non-payment information may be contained on

the physical payment token 1005 as well. In an embodiment, information from the front

of the card or the back of the card can be printed or embossed on the back of the card

or the front of the card, respectively.



[01 03] As shown in FIG. 10(b), a physical payment token 1050 may include the

image, barcode, or decal 1055 that represents or otherwise encodes data or information

relevant to conducting the payment transaction may also be provided in another format,

such as placed on a different type of substrate (e.g., a card, paper, stamp, key fob,

etc.).

[01 04] The various participants and elements described herein may operate one

or more computer apparatuses to facilitate the functions described herein. Any of the

elements in the above-described Figures, including any servers or databases, may use

any suitable number of subsystems to facilitate the functions described herein.

[01 05] FIG. is a block diagram of elements that may be present in a

computing device or system configured to execute a method, process, function, or

operation in accordance with some embodiments of the invention. The subsystems

shown in FIG. 11 are interconnected via a system bus 575. Additional subsystems such

as a printer 574, a keyboard 578, a fixed disk 579, a monitor 576, which is coupled to a

display adapter 582, and others are shown. Peripherals and input/output (I/O) devices,

which couple to an I/O controller 57 , can be connected to the computing system by

any number of means known in the art, such as a serial port 577. For example, the

serial port 577 or an external interface 581 can be used to connect the computing

device to a wide area network such as the Internet, a mouse input device, or a scanner.

The interconnection via the system bus 575 allows a programmed central processor

573 (e.g., a microprocessor, CPU, etc.) to communicate with each subsystem and to

control the execution of instructions that may be stored in a system memory 572 or the

fixed disk 579, as well as the exchange of information between subsystems. The

system memory 572 and/or the fixed disk 579 may embody a computer-readable

medium.

[01 06] A number of advantages of embodiments of the invention are described

above. Other advantages also exist. For example, because payment card or account

information does not reside in a digital wallet or in the "cloud," it is difficult for an



unauthorized person to steal the payment card or account number by hacking computer

systems that might otherwise store this information. As noted above, the payment card

and account information can be stored in a two-dimensional barcode on a physical

payment token. The consumer has the convenience of a digital wallet, without having to

enter in card information, for example, into a computer during an online transaction.

[0107] As described, the inventive service may involve implementing one or more

functions, processes, operations or method steps. In some embodiments, the functions,

processes, operations or method steps may be implemented as a result of the

execution of a set of instructions or software code by a suitably programmed computing

device, microprocessor, data processor, or the like. The set of instructions or software

code may be stored in a memory or other form of data storage element which is

accessed by the computing device, microprocessor, etc. In other embodiments, the

functions, processes, operations or method steps may be implemented by firmware or a

dedicated processor, integrated circuit, etc.

[0108] It should be understood that the present invention as described above can

be implemented in the form of control logic using computer software in a modular or

integrated manner. Based on the disclosure and teachings provided herein, a person of

ordinary skill in the art will know and appreciate other ways and/or methods to

implement the present invention using hardware and a combination of hardware and

software.

[01 09] Any of the software components or functions described in this application,

may be implemented as software code to be executed by a processor using any

suitable computer language such as, for example, Java, C++ or Perl using, for example,

conventional or object-oriented techniques. The software code may be stored as a

series of instructions, or commands on a computer-readable medium, such as a random

access memory (RAM), a read only memory (ROM), a magnetic medium such as a

hard-drive or a floppy disk, or an optical medium such as a CD-ROM. Any such

computer-readable medium may reside on or within a single computational apparatus,



and may be present on or within different computational apparatuses within a system or

network.

[0 0] While certain exemplary embodiments have been described in detail and

shown in the accompanying drawings, it is to be understood that such embodiments are

merely illustrative of and not intended to be restrictive of the broad invention, and that

this invention is not to be limited to the specific arrangements and constructions shown

and described, since various other modifications may occur to those with ordinary skill

in the art. For example, although the scanning of barcodes on physical payment

devices is described in detail for the purpose of inputting payment account information

into a payment system, embodiments of the invention can also be used for other

purposes. For example, a physical payment token may include other information such

as a shipping address, home address, preferences, family status, etc., and this

information may be decoded and/or decrypted by a mobile device, and subsequently

used in a transaction. In some cases, this information can be used to automatically

form fill information on a Web page or other interface operated by a payment recipient

(e.g., a merchant).

[01 ] The above description is illustrative and is not restrictive. Many variations

of the invention will become apparent to those skilled in the art upon review of the

disclosure. The scope of the invention should, therefore, be determined not with

reference to the above description, but instead should be determined with reference to

the pending claims along with their full scope or equivalents.

[01 12] One or more features from any embodiment may be combined with one or

more features of any other embodiment without departing from the scope of the

invention.

[01 13] As used herein, the use of "a", "an" or "the" is intended to mean "at least

one", unless specifically indicated to the contrary.



WHAT IS CLAIMED IS:

1. A method of conducting a payment transaction comprising:

capturing an image of a two-dimensional barcode on a physical payment

token with a camera in a mobile device;

generating barcode data based on the captured image; and

transmitting the barcode data to a central server computer, wherein the

central server computer initiates the payment transaction.

2 . The method of claim 1 wherein the two-dimensional barcode

encodes a primary account number.

3 . The method of claim 2 wherein the primary account number is

encrypted.

4 . The method of claim 1 wherein the physical payment token is a

card.

5 . The method of claim 1 further comprising:

receiving account holder data from the central server computer, wherein

the account holder data is associated with the barcode data; and

displaying the account holder data.

6 . A mobile device comprising:

a processor;

a camera coupled to the processor; and

a computer readable medium coupled to the processor, the computer

readable medium comprising code, executable by the processor for implementing a

method comprising:



capturing an image of a two-dimensional barcode on a physical payment

token with the camera;

generating barcode data based on the captured image, and

transmitting the barcode data to a central server computer, wherein the

central server computer initiates the payment transaction.

7 . The mobile device of claim 6 wherein the two-dimensional barcode

encodes a primary account number.

8 . The mobile device of claim 7 wherein the primary account number

is encrypted, and wherein the method further comprises code for decrypting the primary

account number.

9 . The mobile device of claim 6 further wherein the mobile device

further comprises an antenna coupled to the processor.

0. The mobile device of claim 6 further comprising:

a display coupled to the processor.

1. A method of conducting a payment transaction comprising:

receiving barcode data at a central server computer, wherein an image of

a two-dimensional barcode on a physical payment token is captured with a camera in a

mobile device, and wherein the barcode data is based on the captured image; and

initiating a payment transaction by the central server computer with the

barcode data.

12. The method of claim 11 wherein the two-dimensional barcode

encodes a primary accou nt number.

13 . The method of claim 12 wherein the primary account number is

encrypted.



14 . The method of claim wherein the physical payment token is a

card .

15 . The method of claim 11 further comprising:

transmitting a dynamic verification value to the mobile device after

receiving the barcode data.

16 . A server computer comprising:

a processor; and

a computer readable medium coupled to the processor, the computer

readable medium comprising code, for executing a method comprising:

receiving barcode data, wherein an image of a two-dimensional barcode

on a physical payment token is captured with a camera in a mobile device, and wherein

the barcode data is based on the captured image; and

initiating a payment transaction with the barcode data.

17 . The server computer of claim 16 wherein the two-dimensional

barcode encodes a primary account number.

18. The server computer of claim 1 wherein the primary account

number is encrypted.

19 . The server computer of claim 17 wherein the barcode data

comprises image data of the two-dimensional barcode.

20. The server computer of claim 16 wherein the physical payment

token is a payment card .
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