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WORKFLOW MANAGEMENT VIA BLOCK CHAINS

BACKGROUND
Field

[0001] Embodiments presented herein generally relate to techniques for
managing workflows using block chains. More specifically, embodiments presented
herein provide techniques for increasing the efficiency of processing workflows

based on attestations of successful completion of a previous workflow operation.

Description of the Related Art

[0002] Workflow management is involves the administration of a set of states,
conditions, or requirements to complete a task. A workflow may include any activity
that involves a set of steps to be completed in a particular order. For example, a
workflow may include a process to hire a new employee. In that case, a human
resources (HR) group may complete certain forms, a facilities group may prepare an
office for the new employee, a group within the hiring company may be notified

about the new employee, efc.

[0003] Some workflows are simple while other workflows are complex. A simple
workflow may involve deactivating a lock at a certain time of day. A more complex
workflow may involve assembling an airplane. Typical workflow management
techniques involve a life-cycle of a particular process. Thus, a workflow may be
improved until a new process is created. However, improving a complex workflow
may not be possible due to complexities of the workflow. For example,
improvements to a workflow for assembling an airplane may be limited by the
number of pieces to be assembled. Further, determining a current state of the

workflow may be difficult due to the number of steps to assemble the airplane.

SUMMARY

[0004] One embodiment presented herein includes a computer implemented
method which generally includes obtaining a workflow specification and data related
to the workflow specification, the workflow specification comprising one or more
states and one or more operations, each operation corresponding to at least one of
the one or more states. The method may also include generating a block chain for

the workflow specification comprising at least a first data block. The method may
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also include storing the workflow specification and data related to the workflow
specification in the first data block. The method may also include, for each of the
one or more states, identifying an operation corresponding to a current state of the
workflow, performing the operation, appending a data block to the block chain, the
appended data block including a reference to the first data block and a reference to
a data block preceding the appended data block and transitioning from the current

state to a next state.

[0005] Another embodiment presented herein includes a computer-readable
storage medium storing instructions, which, when executed on a processor, perform
an operation to manage workflows. The operation generally includes obtaining a
workflow specification and data related to the workflow specification, the workflow
specification comprising one or more states and one or more operations, each
operation corresponding to at least one of the one or more states. The operation
may also include generating a block chain for the workflow specification comprising
at least a first data block. The operation may also include storing the workflow
specification and data related to the workflow specification in the first data block.
The operation may also include, for each of the one or more states, identifying an
operation corresponding to a current state of the workflow, performing the operation,
appending a data block to the block chain, the appended data block including a
reference to the first data block and a reference to a data block preceding the

appended data block and transitioning from the current state to a next state.

[0006] Still another embodiment presented herein includes system having a
processor and a memory hosting an application, which, when executed on the
processor performs an operation to manage workflows. The operation generally
includes obtaining a workflow specification and data related to the workflow
specification, the workflow specification comprising one or more states and one or
more operations, each operation corresponding to at least one of the one or more
states. The operation may also include generating a block chain for the workflow
specification comprising at least a first data block. The operation may also include
storing the workflow specification and data related to the workflow specification in
the first data block. The operation may also include, for each of the one or more

states, identifying an operation corresponding to a current state of the workflow,
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performing the operation, appending a data block to the block chain, the appended
data block including a reference to the first data block and a reference to a data
block preceding the appended data block and transitioning from the current state to

a next state.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] So that the manner in which the above recited features of the present
disclosure can be understood Iin detail, a more particular description of the
disclosure, briefly summarized above, may be had by reference to embodiments,
some of which are illustrated in the appended drawings. It is to be noted, however,
that the appended drawings illustrate only exemplary embodiments and are
therefore not to be considered limiting of its scope, may admit to other equally

effective embodiments.

[0008] Figure 1 illustrates an example computing environment, according to one

embodiment.

[0009] Figure 2 illustrates an example workflow specification, according to one

embodiment.

[0010] Figure 3 illustrates an example workflow and a corresponding block chain,

according to one embodiment.
[0011] Figure 4 illustrates a nested block chain, according to one embodiment.

[0012] Figure 5 illustrates a method for generating a block chain for a workflow,

according to one embodiment.

[0013] Figure 6 illustrates an example computing system configured to generate

a block chain from a workflow, according to one embodiment.

DETAILED DESCRIPTION

[0014] Embodiments presented herein provide techniques for managing
workflows using block chains. More specifically, embodiments presented herein
provide techniques for generating a block chain for a workflow and managing state

transitions of the workflow using data stored on the block chain.
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[0015] As discussed herein, a workflow processor obtains a workflow
specification and any data related to the workflow. The workflow specification may
include the finite number of states of the workflow, an operation performed in each
state to transition to a subsequent state, and a subsequent state for each of the
finite number of states. The workflow specification may be represented a finite state
machine. That is, the workflow and a corresponding block chain may be in one of a
finite number of states at a given time. An input for a given operation of the
workflow may include an attestation that a previous state or operation has occurred.
Thus, any input may be used to perform the workflow even if the input is not

designed for a workflow.

[0016] An output from a given state of the workflow may be determined based on
both a current state of the workflow and one or more current inputs to the workflow.
For example, the workflow may be represented by a Mealy machine. In general, a
Mealy machine is a finite state machine with an output from a give state determined

based on both a current state and a current input.

[0017] Data related to the workflow may include data needed to initiate the
workflow. The data related to the workflow may be different for each workflow. For
example, a given workflow may correspond to steps to assemble an airplane. The
data related to the workflow may identify each piece of the plane to be assembled.
The pieces of an airplane to be assembled may be different that data related to a

workflow for signing a document.

[0018] The obtained workflow specification may be one of many workflow
specifications managed by a block chain. Generally, a block chain is a data
structure that records data. Each update to the data in the block chain may be
stored in a new block or link in the block chain. Each new block may be
cryptographically bound to a previous data block in the block chain. Once data is
appended to the block chain, that data cannot be modified without damaging one or
more links in the block chain. Thus, validity of the data in the block chain may be
analyzed by checking the cryptographic bindings between the data blocks. Any
modification of the data in the block chain may be readily detected and can be

remedied.
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[0019] Once the workflow is obtained, the workflow processor may execute
operations of the workflow. Each operation of the workflow may correspond to a
state of the workflow and block chain. At each state (i.e., step) of the workflow an
input may be received which indicates that an operation corresponding to a previous
state has been completed. Thus, once an operation is performed in a given state,

the workflow processor may provide an attestation that the given state occurred.

[0020] Upon the completion of each operation and corresponding state of the
workflow, a data updater may append a new data block to the block chain. The new
data block may indicate that the operation has been completed. For example, a
given operation may involve installing a wing on the airplane. Once the wing is
installed, the data updater may append a new data block to the block chain. The

new data block may indicate that the wing has been installed.

[0021] An appended data block may include a reference to a first data block of
the block chain. The reference to the first data block may identify an origin of the
block chain. The appended data block may also refer to an input on which the
appended data block depends. The input may include a data block related to the
workflow being processed and immediately preceding the appended data block on

the block chain.

[0022] Upon completion of a given workflow, a final state of that workflow may
indicate that the workflow is completed. For example, when the last piece of the
airplane is installed, the final state of the workflow may be “complete.” Once the
block chain is appended to indicate that the workflow is completed, all states and

corresponding operations of the workflow are represented on the block chain.

[0023] Advantageously, storing a workflow as a finite state machine and using a
block chain allows an observer to verify a current state of a given workflow. In this
context, an observer may be the workflow processor, a workflow designer, an
application executing on a client device or on a server computer, or the like. In one
embodiment, the observer may have permission to view one or more states of the

workflow and block chain.

[0024] Using a block chain also allows the occurrence of a given state of the

workflow to be verified externally. That is, each data block in a block chain provides
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an attestation that a corresponding state of the workflow occurred and that the
operation of that state has been satisfied. The attestation that a state occurred may
be verified based on a cryptographic link between the data blocks of the block chain.
A data block may be appended to the block chain for a completed state of the
workflow. The appended data block may be linked to a previous data block in the
block chain. Thus, the presence of a data block on the block chain corresponding to

a state of the workflow may indicate that the state occurred.

[0025] The block chain may also allow detection of a modification to any data in
the block chain. For example, when data in the block chain is modified, a hash of
that data block may be changes. Thus, a link between that data block and a
subsequent data block in the block chain may be broken. The broken link in the

block chain may be identified by verifying each link in the block chain.

[0026] Each data block of the block chain may be used as an input to a
subsequent state of the workflow. Thus, any input may be used to perform the
workflow even if the input is not specifically designed to be used by a workflow. For
example, a clock application executing on a computing device may be designed to
maintain a current time. However, the output of the clock application (e.g., the
current time) may not be compatible with the workflow (e.g., an incompatible data
type). In that case, the current time may be stored in a data block of the block chain.
Thus, the current time on the data block can be used as an input to a given

operation of the workflow.

[0027] An additional advantage provided by storing a workflow as a finite state
machine on a block chain is that a given data block in a first block chain may include
a reference to a data block in one or more other block chains. That is, a state of the
workflow corresponding to the first block chain may depend on an occurrence of a

state of a different workflow.

[0028] A given operation in a workflow may depend on a successful completion
of a separate workflow. That is, a given data block in a main block chain may
include a reference to an identifier of the separate block chain. Rather than
referencing a separate block chain, the given data block in the main block chain may

include the separate block chain as a state of the corresponding workflow. The
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separate block chain stored in the given data block may be secured with a shared

secret. That is, the separate block chain may be encrypted using the shared secret.

[0029] The shared secret may be known by certain parties associated with the
separate block chain and a corresponding workflow. The certain parties may have
permission to observe one or more states of a workflow corresponding to the
separate block chain. However, a third party observer with permission to view the
main block chain may not have the shared secret. Thus, the third party observer
may be able to view and verify the states of the main block chain, but could not view
the states of the separate block chain. In that case, the given data block storing the

separate block chain may appear to the observer as a single state that occurred.

[0030] The data block storing the separate block chain and the data block
including a reference and depending from another block chain or a data block in a
separate block chain may be examples of a nested block chain. That is, one or
more block chains and corresponding workflows may be nested within a larger block
chain and workflow. A nested block chain may increase performance of computing
a workflow by decreasing the size of a given workflow into separate and smaller
workflows. That is, processing speed of the given workflow may be increased over

a single, large workflow.

[0031] The nested block chain may also provide increased security as to the
details of the corresponding workflow. That is, a block chain corresponding to a
smaller nested workflow may be encrypted using a shared secret. The shared
secret may be known to parties associated with the workflow, but unknown to third
parties. Thus, an observer (e.g., a third party) cannot inspect details of the workflow

or corresponding block chain without the shared secret.

[0032] Figure 1 illustrates an example computing environment 100, according to
one embodiment. As shown, the computing environment includes a network 105,
one or more clients 110 a server computer 120, and a data repository 130. The
network 105 may be representative of a cellular network, local area network, or
similar network. As illustrated, the server computer 120 includes a workflow

processor 122, a data updater 124, and a state based machine 126.
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[0033] The clients 110 may be representative of a computing platform such as a
desktop computer, a laptop computer, a tablet, or a mobile device. A client 110 may
be used to generate a workflow. A client 110 may also be used to observe a block
chain associated with a workflow to determine a current state of the workflow or

verify that a given state has occurred.

[0034] The data repository 130 may be representative of a database or other
data storage mechanism. The data repository 130 may store one or more workflows
and corresponding block chains. Each block chain may be a data structure to
record data related to a corresponding workflow. Data in the block chain may be
updated by appending a new block or link to the block chain. The new data block
may be cryptographically bound to a previous data block in the block chain. That is,
a given link in the block chain may contain a cryptographic hash of the block chain
from the first data block to the data block immediately preceding the link. Thus, the
given link may contain a history of the block chain preceding that link. Once a block
chain is created, modification to data in the block chain may damage one or more
links or bindings between data blocks in the block chain. Thus, the validity and
security of a given block chain may be confirmed based on the cryptographic
bindings between the blocks. A modification to the data in the block chain is readily
detected by identifying a break in the block chain. For example, modification of data
in a given data block may break a link to a subsequent data block that depend on
the modified data block.

[0035] The workflow processor 122 may obtain a workflow specification from the
data repository 130. The workflow processor 122 may locate the workflow
specification based on a workflow to be processed to perform a given task. The
workflow specification may also be referenced by another workflow being processed
by the workflow processor 122. The workflow specification may include each state
of the workflow and an operation performed during each state to transition to a next
state of the workflow. The workflow specification is described in more detail below

with reference to Figure 2.

[0036] The workflow processor 122 may also obtain any data related to the
workflow specification from the data repository 130. A location of data related to the

workflow specification may be determined based on a mapping. The mapping may
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indicate a location in the data repository 130 of data related to each workflow
specification. For example, data related to a workflow for an invoice to a transaction
may include an identity of a buyer, an identity of a seller, an item transferred
between the buyer and seller, a price of the item transferred, etc. The related data

may be an input to a first state of the workflow.

[0037] Upon obtaining a workflow specification and related data, the workflow
processor 122 may create a block chain for the workflow. To do so, the workflow
processor 122 may combine the workflow specification and any related data into a
data block. To combine the workflow specification and related data, the workflow
processor 122 may append the related data to the workflow specification. The
workflow processor may also identify the workflow specification and the related data
as a linked pair. The combined data block may be stored in a first data block of the
block chain. The first data block may be referred to as commit zero (C0O). The
workflow processor 122 may compute a hash of CO. The hash may be used as a

universally unique identifier (UUID) of the block chain.

[0038] Each data block in the block chain following CO may refer to CO (e.g., the
UUID of CO) as the origin of the block chain and a corresponding workflow. The
reference to CO allows an observer to identify a current state of a particular
workflow. For example, a given block chain may include data from more than one
workflows. That is, the block chain may include data blocks corresponding to each
state of more than one workflow. To identify a current state of a particular workflow,
an observer can look at a most recent data block of a corresponding block chain and
identify the workflow from the reference to the first data block of that block chain.
Thus, the observer need not re-trace each state of the workflow in reverse to

determine an identity of the workflow or block chain.

[0039] The creation of the block chain may satisfy a first state of the workflow. In
that case, the data updater 124 may update the block chain to indicate that CO an
operation corresponding to CO is completed. The state based machine 126 may
transition from the first state of the workflow to a second state. The data updater
124 may append a new data block to the block chain. The new data block may be

referred to as commit one (C1).
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[0040] The workflow processor 122 may perform an operation corresponding to
C1 and the second state of the workflow. An input to a given operation may include
an attestation to a previous block in the block chain. The input of the given
operation may also include an output from an operation corresponding to a previous
state of the workflow. For example, the operation corresponding to C1 may include
an attestation to CO. The attestation may indicate that CO successfully completed
(i.e., the block chain was created). Once the workflow processor 122 completes the
operation corresponding to C1 (or satisfies a condition of C1), the data updater 124
may update the block chain to indicate that the operation corresponding to C1
completed successfully. The state based machine 126 may transition to the next
state of the workflow specification and the data updater 124 may append a new data
block (for commit 2 (C2)) to the block chain.

[0041] In one embodiment, the input may include a separate block chain
referenced by the given operation. That is, the given operation may refer to a block
chain separate from the block chain containing the given operation. The separate
block chain may correspond to a separate workflow specification and a separate set

of inputs.

[0042] The workflow processor 122 may continue to perform operations
corresponding to each state of the workflow until the workflow is completed and a
current state identifies the workflow as “complete.” The data updater 124 may also
continue to append a data block to the block chain for each state that is satisfied.
Further, the state based machine 126 may transition through each state of the
workflow. Once a data block appended to the block chain indicates that the
workflow is complete, the completed block chain may be stored in the data

repository 130.

[0043] In one embodiment, a workflow software agent (not shown) executing on
a client 110 may be used to generate a workflow and implement the workflow as an
application on the client 110. The workflow software agent may generate an initial
representation of a workflow state and store that representation on the block chain.
Other software agents, each representing an attestation to the occurrence of a state
of the workflow may communicate with the workflow software agent to update and

verify a current state of the workflow. Upon each update to the current state of the

10
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workflow, the workflow software agent may append a data block to the hash chain

representing the current state of the workflow.

[0044] Figure 2 illustrates an example workflow specification 200, according to
one embodiment. As shown, the workflow specification 200 includes current states
205, operations 210, and new states 215. A workflow processor may obtain a
workflow specification to process a workflow. The workflow specification 200 may
provide steps to be performed to execute the workflow. The workflow may be
executed by performing each step on a state based machine. Each step of the
workflow may correspond to an operation 210 to be performed in a current state 205

of the workflow.

[0045] At any given time, the state based machine may be in one of the current
states 205. To transition out of a current state 205 to another state 215 in the
workflow specification 200, the workflow processor performs a corresponding
operation. For example, to transition out of the “start” state, the operation of
“Simplelnvoice.accept(signature=Ysignature)” is executed. In one embodiment, only
one operation allows the state based machine to transition from a given current state
to a corresponding new state. That is, the state based machine may not transition
out of the current state until the workflow processor successfully performs a

corresponding operation.

[0046] Returning to the invoice example discussed above, upon obtaining the
workflow specification, the state based machine is in an initialized state as shown by
the current state of “init.” The workflow processor may execute the corresponding
operation to create a workflow for the invoice. Once the workflow is created, a data
updater may update a block chain for the workflow to indicate that the creation
operation completed successfully. The state based machine may also transition to

the “start” state.

[0047] The workflow processor may execute an operation for a buyer (Y) to
accept an offer made by a seller (X). This operation is illustrated as the operation
“Simplelnvoice.accept(signature=Ysignature)’ as shown in Figure 2. Execution of
this operation may involve the workflow processor accepting the offer on behalf of

the buyer (Y). Executing the operation may also involve waiting until the workflow

11
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processor receives acceptance from the buyer (Y). That is, the execution of the

operation may pertain to an active or a passive execution.

[0048] Once the operation for the buyer (Y) to accept the offer is successfully
completed, the data updater may append a data block to the block chain. The
appended data block may be referred to as commit one (C1). The state based

machine may transition from the “start” state to the “accepted” state.

[0049] While the state based machine is in the “accepted’ state, the workflow
processor may execute an operation to ship one or more items (e.g., goods) from
the seller (X) to the buyer (Y). As discussed above, the state based machine may
not transition from the “accepted” state to a “shipped” state until the one or more
items have been shipped. The workflow processor may execute the operation to
ship the one or more items or may wait to receive a confirmation that the one or

more items have been shipped.

[0050] When the one or more items have shipped, the data updater may append
a data block to the block chain. The appended data block may be referred to as
commit two (C2) and indicate that the one or more items have been successfully
shipped to the buyer (Y). The state based machine may transition to the “shipped”

state once the operation corresponding to the “accepted” state is completed.

[0051] The workflow processor may continue to execute an operation in each of
the remaining states (e.g., received, pay, paid, and complete) until the state based
machine is in the “complete” state. The data updater may append a data block to
the block chain for each state. The appended data blocks may indicate that the
operation corresponding to each state has occurred. Once the state based machine
transitions to a state that indicates the workflow is complete, the block chain may be
stored in a data repository. A mapping may also be updated to associate the block

chain with the corresponding workflow specification.

[0052] Figure 3 illustrates an example workflow 300 and a corresponding block
chain 305, according to one embodiment. As discussed above, a workflow
processor may obtain a workflow specification and data related to the workflow. The
workflow specification may provide one or more states of a state based machine.

To transition from a given state in the workflow specification (i.e., a step in the

12



CA 03065762 2019-11-29

WO 2019/027453 PCT/US2017/045125

workflow 300) to a next state, the workflow specification may provide an operation to
be satisfied. In one embodiment, the state based machine transitions to the next
state upon the successful execution or completion of the operation corresponding to

the current state of the state based machine.

[0053] The workflow illustrated in Figure 3 may correspond to a given workflow
specification obtained by the workflow processor. Once obtained, the workflow
processor may create a block chain. A first data block of the block chain may
indicate that the block chain has been created. The single data block may
correspond to commit zero (C0O) as shown in the block chain 305. A hash of CO may
be used as a UUID for the block chain 305. As each step in the workflow 300 is
completed, a data block may be appended to the block chain 305 as shown by C1-
C6. Each data block of the block chain 305 may include a reference to the first data
block in the clock chain (CO). This reference may be used to identify the block chain

305 associated with each of the data blocks.

[0054] As illustrated, workflow 300 may be associated with an invoice for a
transaction between a seller (X) and a buyer (Y). The workflow 300 may correspond
to the workflow specification as described with reference to Figure 2.
Once the block chain is created, the workflow 300 begins at a start state 310. That
is, the start state 310 is the current state of the state based machine. To transition
the state based machine from the start state 310 to the accepted state 315, the

workflow specification may provide that an operation be satisfied.

[0055] To satisfy the operation of the start state 310, the buyer (Y) may accept an
offer from the seller (X) to purchase an item(s). Upon acceptance of the buyer (Y),
the state based machine may transition to the accepted state 315. A data updater
may append a new data block to the block chain 305 which indicates that the buyer
(Y) accepted the offer. The new data block may be represented by C1 in the block
chain 305. The new data block (C1) may include a first and a second reference to
the CO data block. The first reference to CO may identify an origin of the current
workflow. The second reference to CO may identify a commit or data block upon

which the new data block depends.
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[0056] An operation to be satisfied in the accepted state 315 may require the
seller (X) to ship the item(s) purchased by the buyer (Y). Once the item(s) is
shipped, the state based machine transitions to the shipped state 320. The data
updater appends a data block (C2) to the block chain 305. The C2 data block
indicates that the seller (X) has shipped the item(s) related to the invoice. The C2
data block may refer to the CO data block as the origin of the workflow and the C1

data block as the data block from which C2 depends, as shown in block chain 305.

[0057] The state based machine may remain in the shipped state 320 until an
operation corresponding to that state is satisfied. The operation of the shipped state
may be satisfied when the buyer (Y) receives the item(s) purchased from and
shipped by the seller (X). In addition to receiving the item(s), the operation may be
satisfied upon the buyer (Y) accepting or approving the shipment of the item(s).
Upon receipt of the item(s), the state based machine transitions from the shipped
state 320 to the received state 325. The data updater appends a data block to the
block chain 305. The appended data block may refer to C3 as shown in the block
chain 305. As shown, the C3 data block refers to the CO data block as the origin of
the workflow and C2 as the data block from which C3 depends.

[0058] An operation in the received state 325 may be satisfied when the seller
(X) invoices the buyer (Y) for the item(s). Upon invoicing for the received item(s),
the state based machine transitions to the pay state 330. Accordingly, the data
updater appends a data block (C4) to the block chain 305. As shown, the C4 data
block refers to CO as the origin of the block chain 305. The C4 data block also
refers to C3 as the data block from which C4 depends.

[0059] An operation of the pay state 330 may be satisfied upon the payment for
the item(s). Once payment for the item(s) is complete, the state based machine
transitions to the paid state 335. The data updater appends the block chain to
include a data block (C5) which indicates that the invoice has been paid. The C5
data block refers to the CO block as the origin of the workflow and the C4 data block
from which C5 depends.

[0060] When the seller (X) receives payment for the item(s), the state based

machine transitions to the complete state 340. Accordingly, the data updater
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appends a data block (C6) to the block chain 305. The appended data block C6
may indicate that the workflow for the invoice is complete. As shown, the C6 data
block may refer to CO as the origin of the workflow and the C5 data block from which
the C6 data block depends. Once the current state of the state based machine is
the complete state 340, the block chain for the workflow is complete and may be

stored in a data repository.

[0061] Figure 4 Illustrates a nested block chain 400, according to one
embodiment. As shown, the nested block chain includes three separate block
chains 405, 410 and 415. Each of the separate block chains 405, 410 and 415 each
contain data blocks 420, 422, 424, 426, and 428. Each data block of a block chain
(e.g., 420, 424, and 428) may include an attestation that an operation for a
corresponding state of an associated workflow was successful. Thus, each data

block of a given block chain may correspond to at least one state of a workflow.

[0062] A workflow processor may compute a unique identifier (UUID) for each
block chain. To do so, the workflow processor may compute a hash of a first data
block in the block chain. Each data block in a given block chain may include a
reference to a first data block of that block chain. That is, each data block in the
given block chain may reference the UUID for that block chain. For example, each
data block in block chain 405 may include a reference to UUID-1. Similarly, each
data block in block chain 410 may include a reference to UUID-2, and each data

block in block chain 415 may include a reference to UUID-3.

[0063] The reference in each data block to the UUID of the block chain may allow
an observer to identify a current state of a given workflow or state based machine
based on a most recent update to the block chain. For example, a data reference to
the UUID of the block chain may allow an observer to easily determine a block chain
and workflow corresponding to the UUID. Once the UUID of a block chain is

identified, the observer may determine a corresponding workflow from a mapping.

[0064] A given data block in a block chain may refer to a UUID of a separate
block chain. That is, a given operation of a workflow may be dependent on an
operation of another workflow. For example, as shown, data block 422 of block
chain 405 refers to a UUID of block chain 410 (e.g., UUID-2). Thus, a state of a
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workflow corresponding to block chain 405 may depend on an operation of or an
output from a workflow corresponding to block chain 410. The operation
corresponding to data block 422 may specify that a particular output be received
from the block chain with UUID-2 (i.e., block chain 410). The particular output may
involve an attestation that block chain 410 completed successfully, a particular type

of output, a particular value, efc.

[0065] As operations of the workflow corresponding to block chain 410 are
processed, a corresponding data block is appended to the block chain 410. An
operation corresponding to data block 426 may include a reference to block chain
415. That is, the operation corresponding to data block 426 may not refer to a prior
operation in the workflow. Rather, the operation of data block 426 may refer to a
UUID of block chain 415 (e.g., UUID-3). In that case, the data block 426 may refer
to block chain 415 rather than a preceding data block in block chain 410. Thus, an
operation of the workflow corresponding to data block 426 may depend on an output
of block chain 415.

[0066] Figure 5 illustrates a method 500 for generating a block chain for a
workflow, according to one embodiment. As shown, the method 500 begins at step
505, where a workflow processor receives an input. If a block chain has not been
created for the workflow, the input may include a workflow specification and data
related to that workflow. If a block chain has been created for the workflow, the
input may include an attestation that an operation of the workflow step

corresponding to the previous data block successfully completed.

[0067] At step 510, the workflow processor determines whether the input
references a previous data block in the block chain. If the input includes the
workflow specification and related data, the input may not reference a previous block
in the block chain. In that case, the workflow processor combines the input of a
workflow specification and data related to that workflow. The workflow processor
may determine a hash of the combined data using a cryptographic hash function at
step 520. The hash may be used as a UUID of the block chain.

[0068] If the input at step 510 includes an attestation that a previous operation of

the workflow corresponding to the previous data block successfully completed, the
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input refers to a previous data block in the block chain. At step 515, the workflow
processor authenticates the block chain. To do so, the workflow processor may
verify the links between each block of the block chain. A link in the block chain may
include a hash of the block chain preceding the link. That is, a given link may
include a hash of the block chain from the first data block to the data block

immediately preceding that link.

[0069] Thus, to verify a link in the block chain, the workflow processor may
determine a hash of the block chain from the first data block to the data block
preceding the link. The workflow processor may compare the determined hash to
the hash stored in the link. A difference between the hashes may indicate that at
data in at least one data block preceding the link has been modified. Verifying a
given link in the block chain ensures that no data has been modified in one or more

data blocks preceding that link.

[0070] At step 525, the workflow processor determines whether the
authentication of the block chain, completed at step 515, was successful. Upon
determining the authentication was successful, the workflow processor creates a
data block in the block chain at step 530. The created data block may correspond to

an operation in the workflow being analyzed.

[0071] If the input to step 530 is a hash from step 520 of the workflow
specification and related data, the data block created at step 530 may be the first
data block in the block chain. Thus, creation of the data block may also create the
block chain for the workflow. The created data block may include an attestation that
the corresponding operation was completed successfully. The data block may also
include a reference to the first data block in the block chain as well as a data block
immediately preceding the created data block in the block chain. A data updater

may append the created data block to the block chain.

[0072] If the workflow processor determines, at step 525, that the authentication
of the block chain at step 515 failed, the workflow processor terminates the workflow
at step 535. At step 540, the workflow processor determines whether the created
data block corresponds to the last step in the workflow. If not, the workflow

processor receives an input at step 505. The steps of method 500 continue to
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repeat until an authentication of the block chain fails or a data block appended to the

block chain corresponds to the last step in the workflow.

[0073] Figure 6 illustrates an example computing system 600 configured to
generate a block chain from a workflow, according to one embodiment. As shown,
the computing system 600 includes, without limitation, a central processing unit
(CPU) 605, a network interface 615, a memory 620, and storage 630, each
connected to a bus 617. The computing system 600 may also include an 1/O device
interface 610 connecting 1/0 devices 612 (e.g., keyboard, display, mouse devices,
image capture devices, efc.) to the computing system 600. Further, the computing
elements shown in computing system 600 may correspond to a physical computing
system (e.g., a system in a data center) or may be a virtual computing instance

executing within a computing cloud.

[0074] The CPU 605 retrieves and executes programming instructions stored in
the memory 620 as well as stored in the storage 630. The bus 617 is used to
transmit programming instructions and application data between the CPU 605, 1/0
device interface 610, storage 630, network interface 615, and memory 620. Note,
CPU 605 is included to be representative of a single CPU, multiple CPUs, a single
CPU having multiple processing cores, and the like, and the memory 620 is
generally included to be representative of a random access memory. The storage
630 may be a disk drive or flash storage device. Although shown as a single unit,
the storage 630 may be a combination of fixed and/or removable storage devices,
such as fixed disc drives, removable memory cards, optical storage, network

attached storage (NAS), or a storage area-network (SAN).

[0075] As shown, storage 630 includes workflow specifications 632, workflow
data 634, and block chains 636. The workflow data 634 may include data related to
each workflow specification in the workflow specifications 632. The block chains
636 may include a block chain for each workflow specification in the workflow
specifications 632. The storage 630 may also include a mapping 638. The mapping
may provide a link between each of the workflow specifications 632, the workflow
data 634, and the block chains 636. The mapping may be used to determine a
location a given workflow specification, related workflow data, and a corresponding

block chain.
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[0076] lllustratively, the memory 620 includes a workflow processor 622, a data
updater 624, and a state based machine 626. In certain aspects, these components
may correspond to the components of the server computer described with reference
to Figures 1-3. For example, the workflow processor 622 may obtain a workflow
specification and data related to the workflow specification from workflow

specifications 632 and workflow data 634, respectively.

[0077] Each workflow specification in workflow specifications 632 may include
one or more states and corresponding operations for a given workflow. The
workflow data 634 may include data related to each workflow specification in
workflow specifications 632. As an example, a given workflow specification may
relate to an invoice for a transaction between two or more parties. In that case, the
data related to the given workflow may include an identity of the parties involved, an

item(s) related to the transaction, a price of the item(s), efc.

[0078] Upon obtaining the workflow specification and related data, the workflow
processor 622 may create a block chain for the workflow specification. The
workflow processor 622 may combine the workflow specification and related data.
The workflow processor 622 may store the combined data in a first data block of the
block chain. In the block chain, the first data block may be referred to as commit
zero (C0O). The workflow processor 622 may determine a hash of the combined data

which may be used as a UUID of the block chain.

[0079] Each data block in a given block chain may refer to the UUID of that block
chain. The reference to the UUID of the block chain associates the data block to the
block chain. Thus, an observer can easily identify a block chain associated with a
given data block. ldentifying a block chain associated with a given data block may
be useful when a block chain includes data blocks associated with more than one
workflow. Each data block may also refer to an input on which the data block
depends. The referenced input may be a data block immediately preceding the
given block in the block chain or a data block in a separate block chain. The input
may also be a service that is not related to a workflow. For example, a given data
block may refer to an external service that provides a time stamp. If there is a
nested block chain, each block chain may refer to a single service to provide a

particular piece of data.
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[0080] Once the block chain is created, the state based machine 626 may
transition to a start state of the workflow. The data updater 624 may append a new
data block to the block chain. The new data block may be referred to as commit one
(C1). The C1 data block may correspond to a first state of the workflow. The C1

data block may include a reference to the CO data block.

[0081] The workflow processor 622 may perform an operation corresponding to
the first state of the workflow. An input to the operation may include an attestation
that the block chain has been created and hash of the workflow specification and
related data has been computed. Upon completion of the operation corresponding
to the first state of the workflow, the workflow processor 622 may identify a next
state of the workflow. The state based machine 626 may transition to the next state
of the workflow and the data updater 624 may append a new data block to the block

chain.

[0082] The appended data block may be referred to as commit two (C2). The C2
data block may include a reference to the UUID of the block chain (e.g., a hash of
the CO data block). The C2 data block may also include a reference to an input on
which the C2 block depends. The input may include a data block on the block chain
related to the workflow being processed and immediately preceding the C2 data
block (i.e., the C1 data block). The input may also include a data block in a separate
block chain. The input may also include a separate block chain or a service external
to the workflow. For example, the input may include a time stamp from a service

designed to provide a current time.

[0083] In one embodiment, an input for a data block on a main block chain may
include a separate block chain. In that case, an operation corresponding to a state
of the main block chain may specify that a workflow associated with the separate
block chain be executed before the state based machine 626 can transition to a next
state of the main block chain. The workflow processor 622 may process the
separate block chain and associated workflow in a manner similar to that described

above.

[0084] For example, the workflow processor 622 may obtain a workflow

specification associated with the separate block chain. The workflow processor 622
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may perform an operation for each state of the separate block chain. Upon
successful completion of each state of the separate block chain, the state based
machine 626 may transition from a current state of the separate block chain to a
next state of the separate block chain. Similarly, the data updater 624 may append
a new data block to the separate block chain for each completed state of the
separate block chain. The data blocks appended to the separate block chain each

may indicate that a corresponding state occurred.

[0085] Upon completion of the workflow associated with the separate block
chain, the data updater 624 may append a new data block to the main block chain.
The appended data block may indicate that the workflow associated with the
separate block chain was successfully completed. The workflow processor 622 may
continue to complete an operation for each state of the workflow until each state of
the workflow has occurred. A final state of the workflow may indicate that the
workflow is completed. Upon completion of the workflow, the workflow processor

622 may store the completed block chain in block chains 636.

[0086] It may be noted that, descriptions of embodiments of the present
disclosure are presented above for purposes of illustration, but embodiments of the
present disclosure are not intended to be Ilimited to any of the disclosed
embodiments. Many modifications and variations will be apparent to those of
ordinary skill in the art without departing from the scope and spirit of the described
embodiments. The terminology used herein was chosen to best explain the
principles of the embodiments, the practical application or technical improvement
over technologies found in the marketplace, or to enable others of ordinary skill in

the art to understand the embodiments disclosed herein.

[0087] In the preceding, reference is made to embodiments presented in this
disclosure. However, the scope of the present disclosure is not limited to specific
described embodiments. Instead, any combination of the following features and
elements, whether related to different embodiments or not, is contemplated to
implement and practice contemplated embodiments.  Furthermore, although
embodiments disclosed herein may achieve advantages over other possible
solutions or over the prior art, whether or not a particular advantage is achieved by a

given embodiment is not limiting of the scope of the present disclosure. Thus, the
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following aspects, features, embodiments, and advantages are merely illustrative
and are not considered elements or limitations of the appended claims except where
explicitly recited in a claim(s). Likewise, reference to “the invention” shall not be
construed as a generalization of any inventive subject matter disclosed herein and
shall not be considered an element or limitation of the appended claims except

where explicitly recited in a claim(s).

[0088] Aspects of the present disclosure may take the form of an entirely
hardware embodiment, an entirely software embodiment (including firmware,
resident software, micro-code, efc.) or an embodiment combining software and
hardware aspects that may all generally be referred to herein as a “component,”
“circuit,” *“module” or “system.” Furthermore, aspects of the present disclosure may
take the form of a computer program product embodied in one or more computer

readable medium(s) having computer readable program code embodied thereon.

[0089] Any combination of one or more computer readable medium(s) may be
utilized. The computer readable medium may be a computer readable signal
medium or a computer readable storage medium. A computer readable storage
medium may be, for example, but not limited to, an electronic, magnetic, optical,
electromagnetic, infrared, or semiconductor system, apparatus, or device, or any
suitable combination of the foregoing. More specific examples a computer readable
storage medium include: an electrical connection having one or more wires, a hard
disk, a random access memory (RAM), a read-only memory (ROM), an erasable
programmable read-only memory (EPROM or Flash memory), an optical fiber, a
portable compact disc read-only memory (CD-ROM), an optical storage device, a
magnetic storage device, or any suitable combination of the foregoing. In the
current context, a computer readable storage medium may be any tangible medium

that can contain, or store a program.

[0090] The flowcharts and block diagrams in the Figures illustrate the
architecture, functionality, and operation of possible implementations of systems,
methods, and computer program products according to various embodiments of the
present invention. In this regard, each block in the flowchart or block diagrams may
represent a module, segment, or portion of code, which comprises one or more

executable instructions for implementing the specified logical function(s). In some
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alternative implementations, the functions noted in the block may occur out of the
order noted in the figures. For example, two blocks shown in succession may, in
fact, be executed substantially concurrently, or the blocks may sometimes be
executed in the reverse order, depending upon the functionality involved. Each
block of the block diagrams and/or flowchart illustrations, and combinations of blocks
in the block diagrams and/or flowchart illustrations can be implemented by special-
purpose hardware-based systems that perform the specified functions or acts, or

combinations of special purpose hardware and computer instructions.

[0091] While the foregoing is directed to embodiments of the present disclosure,
other and further embodiments of the disclosure may be devised without departing
from the basic scope thereof, and the scope thereof is determined by the claims that

follow.
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The embodiments of the present invention for which an exclusive property or privilege is

claimed are defined as follows:

1. A computer-implemented method for managing workflows comprising:
obtaining a workflow specification and data related to the workflow specification,
the workflow specification comprising one or more states and one or more operations,
each operation corresponding to at least one of the one or more states;
generating a block chain for the workflow specification comprising at least a first
data block;
storing the workflow specification and data related to the workflow specification in
the first data block; and
for each of the one or more states:
identifying an operation corresponding to a current state of the workflow;
performing the operation;
appending a data block to the block chain, the appended data block
including a reference to the first data block and a reference to a data block
immediately preceding the appended data block; and
transitioning from the current state to a next state;
wherein the data block appended to the block chain includes a reference to another
block chain and/or the data block appended to the block chain includes another block

chain as the current state of the workflow.

2. The method of claim 1, further comprising:
obtaining a workflow specification associated with the other block chain, the
workflow specification associated with the other block chain containing one or more
operations for the workflow specification associated with the other block chain; and
performing an operation corresponding to each of the one or more operations for

the workflow specification associated with the other block chain.
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3. The method of claim 2, wherein the appended data block includes each of the one

or more operations for the workflow specification associated with the other block chain.

4. The method of claim 1, wherein a cryptographic hash creates a link between each
data block and an immediately preceding data block and creates a link between each

data block and a subsequent data block.

5. The method of claim 4, further comprising:
authenticating the block chain by verifying the links between each of the data

blocks in the block chain.

6. The method of claim 1, wherein an input to each of the one or more operations
includes at least an attestation to an occurrence of a state corresponding to a preceding

operation.

7. The method of claim 1, further comprising:
computing a hash of the workflow specification and data related to the workflow
specification; and

assigning the hash as an identifier of the block chain.

8. A computer-readable storage medium storing instructions, which, when executed
on a processor, perform an operation to manage workflows, the operation comprising:

obtaining a workflow specification and data related to the workflow specification,
the workflow specification comprising one or more states and one or more operations,
each operation corresponding to at least one of the one or more states;

generating a block chain for the workflow specification comprising at least a first
data block;

storing the workflow specification and data related to the workflow specification in
the first data block; and

for each of the one or more states:

identifying an operation corresponding to a current state of the workflow;
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performing the operation;
appending a data block to the block chain, the appended data block
including a reference to the first data block and a reference to a data block
immediately preceding the appended data block; and
transitioning from the current state to a next state;
wherein the data block appended to the block chain includes a reference to another
block chain and/or the data block appended to the block chain includes another block

chain as the current state of the workflow.

9. The computer-readable storage medium of claim 8, the operation further
comprising:
obtaining a workflow specification associated with the other block chain, the
workflow specification associated with the other block chain containing one or more
operations for the workflow specification associated with the other block chain; and
performing an operation corresponding to each of the one or more operations for

the workflow specification associated with the other block chain.

10. The computer-readable storage medium of claim 9, wherein the appended data
block includes each of the one or more operations for the workflow specification

associated with the other block chain.

11.  The computer-readable storage medium of claim 8, wherein a cryptographic hash
creates a link between a data block and an immediately preceding data block and creates

a link between the data block and a subsequent data block.

12. The computer-readable storage medium of claim 8, the operation further
comprising:
authenticating the block chain by verifying the links between each of the data

blocks.
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13. A system, comprising:
a processor; and
a memory hosting an application, which, when executed on the processor,
performs an operation to manage workflows, the operation comprising:
obtaining a workflow specification and data related to the workflow
specification, the workflow specification comprising one or more states and one or
more operations, each operation corresponding to at least one of the one or more
states;
generating a block chain for the workflow specification comprising at least
a first data block;
storing the workflow specification and data related to the workflow
specification in the first data block; and
for each of the one or more states:
identifying an operation corresponding to a current state of the
workflow;
performing the operation;
appending a data block to the block chain, the appended data block
including a reference to the first data block and a reference to a data block
immediately preceding the appended data block; and
transitioning from the current state to a next state;
wherein the data block appended to the block chain includes a reference to another
block chain and/or the data block appended to the block chain includes another block

chain as the current state of the workflow..

14.  The system of claim 13, the operation further comprising:
obtaining a workflow specification associated with the other block chain, the
workflow specification associated with the other block chain containing one or more
operations for the workflow specification associated with the other block chain; and
performing an operation corresponding to each of the one or more operations for

the workflow specification associated with the other block chain.
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15. The system of claim 13, wherein the appended data block includes each of the
one or more operations for the workflow specification associated with the other block

chain.

16. The system of claim 13, wherein a cryptographic hash creates a link between a
data block and an immediately preceding data block and creates a link between the data

block and a subsequent data block.
17.  The system of claim 13, the operation further comprising:

authenticating the block chain by verifying the links between each of the data

blocks.
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